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I. Introduction
Mr. Chairman, and members of the Subcommittee, I am Commissioner Thomas B. Leary of the Federal Trade
Commission ("FTC" or "Commission").(1) I appreciate the opportunity to present the Commission's views on identity
theft and Social Security numbers. The Federal Trade Commission has a broad mandate to protect consumers, and
controlling identity theft is an important issue of concern to all consumers. Through this testimony, the Commission
will describe the results of a recent survey on the prevalence and impact of identity theft, the ways in which Social
Security numbers are collected and used, new protections for consumers and identity theft victims, and the
Commission's identity theft program.

II. Uunderstanding the Impact of Identity Theft
On November 1, 1999, the Commission began collecting identity theft complaints from consumers in its national
database, the Identity Theft Data Clearinghouse (the "Clearinghouse").(2) Every year since has seen an increase in
complaints.(3) The Clearinghouse now contains over 666,000 identity theft complaints taken from victims across the
country. By itself, though, these self-reported data do not allow the FTC to draw any firm conclusions about the
incidence of identity theft in the general population. To address this important issue, the FTC commissioned a survey
last year to gain a better picture of the incidence of identity theft and the impact of the crime on its victims.(4) The
results were startling. The data showed that within the 12 months preceding the survey, 3.23 million persons
discovered that an identity thief opened new accounts in their names. An additional 6.6 million consumers learned of
the misuse of an existing account.(5) Overall, nearly 10 million people - or 4.6 percent of the adult population discovered that they were victims of some form of identity theft. These numbers translate to nearly $48 billion in
losses to businesses, nearly $5 billion in losses to individual victims, and almost 300 million hours spent by victims
trying to resolve their problems.
Moreover, identity theft is a growing crime. The survey indicated a significant increase in the previous 2-3 years nearly a doubling from one year to the next, although the research showed that this increase has recently slowed.
Notably, this recent increase primarily involved the misuse of an existing account, which tends to cause less
economic injury to victims and is generally easier for them to identify and fix. Overall, the 2003 survey analysis puts
the incidence rates of identity theft into sharper focus, and demonstrates the need for a concerted effort between the
public and private sectors to act aggressively to reduce identity theft.

III. Social Secutiry Number Uses and Identity Theft
Social Security numbers play a pivotal role in identity theft. Identity thieves use the Social Security number as a key
to access the financial benefits available to their victims. Preventing identity thieves from obtaining Social Security

numbers will help to protect consumers from this pernicious crime. The potential for misuse arises because Social
Security numbers are crucial to the proper functioning of our financial system. Social Security numbers are used to
match consumers to their credit and other financial information. Without them, information may be attributed to the
wrong consumer, and the accuracy of credit reports may be degraded. Enabling Social Security numbers to be used
appropriately will help to ensure that consumers continue to enjoy the benefits of our current credit system. The
Commission is studying "the efficacy of increasing the number of points of identifying information that a credit
reporting agency is required to match to ensure that a consumer is the correct individual to whom a consumer report
relates before releasing a consumer report to a user" as required by the Fair and Accurate Credit Transactions Act of
2003.(6) This study, to be completed by December, 2004, should greatly increase our knowledge of the importance of
Social Security numbers in the matching process. The Commission looks forward to reporting its findings to
Congress.
Social Security numbers are collected by public and private entities for various purposes, and several federal and
state laws restrict the use or disclosure of Social Security numbers, depending on the source.(7) The nationwide
credit bureaus are primary private sources of Social Security numbers, collecting information from financial
institutions for credit reporting purposes. This information typically includes a consumer's identifying information such as name, address, and Social Security number - as well as information related to the consumer's credit
accounts. The identifying information collected by the credit bureaus is one of the most reliable and comprehensive
sources of this information, because individuals tend to provide their financial institutions with accurate and up-to-date
identifying information and the credit bureau databases contain information for over 200 million consumers.(8)
The Gramm-Leach-Bliley Act ("GLBA")(9) imposes certain restrictions on the reuse and redisclosure of the identifying
information - including Social Security numbers - that is collected by credit bureaus from financial institutions.(10) As
a general matter, the GLBA prohibits financial institutions from disclosing nonpublic personal information ("NPI") to
nonaffiliated third parties without first providing consumers with notice and the opportunity to opt out of such
disclosure. This general restriction, however, is subject to certain exceptions. The information may flow from financial
institutions to others for certain purposes specified in the statute and rule, including, for example, to process
transactions or to report consumer information to credit bureaus.(11) When information is disclosed under these
GLBA exceptions, the recipient may not use or disclose that NPI except "in the ordinary course of business to carry
out the activity covered by the exception under which . . . the information [was received]."(12)

IV. New Protections for Identity Theft Victims
On December 4, 2003, the Fair and Accurate Credit Transactions Act of 2003 ("FACTA") was enacted.(13) Many of
the provisions amend the Fair Credit Reporting Act ("FCRA"),(14) and provide new and important measures to
prevent identity theft and facilitate identity theft victims' recovery. Some of these measures will take effect this
year.(15) They will codify many of the voluntary measures initiated by the private sector and improve other recovery
procedures already in place.
One prominent benefit of these amendments to the FCRA is the greater access to free consumer reports.(16)
Previously under the FCRA, consumers were entitled to a free consumer report only under limited circumstances.(17)
Beginning in December of this year with a regional rollout, nationwide and nationwide specialty consumer reporting
agencies(18) must provide free credit reports to consumers once annually, upon request.(19) Free reports will
enhance consumers' ability to discover and correct errors, thereby improving the accuracy of the system, and also
enable consumers to detect identity theft early.
Other measures that act to prevent identity theft include:

• National fraud alert system:(20) Consumers who reasonably suspect they have been or may be
victimized by identity theft, or who are military personnel on active duty away from home,(21) can place
an alert on their credit files. The alert will put potential creditors on notice that they must proceed with
caution when granting credit in the consumer's name. The provision also codified and standardized the

"joint fraud alert" initiative administered by the three major credit reporting agencies. After receiving a
request from an identity theft victim for the placement of a fraud alert on his or her consumer report and
for a copy of that report, each credit reporting agency now shares that request with the other two
nationwide credit reporting agencies, thereby eliminating the need for the victim to contact each of the
three agencies separately.

• Truncation of credit and debit card receipts:(22) In some instances, identity theft results from thieves
obtaining access to account numbers on credit card receipts. FACTA seeks to reduce this source of
fraud by requiring merchants to truncate the full card number on electronic receipts. The use of
truncation technology is becoming widespread, and some card issuers already require merchants to
truncate.(23)

• "Red flag" indicators of identity theft:(24) The banking regulators and the FTC will jointly develop a rule to
identify and maintain a list of "red flag" indicators of identity theft. The goal of this provision is for
financial institutions and creditors to analyze identity theft patterns and practices so that they can take
appropriate action to prevent this crime.

• Disposal of Consumer Report Information and Records:(25) The banking regulators and the FTC are
coordinating a rulemaking to require proper disposal of consumer information derived from consumer
reports.(26) This requirement will help to ensure that sensitive consumer information, including Social
Security numbers, is not simply left in a trash dumpster, for instance, once a business no longer needs
the information.(27)
FACTA also includes measures that will assist victims with their recovery. These provisions include:

• Identity theft account blocking:(28) This provision requires credit reporting agencies immediately to cease
reporting, or block, allegedly fraudulent account information on consumer reports when the consumer
submits an identity theft report,(29) unless there is reason to believe the report is false. Blocking would
mitigate the harm to consumers' credit records that can result from identity theft. Credit reporting
agencies must also notify information furnishers who must then cease furnishing the fraudulent
information and may not sell, transfer, or place for collection the debt resulting from the identity theft.

• Information available to victims:(30) A creditor or other business must give victims copies of applications
and business records relating to the theft of their identity at the victim's request. This information can
assist victims in proving that they are, in fact, victims. For example, they may be better able to prove
that the signature on the application is not their signature.

• Prevention of re-reporting fraudulent information:(31) Consumers can provide identity theft reports
directly to creditors or other information furnishers to prevent them from continuing to furnish fraudulent
information resulting from identity theft to the credit reporting agencies.
When fully implemented, these provisions should help to reduce the incidence of identity theft, and help victims
recover when the problem does occur.

V. The Federal Trade Commission's Role in Conbating Identity Theft
The FTC's role in combating identity theft derives from the 1998 Identity Theft Assumption and Deterrence Act ("the
Identity Theft Act" or "the Act").(32) The Identity Theft Act strengthened the criminal laws governing identity theft(33)
and focused on consumers as victims.(34) The Act directed the Federal Trade Commission to establish the federal
government's central repository for identity theft complaints, to make available and to refer these complaints to law
enforcement for their investigations, and to provide victim assistance and consumer education. Thus, the FTC's role
under the Act is primarily one of facilitating information sharing among public and private entities.(35)

To fulfill the Act's mandate, the Commission implemented a program that focuses on three principal components: (1)
collecting complaints and providing victim assistance through a telephone hotline and a dedicated website, (2)
maintaining and promoting the Clearinghouse, a centralized database of victim complaints that serves as an
investigative tool for law enforcement, and (3) outreach and education to consumers, law enforcement, and private
industry.
A. Assisting Identity Theft Victims
The Commission takes complaints from victims through a toll-free hotline, 1-877-ID THEFT (438-4338),(36) and a
secure online complaint form on its website, www.consumer.gov/idtheft. In addition, the FTC provides advice on
recovery from identity theft. Callers to the hotline receive telephone counseling from specially trained personnel who
provide general information about identity theft and help guide victims through the steps needed to resolve the
problems resulting from the misuse of their identities.(37) Victims are currently advised to:(38) (1) obtain copies of
their credit reports from the three national consumer reporting agencies and have a fraud alert placed on their credit
reports;(39) (2) contact each of the creditors or service providers where the identity thief has established or accessed
an account, to request that the account be closed and to dispute any associated charges; and (3) report the identity
theft to the police and get a police report, which is very helpful in demonstrating to would-be creditors and debt
collectors that the consumers are genuine victims of identity theft.
Counselors also advise victims having particular problems about their rights under relevant consumer credit laws
including the FCRA,(40) the Fair Credit Billing Act,(41) the Truth in Lending Act,(42) and the Fair Debt Collection
Practices Act.(43) If another federal agency can assist victims because the nature of the victims' identity theft falls
within such agency's jurisdiction, callers also are referred to those agencies.
The FTC's identity theft website, located at www.consumer.gov/idtheft, provides equivalent service for those who
prefer the immediacy of an online interaction. The site contains a secure complaint form, which allows victims to enter
their identity theft information into the Clearinghouse. Victims also immediately can read and download all of the
resources necessary for reclaiming their credit record and good name, including the FTC's tremendously successful
consumer education booklet, Identity Theft: When Bad Things Happen to Your Good Name.(44) The 26-page
booklet, now in its fourth edition, comprehensively covers a range of topics, including the first steps to take for victims
and how to correct more intensive credit-related problems that may result from identity theft. It also describes other
federal and state resources that are available to victims who may be having particular problems as a result of the
identity theft. The FTC alone has distributed more than 1.4 million copies of the booklet since its release in February
2000, and recorded over 1.6 million visits to the Web version.(45)
B. The Identity Theft Data Clearinghouse
One of the primary purposes of the Identity Theft Act was to enable criminal law enforcement agencies to use a
single database of victim complaints to support their investigations. To ensure that the database operates as a
national clearinghouse for complaints, the FTC accepts complaints from external sources such as other state or
federal agencies as well as directly from consumers through its call center and online complaint form. For example, in
February 2001, the Social Security Administration Office of Inspector General (SSA-OIG) began providing the FTC
with complaints from its fraud hotline, significantly enriching the FTC's database.
The Clearinghouse provides a picture of the nature, prevalence, and trends of the identity theft victims who submit
complaints. The Commission publishes annual charts showing the prevalence of identity theft complaints by states
and by cities.(46) Law enforcement and policy makers at all levels of government use these reports to better
understand the challenges identity theft presents.
Since the inception of the Clearinghouse in July of 2000, more than 1042 law enforcement agencies, from the federal
to the local level, have signed up for secure online access to the database. Individual investigators within those
agencies have the ability to access the system from their desktop computers 24 hours a day, seven days a week.

The Commission actively encourages even greater use of the Clearinghouse. Beginning in 2002, in an effort to
further expand the use of the Clearinghouse among law enforcement, the FTC, in cooperation with the Department of
Justice, the United States Postal Inspection Service, and the United States Secret Service, initiated full day identity
theft training seminars for state and local law enforcement officers. To date, seminars have been held in Washington,
D.C., Des Moines, Chicago, San Francisco, Las Vegas, Dallas, Phoenix, New York City, Seattle, San Antonio,
Orlando, Raleigh, Rochester, and Denver. The FTC also helped the Kansas and Missouri offices of the U.S. Attorney
and State Attorney General conduct a training seminar in Kansas City. More than 1800 officers have attended these
seminars, representing more than 680 different agencies. Future seminars are being planned for additional cities.
The FTC staff also developed an identity theft case referral program.(47) The staff creates preliminary investigative
reports by examining significant patterns of identity theft activity in the Clearinghouse and refining the data through
the use of additional investigative resources. Then the staff refers the investigative reports to appropriate Financial
Crimes Task Forces and other law enforcers throughout the country for further investigation and potential
prosecution. The FTC is aided in this work by its federal law enforcement partners, including the United States Secret
Service, the Federal Bureau of Investigation, and the United States Postal Inspection Service. Recently, an FBI
analyst has worked intensively with the Clearinghouse complaints, using sophisticated analytical software to find
related complaints and combine the information with other data sources available to the FBI.
C. Outreach and Education
The Identity Theft Act also directed the FTC to educate consumers about identity theft. Recognizing that law
enforcement and private industry each play an important role in helping consumers both to minimize their risk and to
recover from identity theft, the FTC expanded its outreach and education mission to include these sectors.
(1) Consumers: The FTC has taken the lead in the development and dissemination of comprehensive consumer
education materials for victims of identity theft and those concerned with preventing this crime. The FTC's extensive
consumer and business education campaign includes print and online materials, media mailings, and radio and
television interviews. The FTC also maintains the identity theft website, www.consumer.gov/idtheft, which includes
the publications and links to testimony, reports, press releases, identity theft-related state laws, and other resources.
To increase awareness for the average consumer and provide tips for minimizing the risk of identity theft, the FTC
developed a new primer on identity theft, ID Theft: What's It All About?.(48) Taken together with the detailed victim
recovery guide, Identity Theft: When Bad Things Happen to Your Good Name, the two publications help to educate
consumers.
(2) Law Enforcement: Because law enforcement at the state and local level can provide significant practical
assistance to victims, the FTC places a premium on outreach to such agencies. In addition to the training described
previously (see infra Section V.B), the staff joined with North Carolina's Attorney General Roy Cooper to send letters
to every other Attorney General about the FTC's identity theft program and how each Attorney General could use the
resources of the program to better assist residents of his or her state. Other outreach initiatives include: (i)
participation in a "Roll Call" video produced by the Secret Service, which has been sent to thousands of law
enforcement departments across the country to instruct officers on identity theft, investigative resources, and
assisting victims; and (ii) the redesign of the FTC's website to include a section for law enforcement with tips on how
to help victims as well as resources for investigations.
(3) Industry: The private sector can help with the problem of identity theft in several ways. From prevention through
better security and authentication, to helping victims recover, businesses play a key role in reducing the impact of
identity theft.
(a) Information Security Breaches: The FTC works with institutions that maintain personal information to identify ways
to help keep that information safe from identity theft.(49) In 2002, the FTC invited representatives from financial

institutions, credit issuers, universities, and retailers to an informal roundtable discussion of how to prevent
unauthorized access to personal information in employee and customer records.
As awareness of the FTC's role in identity theft has grown, businesses and organizations that have suffered
compromises of personal information have begun to contact the FTC for assistance.(50) To provide standardized
assistance in these types of cases, the FTC developed a kit, Information Compromise and the Risk of Identity Theft:
Guidance for Your Business, that is available on the identity theft website. The kit provides advice on contacting
consumers, law enforcement agencies, business contact information for the three major credit reporting agencies,
information about contacting the FTC for assistance, and a detailed explanation of what information individuals need
to know to protect themselves from identity theft.
(b) Victim Assistance: Identity theft victims may spend substantial time and effort restoring their good names and
financial records. As a result, the FTC devotes substantial resources to conducting outreach with the private sector
on ways to improve victim assistance procedures. One such initiative arose from the burdensome requirement that
victims complete a different fraud affidavit for each different creditor with whom the identity thief had opened an
account.(51) To reduce that burden, the FTC worked with industry and consumer advocates to create a standard
form for victims to use in resolving identity theft debts. From its release in August 2001 through April 2004, the FTC
has distributed more than 293,000 print copies of the ID Theft Affidavit. There have also been more than 643,000 hits
to the Web version. The affidavit is available in both English and Spanish.

VI. Conclusion
Identity theft places substantial costs on individuals and businesses. The Commission looks forward to working with
businesses on better ways for them to protect the valuable information of consumers with which they are entrusted as
well as other means of preventing identity theft. The Commission anticipates that as the new provisions of FACTA
take effect, they will further help to reduce identity theft as well as its impact on victims.
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