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I. INTRODUCTION
Chairwoman Roukema and members of the Subcommittee, I am Robert Pitofsky, Chairman
of the Federal Trade Commission ("FTC" or "Commission"). I appreciate this opportunity to
present the Commission's views on H.R. 10, the Fair Credit Reporting Act ("FCRA") and
financial privacy.(1) The Commission supports the work of the Committee in striving to
provide financial privacy protections for consumers and supports such provisions currently
in H.R. 10.
We live in a burgeoning information economy. The personal computer revolution of the
1980s, and the explosive growth of interactive technologies in the 1990s, have made it
possible for businesses to collect, aggregate, store, and market personal information in ways
unthinkable only a generation ago. The commercial use of this information can have great
benefits for consumers and industry, by allowing more cost-effective marketing systems. At
the same time, it raises concerns because of the speed and ease with which vast amounts of
sensitive information can be aggregated and disseminated.
It is not surprising to learn that, of all the types of information collected about them,
American consumers view their financial information as extremely sensitive, indeed as
sensitive as their medical histories.(2) Congress has long recognized this fact in enacting
laws to protect financial information, such as the FCRA and the Right to Financial Privacy
Act. As custodians of sensitive financial information, financial institutions must take their
customers' privacy concerns into account. The Commission has extensive experience
dealing with privacy and consumer protection issues, including those related to the financial
services industry, and I am pleased to present the Commission's perspective in this complex
area.
II. THE COMMISSION'S CONSUMER PROTECTION MISSION

The FTC is a law enforcement agency whose mission is to promote the efficient functioning
of the marketplace by protecting consumers from unfair or deceptive acts or practices and
increasing consumer choice by promoting vigorous competition. The Commission's primary
legislative mandate is to enforce the Federal Trade Commission Act ("FTCA"), which
prohibits unfair methods of competition and unfair or deceptive acts or practices in or
affecting commerce.(3) The Commission's authority over banks, other depository institutions
and insurers is limited to the extent they are regulated by federal bank or state insurance
regulatory agencies.(4) The FTCA generally provides the Commission with broad law
enforcement authority over entities engaged in or whose business affects commerce and
with the authority to gather information about such entities.(5) The Commission also has
responsibility under approximately forty additional statutes governing specific industries
and practices.(6) Recently, for example, the Identity Theft and Assumption Deterrence Act of
1998 made identity theft a federal crime and authorized the Commission to serve as a
central clearinghouse to receive complaints from, and provide information to, victims of
identity theft.(7)
The Commission has extensive experience in addressing consumer protection issues that
arise in the financial services industry, involving, for example, the use of credit cards,
lending practices, and debt collection.(8) Similarly, the Commission has been deeply
involved in addressing online privacy issues,(9) including consultation to Congress and the
federal banking agencies about consumer protection issues involving financial services.(10)
Just last week, the Commission presented its views on online privacy issues and the status of
self-regulatory efforts before the House Commerce Committee, Subcommittee on
Telecommunications, Trade and Consumer Protection. At that time, the Commission also
issued its Report to Congress on "Self-Regulation and Privacy Online."(11) Additionally, the
Commission regularly provides comments to the Federal Reserve Board regarding the
FCRA, and the implementing regulations for the Truth in Lending Act, the Consumer
Leasing Act, the Electronic Funds Transfer Act, and the Equal Credit Opportunity Act.(12)
Finally, the FTC's Privacy Policy, which has been in place for about two years, is featured
on the home page of the website, www.ftc.gov.(13)
III. FAIR CREDIT REPORTING ACT
The Subcommittee has requested that the Commission provide a discussion of its regulatory
authority in the area of financial privacy, particularly under the FCRA, and its views on the
privacy protections in H.R. 10, recently passed by the House.(14)
The FCRA provides critical privacy protection for consumers by limiting the circulation and
use of their personal financial information by private firms, including banks. While this law
provides strong protections, it does have limits and exceptions. We are aware that the
question of how those limits and exceptions should be addressed has been the focus of
considerable debate in the context of H.R. 10.
A. Scope of the FCRA
The FCRA primarily governs the accumulation and distribution of information that bears on

individuals' creditworthiness by regulating consumer reporting agencies, such as credit
bureaus, and establishing important protections for consumers with regard to the privacy of
their sensitive financial information.(15) The FCRA was enacted, in part, to address privacy
concerns associated with the sharing of consumers' financial and credit history contained in
consumer credit reports.(16) The FCRA limits the disclosure of consumer reports only to
entities with specified "permissible purposes" (such as evaluating individuals for credit,
insurance, employment, or similar purposes) and under specified conditions (including
certification of the permissible purpose by the user of the report).(17) In these ways, the
FCRA operates generally to limit disclosure of consumer reports primarily to instances
where a consumer initiates a transaction, such as an application for credit, employment, or
insurance.(18) The FCRA also provides consumers with certain rights in connection with the
information maintained by consumer reporting agencies.(19)
The FCRA imposes civil liability for both willful and negligent noncompliance by consumer
reporting agencies and parties who procure reports from (or furnish information to) such
agencies.(20) It grants civil enforcement authority to the Commission, other federal agencies,
and the states, to seek both monetary and injunctive relief for violations of the Act.(21) The
potential monetary penalties include, for those who knowingly violate the FCRA, up to
$2,500 per violation in a civil action brought by the Commission in district court,(22) or
damages incurred by residents of a state in an action brought by the attorney general (or
other official or agency designated by the state) on their behalf.(23) The FCRA also provides
for criminal sanctions against parties who infringe on consumer privacy by unlawfully
obtaining consumer reports.(24)
The Commission has undertaken FCRA enforcement actions against the three major credit
bureaus in the last eight years,(25) including one matter currently pending before the
Commission.(26) It has dedicated a portion of its website to the FCRA
(www.ftc.gov/os/statutes/fcrajump.htm), where the public can access the statutory text,
Commission proceedings relating to the FCRA, consumer education materials, press
releases, and the text of over 60 informal FCRA opinion letters the staff has published since
major changes to the statute became effective in September 1997.
B. Where the FCRA Does Not Apply
There are two important types of communications among businesses that the FCRA
specifically exempts from the full protections that apply to consumer reports. First, a
business is free to distribute without limitation information about its own "transactions and
experiences" with a customer.(27) Without this exception, the many thousands of firms that
report information about their customers each month to credit bureaus might themselves
legally be viewed as credit bureaus. Thus, the FCRA does not restrict a financial services (or
any other) firm's ability to sell to third parties and affiliates virtually any and all information
about its transactions and experiences with its customers, including number and types of
accounts, account balances, credit limits, detailed payment history and method of payment - information many, if not most, customers would view as highly sensitive. Allegations in a
recent case suggest that at least some financial services firms are selling that type of
information.(28) The sale or transfer of such sensitive "transactions and experiences"

information, with appropriate exceptions, raises serious privacy concerns.
Second, the 1996 amendments to the FCRA include a provision that permits affiliated
companies to share consumer report information free from many of the FCRA's restrictions,
so long as a notice and the opportunity to opt-out is provided before such non-transaction
and non-experience information is shared.(29) Most importantly, affiliated companies are
permitted to share any information included in a credit report procured by one of the
affiliates.(30) Prior to this change, an affiliate that regularly communicated consumer report
information to related companies (beyond its own transactions and experiences), which then
used this information to make decisions in consumer transactions would have been a
consumer reporting agency; the consumer would have had full FCRA rights, including
access and dispute rights, as to that information.(31) Under the amendments, that is no longer
the result, if notice and the opportunity to opt out are provided. Thus, a consumer who is
denied a loan by Company A, based on erroneous consumer information obtained from its
Affiliate Companies B and C now has no right to see and correct the information, and has a
right to only a limited adverse action notice.(32) Stated more generally, a consumer could be
repeatedly denied the benefits of obtaining credit or other services with no right to challenge
the accuracy of pooled information kept in the files of a company not involved with the
consumer's transaction.
IV. THE PRIVACY PROVISIONS OF H.R. 10
While the Commission generally supports the privacy provisions in H.R. 10, it believes that
one specific additional consumer protection should be provided and that the bill's current
provisions could be improved in two ways to ensure that legislation adequately protects
consumers.
First, we suggest that H.R. 10's privacy protections requiring notice and opt-out before
personal financial information is disclosed to nonaffiliated entities be extended to cover the
disclosure of such information among affiliated companies.(33) This extension makes sense
because consumers likely view different companies as separate entities, and are largely
unaware of the fact or consequences of common ownership.(34) Thus, the distinction
between the disclosure of personal financial information to an affiliated entity versus
disclosure to a nonaffiliated one is not likely to be significant to consumers or to affect
consumers' privacy interests in the underlying information. In sum, consumers should have
the right to know about, and prevent if they so choose, transfers of sensitive personal
financial data to any third parties, affiliated or non-affiliated.(35)
Next, with respect to two possible improvements to the bill, the Commission is concerned
with the broad exception provided for information transmitted "with the consent . . . of the
consumer."(36) H.R. 10's notice and opt-out model for the sharing of personal financial
information is already premised on the implied consent of the consumer -- if the consumer
does not opt out, the consumer has impliedly consented to the information transfer -- so no
additional exception for consent should be necessary. If there is a discrete need to obtain
consumer consent for the sharing of the information in particular circumstances, such a need
should be addressed with a more limited exception. Most importantly, any consent that

overrides the privacy protections of this bill should be permitted only where there is clear
and conspicuous notice to the consumer of specifically what information sharing will be
permitted by their consent and a clear expression from the consumer of that consent.
Finally, the bill should make it clear that its privacy provisions do not limit the FCRA's
protections to the extent they apply to financial institution files. H.R. 10's broad definition of
"nonpublic personal information," which covers personally identifiable information
"obtained by the financial institution,"(37) can include the type of information that would
otherwise constitute a credit report; in fact, it could even include credit reports obtained
from credit bureaus. Distribution of such information to third parties today should be subject
to the full protections of the FCRA, and not just the notice and opt-out regime included in
H.R. 10. If construed to supersede the FCRA, the H.R. 10 privacy provisions would be a
major retreat in privacy protections for consumers. Credit reports could be distributed to
firms that had no permissible purpose to see them if the consumer did not take the
affirmative step of stopping that practice. The Commission believes it essential to eliminate
the potential for such an interpretation by adding a savings clause indicating that,
notwithstanding any provisions of H.R. 10, the full protections of the FCRA continue to
apply where applicable.
V. CONCLUSION
It is clear that financial modernization can bring great benefits to consumers. It is also clear
that consumers are extremely concerned about the privacy of their sensitive financial
information. At the same time, the provision of financial services is dependent upon
efficient, fair and accurate reporting of consumer credit information. A principal goal of the
FCRA is to protect consumer privacy, while avoiding negative impacts on industry.(38) The
Commission is pleased to serve as a resource as this Subcommittee and others consider how
to strike the proper balance between these important competing interests.
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