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Madam Chairman and members of the Subcommittee, my name is Debra Valentine, and I
am General Counsel of the Federal Trade Commission. I am pleased to have this
opportunity to present the Commission's views on ways to reconcile potential conflicts
between the Fair Credit Reporting Act (FCRA) and other federal statutes and policy goals
in the area of workplace investigations by third parties.(1) You have asked the Commission
to comment specifically on H.R. 3408, the "Fair Credit Reporting Amendments Act of
1999," which would amend the FCRA to exempt certain workplace investigations from
the Act, and you have posed a number of specific questions, which I will address in the
course of my testimony.
As the Commission noted in its March 31, 2000 letter to Representative Sessions (copy
attached), the sponsor of H.R. 3408, we share a concern that the FCRA should not unduly
hinder workplace investigations that advance the goals of other federal statutes. Therefore,
we fully support the subcommittee's effort to enact legislation to amend the Fair Credit
Reporting Act to remove unintended impediments to workplace investigations. We
endorse prudent amendments to the FCRA to remove those FCRA procedural
requirements that unduly interfere with workplace investigations conducted for employers
by outside entities. The Commission believes, however, that in all other respects Congress
should retain the important privacy and procedural rights the FCRA currently provides
when third parties conduct workplace investigations of individuals who have been
accused, possibly falsely, of improprieties. This can be done without hindering the ability
of employers to utilize outside entities to conduct such investigations. In short, any
amendments to the FCRA should strike a balance between the need to facilitate efficient,
timely investigations and the need to preserve the basic safeguards for employees that
Congress enacted in 1970, and significantly expanded in 1996.
Background
The Fair Credit Reporting Act has been in effect for nearly thirty years and, since its
inception, has applied to the collection and use of certain information for employment
purposes. The Congressional statement of purpose notes that the objectives of the FCRA
include the requirement "that consumer reporting agencies adopt reasonable procedures

for meeting the needs of commerce for consumer credit, personnel, insurance, and other
information in a manner which is fair and equitable to the consumer, with regard to the
confidentiality, accuracy, relevancy, and proper utilization of such information . . .".(2)
The FCRA definitions of "consumer report" and "consumer reporting agency" are
expansive and apply to a variety of reports utilizing information for a number of purposes,
including employment purposes.(3) Moreover, "employment purposes," a term defined by
Congress in the FCRA in 1970, is quite broad in its reach, encompassing significant
personnel actions beyond the initial employment decision.(4)
In 1996, Congress adopted wide-ranging amendments to the FCRA (Pub. L. No.104-208),
which imposed substantial new requirements on users of consumer reports for
employment purposes. These new requirements are the focus of current attention.(5) But,
in the otherwise-sweeping amendments to the FCRA in 1996, none of the key definitions
of "consumer report" or "employment purposes" were changed by Congress.
For any consumer report used for employment purposes, the 1996 amendments added
requirements that, before an employer obtains a consumer report for employment
purposes, the employer must notify the consumer and obtain from him or her written
authorization to procure the report.(6) Additionally, before taking any "adverse action"(7)
based in whole or in part on information from a consumer report, the employer must
provide to the consumer to whom the report relates a copy of the report and a written
description of the consumer's FCRA rights (e.g., to dispute inaccuracies in the report with
the consumer reporting agency).(8)
As a consequence of the 1996 amendments (and because the operative FCRA definitions
are broad), an outside entity, such as a private investigator or law firm, that regularly
conducts investigations of alleged workplace misconduct by employees will generally
qualify as a "consumer reporting agency" and the reports it makes to the employer will
likely be "consumer reports" within the meaning of the FCRA. Indeed, because such
investigations typically include interviews at the workplace, the resultant report is an
"investigative consumer report" within the meaning of the FCRA.(9) Additional FCRA
protections apply for investigative consumer reports, including notice to the consumer that
an investigative consumer report may be obtained.(10)
With respect to investigative consumer reports, Congress made one particularly telling
change in the 1996 amendments relevant to investigations of workplace misconduct.
Before the 1996 amendments, an employer did not need to notify an employee when the
employer obtained an investigative consumer report involving alleged workplace
misconduct -- the general notice requirement did not apply to reports "to be used for
employment purposes for which the consumer has not specifically applied." In the 1996
amendments, Congress removed this exemption at the same time that it added other
requirements (such as disclosure and authorization) for users of all consumer reports for
employment purposes.(11) The 1996 amendments therefore increased the obligations on
employers using consumer reports, and particularly investigative consumer reports.
Not all affected parties immediately recognized the practical effects of the 1996 FCRA

amendments on employers and outside investigative entities. However, both the
amendments themselves and the legislative history leading up to the 1996 amendments
indicate that Congress, when it considered and ultimately passed those portions of the
1996 amendments that substantially expanded the employment provisions of the FCRA,
was aware that these requirements would apply not only to the "new hire" employment
decision, but also to employment actions involving existing employees.(12) The Senate
Committee Report regarding the employment-related FCRA amendments of S. 783 refers
repeatedly to the use of consumer reports on "current employees" and makes clear that
Congress realized that consumer reports could be used in the context of possible
workplace misconduct, as "where the employer believes that the fraudulent or criminal
activity [of an employee] is ongoing and directly related to the employment involved."(13)
Of course, when Congress enacted its FCRA reforms in 1996, it could not have foreseen
subsequent legal developments, such as two 1998 Supreme Court decisions that create
incentives for employers to prevent and promptly correct illegal behavior, and, in certain
instances, to hire outside investigators to conduct expeditious workplace investigations.(14)
Awareness of the 1996 amendments' implications soon began to increase. A November
1998 law journal article analyzed the FCRA changes and discussed their ramifications for
workplace investigations.(15) The author of that article also wrote to Commission staff
requesting its opinion on several issues related to the applicability of the FCRA to
workplace investigations of, specifically, sexual harassment. The resultant staff opinion
letter (the "Vail letter"), which was posted on the Commission's Internet web site, resulted
in more widespread awareness of the Act's requirements as applied to workplace
investigations by third parties.
That staff opinion letter and the Commission's letter to Representative Sessions constitute
an analysis of current law. While that analysis has occasioned comment and discussion of
what the FCRA should appropriately cover,(16) Section 621(a)(4) of the FCRA specifies
that the Commission is not permitted to issue rules or other regulations with respect to the
FCRA. Therefore, any changes or exceptions to the statute must be directed through
legislation.
The Commission fully appreciates that practical problems may arise in applying all the
FCRA requirements to investigations by third parties of workplace misconduct.(17) The
Commission agrees that there is considerable tension between some of the affirmative
requirements that the 1996 amendments to the FCRA impose on employers and certain
public policy aims of statutes and regulations that, directly or indirectly, compel or
encourage investigations of various forms of workplace misconduct. Most notably these
include the FCRA requirement that an employer obtain the employee's written
authorization before preparing a consumer report, which arguably provides an
antagonistic employee the opportunity to thwart a third-party investigation by withholding
authorization. We understand that this would be especially troubling for small employers
(who may not have the personnel or expertise to conduct an "in-house" investigation) and
any employer who wishes to put a workplace investigation in the hands of an outside
entity in order to foster a greater sense of impartiality.

Additionally, the FCRA requirement that the employee who is the target of a workplace
investigation be notified of the employer's intent to obtain a consumer report, and
informed, upon request, of the "nature and scope" of an investigative consumer report has
potential drawbacks. By alerting the employee to the investigation, it may permit a
dishonest employee to destroy or alter evidence, seek to influence potential witnesses, and
otherwise impair the reliability of the investigation. The requirements that the employee
be provided a copy of the report and that, upon request, "all information" in the consumer
reporting agency's file on the employee be disclosed to the employee likewise pose
difficulties for thorough investigations. They may have a "chilling effect" on the
willingness of others (co-workers, witnesses) to participate in the investigation, for they
may fear retribution or other adverse consequences if their identity is divulged or if
sufficient information is available to infer the individuals who gave evidence.
Commission Views on H.R. 3408
You have asked for our comments on H.R. 3408, which creates an exemption from the
definition of "consumer report" that effectively removes from the coverage of the Act
investigations of allegations of illegal conduct by an employee. It does so by adding such
investigations to the existing statutory list of items that are not encompassed within the
meaning of the term "consumer report" -- Section 603(d)(2) of the FCRA
("Exclusions").(18) The effect of such a blanket exclusion, however, is to free workplace
investigations not only from the FCRA provisions that are widely agreed to be
problematic as applied to them, but also to eliminate a significant number of longstanding privacy and procedural protections that the FCRA traditionally has afforded to
employees that are the target of such investigations.
The Commission emphasizes that it believes legislation is warranted to relieve an
employer of the FCRA requirements that actually impede workplace investigations by
outside parties. However, the Commission strongly believes that the best method of
achieving this end is a targeted statutory exemption from the problematic requirements,
not a broad-brush elimination of all FCRA protections. In short, while H.R. 3408's
sweeping language may accomplish relief from the onerous requirements of the Act added
by the 1996 amendments, it will also remove protections that the Act has provided,
without objection or difficulty, to consumers for thirty years.
The Commission's Recommended Approach to Resolving
the FCRA's Applicability to Workplace Investigations
The basic FCRA provisions that have long safeguarded the consumer/employee who is
the target of a workplace investigation include requirements that consumer reporting
agencies use reasonable procedures in the preparation of consumer reports; employ
safeguards for accuracy and accountability; and observe procedures for disclosure and
dispute resolution after adverse action. Given the grave consequences of employment
decisions for the individual employee, these protections, in place since the initial
enactment of the FCRA, are neither unrealistic nor undue requirements for consumer
reporting agencies involved in workplace investigations. These minimal safeguards (in

contrast to the 1996 requirements) do not afford an uncooperative employee the
opportunity to thwart or delay an investigation. Instead, these basic procedural protections
are an appropriate balance to the need for expeditious investigations of alleged workplace
misconduct, especially for those workers who may be the target of unfounded or
erroneous accusations.
Accordingly, the Commission respectfully urges that Congress not exempt workplace
investigation reports from all coverage by the FCRA but instead craft an amendment that
carefully eliminates those FCRA provisions that potentially hamper timely investigations
and arguably "chill" the willingness of co-workers to cooperate in the investigation of a
colleague for fear of identification.
One way of achieving the desired goal would be to add a new FCRA provision, Section
626, applicable to investigations of alleged or suspected workplace illegality, which
would provide that, in cases in which a consumer report is obtained for the purpose of
investigating suspected or alleged illegal misconduct by an employee, compliance with
Sections 604(b)(2)(A) and (3)(A) and 606(a), (b), (c) and (d)(1) is not required. The
Commission also recommends that, in such cases, compliance with Section 609(a)(1)
should not be required except that the consumer reporting agency must disclose to the
employee a summary containing the nature and substance of the information in the
consumer's file at the time of the request.
If Congress adopted this approach to amending the FCRA, it would serve to
•

remove the requirements that, before procuring a consumer report, the employer
must disclose to the employee under investigation that a consumer report will be
obtained and obtain the written authorization of the employee to procure the
report. (Thus, the target of a sensitive investigation will neither be alerted to the
investigation nor have an opportunity to thwart the use of a third-party investigator
by refusing authorization.)

•

remove the requirements that, before taking adverse action based in whole or in
part on a consumer report, the employer must provide to the consumer a copy of
the consumer report and a written description of the consumer's rights under the
FCRA. (This will enable an employer to fire or otherwise discipline an employee
without having to provide a copy of the consumer report in advance.)

•

remove the requirements that apply to investigative consumer reports, including
notification of preparation of a report and notice of the consumer's right to request
disclosure of the nature and scope of the investigation.

•

remove the requirement that a consumer reporting agency that prepares an
investigative consumer report must, upon request, disclose to the consumer all
information in the consumer's file. Instead, for investigative consumer reports, the
consumer reporting agency would be required to provide a summary of the "nature

and substance" of the information in the consumer's file.
To ensure continued fairness to employees under investigation, the Commission
recommends that Congress consider an additional safeguard to the FCRA in connection
with workplace investigations. Specifically, to avoid the possibility that exempting
employers from the various disclosure and notice requirements could lead to unwarranted
investigations, employers should be required to certify to the consumer reporting agency
preparing the report that the employer has a reasonable suspicion or has received an
allegation of illegal misconduct by an employee; that confidentiality of the investigation is
necessary to preserve evidence and to prevent the destruction of evidence relevant to the
investigation; or there is reason to believe that compliance with Section 604(b)(2) or (3)
will result in the intimidation of a potential witness relevant to the investigation, or
otherwise seriously jeopardize or unduly delay the investigation.
The approach recommended by the Commission leaves in place (among other provisions
of the Act) Section 615 of the FCRA, which requires an employer who takes adverse
action against an employee based in whole or in part on any information in a consumer
report to provide to the consumer (employee) the name and other identifying information
about the consumer reporting agency, and notification of the consumer's right to obtain a
disclosure of the report(19) and the consumer's right to dispute the accuracy of the
information in the report. These actions would take place after the employer's action
against the employee.
In certain cases of illegal workplace conduct, however, the employer may have also
referred the matter to a law enforcement agency for investigation, or may do so upon
termination of the employee. In this context, some law enforcement agencies have raised
the possibility that an adverse action notice under Section 615 of the FCRA might
prematurely disclose the existence of a criminal or other investigation that results from the
referral by an employer of allegations of illegal activity by an employee, and seriously
compromise the investigation. The Commission believes that, when a consumer report has
figured both in the employer's decision to refer an investigation to law enforcement action
and the employer's determination to take adverse action with respect to an employee, the
FCRA should make some provision for deferring the adverse action notice otherwise
required by Section 615.(20)
We recommend a provision for delayed Section 615 notice in cases where the employer
refers an investigation into illegal conduct in the workplace to a government enforcement
authority for concurrent investigation or investigation following adverse action. In those
cases where delayed notice is warranted, the head of the government enforcement
authority or his/her designee should be required to certify in writing to an employer that
an investigation of an employee is being conducted within the lawful jurisdiction of the
government authority seeking the delay and that notice of the investigation to the
employee will result in endangering life or physical safety of any person; flight from
prosecution; destruction of or tampering with evidence; intimidation of potential
witnesses; or otherwise seriously jeopardizing an investigation or official proceeding or

unduly delaying a trial or ongoing official proceeding.(21)
Responses to Additional Questions
You also asked us to discuss the liability provisions of the FCRA. The Act provides for
civil liability for willful or negligent noncompliance.(22) A person who willfully fails to
comply with an FCRA requirement with respect to a consumer/employee is liable to that
consumer for actual damages sustained as a result of the failure or damages of not less
than $100 and not more than $1000, together with such punitive damages as the court may
allow. Negligent noncompliance can result in liability to the aggrieved consumer for
actual damages sustained by the consumer as a result of the failure to comply. In both
cases, a successful action to enforce liability can also result in the assessment of costs of
the action and reasonable attorney's fees as determined by the court. Section 621 of the
Act provides that, in administrative enforcement by the Commission, a knowing violation,
which constitutes a pattern or practice of violations of the FCRA, can involve a civil
penalty of not more than $2,500 per violation.(23) However, there are important limitations
on liability, in particular for those employers and reporting agencies that can demonstrate
that they followed reasonable procedures.(24)
You also asked us to address the fact that the FCRA covers workplace investigations by
third-party investigators (so long as they meet the definition of a "consumer reporting
agency") while internal employer reviews and reports on alleged employee misconduct
are not subject to the FCRA. The Congress made a determination that consumer reports,
including investigative consumer reports, prepared by outside entities are subject to
safeguards that do not apply, at least as a matter of federal law, to information gathered
directly by employers. The Commission believes that the distinction makes sense in the
context of workplace investigations precisely because the outside investigator is hired
based on considerations of independence, expertise and ability to gather information in
ways or to a degree that may not be available to employers conducting their own
investigation. Co-workers and other interviewees and witnesses may be more forthcoming
with an independent investigator than they would be with the employer. The outside
agency likely has greater investigational resources, access to data, and informationgathering expertise than does the employer. These considerations may give the resultant
consumer report a greater credibility and weight than an internal report. It is appropriate
that the agency that collects and maintains this sensitive information have corresponding
requirements for accuracy and reasonable procedures imposed on it. The safeguards are
commensurate with the heightened resources of third-party investigators, the legitimate
expectations of all affected parties that the report will be a professional, high-quality
product, and with the magnitude, influence and consequence of their reports.
Conclusion
In sum, the Commission agrees that the 1996 amendments to the Fair Credit Reporting
Act have resulted in unanticipated conflicts between the aims of the Act and the public
policy favoring prompt, objective investigations of workplace misconduct. We do not
believe that a blanket exemption from the entirety of the FCRA is warranted for such

investigations. We recommend that the Congress enact a targeted amendment tailored to
those specific procedural provisions of the Act that may genuinely impede workplace
investigations by third parties. Because accused employees should still be protected
through the FCRA's reasonable procedures and accuracy safeguards, we believe that the
more measured approach set out above strikes the appropriate balance.
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