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Mr. Chairman, I am Robert Pitofsky, Chairman of the Federal Trade Commission. I
appreciate this opportunity to present the Commission's recommendations for addressing
the privacy concerns raised by the wide-spread collection of personal information from
consumers by commercial sites on the World Wide Web.(1)
I. Introduction and Background
A. FTC Law Enforcement Authority
The Commission's mission is to promote the efficient functioning of the marketplace. It
does so by seeking to protect consumers from unfair or deceptive acts or practices and by
promoting vigorous competition. As you know, the Commission's responsibilities are farreaching. Its primary legislative mandate is to enforce the Federal Trade Commission Act,
which prohibits unfair methods of competition and unfair or deceptive acts or practices in
or affecting commerce.(2) With the exception of certain industries, this statute provides the
Commission with broad law enforcement authority over virtually every sector of our
economy.(3) Commerce on the Internet falls within the scope of this statutory mandate.
B. The Commission's Role in Online Privacy
The Commission has been involved in addressing online privacy issues for almost as long
as there has been an online marketplace and has held a series of workshops and hearings on
such issues. Throughout, the Commission's goal has been to understand this new
marketplace and its information practices, to assess the impact of these practices on
consumers, and to encourage and facilitate effective self-regulation as the preferred
approach to protecting consumer privacy online. The Commission's efforts to encourage
self-regulation have included bringing industry and consumer and privacy advocates
together to address online privacy issues at our workshops, and meeting with, and
encouraging, industry leaders to adopt effective self-regulatory programs. These efforts
have been based on (1) the understanding that personal information can be collected and

widely disseminated on the Web with unprecedented ease, and (2) the belief that greater
protection of personal privacy on the Web will not only protect consumers, but also
increase consumer confidence and ultimately their participation in the online marketplace.
In June, the Commission issued a comprehensive report on Internet privacy, Privacy
Online: A Report to Congress (the "Report").(4) The Report sets forth widely accepted fair
information practices; reports on the Commission's extensive survey of some 1400 Web
sites' information practices; and assesses the effectiveness of self-regulatory efforts to date
in protecting consumer privacy. The Report concludes that an effective self-regulatory
system has yet to emerge and that additional incentives are required in order to ensure that
self-regulation is effective and consumer privacy is protected. The Report also includes a
recommendation that Congress adopt legislation that would set forth standards for the
online collection of information from children. Today the Commission presents a
legislative model that would address the recommended standards pertaining to children,
and the broader issue of consumer privacy online.
C. The Online Marketplace
The advent of the Internet --- with its new methods of communicating through Web sites,
electronic mail, news groups, chat rooms, electronic bulletin boards, and commercial
online services --- is an historical development much like the introduction of television or,
a few generations earlier, the telephone. Like these earlier technologies, the Internet
presents consumers with extraordinary new means to purchase both innovative and
traditional goods and services, to communicate more effectively, and to tap into rich
sources of information that previously were difficult to access and that now can be used to
make better-informed decisions. According to recent survey evidence, 76 million
American adults use the Internet.(5) This figure represents a marked increase from figures
reported in recent years.(6)
Children also represent a large and rapidly growing segment of online consumers.(7)
Almost 10 million (14%) of America's 69 million children are now online, with over 4
million accessing the Internet from school and 5.7 million from home.(8) Children are also
avid consumers and represent a large and powerful segment of the marketplace.(9) Their
growing presence online, therefore, creates enormous opportunities for marketers to
promote their products and services to an eager audience.(10)
1. Collection of Information Online
This unique, new medium is also very valuable to merchants because it is used to collect
vast amounts of personal information about consumers. Commercial sites on the World
Wide Web (the "Web") collect personal information explicitly through a variety of means,
including registration pages, user surveys, online contests, application forms, and order
forms. Web sites also collect personal information through means that are not obvious to
consumers, such as using electronic means (e.g., cookies) to track which pages a consumer
views and for how long.(11) As a result, merchants can effectively follow consumers around
their "virtual stores" as consumers do their shopping. In the Commission's recent survey of

some 1400 Web sites, the Commission found that the vast majority of sites collect personal
information from consumers -- 92% in the sample representing all U.S.-based commercial
sites likely to be of interest to consumers.(12) In addition, we found that a wide variety of
detailed personal information is being collected online from and about children, often
without actual notice to, or an opportunity for control by, parents. In our survey, 89% of
the 212 children's sites surveyed collect personal information from children, but only 1%
obtain parental permission prior to collecting such information.(13)
Here are a few examples of the kinds of information collection practices Commission staff
discovered in the survey:
A medical clinic's online doctor-referral service invites consumers to submit their
name, postal address, e-mail address, insurance company, any comments
concerning their medical problems, and to indicate whether they wish to receive
information on any of a number of topics, including urinary incontinence,
hypertension, cholesterol, prostate cancer, and diabetes. The online application for
the clinic's health education membership program asks consumers to submit their
name, address, telephone number, date of birth, marital status, gender, insurance
company, and the date and location of their last hospitalization.
An automobile dealership's Web site offers help to consumers in rebuilding their
credit ratings. To take advantage of this offer, consumers are urged to provide their
name, address, Social Security number, and telephone number through the Web
site's online information form.
A mortgage company operates an online prequalification service for home loans.
The online application form requires that each potential borrower provide his or her
name, Social Security number, home and business telephone numbers, e-mail
address, previous address, type of loan sought, current and former employer's name
and address, length of employment, income, sources of funds to be applied toward
closing, and approximate total in savings. The online form also requires the
borrower to provide information about his or her credit history, including credit
card, car loans, child support and other indebtedness, and to state whether he or she
has ever filed for bankruptcy.
A child-directed site collects personal information, such as a child's full name,
postal address, e-mail address, gender, and age. The Web site also asks a child
extensive personal finance questions, such as whether a child has received gifts in
the form of stocks, cash, savings bonds, mutual funds, or certificates of deposit;
who has given a child these gifts; whether a child puts monetary gifts into mutual
funds, stocks or bonds; and whether a child's parents own mutual funds. Elsewhere
on the Web site, contest winners' full names, age, city, state, and zip code are
posted.
Another child-directed site collects personal information to register for a chat room,
including a child's full name, e-mail address, city, state, gender, age, and hobbies.

The Web site has a lotto contest that asks for a child's full name and e-mail address.
Lotto contest winners' full names are posted on the site. For children who wish to
find an electronic pen pal, the site offers a bulletin board service that posts
messages, including children's e-mail addresses. While the Web site says it asks
children to post messages if they are looking for a pen pal, in fact anyone of any
age can visit this bulletin board and contact a child directly.(14)
None of these Web sites posted a privacy policy.
2. Consumer Concerns About Online Privacy
Consumers are concerned about this collection of personal data, which in turn appears to
be affecting their participation in the online marketplace. While recent survey research
indicates that 76 million Americans use the Internet, less than a quarter of this group, or
17.5 million people, have purchased products, services, or information online.(15)
According to the results of a March 1998 Business Week survey, consumers not currently
using the Internet ranked concerns about the privacy of their personal information and
communications as the top reason they have stayed off the Internet.(16) A substantial
number of online consumers would rather forego information or products available through
the Web than provide a Web site personal information without knowing what the site's
information practices are.(17) Interestingly, while 61% of all Internet users have not seen
any notices describing how Web sites use personal information, 59% of those who have
purchased a product or service online have seen such privacy notices, suggesting there may
be a correlation between seeing such a notice and a willingness to buy products or services
online.(18)
Consumers are even more concerned about the collection of personal information from
children. These practices raise especially troubling privacy and safety concerns because of
the particular vulnerability of children, the immediacy and ease with which information
can be collected from them, and the ability of the online medium to circumvent the
traditional gatekeeping role of the parent. Indeed, consumers strongly favor limiting the
collection and use of personal information from children online. A recent survey showed
that 97% of parents whose children use the Internet believe Web sites should not sell or
rent personal information relating to children, and 72% object to a Web site's requesting a
child's name and address when the child registers at the site, even if such information is
used only internally.(19)
In sum, it is clear that consumers care deeply about the privacy and security of their own,
and their children's, personal information in the online environment and are looking for
greater protections. Until meaningful and effective consumer privacy protections are
implemented in the online marketplace, consumers may remain wary of engaging in
electronic commerce, and this new marketplace will fail to reach its full potential.(20)
3. Industry Self-Regulation to Protect Privacy
For the past several years, the Commission has encouraged industry to address consumer

concerns regarding online privacy through self-regulation. The Commission believes that
self-regulation is preferred to a detailed legislative mandate because of the rapidly evolving
nature of the Internet and computer technology. The Commission also recognizes that a
private-sector response to consumer concerns that incorporates the widely-accepted fair
information practices discussed in the Report and provides for effective enforcement
mechanisms could afford consumers adequate privacy protection.
However, despite the Commission's considerable efforts to encourage and facilitate an
effective self-regulatory system, we have not yet seen one emerge.(21) Our March 1998
survey of commercial Web sites and assessment of industry self-regulatory efforts revealed
that, at the time of the survey, the state of self-regulation was inadequate and
disappointing. Our survey found that the vast majority of Web sites fail to provide even the
most basic privacy protection -- notice of what information they collect and what they do
with that information. Few of the sites surveyed -- only 14% in the Commission's random
sample of commercial Web sites -- provide any notice with respect to their information
practices, and fewer still -- approximately 2% -- provide notice by means of a
comprehensive privacy policy.
The information practices of the sites designed for children were also disappointing. While
54% of children's sites surveyed provide some form of disclosure of their information
practices, few sites take any steps to provide for meaningful parental involvement in the
process. Only 23% of sites even tell children to seek parental permission before providing
personal information, fewer still (7%) say they will notify parents of their information
practices, and less than 10% provide for parental control over the collection and/or use of
information from children. For example, neither of the children's sites described earlier
provided for parental notice or control.
Recently, there have been some encouraging signs that the private sector is attempting to
address consumer concerns about online privacy. Within the last month, a number of
industry leaders have taken steps to develop self-regulatory programs.(22) While the
Commission is hopeful that self-regulation will achieve adequate online privacy
protections for consumers, we recognize that there are considerable barriers to be
surmounted for self-regulation to work. For such programs to be meaningful, an effective
enforcement mechanism is crucial. Moreover, it will be difficult for self-regulatory
programs to govern all or even most commercial Web sites. While some industry players
may form and join self-regulatory programs, many may not. This would result in a lack of
the uniform privacy protections that the Commission believes are necessary to allow
electronic commerce to flourish.
Accordingly, the Commission believes that, unless industry can demonstrate that it has
developed and implemented broad-based and effective self-regulatory programs by the end
of this year, additional governmental authority in this area would be appropriate and
necessary.(23) The Commission offers the following as a legislative model for consideration
by the Congress. We believe that this model would bolster ongoing self-regulatory
initiatives, encourage others to undertake such initiatives, and provide statutory standards

that would govern businesses that do not participate in self-regulatory programs.
II. Legislation
The proposed legislative model would set forth a basic level of privacy protection for all
consumers visiting U.S. consumer-oriented commercial Web sites. Furthermore, as an
incentive for continued industry participation in structuring privacy guidelines, the
legislation would provide a safe harbor for industries that choose to establish their own
means of providing consumers privacy protections, as long as those means are subject to
governmental approval.(24) The agency responsible for approving such guidelines and
enforcing this legislation (the "implementing agency") would be given rule-making
authority under the Administrative Procedure Act.(26) Such authority would allow the
implementing agency to promulgate both procedural mechanisms for approval of industry
guidelines and substantive, sector-specific definitions of fair information practices based
on general statutory guidance. The Commission's prior recommendations with respect to
children's online privacy would fit within this framework and form the substantive rules
governing the online collection of information from children. The basic structure of this
legislative model is described in greater detail below.
A. Statutory Standards
Pursuant to the proposed model, federal privacy legislation would set out the basic
standards of practice governing the collection of information online, as well as provide the
implementing agency with the authority to enforce compliance with those standards. All
commercial Web sites that collect personal identifying information from or about
consumers online would be required to comply with the four widely-accepted fair
information practices set forth in the Report. The four basic information practices required
by the statute would be as follows:
(1) notice/awareness -- Web sites would be required to provide consumers notice of
their information practices, i.e., what information they collect and how they use it;
(2) choice/consent -- Web sites would be required to offer consumers choices as to
how that information is used beyond the use for which the information was
provided (e.g., to consummate a transaction);
(3) access/participation -- Web sites would be required to offer consumers
reasonable access to that information and an opportunity to correct inaccuracies;
and
(4) security/integrity -- Web sites would be required to take reasonable steps to
protect the security and integrity of that information.
The implementation of these practices will vary by industry and with technological
developments. For this reason, the Commission recommends that any legislation be
phrased in general terms and be technologically neutral. The definitions of fair information

practices set forth in the statute should be broad enough to allow for flexibility in
interpretation, in light of both reasonable consumer expectations and industry practices.
Sites that collect personal identifying information from children should be subject to the
additional statutory standards recommended by the Commission in its June 1998 Report.
The recommended standards pertaining to children would empower parents to make
choices about when and how their children's information is collected and used on the Web.
They would require commercial Web sites that collect personal identifying information
from children 12 and under to provide actual notice to the parent and obtain parental
consent as follows.
(1) Where the personal identifying information would enable someone to contact a
child offline or where the personal identifying information is publicly posted or
disclosed to third parties, the site would be required to obtain prior parental consent
(opt-in).
(2) Where collection of an e-mail address is necessary for a child's participation at a
site, such as to notify contest winners, and is not posted or disclosed to third parties,
the site would be required to provide notice to parents and an opportunity to
remove the e-mail address from the site's database (opt-out).
Where the personal identifying information is collected from children over 12, Web sites
would be required to provide parents with notice of the collection of such information and
an opportunity to remove the information from the site's database (opt-out).(27)
B. Safe Harbor
To encourage industry participation in the process and to ensure that fair information
practices are implemented in a manner that is sensitive to both industry-specific concerns
and technological developments, the legislative model provides that compliance with
agency-certified industry guidelines would provide a safe harbor from any enforcement
actions under the new statute, though not from compliance with other federal statutes,
including the FTC Act's prohibition on unfair or deceptive trade practices.(28) In order to
qualify for safe harbor protection, industry guidelines would be required to meet the basic
standards of privacy protection described above.(29) In order to avoid any Constitutional
prohibitions on delegation of government powers, and to ensure the new statute's basic
requirements are met, the Commission recommends that the implementing agency be given
the authority to review and certify industry guidelines as meeting the statute's standards,
after public notice and comment.(30) Once guidelines were certified, any qualifying entity
adhering to the guidelines would be deemed to be in compliance with the new law's
requirements as well.(31)
In certifying agency guidelines pursuant to the legislative model, the implementing agency
would consider the costs(32) and benefits, within industry-specific contexts, of
implementing the core fair information practices.(33) For example, consumers may have
varying needs, depending on the nature or sensitivity of the information collected, for

access to their information.
Industry also would be required to include compliance assurance mechanisms,
enforcement mechanisms and/or provide for external compliance reviews in guidelines
submitted for certification.(34) Such steps would enhance compliance with any certified
guidelines while limiting the demands on governmental enforcement resources.
C. Rule-making
As part of the proposed legislative model, the implementing agency would be directed to
undertake a rule-making under the Administrative Procedure Act. This direction would
serve two important purposes. First, the agency would be authorized to issue interpretive
rules defining fair information practices with greater specificity, taking into account
industry-specific differences.(35) For example, the agency could expand on what constitutes
adequate notice of a Web site's information practices, or adequate access, under various
circumstances. Such interpretive rules would provide guidance for any industry seeking to
qualify for safe-harbor certification as well as for any businesses that elect not to
participate in an existing safe harbor program. In either event, this aspect of the rulemaking authority would allow the implementing agency to apply the basic legislative
prescriptions in a more refined, industry-specific manner after soliciting public comment.
Second, the agency would be authorized to develop procedures to govern the approval of
industry guidelines as a safe harbor from enforcement.
III. Conclusion
The Commission is committed to the goal of assuring fair information practices for
consumers online, and looks forward to working with the Committee as it considers the
Commission's Report and proposals for protecting online privacy.
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