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The Intersection of
Consumer Protection and
Competition in the New
World of Privacy
Julie Brill*

P

rivacy issues are becoming increasingly important during this time of rapid
technological advance. This article addresses the important question of
how the FTC might balance the consumer protection concerns arising in the
context of privacy with competition issues. It will first examine the basic principles of consumer protection and competition law, the two core missions of
the FTC, and then take a look at some cases and other actions by the FTC outside the privacy realm that illustrate the different modes of interaction between
the two areas of law. The agency’s careful balance of its two core missions
becomes clear through this exercise. Next, the article will describe the most
recent evolution of privacy law at the agency, and the FTC’s preliminary staff
report on privacy. Included in the discussion will be a review of some of the latest privacy protection proposals from industry members. Finally, the article will
discuss the interplay of some core consumer protection and competition principles in analyzing the privacy protection proposals.

*Commissioner, U.S. Federal Trade Commission. The views expressed in this article are my own and do not
necessarily reflect the views of the Commission or the other Commissioners. I am grateful to my attorney
advisor, Holly Vedova, for her invaluable assistance in preparing this article.
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I. Introduction
The last five years have seen tremendous change in the on-line world.
Technological advances have allowed on-line companies to develop new means
to rapidly collect and share consumer information for use by behavioral advertisers and others. These changes can benefit consumers: Behavioral advertisers use
the information to create ads more closely targeted to consumers’ interests,
increasing revenue to content providers, thereby funding much of the free content on the internet. But the changes also raise
T H U S P R I VA C Y J O I N S
significant consumer privacy issues. Consumers
may be unaware of the extent to which their onA NUMBER OF OTHER ISSUES
line habits are bought and sold or, if they are
AT T H E F E D E R A L T R A D E
aware, some consumers may curtail economic or
C O M M I S S I O N I N V O LV I N G B O T H
other activity out of fear of the consequences.
CONSUMER PROTECTION AND

For the most part, the privacy issues that arise
COMPETITION CLAIMS.
in this context are based on consumer protection law. The FTC’s recently released preliminary staff report on privacy is primarily focused on consumer protection issues. 1 However, some of the issues that
arise in the privacy realm could also present competition concerns. Thus privacy joins a number of other issues at the Federal Trade Commission involving
both consumer protection and competition claims. The intersection of these two
areas of law is of growing significance to the business community, consumers, and
practitioners, as well as to regulators. Sometimes the principles at the heart of
these two areas of law point to conflicting results, while at other times they work
in harmony. As in other areas of the law, the consumer protection concerns arising in the context of privacy will need to be balanced with competition issues.
To help shed light on how the FTC might undertake this task, this article will
first examine the basic principles of consumer protection and competition law,
the two core missions of the FTC, and then take a look at some cases and other
actions by the FTC outside the privacy realm that illustrate the different modes
of interaction between the two areas of law. The agency’s careful balance of its
two core missions becomes clear through this exercise. Next, the article will
describe the most recent evolution of privacy law at the agency, and the FTC’s
preliminary staff report on privacy. Included in the discussion will be a review of
some of the latest privacy protection proposals from industry members. Finally,
the article will discuss the interplay of some core consumer protection and competition principles in analyzing these proposals.

II. Consumer Protection and Competition Laws
Both Address Distortions in the Marketplace
Consumer protection and competition law share at least one core concept: protecting consumers by removing distortions in the marketplace. Often the under8
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lying conduct prohibited by these two areas of law impacts consumers in different ways. Conduct prohibited by consumer protection law usually involves individual businesses acting in a way that has a direct impact on consumers, for
example, by deceiving or misleading them through false or deceptive advertising.
A prime example in the privacy area is the FTC’s recent complaint and settlement against EchoMetrix, where the company sold software to enable parents to
monitor their children on-line, but failed to adequately disclose that the software
also collected information about the kids’ on-line activities and then sold that
information to third-party marketers.2
Conduct prohibited by competition law also affects consumers, but the impact
may not be as direct as on the consumer protection side because the prohibited
practices in the first instance affect competition between businesses which then
impacts consumers, for example, in the form of higher prices. An example
involving privacy could be a situation where an on-line platform provider with
a dominant share of the market introduces a privacy protection program that
severely disadvantages a competitor.
Notwithstanding this difference in consumer impact, as former FTC
Commissioner Tom Leary has noted, it takes only a few more moments of thinking about consumer protection and competition law to understand that these
two areas of law share the common goal of addressing distortions in the marketplace that are designed to increase, or have the effect of increasing, the sales and
profitability of a business or an industry in a manner detrimental to consumers.3
Consumer protection law addresses distortions that take place on the demand
side of the transaction: Consumers’ choices in the marketplace are negatively
impacted, for example, by deceptive advertising that gives consumers the false
impression that a product or service is worth
C O N S U M E R P R O T E C T I O N L AW
more than it really is. Competition law addressA D D R E S S E S D I S T O RT I O N S T H AT
es distortions that take place on the supply side:
Anticompetitive practices, for example,
TA K E P L A C E O N T H E D E M A N D
exclude competitors or restrict supply among
SIDE OF THE TRANSACTION:
competitors, thereby elevating prices.4
COMPETITION

L AW A D D R E S S E S

However, as with most things in the real
world, the distinction is not always so neat.
P L A C E O N T H E S U P P LY S I D E .
Occasionally competition law addresses distortions that take place on the demand side; for example, when challenging anticompetitive practices that increase consumer switching costs. On these occasions competition law is even more closely aligned with consumer protection law
because the competition law focuses on demand side conduct that decreases consumer choice or autonomy. It is easy to see how this could come into play in the
privacy area. As on-line firms develop new privacy protections, one result could
be increased consumer switching costs, something disfavored by competition law
principles in certain situations. Similarly, consumer protection law occasionally
addresses conduct aimed at competitors—for example, deceptive practices tarD I S T O RT I O N S T H AT TA K E
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geting the perceived performance of competitor products—which, in turn, harms
consumers. This conduct could arise in the privacy arena where, for example, a
vertically integrated platform provider discriminates in the privacy protections it
offers based on whether a competitor’s website is implicated. Such action could
raise concerns about misrepresentation and deception.
The analysis becomes even more interesting when the conduct-distorting commerce implicates both consumer protection and competition principles. In those
situations, the analysis is not as simple as in the above examples. As discussed
below, tensions between the principles promoted by each area of law can arise;
however, there are also instances when the two areas of law work in harmony.

III. Tension Between Competition and Consumer
Protection Laws
Sometimes the principles promoted by competition law have the potential to
trump consumer protection concerns. The California Dental case is an interesting
example of the circumstances under which competition concerns can override
facially legitimate consumer protection concerns.5 There, the FTC challenged a
dental association’s ethical code that governed competing dentists’ advertisements of the price, quality, and availability of their services. The association’s
ethical code prohibited its dentist members from making claims of across-theboard discounts off the dentists’ regular prices for certain groups of patients, such
as senior citizens.6
The dental association claimed that the restrictions were needed because,
even though some of the ads truthfully described the dentists’ fees, the association was concerned that the ads could not adequately disclose all the variables
related to the fees, rendering the ads potentially misleading. Officials of the association testified that, in determining whether a particular ad was in violation of
the code, they would attempt to determine whether the ad in its entirety would
be misleading to a prudent person.7
Superficially, the prohibitions seemed consistent with consumer protection
objectives. But the Commission concluded that, as enforced, the code was anticompetitive because it effectively prohibited even accurate advertising of prices
and quality and restricted broad categories of advertising claims, without distinguishing between those that were deceptive and those that were not.8 As such,
the code impaired dentists’ ability to engage in price competition. Thus, the
Commission viewed its enforcement action as ensuring that practices aimed at
promoting consumer protection objectives did not violate antitrust principles.
The Ninth Circuit essentially upheld the Commission’s opinion,9 but the
Supreme Court concluded that the Ninth Circuit used a standard for analyzing
the advertising restrictions—a “quick look” rule of reason analysis—that was too
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abbreviated under the circumstances, and remanded the case for further proceedings.10 The Court did not say the restrictions had to be examined under a fullblown rule of reason (which would require the FTC to define a market and
demonstrate that the association had market power). Rather, the Court simply
said that the justifications for the restraints were sufficiently substantive that
“[f]or now, at least, a less quick look was required.”11 The Court based its ruling
on a belief that the advertising restrictions could have had a net pro-competitive
effect on competition, or no effect at all, and that the restrictions were, on their
face, designed to avoid false and deceptive advertising, something particularly
important in a market characterized by disparities in the information available as between
AT A M I N I M U M , B E F O R E
dentists
and their patients.12
COMPETITION PRINCIPLES CAN
An important lesson to be drawn from the
California Dental case is that it is not always easy
C O N C E R N S , A N Y L E G I T I M AT E
to
strike the right balance between competition
CONSUMER PROTECTION ISSUES
and consumer protection concerns. A reasonMUST BE IDENTIFIED AND
able interpretation of the Supreme Court’s rulBALANCED AGAINST THE
ing would be that the Commission’s analysis of
COMPETITIVE HARM.
the association’s activities did not strike the
appropriate balance between competition and
consumer protection interests. While misuse of consumer protection objectives
can clearly lead to liability under the competition laws, the Commission was not
adequately sensitive to the consumer protection aspects of the underlying conduct. This raises the obvious question of what the appropriate level of legal
scrutiny should be in matters where consumer protection is asserted as a justification for conduct that encroaches on competition concerns. At a minimum,
before competition principles can trump consumer protection concerns, any
legitimate consumer protection issues must be identified and balanced against
the competitive harm.

TRUMP CONSUMER PROTECTION

IV. Industry Self-Regulation
The fact that the California Dental case involved a self-regulatory body is an
important aspect of the competitive analysis and judicial decision. The
California Dental Association is a very large professional association composed
of competing members engaging in self-regulation.13 Industry self-regulation can
be a very good thing, as it may be the most efficient way for an industry to police
itself by combating fraud and protecting consumers. In most circumstances,
industry self-regulation should be encouraged. For instance, in the privacy context, behavioral advertisers’ ubiquitous collection of consumer data without consumers’ knowledge prompted the FTC in 2009 to urge the on-line industry to
develop a self-regulatory response.14 Of course, industry self-regulation may be
too slow to develop, or inadequate in its provisions or reach, to effectively
address consumer harms. The industry’s response at the time of the FTC’s 2009
Vol. 7, No. 1, Spring 2011
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call for self regulation of the privacy issues surrounding behavioral advertising
was slow and inadequate.15
In addition, industry self-regulation may heighten concerns about harm to
competition among members of the profession or trade. When competitors form
a trade association to self-regulate, and collectively have a dominant position in
the marketplace, the risk of competitive concerns grows, and the conduct must
be closely examined. In California Dental, the fact that the association’s members
accounted for 75 percent of practicing dentists in California bolstered the
Commission’s competition concerns.16
Industry self-regulation also may further entrench some competitors’ positions.
Notably, the Commission recently brought several cases involving professional
licensing boards that issued rules under the auspices of consumer protection, but
which the Commission alleged harmed competition and consumers by reducing
competitive alternatives. For example, in 2007 the Commission settled a case
against the South Carolina Board of Dentistry involving the board’s newly
imposed requirement that a dentist examine every child before a dental hygienist could provide preventive care, such as cleanings, in schools.17 The rule prohibited the previously common practice of using dental hygienists as an alternative to dentists in certain settings such as schools. The Commission found that
the rule led to fewer children receiving preventive dental care. The rule was particularly egregious in the Commission’s view because it largely affected economically disadvantaged children.18 In a more recent case, the Commission filed an
adjudicative complaint against the North Carolina Dental Board for taking
actions to block non-dentists from providing teeth whitening services.19
In both of these cases, the dental boards argued that their rules were needed to
prevent physical harm to consumers from non-dentists; an objective ostensibly
grounded in consumer protection concerns. But the Commission’s pursuit of
both cases struck a different balance between consumer protection and competition concerns. In both cases, the Commission believed that the boards were
using a consumer protection rationale as a pretext for their desire to limit competition from non-dentists.

V. Consumer Protection Requirements May
Outweigh Concerns about Entry Barriers
In a variety of other important matters, consumer protection principles often
take precedence over competition principles. For example, consumer protection
principles may have the effect of limiting entry into markets by new firms and
products, even though entry traditionally plays an important role in addressing
competition concerns. This phenomenon can be seen, for example, with respect
to advertising substantiation in the food industry. New food products introduced
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in a market usually are heavily advertised to gain consumer awareness. But new
entrants can get into trouble if, for example, their advertising contains health
claims that are not substantiated. The Commission imposes a fairly rigorous substantiation standard for health or safety claims in food products. These claims
must be supported by competent and reliable scientific evidence.20
Complying with substantiation requirements may place a greater burden on
new entrants because performing the scientific studies necessary to substantiate
some claims may require significant resources. Some potential entrants might
therefore find substantiation requirements to be significant entry barriers.
However, in the context of advertising health claims about food, entry through
unsubstantiated claims should not be considered legitimate entry. Thus, the need
to comply with substantiation requirements should trump the competition objective of reducing barriers to entry.
The Commission’s Endorsements and Testimonials Guides might be said to
pose entry barriers as well. 21 The Guides set forth important principles of truthin-advertising. For example, an advertisement featuring a consumer claiming or
implying that her experience with a product is “typical,” when that is not the
case, should clearly and conspicuously disclose the typical consumer experience.22 Similarly, the Guides state that ads featuring statements by endorsers who
have been paid to sing the praises of a product should disclose the payment.23
The principles underlying the Endorsements and Testimonials Guides could
constrain the very type of advertising required for new market entrants to gain
market share. Indeed, the Guides apply to advertising through bloggers and other
social media, among the lowest cost forms of advertising available to new market
entrants. The Guides therefore arguably make it harder for new entrants to gain
market share through creative on-line advertising. Yet once again consumer protection principles supporting full disclosure
I N C A L I F O R N I A D E N TA L ,
about testimonials and endorsements should
trump these potential competition concerns
FOR EXAMPLE, THE POTENTIAL
about entry.
FOR HARM TO COMPETITION
WA S S T R O N G , B U T T H E C O N S U M E R

The balance between consumer protection
and competition concerns seems fairly easy in
these examples. Unsubstantiated health claims
WERE ALSO STRONG.
and false testimonials have obvious harmful
effects on consumers. But in other situations, it can be more difficult to make the
right call. In California Dental, for example, the potential for harm to competition was strong, but the consumer protection concerns were also strong. The fact
that the Supreme Court was more influenced by the consumer protection aspects
of the conduct than both the Commission and the Ninth Circuit shows that in
some matters where the two principles pull in opposite directions, finding the
right balance can be challenging.
PROTECTION CONCERNS
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VI. Where Consumer Protection and
Competition Concerns Harmonize Towards the
Same Result
In other matters, consumer protection and competition principles converge and
mutually support each other in the analysis of conduct harmful to consumers.
One area that has received close attention for possible anticompetitive conduct
involves high-tech markets where firms appear to be attaining dominance. In
this area, consumer protection problems can be intermixed with exclusionary
conduct. The FTC’s recent Intel case is a good example.24

INTEL
In August 2010, the Commission settled its administrative adjudication against
Intel, a case that alleged both competition and consumer protection law violations. The Commission alleged that, since 1999, Intel had unlawfully maintained a monopoly in the market for central processing units (“CPUs”), and
sought to acquire a second monopoly in graphics processing units (“GPUs”),
using a variety of practices that violated antitrust laws as well as the competition
and consumer protection prongs of Section 5 of the FTC Act.25
The Complaint alleged that, in 1999 and again in 2003, Intel’s competitors
started to release products that were superior to Intel products in performance
and quality, threatening Intel’s monopoly. In response, Intel engaged in several
practices that the Commission believed were designed to block or slow down the
adoption of competitive products and allow
THE COMBINED COMPETITION
Intel to maintain its monopoly, all to the detriment of consumers.
AND CONSUMER PROTECTION
V I O L AT I O N S I N I N T E L
The practices that raised consumer protection
26
WERE ENFORCED IN A
aspects of the case involved Intel’s compiler.
Beginning in 2003, Intel introduced a new verHARMONIOUS MANNER TO
sion of its compiler shortly before its competitor,
PROTECT CONSUMERS.
AMD, released its technologically superior
CPU. Intel’s new compiler slowed the performance of software on AMD’s CPU.
The Commission believed that Intel failed to adequately disclose that the
changes it had made to its compilers beginning in 2003 were the cause of the
slower performance of AMD’s CPU.27 The Commission also believed that Intel
intentionally misrepresented the cause of and potential solutions to the performance differences, in an effort to portray its competitor’s product as inferior.28

The Commission’s Consent Order puts Intel under important restrictions that
will improve the competitive landscape for the CPU and GPU markets. The
Order also contains equally important requirements traditionally employed in a
consumer protection context, including requiring Intel to engage in corrective
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advertising about its compilers, and to reimburse software developers and vendors harmed by Intel’s allegedly deceptive conduct.29
The combined competition and consumer protection violations in Intel were
enforced in a harmonious manner to protect consumers. The Commission’s ability to protect competition and consumer protection simultaneously in this case
was facilitated by the fact that Intel aimed its allegedly anticompetitive conduct
and its allegedly deceptive conduct at the same target on the supply side of the
equation: its competitors.

VII. The Commission’s Preliminary Privacy
Report and Industry’s Response
As noted at the outset, recent developments in on-line and off-line data collection have prompted substantial activity at the FTC in the last few years centered
on privacy concerns. Some of the meatiest privacy concerns raise issues that fall
squarely at the intersection of consumer protection and competition law, implicating many of the different modes of interaction between the two areas of law
discussed above.
Privacy is a central element of the Commission’s consumer protection mission.
In recent years, advances in technology have made it possible for detailed information about consumers to be stored, sold, shared, aggregated, and used more
easily and cheaply than ever, in ways not feasible, or even conceivable, before.
These advances in technology have, among other things, allowed on-line companies to engage in behavioral, or targeted, advertising. As noted above, targeted advertising has many important benefits. Consumers receive information
about products and services in which they are more likely to be interested.
Businesses can better target their advertising
T H E D R A M AT I C C H A N G E S
dollars to reach the right audience. Perhaps
most importantly, this type of advertising supI N T E C H N O L O G Y H AV E
ports a great deal of the internet’s free access to
C H A L L E N G E D T H E V I TA L I T Y
rich sources of information.
OF THE

COMMISSION’S

Yet serious privacy concerns arise when companies can easily collect, combine, and use so
much information from and about consumers. The dramatic changes in technology have challenged the vitality of the Commission’s traditional privacy models.
As the report notes, it is hardly a surprise to discover that there are significant
gaps in older privacy protection models. In the mid-1990s, the fair information
practices model was prevalent, with its call for businesses to provide consumers
with notice and choice about how their personally identifiable information is
used.30 Then in the early 2000s, the Commission and others shifted to a harmbased model, under which the regulatory framework focused on data security,
data breaches, and identity theft.31

T R A D I T I O N A L P R I VA C Y M O D E L S .
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There are significant problems with each of these frameworks. The “notice and
choice” model, as it is being used today, places too great a burden on consumers.
Many notices are written in “legalese” and are
THE “NOTICE AND CHOICE”
therefore difficult for consumers to read. And
delivery of notices on mobile devices with their
MODEL, AS IT IS BEING USED
smaller screens compounds these problems.

T O D AY , P L A C E S T O O G R E AT A

BURDEN ON CONSUMERS.
On the other hand, a harm-based model may
not sufficiently address the myriad of harms that
can result from insufficient privacy protections surrounding information about
medical conditions, children, and sexual orientation, to name a few salient
examples. The “harm” model is also fundamentally reactive: it addresses and corrects privacy and data security breaches after they have been discovered, rather
than focusing on creating a climate in which privacy is part of the fundamental
design of products and services being offered. 32

And both models focus on “personally identifiable” information, a concept
which may be out of touch with technological advances that allow previously
non-identifiable data to be “re-identified” with a consumer.33
After grappling with these issues over the past year and a half, FTC staff issued
a preliminary report for policymakers like Congress, as well as for industry, that
proposes a framework for rethinking their approach to privacy. 34 The proposed
framework urges both policymakers and the industry toward a more dynamic
approach to addressing privacy in today’s technologically advanced landscape.
The main elements of the framework in the preliminary staff report include
the following:

16

1.

Companies should adopt a “privacy by design”35 approach that
involves building privacy protections into their everyday business
practices, such as providing reasonable security for consumer data, collecting only the data needed for a specific business purpose, retaining
data only as long as necessary to fulfill that purpose, safely disposing of
data no longer in use, and implementing reasonable procedures to promote data accuracy.

2.

Companies should improve the transparency of their data practices,
including improving their privacy notices so that consumer groups,
regulators, and others can compare data practices and choices across
companies.

3.

Companies should provide information to consumers about their data
practices through simpler, more streamlined choices than have been
used in the past. Choices should be clearly and concisely described,
and offered at a time and in a context in which the consumer is making a decision about his or her data. The FTC took no position on
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opt-in or opt-out in the report, but rather focused on whether the
notice and choice mechanism offered is robust.
There are several different mechanisms that can be employed to provide more
meaningful choices to consumers. The 2010 Report discusses a “Do Not Track”
choice as one means of allowing consumers to exercise choice about collection
and use of information about their on-line activity.36
To implement Do Not Track, the 2010 Report indicates that the most practical method of providing consumer choice may be a browser-based approach.37
This approach allows consumers to make persistent choices that travel with
them through cyberspace, communicating their tracking preferences to every
website they visit, giving consumers meaningful control over the information
they share and the sort of targeted ads they receive. The staff report indicates
that other proposals besides a browser-based
approach can work as well38 and seeks input
T H E 2 0 10 R E P O RT ’ S
from commenters about other proposals.39
R E C O M M E N D AT I O N O F A

DO NOT TRACK

The 2010 Report’s recommendation of a Do
Not Track mechanism has ignited a hearty
I G N I T E D A H E A RT Y R E S P O N S E .
response. Several proposals have been put forward by major industry players. Some are browser-based,40 and others employ use
of icons and cookies for consumers to express their tracking preferences.41 These
proposals, and others, are rapidly developing.
MECHANISM HAS

To determine how successful any particular mechanism is in reaching the consumer protection goal of providing simplified choice, the Commission and others
should examine the mechanism based on the following criteria, among others:
(i) Is the mechanism easy to use? Or will the mechanism lead to multiple
systems that can lead to consumer confusion?
(ii) Is it universal? That is, is there participation by the vast majority of
advertisers, ad networks, service providers and other relevant industry
players?
(iii) Does it provide for opt-out of collection of information, in addition to
opt-out of use of the information for particular purposes, such as targeted advertising?
(iv) Does the mechanism allow for consumer choice that is persistent?
(v) Is the mechanism effective and enforceable?42
Each of the Do Not Track mechanisms proposed by industry to date satisfies
a different bundle of these criteria, and is therefore capable of fulfilling the
consumer protection goals of a simplified choice mechanism to a greater or
lesser extent than other mechanisms. As many of these proposals are still in
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their early stages, it is as of this writing still too early to definitively opine
about which of them will ultimately be the most successful in fulfilling the consumer protection mandate.

VIII. Competition and Consumer Protection with
Respect to Privacy
Recently, several commentators have urged firms to compete based on how they
collect, use, store, and dispose of consumers’ information—that is, to engage in
competition based on privacy.43 This form of competition is clearly in its gestational stage. Some of the positive developments with respect to competition as
it concerns privacy include companies’ efforts to improve baseline data security
standards for cloud computing services and to improve use of encryption by
default for email service;44 major on-line search engines’ efforts to shorten retention periods for search data; 45 and development of new tools, including the Do
Not Track mechanisms described above, that allow consumers to control their
receipt of targeted advertisements and to see and correct the information companies collect about them for targeted advertising.46
Any new framework for privacy should promote both competition and consumer protection principles. Encouraging “privacy by design” and other new
ways of thinking about privacy may present firms with greater incentives to compete on privacy, thereby increasing consumer choice and opportunities in this
area. In this way, both areas of law could be
E N C O U R A G I N G “ P R I VA C Y B Y
aligned to address demand side distortions of the
marketplace.
D E S I G N ” A N D O T H E R N E W WAY S
O F T H I N K I N G A B O U T P R I VA C Y
Yet it is worthwhile to consider the precise
M AY P R E S E N T F I R M S W I T H
contours of the alignment between competition
and consumer protection concerns with respect
G R E AT E R I N C E N T I V E S T O
to privacy. The 2010 Report’s proposed new priC O M P E T E O N P R I VA C Y ,
vacy framework arguably could raise concerns
THEREBY INCREASING
about the ability of new firms to enter a market.
CONSUMER CHOICE AND
Some observers may ask: Can new firms design
the kinds of dynamic, just-in-time notices that
O P P O RT U N I T I E S I N T H I S A R E A .
should now be provided? Can they adequately
address concerns about personally identifiable information, secondary uses of
information, and use of so-called “legacy” data collected under prior privacy
regimes? Or will these new recommendations create a barrier to entry in markets
that have been the hallmark of dynamism in our economy?

Rather than viewing the proposed new privacy framework as imposing potential barriers to market entry for new firms, the new framework might instead present market entrants with an advantage, by providing them with a guidepost for
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creating business models that address privacy concerns from the outset, rather
than as an afterthought. Indeed, some more established data brokers and other
information firms believe it is much easier for their newer competitors to design
privacy protections into their new business models and new forms of consumer
communications than it is to retrofit old systems to meet the realities of today’s
privacy concerns. New firms may well have a “leg up” on existing players, if they
implement these recommendations at the start of their business endeavors.
In addition, with respect to both new and existing firms, the proposed new
framework’s principles may move regulators and businesses away from a reactive
model that focuses on privacy concerns after
harm is done and towards a model where comT H E VA R I O U S D O N O T T R A C K
panies are encouraged to entice consumers to
P R O P O S A L S , PA RT I C U L A R LY S I N C E
use their products and services based, in part, on
T H E Y A R I S E I N A S E L F - R E G U L AT O RY
their privacy practices.
C O N T E X T, A L S O R A I S E S O M E

The various Do Not Track proposals, particularly since they arise in a self-regulatory conRESPECT TO THE ALIGNMENT OF
text, also raise some interesting issues with
CONSUMER PROTECTION AND
respect to the alignment of consumer protection and competition principles. First, there
COMPETITION PRINCIPLES.
could be competition concerns if a particular
proposal disadvantages competitors of the platform offering the proposal, especially if the platform operator has a dominant market share and is vertically integrated. Depending on the circumstances, the proposal could result in an exclusionary practice similar to those addressed by the Commission in the Intel matter if competitors are blocked, or entry barriers are otherwise significantly raised.
INTERESTING ISSUES WITH

Second, to the extent a proposal is offered by a group of competitors (for example, a trade association), there could be concerns if the competitors act in ways that
favor their own economic interests to the detriment of other competitors and consumers. This is especially a problem if the trade association developing the proposal has a dominant share of the market, as in the California Dental and professional
licensing board cases discussed above. As we have seen, oftentimes competitors can
favor their own economic interests in the context of industry self-regulation undertaken in the name of “consumer protection,” to the detriment of competition and
consumers because the self-regulation reduces competitive alternatives.
In cases where industry implements a Do Not Track mechanism and other
aspects of the new proposed privacy framework under the auspices of self-regulation, the Commission will need to watch developments closely, to ensure that
such requirements, ostensibly aimed at protecting privacy, are not simply a means
to keep out new entrants. As noted earlier, in other Commission actions involving self-regulatory regimes, there may be a tipping point at which self-regulation
turns anticompetitive, particularly in cases where the mechanisms are developed
by a trade association or industry players that have a dominant market position.
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At the same time, the Commission and other policy makers must keep an eye
on the consumer protection objectives for a Do Not Track mechanism. Unless a
proposal is put forth by a firm with a significant presence in the market, or is
adopted by a group of firms that together have a significant presence, there may
be too many different proposals, creating consumer confusion. And with respect
to proposals offered by an industry group that require adherence by industry members, unless all or the vast majority of industry members agree to abide by the proposal, it may fail to meet the universality criteria. Tensions like these, between
consumer protection goals and competition issues, may arise, and will have to be
carefully balanced as various industry and regulatory proposals are fleshed out.

IX. Conclusion
The latest developments in the fast-changing world of data collection and use
raise many questions at the intersection of consumer protection and competition
law. Some have easy answers, others do not. This article has covered some issues
worth considering in this area and suggested some ways to analyze the issues.
There will undoubtedly be further developments in the very near future as this
dynamic industry continues to evolve, so policymakers and practitioners should
keep a close watch on this space. It is undoubtedly the case that the Commission,
with its unique focus on both consumer protection and competition law, will
continue to take a strong interest in developments in privacy protection and the
challenges these developments will present at the intersection of these areas of
the law in the future. M
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