
Federal Trade Commission Microeconomics Conference 
Panel Session 2:  Economics of Privacy and Internet Behavior 

ONLINE ADVERTISING TECHNOLOGY OVERVIEW

Sue Glueck
Senior Attorney
Microsoft Corporation
sue.glueck@microsoft.com



The Players

Advertisers 
Looking for click-through, conversion and awareness

Publishers
Typically free content providers funded by selling ad inventory

3rd Party Ad Networks
Facilitate the delivery of ad campaigns across multiple publishers
Enable small advertiser and publisher participation

Ad Agencies
Help connect advertisers and publishers
Optimize campaigns

Customers
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Scenario 1
3

1. Advertiser wants to buy inventory on single site

Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• Visited http://www.kbb.com/

• Time/date of visit
• Chevy ad served

Log is created on ad 
network server with 
standard information 
that is included based 
on internet protocols

http://www.kbb.com/


Scenario 2a
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Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• URL http://www.kbb.com/

• Time/date of visit
• Chevy ad served

• Unique Cookie ID

2. Advertiser wants to buy inventory on multiple 
sites, but only wants net-new users 

Ad server places a 
cookie on the users 
browser with a unique ID

http://www.kbb.com/


Scenario 2b
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Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• URL http://www.kbb.com/

• Time/date of visit
• Chevy ad served

• Unique Cookie ID
• URL http://autos.msn.com/

• Time/date of visit
• Nissan ad served

2. Advertiser wants to buy inventory on multiple 
sites, but only wants net-new users 

Ad server checks 
cookie ID knows user 
has seen Chevy ad 
already and shows a 
different ad

http://www.kbb.com/
http://www.kbb.com/


Scenario 3
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Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• URL http://fool.com/

• Time/date of visit
• Ad A served

• Unique Cookie ID
• URL http://money.msn.com/

• Time/date of visit
• Ad B served

• URL http://msnbc.msn.com/
• Time/date of visit
• AMEX  ad served

3. Advertiser wants to target users with specific 
interests, but publisher site is general interest  

Ad server checks 
cookie ID knows user 
has been to financial 
sites before and shows 
an AMEX ad

http://fool.com/
http://www.kbb.com/
http://msnbc.msn.com/


Scenario 4a
7

5. Advertiser wants to show an ad to a known 
buyer 

Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• Unique Cookie ID
• URL http://walmart.com/

• Time/date of visit
• Web beacon data

• shopper
• cart contained maternity clothes

Advertiser places web 
beacon on shopping 
pages. The web beacon 
can include any 
information the advertiser 
chooses to provide.

http://bhg.com/


Scenario 4b
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5. Advertiser wants to show an ad to a known 
buyer 

Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• Unique Cookie ID
• URL http://walmart.com/

• Time/date of visit
• Web beacon data

• shopper
• cart contained maternity clothes

•URL http://green.msn.com/
• Wal-Mart ad served
•Time/date of visit

Ad server checks cookie ID 
and sees they are a Wal- 
Mart customer and shows 
them Wal-Mart ad.

http://walmart.com/
http://green.msn.com/


Scenario 5
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Ad 
Network 
Server

Data in Ad Network Server: 
• IP Address of User
• Unique Cookie ID
• URL http://bhg.com/

• Time/date of visit
• Fiber ad for women served

• Gender, Age, Income, etc…..

4. Advertiser wants to show different ads to men 
vs. women

Publisher passes registration 
information to the ad server. 
Ad server checks gender field, 
sends appropriate ad based on 
gender

http://bhg.com/


The Data
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Data that could be in an ‘ad profile’
IP Address
Unique cookie ID
All publisher sites visited where the ad server serves 
ads
All advertiser sites visited where there is a web 
beacon instrumented
Any publisher/advertiser information passed to the ad 
server
Geographic information derived from reverse IP look-
up
Search queries



The Privacy Concerns
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Sources and volume of data collected and used
Search queries
Web surfing behavior

Ad networks track across multiple sites
ISP-based tracking (deep packet inspection)

Other data
Nature of data collected and used for targeting

“Anonymous” or Personally Identifiable?
Sensitive categories of data

Protection of data:  What is the risk of loss or misuse?
Different degrees of “anonymization” or “pseudonymization” that provide different 
levels of protection
Release of AOL search data and Netflix database revealed that even data 
stripped of obvious identifiers can in some cases be connected to a person

Data sharing and aggregation
Lack of transparency & control



Regulatory and Industry Initiatives
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Network Advertising Initiative (NAI) self-regulatory 
principles drafted in 2002 
(http://www.networkadvertising.org)
FTC proposed guidelines for self-regulation
State Legislation
European response

http://www.networkadvertising.org/


Customer Choice
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Clear/Block Cookies
Set opt-out cookies 
with NAI members
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Internet Explorer 8

InPrivate Browsing 
Enables “leave no tracks”
locally (cookies, cache & 
history)
Value when shopping for 
gifts on a shared PC. 

InPrivate Blocking
Helps to put users in 
control of their info to 
third-party sites. 
Assess, on an ongoing 
basis, user exposure to 
third-party content.
Helps to prevent 
information disclosure by 
automatically blocking 
high-frequency third-party 
content from sites users 
visit.
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