
1

Privacy & Innovation 

Pablo Chavez 
Senior Policy Counsel 

Panel Session Two: 
Economics of Privacy and Internet Behavior 

Federal Trade Commission 

November 6, 2008



2

Google Search

What data do 
we collect 
when a user 
enters a search 
query?• URL, including query

• IP address
• Time and date of search
• Operating system
• Browser type
• Cookie ID

Presenter
Presentation Notes
We also often get the question, “What data does Google collect when I do a search?”  



Here’s a somewhat simplified version of the data that we collect when a user searches but is not logged in – she is not authenticated.  As you can see, when a user searches and is not authenticated, the amount of data that we collect when you do a Google search is limited to non-personally identifiable information.

�An important point to note here is that our search service provides choice to consumers – choice to search logged in or not.  And once you’re logged in the choice to delete queries from your account, or to pause a feature called Web History, which enhances search results. 
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Anonymizing server logs:  9 months for IP addresses

Balancing various factors:  privacy, security, and improving our services
• to improve our search algorithms for the benefit of users
• to defend our systems from malicious access and exploitation attempts 
• to maintain the integrity of our systems by fighting click fraud and web spam 
• to protect our users from threats like spam and phishing 

How long do we retain data?

123.45.67.XX

 

-

 

25/Mar/2003 10:15:32 -

 

http://www.google.com/search?q=cars -

 
Firefox 1.0.7; Windows NT 5.1 -

 

1234567812345678



4

Spell Checker on Google Search
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Innovative products – Google Trends
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Encouraging experimentation in transparency and choice

Sample graphical ad with privacy notice

Google privacy information page

Advertising landing page

Presenter
Presentation Notes
Here’s another example that highlights transparency.
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Experiments in transparency, choice, and education

http://www.google.com/privacy_ads.html

Presenter
Presentation Notes
As a final thought, we believe that one of the principles that should be driving the principles and the FTC in this space is the need to encourage innovation in privacy.



For example, we’ve had a lot of success in highlighting our privacy practices through YouTube videos.  For several months we’ve been producing short videos that describe in simple, plain language what data we collect when you search, what a cookie is, and so on.



Especially as the online world – including online advertising – continues to evolve, we think that an environment where this kind of experimentation is encouraged and not driven by inflexible rules is the best way to find what are the best practices for protecting consumer privacy.

mailto:http://www.youtube.com/user/googleprivacy
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Thanks!  Questions?

Presenter
Presentation Notes
Happy 4th!
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