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PROCEEDI NGS

COWMM SSI ONER VARNEY:  Thank you very nmuch for
t hose of you who were here yesterday for com ng back today.
For those of you that are joining us today, welcone to the
second day of our privacy workshop. This norning we will be
focusing on children's issues and privacy, and we are very
fortunate to have with us this norning two nenbers of
Congress who have denonstrated comm tnment and a | ong history
of work in both the privacy area and the children in privacy
ar ea.

Bot h Congressman Ed Markey and Congressnman Bob
Franks are going to give us a few of their thoughts this
nmorning. | amgoing to introduce them both, and then
Congressman Markey will speak to us for a few mnutes, then
Congressman Franks.

Congressman Markey is in his tenth termfrom
Massachusetts. He is the ranking nenber of the
Tel ecommuni cati on and Fi nance Subcomm ttee of the House
Commerce Commttee. He has actively worked on a wi de range
of conmuni cations issues. Congressnman Markey has nost
recently proposed establishing a m nimumof three hours of
children's programm ng per week on the major television
net wor ks.

Those of us with small children particularly

appreci ate that, Congressnan.
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Congressman Bob Franks is in his second termfrom
New Jersey. He is serving on the Budget and Transportation
Infrastructure Commttees in the House.

Congressman Franks is the sponsor of the Children's
Privacy Protection and Parental Enpowernent Act of 1996,
whi ch he recently introduced. The bill has the backing of
consuner, religious and privacy groups from across the
political spectrum including several of today's panelists.
Congressman Franks has brought together an unusual array of
supporters for his bill, not the usual coalitions that we
see.

First, we would like to hear from Congressman
Markey, and it's a particular pleasure to wel cone you,
havi ng worked with you on several issues over the years.
Thank you for com ng.

CONGRESSMAN MARKEY:  Thank you, Christine, very
much. M. Chairman, and all who are gathered, and to ny
col | eague, Congressman Franks. M congratul ations for al
of the great work which he is doing on these very inportant
I Ssues.

Good norning. Thank you very nuch for inviting ne
to be with you here today. The issue of privacy in the
information age and in particular, children's privacy
protection, is quite tinely as the nati on becones ever nore

linked to the Internet. It is inportant that we tackle
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t hese i ssues now before we travel down the information
super hi ghway too far and realize perhaps that we have nade a
wrong turn.

Yesterday, | had the privilege of addressing a
conference at MT, with Katheryn Montgonery and ot hers, on
how the I nternet and ot her tel econmunications technol ogi es
can enhance the educational experience for mllions of
school ki ds.

Yet the "wire" -- and | use the term"wre" as
shorthand for any tel ecommunications infrastructure such as
phone, cable, conputer or wireless networks -- the wondrous
wire that brings new services to hones, businesses and
school wll have a certain D ckensian quality toit; it wll
be the best of wres and the worst of wires. It can uplift
society as well as debase it. It can allow people to
tel ecommute to work and obtain distant |earning classes.
New di gital technol ogi es and ot her innovations all ow
corporations to becone nore efficient, workers nore
productive, and businesses to conduct conmerce al nost
effortlessly in digital dollars.

The sane technol ogy, however, wll avail corporate
Anmerica of the opportunity to track the clicksteamof a
citizen of the net, to sneak corporate hands into a personal
i nformati on cookie jar, and use this database to conpile

sophi sticated, highly personal consunmer profiles of people's
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hobbi es, buying habits, financial information, health
i nformati on, who they contact and converse w th, when and
for how | ong.

In short, that wondrous wire nay al so all ow
di gital desperadoes to roamthe electronic frontier
unchecked by any high tech sheriff or adherence to any code
of electronic ethics.

It is this issue of personal information hijacking
that we are concerned about, and we are obviously concerned
with kids are the target.

As many of you know, | have long battled to
establish privacy protections in the tel ecomrunications
arena. | fought successfully to include privacy provisions
in the recently signed Tel econmuni cations Act that was based
upon legislation that | previously passed through the House
of Representatives in 1994.

In fact, in the Tel econmuni cations Act, | was able
to convince ny coll eagues to greatly expand the privacy
protections traditionally accorded consuners of tel ephone
servi ces.

In short, the Tel ecomuni cati ons Act recognizes
that many additional players in the tel ecommunications
industry will now be privy to personal information simlar
to what tel ephone conpani es can obtain. For this reason,

the Act extends privacy protections to residential consuner
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and ensures that all tel econmunications carriers -- rather
than sinply | ocal phone conpanies -- are prohibited from
utilizing personal consuner information except in narrowy
tail ored circunstances, such as to render and bill service,
or with the approval of the user.

It 1s becom ng increasingly apparent, however,
that the existing privacy protections granted to consuners
with respect to information gathered by tel ecommunications
carriers are not alone sufficient to protect consuner
privacy rights. Further protections are needed to ensure
that privacy rights are retained and respected in cyberspace
by other entities doing business there as well.

In addition to ny work on tel econmuni cati ons
privacy, | also have spent considerable tine fighting to
maxi m ze the benefits of the information revolution for
children. Last week, | sent a letter to the Federal
Communi cati ons Comm ssion with the signature of 220 nenbers
of the House of Representatives -- a majority of the
House -- requesting that the agency adopt a m ni num standard
as part of the Children's Television Act. This m ninmm
standard would require America's tel evision broadcasters to
air at least three hours per week of educational and
informational programm ng directed at the children of the

Uni ted St at es.
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In addition, | have advocated establishing
learning links to schools and libraries. | believe that the
very tel ecommuni cati ons conpanies to whom so nuch
opportunity has been given in the Tel econmuni cati ons Act
have an obligation to harness a small portion of their
econom c activity to do sonething noble and necessary to
prepare the next generation of Americans for the fiercely
conpetitive gl obal econony of the future.

Thirdly, | fought over a nunber of years to get
the TV industry to adopt the V-chip, and finally won its
approval as part of the Tel ecommuni cations Act. The V-chip
wll allow parents, in a First Anendnent friendly way, to
exerci se the marketplace option of turning off TV content
that they believe is inappropriate for their young daughter
or son.

Yet, the V-chip will only work because the
television industry decided earlier this year that, rather
than further opposing it as a concept and litigating it ad
infinitum that they would work with parents to give them
the information and tools they needed to make inforned
decisions. | think that nodel is quite instructive in this
si tuation.

The issue of children's privacy, and indeed,
adults' privacy in an electronic environment, nust find its

ultimate solution in technol ogy, industry action, governnent
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oversight or regulation, or sone conbination of any or al
of the above.

Wt hout question, the issues posed here today are
tremendously conpl ex. The ever-evol ving nature of the
Internet does not lend itself to easy solutions. M
col | eague, Congressman Bob Franks, has recently introduced
| egislation to help protect kids from harm and deceptive
mar keting practices. | want to commend hi mand congratul ate
himfor his work, and | agree 100 percent with the goal s of
his bill. I1t's application, however, to the Internet, as
distinct fromother electronic nedia, is problematic in
certain ways.

Bei ng able to distinguish, for instance, a child
froman adult in an online environnent is quite difficult.
Determ ning the age of the user behind the nodel is tough to
do as well. Inposing crimnal penalties for the
di stribution or receipt of personal information where the
reci pient of that information has reason to believe that it
will be used to abuse a child is commendable. | would note,
however, that it is hard to enforce because no standard
exist inthe bill to ascertain the |evel of know edge
necessary to neet this requirenent.

This | eaves the citizenry of the Net not know ng
their obligations. Many Wrld Wde Wb sites coll ect

information for distributing content electronically and
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of ten exchange such E-nmailing lists. Do they have reason to
bel i eve when they exchange such lists that this data may end
up in the hands of unscrupul ous people?

Agai n, how best to protect kids is a conplex
issue. Howto put teeth into privacy protections is al so
inportant to figure out. Wat may have worked for privacy
protections or parental enpowernent in the phone or cable or
TV industry may not adequately serve as the nodel when these
t echnol ogi es converge. Therefore |I believe we nust pursue
other alternatives.

| suggest that we step back fromall the
conplexity for a nonent and focus instead on the core
principles that we want to advance.

We nust recognize that children's privacy is a
subset of a parent's privacy rights. | believe that
regardl ess of the technol ogy that consuners use, their
privacy rights and expectations remain a constant. \Wether
they are using a phone, a TV clicker, a satellite dish, or a
nodem every consuner should enjoy a privacy Bill of R ghts
for the informati on age. These core rights are enbodied in
a proposal | have advocated for many years and | call it
"Know edge, Notice and No."

In short, irrespective of the tel econmunications
medi um t hat consunmers use, they should get the follow ng

three basic rights.
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(1) Know edge that information is being collected
about them This is very inportant because digital
technol ogi es increasingly allow people to electronically
gl ean personal information about users surreptitiously.

(2) Adequate and conspi cuous notice that any
personal information collected is intended by the recipient
for reuse or resale.

And (3) the right of a consuner to say "no and to
curtail or prohibit such reuse or resale of their personal
i nformati on.

| will introduce |egislation before the end of the
week that will canvass privacy policies governing the
t el ecomruni cati ons universe -- from NYNEX to Netscape -- to
figure out whether consuners are able to obtain and exercise
these rights. And secondly, in the case of children, to see
whet her these rights can be exerci sed adequately by their
par ents.

We should see if there are technol ogical tools
t hat can enpower consuners. \ere they don't exist, or
where a particular industry refuses to enbrace this code of
el ectronic ethics in a way that solves the problem then the
government is obliged to step in and to do sonet hi ng.

Pilfering personal information fromkids online,

under the guise of giving themprizes or letting themplay a
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gane, is wong, just plain wong. W nust say it is wong
and the industry itself should condemm such practices.

The tel econmuni cations industry is full of
talented individuals and they can clearly help to find
solutions and thereby limt the need for governnent action.
For instance, in ny congressional district in Massachusetts
a conpany called M crosystens has devel oped Cyber Patrol to
hel p parents better supervise their kids' activities online.
Software that hel ps establish privacy preference on the
Internet that adequately gives consuners the tools they need
to prevent the unwanted di ssem nation of their personal data
is clearly needed.

| inplore the industry to act swftly because the
current situation is utterly unacceptable. At risk is
consuner confidence in the nediumitself. Wen consuner
confidence plunmets so will economc activity on the
I nternet.

My legislation will establish "Know edge, Noti ce,
and No" as the goal and wll require governnment action where
t he technology or the industry fail to protect consuners and
ki ds.

| look forward to working with the Conm ssion on
finding a solution. | welconme as well consunmer as well as
i ndustry input into further developing ny |egislative

proposal. And I want to work with ny coll eagues in Congress
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to ensure that we work together in a way that respects the
First Amendnent and the new issues raised by the Internet.

And, of course, | want to work with and support
Congressman Franks for all the excellent work which he is
doing as well. | think that if we all work together we have
an excell ent chance of putting together a conprehensive
package of |egislation and regul ation, working cooperatively
with the private sector, that will give the parents the
tools they need to protect their children of our country in
this era that we are entering oh so quickly without fully
under st andi ng the consequences for the young people in our
country.

| thank you so nuch, Christine, for the
opportunity to conme here today. Thank you very mnuch.

(Appl ause.)

COW SSI ONER VARNEY:  Thank you, Congressman
Mar key. We know you both have busy schedul es, but as |ong
as you can stay this norning | amdelighted to have you. W
will certainly report to you on the rest of the day.

Congressman Franks.

CONGRESSMAN FRANKS:  Thank you. That's a tough act
to follow Let me first congratul ate Congressman Markey for
the | eadership that he has provided over the years to both

protect and advance the interests of children as well as to
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pronote the privacy issues that | think all of us recognize
as a denocracy are absolutely essential.

H s | eadership in this area has been unmat ched and
| amdelighted to hear that he too believes, as so many of
us do, that action needs to be taken.

Let me further recognize the | eadership of the
Federal Trade Comm ssion by convening a group like this,
made up of both industry groups and concerned citizens who
recogni ze that there are chall enges and opportunities ahead,
that if we work together we can serve everyone's interest.
This is not an instance where it appears to ne that the
industry is denying that there are not potential problens
out there. This is an instance where industry is talking to
ot her concerned groups, looking to try to find a nutually
agreeabl e way to navigate sone very chal |l engi ng waters.

But | do particularly want to congratul ate the FTC
for yesterday and today's hearings on this issue, which is a
growi ng concern to parents throughout our country.

While the informati on age has opened up exciting
opportunities for all Anmericans, it is indeed exposing our
children to sone new and uni que nei ghbors. One of the risks
that's been nmade painfully clear in recent weeks is the risk
that conmes fromthe sale of personal and sensitive

i nformati on about our children by various |ist vendors.
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Commercial |ist brokers have conpil ed el aborate databases on
virtually every child in Anerica.

And as Congressman Markey noted, they gathered
children's nanes, their ages, their addresses, their
t el ephone nunbers, and sonetinmes even informtion about
their favorite product, their personal likes, their
di slikes.

What is inportant to understand is that parents
don't realize when they sign up to have their child becone s
menber of a fast food chain's birthday club, or have their
children's photos snapped at a | ocal child photography
studio, or when a child enters a contest on the |Internet,
all of the information that that child provides can and
often does wind up in the hands of |ist brokers.

Al'l of this personal information about our
children is for sale to anyone at virtually anytine. The
potential threat to our children fromthe wholly unregul ated
and ready access to personal and sensitive information about
children was dranatically denonstrated | ast nonth when a Los
Angel es television reporter purchased a list of the
addresses and phone nunbers for sone 5,000 children |living
in the Los Angeles area. The order was placed in the nane
of a man currently today on trial for the kidnapping and

mur der of 12-year-old Polly Kl aas.
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We nust act now to protect our children before a
real nmurderer or child nolester buys a list of potential
Vi cti ms.

Last nonth, | introduced |egislation that woul d
ensure that personal information about a child could no
| onger be bought and sold without a parent's consent. The
bill is enjoying broad bipartisan support, and it's been
introduced in the United States Senate by Senator D ane
Feinstein from California.

The Children's Privacy, Detection and Parental
Empower ment Act woul d give parents the right to conpel Iist
brokers to release to themall the information that has been
conpi l ed about their child. Mreover, the |list vendor woul d
have to turn over to the parents the nane of anyone to whom
t hey have distributed personal information about their
child.

In addition, the bill would require lIist vendors
to be nore diligent about verifying the identity of those
seeking to buy lists of children. Specifically, it would
be a crimnal offense for a |list vendor to provide personal
i nformati on about children to anyone that it has reason to
bel i eve woul d use that information to harma child.

In today's high tech informati on age when access
about information on our personal lives is just a key stroke

or a tel ephone call away we have an ongoing obligation to
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make sure that safeguards are in place to protect the nost
vul nerabl e nenbers of our society, our children.

| look forward to working with the Comm ssion,
wi th Congressman Markey, and with the groups that are in
attendance here to make sure we strike the appropriate
bal ance.

Let nme say that nobody in ny short termin
Congress has introduced a perfect bill the first tinme out,
and | amcertain that that could be said about the
| egi slation that we have put forward. But | do believe that
it is essential to obtain the goals that | think Congressman
Mar key and | have spelled out today. How best to do that is
an area where we are certainly happy to talk with any
affected party, and | ook forward to the outcone of this
session this norning.

Thank you.

(Appl ause.)

M5. BERNSTEIN. Thank you very nmuch both nenbers
of Congress. It has been just great pleasure for us to have
had you here to open this session.

| am Jodi e Bernstein, Director of the Bureau of
Consuner Protection. | just want to say a few words from
the staff of the Bureau, which | think all of you who have

been with us woul d agree have done an absol utely outstandi ng

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O B~ W N Bk

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N o 0o M W N B+ O

292
j ob of constructing an agenda and working with all affected
parties to bring themtogether.

W are particularly pleased to have had this
introduction to this inportant topic this norning, which, as
you know, is focusing on collecting information from and
about children in cyberspace. The topic was raised first in
our Novenber hearings on Consunmer Protection in the New High
Tech G obal Marketplace, but we did not explore it in depth.

Since that tinme we have | earned nuch nore and we
have especially benefitted fromthe research of others, nopst
notably the Center for Media Education. Wth this norning' s
wor kshop, it is our purpose, the staff, to continue to
| earn.

A few words about the workshop format. [It's not
new at the Conm ssion. W have used it on several occasions
to explore inportant and sonetines very controversial policy
i ssues. Wat we found, and | hope you will find that today
again, it leads alnost inevitably to greater understanding
of the issues by those of us who participate,

Comm ssion staff nmenbers, the Conmm ssion itself
and the audi ence.

It provides an opportunity to not only hear the
views of experts, but for themto talk to one anot her around
the table. It can help sort out where people differ and why

and where they agree.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O b~ W N Bk

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N o 0o M W N B+ O

293

A few words about the scope this norning of
today's workshop. First of all, we want to focus on the
collection of information fromchildren in the online
mar ket pl ace. Although all information collection from
children raises issues, as you have heard today, we believe
the Internet environnent raises special concerns for several
reasons, and let nme just briefly describe them

First, there may be | ess parental involvenent in
the online environnment than in nore traditional marketpl aces
where data nay be gathered fromchildren. For exanple, it
is different than inviting themto nmail in an application
for a kid's club. Second, data can be collected in a nore
interactive way than traditional data are gathered. Third,
the technology lends itself to detailed data collection. A
mar ket er can know not only what children bought, but what
el se they | ooked at and how | ong they | ooked at it.

Agai n, there are questions about the security of
the collected data and, finally, the data can be easily
mani pul ated and sol d.

Keeping in mnd this focus on children in
cyberspace, our questions today are at |learning what is
happening. W also want to explore with you what shoul d
happen in the future. Here are the questions on our m nd:
What information is being collected now fromchildren in the

online marketplace? Howis it being used? Wat safeguards
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exi st today? What types of safeguards do industry and
consuner groups believe should be fashioned to deal with
such collection in the future in ways that the public and
private sector can work together in this area?

By the end of this workshop we hope we will have
had a full discussion of these and rel ated questions and to
have devel oped a better understanding of the issue. W are
not | ooking to prosecute, but to educate and report.

Again, | want to thank all of you for
participating. W could not have even proceeded this far

W t hout your trenmendous cooperation. W thank you again,

and now Lee Peeler will comence our discussion for this
nor ni ng.

Thank you.

MR. PEELER: Thank you. | amLee Peeler and I am

going to noderate the discussion today. Let nme nention a
f ew housekeepi ng details before we get started.

First off, there is an overflow room 332, for
t hose of you who are standing in the back. And secondly, we
wi |l have three sessions today. And at the end of the day
we w il take comments fromthe audi ence. Many have asked
whet her there will be a transcript available for both today
and yesterday's proceedings. The answer is yes, there wll
be a transcript. W expect to put that on our Wb site, and

it will probably be about 30 days before it's up.
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At the beginning of each session | amgoing to ask
for coments from several participants, and then after that
I"mgoing to open the table for discussion. Because of the
nunber of extrenely qualified participants today, | would
really like to ask everyone to try and Iimt their remarks
to no nore than three m nutes.

| f you want to be recogni zed for the discussion,
just signal ne or put your card up on its side. | wll try
and recogni ze you all in order. The reporter has asked ne
to remind you to please identify yourself at the begi nning
of your comments, and to please speak into the mke. |If you
don't speak into the mke, he will not be able to pick up
your conments.

The first session today really is designed to set
t he background for the rest of the discussion. W want to
tal k about what information is being collected fromand
about children on the Internet right now, and how t hat
information is being used. And | would like to ask the
foll ow ng people to address that issue in this order.

First, | would like Celeste Cark fromKell ogg and
Brian Waters fromMGawH Il to tell us alittle bit from
t he conpany's perspective about what information is being
col | ect ed.

Then we have a nunber of people here who have

actual ly designed Wb sites for children. | would like to
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ask Victor Zimmermann to talk to us a little bit about what
informati on they have designed at Wb sites to collect.

We have representatives here fromthe online
systems. | would like to ask Brian Ek to talk to us a
little bit about their online systens and policies in terns
of collection of information.

And then | would |ike the Center for Mdia
Education to tell us a little bit about the information that
they have collected in their study of information on the
online system

So with that, | would Iike to ask Celeste Clark to
start.

M5. CLARK: Thank you, Lee. And thank you, M.
chai rman, nenbers of the Conm ssion and nmenbers of the staff
for organizing this workshop. | think it's a trenendous
opportunity for us to be able to have dial ogue on a very
i mportant topic.

| am Cel este Clark, Vice President of Wrl dw de
Nutrition Marketing for Kellogg Conpany, and | am pl eased to
be here with you to share with you our experiences in using
the Internet.

W are in the very enbryonic stages of this
experience, and | want to say up front that my comments may
or may not reflect the action of the entire industry at

| ar ge.
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Kellogg's interest in establishing a Wb site in
1995 was to test new ways of comrunicating and interacting
wi th consunmers, including child consuners. It is inportant
to stress that the Internet facilitates interaction with
users of our products and services in a manner fundanentally
very simlar to the products and ot her neans of contacting
t hose consuners, such as the 800 nunber, focus groups, and
other interactive neans.

As background, the Wb page was designed to
provide a very efficient and effective consuner service. In
fact, what we did was to take an inventory of the subject
matter that consumers would call in on the 800 nunber and
the letters that they sent in. And based on that subject
matter we designed our Wb site.

In addition to that, when our Wb page early on
was started we conducted focus groups to get a gauge from
consuners as to how nmuch we were on target. That feedback
was trenmendously val uable, and I woul d encourage you as part
of this process to include consuner input in whatever
information is gained and utilized.

Qur Web site has four units or areas. W have a
cl ubhouse, and in that clubhouse there is information that's
provided to consuners in a very entertaining and educati onal
format. It consists of nutrition information, recipes,

there are col oring books, crossword puzzles, history of our
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characters, and boxes fromour different |ocations from
around the worl d.

In addition to that we have the Kell ogg store,
clearly designated as a store, in which consuners are
of fered Kell ogg character merchandise. And | amgoing to
talk alittle bit nore | ater about that.

The next area is the Kellogg University that's
under construction. The intent there is to be able to ask
an expert nore in depth questions about nutrition and our
products and the contribution that they nake to a heal t hy
lifestyle.

The | ast area, the brand-specific pronotions, is
al so under construction, and we are busy working on that to
have that up and running very soon, and that's an area | am
sure that is of a lot of interest.

Regardi ng data collection, we collect data in both
t he cl ubhouse and the store. 1In the clubhouse, there is a
general online market research questionnaire. Providing a
response to this questionnaire is optional and does not
[imt access to the clubhouse. Al of the information
gathered fromthe questionnaire is secured by various
conput er codes and is not available to the public or to
anyone el se except our online agency, who will probably be
talking a little bit nore about what we do to provide

security.
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To date, the only uses of the information are:

(1) to determ ne an aggregate denographic profile of our
online users; (2) to provide evaluative information for

pur poses of inproving the Wb site; and (3) we al so col | ect
E-mai | addresses of only those who indicate they wish to
receive informati on on the changes that we nmake to that Wb
page.

In the Kellogg store, in bold lettering, there is
a rem nder that reads: "Renenber kids, if you are under 18
years old, you need to get your parent's or guardian's
perm ssion to order.”

There are no transactions currently made onli ne,
and as you can inmagine, nmuch to the dismay of the consuners
who are online, they are very frustrated about that, because
in order for themto go into the store and conplete a
transaction they have to conplete a form and either mail it
inor fax it, or use the 800 nunber to do that. So we are
| ooki ng at how to conduct these transactions on |line, and
basically exploring what the best practices that are being
followed right now on online to get a best gauge of how to
do this.

MR. PEELER. Could I ask you to summari ze?

M5. CLARK: Ckay. | want to make this point, two

points | want to make if | can finish up
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One is that we have always held our consuner
information in the strictest confidence. W have for years
col l ected personal information from consuners via the
letters, the 800 nunbers, in response to prem um and
commercial offers. W do not disclose consuner nanmes nor
addresses to anyone, even in situations where a governnment
entity is involved. W have to have inforned consent from
the consunmer in order to release that information. So we
definitely respect consuner's privacy, not only for adults
but for kids as well.

And then the last thing that | would close in
mentioning is that we very nuch are a supporter of the self-
regul atory process, particularly the guidelines that are
established by the Children's Advertising Review Unit of the
Council| of the Better Business Bureau. W support self-
regul ati on, and believe that we need to work together in
fostering ways to address issues that are raised by the
Internet in order for this to be a gl obal conpetitive
envi ronnment .

MR. PEELER: Thank you, Cel este.

Bryan.

MR. WATERS: My nane is Bryan Waters. | amthe
Vi ce President of Technol ogy and Production for MG aw Hil
Honme Interactive, a publisher of high quality products for

chi |l dren.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O b~ W N Bk

NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

301

We currently do not have any products for children
or that are targeted to children on the Web. And as we nove
into that area we have a nunber of products in progress. W
are trying to nake an effort to take a proactive and
responsi bl e stance and action in terns of nmaking sure that
we provide a safe online experience for children.

The key issues seens to be not the fact that data
is collected, since that seens to be necessary in an
interactive environnent such as the Wb, the key issue seens
to be intent in what data is collected and the uses that
it's for, and we are here to take a stance in making sure
t hat we know what that is, and that we contribute to a
responsi bl e use of that data.

Thank you.

MR. PEELER. Thank you. Victor.

MR, ZI MVERMANN: My nane is Victor Zi nmernmann.
amthe Senior Vice President of the consuner business unit
for Ingenius. Ingenius is a joint venture between PCl and
Reuters Media, and we produce interactive nmultinmedia content
for children which is delivered to both the school
mar ket pl ace as wel|l as the consuner market pl ace.

We deliver through several different platforns,
including cable TV, direct broadcast satellites on TV as

well as the Web environnent.
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Qur mssion at Ingenius is to produce content that
is both educational as well as entertaining. And in order
to do that and to create guidelines internally in reaching
t hat objective, we | ooked at our content through kind of a
self-nonitoring precedent, and that is |ooking at three
things that we call the 3Ps. W | ook at precedent, another
i ndustry's magazi ne area and conputer gamng, as well as in
the tel evision arena.

Secondly, we | ook at what we call a paradigm And
inthis business it's a new paradigm W see multinedi a
entertai nment as a vehicle through which children can
actually think and act in relation to character and story.
And it's a very powerful nmediumindeed, and we use our
characters that we create to reach that objective.

For exanple, we have characters such as one call ed
Fred Fiscal, which is used to explain through news content
conplicated financial issues. For exanple, the recent
gasoline price increases. Those characters |end sonething
to children in that children don't typically identify with
adults as noderators in our content. So we use adults
t hrough our characters to deliver the nessage to kids in
both an entertai ning and educational bent with a flair.

The data that we collect, for exanple, on a site
whi ch we | aunched this nonth called "Janz", which is

noderated chat for children, that is delivered along the
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context of current events. W use avatars in that content
torelate to the children. W collect certain data such as
the child s nane, their E-mail address, the city and state
where they live in, and their online password, which we ask
themto nake up in order that they can be a part of our
noder at ed chat sessi ons.

That concept, that information is used so that we
can, one, know what market we are really targeting so that
we know when we are targeting an 8 to 14-year-old age group
that we are actually hitting that age group through their
f eedback.

Nunber two, the data is in an aggregate form when
it is used for advertisers so that we can quantify basically
just the nunber of eyeballs that reach our site. Again,
advertising is used to support the production of that
content.

Thirdly, we | ook at the purpose of what we are
trying to acconplish with children, and that is that the
pur pose of the product should be to provide both an
educati onal bal ance as well as an entertai nment bal ance and
vi ce-versa, and our mssion is to do just that: to
entertain wth a twist and to educate in an entertai nnment
Véb.

Sonme of the issues that we see as far as our

characters that we have devel oped, we see those characters
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as a way for kids to interact and engage in the content. W
think that there is a fine line with that. |If we cross the
line and a character says, "Cone to the store and buy a T-
shirt,” we see that as inappropriate.

MR. PEELER: Could you summari ze?

MR ZI MVERVANN:  Sure, sure.

To sunmari ze the questions that we see in the
i ndustry we use as a self-reqgulating guideline. W look to
tel evision, we |ook at nagazi nes, we |ook at, | think,
consuner software, where we are in the gam ng area, for
exanpl e, kids' addresses are collected as a way to target
them according to their individual needs and desires.

We support self-regulation as a conpany, and we
certainly support the direction and focus that these
heari ngs have highlighted, and we | ook forward to working
with the nenbers of the FTC and other industry individuals
in pursuing the correct way to explore this new nedi a.

MR. PEELER  Thank you.

Bri an.

MR. EK:  Thank you very nuch.

| want to begin by saying that Prodigy for years
has foll owed what Congressnman Markey suggested. "Know edge,
Notice, and No" has been part of our operating practices and
part of a formal privacy policy, which | signed as a

condition of enploynent at Prodigy for a nunber of years.
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In the case of marketing to children, in Prodigy's
perspective, we were the first conpany essentially to deal
wth the issue. W were the first famly service. W were
the first with advertisenents. W were the first to have
chil d-specific content, and we were the first to nass an
audi ence of al nost 400, 000 under 18 nenbers.

| can tell you that in practice very little, if
any information, is collected by Prodigy about children. |
want to go into a little history as far as why that's the
case, why the industry is changing, and what we need to | ook
at in the future

When Prodigy began in md 1980s, we were very
conservative in our approach to advertising to children. |
can attribute this to several factors: our corporate
parents, our own nmanagement, our very stringent approach to
consuner privacy, but perhaps nost inportant of all, in the
early days of online services in the Internet, the medi um
fromits advertising perspective and marketing perspective
was transactionally driven.

What marketers were nost interested in doing was
getting the consunmer to actually make the purchase online
right then and there. | nean, that was the benefit of the
medi um | mage- based advertising, especially considering the

fact that the Internet market was so snall back in the |ate
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ei ghties, inmage-based advertising had really not taken hold
as had data col |l ection.

So consequently that's why very little of the
advertising that you would see and the marketing that you
woul d see done through Prodigy there was little, if any,
done specifically related to children. 1In fact, I went and
pol | ed a nunber of Prodigy enployees and | found that in our
11-year history we ran one advertisenent that was targeted
to children, and that was for Power Rangers.

We also ran only one data coll ection vehicle which
was a chat session that was done in cooperation wth Sagy,
and in fact the way we did that is we sent E-mail to the
parents first, asking if the children could participate.

| think it's inportant to say that we don't
di scourage advertisenent or marketing when it relates to
children. However, Prodigy also has sonme very stringent
gui del i nes which marketers are required to conply wth.

Sone of those are, and | would just like to read them off
Prodi gy's policy:

The adverti senent cannot urge children to buy
anything, or ask their parents to go and buy it for them
It cannot use exhortative |anguage. It cannot inply that the
product w il nmake them better than their peers or less so if

they don't have it.
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Now, with the w dening popularity of the Internet
we have nore kids online. Indirect advertising for
purchasing offline is starting to gain steam So is the
practice of using the Net guard to gather narket
intelligence.

We believe that marketers should not try to go
around parents in soliciting information fromchildren. W
believe that advertising in marketing should not in anyway
masquerade as editorial. It should be clearly marked in a
way that children could distinguish. W fully support
t echnol ogi es and technol ogy- based sol utions that will give
househol ds control over the data collection and use as it
pertains to children.

| thought it was particularly interesting though
that there is a balance that | would like to give to the
group that we consider today. Wen | was preparing to cone
down here ny 14-year-old daughter said that she would very
much i ke to talk to the children on the panel.

That perhaps may be an idea for a focus group as
we go forward. But the fact of the matter is, that children
are consuners too. Fromthe day they get their very first
al l omance, they are marketed to in school yards, in schools,
at home, and at recreation. |It's a fact of life; they are
consuners. And as we ponder what to do here, granted there

need to be sone very careful solutions and sone very
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t houghtful solutions to deal with privacy as it relates to
children, but we have to do it in a way that does not
elimnate children's rights as consuners as wel|.

MR. PEELER  Thank you.

Now, Katheryn, could you tell us a little bit
about what you found when you reviewed this?

M5. MONTGOVERY: What | would actually prefer to
do is to make a nore general statenent now and tal k just
briefly about the kinds of practices.

In the second session, | wll have a good nore to say
about the specific things that we identified in our report.

But first I would like to thank the Federal Trade
Commi ssion for holding this neeting and for taking seriously
the report that we rel eased two nonths ago. The report
really was designed to serve as a warni ng system by
identifying sone of the practices that were already
beginning to energe in this new online nmedium and to
identify some of the problens raised by those practices.

We were particularly concerned about the detailed
personal information that was being collected in a nunber of
Wb sites -- and as | nentioned, | wll talk about that in
nore detail in the next session -- and the manner in which
t hese data were being collected fromchildren.

| want to say that | think it's very inportant

t hat we understand that this is a nediumin its infancy, and
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preci sely because of that this creates an opportunity to
devel op standards and gui delines for how the marketing
practices to children are designed and how they evol ve. Qur
interest here is not to elimnate advertising and marketi ng
to children, but rather, to identify sonme rules of the gane
and to cone to sone agreenent about that. | ENDFI ELD

believe it's inportant that the FTC play the | eadership
role that it is playing, in having a dialogue and in setting
t he guidelines for how you market children in this new
envi ronment .

W talked a little bit about paradigns; we have
menti oned paradigns here. This is a new nmedium it's a
different medium it's a nore colorful nediumand a nore
intrusive medium It's one that children relate to
personally in ways that they have not related to other
medi a.

As it beconmes nore sophisticated in its ability to
have real pronotion video and audi o and ot her kinds of
technol ogi cal capabilities, it nost likely will surpass
television as the nost influential nmediumin children's
lives.

And in terns of the marketing paradigm the
mar ket i ng paradigmthat is devel oping through this nedium
and of which the children's marketing practices are a part,

is known as "one to one marketing." The idea is that you
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mar ket to an individual rather than to a group of people,
and that you develop a personal relationship with that
individual. This is a practice that we believe holds sonme
potential problens for children in the way that it's
evolving, and I think we need to understand the context in
which this is being designed.

This new nediumis al so one that does not have a
regul ar structure or a set of safeguards as we have in, for
exanpl e, television where you weren't allowed to have a host
of a television programpitch directly to a child viewer,
and that there is clear separation of editorial, program
and of advertising, and there are rul es about that.

This is a mediumthat has unprecedented ability to
collect information fromchildren both in a voluntary way --
we W Il describe later -- and in a way that is done through
t he technol ogy, and nost of you know that the technol ogy
that's developing is very sophisticated and will be able to
col l ect rather enornous anounts of information.

So | amlooking forward to the discussion and the
di al ogue today. | think it's going to be very, very
i mportant that we have a candid discussion of the practices
that are taking place, and a thoughtful discussion of the
ki nds of safeguards that need to be developed in order to
ensure that children's privacy is really nmeaningfully

protected in this new environnent.
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MR. PEELER  Thank you.

One of the issues that keeps coming up repeatedly
is the fact that in this new environnent it is possible for
the marketer to collect not only information about what a
consuner buys but al so what a consuner | ooks at.

And Peter Harter addressed briefly yesterday on
the privacy panel, the cookie technology. | wonder if you
could talk for a few m nutes about what the inplications of
t he cooki e technol ogy are for concern about children's

privacy on the Internet.

MR. HARTER: Good norning. | am Peter Harter from
Net scape Conmuni cations. | am happy to be back here for the
second day. | was pleased to read this norning in today's

Washi ngton Post, "Curbs on cyberspace as proposed,” and the
first line, "Should SPAM be jamred and cooki es be crunbl ed
on the Internet?"

(Laughter.)

| guess all this Internet stuff is really an
i ndustry because we are the subject of hyperbole, either by
journalists or Paul Fishen, so | guess we have arrived.

| was al so pleased to read sonething of a mantra
back in California that typical issues, including potential
new regul ati ons, are a snake or an opportunity. And | said
yesterday that "Privacy is sonmewhat of a snake, but a snake

can be an opportunity. And if a conpany can offer better
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privacy to custoners than others do, they will benefit in
the long run.”

| repeat that today because | think it's an
i nportant consideration. People back in Muwuntain View are
very young. Arthur Geisen, when he put Msaic together a
few years ago, was only 23. The engineers | work with are
figuring out how to deal with new regul atory issues and new
| egislation, a legislative code, if you will. They are ny
age or younger, and they are having kids. So they identify
with those issues.

But the code they wite, even though sone people
hold that the conputer creates de facto policy, there always
has been rules on Internet. You can ook at this nonth's
Harvard Busi ness Review, and they talk about rules on the
Net, Neticat SPAMm ng, and not changi ng the discussion, Fred
Li sser and his group, the last line in the Harvard Busi ness
Review, "In cyberspace, the real power will lie with those
who nmake the rules.”

Hopeful ly industry will realize that conpetitive
advantage is by de facto rul emaking, and | think we have
al ready seen that take place with traditional conpanies
shifting over to Internet technologies. You read about

t hese headlines in the business papers.
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But it really is an inportant factor in |ooking at
these difficult issues of howto protect the interests of
children in cyberspace.

And | want to comment on a few points nade by our
speakers who kicked off this norning' s panel before we run
out of time. | will be brief.

MR. PEELER. Very brief.

MR. HARTER: Senator Markey said that children's
rights are a subset of the parent's rights. And when a
child goes to a site and wants to transact or get asked this
information, if their rights are presented to the Wb site
i n advance through a certificate or a particular |.D. that's
encrypted, | think that parental consent would be given in
advance and the Wb site operator would know whet her or not
the child is authorized to do what the Wb site offers to a
chi I d.

And with reference to M. Franks and his remarks,

I think that we have to | ook at verification of the identity
of those persons that are reflected -- that the |list brokers
have information about. |Is he tal king about U. S. children,
Canadi an chil dren, and how many children there are in the
wor | d?

Verification will depend upon authenticity, data
integrity which also needs encryption. And those of you who

were here yesterday heard ne tal k about encryption. And |
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bring it up again today because | believe that if industry
is to play a part as nmenbers of Congress asked us to do --
invited us to do, rather, | think the encryption issue is
going to be integral to privacy.

But getting back to the question I was given,
cookies, I wll state again cookies are a very sinple
technol ogy, a tenporary fix for technology that wll have to
be overhaul ed for the commercialization of the Internet. |
really think we need to | ook beyond cookies and to the real
solutions for privacy issues. Cookies only contain
information that a user submts to a Wb site, and the Wb
sites puts back on the user's conputer to facilitate the
user's ongoing activity with the Web site, whether it's a
transaction for buying froma nerchant, or telling the
server how to provide a magazine in Spanish in a certain
font. | think cookies are not the issue, rather the ongoing
issue is what is available to neet the demands of the
privacy interest and regulatory interest that cone up as we
see the Internet grow into a beneficial mediumfor
ever ybody.

Thank you.

MR. PEELER. Craig Stevens, in terns of collecting
i nformation for marketing purposes, could you talk a little

bit about what Digital Marketing is doing?
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MR. STEVENS: Sure. First of all, I wuld like to
take the opportunity to thank the FTC. | don't want to m ss
that opportunity. And wll cut to the chase due to the
time imts.

Basically, we think that marketing research with
children is a good thing. That is what is necessary to
provi de the products and services that children desire, the
col or of bikes that they want and the styles that they want;
the TV programm ng that they want to view.

What we have basically done is we have taken, --
if you are famliar with CTl research, conputer telephone
interview ng, we have taken the nost sophisticated research
engine in the United States, and integrated that into the
online environnent. That's not a sinple thing to do, but we
have done that.

And what that does is it gives you a lot of edit
controls, a lot of checks, a lot of skip pattern that enable
you to find out who is entering your systemand treat that
appropriately.

We are researching children for clients in the
entertai nment industry and consuner goods, packaged goods,
et cetera. The process is that we go through parents first.
We recruit children to interview through the parents peri od.
We fully disclose the information, who we are, what we are

doing, the industry that our client is representing, as well

Heritage Reporting Corporation
(202) 628-4888



© 00 N O 0o B~ W N B

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N oo 0o M W N B+ O

316
as what will be done with the information. W do not ask
sensitive questions of children such as marital status of
their parents, also inconme, E-mail addresses, address, phone
nunbers. W just don't see a need for that. W |ook at the
data in an aggregate sense. W do ask their age because |
do think that is inportant because marketing to an 8-year-
old is different frommarketing to a 13-year-old.

If a child does cone into our area, we have pre-
screen capabilities in which we ask a series -- what we have
is called a Dynam c Screener, in which we ask a series of
non-sensitive to denographically qualifying questions for
the client surveys that we have. |If a child cones into the
area indicating that he is 13 years old, he is automatically
routed to a content area which contains information about
mar keti ng research, to learn nore about marketing research.

That could include transcripts fromthis
conference about marketing research and sone of the
governnental concerns and regul ations that the industry is
faced with. It could also have sonething called current
events, things that you see on CNN, for instance, about
current events or what things that are going on. You can go
in and see previous results from previous services, another
fun area, favorite travel destinations, things |ike that.

W will not allow -- we conmunicate this very

strongly to our clients -- we will not allow surveys that we
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deem as inappropriate for children, and we are very
steadfast in that. Qur clients not only respect that, they
back us in that. | think your Fortune 100 clients, who are
the conpanies that we deal nostly with, are very consci ous
about staying within the expectations, ethical and noral
expectations that corporate Anmerica has taken upon itself,
rightly so.

| think that this conference and the | eadership of
the FTCis going to help that.

In closing, staying wthin nmy tine limt, | would
just like to say that we consider ourselves a very noral and
et hical conpany. W would |ike to see other conpanies
provi de extrenely high standards such as goi ng through
parents first, getting parental perm ssion to have a child
participate in a survey, asking the parent to observe, but
not necessarily to sway the opinions of the responding
child, but to observe as to the questions that they are
dealing with. | think this would also help to deal with the
cookie issue. |If conpanies, clients, are allowed better
quality alternatives to gathering the type of research
information we are | ooking for to market to these private
mar kets, | think that they would essentially be able to set
t he cooki e i ssue aside, because they have a better, nore
quality option in the research departnent.

Thank you.
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MR. PEELER. Craig, very quickly, how do you get
consent fromthe parent if the child is comng to your area?

MR. STEVENS: |If a child cones into the area, we
have what | was describing as our Dynam cs Screen, a pre-
screener, in which one of the first questions that we do ask
is age. |If they indicate that they are between the ages of
what ever we have established in the que, under 18 years old,
then they are automatically routed. They do not get a
survey period. They go to this font called content, current
event area, which is conpletely safe for children.

MR. PEELER. And no information is collected
t here?

MR. STEVENS: No. That is correct.

MR. PEELER:  Lucy Lieberman and Gerald O Connel |,
al so design Wb sites. Wuld you like to tell us alittle
bit about what process is used?

M5. LIEBERMAN.  Hi. | am Lucy Lieberman, and
work with Magnet, which is in town actually.

| guess one of the distinctions | want to nmake up
front is the difference between actually asking for
informati on and collecting, and that sort of information
col |l ected through surveys or questions, that sort of thing,
whi ch we do as purely optional activity.

Then there is also the information about what we

can sort of track behind the scenes, tracking how | ong
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peopl e spend on pages, what sections people go to and just
what general habits people have online and how nmuch tine
t hey are spendi ng.

| think the idea of collecting information
voluntarily is sonething that does need to be enforced on a
pretty nmuch voluntary basis.

COMW SSI ONER VARNEY:  Lucy, tell us alittle bit
about the information that you coll ect behind the scenes.
What do you coll ect behind the scenes, and how do you do it,
and what do you do with that infornmation?

M5. LI EBERMAN. | guess the nost direct
informati on that we get behind the scenes is just how nany,

j ust how many pages are accessed how many tinmes. And by
conparing that to the structure of the site, you can see how
many go to the front page, and then you can see how many
peopl e have gone to the pages that branch off of that, and

t hen branches fromthat. And then we can also track how
many tines someone who is involved in a certain activity, or
how many tinmes sonmeone downl oads a screen saver, or plays a
ganme, or won a gane, or |lost a gane.

COW SSI ONER VARNEY: And you can track that by
i ndi vi dual s, so you know the person or you know t he person's
password that is used?

M5. LI EBERMAN.  Yes and no.

Tracking it on an individual basis --
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COW SSI ONER VARNEY:  Yes.

MS. LIEBERVAN. -- results in huge, enornous,
conplicated files that are very difficult to actually
produce information with, and that's one thing that then we
tal k about as not really being that possible right nowto
track -- to track sonmeone in a way that's so efficient that
you can really break it down to an individual and then
actually be able to produce a profile based on that. |
definitely think that that's where things are headed. |

would like to see a conputer that can do that now

COW SSI ONER VARNEY: And when you col |l ect the
i nformati on behind the scenes it sounds |ike you are
collecting it in a non-personally identifiable aggregate
way .

MS. LI EBERVAN.  Yes.

COW SSI ONER VARNEY: And what do you do with that
i nformation?

M5. LI EBERVAN.  We don't distribute it. W use it
for determ ning how -- determ ning what people are
interested in, and then taking that information and give it
back to the site. |If people are really into online
activities, are really into children-like things, then we
are going to do nore of that to encourage people to spend

nore tine on Wb sites.
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COW SSI ONER VARNEY: And do you design sites for
vari ous conpani es and manuf act urers?

MS. LI EBERVAN.  Yes.

COW SSI ONER VARNEY: | see. So you give the
i nformati on back to them about what |ooks like it's working
and what doesn't look like it's working, or do you just take
it and nodify the sites?

M5. LI EBERMAN:  That depends. Yeah, it's -- it's
so up in the air, but we definitely are encouraging clients
to -- to play it safe in a lot of ways. | nean, we don't
want to push anybody over the edge, but at the sane tinme we
want to maintain a real conpetitiveness.

| f we have nore information that we have
coll ected, then we can find out what works and what doesn't,
and then reapply that back to the site, then that's going to
make us have a better product, get us nore business, and,
you know, it's all business.

COW SSI ONER VARNEY: Thank you.

MR. PEELER M. O Connell, would you like to
comment on that further?

MR. O CONNELL: 1'Il nmake two comments.

| think the first thing is that's probably
important to recognize what this nmediumis and what it

isn"t. And | think we are approaching this nedium as one
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that is strictly a broadcast medium and it's really a point
of conmuni cati ons nmedi um

And | think when we approach the devel opnent of a
site we want to encourage as nmuch ability on the part of the
user, whether it is a child or an adult, and we work nostly
wWith advertisers who are advertising to adults, to be able
to allow themto participate in sone way or express
t henmsel ves in sone way.

This is not to be -- this is really not a
publ i shing or broadcast nedium and | think nost of what we
are tal king about here is very much -- it's making an
assunption that this is all really just one way from sender
to user. It's partly true but it's not fully true.

More inportantly, if you don't care about your
efforts in this world as a marketer, your efforts, to borrow
a phrase, will crunble, strictly because of the nature of
this mediumas a two-way nediumin which people can speak
back, and you have to encourage themto speak back. |[If you
don't denonstrate that you care, if you abuse the privilege
to comuni cate with them you will fail in the long run, and
it's very inportant to recognize that.

The nore services you can offer that are
personal i zed the better off you will be. If you utilize it
in sone way to try to take advantage of your custonmer, you

will lose in the long run. And if there is one thing we
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advocate to our clients is the ability and the intention to
establish relationships that work nore for the user. And if
it works to the user, and if it works for the user it's

going to work for them

That's really about it. If you want ne to answer
any questions about the use of information, | would be happy
t o.

MR. PEELER  Well, | think sort of the same

guestions that Comm ssioner Varney asked earlier.

Do you collect individually identifiable
information at your site, and what do you do with it?

MR, O CONNELL: Well, there is two ways you can
| ook at this, or there is tw types of information that you
can collect. One is based on the specific response of the
individual, i.e., I amfilling out a -- | amsending you a
letter, such as an E-mail. | amfilling out a survey. | am
conpl eting an order form

Now, you collect that information. W do not
advi se any of our clients to resell that information in any
way. But to the extent that you can use it to create a
better service for your custonmer the next tinme they contact
you the better.

In terns of aggregate -- in ternms of click stream
type information that is collected in the background, that

information is not in any of our sites of information
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tracked back to specific users and then used in sone way to
solicit sone information down the line. And, in fact, as
Lucy said, it is infinitely nore difficult to do that than
probably nost people who aren't practitioners realize. It's
extrenely difficult to do that, and on an aggregate basis it
works if you want to aggregate information that you get back
to be able to say there is a better way of doing this. But
in ternms of sticking your hand in sonebody's personal
informati on, cookie jar, to target that person further down
the line based on their click streamthat you have captured
is extrenely difficult, and not warranted at this point
anyway.

MR. PEELER  And what about the actual transaction
data, do you use that to follow up with solicitations, and
do you use that to follow up the solicitations to children?

MR. O CONNELL: Only -- well, first of all, any
site that we do wll have an opt out type of thing in
response to -- so that -- and | think that's critical.
woul d agree with everything that Congressman Markey said
earlier about who knows. |In fact, they are followed by sone
of the guidelines that | hel ped author.

But transactional data can be -- first of all, you
want to use the transactional data that you collect to make
sure that you do a good job in terns of getting either the

informati on or the product that sonebody has ordered from
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you to that person as quickly and as effectively as
possi bl e.

To the extent that you mght follow up to say did
you get it, did you enjoy it, are we doing a good job for
you? O course you want to use that transaction as any good
mar keter would in ternms of whether that's -- if | canme into
a store tonorrow and | bought sonething fromyou today, you
woul d ask nme how is the product working out for you. So you
use information that way. But beyond that, right now we are
not .

MR PEELER  Pat ?

M5. FALEY: Well, | think it's inmportant to
address what information is collected is also why it is
collected. And in talking to our nenbers |I amfinding that
the reason that they are collecting the Iimted anmount of
information they are collecting is to inprove the site
content, to provide things of value to the people who are
accessing the net and to find out who is, frankly,
interested in the project and who is interested in the site,
who is comng there

Qur nmenbers are very highly respected conpani es,
as you know, and, you know, Marketing 101 is -- marketing is
al | about reaching consuners in ways in which they are
confortable and certainly our nenbers knowit's in their

interest to do that.
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W have a long history of providing products and
services to children. Frankly, there has never been an
instance of a child harned by the -- you know, the inclusion
of their name on a comercial mailing list, and | think
that's very inportant to note. Nevertheless, we know this
is anewnedium It's an issue we are very concerned about.

A recent study we did showed that about half of
our menbers right now are using Internet for marketing. O
that half only 84 percent of them have been on the nedi um
for less than one year. So | agree with Katherine that this
is exactly the opportunity, exactly the tine when we shoul d
be addressing these issues, and we are.

Just one nore point. Sonmeone spoke about asking a
child their age online, and while, you know, children always
tell the truth, we are concerned about that. And one of the
things that we think is inportant is to put the choice and
the control in the hands of the parents, and we believe that
the best way to do that is to use the enpowering
t echnol ogi es which you are going to see a little later on
today where the parent gets the ultimate say in what that
child does.

And so | just wanted to nake those two points.

MR. PEELER. John and then Mary Ellen.

MR. KAMP. As we reach the end of this, | am John

Kanp fromthe American Association of Advertising Agencies.
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As we reach the end of this, | thought that there were a
couple of things that -- the inpressions that seemto be
left with a couple of matters Congressman Markey, | believe,

said we need to address.

One of themwas the inplication, at least, in the
Congressman's remarks that this entirely unique nmediumleft
| aw enf orcenent agencies w thout any powers. | think we are
all convinced that the Internet is a fascinating new nedi um
but whether it's unique in its power is sonething, | think,
we still don't know. The anmount of commerce on it is
relatively mnimal conpared to other nedia.

But the idea that there are -- that the existing
| aw enforcenent agencies are left inpotent, | think is just
one that we certainly cannot et go without a response.

Thi s agency, for exanple, and Conm ssioner Varney,
particularly, has made it very clear that in the appropriate
cases that this agency will act using the enforcenent
mechani snms that it has now.

| see a representative of the Attorney Generals
here today, and | amcertain that none of themfeel that if
there are inappropriate activities going on there, that they
are inpotent. | amsure that they are going to act. And |
don't think we should accept sort of all the hype that we

have such a strange, new, absolutely unregul ated nedi a.
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| also want to just respond, and | think Brian has
already said this, the CASIE guidelines are anong those of
several here that we have been tal ki ng about yesterday and
today, and we will talk nore about the guidelines today, but
hi s basic notion about the three things, the notice,
"Know edge, Notice, and No" are sonething that | think that
virtually everyone at this table of both days have
essentially agreed are good things to do and essentially are
t he paradi gns under which we intend to work.

COW SSI ONER VARNEY: Lee, can | just in here for
a second?

John, you have | have tal ked about this before.
think we all do agree that "Know edge, Notice, and No" is
the right paradigm However, it's, in ny view, relatively
nmeani ngl ess to expect an 8-year-old to exercise know edge,
notice or no.

And ny question to the panel is, because | think
it only goes into what is described here as session two, and
that is everybody here, it seens to ne, wants to be very
responsi bl e when it cones to the collection of information
fromchildren and what they do with it.

But at what point do you need the parents consent
to collect information fromchildren? Kellogg has
identified they won't do transactions, can't order

mer chandi se. The gentleman at the end of the table
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recruited through parents, right. You clearly get parental
consent for survey data.

But what about the kid's clubhouse? What about
the other sites that you are runni ng where you do col |l ect
information fromkids? Should you get parental consent?
Shoul d it depend on what use you put it to whether or not
you get parental consent? Wat age should trigger parental
consent ?

| nmean, that seens to ne to be one of the things
t hat we have got to address here, because an 8-year-old,
can tell you ny 8-year-old will not making a neani ngful
exerci se of know edge, notice, and no.

MR. PEELER. Mary Ellen, and then Dan.

M5. FISE: Well, that's not -- that's a nice kind
of segue into what | wanted to talk about. And it relates
al so back to Jodie's original comrent that this is a
different nedium And we recently |ooked at use of
information collected fromchildren offline, because | think
that's a -- it hel ps us understand at | east what parents are
accustonmed to. And if you look at the types of information
that is collected, in 14 exanples, wth the exception of
one, it all required sonething fromthe child be sent back
in, in sone respect.

And so that contenplates the use of an envel ope

and a stanp, but it also in alnost every case required sone
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type of small paynent for whatever the free thing that the
child is getting. And so that involves a parent. If not a
formal consent, it's at least inplied consent. And we
believe that if you are collecting personal identifiable
information that's the nost critical area. You always need
parental consent, and you need it up front before the
rel ease of information. You can't allow children to be
saying, "Yeah, nomsaid it was okay."

MR PEELER  Dan.

MR. JAFFE: Two things. | don't think we can give
you the final answer today because we are working with the
Children's Advertising Review Unit on the role of trying to
conme up with policies to protect kids that have placed in
other mediumto this nedium and not just nerely transfer
it.

MR. PEELER  Dan, use the m ke.

MR. JAFFE: | apologize. What | just said is that
we are going to have to wait for the Children's Advertising
Review Unit which is working on these issues to develop a
definitive answer to these questions. |t has al ways been
the organi zation that the advertising community has used to
devel op policies for protection of children, and we intend
to do so in this nediumas well

But | think that what we said yesterday is

rel evant to today. The desire for witten parental consent
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as sone peopl e have asked for. Sone people are saying that
you just cannot collect this information at all. In fact,
the fortunate aspect of this nmediumis that there is nore
power to control what your kid does on this mediumthan
virtually any other. Parents can control access to the
conputer, access to the Internet. They can control where
t he kids can and cannot go. They can track where their kids
have gone so that they can apply their values to the
children's activities. And to an increasing extent, and |
amsure we W Il be hearing about this shortly, they can
control what information can cone into the hone as well as
what information can go out.

So if you don't want your kid to give personal
i nformati on, nane, address, any kind of nunbers including
credit card nunmbers, you can stop that. You can stop that.

It's not |like on the phone where you find out |ong
after the fact where your kid has been or whether they have
been on the phone or who they have been tal king to.

COW SSI ONER VARNEY: Let's talk about that for a
m nut e, Dan, because, you know, as you all know I have
children, and ny children don't always do what they are
told. | nust be the only person in Anerica that has that
problem but | do not believe that parents have absol ute

control over the Internet when they are not hone.
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My 9-year-old is very sophisticated on the
conputer. Knows precisely howto get onto the conputer. He
knows precisely how to get where he wants to go. | don't
really worry about pornography. He thinks naked people are
so disgusting, so that's not nmy problem

(Laughter.)

Yeah, right. But, you know, there are bl ocking
technol ogies right now They are nostly focused on
obscenity, as far as | know, and sonme other things. |It's
not clear to me that there is anything that | can buy, that
I can put on ny conputer that will keep ny son out of spots
that solicit personal informtion.

So | do accept that parents have responsibilities
and parental control, but I think you need, if there is an
agreenent that you' ve got to get consent at some point when
you are collecting personal identifiable information from
m nors, maybe depending on the use it's going to be put to,
there may be -- there ought to be a technol ogi cal sol ution.

To me the underlying question is at what point do
you need parental consent? When does it get triggered? And
then let's | ook at the technol ogy that can assist in the
sol uti on.

Aml -- |1 mean, is there --

MR. JAFFE: | understand what you are saying, and

my child is 10, and I would love to say that he's totally
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conpliant, but | assure that that would be fal se and
decepti ve.

COMW SSI ONER VARNEY: And then | woul d have to
pr osecut e.

(Laughter.)

MR, JAFFE: So | won't say that because of the
hi gh nornms of the advertising comunity.

(Laughter.)

But the facts are that there increasingly wll be,
and | believe in the very near future, parents will be able
to have technol ogy which will give them nmuch greater
control, whether your kid wll want it or not; whether they
are conpliant or not; nore than you will have over your
t el ephone or whet her sonmebody knocks on the door, or
what ever el se.

|f the parent is not honme, as | say, | believe
it's all of the things that | amtal king about are either in
exi stence now or will shortly be in existence that parents
will be able to exercise and control.

And while I think it would be nice if you could
get witten consent for every tine a kid is going to give
information, | think you are going to run into nassive
probl ens.

COW SSI ONER VARNEY: Witten consent, | nean,

fromny viewis not the issue. The issue is sort of should
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consent be required and what should trigger it. And if the
denonstrations that we saw yesterday, the technol ogi cal
solutions on privacy generally, if they incorporate a kid-
safe privacy area, however, yeah, then the parents have the
ability to block the kids.

But, you know, you have seen stuff that is com ng
out of the pipeline. You have trenendous confidence of what
we saw yesterday, and it rolled out quickly. [It's still not
here and it still doesn't go to the underlying policy
guestion: At what point, if any, should parental consent,
no matter how you get it, witten or not, or encrypted or,
you know, by bl ocki ng technol ogy, what should trigger
parental consent for mnor transactions or mnors giving
personal i nformation?

MR. PEELER: That's a perfect segue to the next
panel .

We are going to take a very brief five-mnute
break. W are about 10 m nutes behind schedule. W wll
take a five-mnute break and get set to go.

(Wher eupon, a recess was taken.)

MR. PEELER. Thank you. W will begin our second
panel, and this panel is designed to discuss the speci al
considerations that arise in collection of information from
and about children in cyberspace, including parental consent

and ri sk of disclosure.
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| want to follow the sane format that we foll owed
on the first panel. And | would like to ask Kathryn
Mont gonery, followed by Professor Westin, and then foll owed
by Elizabeth Lascoutx, and Dr. M chael Brody, to sort of
gi ve sone opening comments. Then | will open it up for
panel di scussi on.

M5. MONTGOMERY: Thank you.

How nmuch tinme do | have here? | amgoing to try
to be brief and succinct and to the point.

| do want to make one brief statenent about
parental software controls, and I wll say nore about that
later. | think they are a very inportant tool. W |ook
forward to the devel opnent of effective tools to help
parents. However, | want to reiterate what | said earlier.

We're not tal king here about trying to protect
children from having access to content that is not for them
or not appropriate for them W are really tal king about
setting standards for the devel opnent of services
specifically designed for and targeted at children. And |
believe that at this point it's inportant to set sone
guidelines, to cone to sone agreenents about what is
appropriate and what is not appropriate, what is ethical and
what isn't ethical, and that's where we are com ng from

| want to just share with you very briefly sonme of

the findings fromour report which was released in March,
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and let ne know, if you want copies please contact the
Center for Media Education. We will be glad to make them
avai l able to you so that you can get the full report.

We really ook at online sites for children, Wb
sites designed for children. W have been exam ning them
now for nearly a year, and we | ooked very closely at them
systematically for a six nonths period. And we found
basically two maj or problens.

One is the collection of a great deal of
personally identifiable information fromchildren in these
sites, and the second is that the way the information is
collected in many ways is not nmade clear; that is, there is
no disclosure. Parents often cannot tell that that's what
i s happeni ng here.

Oten the way the information is collected from
children is it's integrated into these brand new
environnents into ganes, or into surveys, or contests, and
there are all kinds of incentives which sort of addresses
the issue of whether it's voluntary or not. Yes, it's
voluntary but they are very enticing incentives to children.
You can win a prize, you can enter a contest, or in sone
cases you have to do it just to cone on the site.

The other thing that we found which goes to the
issue | tal ked about earlier, which is this notion of

personal i zed advertising, and mcro-targeting and one to one
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marketing, is that in a nunber of these sites after a child
went on the site, a couple of days after, a piece of
unsolicited E-mail would arrive in that child' s mail box from
one of the product's spokes characters, inviting the child
to come back again. So it's sort of the first step in
setting up sone kind of interaction between that advertising
site and the child, and inviting that child to conme back to
the site.

Now, the representatives fromthe industry did not
bring exanples of their sites, so | thought |I would just
show a few that we have collected, and these are fromthe
report that we released in March, so they are fromthe data
collection period prior to that report.

Now, | amjust going to show you four just to give
you sone highlights.

Are you ready? Lights down. [It's easier to show
slides because doing it online is nore conplicated in this
setting, and they mght collect data fromus if we do that.

One thing | want to make clear is that we | ooked
at the sites that were obviously clearly targeted to actual
children, where there was little anbiguity that these
pl aygrounds and other kinds of sites that are devel oped for
online were for kids. And within themthere are various
ways that data are collected, but personal information is

solicited from chil dren
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Let me show you one exanple of how that is done.
Next slide.

This is an exanple of a registration site where a
child is asked to fill out a fair amount of detailed
information in order to enter the site and in order to play
in the online playground, and that's the second part of it.
It may be difficult to see, but you can see sort of the
extent of the questions. And this kind of questioning is
sonewhat typical of what we are finding online in a
substantial nunber of the sites created for children.

We're ready for the next one.

This is an exanple of a site where you are
encouraged to join -- sign up, rather, for a contest, and so
there is this very, very appealing incentive. Every kid
that | know would like to win sonething. | certainly did as
a kid. And in order to do so, you provide detailed
personal i zed i nformation.

Again, | want to point out that in none of the
cases that we | ooked at was there disclosure about what they
were col lecting, why they were collecting it, howit would
be used, nor was there any attenpt to get parental consent
before the child filled out the information.

The final one | amgoing to show you is an exanpl e

of the kind of unsolicited E-mail that children were sent
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and are being sent in response to their filling out these
survey forns and regi strations.

And al so, again, we are seeing this mediumin its
early stages. W have got kind of a boring text thing here
internms of EEmail. |If you can inagi ne an ani mat ed spokes
character that has devel oped a relationship with the kid
being able to cone back to the kid, and it may not be that
many years, and say, "Hi, Billy. How are you today? | am
gl ad you enjoyed comng to visit with us yesterday. | hope
you cone back today, and why don't you buy this product."”
Maybe they don't even need to say that because the
techniques wll be so sophisticated.

Those are the exanples |I have. | have probably
run out of time for ny presentation, but | want to just nake
it clear here that this -- that these techniques that are
bei ng devel oped are just the very begi nning of what could
beconme a nuch nore sophisticated and nuch nore intrusive set
of practices for personal data collection.

MR. PEELER:. Thank you, Kathryn.

Dr. Westin.

MR. WESTIN. Alan Westin, Colunbia University and
Privacy in Anerican Business.

An interesting topic we have got today. It used

to be that when parents knocked on a cl osed door and said,
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"What are you doing in there" to their child, it was not a
worry that they were online.

(Laughter.)

One of the things about academics is that they
know a lot of literature that has been built up in the
soci al sciences, and |l et ne assure you there is very rich
literature in the social sciences, in psychol ogy, soci ol ogy,
psychi atry, anthropol ogy about children, parents and
privacy, and | think if we don't have a framework w th which
we start we are going to try to reinvent a wheel that has
been worked on very hard by sonme very gifted people who
understand child devel opnent, famly relations and so on.

For exanple, already we know that there is a
t ensi on between children and parents over setting the
boundari es on what information is sought and how it's used
by children, and this tends to follow sone life cycle stages
t hat we ought to be aware of.

You know, frombirth to age 6 or 7, there is very
hi gh parental oversight and control; 8 to 12, children begin
a quest for independence and autonony and personal
devel opnent; and 13 to 18, the teen years, there's a high
assertion of independence and testing of parental control,
generally wth a sign on the teenager's door that says,
"Keep Qut" that neans first nom and dad, and then everybody

el se.
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At the sane tinme that -- in the latter teenage
stage, kids see efforts of parental control as surveillance
and the world to themof "Big Brother"” is big nother and big
father in terms of intervention in their sense of freedom
So be very careful if you assune that with children 8 to 12
and then 13 to 18 you expect parents to have a neani ngful,
effective, supervisory control over the child.

At the sane tinme let's keep in mnd that although
with the type of marketing today there is a |lot of these
children and privacy issues, they are going to involve the
need of young people to experinent about what to reveal
about thensel ves and what to withhold and to whom in the
context of communication, chat, interaction of information
chil dren want about health and the world and sexuality, and
a variety of other things. And anything you think of in the
"marketing to children” domain al so needs to be thought of
in ternms of children's comruni cati on and exchange of

i nformati on about thensel ves and ot hers.

If you turn to policy, the first point | think we
have to be very careful with is that yesterday there was a
| ot of proper talk about anonymty as a major way of
protecting privacy in the online and Internet world. Now,

typically for our society we are focusing on greater
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personal identification of the online user in order to
enforce a social policy.

So to the extent that you want to identify how old
achildis, and that it is a child, you are running up
agai nst the discussion yesterday about wanting to preserve
the greatest possible anonymty and absence of requirenents
of giving identity and characteristics in order to be able
to use the nedia. So how you bal ance the anonymty and the
identification is very inportant.

It seens to ne that what we shoul d be | ooking for
here is howto translate the way we have worked at standards
for children, parents and privacy in the broad past in the
print nmedia, over the past 10, 15, 20 or nore years, to the
online world, but recognize what's different and see where
new policies are needed.

My own approach, very briefly, would be first to
say how do we adopt the fair information practices concepts
t hat we have used in the adult world into the world of
children, recognizing these tensions over the nature of
protecting children fromharm the role that you can
reasonably expect parents to follow and so forth.

And so we mght very well say that, you know, a
child s fair information practices code, we want to
di stingui sh between a child being able to respond to a

mar ket er that they have a relationship with for products and

Heritage Reporting Corporation
(202) 628-4888



© 00 N O 0o B~ W N B

N NN NN R R R R R R R R R R
A W N P O © 00O N O O B W N +— O

343
services but not to have that used to conpile lists and to
use for third parties because that exposes the child to
risks of third party use of the information where you are
not sure that the third parties are followng the same fair
informati on practices as the organi zation that has presented
in the Wb site, explicitly what its policies are and what
it would do with it.

If you followthis then, | think you would |ink
yesterday's discussion that if we had a PIC systemw th the
filters and screens that were described we could have a
children's privacy fair information practices filter system
so that the parents, and to sone extent, the older children,
woul d be able to have the sanme kind of choices that we
descri bed yesterday as the choices for adults, and that
there could be any nunber of ways of trying to nake that
operational in terns of the good housekeeping seal, that is,
"we abide by privacy fair information practices,” which the
mar ket er who wants to get information to children or get
information fromchildren would be able to display and we
coul d use the PIC system approach, that if the seal of
approval was not on the screen, in effect, the warning would
go out "this is an uncertified site, enter at your peril,"
and others are watching it to see what happens here, which

can be the FTC watching in its tradition role in terns of
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fraud and m srepresentation and ot her kinds of standards
that can be woven along with the PIC system

But | think that today's topic tells us that there
are sonme different dinensions in the relationship with
children to the nediumthat are going to take a | ot of very
careful and hard thought to work on.

MR. PEELER  Thank you.

COW SSI ONER VARNEY: Before you go, let ne ask
Al an just one question.

Goi ng beyond parental enpowernent and choi ce and
t echnol ogi cal solutions, should there be a flat out
prohi bition on collecting highly detail ed personal
information from m nors under a certain age absent parental
consent ?

MR. VESTIN:. M personal answer would be that I
don't see that that ban is even necessary or nekes sense.

For exanple, kids read com c books, and you send in a coupon
and you get information. |In other words, all of the nedia
together offer to children products and services if they
will wite in and describe thenselves in various kinds of
ways.

| don't nyself see that putting it online and
getting the information froma child online, if it's done
with the kind of safeguards that | describe, really supports

the necessity for or the effectiveness of a "total ban."
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MR. PEELER  Eli zabet h.

M5. LASCOUTX: Thanks, Lee.

Well, privacy is a brand new issue for CARU. W
have -- sone people may think we should have, but we never
really examned the issue in the traditional nedia in the 23
years that we have existed. The rationale for that, |
suppose, is that there is an assunption of an opportunity
for parental nediation where you have, as other people have
sai d, whether you have a postcard or a phone call. | nean,
if it's nmy child receiving or sending mail, | have a few
opportunities to |l ook at the postcard or the letter and say,
hey, | really don't want you to send it at out or to let you
get this mail.

So we are now | ooking at privacy issues in
devel opnent of new guidelines. [It's the i mediacy of the
medi um that makes it different to us, and | suppose one way
of looking at it is in the past parents have been able to be
reactive to each situation as it arises, each marketing
opportunity or information gathering opportunity that kids
come up agai nst. Wen you have got your child sitting at a
conputer screen, you can't be reactive to each situation.

So you need to up front have a policy.

One of the fortunate things about our process is

that right now draft guidelines are out to our advisory

board, we have an academ c and busi ness advisory board. So
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we are necessarily stopped in our process, and this workshop
and ot her opportunities to see what technol ogi cal fixes may
be available is very fortuitous for us, because | agree with
Dr. Westin that the PICs type filter where a parent can
presel ect privacy preferences with the child nay go a | ong
way to answering some of the problens for children. CARU
gets to deal with a |lot of other issues also, but in terns
of the privacy one, that is a very hopeful opportunity.

So we certainly are excited about those
possibilities when we are | ooking at the privacy issues, but
it is the inmmediacy that makes it critically different for
us.

MR. PEELER  Dr. Brody.

DR. BRODY: Yes. | amDr. Mchael Brody. | ama
child psychiatrist representing the Anerican Acadeny of
Chil d and Adol escent Psychiatry.

My primary focus and interest in this has to do
with child devel opnment, and there has been a lot of witten,
and just the way there is marketing theory and conputer
science there is also a devel opnental theory. And | could
| ook towards Piaget or Freud or G zzel for guidance about
this, but a couple of nights ago I was watching N ck at
Ni ght and | was watching Taxi. And | think that Louie
DePal ma, Danny DeVeto said it best. They all lost their

jobs in the garage, and Danny DeVeto becane a stockbroker,
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and you see him you see himon the phone, you know, in his
office and he is tal king on phones, "That's right. Go over
to your piggy bank, knock it open, send it in to nme." This
is the issue of consent as far as | am concer ned.

Children are not small adults. Piaget has shown
this and this has been shown over and over again by other
theorists. They go through stages of positive devel opnent
just the way they devel op physically, fromthe pre-| ogi cal
state before 5 years old, to a state of concrete operations
where they can participate in classes, to a tine where they
can go hopefully into a state of formal operations where
t hey can make judgnents.

Seven-year-ol ds, 8-year-olds cannot make judgnent.
We don't let themdrive. W don't let them buy |iquor.
Unfortunately, there is no | aws about them flying, okay.

But there are standards in our society about the age of
consent .

Now, al so as children devel op cognitively they
al so develop norally, and Cal Gllian and Lawence Col eberg
have done nuch work about this, about what kids |isten to,
who they listen to. |In that book that Kathryn and Shelly
put together, that wonderful booklet, "The Wb of
Deception,” one of the pages they have that unfortunately
was not presented a slide was a page where Conm ssioner

Gordon is telling the kid to enter certain information onto
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their conputer about the famly, about what the kids
purchase, and so forth and so on. This is a trenendous
i nvasi on.

You know, you could say to kids, "Don't buy. You
can't use a credit card.” That's where it seens to be the
bl ock in the value. But when a kid gives out information
the kid is buying. The kid is buying sonmething. And the
sense of norality, the kid cannot nake that judgnment of 7 or
8 years old. A kid does what they are told to do by a
figure, whether it's Alfred the Butler, or whether it's
Commi ssi oner Gor don.

Now, ny feeling about this is that this is just
one of several harns involved in this kind of process, and
it's been brought up over and over again here. This is nore
imrediate. This is nore immediate. This is nore seductive.
To get a card fromone of the Power Rangers is very, very
seductive to a child. This is different than bl anket
advertising as in the adult's world we're famliar with it.
If we get a call froma political candidate, rather than
just seeing himbeing advertised on television, that neans a
great deal to us. Kids becone disillusioned by the
advertising, they beconme mani pul ated by the adverti sing.

But one point that was nmade earlier in the earlier
hour is really nmy interest and ny interest here representing

t he Acadeny. People have brought up issues about their own
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children. | amnot worried about anybody's children.
Everybody here is interested in their children. They are
going to see that these things happen or that they don't
happen. And even if they do happen, and they are seduced,
they will be able to explain it to their child about what
advertising is, what being a consuner is, the truth in it
and so forth.

| amworried that this is a new nedium just |ike
tel evision was at one tine, and that at sonme tine every kid
IS going to have access to Internet or Prodigy or
Compuserve, and so forth and so on. And in many of those,
just the way there are famlies that watch tel evision, that
have no idea what their kids are watching, nor do they care.
In our society, kids that aren't possibly being represented
here, those are the kids that I amworried about.

And in sone way, in sonme way, sone safeguards have
to be put in effect. And | don't like to use the word
"ban," which was raised, but | don't see any other approach.

MR. PEELER In ternms of historical facts that
Alan Westin referred to, Bob, would you like to tal k about
what's been out there in terns of children's privacy issues
bef ore?

MR SMTH | am Robert Ellis Smth. | publish

Privacy Journal. It's the one with the green ink.
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The nost concerns about children and privacy have
been, as Alan Westin alluded to, physical privacy, | would
say, and privacy within the famly. And privacy of children
vis-a-vis the marketing community is a fairly new i ssue.

| would |ike to address a couple of things that
have cone to mnd. First, | would like to rem nd everybody
that the Federal Trade Conm ssion guidelines currently say
that whether a practice is deceptive or unfair nust be
viewed fromthe viewpoint of the target of that pitch
That's very inportant.

If the pitch is ained at children, it's the
reasonabl e child that they are | ooking at, not the
reasonable adult. And in a way our focus group i s not
focused i s because we grown ups are kind of specul ating
about what is the subject to children.

| would |ike to pose also -- have us think that if
Kel | ogg were to go door to door, or go to the school and
gather the information they are gathering into big manual s,
woul d any of us doubt that that's a deceptive practice?

| think with Dr. Brody's testinony and a few
statenments fromchildren thensel ves, the FTC woul d have no
difficulty building a case of deceptive or unfair

advertising practices based on what we have seen al ready.
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VWhat we are tal king about today, | think, is quite different
fromyesterday because here there already is anple precedent
in this area, and anple jurisdiction on the part of the FTC
| would |ike to echo sonething that Al an Westin
said too though; that if we are trying to deny access to
children into certain elenents of the Internet, we really
have to be careful about a whi plash approach.

One of the nost chilling things | heard Senat or
Exxon say in pronoting his legislation was that one way we
coul d determ ne whether children are not getting access to
i ndecent material is that we could require adults to insert
some sort of an |I.D. nechanismthat woul d determ ne what
their age is.

And to me, if we went in that direction, that
woul d only accelerate the trend towards requiring a national
|.D. card of all Anericans. Anong other things, one
application would be, | guess, to activate access to the
Internet. So | think it would be very unfortunate if we try
to deny access to certain sites based on age, because
probably the only way you can do that is to have sone sort
of I.D. nechanism

A | ast thought, which doesn't answer your question
at all, I"'msorry, is that as Representative Franks was
giving his list of the types of denographic information on

marketing lists. | had a great sense of reassurance because
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nmy kids are not on those lists. Information about ny kids
you will not find on those I|ists.

There are precautions parents can take. WMany of
them| took before they were even born. [It's a strategy you
really have to devel op over the years. But it occurs to ne
t hat parents shoul d know ways of keeping their kids out --
opting out, | nean, in a neaningful way keeping their kids
off these lists, and having their kids not be subjected to
sonme of these coercive and very attractive techni ques.

| think that's a role for the U S. CGovernnent too
I think that the Federal Trade Conmm ssion could well devel op
Web sites of its own which children could go to, and be told
the pitfalls of marketing and be given techni ques and advice
for how they can participate on these Wb sites w thout
providing any information at all.

| think that's the way the Canadi ans and the
Eur opeans woul d approach this problem They woul d regard
t he governnent as a countervailing force to private
busi nesses. | woul d suggest also that, as a price of not
bei ng regul ated, private business be obligated to provide
t he expertise and technol ogy and graphics and the like to
produce these, but they would not touch the content. The
content, | would say, would be conpletely driven by the

Center for Media Education and privacy peopl e,
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And then you have the governnent acting as a
countervailing force to private business, and conpeting, in
fact, with private business. And | don't see how private
busi ness coul d object to that.

MR PEELER  Dan.

MR. VEITZNER | just want to make a couple of
coment s about approaching this issue. | think that all of
t he comm ssi oners have recogni zed that there are speci al
probl ens, special issues that conme up in dealing with this
general question on the Internet. Congressman Markey, |
t hi nk, pointed that out quite eloquently. And | just want
to highlight really what | think are the inportant
consi derati ons.

The first being the point that both Professor
Westin and Robert Ellis Smth nade, that it is in fact very
hard to tell, or it is essentially inpossible to tell the
age of people who visit your Web site. Age does not travel
along with the person's E-nmail address. W have no central
repository of people's nanes and ages, |luckily, available on
the Internet, nor should we | ook for solutions that woul d
require that.

Secondly, we have all heard that everyone is a
publisher. That froma First Anendnent standpoint is a
great thing. It allows -- | am speaking selfishly now -- it

allows a ot of us who have things to get off our chests to
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do that in a really unprecedented way on the Internet. But
part of the inplication of everyone being a publisher is
that through one way or another a lot of us are also
coll ectors of personal infornation.

| think that we have a unique kind of situation
here as conpared to traditional regulatory approaches to
advertising and marketing, which is that the nunber of
potential targets of any regulation, | think, are
dramatical |l y expanded.

The Center for Denobcracy and Technol ogy for a
variety of reasons has a |l ot of personal information about a
| ot of people. And I think we -- we do that for purposes
that we at least think are inportant. W do have a privacy
policy that is very clearly stated, but the activities that
we are involved wth, which entail collection of personal
information, are political activities. They are nore often
than not, frankly, activities which are in sone tension with
t he federal governnent or wth state governnents, and |
think that that's a very inportant consideration.

Finally, unlike a nmediumlike television, which is
| argely a commercial nedium the Internet is truly a m xed
medium It has both comrercial and noncommercial functions.
And | think that because of that it's very inportant that
any sort of regulation or policy adopted ought to recognize

that while it may be appropriate to target conmerci al
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activities in a certain way, that sane sort of targeting of
noncommer ci al activities or the spillover to noncommerci al

activities would be quite unfortunate.

Finally, | just want to address this whol e issue
of intrusiveness which | think was -- Kathryn said
i ntrusiveness and Elizabeth said sonething else. | think it

was pervasiveness or imrediacy. Al of which I think is --
well, | don't want to quite say | think it's all true.
Intrusiveness is a conplicated word. | think certainly that
it is anmediumthat is paliative, and has a paliative effect
on people, and for the nost part that is a good thing.
Whether it is as paliative as television, | don't know, and
I wouldn't have the expertise to evaluate that.

But | think that what we ought to be |looking at is
a way to balance out, whether it's the intrusiveness or the
i mredi acy or whatever else, with additions to this nedi um
with ways that we can change this nmedium so that users,
particul arly parents, can be part of that countervailing
force, at |east.

And | think that the experience fromworking on
the PICS process in the area of restricting access to
i ndecent material or other inappropriate material, is that
it worked because there was a very broad range of interests
represented in the creation of that process, and | think

that that's very, very inportant to people here, and | think
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that we need the expertise of groups |ike CVE to tal k about
how to shape these technol ogies so that they can be a tool
for good policy.

| do not think that the technol ogi es, nunber one,
are either self-executed, and I do not think that technol ogy
will solve all problenms. But | think that it seens that we
all agree that this is a nediumin devel opnent. W ought to
help it to develop in directions that we all think serve
privacy goals.

COW SSI ONER VARNEY: Dan, let ne ask you before
you nove on, for just a brief comment on what | think is the
privacy question here. Yes, we don't want to develop a
national 1.D. systemso you can track ages. Ganted. Yes,
there are | ot of various uses of the Net, educational,

i nformational, and marketing.

Go back to those sites that are absolutely clearly
wi t hout question targeted at children, whether it's 6 to 8,
8 to 10, 10 to 12, whatever the age limts, let's keep it
under the 12, targeted at children, and collecting extensive
personal i nformation.

| s that okay, or should parental consent be
required?

MR VEITZNER  Well, | don't think that collecting
personal information w thout notice and an opportunity for

choice is appropriate in any circunstances. And | think
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that certainly we have heard that there are those kids who
cannot nmeani ngfully consent. So obviously sonething el se
was necessary.

MR. PEELER. Ckay, | would like to recognize the
Chai r man.

CHAI RVAN PI TOFSKY: | 'm beginning to see an
outline here of possible approaches to this. Let nme just
suggest it and then ask a question of all of you.

One possibility is that the remedy woul d be sone
sort of disclosure to children, but just as Anerican | aw
says they are supposed to treat the children specially in
the advertising context, it also says that affirmative

di sclosure renedies with children often do not work.

The other -- forgive ne for calling it the other
extreme -- would be sonme kind of ban. But whether a ban
eventually will turn out to be what's required here, | think

we also all knowthat it's a last resort, and we ought to be
exploring other possibilities before you go to sonething
i ke a ban.

What | have been hearing over the last two days is
t hat an approach that seens to have consi derabl e support
already is this issue of parental consent, and that many of
t hese commercial transactions with children already require

parental consent.
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My question is a very specific one. |s there any
commercial transaction where you believe that the seller to
be in touch with children, however children are defined,
where parental consent is not required?

Where it is so burdensone or so ineffective or
unnecessary, that you can go ahead and deal w th whatever we
define as children wi thout parental consent, is there any
exanpl e of that?

MR SMTH Well, | can think of two.

One, where there is no denand for persona
i nformation; and secondly, where there are no parental
credit card accounts already on line that could be used if
the children order products. |In other words, sone sort of
interactive Wb page where children, even if they are
getting a conbination of editorial and advertising content,
at least there is no danger that they will inadvertently
charge products that they don't want; and secondly, they are
not being asked for personal information.

And | think we can distinguish between personal
i nformati on about thenselves and about the famly. | nean,
I would Iike to know why Frito-Lay thinks that asking for
daddy' s enpl oynent was really relevant to the transaction
that the kids are involved in.

MR. PEELER: Anyone el se? Evan?
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MR. HENDRICKS: Yes, | think that Bob hit it, and
Comm ssioner Varney did to. The issue is about the
collection of information fromchildren which they are not
capabl e of consenting to. And that yes, the answer to your
gquestion is parental consent should be required. As to the
so-called thorny issue of creating in |.D. system | think
Commi ssioner Varney said it well.

There are sonme Wb sites that you have a
reasonabl e expectation that the people using themare
children, because they are ainmed at children and therefore |
think we have an easy way to require in those circunstances
t hat parental consent be required before information is
collected. | think that's a key privacy novenent here.

| think another key solution here is Congressman
Franks legislation. | think, you know, no rule that the FTC
can do, and no legislation that hopefully Congressman Franks
can pass can take care of the whole problem

But what it can do is nove us in a direction and
get the industry sensitized to these problens. And so, you
know, | have been called many things, the son of this or
that, but in reality, I ama son of a pediatrician.

(Laughter.)

And so | grew up with sone -- | grew up with sone
sensitivity to children's issues. And that's why | think --

first of all, I want to thank Dr. Brody. Your statenent was
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a real breath of fresh air fromyesterday and today. But |
t hi nk what was really shocking was so far | have not heard a
commtrent fromthe industry people on this panel that this
is a problemrequiring sone sort of binding guidelines. You
can't just nmake it so.

You know, it's either you |l et them hve the
information if your children use the conputer. O, if you
care about any of this stuff, you can't |let themuse the
conputer. That's not a way to set national policies. And I
want to hear industry say that, yes, this is where we start
the protection for personal information.

MR. PEELER Evan, | would say that's the issue
that we are going to discuss in the next panel, and so |
think it's understandabl e that we haven't heard that vyet.

But | actually have a little queue here.

Kat hryn, then Dan, and then Charlotte.

VOCE: | think you m ssed Doug before, put Doug.
MR. BLANKE: | have never had so many folks rally
to the defense of the Attorney General before. It's

hear t eni ng.

(Laughter.)

What has been nost striking to nme in all of the
di scussions so far this norning is that so little has been

articulated by way of throw ng out what the objections would
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be to a parental consent requirenent. Really very little
has been sai d.

The one thing that | recall was Professor Westin,
in response to Conm ssioner Varney's question, suggesting
that, well, perhaps the differences between this nedi um and
traditional nedia were not qualitative; that we have comc
books with coupons that children can send in, and we don't
restrict that kind of data collection.

| have a 5-year-old who enjoys watching the D sney
Channel, who is as enthralled with Disney filnms and all the
attentive nerchandi se as the rest of her generation. She
knows that those characters are filmcharacters, cartoon
characters. She knows they are not real, but she is taken
with them

Last week | had the opportunity to take her to the
Magi ¢ Kingdomin Olando where | got an imersion course in
blurring between real |ife and nmerchandi sing. And we al so
had the opportunity to have lunch with M ckey Muse. And |
can tell you, at least in nmy experience, there is a
qualitative difference when that interaction becones
personal, immediate, interactive. There was a suspension of
belief that the transformation for ne is very, very
different fromthe traditional kinds of nedia.

MR. PEELER:  Kat hryn.
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M5. MONTGOVERY: Yes, | just want to respond to a
couple of things that |I have heard.

One, to what Dan said about how sonetines it's
difficult to tell the age of a conmputer user who m ght be
accessing a site.

| just want to reiterate, we are tal king about the
collection of very detailed personally identifiable
information. Cenerally, in virtually every case that
includes age. | nean, you are talking to kids. You want to
know the age. | nean, that's one of the key things that
mar keters want to know about their market.

The second point is we are al so tal ki ng about
commercial marketing here. W are not tal king about non-
commercial uses of the nedium And | think we want to keep
the focus here. This is what we | ooked at in our study.
This is where our concerns cone from And then finally, |
just want to underscore what was just said, that | really
have not heard a strong argunent for, one, why this anount
of personally identifiable information, detailed
information, is necessary if you are going to be marketing
to children; and secondly, what is wong if you get parental
consent.

M5. FISE: | want to specifically address Chairnman
Pitof sky's question, is there any transaction in which

parental consent would not be required. And | think the
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answer is yes, but it's a very qualified yes. And | think
that relates to anonynous information where there has been
very full and effective disclosure. And I think that we can
get into that in nmuch greater detail, probably in the next
session when we tal k about solutions. But | think it's
inportant to at | east acknow edge that there m ght be sone
areas in the conmmercial interest field where we woul dn't
have to have a bl anket ban, if ban nerely neans parental
consent .

DR. BRODY: Could I say sonething about that?

MR. PEELER W have a nunber of people that
wanted to say sonmething, so let nme just put you in. And I
want to ask everyone to keep their coments as brief as
possi ble right now W do need to finish up.

But Dan Weitzner, then Charlotte, then Dan Jaffe,
t hen Bryan.

MR VEITZNER | want to nmake sure that |
under stood Chairman Pitofsky's question. | think the
guestion was is there any comercial transaction with a kid
on the Net that doesn't require parental consent.

And | would say absolutely. If a transaction is
you sonehow pay five cents to read sone sort of material, |
woul d say absolutely. | would hope that we are not going to

require parental consent to those kind of things.
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When | was under the age of 18, | certainly bought
magazi nes, books, lots of things wthout ny parents'
consent. Again, there is obviously a definitional question
about who is a kid here. | think the answer is probably
different if a kid is under 8 or if the kid is under 16. So
| think that there is a possible area where parental consent
really raises sone very serious issues.

And | would add that that would be the case even
where there is collection of personal information. | do not
think that we ought to say that any collection of personal
informati on from anyone under 18 requires parental consent.
I just think that goes nmuch farther than any kind of
practice we ever had in any other part of our society. So |
think that there is an inportant --

COW SSI ONER VARNEY: Wel |, then, Dan what about
col l ection of extensive personal information off of sites
that are targeted at children under 12?

MR VEITZNER  Well, | think that becones a very
different issue, and | think it's because of the consent
probl em because you can give a kid under 12 all the notice
you want, and | think we have heard that that just doesn't
mean anything. There is a role to nake sure that the parent
can consent and provide that consent. So | think that

beconmes a very different kind of --
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COW SSI ONER VARNEY: And, again, | keep asking

t he question, because -- naybe we will get into this in the
next panel -- in terns of personally identifiable
information. | amnot sure that it's a problemif you

collect information anonynously and use it for product
devel opnent. But it presents the sane issues as if you
collected and use it for individual target marketing.

MR. PEELER  Charlotte.

M5. BAECHER: |'m Charlotte Baecher. | amthe
Director of Education Services, and | amalso, and that's
what | am speaking as now, editor of "Zillions," which is
our Consuner Reports magazine for kids. And | have been
dealing with kids now for -- this is probably nmy seventeenth
year. And | amjust concerned that their interests and that
their very unique nature be represented in this discussion.

As Dr. Brody pointed out, | thought it was very,
very to the point, they are not mni-adults. And this whole
Internet is an opportunity for these kids to get out there,
to explore, to learn. And, to rely on negative things |ike
parental supervision and whatever to remedy problens gives
me concern. | think we also have to take into consideration
the kids -- you can't expect kids to react the way you are
going to react to things. And | think anything that
requi res parental supervision or parental consent, and that

doesn't get it becones nore attractive to kids.
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| mean, | have learned, trying to do articles for

kids on everything fromwearing bi ke hel nets to not snoking,
that a warning equals an invitation. Al of a sudden
sonet hi ng becones very, very alluring. It's areality. And
I think that we are really in a position to take a nmuch nore
proactive response to problens that we really see | oom ng on
the horizon w thout penalizing the kids and their
opportunities and basically what they really deserve in a
positive way.

MR. PEELER:  Dan.

MR. JAFFE: Well, | guess the bottomline of al
this is how conplicated this issue is. | think the --
want to be very clear -- the advertising conmunity

understands that kids are different, and we are going to try
to do all that we can to see that they get all the
protection they need. W are going to try to do it
carefully and thoughtfully so that we don't kill off what we
think is a tremendous nmediumthat's going to help kids as
well as going to help the rest of society.

Having this commtnent, we then conme to the issue
wi th the whol e question of parental consent. Al | am
saying at this point is that it's probably nore conplicated
t han people think. W already tal ked about the problem of
know ng when you have a kid. Now, that can be solved to

sonme extent by saying if it's clearly targeted to kids and
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it's very obvious that you are trying to target kids, there
are a lot of sites on the marketplace that wll be
attractive to kids -- books, records, all sorts of things.
And al so how you define kids, you are going to find a |ot of
hybrid situations where it's not going to be that easy for
t he advertisers to know who is there.

Then to get that commtnent and be able to trust
that you have gotten the parents' consent may be a little
har der than people are saying in a technol ogi cal sense. How
do you know that you have actually gotten some verification
that you are talking to the parent and not the kid
pretending to be the parent. You are going to have to set
up sone systemto do that, and the conpanies are going to
have to be able to rely on that, and that nmay be harder than
peopl e are saying.

| think that people are often |ooking at this as
if, well, you know, places people are going to go are
sinple. A lot of sites, the Grl Scouts, the Boy Scouts,
the Little League, are also doing this kind of information
gat hering, and maybe people would think that that kind of
information gathering is nore benign, and that they would
have useful things to do with information because they wl|l
be trying to tell the kids about the prograns that they are

devel opi ng and the safety equi pnment that they would need and
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all of those things. It's a question of what context this
information is being collected as to how people define it.

| think it is very inportant how you define kids,
because if you start defining kids too broadly, you really
do sweep into all of these areas where the ability to have
sonme personal information is really very inportant.

COW SSI ONER VARNEY: Well, if that's the case
then, if it is right nowtoo difficult to ascertain the age
of the children and to get the parental consent and al
that, shoul d responsi bl e conpanies forego the coll ection of
extensive personally identifiable information fromsites
that are marketed for children?

And again, | want to enphasize, | amnot right now
tal ki ng about collecting anonynous data and aggregating it
for product devel opnent purposes, but | amtal king about
personal ly identifiable information that can be used for any
nunber of purposes, including targeted marketing, |ist
devel opnent, resale, reuse.

If we are not there technologically, then should
conpani es be doing it?

MR JAFFE: Well, we were tal king about earlier,
and | believe we will have a presentation about how you can
set up technol ogical protections for kids which | think, to
sonme extent, may help cut the Gordi an knot here, but maybe

not. We all need to becone nore educated on this.
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But if a parent could really control what
i nformati on conmes out of his house, and where the kid goes,
that nmay make it nore alluring, | guess. As a parent | just
don't feel that because | say no, and that may nake the kid
really want to have the answer to be yes, that we stop using
our parental control.

But | amsaying if we can do that | think that
that may be the best way to solve it. |If you're talking
about setting up systens that are going to really cut off a
ot of our ability to effectively market, which we think is
useful for kids, not harnful for kids. [It's not just
di gital desperadoes out there. There are people who are
trying to get lots of useful information to kids. And if

t hey know nore, they will be able to do a much better job.

COW SSI ONER VARNEY: If we agree that it is not
okay for children to provi de extensive personal --
information that is personally identifiable, if we would
agree on that as a prem se, at what point is there sone
corporate responsibility to not collect that information

fromsites that are target marketed at children? Not

collect it in a personally identifiable way. |Is there none?
MR JAFFE: Well, first of all, I think we have
got to step back here, and I can't -- | would like to, and |

t hi nk everybody el se fromthe business comunity would |ike
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to be able to say there is a business position that we can
just present. | would like to present ny views. But when
you start saying what does the business comunity decide,
you are saying that it is clear -- no, you can not. But you
say that it should be clear that you shouldn't get detailed
i nformati on about ki ds.

| amnot sure that that is clear, that that is
self-evident, that in all instances getting detailed
informati on about a kid is bad. Getting the nanme of the
kid, and getting his age, and getting where he is may be
very useful information for himto get all sorts of usefu
things that will be very valuable to himand that his parent
wll want.

The question is who is the parent here? Does the
gover nment supervene here and decide that they know best,
and therefore this information shouldn't be coll ected at
all? O should the parent have that responsibility? O do
we say there are |ots of parents who are just not
responsi bl e enough, and so the governnment is going to step
in and supervene because of the dangers in this area?

| don't know the answer. Those are exactly the
ki nds of issues that --

COW SSI ONER VARNEY: Well, wth all respect, |
know that we want to nove on, | don't accept that that's a

choice. | nmean, it's not either does the government control
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or does the parent control. | think that we are all here
because we all think there is sonme nutual responsibilities
bet ween governnent, business, and private citizens. And
it's sort of how we strike the balance is what we have got
to find.

MR. JAFFE: What | amsaying it's not, at least to
me, self-evident that in all instances and in al
circunstances that finding out the nane of a kid, where he
lives, his age, is sonmething that is clearly a wong thing,
a bad thing, and therefore it shouldn't be allowed under any
Ci rcunst ances.

Now, certainly sone parents may feel that it is a
bad thing. That | think is also clear. Many people in this
group think it is always a bad thing. Technol ogy woul d
certainly allow parents, and | think you will hear about
that, to make sure that that information isn't given

Now t he question is, it seens to ne in that
circunstance, do we say, no, we don't allow technol ogy and
parents using that technology to nake that determ nation.

We nmake a societal determnation as to whether this is a
good or a bad thing. | think that's a very legitinmate

i ssue, very inportant issue, one the business community is
going to have to sit down and westle with, and we wll. |
don't think that you are at this session going to get that

answer .
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And one of the things | was going to say in ny
statement earlier is | think it would be very useful to have
this session again in a year when all of us have a |l ot nore
experience to be able to give you busi ness' agreed-upon
consensus positions, and I think we are not quite at that
poi nt yet.

MR. PEELER  Ckay. W have three people who w sh
to speak so | would like to ask you to be very brief in your
coments, and then we are going to conclude this session.

W are a little bit ahead of ourselves in terns of
addressing the issues we want to address in the third
session, so that's good, and we do have sone very inportant
denonstrati ons about technol ogy that we want to follow up
on.

So, Brian?

MR EK: | believe that, first of all, that the
next session is going to provide sone very interesting
denonstrations that actually may provide a very sinple and
effective answer to this question, but | would |like to add
sonme information to the process at this point.

| don't think that the question can be seen
straight, straight as in black and white, because what we
are actually dealing with here are two different types of
data. And for sinplification purposes | amgoing to call one

the click stream and that's the data that is potentially
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coll ected without the consuner's know edge; and the second
is the nore detailed Q®As that are solicited.

There is technology in place today and additi onal
technology that is being added to address the click stream
I nentioned yesterday that all of the commercial online
services utilize proxy servers. And basically what happens
is as consuners, all consunmers go out to the Web (when they
do so) through a commercial online server, and the
personal ly identifiable information about themthat coul d be
gat hered through the click stream process is elimnated and
substituted sinply by an identifier that soneone from
Prodigy is visiting your site, or sonmeone from Anerica
Online or Conpuserve or whatever is visiting that site.

That does not prohibit the marketer from
continuing to track that click stream But the information
they get during that visit becomes aggregate information
about how that site is being responded to, and it is not
personal |y identifiable.

| think an argunent could be nade that in this
case there really isn't a problem whether it is an adult or
a child, because the individual is in no way identified, and
al so the CDT has announced that they are offering a product,
that they will have a product called the anonom zer, which
does the sanme thing that's being done by the commerci al

servi ces today.
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So in ternms of click stream there is technol ogy
in place today.

Now, let's nove on to the second issue because |
think this is thornier, and that is the QAs. There is no
surprise that Q®As have popped up. They have popped up
because you have the Internet access today. The site
operators are only getting this masked i nformati on because
t he individuals are com ng out through the online services.

There are additional technol ogies which you are
going to see denonstrated in the next session that wll give
parents and will give famlies and individuals the choice of
doi ng sone additional masking of personally identifiable
i nformati on and possi bly prevent children fromentering data
that parents don't feel that they should be entering.

| personally, in all cases when | can, | would
favor control and choice on the part of the parents as
opposed to any concrete ban. But | think that the next
session is going to be very informative in terns of what the
possibilities are for the future.

MR. VEITZNER: Could | just correct the record for
one second?

We have provided fromour Wb page a link to a
service called the anonom zer. W actually don't offer that
as a product, for better or for worse.

MR. PEELER:. Dr. Brody.
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DR. BRODY: | just want to get back to one or two
poi nts here. The hardest thing about being a parent, |
think the hardest thing to be placed in one's senses is the
realization that your child' s ego is in your hands. And
what | nmean by ego is his or her ability in dealing with the
world. And the hardest thing as a parent is when to |et
this go and when for the child to take over nore of the
responsibility of their own ego, because the nore practice
they have the better adults they are going to becone.

But we as parents and we as the governnent and we
as other authorities, we as psychiatrists and corporations,
have that child's ego in our hands. They are not snal
adults. This issue of consent is very, very interesting.

As a parent we would not allow our children to do anythi ng,
whether it's a class trip or staying hone from school,

W t hout our consent, and that has to do with the dyadic

rel ati onshi ps.

Sure, our kids could watch tel evision because they
see what's going on in television. These online services in
many ways are dyadic relationships. There is an interaction
wi th anot her person in many, many ways, and | think that
that really cuts to the argunment here of consent. And we
woul d not allow our children to be involved with any adult
wi t hout our perm ssion, whether it's the baby sitter, the

doctor, our kids don't make their own dental appointnents,
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and in the same way there is this dyadic relationship that
we are allowing. And | think that this should be brought up
when considering the idea of consent.

MR. PEELER  Vicki.

M5. RAFEL: Vicki Rafel, of The National PTA. And
essentially | ama token parent here today. | appreciate
the fact that many of us here have children and are parents,
but we are also wearing the work hat. | amhere as a parent
to remind you that the spectrum of parents, parent opinion,
parent expectations, parent assunptions, is incredibly w de.
We are not all alike. Some of us can barely get into the
Internet and others of us programit.

But | do need to rem nd you that parent
expectati ons about what is going to happen for our children
are very high. As parents we are used to school s asking us
for perm ssion to do surveys with our children, asking us
for permssion to provide famly life and human devel opnent
education. W would never want our pediatricians or our
public libraries or our governnment or our banks to ask our
children for information in the kind of detail that we may
be tal ki ng about asking children on these sites.

| can't say that we should ban those
questionnaires, but | do think some real strong principles
have got to be spelled out for the approach that's taken

with children to these activities.
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MR. PEELER.  Thank you very nuch.

Now, before we conclude we had one request by an
Internet site provider who has been nentioned in sone of the
reports to make a brief statenent for the record at the end
of this session.

So is Jori Clarke here? Jori, there is a
m crophone right back there.

M5. CLARKE: We represents "KidsCom" one of the
sites that has been brought up and tal ked about. And I
t hi nk one of the issues that needs to be addressed here is
what is the actual intent for collection of the personal
dat a.

In an electronic playground it's nore difficult
t han a physical playground to actually determne if the
person on the site is a kid or is an adult. And as you have
heard al ready, as nore adults are trying to find kids in
i nappropriate ways it's inportant to be able to determ ne
that, and collecting information on the person on the
pl ayground is inportant for that purpose.

Now, al so, an electronic playground is not a
library where users are discouraged frominteracting with
each other. On sites that only publish their own ideas
there woul d not be any reason to collect personal
information on the people that are there, but on sites that

actually allow people to interact with each other, |ike our
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site where we have kids fromover 74 different countries, it
is inmportant to try and find a way to determ ne who is
tal king with who.

It's also inportant to realize that kids are using
the Internet like adults are, both for expert know edge
sourcing as well as experiential know edge, which is where
they are going to find other kids to help cope with problens
much li ke we heard fromDr. Brody, | believe, earlier where
the 13 and ol ders no | onger have the ability to have a
di al ogue with their parents, and so now they are | ooking for
ot her ways to source recommendations. And that's why it's
inportant, in fact, on our site where we have asked adults
and teachers to get involved on the site by not only asking
for themto preview the site and be invol ved, but also
offering areas for themto | earn about content and encourage
themto cone.

MR. PEELER  Thank you, Jori.

Now, we are going to take a brief 10-m nute break
again. W are going to cone back and have five
denonstrations of technology that's available to address the
i ssues that we are tal king about, and then have a final
panel to discuss renedies.

Thank you.

(Wher eupon, a recess was taken.)
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MR. PEELER: Thank you. W are ready to start the
third and final session. W are going to try to wap up as
cl ose to one o' clock as we can.

We are very |lucky today to have denonstrations of
five different possible technol ogical approaches to this
issue, and the first denonstration will be by Susan Getgood
call ed Cyber Patrol.

Susan, are you --

M5. GETGOOD: |I'mall set.

| am Susan CGetgood from M crosystens Software.

Comm ssi oner Varney asked what kind of technol ogy
is available to control the children's access to the
Internet, and what kind of information they can give out
online. And | amhere to denonstrate a product that can
actually do nuch of what she has asked. It's the beginning
of what we need to do, but it solves the problemof children
both for access to the Internet, what kind of content they
can see, but nost inportantly for the context of this
gat hering here, what kind of personal information they can
gi ve out online.

This is the Cyber Patrol which is passive
protection. This is what the parent sees to set the setting
for their child or their children, because you can have

different settings for different children.
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The bottomarea is a tinme grid that actually lets
the parents say what hours of the day their kids can and
can't be on Internet. So if part of the concern is what the
ki d does when they cone honme from school, you can actually
keep them from going online while you are not home. They
can still have access to their conputer to do their
homewor k, but they can't go do sonething that you m ght be
worri ed about.

The top area is the various areas of the Internet
that we control based on our Cyber Yes and Cyber Not List.
But the nost inportant piece of information is this little
utility called Chat Guard. Wat Chat CGuard allows you to do
is specify what information you don't want your children
giving out online. Specific types of information |ike the
first and | ast nane, what your street address is, where you
live, what school they go to, their E-mail address, so that
when they are in a chat roomor in a Wb site filling out a
guestionnaire they can't enter this information.

So if I was to go over to, since we showed Nabi sco
earlier, | have got Nabisco here. This is the actual front
screen of "Tell us about yourself.” And | amjust going to
sit down for a mnute to type.

My nane is Susan, whoops, if | spelled it right it
woul d be. M nanme is Susan and ny parents decide it's okay

if | give out ny nanme Susan. It doesn't want nme to say what
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my last name is. So it's going to X out information that |
amnot allowed to give out online, and that would go for any
information that | have put in that screen.

It's a beginning to what we need to do, but
technol ogy has a way of comng up with speedy solutions to
t he probl em once we define what the problemis. W like to
| ook at our technol ogy as pieces of technol ogy that solve
probl ens that need to be solved so we can cone up with rapid
solutions to the next step of the problem [It's easy to
use. | showed you the screen. The settings are real easy
to set. It's available now Both ConpuServe and Prodi gy
gi ve Cyber Patrol away free to their nmenbers. So wthin the
next three to four nonths you can expect to see all of their
users having access to this technology at no charge.

It's hard for the kids to get around it. [It's
tanper resistant. | wouldn't say tanper proof, because |'m
asking for trouble. And that is Cyber Patrol if anybody has
any questions.

COW SSI ONER VARNEY: Does that nean that the
child then can't go on and play the ganes there because they
haven't given the information?

M5. GETGOOD: That's the responsibility of the Wb
site to decide how they are going to use and be a
responsi bl e marketer. That's why -- the point of control

al nost has to be at hone, the parent, because they are the
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ones who have the responsibility and really care. But the
responsi bility for what kinds of information they gather and
how t hey use the conbination of technol ogy and what
technol ogy can do to protect privacy and the marketer, what
they need to do to allowthe kid to play the gane is -- |
think you referred to it earlier -- it's that three-tier
thing, the parent, the governnment and the actual industry
wor ki ng together to nake this kind of thing work.

COW SSI ONER VARNEY: Well, in your experience
then, in Cyber Patrol's experience, do nost of the sites
that offer games that have information that they request or
require first, in your experience if you don't give the
informati on do you generally then play the gane or not play
the gane or don't you know?

M5. GETGOOD: Actually, | believe the way we work
this, and | have to test it to be sure, because we are
actually returning the information, we're just Xing out the
bits that the parent doesn't want to get by, when that Wb
site gets the answer, they are going to get this, and the
kid is going to be allowed to play the gane. But | would
have to test that.

COW SSI ONER VARNEY: And what does Cyber Patr ol
do with all the information it gets fromthe famlies on,

their children's nanes, and what their preferences are?
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M5. GETGOOD: We don't get any information on the
children's names or their preferences or anything |like that.
We sell a piece of software that the parent then uses to
deci de what they want to do. It's all fromthe client's
si de.

COW SSI ONER VARNEY: Thank you.

MR. PEELER  Susan, have you conpl eted your
denonstration?

M5. GETGOOD:  Yes.

Does anyone have any questions?

MR. PEELER: | guess the one other question | had
was woul d your software al so keep the receiving Wb page
fromgetting the E-mail address of the child?

M5. GETGOOD: If the parents had decided that they
wanted to restrict the E-nmail address from being sent out,
yes, you wouldn't get it -- for exanple, if ny E-mai
address was Susan G at Mcrosys.com, | could block that.

W have started | ooking at sone of the other kind
of perm ssions. W support PICS, for exanple. W are
| ooking at the very sorts of perm ssions that we m ght be
able to incorporate in future versions of Cyber Patrol so
t he parents could give nore ideas of what consents they give
wi t hout giving out personal information about their

chil dren, because the key here is, in our opinion, to give
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the parent the tool they need to control w thout giving
addi tional information about their kids.

MR. PEELER  Thank you.

M5, GETGOOD: And | think | said that we support
PICS, and we have supported PICS. W were the first
software to support PICS, and right now we inplenment tw of
the PIC Systens that are avail able, SafeSurf and Arc Serve
whi ch we saw yest erday.

And the other thing is as we go al ong how we use
all of these tools, Cyber Patrol, the other people here, and
PICS to solve the issue that at the end of this session you
guys deci de you want sol ve, because that's the key, what
probl em you sol ve, whether you cone up with the right
sol uti on.

MR. PEELER. The next presentation is by James
Howard of PrivNet.

MR. HOMRD: |'m Janes Howard of PrivNet, and we
wite Internet Fast Forward, a kind of global filtering
program for Netscape, and we were invited to speak about one
of those controversial features, cookie bl ocking.

Okay, you wll notice in the upper right-hand
corner of Netscape we have two little graphic icons, and the
one on the far right tells you the nunber of cookies that it
has bl ocked. You will notice there are an unbelievable

nunber of cookies out there on the Web, a | ot of which we
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really don't even know what they do. Many of themdo --
all ow you to purchase itens on commercial Wb sites. Sone
of themallow you to save settings. Sone of them all ow you
to store passwords so you can log in easily, although that's
qui ckly changi ng because people realized that when you do
t hat anybody at your termnal can log into your service
because the cookie is saving the password.

Basically, the programallows you to sel ect which
sites you want to all ow cookies to pass through on, so your
preference nmenu is right here.

Basi cal ly, you can have a drop down nenu t hat
comes from Netscape, and it allows you to pick which sites
you want cookies to be processed at and which sites you
don't want cookies to be processed at. And basically if
it's a reputable site, like the Wall Street Journal wants to
set a cookie to save your preferences, you can allowit to
happen. At a site that you are not so sure about witing a
| ot of cookies, you can, you know, tell it no way.

But the main thing is the Netscape 3.04, the [|ast
screen. There is a per instance bl ocking of cookies that go
out. When a cookie is to be set, you can say, no, | don't
want it to be set. The problemis on nost sites they try to
set nmultiple cookies per page so you have to hit cancel,
cancel, cancel, cancel over and over again, and in fact with

the current inplenentation of cookies, it attenpts to resend
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the cookie until it's successful or all the objects on the
page has been drawn, which on nmany sites, |ike Hot Wld, or
even Nescape's hone page, can account for you hitting the
button 14 or 15 ti nes.

And it's kind of |ike per call blocking or per
i ne bl ocking, and we provide per |ine blocking. Maybe they
will do that in the next rel ease version, but right now they
don't.

That's pretty much it.

Are there questions?

MR. PEELER. So the relevance of this to what we
are discussing is that a parent could use this technol ogy
t hemsel ves, on an individual site by site basis, to decide
whet her or not to | eave basically the visiting card?

MR. HOMRD: Exactly. Parents or any user at all
I nean, there are 50 controversials, kind of getting going,
but sone sites, you know, they can conceivably use them for
various purposes. The standard is so broad that they can
store al nost any personal information. |If you fill out a
line at a certain site, cookies can then be used to allow
the site owner to track where you go on that site, and then
they can link it to the formdata that you filled out
earlier, so they have not only, you know, your nane and

address, but they know exactly where you went on that site.
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Cooki es bl ocking just allows you to conpletely
take the control back in your hands and nekes it harder to
track where you have been and what you have done.
MR. PEELER  Thank you.

The next presenter will be Gordon Ross from Net

Nanny.
MR. ROSS: | always get a snicker on that one.
First of all, I would |ike to thank the Conm ssion
for inviting nme here. It's quite an experience for ne to
cone froma foreign country down here. | amactually from

Vancouver, Canada.

We at TROVE | nvestnent Corporation focused on
security issues, and we | ooked at the Wb two or three years
ago to look at the security issues. And what we do is
real ly define what you can type or receive on a term nal
So we take care of all the screening within the term nal,
either on the Net or off the Net.

kay, this is the illustration denonstration
information screen of the Net and I will leave it right now
and disable it. The reason being | am bringing up the
dictionary to show you what woul d happen here.

If a child tried to do this, Net Nanny is al ways
abl ed when you are online. |If the child tried to bring it
up, it would termnate this application, so they wouldn't be

able to see what's goi ng on.
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There is a conplete audit trail in Net Nanny so it
shows you what was accessed and what tinme, and whether you
shut down or just audit. So you can see the different
applications. Like Netscape, they tried to do a search, we
will termnate that search. You can term nate any
application in Wndows or Dos that violates the dictionary

of Net Nanny. And that dictionary is totally definable by

t he user.

Are there any questions on that?

MR. PEELER. The question is --

COW SSI ONER VARNEY: It's fine if you don't want
your kids visiting certain sites, | guess, and you pick

those sites out of the dictionary.

How do you keep your kids fromgoing to areas that
solicit personal information if you don't want themto give
it out?

MR, ROSS: Okay, if you get into a site like,
think one of the ones is Kellogg, and there is a screen
there that asks for their nane, address, telephone nunber,
the child s age, what we recommend to custoners is to start
off with household confidential information, put that in
your dictionary: nane, address, telephone nunber,
children's nanes, credit cards, et cetera.

When that is on the termnal Net Nanny wll take

the appropriate action, either term nate the application,
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even if you are offline witing an E-nmail that may be
i nappropriate, it will termnate any application on that
machi ne.

|f the incomng E-mails cones into your daughter,
there is an E-mail read to say that, well, this address is
changed to that. As soon as the violation appears, it wll
termnate the E-mail, read and audit it into the record.

We feel that the parents have to get invol ved.
woul d say today that nost parents are nenbers of the | ast
generation. They have to be educated on this technol ogy.
The wire is comng into the house today. The databases are
at hone today. Security neasure that operate today that we
can control is at hone. The processing power is at hone
today to do that.

Like I said, we cone froma security background
with a security aspect, but give that right to the
i ndividual to control the information flow.

COW SSI ONER VARNEY: Can you show us your
di ctionary?

MR. ROSS: Certainly. There is a lot of stuff in
there, but certainly I will bring it up.

This is sone of the various information that's in
the dictionary right now. Up here is covered addresses so
you can't junp fromone systemto another. Children go onto

the Net, there are two systens, so they say, well, | am
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going to conme over here and get the information. So if you
know t he address of these machi nes, and they are avail able
in the back of many PC magazi nes, put themin the
dictionary. The child cannot search for the inappropriate
material. This is a light version that's up here, and it's
available free on the Net. This was updated recently, and
that's where you can downl oad for anybody that owns Net
Nanny.

We understand that parents do not know the
menoni cs of the Internet, so we, along w th organization,
surf the Net and grab these addresses and put themin the
list, and we offer these lists free of charge to any
custoner out there. W don't feel it's right to charge the
custoner for sonmething that they don't know how to get in
the first place.

| nyself personally believe that the Internet is
probably the best thing that ever happened in society.

COW SSI ONER VARNEY: Presumably, if there was a
mar ket demand, your conpany could create a list of sites
that solicit information fromchildren w thout parental
consent ?

MR. ROSS: You bet. Wth tel ecommuni cation
technol ogy out there, such as nonitoring TTCIP, which is the
protocol on the Net, all the information is in there of

what's happening with that nessage. So it just takes
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software and sone re-engineering to really nonitor where it
IS going.

Sonebody nmenti oned about being anonynobus. In a
digital world today you are not anonynous no matter how mnuch
you think you are. They continue to nonitor you every day.
You use a Master Card, they know exactly where you have been
around the world, that infornmation is given out. So we
believe that you have to start taking control of your own
information. W believe in devel oping technol ogy to | ook
after that.

Any ot her questions? Yes, sir.

DR. WESTIN: Do you market this under another
name?

MR ROSS: Not at this nonment in tine. At the end
of this nonth, yes, there will be another version to that.

DR, WESTIN:. What will you call it?

MR, ROSS: W are debating that right now W are
t hi nki ng PC Nanny, but then sone corporations nmay not |ike
that. We don't want to do the Big Brother approach either
because that's not likely to happen. There is one product
out there called Big Brother right now

VO CE: How nuch does it cost?

MR. ROSS: This programon an el ectronic downl oad

fromInternet Shopping Network is $18.95. | amnot sure how
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they are priced. | think nost of the products in the market
are between 20 to 50 dollars, depending on the product.

COW SSI ONER VARNEY: What is the security on the
dictionary so the kids can't get in and change the
di ctionary?

MR ROSS: Wwell, I will showyou that. [If the
child -- there is an adm nistration nodule on here if |
decide to go in here and bring that list up, that |ist
violates the rules for turning on the system It wll
term nate the adm ni stration program

The version that is being released at the end of
this nmonth has passwords init. 1'lIl bring that up. And
what we have tried to do is make it sinple for parents,
because nost parents don't understand how to turn a conputer
on. This is nmy marketing nmanager. He has access. So if he
violates the systemwe can still -- 1'll restart the
application or override the shutdown. When the system boots
up there is also a record of when that system started up.

So when you tell your children to stay off the Net, you go
to a novie, you cone hone, you |look at the audit record to
see if they were on the system You will know.

So we are saying the technology is here to all ow
you to have controls. W are also a PICS client. W follow
the PICS standard. W also work very closely with SafeSurf.

We currently have 40,000 pages read, which I think is
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comendable. |It's a huge task to read Internet. There are
about 2 mllion pages out there right now And to read a
t housand a day, it doesn't take a mathematician to figure
out that it's going to take about two years to read what's
t here today.

M5. FISE: | have two questions.

First, in response to what you just said, which
is, you know, how do you deal with the rapidly proliferating
sites and to nmake certain that they are on the list of those
that you don't want kids to have access to?

The second is, in addition to bl ocking access to
sites, | want to understand if | heard you correctly, does
your system also -- once you have gone to a site that you do
want to go to -- nmake it possible to block out what can be
gathered fromyou technologically. D d you say that?

MR. ROSS: You nean within the site.

MS. FISE: Let's say you want to go to a site but
you don't want them know ng everythi ng about you.

MR. ROSS: Yes. |If you get into -- there was a
home page brought up here earlier. |'mnot sure which
conpany that was, but it had nane, address, telephone
nunber, et cetera, that they are requesting fromyou once
t hey access the honme page?

M5. FISE: Not QQA. | amtalking about

i nvol untary technol ogical clickstreamdata. Can your
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service bl ock the collection of clickstreamdata to the
sites you do go to?

MR. ROSS: Not at this point in tinme, but
technology is there that you can do that with. There is a
command within the Internet community called Finger. Wen
you use that to get an E-mail address, it will go back to a
machi ne and tell you who owns that address, but it does not
gi ve out the personal information on the individual. Mbst
of that individual information is confidential by the
information provider. The only thing that is usually sent
forward is the E-mail owner, his name and where his address
is on that machi ne, but nost of that data is in databases.

MR. PEELER  Ckay, thank you very much.

MR. RCSS: Thank you.

MR. PEELER. The next presenter is Chuck Runge of
Specs for Kids.

MR. RUNGE: |'m Chuck Runge. | amw th New View,
I nc.

(Pause.)

MR. RUNGE: W have a broad range of conputer
t echnol ogi es for Internet access, and what | want to focus
on today are those that are nore gernmane to this neeting,
whi ch have to do with parents and their children. And | use

the word "parent” a little bit |loosely here to include
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educati onal experiences al so, because children do get
I nternet experiences at schools.

So we are going to concentrate at the 90, 000 foot
level in the brief tinme we have about the tools and
technol ogies we are providing to our parents to allow them
to make clearly informed choices about the kind of content
that children can see or not see.

Because | amgoing to go through this fairly
qui ckly, 1 would encourage you to take a | ook at our Wb
site. It has a lot nore informati on out there about the
things that | amgoing to gloss over fairly quickly.

W introduced Specs for Kids recently. It's a
screeni ng product. Sonme of you nay have seen it previously
as | Screen. Sonebody identified yesterday the difficulties
of nam ng products on the Internet these days. All the good
nanmes are really gone, it seens.

But one of the goals we have for Specs for Kids
because if it's going to be a truly safe environnent for
kids we wanted to pick out part of that universe on the
Internet where we would be fairly assured that objectionable
sites would not slip through.

And obj ectionable in this context nmeans as defi ned
by the parent or the educator. W are not trying to put our

own val ue systemon this.
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We al so wanted to conme up with a | abeling system
that did not censor, and we wanted to have a fun educati onal
experience with the kids. And nore inportantly, we wanted a
w de range of view ng options for parents or educators.

It's been identified that even when you | ook at the K

t hrough 12 segnent of the market that we want to cater to,
we come up with highly different conclusions for 8-year-olds
than we do 13-year-olds or 18-year-olds, and we figured we
had to cover that range.

So Specs for Kids, we think, acconplishes a | ot of
that. It has the | argest database right now of sites that
have been rated and | abeled for kids. It has a very
appealing kid's directory for navigating to that information
once it's |located. And we have a | abeling standard, a set
of conventions and a set of software that allows parents to
mat ch the profiles of their children to the kind of content
that's on the Internet. So they can nake deci sions about
what categories of information they will see, and it's
boiler plate. It's easy to use.

I f you go to the hone page, you will find a page
which is a Specs for Kids product. That's generally what
their experience is. | amnot going to bore you with a | ot
of that detail.

This is a product that has a | ot of conponents to

it. It's not just the view ng technology. You have a
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content | abeling convention, which | wll describe to you
very briefly, and, again, you can see all the details on the
Wb site. W have a systemfor |abeling and indexing that
content. The output of that systemis a database of
| abeling sites. W have a directory and search aids to
allow the children to navigate around within that database
to find things of topical interest. W have a w de range of
view ng options to cover the different age groups we want to
cater to, and then there are various products and Specs for
Kids is just one of those.

The | abel i ng conventions that we have established
for labeling Internet content are covered up here. There is
a lot nore detail at the Wb site. Yesterday, when the PICS
di scussion was carried on a couple of conmments were nade
that PICS was a | abeling standard. It's a protocol. It's a
| abeling technology. |It's a protocol, and it's viewis
i ndependent. That neans it's a neans to an end to give the
kind of controls that we think are necessary. |It's
necessary but it's not sufficient. This product starts to
address the sufficiency issue.

We don't believe that this is necessarily
exhaustive. It will probably be nodified, extended over
time, and maybe sonme of the work that's going on within this
group will even nake suggestions of new categories to |abel

content agai nst.
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Labeling content for us also neans we have to
index it. Once you have this the pages or Wb sites that
you are looking at, it's difficult to find context. So we
i ndexed in these 36 categories as we go through the | abel
process so that we can do a sinple application for people to
find content.

The Specs | abeling systemthat | alluded to a
m nute ago consists of people and technologies. W have a
| arge staff presently of about -- it averages about 120
peopl e who are rating Internet content against that |abeling
standard. They work -- it's a pretty nuch around the cl ock
operation, and we have a large investnent in tools to help
t hat process, both in what kind of content filters into the
| abeling process, as well as trying to automate as nuch as
we can the |l abeling process itself. It is an expensive
pr ocess.

MR. PEELER. M. Runge, we need to finish up.

MR. RUNGE: Oh, okay.

Presently, we have a database of 125,000 sites.
We expect it to be 500,000 by the end of the year. W have
all the tools so you can profile the people who are going to
access this database to assure that they match and you can
then elimnate or include as nmuch content as you want. You
can override it. And those are the access controls that

know the various systens that we apply to. This screen is
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an internal control screen. It's all password protected.
The software itself is protected against tanpering and
removal. There is override capability so you can nodify
what you see. And that is kind of a summary of it.

Last week we got word that the Magell an peopl e had
given this site a four star rating, which is the highest
rating they will give a site that's out there.

MR. PEELER.  Thank you very nuch.

And our |ast presenter will be Wendy Sinpson of
Saf eSur f .

M5. SI MPSON:  Good afternoon. |'m Wendy Sinpson,

t he President and Co- Founder of SafeSurf.

Thanks to the Federal Trade Conm ssion for having
us all here today. W think it's very necessary for you to
know who we are, for us to know what you want, because the
technology is out there to create these standards that
industry, all industry needs and wants.

Saf eSurf started about a year and a half ago. M
partner, Ray Solar, and I were the first online organization
to protect children and the rights of free speech on the
Internet. W also undertook two maj or tasks, and one being
to educate patents, walk themthrough Internet application's
software, wal k them through the process of protecting their

chil dren onli ne.
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We al so designed the Internet SafeSurf Rating
System and we will just take you through that really
qui ckly. These are the products that support the Internet
SafeSurf Rating System and we al so have the pleasure of
serving on the technical commttee for the PICS standards.
The SafeSurf Rating Systemis conpletely PICS conpliant, and
we wll have a lot of technical input on the standard
itself.

It allows the user of the Wb page or the content
publisher to go to the SafeSurf site. W start with the
recomended age range, and then we al so have quite a few
adult things that can be identified. W have an extensive
systemfor the parent, it all cones down to parent's choice,
and this is a global system

We have to always keep in mnd, all of us, in
devel oping this technology and all the industry seeking
standards that this is a global nedium and we have to nake
sure that it's adaptable to parents all over the world.

Ray and | took the liberty of creating a new
category just for this presentation to give you an idea of
what we can inplenent. W have seen sites like this. This
is one we just created. The sane type of information that
is concerning the industry and the parents out there.

So basically -- so this is our new category. The

SafeSurf systemis conpletely expandabl e to handl e Internet
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information, all information. [It's expandable up to three
trillion classification categories, and we have just added
an advertising category as you can see.

And as a parent, okay, it's fine if you give out a
first nane, or it's fine for whatever purpose, age. O her
information that you as a parent want to block out. The
technology is there to give the parent the control of what
they want to bl ock out and what they do not want to bl ock
out .

The SafeSurf systemworks in that the publisher
voluntarily rates their site. That's howit's entered into
t he Wb docunent, and then the software and the conpanies
that we showed on the screen before, they support that
standard, and it's a voluntary standard. | think it's going
to be necessary at this point for, as Gordon said before, to
educate the parents, educate all of you who are not famliar
with the technol ogy, and definitely work together.

| think as people said yesterday and we are
hearing today, we can develop it. The possibilities are
endl ess. |If you need sonething, we can definitely devel op
it.

Are there any questions?

COW SSI ONER VARNEY: On your current rating

system it is self-rating, is there any rating for privacy?
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Does it conprise part of the rating or not, or could you do
it, would you do it?

M5. SIMPSON:. Ch, definitely. This category that
we just added to the system we can add any category or
specification that the user industry m ght cone to an
agreenent on. It can be inplenented into the rating system

And also | just want to say that even though this
is a self-rating system obviously the ratings are verified
by a human factor to nmake sure that they are exactly what
t hey say they are.

MR. PEELER.  Thank you very nuch.

Now, | wanted to ask Brian Ek to just comrent very
briefly on the relationship of this technology to the PIC
System

MR. EK: Thank you.

| would Iike to begin by saying that what we have
here is kind of a PICS alumi neeting. You just saw several
presentations: Net Nanny, New View, SafeSurf, M crosystens.
They have all been involved right fromthe start with the
PI CS devel opnment effort. And | think it just goes to show
just how quickly the industry is working and how nuch we can
wor k toget her.

One of the questions at the end that I would |ike
to ask this group is, there was a questi on posed yesterday

about the devel opnent of identifying categories that could
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be added for privacy and for marketing practices. In order
to do that it would require not only the | abels to be
created, but it would al so need the access control systens
to inplenent those. And you are |ooking at the group that
woul d play a large role in actually inplenenting the reading
pi ece of this.

And | would be curious to hear their thoughts
about their willingness to work with the industry and the
marketers to do that. | think | know the answer, but |
think it's worth nentioning.

Actually, PICS and what you have just seen are two
di fferent approaches that give parents choice, but they are
actually getting at the sane thing. And, in fact, the
conpani es that you see represented here are in many cases
offering both solutions.

What the conpani es showed you as far as being able
to prevent children frominputting certain information,
essentially what that is saying is one approach, and it's
saying. "It's okay for ny kids to go out to these sites. |
just don't want under any circunstances for themto be able
to share that particular information."

Were the PICS approach that was di scussed
yesterday is a bit different. It basically says, "if the
Web site operator's privacy practices are to collect this

data, | do or do not want the user to actually have access
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to that site.”™ The approach you see today is essentially
gi ving access to the site, to an individual or a nonitor,
but preventing the sharing of certain data, whereas the PICS
approach nentioned yesterday, which will also be offered, is
an option of sinply not allow ng access to the site unless
certain practices are accepted and conplied wth.

MR. PEELER  Thank you.

The focus of the next panel will be to continue
t he di scussi on about what the appropriate responses to
privacy concerns are. And | think that the denonstrations
hel ped put in context possible approaches to that. But |
would like to start the panel off by having first Pat Fal ey
tal k about DVA's policy paper, and then the Center for Media
Educati on has recently distributed a proposal of their own.

M5. FALEY: Okay. Thanks, Lee.

DVA has made a commtnent toward -- have made a
resolution to this issue, and we have taken three steps.
The first of which is the support for technol ogy, which is
why | canme out so strong earlier in terns of putting
parental control and choice forenost.

What DVA has done is that we have hyper-1linked the
DVA Wb site to all of the parental control technol ogies
that we are aware of as of yesterday, and | see we have one
nore to add today. So if people want to access the DVA Wb
site, D-DVA. Wrd, you can hyper-link to these child
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protective technol ogies, and in many instances get a free
deno, so parents can actually deno these sites.

Secondly, we did work with the I SA Interactive
Servi ces Association, to develop principles, and I am goi ng
to go very briefly over the seven principles that we agreed
on. W believe that, in naking decisions whether to collect
data froma child or to communicate with the child,
mar keters operating online should, first of all, take into
account the age, know edge, nmaturity of their intended
audi ence; secondly, be sensitive to the parents' concerns
about the collection of data, and that includes the support
for the ability of parents to limt the collection of data
for marketing purposes. Do we do this through notice and
opt out or through technology? That's not in witing, but
that's inplied.

Also, tolimt the use of data collected from
children to marketing purposes only, and so that
information is not used for other purposes.

Al so, to effectively explain that the information
is being requested for marketing purposes when that is the
case. Six, to inplement strict security neasures; and,
seven, to encourage parents to share in and nonitor their
children's online experience. Again, these technol ogies are

an exanple of that.
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A third prong is an educational piece, and we wl|l
be devel oping a canpaign with third parties to educate
parents about these technol ogi es, about our principles; also
to educate our industry nmenbers. W are better suited than
anyone to reach the entire direct nmarketing industry, make
t hem aware of our guidelines and of these technol ogies.

MR. PEELER  Thank you.

Kat hryn.
M5. MONTGOVERY: Yes. First of all, | want to say
that it was hel pful -- oh, Kathryn Montgonery, Center for

Medi a Educati on.

It was hel pful to see the denonstration of the
vari ous technol ogi cal devices that have been devel oped to
address sonme of the issues that we have raised here.
think it's very noteworthy that nost of the systens were
devel oped in response to concerns about access that children
m ght have to inappropriate content, content not designed
for them And | want to just reiterate that we are
concerned with the content that is being devel oped for
children. And | think that we are at a point where the
design and function and use of this new online children's
media culture is being determ ned right now by many of the
i nportant people right here in this room

And we are hopeful that the | eaders of the

children's content enterprise that are noving online wll be
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responsi ble in the kinds of systens that they devel op for
chi | dren.

| believe it will take a conbination of
t echnol ogi cal solutions, industry self-regul ation, parental
i nvol venent and governnent gui deli nes and gover nnent
regul ati on. For that reason the Center for Media Education
and the Consuner Federation of Anmerica are formally
submtting today a set of proposed guidelines. W are
dealing with Prodigy for protections for children online.

| want to say that these are a draft proposal. It
does not deal with a nunber of the other issues that we
raised in our report, which have to do with deceptive
advertising and marketing practices in addition to privacy
concerns. But it does address the concerns -- sone of the
concerns, at |east, that we raised about privacy.

| think what we have seen here is a sort of node
or paradigmof opt out. W want to propose a paradigmfor
opting in, and I would like to turn to Mary Ellen Fise from
Consuner Federation of America to share sone of the
hi ghl i ghts of our proposal.

M5. FISE: Basically, we have a system of
gui delines that would apply to commerci al marketing
practices for children under age 16, and all information
collectors or trackers under this guideline will have to

conply with two requirenents.
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Personal ly identifiable information being
collected or traced fromchildren for conmercial marketing
pur poses, that would be allowed only if those practices are
not deceptive, they are fully and effectively disclosed, and
valid parental consent is obtained; and that aggregate
anonynous information would be allowed to be collected and
tracked only when the collection tracking practices are not
deceptive, and, again, they would have to be fully and
ef fectively discl osed.

In order to put a lot nore specifics on this, the
di scl osure, whether it's anonynous data being collected or
personal ly identifiable, will have to include what type of
information is being collected or trapped, how the
information is being collected and trapped, how the
information will be used, who is collecting the information
and who will have access to the information.

And then in terns of parental consent, we believe
that for that type of consent to be valid to deal with the
guestion that keeps com ng up, "How do you know who the
child is,"” we believe that the child nust understand that
t hey woul d need to get the parental consent before
proceedi ng, and that the parent nust receive conplete
di scl osure.

Access to the areas of the site where information

is collected or trapped would then be conditioned upon
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recei pt fromthe parent of that know edgabl e consent. And
we believe the burden then should be on the collector or
trapper to obtain that parental consent either through
witing or electronic neans.

And then, finally, we think that there needs to be
two additional requirenents: that parents would be able to
correct information that was already collected fromthe
children, and then, finally, the parents nust be able to
prevent the further use of their children's information
after it has been coll ected.

So that's in a very, very quick nutshell the
substance of our proposal to the Conmm ssion. Everybody know
how this technol ogy and industry is just changing so
qui ckly, and people say, well, let's do this a year from
now. A year fromnow all of our children will have been
exposed to a lot nore Wb sites and a | ot nore personal
information will already have been collected. And so we put
this proposal forward today to very seriously address what
gui delines. These woul d be guidelines and not regul ations
so they would set a level playing field for what information
is deenmed to be unfair trade practices.

COW SSI ONER VARNEY: Have you got copies of this
avai |l abl e outside for everybody?

M5. Fl SE: Yes.
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COW SSI ONER VARNEY: | woul d ask that the
panelists and others interested, renenber our record is
stayi ng open, please provide us with sonme comments on these
proposal s from CVE and CFA. Thank you very nuch for taking
the tinme and effort to provide us with sonething to | ook at.

MR, PEELER  Ckay. W have a couple of requests
for coments.

MR. WATERS: Bryan Waters from MG awH || Home
Interactive which you will renenber fromearlier.

Everything that | am hearing here today seens to
be driven by what could happen with information that could
be collected and m ght be used sonehow to harm our children.
And | would like to talk about the two types of infornmation
that are collected fromclick streamdata and explicit
information that you mght fill out in forns and surveys and
so on and so forth, and try -- | amtrying to understand
where the boundaries are, and | don't think they have been
clearly delineated today.

For exanple, collecting of click streamdata right
now happens in al nost every Wb site that you go to, whether
it's a children's Wb site, whether it's an adult Wb site.
It's sinply the fact that when you go to a Wb hosting
service asking to put up their page one of the services that
we provide is the ability to tell you how active your site

is, howinteresting sone portions of the site are, what
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pages are frequented, what pages are stale, and, you know,
wher e peopl e go, what peopl e do.

And | amnot sure there is a difference between
doi ng that and having a Toys R Us at the end of the day
determ ne how many super sets of water guns have been sold
so they know they need to stock nore of those.

That seens to go towards inproving product quality
and seens to be a valid reason to collect click stream dat a,
and, you know, | would |like to understand that issue, and
understand how it's different online than in different
of fl i ne busi nesses where they do exactly the sane thing in
an aggregate and non-personally identified manner.

But that is exactly what click streamdata is used
for today. |It's very hard to personally identify that.
There are good strong -- they are using it for market
targeting and for advertising, and there is potential for
abuse. | amnot denying that. But the chall enge was put
out earlier asking, "Gve ne a valid reason you woul d want
to do this." Okay, well, there is a valid reason.

Second, because the data is actually aggregate and
collected in a non-personally identifiable way, | don't see
that there is any violation of know edge, notice, and no.
Regardi ng the notice part, you are requesting that you need

to tell people that you are tracking the nunber of super
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sets of water guns sold. | also don't see any invasion of
privacy in that particular area either.

Also, for explicit information in terns of filling
out fornms, there is another issue, and it has to do with
what technology is doing today. Mst of the technol ogy has
been on the client side. Wen you buy a program you bring
it honme, you put it on your conmputer, that's were it was at.
It's in your hone, it's safe and it's protected. However,
nost of those prograns, whether they are children oriented
or adult oriented, allow you to set options, allow you to
set preferences, allows you to custom ze your experience
with that product, and that's really an inportant feature of
interactive products. It's that intimcy, that ability to
make it deliver what you want that's inportant. That's
inmportant to adults and it's inportant to children.

On the Internet, and, you know, the technol ogy and
i nformati on highway, as it becones nore and nore mai nstream
the significant thing that's happening is a |lot of the
actual code, a lot of the technology is noving to servers
out of the client's - you know, out of the -- you know, out
of the custoners' and the users' control, and that seens to
be when people start getting nervous, okay.

Are you using it as a sinple programon the client
side and now you' ve got these prograns on the master servers

that are reflecting all sorts of information that will help
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you have an interactive experience. Now, that's got good
and bad. Your interactive experience neans that you can now
interact with anybody and everybody out there on the Net.
It's truly interactive. That's where it -- you know, that's
the promse, and the Holy Grail of this technology is now
you can participate in the sane way that you participate on
t he playground with other kids, okay, games. And research
experinments in schools are using this sort of interactivity
to do joint research experinents between |ocal schools.

To do that, the technol ogy requires tracking and
keepi ng track of personal identification and information to
be able to know how to provide the information, okay.

Again, there is potential for abuse, but the act of doing it
does not nean you are abusing it, okay. And we need to
define what that is.

So, for exanple, on a Wb site where the Wb site
is not a product-based, a marketing-based Wb site, the
ability to track a customer or user preferences by
explicitly asking themto select those preferences neans
t hat you have to provide sone explicitly and personally
identifiable information that has to be trapped sonmewhere,
and chances are that it's going to be trapped in a clicking
or it's going to be trapped on the server side in the
dat abase. That still is not an abuse of that information.

When you start using it for marketing and for ads, and for
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mar ket targeting and mailing |lists and, you know, direct
response and all of those things, that's where the questions
start coming in. But if you sell a product that allows you
to custom ze preferences, that's where -- that's where | am
starting to conme unclear as to where the boundaries are.

And these are things that | would Iike to hel p understand
and al so put out on the table to make sure that we consi der
t hem when we are considering the issues.

MR. PEELER. Thank you. | have a queue here. |
have Evan, Daniel, Kathryn.

Evan.

MR. HENDRI CKS: Thanks, Lee.

| think, in fact, I want to enphasize how good it
is that organizations develop their own policies, and sone,
I think businesses fear, when they |listen to privacy
advocates, that we want to have the kind of protection
that's going to create another OSHA, another EECC, or there
are all sorts of organi zations associated with that. And
that's not true.

What privacy advocates want is for you to
understand that privacy is a personal matter. It has to
start with the individual. Individuals have to be given a
legal interest in their own information so they have a say

in how that information is used. And this is the gaol that
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we need to strive for. This is what will solve the problem
of privacy in this country.

VWhat | don't like is that | hear so many of the
i ndustry people say that voluntary policies are working and
that that's all that we need. W need a very conprehensive
approach. W need -- for instance, we have a wonderful
Freedom of Information Act, a great |aw, but our federal
agenci es have | ousy organi zational policies to conply with
it, so they don't. And so people have to wait years to get
docunents they are entitled to under law so it's not a
conpr ehensi ve approach.

On the voluntary policy side we have had many
di sappoi nt nents over the years because the voluntary policy
parade that's been going on since the |late seventies -- |
remenber in early 1980s, for instance, a couple quick
exanples. An Equitable Life Insurance executive testified
in favor of their voluntary privacy policy, it brought tears
to nmy yes, he was very eloquent, but a year later their own
organi zation of clains processors could not get access to
their own personnel records to see how they were doing, in
violation of this policy. Nothing was done.

| BM had one of the better policies, including "W
won't judge what you do in your private life." But they

fired soneone for dating a sal esman in another conputer
conpany.
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W al ways see that these guidelines were endorsed
by 100 Anmerican conpanies in the early eighties, but when
Busi ness International Magazine did a survey of those
conpani es they found that the people that they talked with
at those conpanies weren't aware that they had endorsed the

gui del i nes.

In the nineties, | think it's gotten nore serious.
Metro Mail was nentioned yesterday. | think this is a
sem nal exanpl e because Metro Mail, according to the Wll

Street Journal, took information fromvoter registration
records in violation of sone state |aws, and was using it
for non-voter purposes.

Metro Mail is a nenber of the DMA. | have yet to
hear DVA condemm this practice. And one of the excuses |
have heard is that there is no governnent agency that's
taken an action against Metro Mail. Well, you can't have it
both ways. |If you are going to have voluntary, you know,
you have to do sonething so you know that the other nenbers
know that's not perm ssible use of information.

MR. PEELER:. Evan, you need to finish up.

MR HENDRICKS: | will. | have two qui ck exanpl es
to give. One is tonorrow there is a hearing in the Rom
Abraham 's case. He sued U S. News & Wrld Report because
he doesn't like themselling his information, his nane

wi thout his consent. ©One of U S. News' comrent was,
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"Instead of being a victim Rom Abraham is a trickster who
carefully engineered this lawsuit."

And the | ast exanple | give is this woman who
brought a class action suit against Metro Mail because she
found out that prisoners were processing the data. She
recei ved an obscene letter froma Texas prisoner because
t hey subcontracted it out, and prisoners were inputting data
on people, including convicted sex offenders. And this
woman received a letter fromthis prisoner who said he was
going to cone by her house, very obscene, very graphic, and
he was going to engage in a sexual act with her.

One of Metro Mail's responses in this lawsuit is
that Beverly Dent has voluntarily disclosed her personal
informati on on this consuner survey. Thereby, negating any
reasonabl e expectation of privacy.

l"msorry. | just don't see -- in nost cases
there are not privacy problens, 99.5 percent of the cases.
But when there are privacy problens, voluntary policies
don't work, and that's why we need to nove on.

MR. PEELER:. Ckay, Daniel.

MR, VEI TZNER: Thanks.

| just want to pick up on M. Waters' coments,
that indeed the way that people are using the Wb sites, the

way the people are using access |ogs, they are changing
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daily, nostly because people don't know what they coul d do,
and they are now di scovering that.

| think because of that it is trenendously
inportant to get a junp on this issue, so that when people
want to use an access |log for marketing purposes they have
got a way to know did that person who was the subject of the
| og m nd whether that happened, did they have a way of
telling you please don't remarket to ne just cause | clicked
on to your site, and one of 15 sites, you know, in a five-
m nute surfing expedition?

We should be building in ways up front to address
t hese problens without waiting for, you know, another item
to put on Evan's |ist, and so that people can nake
i nnovative uses of this technology. But we should provide
ways up front for people to express their preferences.

| just want to pick up on Bryan's comments, which
| think are in sone ways the nost inportant, that the role
of standards in the Internet is so central. The Internet
itself is based on standards. It only works because people
conply with standards.

And the Internet has changed, has been able to
change in dramati c ways because there is a general
acceptance of the technical and operational standards that

make t he net worKk.
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Al'l of the conpanies that are not the PICS al umi,
(they haven't graduated yet, we are still working, so they
are not alummi, but they have all made incredibly inportant
contributions), I would say are successful in sonme part
because we have a standard called PICS, because SafeSurf can
put information out and M crosystens can they say we can
bl ock based on that information. That is the way that
st andards work, nunber one, to give users easy to use and
operability, but they don't have to wonder am | using
SafeSurf, or am | using sonme other standard, or am| using
M crosystens, or am| using another product, that all these
t hi ngs work together seem essly.

And nunber two, the standards work -- we need a
standard for that. Nunber two, the standards have nade
possi bl e all these people out here to conpete with each
ot her and provide better products for people, hopefully at
lower prices. So | think that the standards, the role of
standards here is just critical to get a junp on the kinds
of issues that we see here.

MR. PEELER:  Kat hryn.

M5. MONTGOMERY: Well, | do think that the points
-- Kathryn Montgonery, Center for Media Education. | do
believe that the point that Bryan Waters nmade are good, but
they precisely are enblematic of the problemwe do face

here. This technology and this nmediumis capabl e of
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unprecedented anmounts, and degree and quality of data
coll ection, personal data collection.

We have never had a nmedi um before that could
collect this data, that could really follow every nove that
you make. And then what we are seeing on top of that,
certainly in the children's sites, are in the very early
stages of this new nedium incredible detailed data
collection being built at the very early stages of the
system and to the design of the system

Now, what we are saying is that if it's aggregate,
anonynous information, while we have problenms with, you
know, a |lot of detailed questions being asked, but if it's
aggregate, anonynous, at the very |least parents need to know
how it's being used, what's being collected. You don't know
that information. W want to know what it is that's being
collected, howit's being used. | think parents have a
right to know that.

If it's personalized, personally identifiable
information, and we're dealing with kids here, that's
another matter, and that's why | believe very strongly that
we do need some nmechanismfor effective parental
i nvol venent, and that's what we are calling for

MR. PEELER  Ckay. |It's Doug, Paul, Pat Fal ey,
Brian, and Vicki.

Doug, would you identify yourself?
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MR. BLANKE: Doug Bl anke fromthe Attorney
General's Ofice in Mnnesota.

The denonstrations were fascinating but I amstil
left with the question of why, regardless of the
t echnol ogi es avail abl e, why we would not want to operate in
a systemin which the default setting, if you wll, the
starting premse is one that is to respect the privacy of
our children as proposed by CVE and CFA.

| heard Dan Jaffe earlier say that we ought to put
the parents in control, and it seens to ne a parental
consent requirenment does exactly that.

If we started fromthat point, we could then | ook
to the technologies that are available as tools that parents
could use if they chose to do so, to automate the expression
of their consent, where they wanted to give it or in what
forms they wanted to give it. Wy not start at |east from
the prem se that privacy should be respected in the first
i nstance?

MR. PEELER. Paul. Pl ease keep your conments
brief.

MR. PETRUCCELLI: Yes, Paul Petruccelli wth Kraft
Foods, and the Anmerican Advertising Federation.

| think advertisers should -- | just want to
enphasi ze a few points that have kind of cone up on the

edges at various points today.
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Advertisers have recogni zed for nmany, nany years
that children are a special group and have, you know,
engaged a variety of protections through CARU and el sewhere
inthat respect. | think it's reasonable to say that, you
know, the industry wants to nove toward a system a regine
where there is better indicia of parental control, parental
supervision, at least with respect to personally
identifiable informtion.

| think the question is sort of how do you handl e
it, and we are noving in that direction. There are sone
tools that are available now to parents. There are sone
tools that are on the way, PICS. The question is what gets
done in the interim And | think the answer is that we all
ki nd of have to keep working on it. It's not like falling
off alog. If it were, we wouldn't all be in this room
expressing all of these various opinions about it.

We have to continue to work wwth CARU. W have to
exam ne the CME proposal and determine what's in there
that's workable. | do think you see responsi ble novenent by
responsi bl e conpanies. In fact, | think you have seen
responsi bl e novenent by sone responsi bl e conpani es al ready,
and | can raise ny hand as one of those.

We did have a site where we asked for information

fromchildren. We no |onger ask for that information.
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| think you have to wait for this process to
unfold both the marriage of the technol ogy and of people's
good will to resolve these problens, but it can't happen
over ni ght .

One final point worth nmentioning, people have
menti oned various ways in which they think existing | egal
restrictions or self-regulatory guidelines are being
violated. | think ny answer to that is then let's enforce
them We have CARU guidelines that apply to a variety of
practices. People believe that there are sites that are
engaged in deceptions of children today. |'msure that's
i nconsistent with CARU guidelines, and | am sure that al
t he advertising groups would say let's enforce this
gui del i ne.

MR. PEELER. W have a nunber of cards up, but we
really only have tine for the first four on the |ist, which
is Pat Faley, Brian Ek, Vicki, and Dan Jaffe, and then we
really need to go to get audience comments. And | apol ogi ze
to the rest of the panel.

But, Pat, keep those comments brief.

M5. FALEY: Sure. | amresponding to Evan's
comments, and | was to assure everyone that DVA's sel f-
regul atory programis quite effective. The DVA -- | do want

to respond specifically to the Metro Mail incident.

Heritage Reporting Corporation
(202) 628-4888



© 00 N O O b~ W N Bk

N RN NN NN P R PR R R R R R R
ag A W N P O O 0o N o 0o M W N B+ O

424

The DVA efforts review process has historically
been kept confidential in order to get cooperation from our
i ndustry nenbers, bringing themback into conpliance with
our guidelines. Because of the high profile nature of this
case, what | am about to discuss is with Metro Mail's
perm ssi on.

Simul taneously with the conplaint that was nade
public, there was one filed with the D rect Mrketing
Associ ation on the issue of abusing marketing information
for reference services. In this instance, | ook up purposes.
DVA' s process was thorough. And in addition to DVA's
regul ar el aborate procedure, which involves multiple witten
communi cations, there was an outside visit by DVA staff, on-
site visit to Metro Mail, to observe their procedures, and
subsequently a representative of Metro Mail canme to New York
and appeared before the ethics operating commttee.

During that process additional causes for concern
cane to the attention of the commttee, including that KCBS
was able to obtain a history of households in Los Angel es
that had children, and m srepresented the use of information
gai ned from surveys.

As a result of the self-regulatory process, it was
determ ned that Metro Mail was not m susing marketing or
survey data, but that although it had policies in place, in

the KCBS situation it had failed to review and approve a
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mai | i ng piece before releasing the nanme, which is in
vi ol ati on of DMA gui deli nes.

I n di scussions with DVA, Metro Mail has assured
DVA that such a failure would not occur in the future and
has taken several corrective actions in witing to us. They
have created -- they have taken disciplinary action against
t he enpl oyees involved. They have taken expensive new steps
to verify the authenticity of new custoners. They have
instituted a training programfor their enployees. They
have created a secret shopper programto test their
procedures. To ne, this is the way that an effective self-
regul ati on works that has been confidential all these years,
and now this is a concrete exanple of how it does work.

And that's all | wanted to say. Thank you.

MR. PEELER: Thank you. Brian?

MR EK: | just wanted to take a m nute and step
above the issue of whether we should have one form of
gui del i nes over another, governnment/no government. | think
what we saw today is really historic froma nunber of
per specti ves.

What we saw was a denonstration of technol ogy that
is much nore powerful than other solutions that we could
think of. Governnent regulations, no matter what they are,

we're still going to have bad actors. National |aws don't
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touch the international sector, and this is a global nmedi um
we are dealing wth.

The technol ogy sol utions presented today gives
consuners real control, control over your |life, control over
your information. |In particular with children, it provides
you with tools, tools that you don't have when they wal k out
your front door into the real world.

And | think the best part is that these solutions,
t hese technol ogy sol utions, neans that the consuner has
control and the consuner is reliant on no government, no
conpany. The consuner is reliant on on one except
t hemsel ves, and they have the control, which | think is
extrenely powerful.

MR. PEELER  Thank you, Bri an.

Vi cki, and then Dan.

M5. RAFEL: Thank you. Vicki Rafel, National PTA

And | do want to thank you for the opportunity to
be here today and be part of this discussion on behalf of
National PTA. W are the oldest and the largest child
advocacy organi zation, and it is very easy in this kind of
di scussion to get away fromchildren and get into the
t echnol ogy piece of it.

But | keep having to say we have got to tal k about
what this technol ogy neans for children and what it neans

for parents. It's going to take not only parental control,
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parental consent, parental participation, but also sone
gover nment support and sone industry self-regulation in
order to protect those children. It can't be done by just
expecting parents to sign off on a line for their children
to be surveyed for comrercial data. It has to be a mx, and
we all have to cone together in sone additional way, |ike
this that's going on here today, to tal k about how we are
going to protect those children, not only from conmerci al
exploitation but potentially crimnal and other kinds of
expl oi tation.

Cyberspace is a wonderful opportunity for
children, but the parents have to worry about how much tine
they have to spend protecting their children fromwhat m ght
happen to themout there on the Wb. That underm nes a | ot
of the good that could cone fromit.

Thank you.

MR. PEELER  Thank you.

Dan.

MR. JAFFE: |'mDan Jaffe with the Association of
National Advertisers.

| just want to nmake a couple of -- try and dot a
couple of "i's" fromearlier statenents. This discussion
about com ng back in one year, it should be nade clear that
all the business community that's here today have conme up

with policy statenents that they feel apply across the
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board, and the issue is whether we need to refine it in any
way to deal with the particul ar special problens of
chi | dren.

Also, | amnoticing a very |arge convergence
across this group, although it nmay not sound that way, and
t hat everybody believes that there needs to be parental
control. And the only question is how best to do it and how
best you denonstrate and set up a systemthat will work so
that people will actually know that they have gotten the
verification, or know that the parents are accepting it, and
whet her the technol ogical solution is the way to go.
think it clearly shows that you have very powerful tools
al ready there. Those are likely to increase.

But that's where the debate should be, is how best
to do this. 1It's not whether there needs to be parental
control, or whether kids should be allowed to run free in
this environnent. That's not the issue. Business believes
kids need to be protected, and that the parents have to have
the power to protect their kids.

COW SSI ONER VARNEY: Dan, just ne interject one
second. | think yesterday, at the end of the day, | said
that I was going to recomend to ny coll eagues that we
reconvene in six nonths, not a year. So if the technol ogy
i's moving quickly and business is clearly ready to nove, |

woul d say si x nont hs.
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MR JAFFE: W intend to try and neet the
chal | enge and obviously our interest is to have answers to
you as quickly as we possibly can, and we will. So we
appreciate that challenge and we will take it.

MR. PEELER  Thank you.

Now, we have a brief period, if there is anyone on
t he audi ence that wanted to make a comment for the record,
if you could just cone up to the m crophone. | see two
hands.

And if you could keep them brief.

M5. CLARKE: One thing | would nmake sure to get on
record is that in this --

MR. PEELER Identify yourself for the record.

M5. CLARKE: OCh, I'msorry. Jori O arke of
SpectraCom devel oper of Ki dsCom

It's inportant to involve and educate Wb site
devel opers about what needs to be done to resolve privacy
i ssues and security issues, because | think you wll find
that in this industry the devel opers that are in it often
tend to be in their twenties and have not run into these
i ssues in other areas.

So as | | ook around the room and see very few of
our peers here, it's inportant to nmake sure that we are
i ncl uded because | think a lot of the things that you wl|

find that have been done have not been done nmaliciously, but
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have been done out of ignorance. And as we get educated, we
w Il make sure that the work that we are doing includes
privacy concerns.

It is also inportant as a devel oper of a kids site
to realize that the nediumis better understood by the next
generation than those of us who are boonmers or busters or
anything like that. And it's inportant, we find, to find
ways to reach parents and teachers that help close that gap
of understanding and bring famlies together in front of the
conputer instead of replacing the TV baby sitter with the
Internet baby sitter. And we have already run into sone of
those problens as we try to get parental perm ssion.

Because we don't know who is behind the keyboard, it is
often difficult to understand if it's just the kid who has
signed on as a parent thing, yes, let ny Johnnie do whatever
he wants, versus if it's the parents thenselves. And we
have been trying to explore ways of finding out to reach out
to those parents and teachers (because kids are |earning
this in the classroom) to make sure they understand this
medi um

Also, the last thing that I would like to do is
suggest that in this realmof policy that KidsCom-- as an
inmportant site for kids is -- as it has been fromthe very

begi nning -- we have always had feedback on issues of
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concern and recommendations. W would |ike to courage
pol i cynmakers to use that.

And if anyone is interested, we also will be
pl aci ng on the KidsCom our commentary, show ng the changes
t hat we have nade as we becone aware of this issue.

MR. PEELER  Thank you.

M5. DEFALCO | am Julie DeFalco fromthe
Conpetitive Enterprise Institute.

| think that the argunent that | have been hearing

for the | ast two sessions basically cone down to how you

vi ew marketing and advertising. | think that a |ot of
peopl e have expressed a faint distaste for -- or at least in
some cases nore than faint -- distaste for advertising and,

I think, a defensiveness about advertising. The purpose of
advertising is to give out information on products, and |
think the bul k of advertising literature has shown that

chil dren devel op a nore sophisticated view of advertising

t han people are giving themcredit for. Mst children by
the age of 7 understand the purposes and techniques in
advertising, and they grow nore skeptical -- teenagers, in
fact, are nore skeptical than adults about adverti sing.

One of the other commentors earlier was saying the

FTC shoul d setup a Wb page to, you know, have warni ngs and
everything. | think -- | actually don't understand why

children should trust the governnent anynore than they
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shoul d trust business. | nean, | think that's pretty
mani pul ative. | think that children may not have the
sophi stication to understand the citizens' relationship to
the governnment in the way that they understand the citizens
rel ati onship to adverti sing.

It was al so said because because it's a new medi um
it's a great tinme to regulate. | think that's exactly why
they shouldn't start regulating it, because as soneone said,
we don't know how things will be in six nonths.

So | would just like to see a little nore
skepticismtowards regulation fromthe governnent, the sane
ki nd of skepticismthat's been shown towards vol untary

regul ation.

Thank you.

MR. AVERDICK: Hi, I'mJohn Awerdick. | ama
awer with Stryker, Tanms & Dill in Newark, New Jersey. |
represent a nunber of direct marketing conpanies. | wote a

chapter for the Conputer Law Association online privacy for
a book they recently published. | have witten a nunber of
pl aces on the issues.

| want to suggest first that the FTC on its hone
page put links to all the various sites that have been
di scussed here so that we can go take a | ook at them both
t he ones that were shown earlier, sone of the children sites

t hat have been viewed as problematic. | think that would be
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hel pful to everyone who has attended to be able to | ook
around them and see them

In addition to all ny other qualifications, | am
the father of a 16-year-old. Oher people who have tal ked
have little kids. | have a kid who grew up in a how who
does not renenber not having a conputer, and who has been
online for eight or 10 years. She sees very real privacy
probl ens online, alnost none of which were di scussed today.
There are peopl e grabbing her nane out of a chat room 40-
year - ol ds grabbi ng her name out of a chat roomto send her
mail. She sees no difference between the chain letter
that's send by a bunch of other kids and a piece of
commercial mail, both of things that she didn't really want
to get in her mail box. She finds them equally offensive.
She is very concerned that her father can figure out a way
to get in and take a | ook at her mail, and she wants to set
up passwords that are father-proof, and that's a major
privacy issue.

| think dealing with sone of the issues talked
about today, | amvery taken with Anne Branstrom s point of
view that privacy is a lot nore conplicated than just being
the sinple word "privacy." There is a difference between
secrecy and confidentiality. | think a lot of things the
psychol ogi st was tal king about this norning are not really

privacy issues. The kid's nanme is not that private. The
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kid's age is not that private. You see them wal ki ng down
the street you know what their age is.

The issue really is, is that child capabl e of
maki ng decisions to give informati on away to strangers.
That's a very traditional issue, and it's not really a
privacy issue. | think we ought to think about sone other
words to use for privacy in this kind of context. Maybe one
of themis responsibility, and it struck nme as | was
t hi nki ng, gee, what's the right word, but nmaybe the word is
unfairness. And | realized that there are people who don't
want to deal with that word. And if the FTCis not at this
poi nt tal king about any regul ations, that nmaybe that's a
body of |aw we ought to be thinking about and tal ki ng about
here instead of sonething that's as nmurky as privacy.

Thanks.

MR, PEELER: Last comment.

MR COE: | amgoing to be very, very short.

I think it's five sentences.

My nane is CGeorge Coe, | amfromthe South Sebold
Communi cations, and | just wanted to | eave you with three
pl eases and a statenent.

Pl ease, as you begin to get the point where you
are maki ng decisions, ask the kids and bring theminto

what ever issues you are dealing wth.
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Pl ease, are you are getting to the point where you
are going to be naking decisions, ask parents and get them
into the deci sion-naki ng process.

Pl ease, think about how to educate kids and how to
educate parents, and renenber that guidelines won't work
unl ess you put some kind of a public infornmation aspect into
whatever it is that you are doing, and that this aspect be
much broader than just conputers. You are not going to get
to a lot of people you want to get to if you just think
about putting sonething on the Web. You have got use al
the other nore traditional neans too.

Thank you.

MR. PEELER. Thank you. Now | would like to turn
it over to Chairman Pitofsky.

CHAI RVAN PI TOFSKY:  The hour is late and | wll be
brief. W started off by thanking the staff for putting
together this wonderful set of hearings. | would like to
thank wi th equal enthusiasmthe participants in these
prograns, and the audience, for playing a part in such an
i nformed and t hought ful way.

Thi s agency has a history of bringing people
t oget her, exchanging views, gathering facts, fram ng issues.
And | can't think of a nore appropriate area to do that in
t han where the comercial world neets the future. And

that's the way | felt about these two days of hearings.
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| amextrenely encouraged by the efforts that have
al ready taken place by people who are drafting guidelines,
and | share Dan Jaffe's thought that there is sone
convergence here. At least there is a convergence in the
sense that all participants think this is an inportant
probl em that needs to be addressed.

There has been sone talk, especially in the | ast
hour or so, about whether voluntary guidelines ever work. |
don't think it's appropriate to go into a project like this
with the assunption that voluntary guidelines will not work.

Thi s agency has been burned in the past by groups
who suggested voluntary guidelines and then they weren't
worth the paper they were witten on. On the other hand,
there are other voluntary groups that devel oped self-
regul atory prograns that worked very well. And were
suppl enented, in sone instances, by agency enforcenent
behi nd t hose gui del i nes.

It's one thing to be skeptical, and to be
demandi ng and rigorous about what the guidelines are. But |
just don't see any -- | don't think it's appropriate to
start off with the assunption that they won't work and that
we have to have governnent regul ation

Believe it or not, there are sone people who think
government regul ation doesn't work all that well either.

And in an era in which all of government nust do nore with
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| ess, we cannot afford to ignore the possibility that
cooperation and coll aboration will lead to the appropriate
result.

W w il prepare a report on these sessions. The
report will, | hope, reflect all, or nost, of the views that
were expressed here. | think that several people have
suggested focus groups on sone of these subjects, and |
gather there is already sonme interest on the part of
i ndependent groups of doing exactly that sort of thing.

There is too much information, too many issues
have been explored here to try to digest themat this point,
but we will have a report. And with that report, we wll
see where we go fromthere.

| want to thank all of you for your excellent
participation in these sessions.

(Whereupon, at 1:12 p.m, the workshop was
adj our ned.)
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