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PROCEEDI NGS
MR. EICHORN: We're getting a little bit of a
|ate start this nmorning ironically because of security
downstairs, but we're ready now, so let's roll on.

| just have a few brief announcenents. On the

mundane side, in your packets you'll find order forns
for sandw ches fromthe cafeteria upstairs. |If you're
interested in pre ordering a sandw ch, you can fill out

that formand pass it to the end of the room find me or
sonme other staff and hand us that form and we'll|l make
sure that you have a pre ordered sandw ch.

Al so, as many of you have al ready discovered,
there's no coffee outside, but there is coffee upstairs
on the seventh floor in the cafeteria, so if you need
coffee at any point, it's right off the el evator bank.

Also | would ask that you all turn off your
pagers and phone ringers just as a rem nder.

I n our workshop today, we're going to be having
gquestions fromthe m ke here at the end of each panel,
so if there are people in the overflow roonms who want to
ask questions, we ask that you conme up to the room at
the appropriate time in the panel. The noderator wll

i ndi cate that people can come up for questions, so if
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you're in 532 or 332, you m ght want to come up here.

Al so, the record for this workshop is going to
be open for another nonth, until June 21st, so if
there's any comment that you want to get into the record
that you want to provide to us, we would be happy to
receive that. You can email those to us at Security
under | i ned Workshop at FTC. GOV.

At this point, it's nmy pleasure to introduce
Chai rman Muri s.

CHAI RMVAN MURI S:  Thank you very nuch, and
wel cone to our workshop on consuner information
security. We're here today because information security
has become not just a business issue, but an inportant
consunmer issue as well.

Conmputers are black boxes for nost people.

Their workings are a nmystery. Unfortunately, for too
many, that sanme sense of nystery extends to the threats
that exist. Too many consuners |earn about security the
hard way, after they've set |oose an email virus in their
system or their conputer has been taken over and used in
a deni al of service attack.

| want to thank you for comng to help educate
us on these issues. | especially want to thank our

panelists who traveled from near and far to be with us.
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We've |lined up an inpressive groups of experts to

di scuss the current state of consuner information
security, as well as new and energi ng ways to inprove
t hat security.

Because the audience will also ask questions, we
| ook forward to I earning not only fromthe panelists,
but also from you.

| believe in the value of information. The
average Anmerican enjoys access to credit and financi al
servi ces, shopping choices and educational resources
that earlier Americans could never have imagi ned.

Today we can check our credit card and bank
bal ances over the phone 24 hours a day. W can order
books, clothes or gifts online while we are having our
first cup of coffee in the norning, or we can review our
finances in a convenient, consolidated statenent
whenever we |ike.

Even with the decline in Internet stock prices,
the inmpact the Internet has had on our econony is hard
to overstate. The free flow of information that
conputers and the Internet make possible is of enornous
value. We marvel at the ways that the conputer and the
| nt ernet have changed how Anericans |live, work and pl ay.

Wth the enornous benefits have cone new
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chal l enges. Instead of lions, tigers and bears, there
are viruses, hackers and wornms. The destruction theft
or disclosure of consuner's data are serious problens.
Sure, consuners use their conputers to emanil jokes and
play Solitaire, but they also use themto store
sensitive informati on such as passwords, financi al
records and health data.

Just cleaning up a virus infected conputer can
be time consum ng and expensive, and as ever nore
power ful conputers get hooked up to broadband I nternet
connections, the potential consequences from security
i ncidents grow.

Consuners' security affects everybody. Wen
hackers harness many conputers together to attack a
particul ar target, the operation of the network as a
whol e is affected.

Many busi nesses, such as snmall ones wi thout full
time systens adm nistrators, face the same security

chal | enges that consunmers do. Businesses as a whole

hold nore information in their databases about consuners

t han consunmers hold thensel ves.
Thus, the security of businesses that mintain
consumer information, whether that informati on was

originated online or off, is an inportant consuner
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i ssue. Businesses that transact with consunmers online
have anot her reason to care about security. B-to-C
e-commerce would suffer if consunmers were to |ose
confidence that they can transact safely online.

To educate ourselves about these issues and to
see what role we mght be able to play in encouraging
strong but workable security practices, |ast COctober |
publicly raised the idea of having a workshop on
security. Since then Comm ssioner Orson Sw ndl e has
taken the leading role in making this workshop happen.

Many of you know that Conm ssioner Sw ndl e has
been heading the U.S. delegation to the working group
that is advising the OECD security guidelines. Tonorrow
nmorning he will be speaking to you about that process.

Many substantive issues that the Comm ssion is
currently working on involve security. For exanple, we
just issued a final rule to inplenent the safeguard
aspect of the Gramm Leach-Bliley Act. The rule
requires, anong other things, that financial
institutions covered by the rule establish and maintain
an information security programto protect their
consuners' personal informtion.

We expect to issue educational materials about

the rule for consumers and busi nesses very shortly.
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We're al so working to reduce identity theft, which is
t he | eadi ng source of conplaints made to the
Commi ssion's Consuner Sentinel database. |If a database
hol di ng consuner's personal information is not secure,
it is easier for a hacker or disloyal insider to gain
access to that information to steal soneone's identity.
And we're working hard to make sure our own house is
order.

Here at the FTC, we've been going the extra
di stance at all levels of the agency to put tighter
security procedures in place. Last nonth | sent a
menorandumto all of our staff stressing the inportance
of information security to the Comm ssion's m ssion and
| aunchi ng a new security program

We' re upgradi ng our equi pnment and
infrastructure. We' re devel oping security plans for all
maj or systens and applications. W' re initiating
internal and external audits to assess our program
We're strengtheni ng password requirements. W' re going
to be briefing all staff, not just IT personnel,
annual ly on conputer risks and threats, and we'll be
teachi ng best practices for honme conputers. W believe
that practicing good security at home will carry over to

wor k.
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These efforts parallel those being made all
across governnent agencies to nake cyber security a
priority.
It's my great pleasure now to introduce the
person who is |eading those efforts on behalf of the
adm ni stration.
Dick Clarke is the President's special advisor
on cyber security issues, and chairs the President's comm ssion on
critical infrastructure protection. Like TomRi dge, Dick has the
f or m dabl e t ask of coordi nati ng numer ous agency security efforts, as |
understand it, 23 different federal agencies.
| want to highlight just a couple of the issues
on which Dick is working. He's formulating the national
strategy for cyber security, a multi pronged strategy to
i mprove the security of governnent agencies, businesses
and consuners.
Anot her issue is consuner education. Dick's
t eam has been very active in working with the private
sector to get security information to consunmers. Many
of the organizations involved in the effort are present
here today.
Before his appointnment as special advisor to the
President, Dick served as national coordinator for

security infrastructure protection and counter-terrorism
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on the National Security Council. As national
coordinator, he led the U.S. governnent's efforts on
counter-terrorism cyber security, continuity of

gover nnment operations, donestic preparedness for weapons
of mass destruction and international organized crines.

In the George HH W Bush Adm nistration, Dick
was the assistant secretary of state for political
mlitary affairs. |In that capacity, he coordinated
St ate Departnment support for Desert Stormand |led efforts
to create post war security architecture.

In 1992, General Scowcroft appointed M. Clarke
to the National Security Council staff. He continued as
a nmenmber of that staff throughout the Clinton
Adm ni stration.

In the Reagan Adm ni stration, Dick was the
deputy assistant secretary of state for intelligence.

Dick's a career nenber of the senior executive
service and began his federal service in 1973 in the
O fice of Secretary of Defense. | think you can see
he's extraordinarily well qualified for his current
t ask.

Di ck, wel cone.

(Appl ause.)

MR. CLARKE: Thank you, Tim and thank you al
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for com ng.

| want to really thank Timand Orson for putting
this together because we see this two-day workshop as
part of the national outreach effort that we are meking
as we develop the national strategy that Tim nmentioned,
the national strategy to secure cyberspace.

The President wants a national strategy, but he
doesn't want it to be witten by a bunch of bureaucrats
who have worked in the Reagan Adm nistration and the
Bush Adm nistration and the Lincoln Adm nistration.

He wants it witten by and with the public, and
that's a unique chall enge. How do we get the consuner,
how do we get the enterprise operator to think that this
is her problemor his problemto the extent where they
feel that they need to help us draft a national
strategy.

Today's neeting is part of a series of neetings
that we're having designed to get public input, and we
thank the FTC for setting up a nmechani sm where there
will be an opportunity for public input.

We're al so having town neetings. W had the
first town nmeeting |ast week in Denver and next week in
Chi cago and then Portland and then Atlanta, again to ask

people to think about the problem as part of our
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12
awar eness effort, but also to ask people to tell us what
they think on key issues before the strategy is
devel oped.

The other part of the openness and transparency
of the national strategy is that it will be online.
Sections of it will be witten by the interest groups
t henmsel ves. The section on how we secure the vast
conputing powers of Anerican universities wll be
written by American universities.

The section on how we secure the banking and
finance sector will be witten by the banks thensel ves
wor ki ng together and so on throughout all of the key
sectors of our econony.

The strategy will also be one that can be
qui ckly changed. It has to be capable of living in
Internet time and changing on Internet time, so that
when we see the threats change, so that when we see that
what we're doing isn't working, so that when we get new
i deas after it has first gone online, it can still
change and adapt. Qur goal is to put the first strategy
online before the end of the sunmer.

The topic today deals with privacy and deal s
with the consuner. Qur strategy envisions five |evels

and policy at five levels, beginning with the gl obal

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

| evel, global policy. Orson Swi ndle has been working
with OECD as part of our international effort.

The fourth |level counting down, the fourth
| evel , national |evel issues such as what's our research
agenda, what awareness program should we have, what
educati on program shoul d we have.

The third |l evel involves the work of the vari ous

sectors of our econony |ike banking and finance, |ike
transportation, like electric power, what should they do
t oget her.

The second | evel is what should be done at the
| arge enterprise, how do you secure a big conpany.

The first level is the topic we're dealing with
today, and that is what should be done to help the
average consuner, the hone user, and the smal
busi ness?

This is a new thought. 1In the past, national
pl ans and activities focused on cyber security have not
focused on the average hone user, and nobst of us,
whet her we work in banking and finance or the governnent
or the press or academ a, are honme users, and there are
i nportant questions, which we need to address as we put
this national strategy together.

Let me suggest sone of them | know many ot her

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025

13



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

speakers here are going to raise themover the course of
the next two days. Particularly since | see so many
famliar faces in the audience, | know these questions
are going to be raised, but nonetheless, |et nme suggest
a few for you.

How can the honme user w thout knowing it hurt
ot her people? Timnentioned distributed denial of
servi ce attacks, and we've seen that happen already.
This is not a theoretical possibility where the hone
user, w thout knowing it, has their conputer attacked.

Their conputer is then -- a part of their
conputer is then covertly taken over by an automated
program and it sits waiting for instructions or it sits
waiting for a tinme, and then when that time cones, it
| aunches what's called a distributed denial of service
attack, firing nmessages out many tines a second, and it
does it in concert with hundreds or thousands of other
conputers, and those nessages fromall of those
conputers are ainmed at one site on the Internet.

The effect can be that that site closes down
under the volune, that the routers and the servers crash
under the wave.

Last July we had a sinm|ar experience, it was

call ed Code Red where servers, not hone PCs, but servers
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were infected. Tens of thousands and then 20s of

t housands of servers were infected by a virus that
became a worm and on signal it was going to attack one
web site.

And as we becanme aware of tens of thousands, 20,
30, 40, a hundred thousand servers being infected, and
we could watch the nunber go up by the hour, we worked
in the government and in the private sector together as
a teamto try to figure out what to do.

The first question was, whose web site was it
that was going to be attacked by this massive denial of
service attack, and when was it going to occur. About
four o' clock in the afternoon, | got the news, | was
going to say the good news, but | got the news whose web
site it was going to be. It was mne, that is to say,
it was White House. GOV. And when was the attack going
to occur? Four hours |ater.

We t hought about that and said, Well, you know,
maybe the White House web site will just come down for
repairs this afternoon so we won't actually be knocked
of f and be enmbarrassed. Then we thought a little bit
nore. The White House web site wasn't the point.

The point was that a massive tsunam of that

scal e com ng down the Internet, going toward one site
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woul d knock off routers and switches as it cane down the
Internet, so it would damage nuch nore than just our
ability to put up the daily press briefing on the Wite
House web site.

And so working together with the private sector,
with governnment agencies, quickly scranbling between
four o'clock in the afternoon when we figured it out and
eight o' clock in the evening when it was supposed to
occur, we devel oped a strategy, and that strategy was to
go to the Internet service providers, the big ones, and
say to them Block traffic com ng to us, not at the core
servers but at the edges of the Internet.

Well, you m ght imagine the reaction when you
pi ck up the phone and you call one of the large |ISPs and
you say, H, I"'mfromthe White House, | want you to
block all traffic to the White House. It took a little
bit of persuading, but by eight o'clock, all of the
maj or | SPs had not only agreed to do it, they had done
it, and they had bl ocked all traffic to that I P address
at the edge servers, and when eight o' clock cane,
virtual ly nothing happened.

That tsunam did not occur, and that denial of
service attack was not successful, but that's one of the

bi g ones that you hear about. In point of fact, denial
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of service attacks occur every day. There are hundreds
a nonth aimed at all sorts of different sites all over
the Internet and all over the world, and many of them
are happeni ng because the honme consumer hasn't been told
how to prevent his or her conputer from becom ng a
zonbi e. Many people don't even know when their conputer
has beconme a zonbie.

How el se can the honme consuner hurt other
people? |If you work at home, as nore and nore people
do, or if you are forced to work out of a hotel room
when you're on the road, as nore and nore people are
regrettably forced to do -- we used to play tennis and
swimin the hotel pool, now we're online all the tinme --
you can hurt your conpany by doing that.

Soneti mes you want to hurt your conpany when
you're doing that, but w thout intending to because your
home PC or your |aptop that you take on the road can be
infected with a virus or a worm and when you connect to
your office, sonetimes you connect through what's call ed
a virtual private network that allows you to go in
securely behind your conpany's firewall.

Well, that's good, isn't it? It's a secure
connection. Yes, the connection is secure, but the PC

from which you're operating your |laptop in the hotel

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

18
room your desktop at honme, may not be secure, and what
you have just done is established a secure net that
allows a virus or a worm or a back door to nove
unchal | enged through the firewall of your conpany and
into your conpany's network

Because? Because you didn't have the | atest
anti virus software. You didn't have the | atest patch
on your operating system or application. You didn't
have a firewall through your home system and your
conpany didn't require that you do, or if it required
it, it didn't have a way of verifying your software was
up to date.

It's a little nore obvious how honme users can
hurt thenmsel ves. They can hurt thenselves by | eaving
credit card information and other identity information
on their hard drives and then again not updating their
virus software, their operating system software, and if
t hey have a cable nmodemor if they have a DSL |ine, not
having a firewall.

| checked the other day a |ist of about ten
providers of DSLs, and |I found only one of themthat in
the course of saying, We offer you a DSL servi ce,
menti oned that, Oh, by the way, you ought to get a firewall.

It's strange. It's a bit |ike offering sonmeone
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a car without an airbag or seat belt, and yet al nost
every DSL provider with a few exceptions, alnost every
cabl e nodem provider with very few exceptions w |
provi de you that connectivity and say, Go for it,

wi t hout ever telling you that by having a constant
connection, by having a static |IP address, you are
enormously increasing the chances that your conputer
wll be attacked, and if you don't have a firewall,

al nost ensuring that your conmputer will be attacked.

So what should consunmers do? Should they go out
every day to a web site and check for the |latest virus
software, for the latest fix to their operating system
for the latest fix to their firewall? It's a lot to
ask.

Now, sone operating systems, sone very common
operating systenms in their |latest version do offer
automati c updates. There are questions there about
whet her or not you want soneone doi ng automatic
updating. It's a question about how you know what
you're really downl oadi ng when you get that automatic
updat e.

Sone virus software, in fact nost of the nmajor
provi ders now of fer automatic updates, but should it be

so hard? Should we put that nmuch burden on the
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consunmer? Should we ask themto worry about all of
these things, or is there a way in which we can
encourage Internet service providers, perhaps by
charging a premum to offer secured service?

Frankly | think if nost Americans were offered
the choice of connectivity for $20 a nonth wi t hout
security features and $22 a nmonth with security, | think
al nost everyone would go for the $22 a nonth, and yet
that offer isn't there for nost Anmericans. Mst persons
cannot pay a little nmore and get their ISP to do that
work for them

The I SPs can send you a firewall when they give
you a DSL connection or cable nodem They can scan the
software that you use to see if it's up to date, if you
allow them They can automatically provide you updates
for common applications. They can make sure that your
anti-virus software i s updated.

You really shouldn't have to worry about that
all yourself, but today you do. Most Anmericans are even
unaware that they need to do these things, so one of the
things that's already becone very clear to us in
devel oping the national strategy is that we nust give a
hi gher priority to national awareness.

| see many people in the audi ence who have
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hel ped us already by creating the National Cyberspace
Security Alliance, conpanies, NGOs |ike SANS and ot hers,
have hel ped us to put online a very helpful site called
StaySaf eOnl i ne. I NFO. For those of you who haven't
seen it, | urge you to go there.

It's designed for the home user to tell them how
to secure their systems and how to get even nore
detailed information if they want it. It's also
designed to help the parent who worries about letting
their child online at an early age.

| knew children were getting online at an early
age, but | didn't know how young until a week ago
Saturday when | saw a young girl, who's not yet three,
while I was talking to her parents, wal ked over, turned
on the computer, went, found the CD, put it in and got
up on the chair and started using the nouse and pl ayi ng
with her CD, not yet three years old.

That's great, but it also neans that she can do
it when her parents aren't around, and it al so neans
t hat having parents know about safety and parenta
controls is becoming nore and nore inportant all the
tinme.

The other topic for this two day session -- in

addition to the issue of what the consumer needs to do,
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the other topic is privacy, and many people have said to
me, How are you going to reconcile the requirenmnents of
security on the Internet with the requirenents of
privacy, and one of the questions that we put for
national discussion is to achieve IT security on
America's critical infrastructure, do we need in any way
to nmodify privacy rights.

| al ready know the answer to that, and it's no,
but | want that issue discussed, and I think it would be
a big mstake for us to develop an IT security strategy
for the country wi thout spending a ot of tinme as
American citizens together talking about privacy rights
and our desire to maintain our privacy rights and to not
have them infringed as we increase security.

To nme, privacy and security online are two sides
of the same coin. |It's absolutely inpossible to achieve
privacy w thout good IT security, and unfortunately,
what we're seeing all across the country is that privacy
information is being stolen because institutions are not
practicing good IT security.

| spent the day Friday at a major university in
the Mdwest that told me of nmultiple incidents across
the country where Social Security nunbers and ot her

i nformati on has been stolen at universities because
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until now universities have thought that I T security was
anat hema and sonmehow an infringement on academ c
freedom Well, not anynore.

Enor nous conputing power exists on university
canpuses, and students need to ask and professors need
to ask of their university what is being done by that
university to protect their privacy rights.

One of the questions that has becone popular in
the last six nmonths is do we need a national identity
card, and | also know the answer to that. No. Anerican
peopl e, even in the wake of Septenber 11, in all the
polling data, a |arge segnent of the American people say
they don't want a national identity card, and | don't
t hi nk we need one, but we have to be careful in saying
no to a national security card that we don't say no to
user identity cards.

One of the ways that we can enhance security on
governnment systenms is by having better identity cards
for governnment enployees. The Pentagon has been
pi oneering this with sonething called the Conmon Access
Card, that is an identity card with bionetric
information on it that gets you into a defense
departnment building. It has a building pass, an

el ectronic building pass, and then also allows you to
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log on to a conputer.

Wt hout that card, you can't log on to the
conputer, and with that card, you can be assured that
the person's whose nanme is logged on is, in fact, the
person to whom the card was issued because it requires
bi ometric two source authentication.

It seens to be working. As with any |arge
program -- already over two and a half mllion have been
given the card. As with any large card, there are sone
initial start up problens, but it does seem prom sing,
and we do need to ask whether or not security in
general, including privacy, at government institutions
coul d be enhanced by taking that kind of two
aut hentication smart card and requiring it as a way of
| oggi ng on to governnent systens, if you're a government
enpl oyee, either at work or at if you' re telecomuting.

Security also raises the issue of anonymty. So
much of the security violations that have occurred on
the Internet have occurred by people who are anonynous
or who have spoofed their identity or who have stol en
their identity, and it does seemto ne that we need --
whil e we enbrace privacy rights, we need to ask if
there's a distinction between privacy and anonynm ty and

whet her everywhere on the Internet is a place where you

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

25
shoul d go anonynmously or whether there are |arge
sections of the Internet where we need to prevent
anonymty.

Certainly there are sonme places where it doesn't
matter, but there are lots of places on the Internet
where anonymty is a great risk to security and to
privacy rights. |'m anonynmous when | go to ny county
i brary and wander through the book stacks, and that's
fine, but | shouldn't be anonynous if | go to the county
hospi tal and wander through the medical records. That's
not fi ne.

We need to make that distinction, and we need to
find ways of ensuring that when you are on a web site or
part of a network that has sensitive information and
privacy information, that you are not anonynous or that
you are not spoofing your identity.

There is another way in which security can
affect all of us, and it's when we do business with a
conpany or an institution that does not nmintain
security. How do we know that when we provide our
information to a conpany or an institution, that it is
living up to sonme set of good practices for IT
security?

Typically we don't. |If we do comrerce online,
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we may be able to see that the web site is using sone
sort of encryption. W always |look for that little |ock
on the bottom of the web site before we put our credit
card information down.

Of course, I'"'mtold it's rather easy to have a
little lock on the bottom of your web site whether or
not it's a secure site, and sonetines we | ook for the
name of a particular IT security conpany that is
guaranteeing the security of the transaction, and with
that we feel secure, and the transaction is secure, but
after the data goes into the database, that may not be
secure.

The information that you have seen on the web
site says that your session, your linkage to the conpany
is secure, but it doesn't tell you anything about what
that conmpany's IT security practices are. Online
banking is a great thing, and you can tell frequently if
the web site is secure, but you are, for the npbst part,
unabl e to determ ne whet her the bank has good security
practi ces.

There are no disclosure requirenents. There are
no di scl osure requirements about whether or not the bank
or other institution with which you are dealing with

onl i ne has been hacked. How often has it been hacked?
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How badly has it been hacked? There are no disclosure
requi renments about what its IT security practices are.
Who is the chief IT security officer of the conpany?
How much noney is being spent as a percentage of revenue
or as a percentage of the IT budget on IT security?

When was the last time the organization, the
conpany had an outside vulnerability assessnment? Wre
the findings of that vulnerability assessnent
rectified? These are things that you m ght want to
know.

VWhen we dealt with institutions online prior to
the Y2K rol|l over, we were able to find out whether or
not the institution we were dealing with was Y2K
conpliant, and nost of us, in our nmonthly bills, got
| ong statenments in small type face telling us sonething
about Y2K conpliance fromour credit union or whatever
institution it was we were dealing with, but you don't
get that today with your nonthly bill or your stock
information if you happen to be an investor.

You are largely left in the dark as an investor
or as a consuner about the security practices of the
organi zations with which you deal.

We all know that |IT security is conplex, but

there nust be some sinple statenent that can be made
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about conpliance with sone set of best practices. |
don't think the governnment should wite those best
practices. | think industry groups together with
consuner groups should get together and establish sone
notion of what best practices are for certain kinds of
conpani es.

But | do think sonebody ought to provide sone
list, some criteria for evaluating, if I'mgoing to do
busi ness with a conpany, whether or not that conpany is,
in fact, secure.

These are all issues that we intend to address
in the national strategy. They're issues | hope you
address today and tomorrow and on an ongoi ng basis as we
devel op the strategy, as we get it online and as we
continue to nmodify it.

We | ook forward to these two days. We |ook
forward to your input because it's vitally inmportant to
us as a country that the IT revolution continue, that we
go into the next stage of that IT revolution, and that
we realize all the econom c and social benefits that
will come when we nove to the next step up the | adder of
| T depl oynent across the country, but as John Chanbers
said in Decenber, CEO of CISCO we will not get to that

next step on the |adder of IT deploynment unless we can
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achieve I T security.

Thank you very nuch.

(Appl ause.)

MR. EICHORN: We do have a few mnutes for
gquestions. If anyone has questions, you're welcone to
conme up to the m ke

MR. ABRAMS: My nane is Marty Abrans. Do you
have any thoughts about whether user IDs should be used
on honme conputers to assure better authorization and
aut henti cati on when dealing with sites?

MR. CLARKE: | think if you' re dealing with a
site online where you want to have high | evel security,
not just on your end, but you want to know that the
organi zation when it deals with other people are also
secure. You know when you | og on, but you' re you, and
t herefore you think, Wiy do | need to have sone sort of
smart card to prove it.

It's not because you woul d abuse the system
It's because the next person that |ogs on and says it is
a custonmer m ght abuse the system so | would feel safer
personally if | were doing business with a conpany
online and it did ask ne to use sone sort of smart card

because then | would know that no one else is going to

be able to log in without having their identity in some way
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verified.

| think that increases the chances that the
overall system the overall network that you're
connected to, won't be conprom sed, and since you're
probably providing that network with privacy
information, with financial information, you want it
secure all the tinme, even after your session is over.

MR. CLARKE: Hi. Drew Clark with National
Journal's Tech Daily. When you talk with the tension
bet ween anonymty and security, are you saying sonething
beyond the fact that individual businesses should be
permtted to require smart cards and ot her type of
t hi ngs?

I n other words, are you saying that there ought
to be sone societal set paraneters for when people can
be anonymous online and when peopl e cannot be anonynous
onl i ne?

MR. CLARKE: No, what |I'msaying is that | think
there are | arge sections of cyberspace where inportant
information is transacted. It doesn't have to be
consunmer information. Sonmetines it's consumer
information. Sonmetinmes it's nerely business to business
activity. Sonetinmes it's the managenent of the electric

power grid. Sonmetimes it's the managenent of a mmj or
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rail system

For all of the critical infrastructure functions

and for nost of the e-commerce sections, | think
anonymty is a security risk to the individual. There
are clearly large sections of the Internet where it
doesn't matter.

Before com ng over here, | thought | would try
to find some jokes about consuner protection, and so |
went online and found five sites with jokes about
consunmer protection. | think |I ought to be able to do
t hat anonynously.

MR. FOX: Jeff Fox, Consunmer Reports. You
menti oned before that we're going to be devel oping a
nati onal strategy, a national policy for information
security. You nentioned that certain industries wll
develop a strategy with input fromthe industry.

Are we going to be devel oping a strategy for
consuner's hone conputers, and will consuners be
devel opi ng that strategy, and what kind of input wll
you get from consuners?

MR. CLARKE: Level one of the strategy is about
t he home user, and we are | ooking for ways to find
groups, consuner groups to help us draft that strategy,

and if you can give us ideas about that, we would
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wel come it.

MR. LANE: Hi. |I'mTerry Lane with Washi ngton
Internet Daily. The cyber security strategy, will there
be any provisions to conpel industry to adopt certain
gui del i nes or regul ations? How would that work as part
of enforcenent?

MR. CLARKE: | think in general having the
governnment conpel industry to do certain things with
regard to cyberspace security is probably a bad idea. |
say in general because the Congress has already passed
the Gramm Leach-Bliley Act on banki ng nodernization
whi ch does include sone cyber security regulation, and
it's al so passed HI PAA | egislation on health care which
al so applies sonme regulation with regard to cyber
security.

| think in general regulation is a pretty -- in
the area of cyberspace security in general is likely to
be pretty ham handed. By the tinme that we were able to
write, publish, get coment on and go into effect
cyberspace security regul ations, they would likely be
out dated since the technol ogy and the networks and the
system so rapidly evol ve.

So what we're trying to do instead is to

stinmulate the marketplace and to encourage codes of best
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practices, sets of standards that are devel oped by the
vendors and by consunmers, by the critical
infrastructures that use the technol ogy and then to have
t hose standards and those best practices clearly and
publicly articul at ed.

The banki ng and finance community is on its own
now devel oping a set of cyber security standards one by
one. They started off with wireless security, which |
al ways t hought was an oxynoron, but in any event they
are devel opi ng cyber security standards, and people w Il
be able to see them and know whet her or not their
institutions are participating in these voluntary
st andar ds.

| think that probably given the technol ogy
aspect and the speed aspect is the best way of doing it,
not conpul sory governnment regul ati on.

MR. EICHORN: Dick, this will be the | ast
guesti on.

MS. FRAKER:. Hi. |'m Mary Fraker from Powel |
Tate. | was wondering what kind of nonitoring
capability you have that enabled you to anticipate this
enormous attack on White House. GOV, how you knew al
t hese things were flow ng out and waiting.

MR. CLARKE: W don't have a nonitoring
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capability, but the Internet service providers do. They
monitor their own network, and what they were able to
see was a rather | arge and unprecedented spike in
network traffic, which led themto try to figure out
what it was.

And then we received from NGOs |ike SANS, Al an
Paller is here from SANS, from ot her organizations |ike
CERT at Carnegie Mellon, we were told by these non
governnmental institutions that something was going on,
and they then began to figure out what it was. Rich
Pet hia played a conpany role, back here in row five,
over that weekend in figuring out what it was and
telling the governnent what it was.

There is no Internet command post. The Internet
is dispersed. There's no place in the governnent that
monitors the Internet, so we rely heavily upon the
cooperation of industry and NGOs |i ke CERT and SANS to
tell us when there's an anomaly, and then we have to
work with them

The governnment can't solve these things by
t hensel ves. When we tal k about public private
partnership, we talk about it so nmuch that sonetines
peopl e get sick of hearing me say it, but the reason we

tal k about it so nmuch is that this is a problemthat
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does risk our national infrastructure. It does risk our
national econony. |t does risk our national defense,
dependi ng upon who the actor is and what they're doing.

The governnment can't do it itself, the

governnment can't defend this country's cyberspace itself.

The FBI, the Arny, the Navy, put them all together, they
can't do it. Cyberspace has to be defended in
cooperation with the governnment because we have sone
i nformati on and assi stance and sone capabilities that we
can provi de, but whether it's your home cyberspace or
t he cyberspace of the electric power grid or the
cyberspace of the railroad industry, you really have to
do it yourself.

MR. EI CHORN: Thank you, Dick.

(Appl ause.)
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"PANEL 1: Current State of Consuner Information Security"”

MARK EI CHORN, MODERATOR, FTC

MARY J. CULNAN, PH.D., Sl ade Professor of
Managenment and I nformation, Bentley Coll ege

LAVWRENCE DI ETZ, Director of Market Intelligence
Communi cati ons, Symantec Cor p.

JEFF FOX, Senior Projects Editor, Consumner
Reports

BRUCE HEI MAN, Executive Director, Anericans for
Comput er Privacy

ROB LEATHERN, Anal yst, Jupiter Medi aMetrix

RI CHARD PETHI A, Director, CERT Centers

MR. EI CHORN: Panel 1 panelists, do you want to
come on up?

H. Hello again. |'m Mark Eichorn. | didn't

i ntroduce nyself earlier. | wanted to introduce Jessica
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Rich and Ell en Finn and Laura Berger up here in front,
we are together the teamthat's been responsible for
putting this together, and Maureen Cooney, who will be
doing the international panel.

Just ground rules for today for the panels,
every one of our panelists has an illustrious history,
and those are provided in your packets in the bios.

We' || be making very brief introductions this afternoon
and this norning.

Also for the panelists, | would like to rem nd
all the panelists to stick nore or less to the tine
l[imts that we' ve discussed earlier just so that we can
keep on schedul e.

OQur first panel is the Current State of Consuner
| nformati on Security, and we're going to be talking
about issues such as what the risks are and how t he
ri sks are changi ng and what the harns are and the inpact
on consuners, so if any of you have remarks on Dick
Clarke's views, we may get to that as well.

At sone point during this panel, we're going to
take a break and then reconvene with the same panel, but
we will basically go for the norning here.

Rich Pethia, I would like to start with you.

Rich is the manager of the Network Systems Survivability
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Program at the Software Engineering Institute, the
director of CERT, and he's also active in the Internet
Security Alliance.

Ri ch?

MR. PETHI A: Yes, what | wanted to do is just
hi ghl i ght some of the things that Dick Clarke nentioned,

the first one being is that this is a problemthat is

here today. |It's not one that we m ght see sonetine in
the future. 1It's not one that we have five years to get
ready for.

We are one of about 160 different security
i nci dent response teans scattered around the planet, and
every day we receive reports of intrusions in the
systens. We receive reports of denial of service
attacks. We receive reports of systens being
conprom sed in one way or another, and in fact we get a
| ot of reports.

Last year we had over 52,000 separate incidents
reported to us. Things |ike Code Red and the Ni nda worm
each count as one in that list, and so while there are
sone of these things that make the press occasionally as
big news itens, the real fact is these things happen
every day, and the problemis grow ng.

Last year, as | said, we had 52,000 incidents
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reported. The year before that it was about 20, 000.
Ri ght now with the first quarter nunmbers in it |ooks
like we're on track for alnmost a hundred thousand
incidents reported this year

The problemin terns of nunber of reports being
generated is doubling every year, and that's just that
data that we see at our center. That does not count the
data that's being pulled at those 160 ot her
organi zations or in organizations |ike SANS that also
receives reports fromthe outside comunity.

Anot her key point | think is that this is not a
static problem It's not |like there are 16 things out
there that we have to fix, and once we fix themthe problem
goes away. This probl emchanges every day. There are newthreats t hat
occur on a regular basis. The intruders, the
bad guys, understand the technology. They lIearn nore about
it every day. They're getting better at finding flaws in the
t echnol ogy.

They share this information with one anot her.
Especially over the last five years, since 1997, we've
seen the wi despread use of automated tools that are now
avai l able widely on the Internet. These tools have now
literally brought us to the point where there's a point

and click attack culture where people with very little
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techni cal sophistication can successfully attack other
machi nes connected with the Internet because the attack
technol ogy itself has evolved to the point where it's a
very easy thing to do.

Anot her point is that the technol ogy that we all
rely on, the | aptops, the PCs that we have in our hones,
the servers that we have in our corporations, all of the
products that are out there in sone way or another have
sonme significant nunmber of security flaws.

Again in 2000, in the year 2000, we had about
2,500 security vulnerabilities that were reported to
us. This year -- and by vulnerability I mean a flaw in
the software that allows an intruder to take advantage
of a flaw and sonmehow get better access or get access to
the machine. This year at the current reporting rate,
we're on track for alnmost 5,000 new vul nerabilities
bei ng reported.

So the attack technol ogy continues to change.
The technol ogy that we're dependent on continues to be
faulty in one way or another, and so whatever sol utions
you have in place today, you can be virtually assured
that you're going to have to do something different
t onorrow because the picture's going to change yet

agai n.
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So it's a problemthat's here today. It's
growing. It's changing. It is becom ng nore
significant, and for the little bit of data that we al
have on inpact, and there are very few conprehensive
surveys avail able, but the Conmputer Security Institute
in collaboration with the FBI does an annual survey on
the inmpact of some of these problens, and we see from
that data on a year by year basis, as limted as it is,
there are significant | osses being incurred at financial
organi zations, and you can be assured that in one way or
anot her as consuners those |losses will be passed on to
you.

So | think there's a lot of work to do. It's a
problemthat as | said we don't have tinme to get ready
for. W have to start dealing with it now. | think
there are lots of avenues available to us to attack the
problem from i nmproved technol ogy, to nore awareness, to
nore advocacy and activity on the part of consumner
gr oups.

| think one of the things that's really m ssing
right nowin the world is a set of advocates for
consunmers who can help get this issue on the table,

i ncrease awar eness and begin to bring pressure to bear

agai nst the technol ogy producers and suppliers to
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produce a better product that we all depend on.

And hopefully the next discussions over the next
coupl e days will highlight nore of these issues.

MR. EI CHORN: Thank you, Rich. Rob Leathern,
Rob is an analyst at Jupiter MediaMetrix covering
online paynments. His research focuses on using the
Internet to enable and stream ine financial transactions
for consuners and busi nesses.

Rob?

MR. LEATHERN: Thanks. As sonme of you may know,
Jupiter MediaMetrix is an online market research and
anal ysi s conpany. MediaMetrix is our audi ence
measurenment. We have a panel of over a hundred thousand
U. S. users, and we can nonitor what sites they visit and
ot her aspects of their online behavior patterns.

Jupi ter Research, which is the group I work for
does research into what consunmer behavior and --
busi ness behavi or when they're dealing with consuners
goes in to. | nyself have been responsi ble for hel ping
i nform busi nesses how t hey shoul d encourage consunmers to
interact with them through web based and wirel ess
interfaces, specifically |ooking at transactional based
busi nesses such as online retail and online financial

servi ces.
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And | really agree with M. Clarke this norning
that privacy and security really are two sides of the
same coin. W find that overcom ng security and privacy
fears relating to credit card and personal information
is the biggest thing holding back people from making
onl i ne purchases.

In fact, of people who browse and | ook for
product information online, that is people who have not
yet made an online purchase, 51 percent say that better
security for their credit card or personal information
is what is required before they will consider naking a
purchase onli ne.

We also find that there's kind of an increnental

adoption pattern that consuners undergo. They will sign
up for Internet access. They will be checking and
receiving emails. They will then nove on to things I|ike

onli ne purchases, eventually noving over to conducting
onl i ne banking and bill paynment.

In fact, online bill payment is one of the
greatest grow ng applications we've seen over the past
two years, two to three years. So really that is
sonething that is really growing and is threatened by
sone of these security concerns we see out there.

The trade-off between conveni ence and security
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is one that continues to chall enge businesses. There's
al so evidence that it's really been way too conveni ent
for consunmers up to now.

We did a survey in August |ast year where we
asked consuners if they would be willing to undergo, to
undertake certain additional activities to strengthen
the security of credit card transactions online. \What
was interesting about the survey is we asked pretty nuch
the sanme question for consuners about their online
transacti on experiences as we did about their offline
transacti on experiences.

24 percent of people say that they saw no need
to increase credit card security offline, but only 14
percent of consunmers saw no need to increase security
online. |t appeared that many consumers were willing to
undertake additional activities in order to strengthen
the security of their credit card information.

For example, 49 percent of people say they would
be willing to type in an additional pin or password
created or provided to themby the credit card conpany.
As many of you may know, VISA is working on an
initiative called Verified by VISA. You may have seen
the T.V. commercials with Emmtt Smth.

What it basically is is when you conduct a
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transaction, credit card transaction online, you get
taken then to your bank card issuer site where you would
be verified or you would be authenticated as the person
you purport to be.

That's just an exanple of sone additional
security neasures that make it a little nore
i nconveni ent for consunmers to conduct transactions
online, but frankly I think it's been a little too easy
for consuners to date, and clearly the payoffs for
busi nesses novi ng consuners online is great.

I f you | ook at, for exanple, the financial
services area in banking, processing a transaction at a
branch costs perhaps five tinmes as nuch as processing an
online transaction. Communication, sending an email can
cost a fraction of a penny versus 50 to 80 cents perhaps
for sending an offline conmunication.

Recently we have see seen incidents, for
exanpl e, Bank of Anerica had a problem a few nonths ago
where sonmeone was sendi ng out emails purporting to be
Bank of America to custoners. These are the types of
things that can increase the costs of sendi ng enni
conmuni cations, and perhaps maybe the cost of emai
conmuni cations shoul d be higher because it's just way

too easy to send emnils to the list -- go visit MIIlions
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of Addresses.COM and you will find that you can quite
easily buy a CD Romof 5 mllion emni| addresses and
emai | people at will.

We believe at Jupiter that several trends are
converging to increase possible security risks. Today
of people we surveyed, over 60 percent of people woul d
give their emnil address in exchange for a hundred
dol | ars sweepstakes entry. 41 percent of people woul d
type in a user nanme and password at a site that they
hadn't done business with before in exchange for the
self same sweepstakes entry.

If you add to that sone brand new data that we
actually haven't published yet but just canme out a few
weeks ago, that 53 percent of users use the sanme user
name and password at all or nobst of the sites they
visit, you can put these two nunmbers together and find
out that if you have a really interesting sweepstakes
offer, we all knowit's pretty easy to brand yourself
online, at least to |look legitimte with graphics and
ot her things, you can see that this is a big problem

Sites quite easily gather -- appearing to be
| egiti mate gat her user names and passwords and then use
those to conmprom se people's accounts, and we're not

just tal king anynore about soneone goi ng and buying a
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$12 CD at Ammzon.com We are tal ki ng about peopl e that
i ncreasingly have and are managi ng financi al
rel ati onshi ps, assets at brokerage accounts and banki ng
institutions that can now be conprom sed by sone of these
aberrant password behavi ors.

Consumer perceptions of the safety of their
information are very apt to be influenced by w dely
publicized but infrequent events. You may have read the
news a few days ago, Ford Credit | think they had, what
was it, 13,000 credit reports conpromsed. Simlar to
sone of the risk perceptions you get around driving your
not or vehicle versus taking the airlines, obviously it
appears when there's an incident in an airline context,
it's nmuch | arger

Obvi ously people have a nuch bigger fear of it,
so you have this m sperception of risk for one thing, so
peopl e need to be inforned about they should be taking
ongoi ng precautions, and the other problemyou really
see is that all conpanies are negatively affected by a
| ack of confidence in the online medium

So even the practices of those conpanies who are
doing a great job are negatively affected by those
conpani es that are doing a poor job. There's a real

need to better educate consuners, encourage and nonitor
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security best practices, and reward conpani es who are
doi ng a good job of the above.

Unfortunately, one of the biggest, unresolved
issues is who is going to pay for all of this. 1've
spoken in the last couple days to one of the top three
banks in the United States, and they are totally on
board with the idea of it, but unless really conpelled
to do so, they're not going to be extrenely proactive
and spend a |lot of additional nmoney in order to make
t hi s happen.

So | think that's the question | would | eave off
my prepared coments with is soneone needs to figure out
how we proactively encourage conpanies to spend noney to
hel p educate the consuner.

Thanks.

MR. ElI CHORN: Thank you.

Bruce Hei man, Bruce is the executive director of
Ameri cans for Conputer Privacy and a partner at Preston
Gates. He concentrates his law practice in the areas of
| T, trade and transportati on.

Bruce?

MR. HEI MAN. Thanks. Anericans for Conputer
Privacy is a broad based coalition of nore than a

hundred conpani es, 40 trade associ ations and sone 7, 000
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individuals. Wereallyledthe fight duringthe "90stoliberalize
export controls on American encryption
products. For the last two years, we've been working
hard to ensure that our nation's critical informationinfrastructureis
protected in the right way.

This norning | want to focus on consuner
information security and nmake three points. First, |
want to urge everyone to "gas" up in cyberspace. | want
to nmake sure that everybody guards agai nst strangers
onl i ne.

Second, | want to offer a handful, really five
specific, practical tools that consumers can use to
protect thenmselves, and third | want to recomend three
t hi ngs that the governnment can and should do and two
t hi ngs that the governnent definitely should not do to
hel p the consuner.

So why should we worry? \Why should we "gas" up in
cyberspace? When they asked WIly Sutton why he robbed
banks, he said, Well, that's where the noney is, so it
shoul dn't be surprising that in the informtion age,
crimnals are targeting information

One inportant difference is WIlly Sutton | et
people bring their nmoney to the bank to a centralized

| ocati on, but technology now allows for distributed
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victinms. Wth conmputers it's now possible and
profitable for crimnals to reach out and touch people
where they are.

| would hope that the public understands that
conmputer crinme is real crime. It's not funny. [It's not
a joke. It's not cute, and anyway you look at it, as
you' ve heard, the problemis clearly getting worse.

What's interesting is it's not only getting
worse in absolute nunbers but it seenms to be getting
worse relatively as well, that is, if you take the
nunmber of incidents and conpare it to sort of any
measure of online activity, whether it's nunber of
conputer users, nunber of conmputers, hosts, clients, in
relative terns the problemis also getting worse.

So, what can consuners do about it? Plenty.
The tools exist, and they are avail able for individuals
and conpanies to protect thenselves if they take the
threat seriously. | want to enphasize this. Security
can only be inproved if users take advantage of the
security tools that are available to them

It's not rocket science. |It's not even conputer
science. It's common sense so with that in mnd, let ne
of fer a handful of suggestions, five specifics that have

been suggested by the Business Software Alliance and
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others: Use strong passwords; change them frequently;
use anti-virus software; install a home firewall;
update your security features regularly; and encrypt
your stored dat a.

Now, if everybody did this, we would be an
i ncredi bl e ways down the road to good security
nati onw de.

Finally, |1 want to talk about what the
governnment itself should and should not do to help
secure consuner information because there are definitely
ri ght ways and wong ways for the government to get
i nvol ved.

Three things the governnment should do: First,
educate. Workshops like this are excellent. So too is
the Adm nistration's recent National Cyber Security
Al l'iance. The governnment can play an inportant role in
educating all of us about the inportance of essentially
practicing good security hygiene.

The governnment also can rem nd the public that
cyber security is an ongoing responsibility. There is
no silver bullet. There is no one tine fix.

A second thing governnent can do is enforce the
cyberspace laws. At this point the laws are basically

on the books naking computer hacking, theft and
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destruction crinmes. Now comes the hard part,
i nvestigating, prosecuting and punishing those who
commt such crines.

The governnment needs to make it a priority to
devot e adequate resources to the job and train | aw
enforcenment personnel.

The third thing governnent can do is renove
barriers to information sharing about cyber problens and
solutions. Right now conpanies are reluctant to share
i nformati on because they fear it will be disclosed and
used agai nst them

Pending |l egislation in the House and the Senate
fixes this problemby offering |imted protection for
shared i nformation

Now, there are two things that government shoul d
definitely not do. First, do not nmandate the use
of particular security technol ogi es, processes or
products. The government should not be in the business
of promul gating technol ogy specific standards. Doing so
wi Il nmake the cyber security problem worse by stifling
i nnovati on, freezing devel opnent and artificially
channel i ng R&D

Cyber security is best acconplished through

private sector solutions that are nmarket driven and
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i ndustry | ed.

As you heard today, it's essential to renenber
that the private sector designed and depl oyed today's
conputer networks and products. The private sector owns
and operates them and they have really the know edge
and expertise to best develop cyber security sol utions.

The ot her thing government should not do is
weaken individual security. You m ght ask, Well, why
woul d they do that or how could they do it? Well, first
t hey shoul dn't weaken the ability of individuals to
protect thenselves against cyber crime by limting
the ability of American industry to devel op best
products and servi ces.

How coul d this happen? One good exanple were
the efforts during the "90s to try to require that
Ameri can conpani es install back doors into their
encryption products or to require that an extra set of
keys be given to the governnent.

Anot her exanple would be requiring I1SPs to build
their systenms in such a way that permtted easy,

i medi ate access to | aw enforcenment. On the tel ecom
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side, this was the CALEA debate. This came upwith respect tol SPs as

part of the Council of Europe cyber crime convention,

unfortunately was not adopted.
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Governnment shoul d al so not reduce our security
under the guise of helping | aw enforcenent, and a good
exanple of this is a requirement that |1SPs keep al
comuni cations for 90 days. That would be good, but
you're also creating -- on the one hand you can go in
and try to investigate. On the other hand, you re now
creating a new repository of data that itself beconmes an
attractive target.

Al so, as originally proposed, Fed.Net was a
governnment-wi de Internet -- it was a government proposa
to have an Internet surveillance system That has now
been scal ed back appropriately towards nore of a
managenent tool, a network adm nistration tool for
government networks itself.

So to review, we nust guard agai nst strangers
online. W should take five actions to protect
oursel ves, and governnent should take three actions to
hel p, and definitely not take two other actions.

Thank you.

MR. EI CHORN: Thank you, Bruce. Mary Cul nan,
Mary is the Slade Professor of Managenment |nformation
Technol ogy at Bentley College in Waltham Massachusetts,
aut hor of the Georgetown Internet Privacy Policy Survey,

and coaut hor of the Cul nan-M | ne survey.
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Mary?

MS. CULNAN: Thank you very nuch, and | want to
t hank the FTC for organizing and hosting this workshop.
It's really needed as we heard from Di ck Cl arke, and I
hope that this will be the beginning of efforts that
will do for security, particularly consunmer and snmall
busi ness security, what their privacy workshops have
done for privacy in ternms of pronmoting the discussion.

|"'mgoing to try and put a human face on
security and follow up on sonme of the things that Dick
Cl arke tal ked about. Actually he gave ny remarks m nus
one exanple, but | think one of the issues that | think
is very inmportant is that the vulnerabilities extend far
beyond what people make experience in ternms of |oss of
their own data or alteration of their own data on their
home conputer, that once you get broadband access and
you're connected to the Internet, you're really
connected to the world.

And t herefore consunmers that don't protect their
home systens represent a threat to critica
infrastructures, to our national security because that
al so includes their econom c well-being, and as we heard
their honme conputers can be used to | aunch denial of

service attacks.
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Just this year the National Acadeny of Sciences
i ssued a report on cyber security called "Pay Now or Pay
Later,” and in it, it cites the use of unexpecting hone
conputers to | aunch sonme of these attacks, and there's a
real cost of these as we heard.

The CSI FBI survey reported that 10 percent of
their respondents, granted that was a very small nunber,
but they had experienced denial of service attacks, and
the average cost to clean up one of these was $122, 000,
which if you add all of these up turns into real noney.

So is this a real problen? And this is where
want to get into a couple exanples. | had a student in
a class last fall who cane into class one night and
reported she had a DSL |ine with no firewall, and she
got hacked, and whoever attacked her canme in and they
hi -jacked her AOL account and used it to |launch a SPAM
at t ack.

The only reason she had any idea this had
happened i s because AOL had shut down her account
tenporarily because she had sent out too nuch email, and
she was really in a panic. She didn't have any idea of
what to do now, was there still stuff on her conputer
that was going to be a problem had her system been

conprom sed? And so this is only one exanple, but she's
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clearly not the only one.

My own experience, | noved into the broadband
early this year. | got a new conputer that has
M crosoft XP, and | installed a cable nodem and
installed a firewall, and within five m nutes of

installing the firewall started getting scanned because
the firewall software would give you a pop up alert.

And over the past two or three days which is
where |'ve been logging in, |I've been getting 20 to 30
of these scans a day, and these are scans where
sonebody's actually | ooking at your conputer to cone
in.

They're not legitimate interactions with known
firms on the Internet, so this suggests that in fact
this is a real problem and it's going to get bigger,
and while you have a firewall and you have good
anti-virus software, you're not going to stop a really
determ ned attacker who wants to do serious danage.

It wants to cut down on these sort of nuisance
attacks. Just like putting a | ock on your front door or
a club on your car is going to send a burglar to | ook
sone place that's not secure.

So what should we do? Obviously there's a need

for a lot of consumer education. | teach privacy and a
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little bit of security at Bentley, and even with
students who have been exposed to technol ogy and shoul d
be relatively sophisticated, you don't get a good
proportion of those that have broadband access havi ng
t he appropriate software in place, and so there needs to
be a lot of work on this.

| know Jeff Fox is going to talk about the
Consunmer Reports article that just came out. | think
this is a terrific exanple of what needs to be done, not
only tal king about the problem but they rate software
products and give people sonme tools that they can go out
and either purchase or download i mediately to put sone
protections in play.

And | also want to second Dick Clarke' s cal
that the vendors and the | SPs should step up to the
plate. | think this is irresponsible of themnot to do
so. Mcrosoft's XP cones with a basic firewall, which
is an excellent first step because you really don't have
to do anything except you do.

They don't turn it on or and they don't really
provi de you any kind of heads up when you install the
software or start running it that in fact you should
turn on the firewall. | found out about the firewall

when | went to the conputer store and went to buy a firewall
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and asked if it would be conpatible with XP and was
told, You don't need a firewall, you al ready have one,
so | went out and bought a box and was in business.

When you turn it on, it doesn't seemto affect
your systemat all so | don't see any reason why it
shoul dn't be on, and hopefully we'll hear fromthem

| think the broadband vendors or the |ISPs shoul d
al so bundl e security software with their services or
make it easy for people to download it and have them
turn it on as part of the installation process.

When | installed nmy -- got ny cable nodem
installed, it was a third-party contractor who did the
installation, and he didn't know anything about firewalls
or should I have one themor whatever and so | found that kind of
di sappoi nting.

Finally, 1 think government can't solve this
problem but it can certainly help. Chairman Miuris, the
FTC, and lots of other people in the governnent have the
bully pul pit, and when they go and speak to the public,

t hey can continue to encourage people to do better.

| also think that good security should be a
requi rement for any broadband fundi ng expansi on program
so if there's noney given to tel ecom conpanies to go

out and expand the reach of broadband to consuners, then
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that should carry a requirenment that they al so provide
appropriate security when they install these services.

MR. EICHORN: Jeff Fox is a senior projects
editor for Consuner Reports. He's been covering
t echnol ogy, cyberspace and privacy for a dozen years now
or so.

Jeff?

MR. FOX: Thanks, Mark. First of all, | would
like to express my appreciation to the FTC for having
this workshop and for timng it about ten days after the
article on which I spent nonths working came out. Had
it been before the article cane out, it m ght be a
little nore difficult to speak about.

Also | want to mention to Rich that at |east one
maj or consunmer organi zation is now on the case, and |
woul d like to thank CERT for the help that they provided
us in the investigation, and | just conpleted this
| engthy investigation on essentially the subject of this
wor kshop.

The information that was turned up is too nuch
information for the few mnutes that | have here, so
recommend to people to | ook at the June issue of
Consunmer Reports. |If you need a copy or press kit, |

can provide that for you. Thank you.
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Al so after these remarks, I'Il be delivering a
witten report with a little nore detail and analysis to
the Comm ssioners, and if they want to put sonme of that
-- including some graph charts and data, and if they
want to put that up on their web site, they're free to
do that.

| guess the center piece of the report was a
survey that we did of about 8,000 of our online
subscribers, and I'mrequired by our survey researchers
to give alittle caveat that these were online
subscri bers and not conpletely representative of the
Ameri can public, although they characterized thensel ves
as internedi ate and advanced users, so we kind of expect
that their experience would possibly be better than --
or they would be as well or better protected than the
aver age person.

The subjects that we have focused on in the
article were hackers and unprotected broadband hone
users and mal ware viruses and Trojans and the |ike.

The probl em of unprotected broadband users, our
survey showed about 35 percent of the figures that we
surveyed did not have a firewall installed. This is
t he one piece of data that we've actually been able to

back up with data about the general public. W' ve done
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a subsequent survey that's not yet published that shows
that this nunmber is in the ball park, so that's one
nunber that | nentioned today that can be generalized to
t he general public.

I f you apply that to the nunmber of online
br oadband users, you get at |east several mllion users
out there now that don't have a firewall who have high
speed connections, and I would say that this is now -- |
view this now as a cyberspace equi val ent of
Af ghanistan. This is a breeding ground for crimnals and
terrorists. It's really just a tinme bonmb waiting for
the right person to set it off or people to set it off.

We didn't get a |lot of data in our survey about
hacking. We did get a small nunber of people that said
t hey had been hacked, but the data was kind of skinpy.
We got nmuch nore informtion about people's experiences
with viruses and wornms, and |'Il just run through them
qui ckly, but the data will be available in that report.

Of the people that we surveyed, nearly 60
percent have found the virus on their honme conputer at
| east once in the past two years. Nearly 20 percent
have had that experience four or nore tines.

Ten percent of the respondents had experienced

conputer damage froma virus or other type of nalware,
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and ot her questions showed that in a significant nunber

of cases, the damage could not be conpletely reversed. It
was either partially -- they couldn't fully repair it.

In some cases they couldn't repair it at all

If you do try to project this to the hundred
plus mllion U S. online homes, you can certainly say
nationally there are several mllion homes that have
experi enced damage, | would estimte conservatively
hundreds of mllions of dollars, if not billions of
dollars in repair costs over the |ast couple of years,
based on the cost estinmates that people gave us. Also |
woul d say that mllions of hones have | ost data
per manently based on our survey.

As far as how these things get transmtted,
emai |, 62 percent of the people said they came by enail
but interestingly, alnmost 13 percent said it came fromthe
web or downl oad fromthe web which is about one in
eight. That's kind of not as obvious a transm ssion.

User protection, 25 percent of the people had
not protected thensel ves against virus, either because
they didn't have anti-virus or they had manual | y updated
anti-virus, and they had not updated in the past nonth,
so that's a significant nunmber of people that are not

foll owi ng good practice.
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| think just in sort of in sunmary here of what
the conclusions that | draw from sone of this data is
that there's been significant econom c and personal
damage already fromviruses. MIllions of consuners are
now sitting ducks for both hackers and viruses, and what
we see nerely is that the federal and state governnents,
whi ch are supposed to protect consunmers from what
essentially is crime, | don't think based on many
surveys |'ve done have taken the problem seriously
enough until this workshop.

For exanmple, we had to do the survey because we
really couldn't find any kind of government data. Mbst
types of crimes now are tracked by the governnent, and
think that's extrenely inportant. |In addition, as Dick
Cl arke nentioned, |ISPs being absent fromthe problem
solving, | think the governnment certainly has to get
involved at | east to the extent of collecting data and
tracking the problem W can't be substituting for the

gover nnent .

There's also -- despite that there are sone
cyber crime laws, | found for the average consuner that
there's little nmeaningful |aw enforcenent. |If you're

hacked, even though there's a | aw agai nst hacking, it

turns out if you' re hacked in your hone, if that
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incident is not part of an interstate conmerce or a
governnment or financial institution conputer it's just
your home conmputer, basically the governnent does not
want to talk to you

So, in summary, on behalf of the mllions of
consuners, | think we can say that it's tinme for the
governnment to begin doing its job of nonitoring these
crimes and protecting consumers.

MR. EI CHORN: Thank you.

Larry Dietz, Larry is director of market
intelligence for Symantec, an information security
software and services provider. He's responsible for
mar ket anal ysis, conpetitive assessnents and strategic
directions and assists with business devel opnent.

Larry?

MR. DIETZ: It's always good to be like the
sevent h speaker because you need to have a | ot of
original material, and I'mnostly indebted to the FTC
for insisting that none of us use Power Point.

The first remark | would like to make is that we
need -- we nust be very careful not to underestimte the
magni tude of trying to train, educate and informthe
average consuner of the problem

| can recall several years ago when | was but a
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young captain on assignnment to teach communi cations
security to a National Guard unit. Sergeants canme back
and said, Captain, we couldn't do our job. Wy not,
guys? Well, sir, if we teach them how to be
comruni cati on secure, first we have to teach them how to
turn on the radio. And so the inplication is nost
consuners are not turning on the radio.

|"m also rem nded, | worked for a conpany, we sold
conputers to car dealers, and | did have to explain to
one of my custonmers that if you don't put chicken bones
in the printer, it will work better, so don't
underesti mate the chal | enge.

First thing | point out is that the honme is an
extension of the enterprise and that every enpl oyee is
al so a consunmer. As many of us work nmore than 40 hours
a week, we end up doing work at home. Hone conputers
get to be a target because they are an easier target,
and of course we've |earned so far today that anti-virus
is not enough. I'mnot going to repeat that.

| will nmention the issue at home of nmultiple
users on the same conmputer which has not been
mentioned. Dick Clarke tal ked about the under three
year old. It is | think pretty clear that nost young

fol ks are very technically inclined. Some of us still
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have the doubl e zeroes blinking on our video recorders.

So you have a class of users at hone that I
woul d refer to as authorized users, unauthorized users,
and so individuals have to be cautioned as to who they
allow to use their system and what protection they take.

Enmpl oyers have a clear duty to protect all entry
points to the informati on technol ogy infrastructure.
However, they're not necessarily sensitive to that, and
new entry points crop up all the tinme, but there needs
to be an awareness of the need to commute, to tel ework
particularly in areas where the conmmute is very
difficult.

| was at a Gardner conference |ast week in
Chi cago, and the figure they cited was that an enpl oyee
who conmutes an hour who's able to commute or to work at
home, of that two hours, enployer will gain two-thirds
of that time in increased productivity, enployee gets to
keep a third, but there is nore pressure to do that.

Next point | would make is that we're seeing a
bl ended threat where there is a blurring of the
di fference between a hacker, a wornivirus,
mal i ci ous code, and an exploitation of the
vul nerabilities of the products or the configurations.

It was already pointed out that a |lot of opportunities
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exi st for hackers because products are not updated.

In ternms of threat vectors, the hackers are
doi ng port scanning. Sone of you may find that there is
a fair anmount of technical munbo junmbo in dealing with
the Internet. Portology is one of nmy favorites. |If
you're ever at a cocktail party with a ponytail person
and a baseball cap, you can say, Well, what about the
Port 80 problem don't you think that's really
significant, and then take a sip of your drink because
that will be a little while explaining that.

In terms of the home, Dick did elude to the
point that the hone is a target because it has a static
| P address. | know all of you study |IP addresses, but I
think it's easier to say that it's harder to hit a
novi ng target than a stationary target, and that because
t he home conputers now have increased in power, they
become a nore viable target, and obviously those that
are connected to broadband are paying $50 a nonth, which
makes them even nore of a target, and so there's a

filtering out.

We' ve al so seen conplexity increases in viruses,

68

new

met anor phi ¢ viruses that change their patterns to avoi d detection, as

well as the nunmber of viruses.

| woul d al so suggest that some of the future
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threat will be team attacks, groups of decentralized
people, let's just keep pick a nane at random Al
Qaeda, that have cells in different places, all charged
with different acts, seem ngly independent, unrelated,
but all with a conmon purpose.

Lastly, we were asked to provide some data to
the FTC in terms of things we found in the marketpl ace
based on research we've done and surveys we've
purchased. | can -- | agree very nuch with Jeff's
nunmbers. We found, the nost recent research we have, 70
percent of users have an anti-virus of one type or
anot her, and only about 15 percent have a firewall.

In terms of how often do they update? It | ooks
i ke about half of them update automatically. [It's also
done automatically over the Internet, 30 percent weekly,
about 12 percent nonthly, and then about 3 percent each
for every few nonths after the virus, that's my persona
favorite, and never.

So in sum working with the consum ng public,
the small office, hone office is going to be a difficult
chal | enge, and we have a | ong road ahead.

Thank you.

MR. EI CHORN: Thank you, panelists. | think

this is a good tinme for a break this norning. Can
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sonmeone tell me what time it is according to that
cl ock?

Why don't we get back together about five of,
and this same panel will reconvene. Thank you very
nmuch.

(Break in the proceedings.)

MR. EICHORN: Let's get started again. | just
wanted to rem nd everyone, once again, that if you want
to pre order your lunch sandwi ch, there may still be
time. | get a 10 percent cut fromthe cafeteria.
actually | don't.

(Di scussion off the record.)

MR. EICHORN: | want to take a step back at this
point. W have a wide variety of attendees | guess, and
| just want to junp back to sonme really basic questions
for a nmonment, and | guess ny first one would be: \What
are the threats to consuners? Anybody?

MR. DIETZ: Well, the threats, as | nentioned,
are kind of a conbination of hacks, which is an
intentional hostile act by a third-party, viruses and
wor ms, where code is received on sonebody's machi ne,
either actively on their own part or passively, and
third, a vulnerability in the configuration of the end

user's machi ne, either because the products they have
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are defective or because they failed to configure them
properly. Those are kind of the major buckets.

MR. EICHORN: Larry, can | ask you to describe
-- we've heard the terns viruses and wornms and Troj an
horses is another one, and I'm wondering if you could
sort of define out what the differences are between those --
or whether that distinction mtters to consuners?

MR. DIETZ: Well, | think as a practical matter,
the distinction doesn't matter. | had another one of ny
fanmous clients say to ne, The reason | hired you is |
don't know the difference between a negabyte and a dog
bite, so | don't think many consunmers and snal
busi nesses owners really care about what the problemis
but I will help you out there a little bit.

A virus is a piece of hostile code that will do
sonet hi ng bad but nust be activated by an act, and
viruses are typically one nmachine at a tinme, so when we
had the | Love You virus, it was a letter attachment to
an email, and the user had to double click on it, so the
user had to do sonet hi ng.

A worm by definition, is self-replicating.

That means kind of like the wire coat hangers in your
closet, it makes nore of itself, and you don't have to

do anything el se, and the worns are particularly
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dangerous because they can replicate thensel ves several
ways such as already has been nentioned, a downl oad from
a web site, email, file sharing, disk sharing. Those
are all different ways that worns can self-replicate.

As far as a Trojan horse goes, everyone kind of
remenbers the story about the big toy horsey that cane
inside the gates, while on the outside it |ooked |like a
really good thing, although why you woul d want an 80
foot horse is kind of beyond nme, but it was really
dangerous on the inside. The payload in that case was
sol diers fromthe eneny.

You heard Dick Clarke tal k about Code Red this
nmorning a little bit, and the nature of the payl oad was
such to take over the victimmachine, sonmetinmes called a
zonbie in the jargon of the trade, and then use that as
a jump off point to attack a target, so that's a Trojan
hor se.

MR. EI CHORN: Thanks. Getting into sort of the
meat here, how are these threats changing? AlIl of you
sort of nentioned this in some ways in your
presentations, but what are the factors that are causing
the risks to change? Rich?

MR. PETHI A: Let ne go off on just a slightly

different direction for a m nute because soneti nes |
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t hink the technical term nology that we insist on inventing

in this industry confuses sone basic issues.

We all know about things |ike peeping tons and
voyeurs and vandal s and thi eves and organi zed crine.
Those aren't nysteries to us. W' ve heard about them
We've dealt with them for years.

What' s happening to us in the Internet and the
P world is all those things are com ng to cyberspace,
just like they've been in the rest of our space for al
of our lives, and one of the differences is they can
come with less risk because in order for a thief to
steal the nmoney out of my house, he has to be physically
present, but for a thief to steal account information
fromnmy PC, he could be sitting in Singapore just as
well as he could be sitting in my living room

So di stance begins to di sappear when we get to
cyberspace. Tinme begins to get conpressed. It takes
virtually no nore tinme to access ny system from
Si ngapore than it does fromthe house down the street.

So now all of a sudden you have to think about
not so nuch what are the technical threats, but what is
it that | have in ny machine that sonmeone m ght profit
fromand therefore want to steal, or what is it that ny

machi ne can do that sonmeone ni ght take advantage of ?
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For instance, we have reports from people who
have become unwittingly -- unwitting distributors of
child pornography because the bad guys found a
server on the Internet that was unattended and deci ded
they wanted to use it to distribute illicit information
rat her than their own machi nes.

And then at the sane tinme you have to think
about for all the people | do transactions with over the
| nternet, what information have | given to themthat
t hey have to protect, and what m ght the bad guys do if
they get their hands on that information?

So, for exanple, the thief who wants to stea
credit card nunbers and information in order to
illicitly use those credit cards or sell themon a black
mar ket, and there is a big black market right now for
that kind of information, is nore likely to go to sone
| nternet provider of goods and services who has a big
coll ection of credit cards than he is likely to conme to
me where | mght find one credit card on ny machine.

So | think when we think about threats it's
i nportant to understand the technical nuances of how
t hese things happen, but | think it's nore inmportant to
recogni ze that this is crime. These are bad people

doi ng bad things for profit, and if you can think about
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it in that way, it mght help take sone of the nystique
out of this and |l et people know that unfortunately we've
got to deal with crimnals now in cyberspace just |ike
we've had to deal with themin the rest of our lives.

MR. LEATHERN: | think | would add to that that
| think we see people, the bad guys are going to be
goi ng where the noney is, and increasingly people are
accessing and having financial information available to
t hem

The conveni ence factor is great. | can access
and conduct online banking transactions from nmy desktop
at work, from home, fromon the road as I am now.

That's all great. However, there's a coupl e dangers
t hat exi st and we're seeing.

One, a lot of conprom ses are happening if a | ot
of systens are being attacked, if people's financial
information is being stolen or accessed without their
know edge. This creates costs, costs not only to the
consuners thenmsel ves who are affected, but also costs to
conpanies. They will have to spend a | ot nore noney on
security, and so they may not end up inplenmenting online
access to their accounts. Consuners | believe to access
t hese convenient features will go away.

The other thing is you're also going to see
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services be avail able but just not responded to so, for
example, if my email in box is stuffed with 150 SPAM
messages and a nmessage from Citi bank that my account
statenment is now available online, it's increasingly
likely that 1'mgoing to mss and have to pay that $29
| ate fee because | didn't know that nmy billing statenment
was there, so we're going to see sonething |ike that.

We're also already seeing a | ot of social
engi neeri ng goi ng on where people that create a virus or
SPAM nmai | are enploying technology to try to make it
| ook nmore -- look emails |ook nore legitimte. This
makes it even nore likely that the legitimte emils are
going to be confused or not responded to.

| don't know if any of you have received any
credit card solicitations recently, anyone? But things
i ke sonething that |ooks |like a Fed Ex package, clearly
"' mgoing to open that because it |ooks inportant. |1've
seen ones recently where some nore poor schno at
what ever the credit card conpany is signing their name
to nmake it look legitimte.

Those are the types of things we' re seeing
online, and because the cost of sending email for
exanpl e online are so | ow and because you can get 10

mllion email addresses for 59.95 online, these things

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025

76



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

77
are going to beconme increasingly nore preval ent.

Qur nunbers indicate the average user received
about 500 SPAM nessages | ast year. That nunber is going
to nore than triple in the next four to five years, and
| think even that | think is a conservative nunber.

MR. ElI CHORN: Jeff?

MR. FOX: In the area of hacking, |I think a big
change is the deployment of high bandw dth connections
with | arge nunbers of ordinary honme users, and that has
now -- because | think that hackers are after the
bandwi dt h, and the servers and corporate networks that
were targets were -- at least they had an IT staff.

Home users now have sim |l ar kind of bandw dth.
They don't have anywhere near the sophistication that
corporate networks do, and there are mllions of them
So it's like a mllion targets with no expertise with a
sim | ar bandw dt h.

And in the area of | guess viruses and mal ware,
when | was a software devel oper before | cane a
journalist there was a slogan or saying that all
sof tware proceeds until it's 90 percent conplete, and
then remai ns 90 percent conplete forever.

That's an essential problem we're going to have

to deal with, even with a |ot of the problens we're
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seeing, the bugs, I"'mtrying to think of the word that's
used for the flaws in the software, but the system
software, the operating systenms, the Internet and client
software, they're not going to di sappear.

They can tighten it up to a certain extent, but
given the proliferation of Internet applications and the
ri chness of applications, operating systens, powerful
processors, you're always going to see |arge conpl ex
pi eces of software, and | don't think you' re ever going
to see -- |'ve never seen bugs di sappear in 30 years
of using conmputers.

MR. EI CHORN: Mary?

MS. CULNAN: One other thing that was nentioned
earlier but it's worth repeating here is it's easier and
easi er for people to launch sort of unsophisticated
attacks because of the scripts and tools, and so you
don't |l ook at the threat as being a nmonolithic thing,
but there are different kind of bad actors out there.

And certainly it's easier to deter the people
that are just sort of |ooking for sonebody to hit and
want to use a pre scripted programto do it. Soneone
who is a determned terrorist that really wants to get
at something in particular, that's going to take a

different set of tools, so | think that's also inportant
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in thinking about threats as sort of break theminto
who's interested in getting to what.

MR. HEIMAN: | think it's inportant to follow up
this idea of creating analogies to sort of the physical
world. | nean, you wouldn't buy a car, you wouldn't buy
a new car and then park it sonmewhere on, with the keys
init, running and wal k away. You sort of just wouldn't
do it, but in essence that's what you' re doing when you
have a hi gh speed connection. You're just leaving it on
all the tine.

You woul dn't even buy the new car, |eave it
par ked and open and wal k away. | bet you if we take a
pol |l right here, how many people, when they park their
car, lock it? Let's have a show of hands. Right?
Everybody does it.

Now, how many peopl e have sone sort of car alarm
that gets turned on? See, a lot but fewer. How many
peopl e use The Club? See, there it is, and the nunbers
go down.

| think we need to create sort of the virtual
anal ogies to sort of the physical world to really
educate people and really get it through, and nmuch as
you have to take your car in every 3,000 mles to get

new oil or it just isn't going to work right, you have
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to periodically get those updates on your security
features as well.

COW SSI ONER SW NDLE: Can | pose a question,
Jeff and Mary could perhaps deal with it and, Jeff, you
tal ked about it. It's slightly apart fromthis, but
it's all a part of securities and vulnerabilities,

t al ki ng about the software systens that conme out, and
there's one big conmpany in our world that recently cane
out with a new product that Mary has, and it was
criticized by many.

And |'m concerned about -- we all know there's
no perfection in this. [It's always revolving, searching
out bugs, making it better, and yet we have anot her
el ement now since the privacy debate has gotten so big,
and certainly the security debate is going to be big, so
we have a litigious environnent now We're going to sue
peopl e, the devel opers, for bringing this on without it
bei ng perfect because it has vulnerability.

Where is that taking us in this effort to
i nprove security or privacy? |Is it going to be an
i npedi nent or is it going to be an inspiration?

MS. CULNAN:. Good question. You've obviously
| et both of us speechl ess about this.

MR. FOX: You mean the litigiousness?
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COW SSI ONER SW NDLE: It seems to nme that al
the best m nds and from every paraneter that we can
i magi ne, countervailing forces, the civil society, the
i ndustry, the public and so forth, we need to work
t oget her as opposed to trying to take advantage of
others' fallacies, and obviously I don't think anyone in
the industry is seriously trying to create sonething
t hat's bad.

MR. FOX: But software conpani es need an
incentive. Until now obviously that incentive has not
been there.

MR. DIETZ: Let ne just -- I'mlicensed to talk
out of both sides of nmy nouth by the great state of
California. The products liability issue is a big
i ssue, but the products liability issue is, A conputer
and its piece of software, is it like a gun? Guns don't
kill people, people kill people? 1Is it if |I put a seat
belt on the car and you don't use the seat belt, is that
my problem as the manufacturer?

Mary pointed out she bought XP. She didn't know
it came with a firewall like capability, and it was
switched in an off position. Now, should the vendor be
made to ship product with an on position? Don't know.

MS. CULNAN:. | think part of this is whether
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we're speaking to sort of our individual interest as
ei ther consunmers or conpanies or to our collective
interests as a society, which is what Dick Clarke tal ked
about and try to find sone ground where if it's clearly
in the national interest for conpanies to devel op
software and tools and provide those easily to people so
that there is some formof protection, | think that's a
good idea, especially at sort of a rudinmentary |evel
where maybe there can be sonme bal ance between sonet hing
that runs well versus sonmething that doesn't and is
going to create an interest in people to sue.

COWM SSI ONER SW NDLE: You harken back just a
few years, and let's speak of Mcrosoft, all the
probl ems that M crosoft had, although it's bringing al
t hese wondrous things that we now know as the Internet
and so forth and marvel ous conputing, and let's give
credit to Apple first because they came up with the
various and sundry nmeans today that M crosoft uses, but
we joked about it.

Today |l awsuits are being filed about it. Are we
el evating that aspect of this information technol ogy
world to the point where it's becoming a detrinent?

MR. DIETZ: Well, | think the litigation with

M crosoft is nostly about their trade practices, not

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

83
about the defects of the product.

COWM SSI ONER SW NDLE: | am not tal ki ng about
the thing over here at the Justice Departnent. [|'mtalking
about current things, that it has vulnerabilities.

MR. FOX: | just want to speak as a forner
sof tware devel oper who's devel oped code. | don't think
the issue is so much whet her people turn on a feature or
use a software. There's a question of the quality of
the software creation itself. The product, is it a
defective product, is it a quality product.

And when | devel oped software in the 80s, the
i dea of a buffer overflow, which is one of the mjor
flows that have shown up in Mcrosoft software, we
didn't do that then. | honestly think that software
quality control is not what it was back then.

| think in the race -- first of all, software
has gotten bigger and nore conpl ex obviously, but good
codi ng practice in which you check for things |ike that
really honestly should have been in the M crosoft
sof tware devel opnment net hodol ogy all along, and | don't
know why it wasn't.

Apparently now it is, but it took these probl ens
to get themto do that, but there's a question of

whet her they are foll ow ng good software practices, and
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| think if a customer has shown not to have foll owed
good software practices, they've created a defective
product, and maybe there is a ground for |egal action
t here.

MR. PETHI A: | think the pendul um needs to sw ng
for awhile. There is probably as nmuch new software in
my new truck as there is in ny |laptop, and yet | don't
have to stick ny finger in that software every other day
to correct sonme flaw. Granted, it's not plugged into a
DSL connection, but there are literally mlIlions of
i nes of software and many products, and we know as an
i ndustry how to produce those products wi th high
quality, high reliability, to ensure high availability
and good servi ce.

So the question is: Do the quality features of
the product -- are they adequate for the marketpl ace
where the product's being sold? And I think today I
can't think of any vendor who could justifiably make a
statenent that they don't understand the threat
envi ronnent of the Internet. People |ike SANS and CERT
and ot hers have been publishing tons of data on what the
threats are, what the vulnerabilities are, what the
i npacts of with all of these things are with respect to

secure, safe operation of conmputers so the vendors today
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need to make a decision. Are they going to build
products that are fit for that marketplace or not?

| contend that a |lot of products today aren't
rel eased. They escape. They get out into the field
| ong before an adequate job is done of quality control
and testing and quality assurance, and that's sonething
| think we all need to make noi se about, not necessarily
froma litigious standpoint, but we have to send a
signal to the vendors that says --

COW SSI ONER SW NDLE: That's ny point.

MR. PETHI A: -- the quality of these products
today is just not acceptable given the threat
envi ronnent they're now expected to operate in.

MR. EICHORN: Can | junp in and just say we're
actually going to be discussing these issues a little
bit in a later panel that will actually be tonorrow so
we'll have nore time to discuss this.

COW SSI ONER SW NDLE: Who says staff can't put
Comm ssioners in their place? Thank you for the
i nterruption.

MR. EI CHORN: Coul d anyone on the panel comment
about other sort of issues out there |ike wireless and
file sharing? Larry nentioned a little bit, like Spyware

and Kazaa and all of these kind of things that are
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out there and Instant Messaging as well, how are those
operating?

MR. DIETZ: There should be like a bell. If you
answer a | ot of questions, we should get sonme noney.

MR. LEATHERN: There is a lot of -- there are a
| ot of applications out there. Sone of them you refer
to Spyware. | think in nost cases that refers to
sonething that's installed w thout your know edge when
you're installing some other kind of application which
has | egitimte purposes.

Also, | mean, there's a lot of -- there are many
applications out there that I say once they' re on the
desktop, they may | ater be used for other purposes. It
al so creates the ability to track what sites users are
visiting. For exanple, an exanple of this is Gator. |
don't know if many of you are famliar with Gator, but
it's actually really useful. It helps you renenber
passwords at sites. All the information is stored on
your own conputer.

However, obviously the way they nmake noney is
they sell advertising so what they do is they'I|l pop up
wi ndows every now and then that have an adverti sing
nmessage, and if you're willing to put up with that and

occasionally click so that their advertisers stay happy,
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you al so get this application which [ets you renenber
di fferent passwords at different sites.

The issue there is you have an application
that's on your system It's sending information back to
t he honme base every now and then. M crosoft, when you
install XP, it's extrenely hard not to sign up for a
Passport account if you don't have one, and they al so
use it with the Wndows Messenger product to keep
sendi ng i nformati on back.

If you run Mcrosoft Word and it crashes, it
appears as though the problemis with your application,
click here to send a product, a nessage about the error
back to Mcrosoft, so there obviously is a lot nore
information being traded by different applications.
It's not just your web browser that's accessing the
Internet. 1It's these other applications as well.

And once you, through your firewall, say, It's
okay for this application to access the Internet, it
then has kind of the ability to do so. Sonetines,
however, of course the good firewall products will tell
you if the program has changed since it |ast accessed
the Internet, so those are sonme of the things that can
hel p consunmers here, but clearly the proliferation of

ot her products on the desktop clearly does make the
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situation nmuch nore conplicated.

MR. DIETZ: | have a couple of notes here.

First is wireless, anybody who uses wi reless should have
no expectation of having security or privacy, period,
end of story, and particularly organizations with
sensitive data, and they don't have to be big ones,
let's take law firnms. Law firnms, we have a | ot of egos
crammed in a small space, and they don't want to be

bot hered. Wres are yucky things, how can you see ny $5
mllion desk, | want a wirel ess LAN.

So opposi ng counsel perhaps hires sone nefarious
dirt bag or dirt baggette to sit outside in a truck and
just kind of listen to what's going on, so wireless, no
expectation of privacy.

Spyware, first question is who's the spy and
what for? The flip side of the workshop is privacy.
There is nore than a little interest in the notion of
enpl oyers nonitoring email. There's nore than a little
interest of enployers restricting what web sites, URLs,
uni versal record | ocators, enployees can go to. Should
enpl oyers do that? Do enployers have a duty to other
enpl oyees to nonitor what their enpl oyees are doing? So
you have to |l ook at who's the spier and what for.

The other thing is: |Is it an advertiser that's
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gratuitously sending up. Get a web cam |Is that a
problem is that the spier, and was | one of these
brilliant individuals that gave ny emai|l address, ny IP
address, ny blood type, all for the chance at a $25
raffle as we heard about earlier today. So who's the
supplier, what's the deal ?

And | ast, but not |east, Instant Messaging in ny
view, and | would be interested in the view from CERT
I nstant Messaging is kind of like a VPN. It can be a
way that a secure facade such as an enterprise with its
firewall and so on, intrusion detection, is breached
because |I'm I nstant Messaging ny sister on what we're
going to do for Aunt Ruthie's birthday, and that becones
a way in for a potential attacker.

So all of these technol ogi es have to be | ooked
at incontext, andit's the duty of the busi ness owner. It's the duty
of the parent totake the precautions to inplenent whatever policies
they want to set for their resources.

MR. ElI CHORN: Jeff?

MR. FOX: | would like -- with all the | ooking
at technology, | want to comment on again the inportance
of | ooking at what sonme people are calling live ware
whi ch are the human bei ngs because you, the human bei ng,

is the key. The user is the whole key here.
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In one case tal king about the file sharing and
| nstant Messaging, | visited the Sub 7 site. That's a
site that actually distributes a Trojan called Sub 7, and
probably if youwant tovisit it should turnyour firewall and AVup to
max | was war ned, but there was explicit instructionthere onwhat's
cal | ed soci al engi neering, which was actual |y pl oys and cons t hat you
coul d use when doing Instant Messaging w th people,
chatting with people as to how to persuade themto
accept a Sub 7 Trojan that you would be giving them
It was -- actually the person had witten in
there kind of in their poorly witten English, I found
I yi ng works, and then gave actually argunents they could
tell people this was a video, this was a that. They
were actually coaching people on how to con peopl e.
And the ot her aspect of live ware, about three
days ago, | received an email that | would call sort of
a human powered virus that would never be called by any
AV software or firewall. It was an email w thout an
attachnment. | don't know if anybody el se has received
it.
UNI DENTI FI ED SPEAKER: Was it call ed del eting
and dealing and --
MR. FOX: It was very plausible. Consuner

expl ain what it was.
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MR. FOX: The one | got had been forwarded by
about 50 different people, but the |ast person was
sonebody | knew. Presumably they got it from sonmeone
they knew so it was trusted and said that there was this
new virus floating around and gave instructions for
deleting this virus and that the virus software coul dn't
catch it and that you were instructed to go actually
gave instructions, go to your start nenu -- it actually go
into a certain place, delete the file, told you exactly
what the file name would | ook Iike.

| was sent this by a friend of m ne who had
actually deleted this file blindly following -- you're
| aughi ng, but you don't realize this is the | evel nopst
people are at, and | recognized it as a hoax
i mmedi ately, but this is nmore than a hoax for
t hese people who had actually followed this, besides
propagating it. They don't need to use the Qutl ook
addr ess book.

They're getting the person to do the file
del etion, no need for a script kiddy anynore, and this
turned out to have been a minor Wndows utility thing
that | don't think was inportant, but had that been a
conpany systemfile, you could have had essentially a

human powered virus that didn't require any scripts or
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any kind of programmng at all, and this is something --
cons have been with us since human bei ngs began, and
this is not something that is a technol ogical problem

MR. EI CHORN: VWhen you | ook over the threats out
there and the trends, is there any trend out there
that's sort of in the right direction, that's making
security easier in any way?

MR. DIETZ: Well, | think when you buy a
conputer, you get at |east one AV program on there, and
you're free to choose either one or two or three or
however many. | think nost new conputers are shipped
with it. | think that's probably a good thing.

MS. CULNAN. As long as it's --

MR. DI ETZ: It's different than the operating
system

MS. CULNAN: | still want to argue that shipping
the software with the conputer is a terrific idea, but
it's either got to be turned on or it has to be really
easy for people to it turn it on, and I'Il give another
real world analogy. It's as if you bought a car, it came with seat
bel ts but the seat belts were hiddenin asecret conpartnent inthe
truck, and the only way you coul d fi nd out howto get themout and hook
them up would be to read the entire user's manual .

It shouldn't be that hard. It should be easy,
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and al so people also need to know that they need to do
this, and that's even the harder task | think.

MR. HEIMAN: |'Il say on the encryption front, a
| ot of communications now are encrypted. \When you're
shoppi ng online, you | ook down and you'll see the little
| ock, and SSL is being used. For fol ks using
Bl ackberries, the comunications |link is at |east
encrypted using triple disk. There's lots of products
out there that can encrypt your stored data, but again
it's up to users to choose to enploy those products.

MR. DIETZ: On one hand | think it's probably a
good thing that schools are starting to teach conputer
skills as a part of growing up as early as the fourth
gr ade.

On the other hand, | can't be confortable that
they're going to teach all the other things, adjust your
mrrors, fasten your seat belt, because nost schools
tend to be pretty rushed, and |I'm not convi nced that
before all the little tykes go on the conputers, they'll
hit their live update button or make sure that the
anti-virus is on, and I"mjust a little concerned about
t hat personally.

MR. LEATHERN: | think a trend noving in the

right direction is | think recently we see a | ot of
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conpani es who when consuners are doi ng online
transactions, they're asking for additional informtion,
for exanple, asking for the card on the verification
field. 1t's that extra nunber on your credit card.
Recently | went to the gas station and | used ny credit
card at the gas station. They asked nme for ny Zip
Code. That was sonething new that | had never seen
bef ore.

So as you can -- as the technol ogy inproves, and
t hese dat abases are nore avail able, they have access to
themin real tine, they can do the -- they can match
your address to your credit card nunmber. They can check
agai nst a database that can detect if you're shipping
sonething to a known fraudul ent or suspicious address.

If you try to make 15 different transactions in the | ast
30 m nutes, they can | ook at your |IP address and see if
your ordering sonething to be shipped to Florida when
you're actually accessing from Sl oveni a.

So technology is inproving, hel ping on sone of
these issues that | think especially in the
transactional area where noney is definitely at stake,
there's a |l ot nore investnent going into that.

| think one of the areas where there's not as

much is just every day password practices and so on. |
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think there's still a need for consuners to becone the

bread and butter of how they think about interacting

with custoners -- with conpanies, and | think the
psychol ogy there is still -- it's still very different.
Peopl e see the Internet still as different, not

just another extension of the conpany they're doing
busi ness with, and | think there needs to be an
evolution there as well.
MS. CULNAN: | think one thing where education

is also needed is that people just as they don't realize
that their broadband connected conputer can easily be
scanned by soneone | ooking for a place to attack, is
that there are password cracking progranms that al so run,
and if you have a password that's in the dictionary or
is too sinple, basically you're putting yourself at
ri sk, and people don't know that so that's sonething
el se along with adjusting the mrrors that needs to be
t aught .

That' s anot her thing when | poll ny students periodically, and
t oo many peopl e rai se t hei r hands and say, yes, their passwordis just
letters or it's a word that sonebody could easily find instead of
havi ng nunbers and upper case and | ower case and sone
scranbl ed characters.

MR. FOX: | think that broadband enabl ed
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conputers, when they' re sold, there either should be an
option to get a firewall or an option to turn the firewall
on. | don't know if conputer manufacturers are

permtted by the antitrust settlenment to reconfigure

W ndows in that way, Wndows XP. |If they are and

they're selling the conmputer broadband enabl ed, then

t hey probably should turn it on by default, maybe not

for dial up users but certainly for people that have a

br oadband conputer

O herwi se at | east offer people the option of
getting a firewall with the conputer

MR. EICHORN: Mary just nentioned passwords.

Can you all opine on consuners' use of passwords and how
they do it?

MR. LEATHERN: 1'Ill junp in because we did the
recent survey | mentioned earlier. Qur survey done in
April found that 53 percent of users use the sanme user
name and password at substantially all or nost of the
sites they visit. 25 percent of users wite down their
password on this piece of paper that they keep right
next to the conputer.

I f you think about it, it isn't necessarily that
bad. If it's in your honme, then it becones pretty nuch

as secure as your honme does, so depending on that. W
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found about 7 or 8 percent of people use password hel per
applications, either something |ike Gator, which is you
dial into your machine, all the information is stored

| ocal |y, or Passport -- Mcrosoft. NET Passport -- that with
participating partners all the information is stored on
servers ostensibly in Rednond, Washi ngton, where you can
log -- you could for exanple |l og on to eBay using a
Passport account.

You woul dn't have to set up a separate eBay or
you woul d have to set up an eBay account but you can
then log on to it with Passport information.

So clearly there are peopl e using the sane user
names and passwords everywhere. Sonme sites have noved
away fromletting you choose a user nane so M Smth,
obviously M Smth wll probably be taken so you're
going to have to go through a couple iterations unti
you get to M Smith 961 that worKks.

But then since |I nentioned before many sites,
many consumers will willingly give out a user nanme and
password, register to receive access to a site so they
can get a $100 sweepstakes, that's a probl em because if
" musing the sanme user nane and password at the
Citibank site, | could set up a site to gather this

information and try to use it el sewhere on the web.
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It's |i ke having a door that everyone can stand
outside of for as long as they want and keep trying
different -- the 10,000 different conbinations of the
typi cal house door key until they find one that works.

MR. DIETZ: | guess, once again both sides of ny
mouth here. | think the notion of passwords is surely
i mportant. \Whether the user who uses the sane one is
always at risk, I"'mnot willing to say. Password
synchroni zati on can be a way for a user to use the sane
password, presumably a difficult one.

| took an anti hacker class, perhaps the ol dest
living graduate of said class, and we were told a really
good exanple is 100 percent mlk. 100 percent sign M
L K because it had nunbers and it had one of the
characters and so and so forth, so users have to make
t he deci sion on passwords that they can renenber easily
and they have al so have to manage them

|'ve given up counting how many accounts and
things that | can't renmenber them if someone is trying
to attack me, God bless them if they gave nme the |ist,
| woul d probably be happy about that.

| think you have to put things into perspective
and recogni ze the order of magnitude of the threat and

what's a common sense practice to defeat the threat.
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MR. EICHORN: To what extent -- let's assune
that consuners are | ess sophisticated than busi nesses
are. To what extent does that affect how well they can
secure their own systens?

MR. PETHI A: This is a pet peeve of mne so |et
me start with this one. W talked about quality issues,
and | think in addition to quality issues we need to
| ook at fitness for use fromthe perspective of matching
t he product to the characteristics of the person who is
going to use it.

Today' s | aptop, desktops, the things we have in
our homes are very sophisticated electronic software
devices. Unfortunately, however, they're instructed in
such a way that the user has to have a | ot of technical
sophistication to get both the power, but also the
security that's inherent in the products.

For years now we've tal ked about things -- we've
tal ked about, we haven't produced, we tal ked about
things called Internet appliances, things that are built
for the skill set of the people who are going to use
them | think that's one of the big problens the
i ndustry has to face over the next ten years.

If we ever want this big expansion and nore

el ectronic commerce, if we ever want the trust of the
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broad consuner base, the industry is going to have to
step up and build products whose characteristics are
mat ched to the characteristics of the people using them

It starts very sinple, fromsinple, easy to put
t oget her, take out of the box, default configurations
and noves all the way up through things |ike
configurati on managenment and worryi ng about whether or
not you have patches installed and getting virus
updates, all of that has to beconme two orders of
magni tude nore automatic than it is today.

MR. FOX: | would like to nention a few things.
| interviewed a nunmber of consuners in doing the
article. Not all of themmade it into the article.

Once person | spoke to who had experienced sonme damage on
his conmputer froma virus and then had updated to the
new version of the anti-virus that he was using, this is
a question of |ack of sophistication, is that at that
poi nt he was bragging to nme it was |ike perfectly safe
now to click on attachments and everyt hi ng.

This is a guy who actually had experienced a
virus |l oss and even after having that happen, because of
his sort of total faith in the pronotion of the product,
which told him how great it was, he now believed the new

version of course was perfect, and he didn't have to
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worry about good practices anynore.

And al t hough as a journalist, |I'mjust supposed
to ask questions, | couldn't help but give the guy a
little advice and say, Please, don't drop your guard
j ust because you have the new version, don't take it so
literally, but people trust this information, and they
have no way of knowi ng things |ike that.

MR. LEATHERN: | think one point | just wanted
to nmention is it's hard to figure out whose
responsibility it is to educate the consuner in the case
of , when you're accessing your Citibank account on |ine,
knows the person who makes the browser, well it's
probably the same person who nakes the operating system
right, sois it Mcrosoft's job? Is it Hew ett-Packard
who nmade -- perhaps they made the PC. 1Is it the
sof tware manufacturer that could have made the
anti-virus software. |Is it Citibank itself?

A lot of things need to cone together for this
to change, and the clients and the conpanies that | talk
to, it seens |like everyone is waiting for sonmeone el se

to pick up the ball and run with it, and that's just the

thing that | see every day when | talk to conpanies
about these issues. |It's great if VISA is spending
noney or soneone else is spending. | don't want to
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necessarily be spending ny own noney in this environment
to educate the consuner.

MR. HEIMAN: It's everybody's responsibility. |
mean, | think it starts with parents and at the hone.
You teach your kids to |lock up when they | eave the
house, and you teach your kids not to talk to strangers
on the street. You just have to incorporate that. The
school point was interesting, and I hadn't really
t hought about that, but it's true.

Kids clearly are getting educated about conputer
use at school, and | doubt they're incorporating any
security education as part of that, and that needs to
change.

Busi nesses are, need to, are doing nore in terns
of educating consuners about the security features that
they are building into the products. So | think it's
really -- the short answer is everybody has to do nore.

MS. CULNAN: | would agree with that, and you
need to educate the teachers that they need to educate
the students. |It's fine to say, W need to teach the
students but if the teachers don't understand, and so |
think there's some real good opportunities to devel op
sone packages or summer institutes or other kinds of

things to get the word out there, and again if you start
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young, then you don't have to worry about it so nuch as
peopl e get ol der.

MR. EICHORN: From a practical side, this m ght
be best addressed to Jeff or Mary, but what happens to
consuners when you find a virus on your systen? Where
do they go? MWhat's involved in cleaning up?

MR. FOX: The first advice we give to people
is to disconnect fromthe net, and also don't do
anything i mediately, | nean, because if you start to do
things or you try to delete it yourself or repair it
yourself, you're just going to get in nore trouble.

These things are conpl ex pieces of software and
many people naively assune if they just delete a file,
they've cleaned it or they may not even know if it's
actually a virus, but you want to run an AV scan as
qui ckly as possible, even if you have to go out and buy
it.

MR. EICHORN: We heard from Di ck Cl arke about
several interests of consuners. One is the role that
consuners play in denial of service attacks, and | guess
there are argunents that consuners have an interest in
protecting the network partly based on patriotism and
altruismand things like that.

But how do you think that consunmers can be sort
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of educated about the inportance of security. |Is
that -- so that there's a market for security?

MS. CULNAN: One way is it's in their own self
interest so they don't have to clean up after a virus or
some kind of a problemor worry about their identity
bei ng hi-jacked, but the other issue |I think is people
need to be made to feel, and nmaybe |I'm being nade to be
naive that this is going to be easy, but basically you
don't want to be the one that helped |launch a terrorist
attack or created higher prices for everybody because
there were so many denial of service attacks that in
fact the costs do get passed on.

| don't know if there's sone way to trace this
back to individuals. A few stories in the media perhaps
m ght get people's attention that ultimtely you are
responsi ble, even if you don't get hauled into court or
go to jail, but basically it was your fault, but | don't
know. | think that's a hard issue, and we have to sell
that or it's not going to work.

MR. DIETZ: | think it's a difficult issue
because who is the consunmer? 1Is it the person -- |
sound like the little red hen. 1Is it the person that
bought the conputer? 1Is it the person that uses the

conputer the nost? |Is it the person that's the default
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conputer support person, the person that's turned to in
t he househol d when the conputer goes cafluey? Just who
is the consuner?

MR. FOX: | would say anybody that uses email or
got on the net. | spoke to a woman who had a hone
networ k and her son's conputer which was on the hone
net wor k had been hacked by what she call ed hacker
vigilantes. These were people who actually found him
cheating on an online gane, and they hacked in, deleted
this game which he had paid for, and so clearly
everybody in the household -- your kid is using sharing
files, downl oading nmusic and stuff |ike that.

If you think you' re the user because you open an
| nternet account, anyone using the Internet is a
consumer .

MS. CULNAN:. It's sort of the sanme thing as
everybody who | eaves the house should | ock the door, so
| would agree it's everybody's responsibility.

MR. EI CHORN: Several of you nentioned data on
how often consumers actually use |ike anti-virus, for
exanpl e. Does anybody have data on patching, how often
peopl e patch?

MR. PETHI A: We probably have a | ot of data on

how peopl e don't patch, and we know that 80 to 90
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percent of the security break-ins that we see could have
been prevented if people had upgraded their software to
i ncl ude patches, and we al so know nost of those patches
are not for serious design flaws. They're for silly
i npl ementation errors |like buffer overfl ows.

So we've got |lots of data that says the great
maj ority of incidents come fromsoftware that's not up
to date. The flip side of that though is it's really
hard when you have 5,000 new vul nerabilities being
di scovered every year to make sure that your software is
up to date with the nost recent hackers that were
probably produced three m nutes ago.

MR. EICHORN: This mght be a good time to turn
to questions fromthe audi ence. Just go ahead and
nove up to the m ke

MR. LEATHERN: | just wanted to nention that
anyone that is interested in any of the data during any
of the coments | nentioned, just |eave your business
card with nme, and I'll email you a presentation that has
all of those nunbers in there because I know a | ot of
nunmbers are flow ng around.

MR. EICHORN: |If you do ask questions for the
m ke, the court reporter has asked that you provide your

name. |'mgoing to |leave that up to you
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MR. PALLER: Alan Paller from SANS. | was
taken with the discussion that Rich and Mary and Jeff
and Bruce had. Bruce's position seened to be that users
should Iearn to do it thenselves, but Rich said it's
i ke the seat belt's in a | ocked door, in the trunk, and
it can't be found.

And then Mary said it's outrageous that the
vendors would make it that hard, and, Jeff, you were
tal ki ng about incentives. What's the right incentive?
It's clearly not litigation. It mght be |litigation,
but it sounds awful to do it with litigation.

If it's not litigation, what will cause the
vendors to get it out of the trunk and make it
absolutely sinple for Grandma to have a systemt hat
isn't automatically attacked?

MR. FOX: Well, | think if things get so bad
that there's a ground swell of outrage and demand by
consuners, but | think we're still pretty far fromthat
| think, the market will always do it.

MS. CULNAN: Public humliation | think.

MR. LEATHERN: | think it's ironic tal king about
litigation. It seens people often get rewarded for
stupidity, spilling coffee on you or whatever. | don't

want to get into that whole issue, but to be perfectly
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frank, people are -- you don't need to be -- you get
rewarded for that, and I think we're tal king here about
peopl e having -- being highlighted for doing silly
t hi ngs when there's really -- there's an externality to
your actions.

You're not just allow ng your own financi al
information to be conprom sed or denial of service
attacks can influence everyone. | think it's a very
hard thing to do. | don't see an easy answer.

| think education and starting at an early age
are a good first step toward that, but the real answer,
should it be sonmething like seat belts where everyone is
required to have certain software on their conmputers or
things configured in a certain way. | don't think
that's necessarily the answer. |It's difficult to
answer that.

MR. HEIMAN: | think it's inportant to recognize
not only the severity of the problem but the conmplexity
of the problemtoo. | nean, what, at |last count there's
sonme 50, 000 viruses sort of on record now? You're
tal ki ng about 5,000 new vul nerabilities devel oped each
year to really acknow edge how conpl ex these software
prograns are.

So | don't think you can sinply mandate certain
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things. | think, in fact American industry is doing a
pretty good job of comng up with solutions and fixes
to things.

Now, | do think there is consunmer responsibility
to use sone of those tools, and if they use sone of the
tools that are avail able today, then a lot of the
probl em gets rectified.

MR. FOX: | want to say the biggest problemis
the lack of information about the nunber of, magnitude of
| osses. \When there used to be 50,000 people dying in
cars every year, that gave rise to Ral ph Nader and the
consunmer novenment and novenments to make inproved car
safety.

And | think the reason that we don't see, as

Rich said before, yet a vigorous consuner advocacy here

i s because we don't have the information. |If people
knew hundreds of mllions or billions of dollars per
year were being spent -- if people saw the nunbers,

there would certainly be people then rising to the
occasi on and then beginning to make the public case.

But in the conplete absence of information about
what ' s happeni ng, everyone knows what's happeni ng on
their owmn little conputer.

MR. HENNESSEY: Joe Hennessey with a
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technol ogy question. All of the threats that you
descri bed, the viruses, the worns, et cetera, do they
all require the consuner, the end user to activate code
ei ther by downloading it or double clicking it and
executing code?

MR. DIETZ: No. A nunber of the wornms don't
require that at all. Al the end user has to do is go
to a web site that has been conprom sed and poof, you're
hit.

MR. HENNESSEY: Are any of these worns
activated sinply by opening an email ?

MR. DIETZ: Viruses can be. Wrns can be, yes.
Al t hough I nust say, any attorney who opens an "I |ove

you" nessage probably knew that was a m st ake.

MR. KOENIG This is Jim Koenig from ePrivacy
Group. As an attorney | have a question, but it's
actually for Rob and Jeff.

Rob and Jeff, in the data that you tal ked about
and di scussed earlier, and I know there's a panel |ater
on about business nodels with respect to security, but I
want to ask a consumer perspective.

If in a general sense, whether it's confusion or

consumers don't know the difference or the market hasn't

pushed the conpanies to put it in the products yet, in
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aski ng the questi

111

on, who's interested in privacy, who

wants privacy, who wants security safeguards in place,

everyone will ra

se their hand.

I f you ask the question, who wants the security

and is willing to pay an incremental anmount nore and

bal ance the two t

ogether, | think that's an operative

guestion, and that cones back to the market

determ nati ons.

Conpanies see it's a differentiating factor

It's a brand i ssue.

If it doesn't tagthemon their brand, it doesn't

affect the bottomline, then they're |less interested.

So what t

ype of data did you see there that

woul d hel p conpani es then be notivated to say, This is

an increasingly i

nportant financial issue for me that it

affects ny bottomline, not just the interesting public

i ssue.

The second one is -- second question is on

consuner education, and so right now if consunmers are

confused and don'

t know where to go and what to do, |

think we all have rai sed our hands and said that

consumer education sounds good. Who puts it together,

who finances it,

who distributes it?

MR. LEATHERN: Your first question, | recently

conpl eted a repor

t about online privacy, and one of the
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things I think always is a challenge to do is get away
fromthe abstract. For exanple, if you ask consuners
what's going to nmake them buy nore stuff online, one of
the responses is better prices. Big surprise, 75
percent of people want better prices.

When you ask simlarly about privacy and
security, | think you're always going to get a high
response rate if you say, |I'mworried about ny privacy.
| mean, in fact 70 percent of the people we surveyed are
concerned and they worry that their privacy is at risk
on the Internet.

However, the flip side of that is only 30 percent
of people actually ever read privacy statenments online,
so what | think the challenge is is to quantify the
trade-offs that are made.

Are you willing to undergo sonething a little
nore i nconveni ent, maybe spend anot her 30 seconds
signing up for a web site or providing a card nunber or
sonething like that to get the product or service that
you're | ooking for online?

| think businesses need to spend nore time doing
that. We've been in a stage where in the |ast three or
four years we've seen conpanies throw traditiona

busi ness nodel s out the window in order to try to get
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consuners to buy things online or sign up for sone
onl i ne account.

A lot of sanity has returned to the marketpl ace,
t hankfully, so I think we see conpani es who have been
around the bl ock and have been in business for 50 years
starting to try to get consunmers to sign up for online
services, and that needs to be there.

Brand needs to be there. Trusted conpany --
conpanies with trusted brands are going to be able to
get consunmers to sign up for their services. They're
going to be in a position to provide these services, but
they also need to ensure that through their privacy and
security policies they are retaining that trusted
position.

One thing | think is interesting that came out
of the report | just wote is that | think conpanies are

doi ng a good job, need to take nore credit for what

they're doing as well. They need to really -- | think
to call it marketing of their privacy policies, it seens
i ke kind of |Iike an oxynmoron, right, but they need to

take credit for things that they' re doing well.
And | think by doing so, by going above and
beyond it, being within the spirit of laws and practices

and adopting best practices, that's the way we'll nove
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forward in this area.

MR. FOX: | want to say sonething about consuner
education. | was going to save this for tonmorrow s
panel VII, but | don't know how many of you are staying
in hotels here. | found this in my hotel room brought
it with me.

This is the canpaign with that little dog on it
t hat you probably have seen in hotel rooms, the traveler
safety tips. |1've seen this wherever |'ve traveled in
the country. This is a canpaign, a crinme prevention
canpai gn for travelers, people staying in hotels. | don't
know if it's a government/industry effort, but clearly
this is reaching people where it matters.

| just wanted to comment on the canpaign that
was | aunched, the governnment/ industry canpaign that was
| aunched during the winter which |I thought was a great
i dea, was |launched with a lot of fanfare in February.
One of their things that they said they were going to do
was having twice a year when people turn their clocks
ahead and back, this was going to be like a check your
conputer security thing.

The weekend of April 7 there was nothing. Just
to nmake sure | didn't mss anything | did a Nexis

search, and | found virtually no coverage since that
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great launch in February, and so it |looks to nme at this
poi nt that this canpaign has not yet followed through on
its prom se.

And it's not even a question of putting a site
up there and saying, We've got the site there, people
will go there. Odinary people, people | know are not
hunti ng down sites |ike that.

You need sonmething like this. You need
sonet hi ng where people are when they sign up for an
account or when they are getting their bills or
what ever. You need a place promnently all the tinme to
get in front of people's faces. That's the kind of
canpai gn you need.

MS. CULNAN: Also there's no such thing as a
gi ant consumer education program This has to got to be
in chunks. |I'"ma big believer in small wins. | think
we can | ook at sonme other areas where there have been
sone good efforts to educate consuners about probl ens.

| dentity theft is one where the FTC and ot hers
have done a terrific job being sone place and pulling
out sonme of those postcards that you see when you go to

bars and restaurants and what ever. Then there was the

"don't | et soneone steal your good name" postcard fromthe

FTC, and I"'mthinking this is really great.
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So | think everybody needs to do their part, but
| think clearly one need is again to devel op sone
programs that get rolled out into the classroons at all
levels Kto 12. College, there needs to be curricul a
devel oped that people can choose to use if they like it
or they can nmodify it.
And then everybody that's interested and
conpani es who have a little noney and marketing insights
can step up to the plate and do their part.
MR. KOENI G Just before | go, Rob and Jeff, was
t here any specific data on consuner specific w llingness to pay nore?

| know Conmi ssi oner Swi ndl e had the i ncentive of litigation or possibly

nmovi ng sonet hi ng, but was there anything specific about sonething

MR. PETHI A: Although I have to junp on that one
too. We don't expect to pay nore for tires where the
tread doesn't separate fromthe tire body. W shouldn't
expect to pay nore for software products where teenagers
or children can break in to them versus those being
very secure

| think this is a basic question of, Are these
products fit for use in the marketplace in which they're
in, and | think today the answer in many cases i S no,
and consuners shouldn't be expected to pay nore for

products that are clearly advertised to work in that
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domai n.

MR. EI CHORN: Last question.

MR. RONKEY: Bob Ronkey from Privacy Council, and
"1l tell you right up front that this question is going
to sound like I'"'ma heretic, but there's been a | ot of
talk here that there's a huge problem and that there are
mul ti pl e conponents to that problem whoever devel oped
t he machi ne, whoever devel oped the software, who sold it,
who services it, and then us as users of it.

What |'m wondering about is, |I've heard an awful
| ot of talk how solutions exist, we just don't use them
so there's a nmotivation issue under that, that it sounds
like there's a lot of activity to try to notivate
buil ders of the software to make it better or the
sellers of the conmputer to make it easier.

So what the heretical question I'Il ask is:

What notivates ne as a consunmer to take part in any of
your educational programs? | get an awful | ot of
docunmentation with ny software, but | go to the quick
start little sheet because | want to get going with it
right now, and I want to partake in the good stuff that
cones with getting online, but it will never raise to a
priority for me to truly understand sone of the security

i ssues that are available to ne.
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So you've used car analogies a lot. [If | go out
on the road and drive too fast, | get fined. |If | don't
wear my seat belts in Illinois where | live, | get
fined. In the little town where | live 38 mles west of

Chi cago, everybody |ocks their doors in ny comunity,

but if I go another 38 mles west, there's a little town
where they don't because nobody goes there and they feel
secure so what's the notivation?

Shoul d the solution -- Bruce said governnent
doesn't need to pass nore |laws, they exist. He said we
shoul dn't mandate a specific solution because there are
mul ti ple solutions, one of which m ght be better than
t he other, but how do we activate the consunmer? Should
there be the speeding fine or "you didn't use your
security” fine? |1 would be interested in what your
i mpressions are on that.

MS. CULNAN:. Well, for one thing if we focus on
peopl e who are younger than those of us in the room you
basically have a captive audi ence, so they may choose
not to do it, but at least they' re going to hear the
nmessage because it's part of the curriculumand they're
required to listen. The older consunmers, it's a harder
sell | think.

MR. FOX: | do object to putting the onus on

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025

118



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

t he consuner, even though the consunmer has
responsibility. | think that just sinply saying it's up
to consuners to protect themselves, it's dealing with
street crinmes by saying, Okay, everyone is going to wear
Kevl ar vests.

You have to deal with the roots of the crine.
You have to deal with -- the essential problemis the
Internet's infrastructure was not built for the kind of
activity that's going on now, and ultimately it's the
Internet’'s own nechanism they're going to have to
create traceability, accountability and better security,
control the Internet itself because that's why you can't
track down the people that hack into your conputer

That's a long-term problem W' re dealing even
with AVs and firewalls with really short termissues of
to wear the Kevlar vest while the bullets are still
flying, but long-termwe have to find sonme way to stop
those bullets fromflying.

MR. HEI MAN:  Well, | wear seat belts because
when | took driver's ed way back when, they showed you
gruesone photos of people who didn't. M Kkids wear seat
belts because if they don't click up, we don't |eave the
driveway. | think that sort of the captive audi ence

point is the right one.
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| think you sort of answered the question. In
your town everyone | ooks their door because they
perceive a threat, and 38 m | es away people don't
because they don't, and | think what we need to -- so it
cones back down to the education point which is those
people in that other town where they don't lock their
front doors, if they get online, they have to fee
t hr eat ened.

They have to know that there's a risk out there,
and so | really do think it begins with sort of basic
education and it begins with the famly and parents.

MS. CULNAN:. Jeff's point about if there were
nore data avail abl e about what can actually happen to
you in a tangible way if you don't inplenment, sort of the
gory picture kind of thing, that m ght help too. |
t hi nk people don't perceive there's a problem a |ot of
peopl e don't.

MR. LEATHERN: | think another captive audi ence
that you can have is conpanies, if a conpany -- we've
talked a little bit about how it is good practice for a
conpany to tell its enployees about these things, and
you can start there again. | mean, | spoke with
Hewl ett - Packard, and they have a web based training

systemthat tells their enployees how they shoul d be
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treating customer information, how they should be
respecting their custonmer's privacy.

That's a great place to start if you start with
bi g conpani es and give them encouragenent, maybe noney
or there's obviously a nunber of different ways it
could work. But it's a great place to start, and |
think we need to start there as well as start with the
younger consumers, the consumers who -- it was funny, about
a year ago we did a survey. W asked teens and their
parents who thought they knew nore about the Internet,
and 97 percent of teens said they knew nore about the
Internet than their parents did, so clearly that's a
great place to start.

MR. EICHORN: Well, can | -- oh, I was going to
cut it off. Rich, you want to make a quick point?

MR. PETHI A: One other quick one. |'myvery
happy to see the June issue of Consumers Reports because
those of us in the security business have been tal king
to each other for years, and we have to get this nessage
out to people in vehicles that they already relate to.

And the more we can do with Consunmers Reports
and ot her kinds of consuner publications, events, to get
this message to an audience in a vehicle that they're

accustoned to dealing with, the sooner | think we build
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t hat awareness that causes people to want to take sone
action.

MR. EI CHORN: We've been running about 15
m nutes late all this norning, and | want to conti nue
running 15 mnutes |late so we don't cut into the lunch
break, so why don't we start after lunch at 1:15.

There's a list of restaurants that are nearby in
your packets, and | really want to thank the panelists
fromcomng fromall over.

(Appl ause.)

(Wher eupon, a lunch recess was taken at 12:00

noon. )
AFTERNOON SESSI ON
(Resunmed at 1:15 p.m)
PANEL 1|1 : What steps can consuners take now to secure

their information? What are businesses doing to

educati on consuners about these steps?
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MODERATOR: LAURA BERGER, Attorney, FTC
PANELI STS:

TATI ANA GAU, Vice President, Integrity
Assurance, Anerica Online, Inc.

STEPHEN C. JORDAN, Vice President and Executive
Director, Center for Corporate Citizenship, U S. Chanber
of Commrerce

SHANNON KELLOGG, Vice President, Information
Security Program Information Technol ogy Associ ati on of
America

CHENG JI MW KUO, Network Associ ates, Inc.

BERNHARD MEI STER, Systens Architect, Security
Architecture, Devel opnent and | nplenmentation, Verizon

Communi cati ons

MS. BERGER: Good afternoon. | would like to
ask everyone to please take your seats so we can begin
the first afternoon panel.

|"m Laura Berger. |'man attorney at the
Federal Trade Conmi ssion, and this panel is about
consuner information security education and what steps
consuners can take now to secure their conputers. W
heard some about that this norning. | think the

di scussions naturally blend together that way.
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This panel is only 45 m nutes, and we're going
to allow ten m nutes towards the end for questions.

And because of the brevity of the panel, |1've asked each
of the panelists to just be prepared to do a dial ogue
about this topic, so I'"'mgoing to quickly introduce the
panel, and then we'll start talking.

| mredi ately to ny left is Tatiana Gau, senior
vice president for integrity assurance at AOL.

Conti nuing down the |ine we have Stephen Jordan,
vi ce president and executive director, The Center for
Corporate Citizenship at the U. S. Chanber of Comrerce.

To his left we have Shannon Kel |l ogg, vice
president, information security program |Information
Technol ogy Associ ation of Anerica.

We have to his left Jinmmy Kuo of Network
Associ ates, | ncorporated.

And on the far left, ny far left we have
Bernhard Mei ster, systens architect, security
architecture, at Verizon Conmuni cati ons.

So to start our discussion of what consumers can
do now to secure their own conputers, let's talk for a
m nute about the top ten tips. We heard a little bit
this nmorni ng about what are the top five things or sone

of the inportant things people consuners can do to
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secure their conputers.

VWhat are the nost inportant, the top ten things
t hat consuners can do? This is on a volunteer basis.

M5. GAU: 1'Ill junp in. 1I'mgoing to try to not
be redundant on sone of the points that have al ready
been covered earlier today, and I'mgoing to go down to
the basic | evel of tal king about the average consuner
out there and not the user who is already on broadband
and has a certain higher degree of sophistication ||
call it.

We recently did an Internet study which actually
was part of the |aunching pad for the Stay Safe Online
canpai gn that was |aunched in February as was referenced
earlier today, and we interviewed Internet users at
| arge fromthe nost novice level to a higher degree of
sophi sti cati on.

And we clearly found that people just are not
t aki ng the proper precautions that they should be. 77
percent of users indicated that they did not update
their anti-virus software on any kind of regular basis.
They are not using strong passwords such as al pha
numeri c conbi nati ons or passwords of a length of six or
nore characters, so it really was kind of a |evel set

there that | wanted to establish with respect to the
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type of consunmer that | would like to tal k about today.

In that context, the top five tips that I would
throw out is: Nunmber 1, and this is sonmething that we
reinforce through various nmeans on the AOL service by
conmmuni cating with our nenbers through nmessaging that we
provide online, alerts that we provide to our users when
they sign up, sign online for a session, specific areas
on the AOL service that we pronote and push nmenbers
into, help areas and things of that sort.

The first nunmber 1 tip that we push right nowis
to have a strong password, right fromthe outset create
a password with a conmbinati on of al phanuneric and nake
it at least six characters long or nore preferably, but
those are the guidelines that we put out for passwords.

Second item make sure you have anti-virus
software and keep it up to date, obviously enphasizing
the latter point as we've already seen and di scussed
t oday.

The third tip that we always give to our users
is to notify AOL, and this really serves as a central
point for the flow of conmunicati on and understandi ng of
the issues that are inpacting our users because by our
menbers notifying us of problenms that they encounter

online, scans that they are seei ng happen onli ne,
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viruses that they may have received, it allows us to
take steps on the back end fromthe technol ogy
perspective as a business, where we protect our network
and protect our consuners before the problens even | and
in their mail box.

It also provides a way for consuners to reach
out and get help in certain situations, and we have
Notify AOL Buttons scattered all over the AOL service in
the mail read form in the Instant Message form on the
AOL web site areas, in the chat roonms, on the nessage
boards so that wherever sonething could possibly happen,
menbers have a quick and easy way to notify us about it.

Goi ng on down the line, | would put using firewalls
to protect yourself if you' re on a high speed
connection and al so to nmake sure you downl oad security
patches, of for a nore slightly
sophi sticated user unfortunately.

In the sane survey that | referenced just a
nmoment ago, we found that |ess than 30 percent of the
respondents of this survey said that they downl oaded
security patches on a regul ar basis, and renmenber, this
is obviously self attestations so the nunber is probably
actually |l ower than that.

But anot her question in the survey asked how
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they learn of security issues, how did they |earn of
pat ches being released or how did they |earn of new
viruses or things of that sort, and overwhel m ngly
people said that they got their information from
tel evision, and nost interestingly, of the respondents
t hat had seen sonme nessage relating to security, the
vast mapjority of themrecalled a virus alert of sone
ki nd, and that really was the nessage that they were
getting nost often

Finally, the tip that I would put out here is
the tip that we always give to consuners no matter what
age they are, whether they' re adults or whether they're
children, don't give out information gratuitously.

For children, it's obviously inportant for
parents to teach their kids not to talk to strangers,
don't give out personal information, things of that
sort, but the same rule applies to adults, and we find
that a | ot of consuners have a false sense of security
in some ways in their hones.

Their door is |ocked. They' re confortable.
They're in confortable clothing. They're sitting at
their conputer. And caution just doesn't seemto play
the same role that it would play in some other setting

t han when they're at home, and with that I'll turn it
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over to sonebody el se.

MR. KELLOGG. One thing that | would add there,
and those are all excellent steps to take as a consuner
and for small and nmedi um si zed busi nesses, renenber |
think fromthe outset that we need to reiterate probably
what we said this norning, that this is a continuous
process.

So any of these actions that Tatiana is
recommendi ng for consunmers or small businesses has to be
done on a regular basis, or ultimately you're not going
to get the results that | think we're all |ooking for.

Anot her thing in, this area of broadband and
hopefully as we go forward with nore broadband
depl oynent, renmenber to di sconnect fromthe Internet
when it's not in use. That's also sonething inportant
to remenber as far as specific actions.

And then kind of |ooking again sort of at a nore
general level, we at I TAA work a lot with our |arger
corporate nenbers and also a | ot of our security
vendors. We've got 140 conpanies that are involved in
our information security, many alone, and we do a lot in
trying to get the issue of information security up at
the board | evel and nmaeking sure that businesses | ook at

it as a business continuity issue, not a business
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survivability issue.

It's the same nmessage to small and nmedi um si zed
busi nesses and an i nportant part of our audi ence for
today as well as the average consunmer in that we want to
make sure that they |look at this and understand
information security as a business continuity issue, if
not a business survivability issue.

And therefore there are a number of things which
Tati ana has already gone over that you can do that are
free, that don't cost a | ot of noney because we
under st and whether you're a home user or if you're a
smal | or medium sized business, that you can't
necessarily invest a lot in this area, but there are
things that you can take, are steps that you can take
that are basic and are forward | ooking and can start at
the consunmer with this.

MR. KUO First of all, if you didn't pick up
this thing this morning, there's a whole stack of them
outside. This is ny paper that was witten for Stay
Safe Online canpaign and as the anti-virus presentation
for that canpaign.

But one nore thing that businesses can do is
t hat when they have service online, they should find or

realize what those machi nes are there to do and |imt
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t he machi ne down to only those services, so if you're
not supporting FTP, turn all those things off.

If you' re not supporting Telco on that machine,
turn all those things off, and it's a matter of
education, but it's much safer to only all ow t hose
things that that machine is going to do to only allow
t hose services.

MS. BERGER: | want to interject for one
second. You nentioned sonething that businesses could
do. Is that sonething you woul d advocate for consuners
as well just to set their conputers for how they're
going to be used?

MR. KUG:  For hone users, generally they shoul d
have a firewall, a personal firewall, and if they
don't turn off their machines and get off the Internet
when they're not using it, they should at |east turn
that firewall to the high setting so that when they're
not using it, all the ports are cl osed.

MR. MEISTER: | would just like to anplify on
the comments nmade certainly so far in that what we're
seeing is the redepl oynment of conmputers in the household
nore in the aspect of data centers. |f everybody were
to regard their |aptop, their home conputer nmore in the

formof this is nmy famly, this is -- within this
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machine is ny famly's jewels, ny bank account
information, ny resune, ny -- all these very sensitive
famly documents, we have to start to separate.

That's one thing I would advocate people to do
woul d be to separate famly data away from the devices
within the honme that will be going on to the Internet on
a frequent basis. | know in my house, ny son, he has
hi s desktop nmachi ne.

| make sure all our famly's information is on
our secured server we have in our living room it's a
mess in there, but this is the concept though. W have

to take it to the next level, be able to say, Ckay, a

firewall is an essential. | would say firewalls
today, even if you are on a dial up connection, I'm
starting to see people tal king about -- actually I've

seen personally scans com ng through dial up
connecti ons.

So the broadband issue will only exacerbate the
vul nerability to the home environnent, but
unfortunately, we have a home environnment where the
parents are very busy, very frustrated about all this
new technol ogy. Their children are devel oping skills
whi ch they don't understand, and it's a very tough cal

for the parent, so ny nessage really is to not only
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focus on the PC and your home conputing environment,
it's no longer just a PC.

You have PDAs, you have w rel ess, you have
infrared, all these el enents can conbi ne together, but |
woul d al so enphasi ze that we have to do better as an
i ndustry in denystifying how these things work.

| think too often we throw up our hands and say,
Ch, | don't know how this works so you don't do
anything. That's really running away fromthat issue.
And | would like to see denystification become part of
our di al ogue between our consuners and those who provide
t he technol ogy.

MR. JORDAN:. You know, when you originally asked
t he question, it was about the top five security tips.

MS. BERGER: Actually it was the top ten, but
it's gotten narrowed down as we've again down the |ine.

MR. JORDAN: | think what we need to do is we
need to make a distinction between behaviors and tools,
and a lot of folks talk about tools, firewalls,
software, anti-virus packages, things |like that.

And | think that one of the things that Shannon
was getting at is behaviors are just as inportant for
this, and one of the things about this too is the tools

and techni ques are probably going to change and evol ve
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and are going to be very dynamc, and I think that sites
i ke Stay Safe Online and things -- and other web sites
and other tools that keep track of the tools are going
to be very dynam c on the tools part.

But | think that the basic behaviors need to be
filtered out as well, and then those need to be
di ssem nated, and that doesn't necessarily have to be
that evolutionary. | think that basically tal king about
appl ying your elenments that you apply for physica
safety to your cyber safety posture is sonething that
maybe we can educate a nass audi ence about and probably
t hey can nake their connection very quickly too.

MS. BERGER: So we're starting to talk about
this in terms of getting consuners to understand the
process. | just want to follow up on sonething Bernhard
was telling, if other people want to coment on this,
about getting consuners to understand what of their data
is sensitive and to target that data and protect it.

| wondered if other of the panelists had
t houghts on that.

MR. KUO  Anot her comrent about what smal
busi nesses can do, one of the biggest problens on the
web is when you give the credit card to the conpany t hat

you' re doing business with and you find out |ater that
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it's been kept on an unsecured server and that whol e
dat abase was just conprom sed, and that's one of the
t hi ngs a business can do is to take that credit card
dat abase off of that web conputer and put it on sinply
anot her conputer that's not on the Internet.

And that conmputer is the one that does all the
billing and is only dialing out to do the billing, but
if you | ooked at what are the crown jewels of the
busi ness, and that set of credit card nunbers is really
critical, just take that off and nove it off to the side
or to a nore secured server

M5. GAU. 1'll try to take a stab at your
gquestion, Laura, in terms of what can consunmers do with
respect to data that they have on their conputer in
their hone.

One of the tips that again is part of the
Nati onal Cyber Security Alliance's efforts is to nake a
back up of your conputer data, and there is certain
advice that's provided in terns of how often you do that
and how far away you should store that fromthe conputer
so it's not right next to it.

But | think that that is sonething definitely
t hat consuners are not doing on a regular basis. It

doesn't protect the data obviously if the data gets
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stolen, but it addresses a situation such as a virus
infection where inportant files get deleted.

To the issue of actual protections for people's
data on their conputer, I'mgoing to actually echo ny
col |l eague's comments with respect to behavior. | think
that there are tools out there that consunmers coul d use
if they wanted to, to encrypt their data on their
conputer or, for exanple, use firewalls and things of
t hat sort.

But ultimately it is about behaviors and meki ng
sure that consuners understand the need to do this, and
i nterestingly enough, one of the approaches that we took
earlier this year with this alliance was to call upon --
we actually called it the Call to Action.

As a citizen of the United States it is your
duty to do your part in trying to protect the nation's
infrastructure. Yes, there's other elenments that need
to play a role in protecting our nation's
infrastructure, but you as a consuner need to naeke sure
that you don't unwittingly becone the mechani smthrough
whi ch an organi zed group or a disorgani zed group coul d,
in fact, attack a governnment web site or sonme other
systemin our country by having your conputer becone a

robot simply because you had a password that was too
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easy to guess.

And we found that really using that kind of
approach as a call to action just as we need your help
to be on the outlook -- to be on the I ook out for things
happeni ng in your nei ghborhood, and currently of course
with the |atest terrorist threats that have cone out, to
be vigilant for what is going on in your apartnent
bui | di ng, for exanple, are these people com ng and
goi ng, what is going on.

The sanme thing applies to the online world, and
it's a nessage that hasn't really come across that
strongly at this point, and it's one of the things that
| think may well be a driving force to getting nore
people to pay attention.

MS5. BERGER: Just -- go ahead.

MR. KELLOGG | was going to say, that's what I
i ke about Stay Safe Online, if |I may just be blunt, is
it boils things down so everyone can understand what
we're tal king about, and it also pulls a |ot of
di fferent resources together.

Sonetimes these can be very conplicated issues
but sone of the steps you can take are very sinple.

Stay Safe Online does that. It packages things very

easily so you can understand it, and what it does and
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what we're all tal king about here is it sort of
addresses this issue of establishing a culture of
security which our friend Comm ssioner Swi ndle talks a
| ot about, developing a culture of security.

Now, you want to do that in your home. You want
to do that in your small business. You want to do that
in your corporation. You want to do that in your
organi zation. You want to do that in governnent, and
it's key that we have this nentality.

This is our responsibility to do that, whether
we're at home or in small businesses or in corporations,
and again Stay Safe Online pulls that all together. |
think that's nore inportant, and we should be supportive
in industry as well as in the public sector and of
consunmers or fromthe consunmer standpoint of initiatives
like this and get aware, understand what's out there
al ready, and so we're not reinventing the wheel, and
nost i nportantly we're not making things nore
conplicated than they already are.

MR. JORDAN: | think there's a part of this that
we should also | ook at, which is while there are
fundament al base |ine behaviors that would apply to al
consuners, that not all consumers are nonolithic, that

you don't have -- you m ght have sonme fundanenta
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t hi ngs, and then each category of consunmer is al so going
to have specific needs that should be tailored to their
particul ar interest.

Under Stay Safe Online right now, what we're
seeing is that we're getting predom nantly to new users
and to heads of households and to small business owners,
and --

MS. BERGER: Stephen, |'m going to pause you
ri ght there, because before we get into -- this is a
very inportant discussion we're starting to have about
alerts for consuners and Stay Safe Online and how you can
tail or education efforts to the appropriate consuners,
but there are just a couple nore areas of tips to
consuners that | want to hit first before we nove on and
pick up with that discussion.

And one is an inplication of sonmething that
Tatiana has just raised, which is maybe getting
consuners to recogni ze when soneone has or is attenpting
to interfere with their systems. | would |ike to know
if the panelists think that that's also an area for
consuner education, getting consunmers to recogni ze when
sonet hi ng has gone wong with their system so that they
can repair it or intervene and fix it.

MR. MEI STER. |Is this m crophone working? This
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norning it wasn't working quite that well. | just want
to take your point because it is inportant to see that
part of that process is to understand, and I'll give you
an exanpl e.

We have a honme network. My son was chatting
online, and | personally find as a parent | don't I|ike
himtalking to strangers. Wo was he talking to? Well,
I"mlucky I do have sonme know edge of the security
realm so | put on a packet sniffer, and |I began
sniffing packets. Now, the illustration here is not
that I spy on ny son. | trust himinplicitly.

COWM SSI ONER SW NDLE: Verify, right.

MR. MEI STER. But | wanted himto see
categorically how easy it is to sniff this information
and how non anonynmous it truly is, so it's through these
smal |l illustrations, these small |essons, if you like, I
also did the sanme technique with my own nmanagenent. |
showed how VPNs wor ked by throw ng sonet hi ng going
across in the clear, including budget information which
was of course fictitious, we have no budgets, noney,
terrible.

But to see inportant information in the clear
bei ng deci phered out of this wire to nme is a very

i nportant | esson in understanding, and this is why
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perhaps | feel like a broken record here, but when we
tal k about firewalls, ny firewall goes off
continuously because | see people trying to do stuff.

Sone of it is very innocent. Sone of it maybe
isn"t, but the next generation firewall hopefully wll
be able to conmbine some of these aspects.

MS. BERGER: So you're suggesting one of the
ways that consumers can be alert as to sonething that
m ght be going wong with their systemis through firewalls
that give them notifications.

MR. MEI STER:  Absol utely.

MS5. BERGER: | just want to see, are there other
i nportant ways that consumers can be educated about how
to recognize if something has gone wong that they need
to remedy to people.

MR. KUO  Go ahead.

MS. GAU:. Are you sure?

MR. KUO  Go ahead.

MS. GAU. One of the things we try to do at ACL
to hel p our consuners recogni ze problenms, particularly
in the variety of malicious web sites or viruses, Trojan
horses and scans for that exanple is actually put up
exanpl es of what these things | ook |ike online.

We have an area called the Nei ghborhood Watch
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where we post alerts about the latest virus that is
goi ng around and what the email |ooks |ike when you get
that virus. Normally when a virus first hits oftentines
it's appearing as the sanme email. O course that
doesn't | ast very long because then it starts nutating,
that is, the email that is carrying the virus has an
attached file, but also with web sites, fake store
fronts so to speak

There's a big problemright now with bad guys
creating |l ook alike web sites for top nanmed conpani es on
the Internet, sending an email saying, You have won this
that or the other and you'll get 25 percent off your
shi pping to cone here, log in, boomthey've got your
password. In some cases they get your credit card too.

So we will put up exanples of those kinds of
sites online, and we give the step that always navigate
to a place where you're going to be giving persona
information by typing in the URL. Don't go to that web
site by clicking on a hyperlink in a piece of email that
you don't know where it cane fromand you don't know
whet her or not that email is authentic. The safest way
to nmake sure you are at a legitimte web site and giving
out the right information is sinply to manually have

typed in the URL.
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MS. BERGER: Because this is a short panel to
begin with, I'll go ahead and let you all nove into
giving the highlights of the inportant consuner
education efforts that are out there, and if you want to
address at the same tinme what you have found through
your experience the level of consunmer awareness to be,
feel free to comment on that as well
We've already talked a little about Stay Safe Onli ne.
| don't know if people want to pick up with discussion
of that.
MR. JORDAN:. | was just going to go through and
say that we are finding that there are very different
user sets on the Stay Safe Online set, and it basically

breaks down into about six categories. The first of

course are the new users who -- their kind of feedback
is, | believe sonmebody is trying to scam nme, how do
report them | really appreciate your site, but I'm

having trouble getting out of it, can you send nme enmai
with information about it, but you know early
adopters -- | nean, early to the process and are really
trying to figure out the stepping stones of how this
wor Ks.

The second group, the parental group, is very

traumati zed by pornography and by viruses and by scans,
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and they're really looking for information about access
I ssues.

The third group are the functional users, the
smal | busi ness owners. The kind of questions that they
have for us are -- it's like a little bit of a higher
| evel of education, and they're really | ooking for
vendor education, for determ ning preferences. They
woul d |i ke to know, for exanple, what firewall works
better than another or is there such a thing as a
spam nator or things like that. That was a cute quote.

But anyway, then another group are the truly
t echnol ogi cal users, and what's interesting about their
behaviors is that they seemto divide into three
different subsets. One subset is rather conpl acent
actually, and they feel |like they've got all of the tech
tools. They know what's going on. They don't think
that they're really vulnerable, and they don't see what
all the fuss is about.

The second subset that we're seeing are the true
beli evers, the fol ks that have one set of hardware or
software solutions that they think is better than
anot her, and they've got a set of preconceptions, and I
think, Jinmmy, you can talk a little bit to the religious

force there a little bit later.
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And then the third set are the activists.
They're the fol ks that know about the threats, know
about the vulnerabilities and want to see action done,
and they actually want nore information about the
process behind security, so these are sonme of the things
that we're really seeing in terns of the custoner
profiles or consuner profiles.

MS. BERGER: G ven the segnentation that you're
descri bing, what are the ways, the best approaches to
educating consunmers? They're using the Internet for
different things and they have different |evels of
expertise. How do you tailor education to accommodate
t hat ?

MR. KELLOGG | think that's one of the driving
reasons behind this National Cyber Safety Alliance and
Stay Safe Online is that it brought together industry
and governnment to tackle a |lot of these issues, sone of
whi ch were behavi oral, but nostly what can we do to
coll ectively reach out and educate snmall businesses and
consuners about what they can do to harden systens.

But, for exanmple, on the behavioral side, you
have links to a variety of organizations there that
focus specifically on this, |like the Cyber Safety

Citizenship Initiative, Stay Safe Online.com which is
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actually a Mcrosoft initiative. You have a nunber of
ot her programs that are available on Stay Safe Online
that you can link to that cater to a younger group as
wel | as parents and educating them on what they can do
to proactively address sone of these issues.

So | don't want to beat the horse to death, but
sonmetinmes there are solutions right in front of us, and
it's not all about the technology and the tools. It's
al so about this is an ongoing continuous process, and
havi ng one stop where you can get a lot of this
information if you're a consunmer or you're a smal
busi ness or a nmedi um si zed business is hel pful, and
that's one of the driving reasons behind Stay Safe
Online and that canpaign and why we formed the alliance
in the first place.

MR. KUO Earlier this norning we were talking
about how consunmers don't get enough education about
this. Yet at the sane tine we're saying that 40 percent
of people that were surveyed had received viruses and,
20 percent of them had evi dence of, received it four or
nore tinmes. That's saying 40 percent is actually
getting educated and 20 percent are often getting
educated quite often, but we're still in the stage where

this education still needs to be tackled by educating
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the educators. W can't get out to all those people
t hat qui ckly.

During the Code Red crisis, | did sone
cal cul ations, and during the crisis period, 60 to 90
percent of the servers that were infected at the
begi nning were no | onger infected by the end of another
week, so we were getting the nessage out during a crisis
period, and wi thout the pain of crisis, people just
don't pay attention, so back to what | was saying.

40 percent of the paper are now getting educated
because they have firsthand experience so unfortunately
they're learning it the hard way, and the rest of the
popul ati on are either going to learn it the hard way or
they're going to wait for sonebody close by to suffer
before they learn it.

But if we can teach enough of the teachers to
get out there, we nmay be able to |I guess shorten the
nunmber of degrees of separation so that there are other
peopl e that feel the pain of the neighbor as it
were a pain for thensel ves.

MS. BERGER: In just a mnute or two, we're
going to be noving to Q%A, but now that we've been
di scussing the inportance of these broadband canpai gns

and of educating the educators about how to reach people
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t hrough these nore broadband canpaigns, |I'm wondering if
anybody wants to highlight particular things that

i ndi vi dual businesses m ght be doing to reach consuners
who use their sites, sonething Iike what Tatiana has
menti oned about telling a consunmer "continue to type the
URL" at a tinme when it m ght be especially pertinent to
t he consuner.

MR. JORDAN:. | have actually a pretty good case
study on that, but before I go into that, I want to
build on sonmething Jimmy said. W have to think about
this in terms of market adoption. You have 60 m|llion
households in the United States that have adopted in
sone form or another of technol ogi es, but that doesn't
mean -- of conputer technol ogies. That does not nean
t hey' ve adopted the same conputer technol ogies, all of
t hem

So you have these waves of adoption that are
currently taking place, and sone people are up to say
li ke Wndows 95 and others are up to 2000 and others are
up to NT, so we're dealing with a plethora of adoption
sets, and | think that that's one of the reasons why you
have to break it down between behaviors versus tools.

Because of the fact that the rate of

t echnol ogi cal change is proceeding like this, | think
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that you're always going to see a lag in technica
adoption or adoption of technol ogical techniques.

That being said, segue very badly, this is a $10
mllion direct sales conpany in Florida that is putting
i nformati on about scandal s and scans on the back sheet
of their -- of just their basic newsletter. VWhat we're
seeing is that conpanies |ike the National Conpanies,
the National Conpany are really trying to educate their
own consuners because they see it as a unique selling
tool for thensel ves.

So we see this ranging fromthe very small $10
mllion type conpany to the hundred mllion to the
billion dollar folks, and again it ranges from fol ks
that care about their consumers to fol ks that are caring
about their enployees to folks that are caring about
their marketpl aces.

MS. BERGER: |'mgoing to allow just one nore
comment from Tatiana, and the people that have Q&A, you
can go ahead and approach the m crophone because we're
going to nove to that imediately afterwards if there
are any questions fromthe audi ence.

MS. GAU:. You asked for other exanples of ways
in which nmessages are getting across to consuners. |'m

going to point to the Code Red exanple where the
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national infrastructure protection center of the FB

actually held a press conference. It hit the headlines
of all of the major newspapers. It was on the TV. It
was on the |local news. It was on the national news.

It was sonething that really got the attention
by using the mass broadcast nedia, which as | indicated
before, we found that in the survey we did respondents
were getting their information from TV still, and that's
t he average consunmer that that's where they're hearing
about probl ens.

Incidentally I would like to say that that survey
is on the Stay Safe Online.info web site. You can |ink
to it fromthe web site.

MS. FRAKER: Hi. M nane is Mary Faker. |'mfrom
Powel | Tate, and | have quick questions for Tatiana and
|"msorry, is it Bernhard?

MR. MEI STER: Yes.

MS. FRAKER: Tatiana, and | apol ogize | don't
have AOL and | also don't have broadband so that may be
t he cause for ny ignorance.

My question for Tatiana is someone this norning
mentioned that there's some aspect to Instant Messagi ng
t hat can somehow make the recipient of the Instant

Message nore vulnerable. 1Is there anyone in here that
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can say that better? |I'mnot sure if it breaches a firewal
or what, but apparently there's sone --

MR. FOX: There's file exchange options in
| nst ant Messagi ng.

MS. FRAKER: Thank you. | was wondering if this
is a potential with AOL Instant Messaging and if so, is
t hat one of the sort of warnings or advisories or
what ever that you make avail abl e?

MS. GAU: The file sharing functionality on
| nstant Messaging is actually sonething that is
optional. It is not automatic. Sonebody earlier
mentioned the tip of turning things off if you don't use
them That's one approach to it.

Wth AOL's Instant Messaging system we actually
have a series of perm ssion wi ndows that will alert the
user as to what exactly is about to happen, that
sonebody wants to share a file with them or wants to get
afile fromtheir conputers asking for a file fromthem
where there is no way that that consuner can just by
accidentally hitting the return key cause that to
happen, that we make sure that they are fully aware with
messagi ng, with pop ups that interrupt their screen, so
to speak, to tell themthis person is asking to send you

afile or is asking for a file from you.
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So to that extent, we try to prevent the
situation fromever getting into a problem situation,
but to the extent that the person ignores the nessages
and just willy nilly agrees to accept files from
strangers, they are going to be at risk.

MS5. FRAKER: Is there sone kind of a warning?

s it a yes no thing, or is this some kind of warning,
You may not want to do this because?

MS. GAU: There is a warning.

MS. FRAKER: My question for you, sir, is we've
gotten a mllion calls from people offering us Verizon DSL.
Does Verizon DSL have a firewall or at least in the
process of becom ng a Verizon DSL subscriber, would | be
advi sed of the need for a firewall?

MR. MEI STER: That's not my part of Verizon
personally, so | won't try to tell what's going on
there, but | know for a fact that there are |ots of
di scussions and lots of activities in this arena because
we al so use this technol ogy extensively. W have many
home commuters who take the opportunity to dial from
home, and many of those people dial from home using
br oadband connecti ons.

So we as a large corporation are nmoving actively

in this sort of arena to protect our custoners, and |
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woul d i magi ne that the Verizon online folks are working
to protect the online DSL users as well.

MS. LEVIN:. H . M name is Toby Levin with The
Privacy Council, and | have a question regarding the
technol ogy skill gap. Consuners have been given the

bl essing of conmputers in their home, but with that

there's a major technology skills gap unlike the car where

consuners can just take drivers ed.

They can take classes, learn how to drive a car
and they're off. \Wen there are security or issues
regardi ng safety, they pretty much can rely on vari ous
sources for information to address those concerns.

Well, with regard to conputers, here's the
technology that is probably at | east as sophisticated as
automobiles, if not nore so, but yet consuners aren't
equi pped to really handle all the security repairs and
saf ety issues involved. How do you address the fact
that -- is this a short-termproblemor a |ong-term
pr obl enf?

W Il consuners with the education that you're
suggesting that's underway, is that enough to really
address the security issues given the sophistication of
the tools that they now have at their disposal?

MR. JORDAN:. | know you're going to hate this as
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an answer but it depends. | think that right now
actually we're in the stage of a thousand flowers are
bl oom ng, whether it's in terns of policy, whether it's
in terms of threats, whether it's in terns of
vul nerabilities, whether it's in terns of different
product lines, | think there are a plethora of web sites
and avail able tools that are out there.

The problem that you have is that because there
is a wide range of tools out there doesn't necessarily
mean that there's been a shake out of what the best ones
are for the particular groups. | think that a market
idea that there may be a market solution for this,
whet her it's the establishnment of businesses that they
conme and check your security for your hone every nonth
or sonething |ike that or some kind of outsourced
busi ness admi nistrator, things like that will start to
evol ve.

And just as you have your pest control
exterm nator come once a nonth, you'll have your virus
and online pest control exterm nator come once a nonth.
Who knows what the long-termsolutions to that will be,
but I think that right now we're in the growth stage
before kind of the shake out of consolidation.

These are not nmature industries. W're talking
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about industries that are what, a decade, two decades,
three decades old at the nost? This is a process that's
still evolving and rapidly.

MR. KELLOGG  But, Steve, when you al so think
about the tools available out there and you | ook at
tools two years ago versus now, the fact is they are a
| ot easier to use than they were, and they're getting
easier to use. The technology is noving very quickly.

Al ways when we tal k about this point, | always
t hi nk about an older famly relative of m ne who started
using a conputer several years ago. He is of the
greatest generation and so he canme into conputers | ate,
and then he started using them and get interested and do
a lot of things with them

But it took himawhile to understand that with
that came responsibilities, and then when he understood
that, gee, this is really -- these things are just hard
to use, well when he actually started to try to update
his systemon a nonthly basis and then on a weekly
basis, he then found out that they weren't so hard to
use.

So it gets back to what we were tal king about,

i ncreasi ng awareness and getting over that barrier, sort

of the lack of education out there, whether it's anpng
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consuners, small businesses or nedi um busi nesses,
there's just a |lot of fear there, and it's going to take
time to overconme that, and it takes a real effort, and
that's again what we're trying to do in this industry
and what | think we're seeing in governnment as well in
partnering with us.

So it's inportant to renmenber that this is going
to take tinme, and it's nothing we can imediately
over cone.

M5. BERGER: On that note, | can take one
parting remark froma panelist, and | see two of you
| eaning forward to grab it. | think I happened to see
Tatiana first, and then we'll have to close this
panel and nove imediately into the next one hour
segnment. There will be a break after the next one hour
segnent .

Tati ana?

MS. GAU:. Actually in summarizing your conmments,
| agree with everything you said, but | think that the

consumer is never going to be inclined to learn all the

details about what's going on in the conputer. It's
like in the car. | nmean, | know I have an air bag
system but | don't care to know about the technol ogy

behind the sensors that's going to set those air bags
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of f.

| just want to know those air bags work, and I
base my decision on the conmpany fromwhom | buy the car
and the assurances they nmake because | trust themas a
brand and as a conpany that they'l|l do the right thing.

There is a lot that conpanies in the Internet
space and the technol ogy space right now can and could
be doing on the back end to hel p protect consuners. W
do a lot of that, and as | nentioned already, we rely on
custonmers to tell us what problens they're experiencing
in order for to us respond to it, but there's nore that
could be done in that area, and | think that is what is
key, conbined with education as to really sinple, easy
to remenber tips for the consuner.

We can't overload themw th heavy techni cal
detail at this point. W' ve got to take sone
responsi bility through our online industry associations,
ot her kinds of trade associations, partnerships with
governnment and things of that sort to really get the
word out.

MS. BERGER: | would like to thank each of our
panelists for participating this afternoon. Thank you.

(Appl ause.)
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PANEL 111: WHAT EXI STI NG BUSI NESS MODELS HELP
CONSUMERS MAI NTAI' N SECURI TY?
MODERATOR: LAURA BERGER
PANEL MEMBERS:

SCOTT CHARNEY, Chief Security Officer, Mcrosoft
Cor p.

STEPHEN COBB, Senior Vice President, Research &
Educati on, ePrivacy G oup

SI MSON GARFI NKEL, Chi ef Technol ogy O fi cer,
Sandstorm Ent erpri ses

JAMES C. PLUMMER, JR., Coordinator, Nationa
Consuner Coalition Privacy G oup, Consunmer Alert.

MS. BERGER: We're going to nove ahead in just a
m nute here to begin our next panel.

|"m Laura Berger. |1'mgoing to continue as your
noder at or for the next panel and introduce the
panelists. Well, this panel is going to -- in the | ast
panel, we were tal king about what consuners' need to
know and how to get themto know about it, to educate

them and now we're going to tal k about busi ness nodel s
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t hat businesses can use to get consuners to start doing
them to get consunmers to start using security products
and incorporating security into what they do.

And immedi ately to ny left we have Scott
Charney. He's chief security officer for M crosoft
Corporation, and on his |left we have Stephen Cobb,
senior vice president for research and education for
ePrivacy G oup.

Going down the line again to the left we have
Simson Garfinkel, chief technology officer, Sandstorm
and an aut hor of anong ot her things Web Security,

Privacy and Comrerce and al so of Dat abase Nati on.

And on the far left we have Janes Plummer,
Juni or, coordinator of the National Consuner Coalition
Privacy Group for Consunmer Alert. So | would like to
wel come you all, and as with the | ast panelist, |
probably won't have to cut people off as | did on the
next panel, but we're going to go with the sane formt
of just discussing with questions what we' ve been
t al ki ng about .

So just as a segue fromthe |ast panel, to start
with, what is the role of education in getting consuners
to use security products?

MR. CHARNEY: | can certainly start. Education
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is the key. 1've been in the security space for 12
years. Threats aren't really -- or the risk of having
sonething is very small and at PricewaterhouseCoopers,
we tal ked to enterprise custoners or even hone users,
especially those with broadband because we're seeing
br oadband hone access for the first time, and you say,
Look, you have to really be concerned about your
security and they go, why.

And you can show them specific cases that we've
wor ked over the years of serious hacking. You can show
t hem surveys by the American Society of I|ndustrial
Security, the Conputer Security Institute.

The statistics are there, yet people still
continue to say, | think the likelihood of me being
attacked is very small, and they'I|l go sonewhere el se,
and this isn't a real threat, and because of that they
don't depl oy security.

So the first step has to be education. People
have to recogni ze that these threats are real, that
there are practical steps they can use to mtigate their
ri sk, and then they have to inplenent those steps, and |
think -- then I'lIl turn it over to other panelists, but
| think part of the problemis that this information

technol ogy threat is not very intuitive.
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Life is all about risk managenment. You can wal k
out of this proceeding and get hit by a car and kill ed.
It's unfortunate, but it happens every day to sonebody,
So you go to the corner, wait until the light is green,
and you | ook both ways before your cross.

You exercise risk managenent, but that's
intuitive. Wen you're talking about technology, it's
not intuitive, and therefore far nore education is
necessary.

MR. COBB: |'mgoing to pick up on the
aut onoti ve anal ogy because they seem to have been
running as a theme through today, and | was struck by
the earlier comment about only one in ten DSL vendors
providing a firewall.

It was like selling a car without seat belts and
ai rbags, but | think the education analogy is closer to
the ad you see for the kid in the car who's going, |
don't know how many mles an hour, and he's shifting
gears, and you see the tachonmeter, and this car | ooks
great, and every kid wants to buy one.

There's a little nessage down at the bottomthat
says, Professional driver on closed circuit, do not
attempt, and |I think vendors in this space have a

problem a dilemm, if you will, in that we want to say,
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hey, dude, you're getting a Dell, but we don't
necessarily want to say, Hey, dude, you're getting a
Vi rus.

And you have a dilemm as a vendor, which |
synpathize with in terns of pushing forward the
technol ogy, and the advantages of the technol ogy, at the
same time making people aware of the risks of the
technol ogy, and so | agree certainly with Scott that
there is this problem of perception of the risk.

We were tal king about this at |unch, about
putting nunmbers on what it costs you, even as a famly
to have a virus problem and | again spent many, many
years in the business and nunmbers upon numbers each
year, and we do get better nunmbers | think now than we
used to.

But quantifying the risk in ternms of nunbers may
not necessarily be the way to go for consunmers. | think
if you had video of people stressed out over | osing
their information that m ght be close to what | see on
t he consuner end of things, but certainly a way of
getting across to people, | think soneone in an earlier
panel nentioned the seat belt anal ogy and the gruesone
pi ctures, possibly the video of the stressed out user

who's lost all their information due to a virus, is that
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anal ogy, carries that over.

But the problem-- and in approaching the panel
| was thinking about the question of the business nodel,
" m not quite sure who is going to pay for the education
that's really going to say, well, there are down sides to
the technology, so | think that's possibly a role for
i ndependent parties. There are industry associations,
organi zations |ike TRUSTe who play kind of an
intermediate role in the technology to step forward and
explain that side of it.

| don't necessarily think it's even fair to ask
inventors to go too far down the road of saying, Well,
what we're selling you is dangerous because if it is
used properly, it need not be dangerous.

MS. BERGER: Does anybody want to chinme in with
any exanples there m ght be of businesses educating
consunmers about risks associated with products? Sinson,

did you want to speak to that point?

MR. GARFINKEL: I'msorry, | was going to
finish.

MS. BERGER: Go ahead. | can raise that again.

MR. GARFI NKEL: Thank you. | wanted to say that

t hroughout all of today, we've had a real "blame the user

approach” in this conference, this workshop, and clearly
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it's the user's fault so they should be blamed, but I'm
not sure that that's entirely fair.

Earlier the questions |ike why don't the people
selling DSL connections supply a firewall with the

nodem and that's a good question but a better one would

be, Why don't they programtheir routers so that firewalls

are not needed? Why don't they programtheir
emai | system so that they're doing virus scanning so
virus scanning isn't needed on the desktop?

Maki ng a business case for increased security
services was nentioned earlier. One problemthat we
have with the increased security services for the users
is that the conpanies that are trying to nmake noney
selling Internet services are systematically sabotagi ng
attenpts to have increased security and privacy.

You may renmenber that back in the 90s we had a
huge public educati on canpai gn about the inportance of
digital certificates and the little |ock at the bottom
but M crosoft and Netscape both refused to nodify their
browser so that the certificate nane, the CN, would be
di spl ayed.

And now nost of the conpanies that are doing
secured web sites don't do their own credit card

processing, so the HCPS is going to a third-party.
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One of the earlier panelists said that a huge
probl em that we have is web sites going up, |ooking Iike
they're fromI|BM but really being fromlike sonebody in
Korea. The whole digital certificate infrastructure was
supposed to prevent that, but the way that the web has
been comrerci alized has defeated those security
measur es.

So you asked how educati on and how busi ness
nodel s can bring back -- give us better security, and
| think that in one part we're blam ng the wong
people. | think blam ng the user is a |ot of fun, but |
think that the real business is going to be made off of
bringi ng back the security that we knew how to build in
in the beginning and that we haven't built in for
reasons of m sguided attenpts at usability or trying to
make qui ck noney off of users instead of doing the hard
wor k and devel opi ng t hese services.

MS. BERGER: COkay. So we're starting to frane
this discussion a little bit more in -- wherein Sinson's
remarks are trying to frame it a little bit nore or try
to keep framing it in terns of business nodels for doing
this, for getting consunmers to expect safer products or
bei ng able to through your business deliver safer

products that consunmers will be interested in adopting
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and will, for exanple, be willing to pay nore.

As soneone suggested this norning consuners
m ght be willing to pay nore for a safer |ISP. \What are
the sort of ways that businesses can bring these
products to consuners and consuners will be interested
in selecting safer products?

MR. PLUMMER: If | could get in the initial

guesti ons about education. | think what businesses

should I ook at is why consunmers are on the Internet, and

consuners are on the Internet for two reasons. One is
for conveni ence, especially for consum ng and actually
buyi ng products, and to gather nore informtion,
information on things that interest themor entertain
them and unfortunately many consumers just aren't that
interested or entertained by treatises on 32 bit
encryption security.

So you have to try to get -- take advantage of
t he consuners' need for conveni ence but yet acknow edge
their reluctance to get deep into technical details and
add both of those in you're thinking when you're trying

to get consunmers to harness security and nore security

educati on.
For instance, the Dell came up earlier. | just
got a new Dell laptop and that came with deno-ware of
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Norton anti-virus, and that was free to nme, and any
consunmer who has not had an anti-virus program before,
they get this free run for 90 days. They will, as has
been nenti oned before, get an education on exactly how
many viruses mght come into their email, provided the
nunber .

So | think that one way is to do it is if you're
selling security products is to just show -- show what
your product can do, and you can do that for free by
denonstration ware or take another nodel, for instance,
some alarmfirewalls and probably other firewalls have
a home use option that it's free, and that way the
consuner gets free use of the security software, but if
he's the kind of person that makes decisions or is
i nfl uenced on the decisions for his business which is
what they're hoping by giving away the free software,
you have to take that knowl edge to the office and maybe
use that same product at work.

So that's just a couple initial ideas on
educati on.

MS. BERGER: COkay. Scott wants to follow up on
t hat .

MR. CHARNEY: Well, yeah, | think as a practical

matter, there are a |lot of people who go out and shop
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for other things like cars that my not know what a fuel
injected engine is or may not understand aut onobile

engi neering but will buy a Volvo because they perceive
it safe based on a safety canpai gn and maybe even

i ndependent tests.

So | think as a practical matter for vendors of
products, the key is once consuners are educated that
they actually do need to take security seriously and
that they should be investing in security products, how
are they going to go out and buy those products?

Well, they're going to do it |ike they other do
ot her things. They're going to |look at brand and
business integrity, and certain brands have a certain
| evel of trust. They're going to | ook at ease of use of
t he product and how easy it is to install and manage.

And they're going to | ook at independent
testing, to the extent groups test different products
and wite magazine articles or do sone consumer reports
on security products, they' re going to go and | ook at
t hose and say, Which ones have the red circles, which
ones have the black circles for ease of use, the nunber
of threats that are covered, how easy they are to
mai ntain and the |ike.

And | think we sonetines got bogged in saying
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consuners have to understand all the nuances of the
technol ogy but I'mnot quite sure that's true. [|'m not
sure they understand all the nuances of how autonobil es
wor k, but there are still nmetrics that consumers use when
they go to the market, and | think we should | ook at
that in this space as well.

MS. BERGER: Ckay. Sinson?

MR. GARFI NKEL: One of the problens is there
isn't a good alignnment between where the noney is being
made and where the security is. The people who are
selling the nost insecure products are maki ng the nost
anount of noney in this consumer space.

The M crosoft products are the | east secure, and
peopl e are making the nost noney selling them The
Appl e products are nore secure, and it's a nmuch smaller
mar ket segnment, and the Uni x products, Linux, the free
software ones are even nore secure, and there's even
| ess noney bei ng nade there.

So there's a whole problemtrying to use the
mar ket, except for like the tort system to reformus
It's much closer to how do you regul ate the tobacco
i ndustry than how do you regul ate the car industry.

MS. BERGER: There's going to be a separate

panel on | egal standards and standards for regul ation,
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so just if we can stay focused on the business nodels
for this panel.

MR. COBB: That's the difference between Scott
and Sinmson. | nean, | hear what Sinmson's saying. |
think -- I nmentioned for sonmebody who spent 15 years
| ooking at all of the things that can go wong with
these things, I'mactually quite optim stic because what
|"ve seen over the years in security is that it's al
about ti m ng.

And you could have had a great idea for a
security product five years ago, and nobody woul d have
bought it because there wasn't sufficient critical mass
in ternms of understandi ng what the problem was, and
al t hough we' ve been really sort of drowning in the woes
and the problenms which are certainly real at the nonent,
| do sense a rising tide of understanding in the
mar ket pl ace anongst the consuners.

And | do think the pressure that really led for
say, for exanple, Volvo to succeed with the idea of a
safer car, | think that may well arise, and that market
pressure | think will have an effect, and | think we
woul d have to acknow edge that Bill Gates did send this
meno around at M crosoft saying, W have to focus nore

on security than features, and | don't think he did that
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out of a sense of patriotism

| think there's clearly a business nodel in
whi ch or an econom cal nodel in which people's
di ssatisfaction with things reaches the point where they
stop spendi ng noney, and |I think a smart business nodel
for sonme conpany m ght be to fund an i ndependent
third-party to put out ads about all the terrible things
t hat can happen to your conputers and sonme of the steps
you can take to solve themwhile at the sanme tine
mar keti ng a product which they stress the security of.

Not to be cynical about it, but I think, yeah,
one way or another there's going to be an increased
consumer pressure for better, safer products in the
space and conpanies are going to respond. | do see waiting
in the wings |legislators and regul ators that are
concerned that the consuner is perhaps getting the raw
deal .

MS. BERGER: Scott?

MR. CHARNEY: | think it's inportant to note two
things. People don't buy products just for any one
feature, not just for security, so even people who buy
cars who m ght want a safe car wouldn't buy a car that
has a great safety rating but breaks down every two

nont hs, so consunmers are actually nore conmpl ex than
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t hat .

But | would say we see a synergy of two
di fferent things happening, that | conpletely agree that
|"mvery optim stic about the future and the synergy is
this: On the one hand, you finally have markets
demandi ng security, and if the Justice Departnent kept
goi ng out and telling people that cyber crinme was a huge
probl em they kept saying, no. Now you don't hear that
anynor e.

And to the extent consuners and enterprises
demands security, then the market builds security, but
the second thing which is also very real is the threat
nodel is changing. |If on Septenmber 10 you said to ne,
What are the odds of four planes being high-jacked,
three of themhitting buildings and two World Trade
Centers collapsing, | would say the threat of that is
al nost zero.

And then this happened, and as a result of that
and Code Red and NI MDA and a bunch of stuff, people are
reassessing the threat nodel. W're throwi ng out what
we assunmed were givens and we're reassessing, and the
result of that is a lot of conpanies -- | nean, there's
no question that Mcrosoft sees a nmarket in security.

But M crosoft has actually been working on
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critical infrastructure protection systens for quite a
long tinme, and we are now escal ating that a great deal,
and let's face it, I'ma cost center to the conpany, but
we're doing a lot of stuff, and a part of it is not just
mar kets but public and social responsibility.

We have to protect these infrastructures or
we're not going to have the society we aspire to and
you're not going to protect these infrastructures w thout
insecurity, so we have to get it right for a host of
reasons, and that now a conbinati on of markets, threat
nmodel s, critical infrastructure protection, there's a
| ot of reasons to think that everyone at every |evel is
going to take this seriously, and we are going to start
nmovi ng nmuch faster down a path in the right direction.

MS. BERGER: Yes?

MR. PLUMVER: If | can follow up on a couple
t hings that people said. | think a ot of things that
everyone said nmake sense when seen together. The
i nportance of brand nanes was nentioned, and that's very
true, and Mcrosoft has indeed got a reputation for
security over the last three years, which is why Bil
Gates is having this big push to increase security.

So Sinmson definitely had a point there, and it

is true that consuners are conplex, not just | ooking for
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security but for other features, and part of the reason
why M crosoft has been nore vulnerable is that's what
al nost everyone uses so that's what nost of the viruses

are witten for.

They're witten -- | have Wndows myself but |
don't use the Qutl ook emnil system | use Eudora
because many of the viruses are witten -- they'll go

off easier if you have Qutl ook.

So that's another thing that as far as brand
names go, first of all, it's a good idea for consuners
to diversify where possible on their home conputers, and
if everything is |inked and one thing goes down, then it
all goes down, but conpanies |ike Qual comm who have t hat
advant age, they should advertise it.

| f conpanies think their product is nore secure
and they honestly believe that, they should advertise
that. Earthlink should advertise the fact that they're
a lot less likely than say AOL to just turn over all
your information to the first guy with a badge that
shows up at your door, so these are all very inportant
things to tal k about.

M5. BERGER: | want to turn the discussion a
little bit. W' ve been focusing on security that's

enbedded in software and sayi ng consumers don't just buy
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a product for security it can offer them

What about busi ness nodel s where you actually
just sell supplenental security products, are those an
advant age for consuners?

Si nson?

MR. GARFI NKEL: | have a real problem where
you're selling a product, and then there's an additional
product that you need to buy to make it secure.

MS. BERGER: Assune there's a separate vendor.

MR. GARFI NKEL: If it's the sanme vendor or
separate vendor, | think that's anti-consuner, and
t hi nk that products should be delivered that are
secure. | also think that in the field of conputer
security, it's very difficult to advertise that one
conpany is nore secure than another, and | didn't nmean
to attack Mcrosoft earlier. | only neant to attack
their software.

The problemis that all the software that's out
there has security vulnerabilities, and if you advertise
t hat your product is nore secure and then a
vulnerability is found as invariably an -- as invariably
the vulnerability will be found, you |look |ike you are a
liar or a cheat, and this is really difficult for the

conpani es.
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MR. COBB: But | think -- 1 don't know that it's
necessarily reasonable to expect every threat to be
anticipated by a vendor. [If you |look at the devel opnent
of say anti-virus software, neither the hardware
conpani es nor the application conpanies or the operating
system conpani es sold anti-virus software in the early
days because there were hardly any viruses.

Then as viruses becane nore preval ent, people
gave out the anti-viruses to fight them and sonme of
t hose conpanies are still around selling that as an
add-on. In fact Mcrosoft introduced a form of
anti-virus in DOS 6.sonething, and it didn't stay in
there very | ong.

So | would say that there is a valid market for
an add-on product. It is addressing a threat that
hasn't yet been internalized by the software, but on the
ot her hand, | would agree that there is a base |evel of
security that consuners should be able to expect from
their hardware, software and applications that right now
we' re not seeing.

MR. GARFI NKEL: See, what | would like to see
instead is nore enphasis on services. Now, the
anti-virus people are actually doing that, and they have

| argely mgrated what they offer from being a program
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that you buy to an update service, and | would like to
see nore kinds of services like that. The single biggest
probl em t hat consuners have with their conputers is that
t hey do not back them up, and there should be better
enphasi s on back up services and back up products I|ike
t hat .

A second huge problemis data sanitization. A
few years ago | bought sone used conputers, and |let ne
tell you what | found. One of them had been used by a
law firm and there was a | ot of confidential client
attorney privileged information on it, and another had
been used by an organi zation that delivered nental
health services, and there was a |list of names and
di agnoses.

Those machi nes when they were sold to ne, they
shoul d have been sanitized. There is one or two
conpani es that actually are doing this for a business,
but there is very, very few of them and there's very
little informati on out there for consuners on how to
properly di spose of a conmputer. There's a |ot of
erroneous information such as you can't ever erase al
the information, which is just not true.

MS5. BERGER: So what's a -- framng this again

in terns of business npdels, how would a busi ness be
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able to encourage a consuner to take steps when
di sposing of a conputer to make sure that it's
sanitized?

MR. CHARNEY: Part of what |'mhearing, it cones
back to your first question about an education probl em
There's been file wiping utilities on the market for a
long tine, and | agree that people need to use them and
t here have been well reported cases of conpani es sendi ng
machi nes to surplus or put on the secondary market that
haven't been appropriately w ped.

| think Washi ngton Mutual was one of them and
t here have been others, but the utilities exist to do
that, and it's interesting that in my days at
Pri cewat er houseCoopers when | was doing security
consulting how we kind of assume that at the enterprise
level, the IT staff is just incredibly conpetent. They
can get everything done, and the reality is that's
just not true.

Thi s technol ogy expl oded far faster than our

educational institutions could train people to do this

technology, and I'lIl give you a real life case in
point. In 1991 when | becanme chief of the conputer
crime unit, | went to Johns Hopkins with a coll eague to

take a course on networking in conmputer security because
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| now had this new tasking, and he and | are in this
cl assroom whi ch was taught by an instructor fromthe
Def ense Departnment, and we were there with 12 wonen, all
roughly 22 to 24.

And the instructor wanted to go around and say
why were you taking this course, and ny col | eague and |
expl ai ned that we were now prosecuting this stuff and
needed to get a handle on what we were doing, and as
they went to everyone else it was, | was a secretary in
the medi cal departnment, | was really good formatting
docunments, they've nowtold me I'mthe LAN
adm ni strator.

Each one cane froma different division at Johns
Hopki ns, so one of the problens is sometinmes the tools
are there, but the people are not appropriately trained
to handle this, and of course it gets even nore
difficult at the consuner |evel.

We don't have a unified user base. |It's not
monolithic, so when ny nom went on email that was
great. When she started thinking about broadband and I
tried to explain firewalls, the conversation went
downhil|l pretty fast, and so even at the enterprise
| evel very often the people -- the tools are out there

in the marketplace but the business processes are not in
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place to do it right.

Peopl e aren't educated enough to do it right and
they don't audit the processes even when they're
supposed to be doing it to make sure it's actually being
done right. So there's a lot of things at the
enterprise |evel that businesses have to do.

On the consuner level ny viewis that vendors
and service providers have to do nore because | don't
think -- we can educate consuners on the threats. They
can go into the marketplace, but this technol ogy, we do
not yet have what | call security usability. Security
is just not that sinple to use yet. W have to get it
t here.

You know, you buy a hair dryer. In the old days
you bought it, you look for that little UL | abel on the
cord because you didn't want to el ectrocute yourself,
and that UL | abel said it was safe, and you went hone
and plugged it in the wall. Now you go out, you buy a
hair dryer, you plug it in the wall, you don't think
about it.

We all know electricity is safe. W all know
hair dryers are safe. Nobody thinks about it. That's
where we need to be with conputer technology. W are

not there yet. We will not be there for some tinme, but
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we have to work in that direction.

MS. BERGER: We are going to nove to Q%A in just
a mnute here, but I wanted to tal k about just one nore
type of business nodel or product to get consuners to
secure their own conputers. We have talked a little bit
about supplemental security products and what role they
m ght play and in inproving security and security that's
i ncluded in software.

What about transaction based security products,
what kind of role do those have in getting consuners to
set up their conputer?

MR. COBB: You nmean securing transaction as they
occur?

MS. BERGER: That consuners m ght conduct, yes.

MR. COBB: | think if you're tal king about
increasing the level of security, sonme of the speakers
this morning tal ked about two factor and three factor
aut hentication, noving to that |evel.

| think it's interesting to see what's happened
in the market place where we've had initiatives |like the
bl ue card from Ameri can Express which is a smart chip
which as far as | know isn't actually being used as a
smart card at this point, and | have a synpathy for

vendors that have pushed them
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| had an account with the Royal Bank of Scotl and
which is one of the first to push out digital
certificates to use. This was a nunber of years ago.
Unfortunately, it was very, very conplicated, and if
your conputer sort of died for some reason, then it was
a whol e series of phone calls to get it back.

And yet you had to admre them for going that
extra mle. | think it's a difficult one because if
you're going to push security to the point where it
i nvol ves anot her | ayer of inconvenience and it's
concei ved as that by the consuner, then you've got
resistance. | think possibly industry wide initiatives
to kind of raise the threshold m ght be in order

MS. BERGER: So there's sone tension there for
consuners because busi nesses have sone hesitation to
i npl ement the extra steps, but at the sane tine you want
consuners to have an incentive to | ook for those kind of
guar ant ees.

MR. GARFI NKEL: The real problemis that we've
traditionally framed security and ease of use in
opposition to each other, and the very best security is
security that actually inproves ease of use rather than
makes it harder. There are ways to do this in the

el ectronic transacti on era.
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For instance, your ISP could offer sonme sort of
enhanced security service that works with the nerchant
that you're buying fromand |like feeds off quality ID or
feeds off their radius server or sonmething, but that's
really hard to get working, and nobody's even thinking
about that right now.

| do feel that there is a future out there that
Scott's tal king about where the systens are nore secure
and where they're easier to use and people are making
nmoney off of this and nobody can do any bad things any
nmore, but | think it's going to be nmuch harder to get
t here.

In the nmeantime | think that we need to hold the
peopl e providing the software nore responsi ble. For
i nstance, there have been file wiping utilities, but I
should be able to tell the operating systemthat |'m
selling the machi ne now, please self destruct and it
doesn't have any system for doing that.

MS5. BERGER: Ckay. |'mgoing to have Scott comrent
on ny question, | think he was ready to, and then we
have a |ine of questioners waiting.

MR. CHARNEY: | think to sone extent it depends
on the transparency of the user. You can conpare, for

exanple, SSL to protect credit card nunbers in transit,
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and there has yet to be a docunented case that | know of
where a credit card has been stolen in transm ssion
because of SSL, the consuner has to do nothing at al
conpared to the AMEX blue card where | tal ked to AMEX
years ago and they said, Well, the problemis if you get
t he AMEX bl ue card, you can call us up and we will send
you a free credit card reader, and then we get calls
from consuners saying "it says plug into parallel port,
what's a parallel port."”

These are the same consumers who when CDs cane
out they called the vendors up because they couldn't get
the cup holder to retract, so a lot of it depends on the
way in which this stuff is inplenmented and to what
extent consuners can use it easily or specifically
wi t hout even thinking about it |ike SSL or to what
extent do consuners have sone role to play in
i npl ementing the technol ogy.

And if it's a technol ogy that needs to be
i npl emented |ike two factor authentication, there's a
big difference between building it into the keyboard, a
card slot, and giving thema third piece of hardware
whi ch has to conme out of a box, be connected or driver
i nstall ed.

This is not the same thing so we have to focus
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on maki ng security usable.

MS. BERGER: Thank you very much. Questions?

UNI DENTI FI ED SPEAKER: I n ternms of speaking of
busi ness nodels, as a consuner. | have a problemwth
busi ness nodels. Everyone has focused on a | ot on
M crosoft, not to beat up on your conpany too nuch, but
in the bundling of the services, | |oaded a firewall
froma conpletely or at least | think it was a
conpl etely independent service provider.

And one of the things |I was disturbed about was
not only how many tinmes ny conputer -- people sought to
access nmy conputers but how many tines M crosoft XP
products woul d automatically access the Internet to
report on God knows about my conputer from jukebox to
you keep going down the list of the products that | have
to keep having to say no, no, no, no.

And | wanted to see if the panelists could
comrent on kind of the conflict of interest that can
exi st between conpanies that are configuring their
conputers to report back on what the user is doing and
their providing a firewall to prevent access to the
consuner's conputer

MR. PLUMMER: |If | can say, that kind of goes

back to the thing | said earlier about trying to
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di versify and not put all your eggs in one basket. As a
consunmer | have a non Mcrosoft firewall and it's
already telling ne about ny W ndows nedia player and
other things that are trying to tell M crosoft
sonet hing, and | always hit no.

So the consuner should definitely be aware if
they're getting everything fromone place to know what
they're doing. | think Sinson was advocating earlier
t hat broadband | SPs shoul d provide nore security
features. That m ght work for sone people, but I think
for nore sophisticated users, they don't necessarily
want that.

They want to have -- they don't want the | SP.

For one thing it can be inconvenient when it's running
everyone's mail through three different filters, but |
t hi nk kind of dividing what you're using anong --
diversify is ny point.

MR. GARFINKEL: | think it's inmportant to pick
the right battles, and one of the problenms with these
firewall home products is they cry wolf because they
want people to think they're doing a very good job. All
the times that M crosoft products check for feature
updates are treated |li ke attacks, and in fact you want the

M crosoft products to check for updates because
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frequently those updates are to deal with security
pr obl ens.

And M crosoft is doing the right thing by having
its products checked for updates' use, so it's inportant
-- there is so much m sinformation out there that
|'"mvery troubl ed about.

MR. COBB: | let ny machine tal k about M crosoft
in the XP instance because quite frankly I don't think
of themas the evil enpire, and | think it's a question of
trust, and | think that that's probably one of the key
el ements to building the new econony is the aspect of
trust.

| think if I trust that they' re doing this for
legitinmate reasons, and | really don't think they're
scanning ny hard drive for credit card nunbers because
last | heard they had 40 billion in cash on hand. But as
Si nmson says, it's a question of education, and this is
one of the things we're going to have to watch as we
nove down that road in consunmer education.

And one of the things ny CTO was pointing
out to me before | cane down here was that the
traditional nodel in security back in the corporate days
often as far as selling was fear, insecurity and doubt.

You tried to scare up business, and | wouldn't want us
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to go down that road in ternms of over selling the
product to consuners.

It's a question of making them aware of what are
legitimate i ssues and hel ping them di stingui sh between
sonet hing that shouldn't be com ng out of your conputer
and sonmething which is legitinmte.

MS. BERGER: Next question.

MR. KRAUTHAMER: My nanme is M chael Krauthaner,
and nmy question is with regard to transactions and the
potential use of bionetrics for authentication. If a
credit card nunber which is currently stored on file
for the purpose of conparing with the nunber that the
user submts to make sure it's legitimte, what happens
when or is there a problemw th bionmetric information
being stored on a server for use of conparison with what
the user submts?

MR, COBB: |If | could leap right in on that
one.

MR. GARFI NKEL: Are you going to raise up your
credit card with a bionetric on it?

MR. COBB: No, that's a picture on ny credit
card which | though was cheap, free, sinple, easy
working for them works for me. | didn't have to have

this on nmy credit card. They took the picture at the
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bank, put it onthere, and when t he Royal Bank of Scot!| and put pictures
on their credit card, fraud dropped 70 percent.

There wasn't any need for Bank of Scotland to
store the pictures on a server sonmewhere, and | do want
to make the point on biometrics that it isn't necessary
for a central server to store stuff in order for
bi ometrics to work. | could have ny fingerprints stored
on there, and nobody el se would have it. You would just
check that it hadn't been changed since it was put on
t he card.

And | would really like to get out the nessage
that bionmetrics isn't necessarily a big brother
assenmbling all this personal data about it. For
exanpl e, fingerprint bionetrics is not the same thing as
the FBI stores when it takes your fingerprints, so again
it's a question of education.

| think there's been a real problemselling the
public on bionetrics because this specter of having
your identity stolen even nore arises. |If it's done
properly it doesn't have to be a threat.

MR. GARFI NKEL: The ot her thing about bionmetrics
is that they are, nmaybe people do -- every bionetric
system has a back door. They all fail. They're all

probabilistic systens that tell you how close the match
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is, and the conpany then is using a test to nmake a
deci si on about what sort of thresholds or tol erances
t hey want to accept or not accept.

So we see a lot of -- the other thing about
bi ometrics is that they're not denocratic. Sone people
will not print with the system Sonme people, the live
scan fingerprint readers just don't work or the iris
scan readers just don't work.

So when we depl oy these bionmetrics systens, we
have to be sure they're backups or ways of doing the
transaction without the biometric. There is so little
under st andi ng about the use of bionetrics, even anpbng
bi ometric practitioners out there and there are so many
people trying to nake noney selling their particular
bi ometric system |'mvery hesitant to see sonething
depl oyed for 300 mllion people.

MR. PLUMMER: Just to follow up, Sinmson is right
about the back door vulnerability. All these systens
are vulnerable. | do think at |east for the foreseeable
future, the security responsibilities on the -- it's the
onus of the vendor really, not the guy sitting at hone
trying to buy sonething.

The SSL system seens reasonably secure with

credit card nunbers and transmi ssions. | read a report
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this norning that fingerprints are basically easier to
crack than good user names or passwords, and | don't
t hi nk nost consunmers are going to be happy about getting
their eye scanned to buy a book off of Amazon. | think
it seenms quite ridicul ous.

MS. CLAY: Hi, Alicia Clay fromN ST. | have
just a quick coment about bionetrics going to the | ast
guestion. One of the things |I think that we need to be
aware of is that outside of the conputer security world,
people are starting to use bionetrics in places that are
conpl etely unnecessary. | should not have to give up ny
fingerprints or to cash a check or to rent a U- Haul
truck, so --

MR. GARFI NKEL: That's to protect your bank and
to protect U-Haul.

MS. CLAY: So | realize that if | don't return
that truck, they can dust the entire world for ny
fingerprints and try to track nme down.

MR. GARFI NKEL: We want to prove it was you when
you don't return the truck

MS. CLAY: Not that they have ny fingerprints
already, so that they still can tie that thumb print to
Alicia.

MR. CHARNEY: You need to be careful too because
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a lot of these technologies, it's not capturing the
actual print. It does a mathematical -- it's not I|ike
| eaving a print on a table, right. It's alittle bit
different, so depending on the inplenentation, your
print may not be nowhere at all.

In the exanple you gave where you conpare it to
a credit card for exanple, the print's not in a
centralized database. I1t's conpared locally for you, no
one else has it so we have to be careful of that too.

We make sure we understand how the technol ogi es work of
cour se.

MR. GARFI NKEL: What the banks are doing though
which | kind of |iked was when sonebody went to cash the
check who didn't have an account at the bank, they put
the person's fingerprint on the back of the check
itself. That was |like with ink, and then if there
actually was fraud, if |I say | didn't wite a check to
t hat person, nmy checki ng account was stolen, then they
have the fingerprint, the video surveillance and the
next time that person cones in with the stolen checkbook
t hey can nab them

I f you actually put an ink print on the U Haul
contract and then the truck is not returned and they

call you up and they say, Someone using your nane rented
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a truck and never came in, then you can give your thunb
print and show that it's a different thunb print, so
it's to protect you.

MS. CLAY: | want to talk to you nore about that
of f the record.

MR. PLUMMER: | wasn't aware U-Haul started
requiring fingerprints.

MS. CLAY: In certain neighborhoods.

MR. PLUMMER: The ultimte thing | can say
consuners can do is go to Ryder trucks, just go with
your noney.

MS. CLAY: That's what | did but ny actual
gquestion | have for Scott really. Scott, one of the
t hi ngs you nmentioned was it would be good to have a UL
| abel for secure conmputer use. That's sonething that we
shoul d be working towards.

MR. CHARNEY: | did not say that. | said that
in the early days for consunmers when they were trying --
we were trying to get themto use new products, right,
we had the UL | abel on electric cords to tell themit
was saf e.

VWhet her in this environnment, | mean, there are a
| ot of independent entities that can assess conputers

and conputer products and all that, so |I'm not
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suggesting it would be one centralized thing, but I
t hi nk consunmers do | ook for independent eval uati on of
products as part of their purchase of choice, and I
t hi nk that's healt hy.

MR. GARFI NKEL: We did the UL |abel, we did the
orange book. You can cone and buy an A-1 conputer to
surf the Internet with, and the problemwth that is
that the very secure systens are extraordinarily
expensive to produce and they're not very functional,
and you can't | oad new software on them

So we could build -- the 30 of us in this room
we could build a consunmer computer that woul d be
absolutely secure, that would do the email and do the
web and woul d never be able to take a new virus but they
couldn't |load any new software on to it, and that's the
conputer that's going to be sold in five to ten years
once we have the feature set nailed down.

MS. BERGER: | think we have time for just one
nore question.

MS. FISHER. M nane is Vicky Fisher, and |I'm
going to go back to the car anal ogy because I work for a
car conpany, but when we're eval uating one car agai nst
anot her, we have a certain set of standards we use, how

fast does it go fromzero to 60, what kind of niles per
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gal l on does it get, and that gives us the criteria that
we say, well, gas mleage is very inportant to nme, so
this car is going to neet ny needs better.

Do we have anything like that that can tell us
about what kind of firewall protection we're going to
want for my life-style? Do we have any kind of
standards that we can agree on so we can rate things
agai nst each other?

MR. COBB: | think if you ook at a slightly
nore specialized conputer press going beyond PC Magazi ne
to something like Secure Conmputing or Information
Security Magazi ne, there are product reviews and testing
is done. | wanted to nmake the point on, for exanple,
anti-virus software, what used to be the NCSA which
have to say at one point | used to work for used to test
and I CA still tests anti-virus to a standard that's a
publ i shed standard.

And | think when they introduced that, that
certainly made a big difference to the market. | can
remenber it was a big instance where | BM started
insisting that vendors be certified to that standard.

It's alittle nmore difficult, I was involved in
the formati on of sonmething called the Firewall Product

Vendors Consortium and Marcus Raynum one of the early
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firewall pioneers, did draw up a standard | anguage for
describing firewalls.

That got very, very conplicated actually but |
t hink there are publications out there that are testing
products and giving you a product with ratings and so on
and hel pi ng consunmers judge, Is this the right |evel for
me, do | need a $2000 box or a $50 Zone Alarm i cense.

It's not standardi zed though to the |evel that
cars are, and that's never going to be the case, that
it's just a nmuch nore than a vehicle.

M5. BERGER: | would |like to thank each of our
panelists in afternoon, and we'll begin the next panel
at about five after three.

(Appl ause.)

(Break in the proceedings.)

PANEL IV: WHAT STEPS CAN BUSI NESSES THAT MAI NTAI N
CONSUMER | NFORMATI ON TAKE TO | MPROVE THEI R OAWN SECURI TY?

MODERATOR:  ALI CI A CLAY, NI ST

PANELI STS:
MARTI N E. ABRAMS, Hunton & WIIians
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LYNN GOODENDORF, Six Continents Hotels

FRANKLI N G. REEDER, Center for Internet Security
VI NCE SOLLI TTO, PayPal, Inc.

VI C W NKLER, Sun M crosystens, Inc.

MARC ZW LLI NGER, Kirkland & Ellis

MR. EICHORN: Hell o, everyone. Qur |ast panel
today will be noderated by Alicia Clay of the conputer
security division at NI ST, the National Institute of
St andards and Technol ogy. She's on the U. S. del egation
to the 1SO 1 SC subcomm ttees responsible for devel opi ng
i nternational standards on information security, and one
of her roles at NIST is to handl e regional workshops
around the country, especially for small businesses
about security and security awareness, so Alicia?

MS. CLAY: Thanks, Mark. Good afternoon. | was
very excited when Mark asked nme about facilitating this
panel di scussion because it does fit very closely with
what |'m doing at NIST. Basically we are reaching out
to small business owners, trying to teach them about
information security.

As many of you probably know, the conputer
security division at NI ST puts out a host of docunents

each year on information security, and about three years
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ago we decided to see what could we do to help use sone
of that to help strengthen the information systens of
smal | business, so that's what we're doing with this
outreach program
And we're doing that in cosponsorship with the
Smal | Busi ness Adm nistration and with the Nati onal
I nfrastructure Protection Center, but in any case,
com ng here today gives ne a great opportunity to be on
the question asking end, so | get a chance to play
devil's advocate, and I"'mtotally excited about that.
Now, by way of introduction, I'mgoing to give
just sort of a one or two liner on each of the panelists
here. You have their bios, | believe, in your packets,
and we'll give each of them an opportunity to give us
about five mnutes worth of theirs view on security for
busi ness systens that are hol ding consuner information.
So first we have Marty Abranms. Marty |eads the
center for information policy |eadership at Hunton &
WIlliams. He is a senior policy advisor to the firms
privacy and information managenment practice.
Marty?
MR. ABRAMS: Super. Thank you very much. |
shoul d give a disclosure that even though I"'mwth a | aw

firm |'"man anthropol ogi st and not a |lawer. | have
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spent 23 years doi ng consuner policy, probably the | ast
13 or 14 doing information policy, nost of that in the
wor| d of privacy, and | have |long been interested in the
interaction between security and privacy.

And when | was with TRWback in the days when
they had a big informati on business, we used to talk a
lot with the folks in the information security side of
t he shop, and those are the fol ks who do information
security for the governnment and big |arge organizations,
and we tal ked about the | anguage and the objectives.

And one of the things that becane crystal clear
is that security is typically focused inward while the
work we did on privacy was focused outward, that
security was based on this concept of protecting assets
of securing the organization, and in the world that I
now work in, we're tal king about pushing and hel ping
consuners to serve thensel ves nore than we serve them

So | go and book my own airplane reservations at
American Airlines. | book ny own hotel reservations. |
deal with all sorts of issues today over the Internet
that | used to deal with people who would deal with
that, so the whole question of consuner facing security
has become a | ot nore inportant both to the organization

and the business as well as to the consuner.
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And one of the reasons that we mgrate to
serving ourselves rather than letting individuals serve
us is because of the conveni ence, and convenience is the
driver of the marketplace as we have seen it change over
the | ast 30 years.

| often joke about the first time | applied for
credit back in 1972. It took ne three days to be turned
down. Today we would not tolerate waiting three days to
be turned down. Today we would like to be turned down
in five mnutes at the nost, and we'll wal k away from a
vendor who doesn't allow us to do it.

So that when question think about the risks to
us as consuners it's increasingly that in these
interactions there's not just risk to the organizati on,
but there's risk to us as well.

Very high quality consunmer research that's
really been unpublished said that there are three
drivers of consumer angst, and the first is |I want to be
secure and | don't feel that way, and it had nothing to
do with any of the things that we were tal king about
t hi s nmorning.

It was tal king about the whole world of identity
theft and the driver of the consumer angst as it relates

to security is IDtheft. The issues that we're talking
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about this norning are very far from where the
consuner's mnd is at, but what is real clear is that if
we're going to revolutionize the way we interact with
consuners so that the networks and infrastructures are
nore secure, it's got to be done in a way that does not
interfere with convenience and is easy to use,
incredi bly easy to use.

It's got to be sonething that doesn't require an
interaction on the part of the individual but rather it
is like a tool that is an intuitive tool

If we ask the consuner to act on their own
behal f, both to keep thensel ves nore secure and to nake
the network nore secure, we will probably not succeed in
doing that. A great exanple is ny wife, and this is a
privacy exanple, she is very privacy sensitive. She
tells me that all the tinme.

And so | took our home conputer and it's XP and |
ratcheted up the whol e question of the privacy setting,
and two days later ny wife, who is very conpetent and
could do these things herself, said, You ve got to get
on the computer and change whatever it is that you
changed and change it back. She says, | can't live with
this constant interaction with the conputer, clicking

t hrough and clicking through. The security devices that
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we have to conme up with have to be easy to use.

| think it was very telling on the part of Dick
Cl arke this norning when he was saying that security in
t he Defense Departnment is now a matter of putting a
token into a machine, and that sanme token is the token
t hat opens the door of the building, lets you get in to
works. The conputer can't work w thout that type of
security.

It's easy to use. We're asking the Defense
Departnent people to use sonething that is easy to use.
If we're going to make security work for us and if we
have a challenge in protecting the network and we have a
challenge in terms of protecting the interaction between
t he consumer and busi ness, whatever devices we have to
do have to be from thinking outside the box to reinvent
the way we think about security.

It can't be focused on our own assets. It's got
to be focused on the needs and the habits and the
liveability of the consuner.

Thank you.

MS. CLAY: Thanks, Marty. Next we have Lynn
Goodendorf. Lynn has 26 years of experience in the
t echnol ogy profession with expertise in

t el ecommuni cati ons and data net wor ks. Ms. Goodendor f
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assunmed executive | eadership of information security at
Six Continents Hotels in 1999 and recently added
responsibility for data privacy to her role.

Lynn is actually unique on our panel here in
that she is conpletely on the user end of security and
privacy products and services.

MS. GOODENDORF: Thanks, Alicia. | don't know
if Six Continents Hotels is a famliar nane to everyone
because we changed our nanme about a year ago, and we own
and manage and franchi se Holiday Inns, Inter Continental
Hotel s and Crown Pl aza Hotels.

Al'l together we have about 3,200 hotels that are
di stri buted across 100 countries, and all of those
hotels with just a few exceptions are connected with
data networks into our reservation system

That same reservation systemis then connected
to our web sites. It's connected to travel agency
networks. It's connected to a nunber of mechani snms or
call centers, all for the purpose of making it very easy
for consuners to inquire about a hotel room to ask
about a price and to book the reservation.

We al so have a very successful custonmer |loyalty
programcalled Priority Club. W have over 12 mllion

people enrolled in that club, and so we take the privacy
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and the security of our custoners very seriously.

A few years ago we made a trenendous investnent
in the physical safety of our guests in that we required
all of our hotels to change their key door locks to
the electronic | ocks, and so we have a history and a
culture of being concerned about our guests' safety, and
we're very committed to information security.

MS. CLAY: Thanks, Lynn.

Next we have Frank Reeder. Frank formed the
Reeder Group after a career of nore than 35 years in
public service. Frank is chairman of the nonprofit
Center for Internet Security and also chairs the
Nati onal Conputer Systens Security and Privacy Advisory
Board of the National Institute of Standards and
t echnol ogy.

Frank?

MR. REEDER: Let the record show that's a pro
bono, and the taxpayers are getting their noney's
worth. |I'mnot sure how to take that back

But | would like to parse the problema little
bit differently because we've been distinguishing
bet ween busi nesses and consuners, and as | had |istened
to some of the previous panels, there's a scaling

problem and certainly the challenges that face
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M crosoft are slightly different or the capacity to neet
the chal |l enges facing Mcrosoft are slightly different
fromthose facing the small business.

And | would really like to focus ny remarks on
the smal|l business and consuner because | think their
probl ens are probably nore simlar

The nature of the problenms they face in this --
at the risk of repeating what you've already heard -- cones
from several perspectives, first and forenost from
within, fromacts of vandalismor acts of inadvertence
that run the risk of damaging security, security being
defined as the availability, integrity and
confidentiality of information, and al so secondarily and
obviously non trivially protecting thensel ves agai nst
acts of malice from people outside, hackers, a polite
termfor people who are a conbi nati on of thieves,
vandal s and t hugs.

The consequences also are fairly obvious. One,
financial loss, that is you can | ose your noney or your
mer chandise. In the case of a Six Continents, it m ght
be you would | ose your ability to sell roonms which is
ultimately what they're in the business of doing,
interruption of service, a business unable to operate

and ultimately |l oss of confidence by your custoners and
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your ability to continue to deliver reliable service.

And here | risk -- | think the autonobile
met aphor is extraordinarily useful in several respects.
We're dealing with a technol ogy |i ke any new technol ogy
that has the potential to deliver enornous val ue and
good, we needn't bel abor that, but wi th sone uni nt ended consequences
and some potential risks that can cause and inflict great pain and
| oss.

To prevent that, we need to do a coupl e of
t hings. Obviously we need smart people out there who
can hel p us protect ourselves, but as several of the
speakers have rem nded us, there probably aren't enough
smart people out there to popul ate every organi zati on,
certainly not when we start tal king about our parents
and grandparents' conputers or nom and pop store
comput ers.

So sonething el se has to happen in this
mar ket pl ace to assure that those fol ks don't becone the
victimof the technology that they're attenpting to use
for their benefit, so what can you do?

One we've already tal ked about, beat up on
M crosoft and get it to build safer products. The
reason we beat up on Mcrosoft is because they' re the

bi ggest and by definition, if you were going to hack a
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product, you m ght as well hack M crosoft Exchange
rat her than sonet hi ng obscure.

It isn't obvious that their products are
i nherently weaker, they're just inherently nore
attractive to people who want to break into them

In any event it's reasonable of us to expect the
ki nd of commitnment we're beginning to see fromthe
peopl e who sell us technology to deliver safer products
but let's assune that away.

Let's assune for a nonent that tonorrow we had
t he equival ent of airbag equi pped, antilock brake
equi pped vehicles riding the information super hi ghway.
We would still be left with two other very | arge
probl ens, one again as was discussed in the panel this
nmor ni ng, the problem of user education.

The UL metaphor is wonderful. Even if you buy
the hair dryer that has a UL | abel on it, you need to
know not to toss it into the bathtub while you're in
it.

So it is possible to do harmw th safe products
and so the notion that delivering a safe product
guarantees safety is | think a trifle naive and probably
didn't bear bel abori ng.

Initiatives |like say Stay Safe Online for
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exanple are terribly inportant. We need to continue to
push user education. W need to continue to -- and the
saf e conputing nmetaphor | think is a very interesting
and hel pful one, but finally we also need -- and here
t he autonotive netaphor | think is inportant, a series
of things that deal with one, the problem of |atent
def ects.

Even the safest product, especially in a field
as dynami c as information technology today is likely to
be rendered unsafe tonorrow by virtue of the uncovering
of defects that we weren't aware of at the tinme it was
delivered or by virtue of the manner in which the user
applies that technol ogy, and so you need to do a set of
things that even if you were delivering the safest
product assures that those products continue to be
safe.

I n the autonobil e space, we do periodic safety
i nspections, and we have product recalls when
deficiencies are uncovered that are deenmed to be of
sufficient magnitude to warrant that kind of action. W
pl ace a responsibility back on the vendors. W place
the responsibility back on the distribution systemto
correct those defects.

And the inspection metaphor | think is also
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i nportant from anot her perspective, and that is
information technol ogy systens are by their nature
i nherently conplex, and it is immnently possible in the
course of doing business to undue the safety measures
that may already be installed in the system and so
peri odi c checki ng beconmes very inportant.

As to what's avail able out there, there's a
range of capabilities that already exist with respect to
what we're starting to refer to as m ni num standards of
good practice. NI ST is an inportant source, and in fact
in our conversation prior to this one of the things we
agreed upon as a panel was that we would provide, each
of us, to the Conm ssion a list of resources that we
were aware of that it mght -- that the Conm ssion m ght
put on its web site, wi thout endorsing it, as resources
that are potentially avail abl e.

At the risk of being accused of acting in self
interest, I would like to nmention just one of themjust
as an illustration of the kind of thing that can be
done. About 18 nonths ago a few of us in a dark room
across town conceived the notion of something called the
Center for Internet Security.

The notion of the Center for Internet Security

is very sinple. That is that there is a set of -- that
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nost of the vulnerabilities that are being exploited in
the Internet are very well known as are the renedies for
t hose vulnerabilities, and that one of the things that
we can do to contribute to the Ievel of safety on the
Internet is sinply sharing through an open nmechani sm
what is perceived to be the consensus on good practice.

Not at the |evel of generality that nost of us
under st and, change your password periodically and back
up your files, but at a |level of great specificity, that
is these are the m nimum settings you ought to have in
your X operating systemor on your Y router.

We' Il put the URL for the center on this |ist.
This is not a solicitation for support. The center
provides its products and its tools free.

The final point | would want to make, and here
again | come back to the autonotive metaphor, and I
think it again echoes things that were nmentioned
earlier. W've got to start thinking about nore passive
restraints.

We have to, as other speakers have already
i ndicated, start to use the technology intelligently so
as not to require that every individual or every snal
busi ness that operates technol ogy systens needs to have

expertise. W see folks in a -- I"mnot doing this to
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pander to AOL, | don't make any noney fromthem AOL
has figured out how to push software out to you w thout
your having to do anything. You don't have to be a
systens adm nistrator to update your version of ACL
because AOL understands to do that.

The virus packages that | used Friday told ne
that M crosoft had three patches out for its browser and
showed me where to go to download this with a sinple
click. It didn't require me to do anything except to
respond to a notice that | already got because |I'm not
prepared yet to allow nmy virus software to downl oad
automatically.

Those ki nds of things, that kind of technol ogy
exi sts. W've got to make it easier for folks to
protect thenselves w thout having to become technical
experts.

MS. CLAY: Thanks, Frank. Next we have Vince
Sollitto. Vince is vice president of corporate
conmmuni cations and external affairs at PayPal. There he
oversees public, investor and governnent relations.

MR. SOLLITTO. Good afternoon. | think | nust
be sitting in the assigned industry seat which is why
Si mson nust have renoved ny m crophone for this

segnent. Hopefully you can all hear nme. Mich better.
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G eat .

"' m here probably as a quick exanple of a
conpany that can provide sonme context about what we have
to do for security because of the vulnerabilities that
we as a small business online face and al so a quick
possi bl e solution for sonme very small businesses that
have begun to take advantage of the security we
provi de.

Just before | get any further, |I would like to
ask a qui ck question. How many fol ks have actual ly
bought sonething online in this roon? How many fol ks
are famliar with eBay in here and PayPal, anyone
famliar? And how many had the delicious barbecue beef
sandwi ch and will be asleep in about three nore
m nut es?

Real quick, PayPal is an online paynment service
that allows people to send noney in a sense by email to
anyone else with an Internet connection and an enmuail
address. Part of what we do is we allow the consuner to
give us their financial information and data and not to
the recipient, particularly if it's sonmeone they don't
know. That's part of the appeal of the systemto a
consuner.

As such PayPal is a repository of financial
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information and private information for consunmers and
for the small businesses that get paid through our
system So PayPal is a relatively new service | aunched
about two and a half years ago. W currently have over
16 mllion nenbers using the system It's kind of
shocking for sonmeone who just joined the conmpany when
t here was only about 30,000 custoners, but about $3 and
a half billion was sent through the network | ast year.

Currently about 300,000 transactions are done
every single day. About $17 mllion goes through the
networ k each day. People conducting transactions with
ot her people they don't know instantly and securely and
part of that reason is our security. So as WIIly Sutton
said, why did he rob banks, because that's where the
noney is.

That's one of the reasons why we have to be
ultra secure because we are where people go to place
their information so they don't have to share with
others, and in fact we have 16 mllion accounts with
credit card data, bank account information and a whole
host of other financial data.

Are we at risk? W are certainly a target. As
Frank said M crosoft nmay not be any | ess secure than

anyone else. They're just a very attractive target
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because they're huge. W're very |large, we have a | ot of
information out there, so we take security very
seriously.

Fortunately one of our founders is a cryptography
expert and actually built the entire systemin-house so
we don't rely on any outside stuff, and a |arge part of
that is many of our solutions are custom zed and they
wor k for us.

What are sone of the inportant things that we
do? Well, all our transactions occur on secure servers
using SSL and that's sonething fol ks, consumers can | ook
for when they shop on line, is this site I'mon actually
a secure site, does it say HITPS, or just HITP, and a | ot
of e-commerce sites don't necessarily take advantage of
that, figuring their consuners may not have the ability
to access those sites with the best technol ogy or they
just don't want to go that route.

Al the information that conmes to our site is
entered via SSL, HTTPS, URL, and then what happens to
the information after we have it? It sits in our secure
servers which are surrounded by firewalls and we use
128 bit encryption which is mlitary grade. As a matter
of fact our CTOis fromRussia so in Anerica it takes

two keys to launch a nuclear mssile, but in Russia it
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takes three people or at |east three keys to do that or
actually it did until they began to becone a little nore
flexible.

As a result, whenever we have to restart our
dat abase, we have to get three people out of eight
together in a room and they all have to enter in a 128
character password which they all have conmtted to
menory so it's obviously a pretty secure system

One other thing we do is we don't connect our
servers to the Internet directly. All the information
is stored offline in a sense and housed in a nunber of
facilities in California underground, with bionetrics by
the way, so what does this nmean? W still get probed
constantly. We get about 500 attacks a day.

Now, some of them we pay for. We try and
get professionals to try to break in constantly but nmany
others we don't. They're fromall over the world
Russi a, I ndonesia and beyond.

So security is obviously critical to us. W're
very fortunate that we' ve got sone great people doing
sone great things with it.

One of the interesting things about being in our
busi ness is we often |earn of hacks of other sites

bef ore perhaps the victins do thensel ves because PayPal
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is a place where people who may have gone and stol en
credit card data from other |ess secure web sites
m ght come in an attenpt to use those stolen credit
cards and nonetize themin a sense, go open up an
account with sonmebody else's credit card, try and send
noney to someone you know or perhaps even yourself and
withdraw it.

And in fact we frequently work with the
authorities on identifying large bin nunbers of credit
cards that m ght have been hacked or conprom sed, so in
a nutshell what that says basically is PayPal is a huge
target because we're a huge dat abase. W take
i nordi nate steps to provide security for that
i nformation.

Smal | businesses are faced with this sanme task
and yet we're specialists. They' re probably not.
They're generalists. For a small business the nost
i nportant thing they focus on is your business, how to
convince you to pay them not how to convince thensel ves
that the security they have for their web site is the
best it can possibly be.

A lot of people on this panel are going to
expl ain ways and steps business can take to protect

their web site and consuners can take to protect their
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information on their web site.

| offer out there as one exanple of a solution
t hat both consuners and small| busi nesses have cone to is
that in a sense why not out source that concern to a
specialist, and in fact that's what our 16 mllion
menbers do.

Consuners use our system as al nbst a secure
online wallet where they just give only one web site
their financial information, credit card, bank account
and such, ours, and then transact through us so as to be
nore secure because they don't have to worry about
whet her or not Frank's web site, although I'msure it
is, secure so to speak

Same thing with small businesses. They're not
really interested in using that information. They don't
want it. They don't want the risk or the liability.
They just want your noney, and so by using our service
they don't have to worry about whether or not they've
held that information secure.

Cbvi ously there are many steps they can do to do
so. |I'msure we'll hear nore about them |'mjust
trying to explain the steps we have to take to secure
that data. | know how difficult that is and also to

indicate there are other options out there if folks
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don't feel frankly up to the task.

MS. CLAY: Thanks, Vince.

Next we have Vic Wnkler. Vic is the principal
architect for security at Sun Mcro Systens public
sector. There he's been responsible for enabling
customer security architecture decisions, authoring
security white papers and witing the security policy
for the government of Ml aysi a.

MR. W NKLER: A di sreputabl e place sonetines,

Mal aysi a, that is.

" m not sure what | should say to you except for
run for the doors. | think security has collided with
mar keting, really good marketing in the recent past and
for a nunmber of years. It's on the one hand
extraordinarily difficult to achieve a confortable |evel
of security. On the other hand it can be relatively
easy to achi eve appropriate security.

And there were a nunber of exanples today using
cars and other objects that can kill bugs, but | think
that it is a great challenge to both the consuner and to
a small business, even to a mediumor a |arge sized
busi ness to inpose functioning solutions, manage them
day-to-day and have a degree of trust that they'll do

what you think they'lIl do when those solutions are
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conpri sed out of conponents that are unbelievably
conpl ex, and that are designed really not to inter
operate very well together

In fact sonetinmes the individual conponents are
designed not to inter operate with other vendor's
technol ogi es so at the point where we are today, and by
the way, where we are today is a snapshot in tine, and
we really shouldn't feel too good or too bad about where
we are at a particular point in time, right?

So if we | ook back at an archeol ogical record
we'll find mainfranmes which were the scenes of nuch
control and tyranny if you had an application you wanted
to run on them and then enterprises nmanaged to westle
away certain nodest anmount of funds fromtheir financial
of ficers and bought mni conputers where they could then
run applications without the constant attention to
detail that one had in the main frame world, and then
all hell broke |oose.

PCs appeared. This was the cause of nmuch chaos
and much confusion trying to nove fromone PC to anot her
to just do your damm work, right? Then after that the
network slowy caught up with PCs, and we found we could
nove t hings around, and since then it's been a blur.

"' m not sure where we are today, except that
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things seemto be noving up into the network and away
fromall of these little conmputers that we have sitting
at our desks. These are just -- they seemto be, and
these little devices that can comrunicate with the
network seemto be just little port holes into the
network for information and applications.

That kind of a world seems to nme to be far
easier to manage from the standpoint of controlling
enterprises and what individuals can do than does the
wor | d where applications and data all reside on
i ndi vidual platfornms. Where all the data and all the
applications really have to reside on individua
producer platforms, that's untenable. That can't be
managed.

The anount of code that can't be proven for
correctness and authenticity, that you can't perform
that on each of those platfornms. We're not at that
point. Theoretically it's very far off, so the nodel
where we have centralized control over applications and
data but where users can have exactly the sanme rich
conputi ng experience that they have today but w thout
all the hassles, and you m ght not want to ask yourself
where you want to go today but rather what you want to

do today.
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And i f what you want to do today involves fixing
bugs, patching, fighting viruses, fighting hostile
things over the Internet, | don't want to play that
gane. | want to play the game where the conputer
resources | use are tools that allow nme to do ny work,
and that's the same for a consuner as it is for a
busi ness.
It's sheer lunacy to expand the tens of mllions
of dollars that the Veterans Adm nistration said they
spent |ast year fighting two viruses. That's a
phenonmenal anmount of human effort, amount of resources
in the econony that are being poured in one direction. It's a
tremendous waste of human effort, and conputers really have the
potential just |ike televisiononceuponatinedidof enriching our
lives.
And we're at the same point today | think where
tel evision was a nunber of years ago when Madi son Avenue
got a hold of it. It becanme sonething that was marketed
to the point where your television view ng experience
without Tivo is a terrible thing, and that's the
convergence of conputing and TV.
Now | want to see the convergence of reasonable
behavi or and reasonabl e architectural choices with

conputing, and | think that's all | want to say right
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Now.
MS. CLAY: Thank you, Vic.
Last but not |east on the panel we have Marc
Zwillinger. Marc is a partner in the Washington office

of Kirkland & Ellis, a cyber |law and information
security practice group, and he's a nenber of the firms
technol ogy commi ttee.

MR. ZW LLI NGER: Thank you. The panel is book
ended by lawyers. | guess | have to start with the
reverse disclainmer, which is that | ama |awer, and
know not hi ng about ant hropol ogy.

As a | awer, what | do is | help ny clients
handl e conmputer incidents, that is | help them prevent
and m nim ze and recover | osses for when a conputer
i ncident occurs, and | deal with relatively
sophi sticated clients.

And where |I find that they have the nost
problens in preventing conmputer |osses or recovery
| osses is in incident response, that is in handling an
incident after it's occurred and recognizing it and
responding to it.

And t he panel that we're tal king about is
entitled "what steps can businesses that naintain

consumner information take to inprove their own
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security?" So tal ki ng about incident responses doesn't
seemto make that nmuch sense because already there's
been a problem but we know there's going to be a

pr obl em because no preventative nmeasures are 100 percent
effective, and if we |ook at the Security Institute and
FBI study this past May, |last year 80 to 90 percent of

t he conpani es that responded reported sonme kind of
security breach.

So ny perspective on that is that a proper
response can help reduce | osses both for the business
and for the consunmer, that is for the business, the
response to an incident may be nore significant than the
incident itself.

That is you take the CD Universe case for an
exanple. Credit card data was | ost and had the conpany
wanted to nake good on all the credit card transactions
that occurred as a result of the stolen data, they could
have done that w thout even affecting avail abl e cash,
but because the incident was so well publicized, because
they didn't handle it as well as they could have,
because the marketplace stignma that got attached to it
led to the dem se of the conmpany, the handling of the
incident resulted in the dem se, not the actual

penetration.
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From a consumer point of viewit's the sane
thing, that is if a conpany recogni zes signs of attack
ri ght away and responds appropriately, what could have
been a sinple penetration or trespass defense can be
stopped there. |If there's no proper response it can
result in full theft of credit card data, trade secret
| oss for the conpany, consunmers wi th out of pocket
| osses and a near catastrophe.

So since the ticket to this debate seens to be
bei ng able to make autonotive anal ogies, | have to say
what |'mtal king about is |ike Lojack, that is your car
is taken, and you |limt your |osses and you get your car
back by being able to handle the incident, call the
police, track the car and get it back to you, assum ng
sone percentage of autonobiles |osses are going to
happen, your car is going to get stolen no matter what
security you put in place.

When we tal k about incident reports, | want to
focus on the two aspects of it, which is recognition and
reaction, and | think it was Laura Berger in noderating
the | ast panel that asked the panelists to tal k about
the problenms of recognition froma consumer point of
view, and there are problens in recognition froma

busi ness point of viewas well. That is, it's difficult
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to separate the incident fromthe background noi se.

You have to have a | ot of experience with a
system | i ke PayPal to know that it's normal to get 500
attacks a day and what those attacks | ook |ike and what
bandwi dt h they consune, so when you' re seeing one day
1,500 attacks that all seemto be com ng back to a
country where you're not used to seeing that anount of
traffic, that something is going on and to react
appropriately right then.

The problemis we have a difficult culture even
i n businesses with users recogni zing these probl ens,
that is we've lived in a situation, and |1'l| bash
M crosoft for a noment, where we blanme our problenms on a
conputer systemwith Mcrosoft's operating system so we
say, Well the conputer crashed but that's Mcrosoft. It
doesn't occur to you, your first instinct, that the
reason your conputer crashed is you just suffered a
deni al of service attack. You just try to reboot and
only after a couple days of a problemthat the staff
can't fix, then you start to think about other causes.

The network is slow today. Sonetines that
happens. The network is slow. Also the network can be
sl ow because your bandwi dth is being consumed by people

that are taking over your conputer systens and are using
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it to launch denial of service attacks.

So getting businesses to train their own
enpl oyees when an attack is taking place is often
difficult and requires planning and thought.

The nost fanmous exanple is Cliff Stohle for the
peopl e that read the Cuckoo's Egg. He noticed this
infiltration into the conputer systems there by noticing

a 75 cent discrepancy in the accounting system realized

sonmebody had created an account. On one conputer that wasn't on
anot her whichresultedina 75 cent discrepancy, and when he f ound out

why t hat account had been created it was a hacker who had br oken i n and

got adm nistrative privileges, and the
whol e i nvestigation started fromthat sinple discrepancy.

That's what we need in our corporate
environment. That's what we need for businesses to
protect thenselves and to protect the consumers.

And again the anal ogy doesn't al ways work and
here it breaks down because when your car is stolen, you
tend to know it. You walk out of the mall and you utter
t hose words that have been made into a novie this year,
Dude, where's ny car, right, but you don't do that in a
comput er environment.

You don't know that your system has been

penetrated and you don't what's been taken which is why
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t he next phase | want to tal k about briefly, reaction,
IS so inportant.

That is without a plan in place, a plan that
requires the assenbling of a nulti disciplinary response
team you're never going to be able to respond to an
i ncident quickly. You don't want to be making
i ntroductions, and |I'm not going to beat up on PayPal,
but I'Il use them as an exanpl e.

Vince doesn't want to neet all the people both
i nsi de and outside who are going to be needed to respond
to an incident after the incident occurs. He wants to
have worked with them and planned with them and set out
a strategy and protocol well before he experiences a
system penetration.

You hire a law firmto respond, you can't even
clear conflicts in the first 24 hours nuch |ess get a
retainer on file, right? So you want to be putting your
teans together in advance.

The ot her aspect of the teamis involving
outsiders. Nobody wants to spend a | ot of nopney
respondi ng to incidents, and your plan or protocol wll
tell you when you need to kick it into high gear.

If we go back to the Conmputer Security Institute

and FBI study |ast year 150 mllion dollars of |osses
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were caused to 200 conpanies frominsider theft or

i nsi der abuse. So when you detect your incident, is
your first call going to be to the insiders who are
going to investigate and tell you what happened, or are
they going to be to an outside consultant who's going to
cone in and do an anal ysis.

These are all questions you want to think
about. What types of incidents do you want to respond
to in one way, what types do you want to respond to in
anot her way because only by getting that done before an
incident occurs will you be able to respond effectively
and cut your | osses.

The only other thing I want to nention at the
beginning is the problemof attribution. That is,
conpanies tend to respond to a conputer incident of any
type with a make it stop approach, that is | don't know
where it's coming frombut let's just nake it stop, and
making it stop often anmpbunts to closing your eyes. That
is you want to know before you make a deci sion on
respondi ng to an incident whether this is a conpetitor
or a malicious hacker, whether this is a teenager, and
even the governnment has trouble with attributi on.

|'ve been involved in a couple of cases, excuse

me -- I'mtrying to give the stenographer a run for her
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noney. |'ve been involved with a couple cases in the
governnment where in the first 24 hours after an attack,
there was a concl usion reached, tentative conclusion
reached that this was an organi zed attack, this was a
nation state trying to break in to the conputer systens,
when several days later this same attack was properly
attributed to teenagers in California.

|'ve been on the other side as well, that is an
entity didn't respond quickly and said it's just kids
when it was in fact organized crimnal activity, and if
you don't think about how you're going to solve your
attribution problem you're going to end up in a
situation where you have | osses and you have to explain
t hose | osses to sonebody, to your custonmers, to your
vendors, to Congress, as to why you didn't respond
qui ckly because you thought it was just kids and it
wasn't that inportant.

You need an attribution strategy as part of your
i nci dent response plan, and all of that together gives
you a way, whether you' re a small business or a |arge
busi ness, to mnim ze your losses. |If it's two people
in the conpany, your plan could be when do you call the
ot her person, when do you call your outside provider,

your ISP to say, Help us, but you need to have thought
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about that in advance as a way to mnimze | osses.

MS. CLAY: Thank you, Marc.

Marty, you |look |like you're itching to say
sonet hing before we go on with the questioning.

MR. ABRAMS: | am [|'ve spent many years trying
to arbitrate disputes between nmarketing departnents and
security departnents in organizations, and one of the
things | nentioned before that security can't get in the
way of imediacy, and in the world in which we |ive,
often there is a disconnect between the concepts of
security as we have we mapped them out and the concepts
of reacting to a marketpl ace where people buy because of
quality, price, quickness, all of those attributes.

And part of that conversation, part of this
whol e question of reinventing the way we think about
tal ki ng about security and where we place security |
t hi nk was nenti oned by the gentleman from Sun M cro
Systens, that we need to find ways so that it's not
about stopping the process. It's not about slow ng down
commer ce.

It's about building the infrastructure that
all ows us to have security work wi thout people having to
wor k AT security.

MR. WNKLER: Yes, and | would like to follow up
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and say that our architectures, the Internet, |arge

busi nesses, these architectures have grown organically
wi t hout very nmuch planning in advance. They've been

ki nd of added on to and so forth, and what we need to do
is step back and rethink what these architectures are
really supposed to do for us, not how we can best serve
t hem by buying nore products that fit in here and there
to try to better protect things that are inherently
defective or ways of doing things that are inherently
defective or counterproductive.

MS. CLAY: Your introductory statenents have
been a great lead in to this afternoon's di scussion.
One of our goals is to close out this session with a
cl ear understanding of the real issues that businesses
are facing and sone ideas or even exanples of how they
can address those issues, and a lot of that or at | east
sone of that has cone out already.

So with the first question, let's say that we've
been asked to start a |list of processes that businesses
shoul d i npl enment to secure consuner information. As a
base line, what would you put on that list? Wat would
you i nclude?

MS. GOODENDORF: |'Il start out that one of

the processes that is so critical for businesses, very
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basic, is a risk assessnment, and every business, every

i ndustry is going to be a little bit different, and when
you do a good job on risk assessnent, then you really
know where to focus your security energy and where you
shoul d spend your noney and what you should spend it

on.

That's just one process but I will start with
t hat .

MR. REEDER: In the interest of provoking a
little bit of controversy, let nme disagree, and it's a
parti al di sagreenment because certainly risk assessnent
is not -- is an inportant tool of security managenent,
but I would start in a very different place, and that is
there is a set of base line practices that irrespective
of the risk that one is assum ng, obviously if you're a
bank you're in a slightly different place than if you're
a public library, but everybody needs to worry about
availability.

And so there is a set of things that every
organi zation needs to do. [1'Il diverge fromcars to
medi cine. We all know that we ought to wash our hands,

t hat medical practitioners probably ought to wash their
hands between patients. |t doesn't guarantee that

infection won't be transmtted, but there's a | evel of

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025

233



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

ri sk that none of us need to assune even assum ng that
nobody that we're dealing with that day happens to be
i nfected because we sinply don't know.

So | would start in a slightly different place,
and we could all construct our own list. W all need to
do things like back up. W all need to do things like
maki ng sure that our software is up to date. | would
argue that you ought to | ook for the Center of Internet
Security benchmarks which are designed as m ni muns.

VWhat | fear and I don't think -- and |I'm putting
words in to Lynn's nmouth that | don't think are
necessarily hers. What | fear is if we wal k out saying
you ought to do a risk assessnent, everybody feels
confortable, now, | can wait six monments until the
consultant's report comes back and | have an idea what
my risk is.

There's a shared risk that we all have by virtue
of living on the Internet and a set of things we ought
to be doing while we get the consultant in that says to
us -- and beyond that because you are who you are and
because your business is so heavily dependent on
avai lability, there is a set of things you need to do.

MS. GOODENDORF: | don't disagree, but | would

say that a | ot of conpanies have conforted thensel ves by
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spending a | ot of noney on security, but if they spent
it -- particularly buying a |ot of tools and doing this
and that, and they're thinking that they're doing a
great job, and sonme conpanies will benchmark thensel ves
on how nmuch noney they're spending on security, but
they're not necessarily spending it on the right things.

And | think that's the whole point of really
just thinking through where your risks are and where
your vulnerabilities are.

MR. WNKLER: | think the problemw th risk
assessnments is that it doesn't nuch matter whose
assessnment you read. It probably will apply to your
envi ronnent, and that the risk assessnent industry is --
while there are sone very capable practitioners, it's
going to make a |lot of nmobney doing very little except
changi ng words with sonme boil erpl ate.

So | think the point about best practices is
probably the one I would | ean nore towards, if | can
change what you said and call it best practices, a base
i ne of accepted ways of doing things. And I think that
we would all do better with nore attention to that.

MR. ABRAMS: Again part of where I'mgetting
unconfortable in the discussion is we're separating what

we're trying to do as an organi zation fromthe whole
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gquestion of how we're safe as an organi zation, and in
the area of hel ping organizations think through their
i nformation policy, we say you should catal og your risks
along -- in four bundles, okay?

And the first bundle is conpliance risk, and
let's put that aside. The second is reputational
risks. \What are the things that if they go wong w |l
put you in a position of |losing your brand, your ability
to work with the outside world?

The third is investnment risk, and that goes to
t he whol e question of if you have a problem how wil
that affect the payoff on your business going forward,
and the last is reticence risk. What are the things
that if you're reluctant to make decisions will nmake it
difficult for you to do business with the fol ks that you
need to do business of going forward?

In my interaction with the whol e question of
security, typically we never get to this question
of reticence risk, and what happens in organizations
that if the security tool is too hard to use or gets in
the way of that interface with the consunmer, if the
consunmer has to wait too | ong when they conme to the
Inter Continental site to do whatever it is they want to

do, then what happens is that the security stuff gets
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turned off, and then you actually end up with nore ri sk,
which is sort of why we need to think about the whole
guestion of security as integrated into the business
process and not sonething that is left to, quote, the
specialists in information security.
MS. GOODENDORF: | think soneone on the previous

panel made a comment | strongly agreed with. He said

the best security -- | don't renmenber his exact words
but it really enables the business. It doesn't hinder
it. It enables it, but I would just nention other base

l'ine processes that | think should be nmentioned is
prevention, which includes patch nanagenent.

And | was talking with sonmeone a few weeks ago
about the inportance of patch updates which is a
preventati ve neasure and he said, Oh, that sounds
kind of going like to the dentist. I1t's not gl anorous.
It's not jazzy. People in the technol ogy industry
aren't particularly attracted to that.

It's |Iike maintenance, and yet nost of the
vul nerabilities, a lot of the security breaches that are
happeni ng are exploiting just known vulnerabilities that
can be prevented with patch updates.

Detection | think is another base |ine process

that is significant, and intrusion detection has cone a
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long way in its capabilities, particularly in the past
year, and there's both network intrusion detection and
host intrusion detection, both of which address -- |
can't renmenber who nentioned it, but conmpanies not even
realizing that sonething has happened.

Those are probably the nost insidious security
breaches are the ones that you don't even know that are
going on, and | think that's really the val ue of
detection of recogni zing when sonet hing's abnorml and
attacking it and then also | agree about response pl ans
too, | consider that another category of base |line
processes.

MR. ZWLLINGER: If | mght, and ny comments are
al ways going to be in this vein of sort of thinking
about security from both the technol ogi cal and the
policy or legal point of view. | think it's very
i nportant to recogni ze that when you depl oy technol ogy
of any sort, you need to do it with policies, that is,
three basic policies are external facing policies, your
ternms of service, your internal facing policy, what's an
acceptabl e use of this technol ogy on your networks, and
your incident response policy, what are the base |ine policy
processes and do they support your technol ogy.

That is again to nmy point, you can put into
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pl ace whatever system you want. An insider can exploit
it, but if you have an ability to nonitor that insider's
traffic, when they start to exploit it, you can detect
it and stop it even though your |IDS system doesn't
necessarily go off or stop it itself so those are the
three base line policies | would introduce into the
process.

MS. CLAY: Wuld anyone |ike to nmake a comment
on training before we nove on to the next question,
training with respect to a process that should be
i mpl emented for business security? Anyone? Anyone.
"Il make a comment. This is one of the fun things
about having the m ke.

| think that this is one of the things that was
mentioned earlier today is that we can have a | ot of
technol ogy out there, a |l ot of processes in place, but
if the people who are responsible for getting the job,
the ultimate job which is making new sales, if they
don't understand what they're using and why they're
using it, then you can still have a huge security
pr obl em because there's always a way to work around that
little thing that the security officer wants you to do,
so just another thing to keep in m nd.

The other thing | would like to mention is that
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sone of the topics that have conme up just in this first
guestion about risk analysis, risk nmanagenent,
contingency planning, security policies, you will have
access to resources on howto start with some of those
t hi ngs.

That's one of the things that we'll provide to
Mark to put on the FTC web site.

MR. REEDER: Alicia, if I may, | think it's
i nportant to distinguish between organizations of
sufficient size that they can, for lack of a better
term attenpt to create a security aware environment
where security awareness training is built into the
nor mal mechani sns.

But ultimately |I'm not saying about our ability
to take the small business person or our proverbi al
agi ng aunt or uncle who's gotten that $600 PC and is now
emai | enabled and talk a | ot about training.

| think we really have to think nore about what
| would call passive security, that is, doing things
that -- and here the nmetaphor actually works. We build
cars that are safe. W teach people, we try to teach
people how to drive them safely, and we still expect
themto run into other objects and so we do things so

t hat when that occurs they don't hurt thenselves as
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badly as they otherw se m ght.

And we increasingly try to do that with side and
front airbags or rather than even having them --
al t hough we know we should use seat belts as well,
relying on their willingness to always do that, and
think we have to think that while training is terribly
i mportant and certainly in enterprises of any size it's
feasible, | think there's a limt of how nuch awareness
and training can acconplish, and given the power we're
putting in to the hands of folks who aren't going to
worry about that.

MS. CLAY: Very good point, Frank, and | think
that the closer we get to that point about passive
protection, the better off and the nore enabled we'll
be. Very good point.

Are there any standard software or hardware
el ements that should be included in a good security
progran? |f so, what are they?

MR, SOLLITTO Well, at the risk of redirecting
the question or sort of alnost rebutting in a sense, |
think one thing you folks should keep in nmnd is that,
maybe this is the same conflict about whether you do a
ri sk assessment or whether in fact there are basic

standards that all fol ks should do, that at |east in our
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experience we found that what we do for security is
what's right for us.

And I'm not sure that there is a general basic
standard that is the best for each conpany, each
custoner, or just general use because as was tal ked
about before down here, if sonebody goes to this hotel
site and can't log in because we've nade it so secure
that it's virtually unusable, then that conpany is going
to be out of business.

And part of the reason our conpany has been so
successful in our view is because we've struck a bal ance
bet ween conveni ence and security that works for us and
our customers. For us it's a really high hurdle because
we have to be really secure and still very convenient,
and | think it's just inmportant that fol ks realize that
security is inseparable fromthe way a busi ness operates
and the business goals at hand, and that what works for
sone fol ks m ght not work for others, and that we've
basically been forced to advise what works for us of
separating uni que situations.

For instance, |1'Il take one exanple. All the
transactions that occur on our web site occur via SSL
t echnol ogy, secure socket. EBay does not do that. They

have decided that the transacti ons that occur on their
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site require |l ess security than perhaps we m ght because
of the financial nature of ours versus the pure
comercial nature of theirs, that conbined with the

br oader user base they may have or the inability of al

of their custoners' technology systens to interact
ideally in that environnent and therefore have chosen to
go anot her way.

So | think while I would recommend SSL for al
types of security, there are very many conpani es out
there who decide that it's not going to be the best
thing for them so I'msure there's sone great answers
here on this panel of what m ght would be the basic
st andards of security nost conpanies would strive for.

| would throw out as a caveat in the beginning
t hat many conpanies m ght find that what's best for them
is best for their unique situation. | know we certainly
have.

MS. CLAY: Vic Wnkler?

MR. W NKLER: There are a nunber of things that
| just heard nmentioned that | m ght have comrents on.
The SSL issue is one where SSL was originally designed
nore to create -- allow for the creation of an encrypted
link between a client and a server, but the real

enphasis was on allow ng the consuner at the client end
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to trust the server, and this is a little bit different
in an exanple |ike eBay where the trust issue is one of
i ndi vi dual s doing business via third party eBay, and |I'm
not a big fan of eBay but | think there's a difference
t here.

| think the best in ternms of standards today
really is the common criteria which NIST I think
has ownership over within the U.S. in conjunction with
NI AT. The conmmon criteria are a set of standards for
| ooki ng at both the assurance and functionality of
security within products, be they operating systens,
firewalls, whatever.

And it is really up to the business conmunity,
the health care community, the consuner conmunity to
define what are called protection profiles, which
oper ate agai nst them

So what really hasn't happened is that we
haven't taken advantage of what the common criteria
offers in terns of allowing us to define and then val ue
pi ck products that are in conpliance with what woul d be
commonl y accepted behaviors or functionalities for a
particul ar domain such as a retail outlet with a web
facing the front end.

So | think the common criteria really ought to
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be given nore enphasis. There is a |ot that has been
done in security, and we've really raked nost of the
hard questions over a |ot of coals for nmany years and
have seen that they have not been adopted for usually
the wong reasons, not because security is too
encunberi ng.

MR. ABRAMS: In sonme ways we're tal king about
the apples of security and the oranges of security.

There's certain i ssues --

MR. WNKLER: Can we refer to the apples and the

suns of security and so forth?

MR. ABRAMS: How about the kunmguats and the
apricots? That gets us out of brands.

In terms of the apricots of security, that's
some of the issues that have arisen because of the
network world, and | have a great deal of confidence
that we can cone up with the solutions to those, and
build in things like the firewalls that we tal ked about
earlier today.

|"m not at all concerned that our ability to
cone up with technol ogi cal answers that respond to
t hose issues and our ability to come up with standards
will indeed conme to the forefront, that there's a wll

to solve the problemand then it will be sol ved.
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"' m nmore concerned with sonme of the standard
busi ness facing -- consunmer business facing security
i ssues that are a lot harder to do with technol ogy. The
sinmpl e concept of if I don't know you today and | didn't
know you yesterday, how do I know that you are who you
say you are, and the whole question of how we do
aut hentication authorization in our marketplace where we
have | ots of other countervailing issues, issues of
privacy, issues of people's nenories, issues of we don't
have -- if we're not going to accept a chip enbedded
behi nd our ears, which I think none of us are willing to
do, how are we going to build those solutions because
it's not just technol ogy based?

| think those are the nore difficult solutions
and the nore difficult questions for that small business
that truly is trying to safeguard the consuner, the rea
consuner, not the fake consuner, and the business from a
continuous string of fraudulent transactions.

So | think in ternms of tal king about the
busi ness solutions we need, | think we have to separate
the kumguats fromthe apricots and let's say, Yeah, we
have one approach to the kumguats which is securing the
network and securing the interaction with the network.

But | still think we have a huge challenge in
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terms of the second set of issues, which are that we are
really noving to an econony where the consuner spends
nore tinme serving thenselves by interacting with the
conpany directly and not interacting with an individual
that says, Hmm this patient just seens suspicious, and
| think before noving forward we separate those two
si des.

MS. GOODENDORF: | think there have been sone
common thenes in the discussions today that I don't know
if they're recogni zed as hardware and software
standards, but it seens generally recognized that
passwords have beconme a standard. Anti-virus has becone
somewhat of a standard and | think firewalls, and
al nost everything | see both in the consuner world and
t he business world, those are three very common t henes.

MS. CLAY: Ckay.

MR. ABRAMS: That's a great exanple. Let's |ook
at passwords, and I'm 52 years old. | fully admt to
bei ng 52 years old. Probably the nost used button when
| go to a web site after | haven't been there for three
weeks is have you forgotten your password, and then they
ask me such a great question as, What was the first car
t hat you owned.

Well, was that the first car that | really want
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to forget when I was in college or the first car that
parents gave nme when | graduated from college or the
first car | actually paid for? [It's a question that for
the life of me even if | think about it honestly and
rack my brain | just can't answer.

Those are the types of things that we -- that
we're getting to because things |ike passwords just
aren't working very well today as people |ike nmyself get
ol der and can't renenber the 16,000 passwords that we're
confronted with.

MS. CLAY: Marty, it feels |like you want to nake
anot her statenent around what m ght be an alternative
maybe, software, hardware elenments for a security
program for authentication specifically?

MR. ABRAMS: Well, | think there were sone
suggestions today. | don't have a great answer, and |'m
not a technol ogist, but I think that we have to nove
towards tools that we can possess, that we can use, that
we need to build the utility into our machi nes.

| think the suggestion this morning from Di ck
Cl arke at the Departnment of Defense, they' ve solved the
pr obl em of people not being able to renmenber their
password by using a token. | think that we need to be

t hi nki ng about those sorts of tools for the interaction
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bet ween consunmers and smal |l er busi nesses.

MR. W NKLER: Actually with the Commpon Access
Card, the user still needs to know the pin to unlock the
card on which is enbedded a very long private key and
ot her information.

MR. ABRAMS: But does it liberate the idea of
remenbering 16 pins or 17 or however many.

MR. WNKLER: Yes. In fact, and that depends
entirely on -- this is a technol ogical sidelight. There
are different smart card formats, and certain ones all ow
you to lay down different kinds of information and
change it under control by the user, and this control
issue is one that really touches as both the consuner as
wel | as the business because businesses are --
busi nesses and their relationship of the Internet have
changed dramatically and are continuing to change with
t he concepts of network identity now and how that can be
expl oited by businesses to allow for a richer, perhaps
even better consumer experience as they relate with
their digital world different affinity partners,
airline, bank, et cetera, and being presented with one
perspective w thout having to sign on to multiple
accounts, this will add additional responsibilities,

raise the bar for the security at each of the partners

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

250
that engage in this affinity program where this
information is not necessarily shared but aggregated as
it's presented to the user.

So it's becom ng even nore conplex which I think
begs the question, how does one sinplify the overall
difficulties that are inherent in architectures and
conputing platforms, and it really comes down to where
i nformation and applications need to |ive.

And that's the fundanmental question that's the
same for consunmers at home as well as small businesses,
| arge businesses as well as partners, so the question
is: Where does what live and how does it get updated
are very, very essential questions?

MR. REEDER: | would add here, I'"'mnot also in
Vince's enpl oy, but Vince nade an inportant point, and
that is especially for the small business and for the
i ndi vidual, you have to nmake a judgnent as to how nuch
of this you can afford to do for yourself and how nmuch
of it you' re going to sinply have to rely on others to
provide to you, whether it's going to PayPal for
payments because you're not prepared to devel op the
infrastructure to provide that protection for yourself,
or | ooking to your | SP.

And here again ny friends at AOL, they can be ny
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poster child, but there are others because putting
yourself in their hands gives you a certain |evel of
assurance that you don't have if you're sinply going to
go it alone on the Internet.

There are obvious trade-offs. There are obvious
costs in doing that, but part of what we need to do -- and
here we need the education of a different sort. | nean,
agai n nmetaphors sonetinmes distort. A few of us, nyself
not included, occasionally lift the head of -- |lift the
hood of our cars and |look to see what's in there.

|'ve actually owned a car for two years and to
the best of my knowl edge | don't think -- | couldn't
tell you where the hood latch is. 1It's not that |I'm not
interested in this as a matter of theory, but I know I'm
conpletely inconpetent to deal with it, and |I'm prepared
to pay a certain price to sonebody who periodically
mai ntains it for nme including doing all the appropriate
saf ety checks.

But | understand that that needs to be done and
that | have to make an explicit choice as to whether |
assume that responsibility for nyself or pay sonebody
and in this case proactively actually take my vehicl e,
while it turns out with this vehicle it tells me when |

need to go visit its other hone.
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That is part of what we're tal king about, so
again we need to be very careful when we talk even about
defining what are the m nimum set of things you need to
do to be a little nore precise about the honme we're
t al ki ng about, whether we're tal king about Sun or
M crosoft or eBay or PenPal -- PayPal rather as users of
technol ogy, not just deliverers of services but as users
of technology or again the small sole proprietorship or
partnership or our aging aunt on using email

MR. WNKLER: | think that those are very, very
good comments, and a business has to ask itself what its
core conpetency is and what it should grow to be, and if
its core conpetency evolves into fixing bugs, updating
software and so forth, it's ridiculous. You're always
spendi ng your tinme doing the wong thing, so that woul d
beconme the point where you either go to out source or
have professional services nmanage your conputer
infrastructure or go to a different schene, and there
are different schenes.

MS. CLAY: Speaking of, one of the things that
you nentioned just a few seconds ago, was keeping
systens up to date, and we've al so throughout the day
we' ve tal ked a | ot about patching. How are businesses

actually acconplishing that now? Do you think that it's
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bei ng done regularly, daily?

MR. WNKLER: As a vendor we have seen many of
our custoners with exactly the same problens. They wll
cone to a point where they have | ooked at patches, and
there are different approaches towards patching. You
can either -- a vendor can choose to release a patch
that's unproven al nost i mediately, or a vendor can be
somewhat nore circunspect and release a work around
i mmedi ately and rel ease a patch that that vendor
believes will not break other things running on that
system and so that's the vendor aspect of it.

Then there's the business aspect where you need
to know if you -- you need to decide if you' re going to
trust a particular patch and whether it will run in fact
with your |egacy software that you inherited from your
great grandnother back in 1802, right?

There are a | ot of customers who have software
that's antique and so you need to decide, and then the
gquestion is how do you -- and this is where our
custoners have a mmj or problem How do you know t hat
your systens after you patch them are still patched
because custonmers will reinstall software and then m ss
t he appropriate patches?

So the U.S. Arny, for instance, a nunber of
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years ago di scovered that even though they had very
strong requirenments for maintaining a patch program for
each and every one of their systens, they found that
systens kept getting reinstalled, and the patches fail ed
to be applied to them

So this is something that is extrenely
chal l enging for a vendor froma public relations
st andpoi nt because you have vul nerabilities in user |and
that you may have put patches out for years ago that are
no | onger being carried forward so it's extrenely
difficult.

There is a strategy, and that is to only install
software from conputers on your network that you
control, not to control -- not to install software from
external networks or from vendors' networks w thout
putting it on your systens first, naking appropriate
i mges and then | oading those images on to appropriate
platforns in your enterprise.

This is sonmething that's extrenely cost
effective for a business or a |arge enterprise to do
because it allows you to do it once, define what that
i mge ought to be for a specific machine or set of
clients, and then if anything requires downl oadi ng

again, you sinply go to this well known place. You know
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what to download. It happens, it's proven. You don't
have to go and change and make sure you don't make
m st akes when you select different things, and it's
proven to be effective and a nunber of vendors do this
sort of thing.

MR. ZW LLI NGER: Conbining the last two
responses, the question was what do people do now for
patches, and before that we were tal king about out
sourcing. A lot of ny clients rely on managed security
services that do continually scanning of their networks,
and they notify them every tinme a conputer goes up or
down.

The scanning runs pretty nmuch continuously, and
t hey have access to log into a web site to get an
i nstant gl ance what the network | ooks |ike right now,
what systens are online, and they can drill down to any
system figure out what version and what software is
running by virtue of the managed security services
running and really keep tabs on their network.

And while that requires sone sort of investnent,
it's not an expensive way to go about it. It's not
sonething for a small nmom and pop operation. At the
sane tine it really shifts all the burden and all of the

t echnol ogi cal know how to an inventor, and at the sane
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time putting out that information right at your
fingertips so you can |look in at a secure portal, and
that's how ny clients rely on and make sure their
patches are just changed, in charge of review ng those
reports to see what version, which systempatch -- it
doesn't do every piece of software but it does the ones
t hey're nost concerned about.

MS. CLAY: | think Lynn and Frank.

MS. GOODENDORF: | would say that I'min user
| and, that what has worked well for us is rather than
the information security grid being responsible for
patches, we actually have the various operational teans
who | ook after and operate these systens responsible for
that. We hold them account abl e.

We do have third parties run vulnerability
testing as well, but as far as who actually is tasked
with doing those patches, it has worked well for us to
have that reside in operational teans because they are
the nost thoroughly famliar with the system They want
it to be up and performng well. It fits well with
their other duties so that has worked for us.

MR. REEDER: Again, |ooking back on things that
both Vic and Marc said, the Center for Internet Security

that | described earlier puts out security benchmarks, one
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aspect of course is patch managenent, and nost
i nportant puts out software tools that are non
intrusive, that measure where the systens are agai nst
t hese benchmarks. These again are avail abl e w thout
cost on the web site, so that the user can continuously
measure not only whether the system settings are as they
were originally set but whether they continue to be.

But | say that with the inportant caveat that
that doesn't help the individual consumer or the small
enterprise for whomthat woul d be beyond their technical
skills. It certainly works.

MR. ZW LLI NGER: Al though it does help the
i ndi vi dual consunmer, again in the context of letting
t hem know who they're doing business with, to the extent
you're a consuner and you're getting your financial
information to a site, the sites that are running
managenent security services or using the software
you' ve tal ked about, sonetines you can see that in the
or gani zati on.

They have announced that. They have a seal.
They have sonme sort of way to tell consumers this is
what we' re running.

MR. REEDER: And ny not so secret agenda for

what | hope cones out of the series of conversations
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that the Comm ssion has begun is if you will have better
information in the marketplace for consuners about the

| evel of security that they're buying when they engage
in arelationship with a supplier.

It seens to ne ultimately the difficulty is not
that smart people don't already know what to do, but
that an awful | ot of people use technol ogy that they
shoul dn't have to worry about it, who shouldn't have to
t hi nk excl usively about it, but then don't understand as
they do with autonobiles or airplanes or selecting a
medi cal care provider whether this individual is
i censed, whether they really had been inspected
regularly by sonme accrediting body where the other cues
t hat we understand to | ook for when we purchase other
services that are both critical to our existence and
have the potential to harmus if they're not provided
safely.

MS. CLAY: | would like to ask anot her question
or two and then open up to questions fromthe audience,
so if you have any that you're ready to ask

We've tal ked a bit about insider threats, and I
know that the CSI FBI survey that recently cane out, at
| east the people that they surveyed say that 30 percent

of the threats are still comng frominsiders. 1|s there
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sonet hi ng that businesses can do to mnimze or try to
better control that, the insider threat?

MR. W NKLER: Well, |ooking back about 15 years,
there was a great deal of discussion in the security
research and devel oping community about this kind of
guestion, and at that point in time research and
devel opnent in conmputer network security was essentially
funded either directly or indirectly through the DOD and
the intelligence community.

And when the question was posed to the business
community, it becane evident that in fact the business
communi ty had done sonet hing about this. It was called
the well fornmed transaction, and it sinply amunted to
that no individual user of a system-- and if this was a
paper process and a paper process, no single individual
could both order, pay or approve and pay for a
fictitious itemin order to gain off of that.

And the sane really holds true for automated
systens, so, yes, it is possible to, first of all, limt
t he damage that's potential and then the second thing is
of course intrusion detection, fraud detection and ot her
prone to error automated processes, and | can say that
legitimately because | was one of the first devel opers

of such an automated system The nunber of false
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positives and fal se negatives are really, really
difficult to manage.

But it doesn't mean that this is sonmething that
fraud detection or intrusion technician are technol ogies
t hat should not be used but they should not be viewed as
the line of -- the only line of defense, so I think that
nunmber 1 again it's an issue, how do you
characterize applications so that users of a m ninmum
amount of know edge can use it, and two, how do you
rectify that with intrusion and fraud detection.

MS. CLAY: Frank, did you have a comrent before
we go on?

MR, ZWLLINGER: Can | junmp in on that? | spend
the majority of nmy time responding to insider
incidents. That's usually what | get called in to do,
and when | respond to them | wusually find three things
can go wong in preventing the conpany from figuring out
what happened and prevent it from continuing | oss.

One is they haven't turned their auditing on.
That is they didn't have enough storage space and
storage wasn't as cheap when they decided to put their
policies in place, so they weren't nonitoring everything
t hat happened on their networks from an auditing point

of view or they weren't nonitoring everything froma
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| egal point of view, that is, they didn't have policies
in place that said any tinme you do anything on the
network we're going to nonitor and record it and if we
want to we can disclose it.

Sonetinmes it's a conscious choice. They don't
want to create an environment where everyone is being
nonitored. More often it's not. The conpany wants to
have that, but they just never put it in place.

And there are tools out now that are just
wonderful at doing forensics |like over the network. For
exanpl e Gui dance Software and Cases just |aunched an
enterprise version where you can have an output on
anyone's conputer system and if you think there's sone
ki nd of insider threat you run the output and i mge the
system i mmedi ately, and that's part of the grow ng
nmovenent toward preventive forensics.

That is before you give soneone a conputer --
when a conputer is turned on you imge it before you
recycle and image it before you send it out so you know
what that enployee did. You take an inage every tine
you're about to |lay people off so you know what their
system | ooked |ike so they don't do any mi schief in the
| ast couple days or if they did, you know what went on.

It's questionabl e whether they want to do this.

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

262
A ot of people in this roomwho are probably cringing
ri ght now at these coments because they feel as an
enpl oyee perhaps that this is not the right type of
privacy nmodel that they like, but it really does protect
the corporation so auditing, nonitoring and preventive
forensics are ways you can limt drastically the insider
threat because if people know that you' re doing that,
they're less likely to conmt mschief, and if they do,
you can figure it out earlier and recover the |osses, but
it's a question of tolerance for it.

MR. SOLLITTO. One really easy thing is to sinply
separate responsibility for security fromIT, having
peopl e who are responsible for maintaining the security
networ k and protecting against bulk intrusions and
internal mschief, making sure they report separately up
the chain fromthose actually installing and maintaining the
network is an imrediate -- that's a | arge source of
possibility for m schief.

MS. CLAY: Good points. Yes?

MR. KUG | have -- Jimmy Kuo. | have a
t wo- part question, one the first part anybody can junp
in, and the second part is for M. Wnkler primarily but
anybody else first.

How do you deci de on which patch to apply
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whenever you hear all these patches com ng out? And the
second part is, Do you have any suggestions for how an
end user can ascertain the necessity of a particular
patch, assum ng he even gets the information that a
patch is avail able, and perhaps do you, M. Wnkler, do
any type of sem annual or annual roll up such as patches
so that they becone easier?

We were talking earlier about the Stay Safe
Onl i ne canpai gn having sem annual canpaigns to get
people to patch, and if we can get nore conpanies to do
t hese sem annual roll ups so that we just have one thing
happen all at the sanme tine.

MR. WNKLER: Right, first of all though, caveat of
my response, Sun is really not an end user consumner
conputing client conpany, right? W sell servers
predom nantly. We do sell workstations and start up
busi ness because that's not our focus.

So our work station users are typically nuch
nore sophisticated users than actual consumer or
busi ness users, would be nmore on the side of engineering,
so ny response as | think the only vendor on the panel
woul d be to identify which patches are necessary.

We're really focused on a different set of

users, and it's perhaps nore difficult for an average
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consumer using our products to determ ne whether or not
a patch woul d be appropriate.
But to answer the other question, the one about
roll ups, we do -- being a vendor we're in business to
sell things and so we sell new versions of our operating

system Every about 18 nonths we have a new rel ease,
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and we have quarterly rel eases.

So it makes absolute sense to reinstall the
operating systemon a quarterly or biannual basis not
just fromthe standpoint of rolling up patches but of
bei ng able to access new functionally that's gone
t hrough an 18 or 36 nonth studying period.

MR. KUG  Your standard is just to have
quarterly reinstalls of the operating system

MR. W NKLER: No, updates of the operating
system Most would involve patches as well that have
come with that.

MS. GOODENDORF: | would just say that we try
and do our patch managenent the way we do version
control managenent, and we're fortunate in that on our
m ssion critical systens, we have test environnments
where we can test patches and test new versions before
we actually put themin production.

And some patches we frankly don't apply if they
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don't seemto be relevant to us or provide any value to
us, so we do make deci sions about which patches to
apply.

MS. CLAY: NI ST does also mmintain a database of
products and vulnerabilities and avail abl e patches.
However, it does make it very easy for you to go in and
click in a spot and have the -- and get to the right
patch, but you may want to know whet her or not you want
that patch before you go to the database because it
doesn't help you deci de whether or not you want to add
t hat patch, but it does sort of centralize things.

MS. CLAY: Yes, ma' anf

MS. LEVIN: Toby Levin. |'mconcerned that
we're talking a | ot about sort of a patch work of
patches, and ny question really is -- | wasn't here this
norning to hear Dick Clarke's remarks but we have a
critical infrastructure problemthat is at high risk
today, and | don't nmean to be an alarm st, but it's
frighteni ng when you think about our transportation,
telecom financial sectors, all air transport could al
be brought down by some of the viruses and hacki ng and
t echnol ogy issues that we tal ked about today.

So nmy concern is that what you' re tal king about

and what we tal ked about for the |ast few panels are
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answers that could take decades to put into place, and |
don't think we have decades for that to happen, so ny
guestion is: Y2K, an effort that was |aunched with a
very short time frame fully involving high | evels of
| eader shi p, governnent, industry played key roles
i nputting out resources that even small businesses and
consuners could get help quickly, and we had very little
negative fall out fromthat effort.

My question is: Wiy can't we do a Y2K effort to
deal with these sane technol ogy security issues that
we' re di scussi ng now?

MR. REEDER: | would say facetiously since he's
my good friend because John Koskinen refuses to take
anot her task like he did on Y2K. A very good questi on,
a couple of reactions.

One, the level of problem we' ve been talking
about here is not the -- | don't think goes to the
guestion of protecting nuclear power plants or the power
grid or the tel econmuni cation system which are indeed
for a variety of reasons subject to a higher |evel of
ri sk than other kinds of -- even notwithstanding its
econom c inportance to the econony and its stockhol ders,
the reservation systenms of six Continents -- so we're

really tal king about an order of nmagnitude different
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probl em al t hough the nature of the problemis the sane.

| have a problemw th the Y2K netaphor because
unli ke Y2K, | nmean one we're not faced with a date
certain, and it's not clear that -- and | hate to use
the reference like the war on terrorism it probably
will never be over. It's sinply a problem of continuing
to mtigate and manage the ri sk which suggests
buil ding into our processes and building into our
psyches, if you will, a whole different way of
approachi ng the problemthan one could if there were
nore wagi ng a one-tinme push to get us through January 1
or to mdnight of Decenmber 31, 1999.

The success of Y2K tends to -- we always like to
replicate our successes, but | think the problens are
not only in their scale but by their very nature
fundanmental ly different problenms. W understood the
nature of the problem W had a date certain by which
to fix it, and we went ahead and did that, and in fact
we -- and the sum of noney involved was reasonably well
understood within two orders of magnitudes at | east.

| think the problens are sinply very, very
di fferent.

MR. ZW LLINGER: They're different in part

because Y2K was a technol ogy problem and the threat of
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attacks on the infrastructure is a people problem and
t he technol ogi es used to help solve the problens, it
exacerbates the people problemand it's used to defend
agai nst the people problem but it's a people problem
so it's a very, very different sort of situation.

MS. CLAY: Next.

MR. PALLER: Alan Paller from SANS again. This
panel had the end of the day job of pulling it al
together, and | didn't expect that to happen, but in
fact something really good came out of this and |I want
to see if it's feasible.

All day we heard it's got to be easier, Scott
Charney said we have to have easier to use and we had
transparent security, invisible security, we have to
get securities out of being a problemand into being
easy. And you tal ked about having your test systenms and
Frank you tal ked about having agreed upon benchmarks
this is what we want to install and, Vic, you tal ked

about having a server sonewhere, and that everyone

downl oads the current version of the server. | think
you know that |ike --
MR. WNKLER: |I'msorry, | |ike using servers

for lots of things.

MR. PALLER: Yes. Virginia uses some of your
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servers. They tried awhile ago to install the operating
system They had great success in installing the
operating system They knew they had to get patches
down to protect against known vulnerabilities.

Whil e they were downl oading the patches they
were infected. They could not get the patches down in
time because there are so many automated attack prograns
on the Internet, and |'ve been sitting here all day
trying to think of what's the general solution

MR. W NKLER: JAVA, right? It was defined to
address exactly that.

MR. PALLER: Right. You install it on your
conputer. You have Java on your conputer, and while JAVA
goes and in fact gets the uninfected patches, sone
hackers take your machi ne over. JAVA doesn't solve this
pr obl em

MR. WNKLER: To the traditional fat client that
happens. If you run a thin client --

MR. PALLER: This is the M crosoft/ Sun
argument. Let's stay with the servers you sell now. In
the future you may sell non servers but right now --

MR. W NKLER: You're focusing the problemon the
operating systenms, downl oadi ng operating systens.

MR. PALLER: You had this great idea which is
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users have a version, this is a version. It's a safe
version, and we can all go get it if you need it, and
that would solve the problemif the safe version were
handl ed by the op staff and the op staff kept the
patches up to date.

My question is: How far are we from doi ng that
for consuners? Right nowif | download or install a
copy of W ndows 2000 server edition, odds are | won't
get patches down before it's infected with Code Red.
There's still 18,000 Code Reds.

So how far are we fromgetting you, Sun, to
deliver to the people who are willing to buy it an up to
date patch version of your system every day so that |
don't have to buy one that's four nonths old. [It's the
end of the day. Let's keep it interesting.

MR. WNKLER: | think | used the term evol ution
earlier, and we continue to evolve, right? 1It's a story
fromthe novie in the early 90s, but it is an issue, you
just described, circunscribed, a whole bunch of different
i ssues and there are a nunber of different answers for
different parts of those different problens.

One thing that consunmers can do is they can
choose to buy a different platformfroma different

vendor who is considered do be a niche player but whose
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products interoperate conpletely with the ones that you
mentioned, and that | don't think work for that vendor,
but those products have been around for a long time and
all you have to do is think different, right, so when
you installed that operating system it doesn't present
itself with hostile facing opportunities.

So it's been done. It has been done, and in
terms of when a vendor like Sun will deliver a highly
conpl ex server product, that shouldn't be installed by
uneducat ed end users, the target installation should be
done by sonebody who's trained.

We're freshly nmoving towards that fairly quickly
but to put it into perspective, our focus really is on a
different layer up in the cloud than the end user |ayer
despite the fact that we did design and build JAVA which

is the best conputing solution for end users. O so

t hi nk.

MS. CLAY: Frank, did you want to make a quick
conment ?

MR. REEDER: No.

MS. CLAY: Sorry.

MS. SAVAGE: ' m Jenny Savage from Capital One
Financial. W' ve been tal king about standards for

sof tware and various pieces of the security programthat
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we need, and | guess |I'm wondering what the feeling is
on a little bit tougher standards on the people that you
hired to deal with the custoners' information.

We as a conpany fingerprint everybody before
t hey touch custonmers' information, but not everybody
does that, and | guess | would like to know. Shoul dn't
there be standards across the board for anybody that
t ouches custoner information, as far as maybe checking
in to background, crimnal history, that kind of thing?

MR. W NKLER: Absolutely, and in fact it's odd
but I had a VA conference |ast week and | was | ooki ng at
different booths and I have a little panphlet here which
the -- | need ny glasses. Oherwise | can't read. |
don't know who puts this out but if you can read it.

God bless you, it's entitled personal security
position sensitivity |evel designation process, and it
is really oriented towards exactly that and this is for
t he governnment.

So clearly different positions require different
background checks, different ways of trust in those
i ndividuals just |ike different systenms in their
environnent required different degrees of protection or
trust.

MS. GOODENDORF: | guess because I'min the
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hospitality industry, though, I would say that in hotels
and restaurants, throughout hospitality, consuners prefer
to use credit cards, and the nature of our industry is
such that to try to do background checks on all the
various people working at the front desk and working in
restaurants, that type thing, it just wouldn't be
manageabl e for us.

MR. ABRAMS: There are many cities that are full
of call centers that do consuner affairs simlar to the
consunmer affairs that you do at Capital One. | think
it's a great idea to only have the best, the brightest
t he nost honest.

The fact is for years losing 25 to 35 percent of
your workers each year was a bigger issue than making
sure that they were the best, the brightest and the npst
honest. | think that absolutely we shoul d have systens
to make sure that we have -- that we're indeed
elimnating the people problem | think it's easier
said than done with the pressures we have in filling
positions.

MS. SAVAGE: | don't think it could be
conpletely elimnated but | think if you run a thorough
background check with anyone that's dealing with

custonmer's personal information could -- it could be a
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future.

MR. ZW LLINGER: There's incredible reluctance
even when you've identified sonmeone who is in sonme sort
of network managenment role who is a great enployee from
a technical point of viewto do anything to them even
when you' ve caught them red handed doi ng sonet hi ng
i nproper on the networks.

|"ve been in positions where I would have to
produce evidence of this person is stealing from another
enpl oyee in the conpany and this is how they're doing
it. Yeah, but they're so good, isn't there sonething we
can do.

MS. SAVAGE; that's right, and | think that's
where we need standards. |f we have standards, we could
have all the |egal jargon where we need it that says if
you had this kind of crimnal history or if you' ve been
fired froma job for this or that, you can't have a job
that is going to be dealing with custoners’

i nformation.

| woul dn't want sonmebody knowi ng ny Soci al
Security -- the nore -- if they' ve had any kind of shady
background at all, there's nore chance that they're
going to do sonething with nmy information, so | think

that's as inportant as the software and packets and the
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patches and all that.

MR. ABRAMS: Then you have to follow up and
i ndeed make sure your procedures are indeed followed.
It's not that many years ago that | was at the Federal
Reserve doi ng bank supervision regulation, and typically
it wasn't that the procedures weren't there, and the
policies weren't there.

It was, Well, you know, we couldn't afford for
themto take two weeks vacati on or whatever was the
breach, so | think that again building the forensics
into the system1 think is as inportant as doing -- yes,
you should do -- you should do what's prudent but it's
not always prudent to have, it's not always cost
effective to do a huge investigation of every single
enpl oyee.

MR. REEDER: | have nothing to add to the
substance, but | would add only two words of caution.
One, a | abor market concern which I think has already
been raised and the other is a humanitarian concern. |
wor ked in an environment about ten bl ocks down the
street where we used to have a policy that anybody who
had ever used any controlled substance w thout
aut hori zation was ineligible for enploynment until we

realized that we couldn't hire anybody under a certain
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age. | offer that as caution nunmber 1

Caution nunmber 2, and clearly I wouldn't argue
t hat we shoul d enpl oy pedophiles or individuals wth
substantial histories of substance abuses as school bus
drivers, but people who have had -- who have in the past
engaged in activities that we m ght not approve of need
to be kept in society so | urge an awful |ot of caution
apart from | abor market considerations instantly
di squalifying | arge nunbers of people.

MR. WNKLER: | have two nanes to drop, Anmes and
Hansen, right? These are people who their organizations
are and yet --

MR. REEDER: That's the other quick one.

MR. SOLLITTO. One quick follow up on that as
well. One thing that | know we try and do at PayPal is,
how nmuch information do enpl oyees really need. Does CRS
really need to know all 16 digits of your credit card to
hel p you?

No. Actually all | need is four nunmbers so you
can be sure you and he are tal king about the sane credit
card but you don't have to worry he has the entire
nunber so we do a nunber things beyond the vetting and
fingerprinting that we do and a variety of things to

al so say, Let's try to mnimze any possibility that
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Do we really need to have your street address

town, and yo

still on Hig

ur Zip Code or can we sinply say are you
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, your

h School Way, and in fact that's one thing

we do is limt access to enployees of information abo

custonmers.

IMS.

CLAY: Good point s.

MR. AVILA: John Avila. This is primarily a

| egal questi
What happens
a conprom se

m ght occur

on so primarily directed to M. Zwillinge

ut

r.

when preventative measures fail and there's

by a consunmer enterprise? That disclosu

either by intrusion, by an inadvertent

di scl osure by the enterprise or by sonme interna

mal f easance?
What
Wuld it be
statutory Ili
avail able --
with enotion
danmages, and
standing to
consuners or
credit cards

of the m sus

liability would apply in that situation?
a strict liability? 1Is there a form of
ability? What sorts of damage woul d be
limted to nonetary | oss by the consuner
al distress, would damages be avail abl e,
finally what class of people would have
assert a clain? Wuld it be [imted to

for exanple would the banks that issued

re

or

punitive

have a claimfor their | osses as a result

e of consuner credit card?
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MR. ZW LLI NGER: How nuch time do you have?

MR. AVILA: How nuch tinme do you have? Finally
the question would be relating to the |ast question, |
believe there were a couple years an enterprise hired
prison inmates for their call centers and they got
access to credit card informati on and of course they
took it and used it for crimnal purposes.

What kind of liability would be attached to that
ki nd of security procedure?

MR. ZW LLI NGER: W thout providing any specific
| egal advice, let ne give you a general sense of where
the liability doctrines are going in the area of this.
You obviously raised a |lot of specific points.

For awhile there was no real net of liability in
the area. That is there were no standards to | ook to
for a negligence obligation. You have to find what
the -- what the standard of care is that you have a duty
to live up to and then you find a breach, and we were
sort of absent all of those things.

And now we're noving towards a nmuch nore
liability prone environnent because there are standards
of care. There's the Gramm Leach-Bliley Act. The
FTC finalized rules that cane out on May 17. You
have the SEC rule regulation SP. You have HI PAA. You
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have a bunch of places where there are regul ated
entities that have obligations which will rapidly becone
t he standard of care.

But they're not very specific. They don't say,
your bylaws are configured this way, your policy has to

|l ook like this, but it says you have to do a risk

assessnment. You have to put in place a policy. | think
regul ated entities will start being held liable or there
will be a nove to hold themliable by those people to

whom t hey owe a duty.

And there aren't -- it wouldn't be every
third-party down the line, but here would be the
sharehol ders to whom they have a fiduciary duty. It would
be the custonmers to whom they have financi al
information, but it's not there yet.

There's no third party liability, and where there's
been downstream liability efforts, there hasn't been any
publ i shed decisions. There's been the First Net versus
Ni ke case in Scotland where traffic was redirected and
they said Nike didn't manage their domain name well
enough so therefore | got a lot of your traffic and you
have to conpensate ne.

It's not there yet so who will be I|iable? At

first just regulated entities. Second after that people
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who have the sane type of information but aren't
regulated. Who will they be |liable to? People who they
owe an existing duty. Shareholders? What will they be
liable for? All damages that are reasonably
f oreseeabl e.

That doesn't nean necessarily every
consequence. | don't think that's where we're going to
start, but comng froma position of no liability nmoving
into the liability environment so it will start slowmy and
go fromthere but you have to be concerned about
l[iability that you didn't have two or three years ago
and that's about it.

MS. CLAY: One |ast question.

MR. GARFI NKEL: Really short. I'ma big
believer in out sourcing and | know the gentleman from
PayPal is also and I'"'ma custonmer of his, and | read on
the mailing list when they filed papers to go public
that they only have one data center which they said in
their papers to go public that the risk of the
catastrophic failure would put them out of business, and
so because |I'm one of your custonmers, | would like to
know, do you have a second data center yet?

MR. SOLLITTO We do. Unfortunately | believe

they're both within the same fault structure.

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

281

MR. GARFI NKEL: So how do you vet the people you
out source to, not that I'minplying --

MR. SOLLITTOG |I'm not sure who we out source to
today. There are very few data managenent systens |eft

in business now in California, but we're fortunately

going to be able to take care of a nunber of them One of the things

we do --

MR. GARFI NKEL: | neant how do custoners --
let's refer to custoners, consuners.

MR. SOLLITTO. How do customers or consuners
know the firnms they're out sourcing to are taking
adequate precautions? Well, | guess that puts the
burden back on the consumer usually for education
i nformati on which perhaps can be a theme of this entire
event .

MR. GARFI NKEL: The problemis | do not have a
| ot of access to the information about the conpanies | could
use to make an informed decision. They say that's
proprietary information. W know about this. You put
it in your 10 K or whatever it was.

MR. SOLLITTO S 1.

MR. GARFI NKEL: There's so nmany other firnms that
they do things with ny data and '"'mtold to trust them

Veri Si gn has taken the credit card on the sane mailing
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list. | read when you submt your credit card to

Veri Sign, it doesn't get incented and there's many, nmany
cases where FTC maybe shoul d be enforcing under the
advertising stuff that it used to go out to privacy but
there are many, many cases where they encourage out
sourcing. People we're out sourcing to are not acting
in an ethical or responsible manner.

MS. CLAY: |Is there sone place where businesses
can go now to either get a list of questions that they
shoul d be asking of sonmeone considering out sourcing or
where they can | ook at the business practices?

MR. SOLLITTO | know a nunber of firnms retain
research consul tants and outside experts to help themin
their efforts to evaluate proper vendors. M firml ooks
at Gardner Jupiter and others to help us in a variety of
research fronts which include vendor selection and
anal ysis so yes there are resources for businesses.

| think the point is well taken in that there
may be | ess resources avail able for consumers to either
get information or fully evaluate the conpany they're
choosing to use, but that's sonething that a good
busi ness wi |l do.

| know that just off point real quick many

custoners al ways ask, Well, gosh, where is nmy noney when
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it's with you all, and so one of the things also we did
is put alittle pop up on the front page, click here to
see the six banks your noney is current sitting at
t oday.

And then it changes daily and they know t hat
information is there, so good businesses will recognize
that consunmers are not |like the Sinpsons. Mst
consuners want to know as nmuch as they can so they can

make the eval uati ons they need and hopefully those

custoners will be rewarded by usage, and that's frankly
how t he market shortly w |l | ook.
MS. GOODENDORF: | woul d say sonething there

that | think there's a predi canent when you're running
an information security programin a conpany |like I am
which is that while | want to reassure consuners,

don't want to give clues to the bad guys on the
particul ars of how we're arranged and what platfornms we
have and so forth.

And | kind of wish that we could have sonet hi ng
that woul d resenble the Good Housekeepi ng seal of
approval, that we could have sonething that would be a
standard or an independent kind of a mark to tell
consuners, Okay, we neet this criteria or these

standards wi thout giving themthe particulars of how we

For The Record, |nc.
Wal dorf, Maryl and
(301) 870-8025



© 00 N oo o b~ w N P

N NN NN R R R R R R R R R R
A W N P O © 0O N O o0 M W N P O

284
perform our security.

MR. ZW LLINGER: There are certification
authorities. | nean, there are three I can think of
right now that do it, network information security
systenms, but | think there will be a nove with the new
standards like in Europe with British Standard 7799.
There will be a lot of certification authorities who
will give you your good housekeepi ng approval, and
Foundstone Internet Security System and TRUSTe and ot her
people will do it.

MS. CLAY: Frank? Okay. You kept fooling ne,

Fr ank.

Well, that's all we have tine for. | think this
was a very good discussion, and again | just want to say
that the panelists are going to provide Mark with sone
resources to put up on the FTC web site so you can get
nore detail on sone of the things we tal ked about.

Thank you agai n.

MR. EICHORN: Just a nonent here. | want to
i ntroduce Howard Beales for the close, if you could get
settled for one nonent.

MR. BEALES: | prom se not to keep you very
| ong, but before we close | would |ike to thank the

panel i sts for speaking about information security. [|'m
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very inpressed with the know edge base we've assenbl ed
here, and | hope we'll be able to continue to tap into
t hat expertise as we go forward.

| would like to make a few observati ons on sone
of the thenes that |'ve seen energe fromthe first day
of the workshop. There's nore of the workshop tonorrow,
but I think we can | ook at the panels today as focusing
on where we are now and what businesses and consuners
can do about it today.

Tomorrow, fittingly, we'll be I ooking at what can
be done tonorrow, what approaches or ideas or novenents
are beginning to develop that may take a little |onger
to happen and nay make things a little better.

Here's what | think we've |earned so far. CQur
first panel made clear that there's a grow ng nunber of
threats out there of different varieties and that
t echnol ogy advances |i ke broadband, | nstant Messagi ng,
and wirel ess have created new areas of vulnerability.

The potential threats are daunting. As a
technical matter, securing one systemfrom a
sophi sticated determ ned hacker is extrenely difficult,
but there are things that know edgeabl e consuners can do
to significantly decrease their exposure to the nost

conmon security risks.
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Sone of these steps involve sinple good security
practices and little or no expense. For exanple, you
can physically disconnect a broadband Internet
connection when it's not in use or not open enail
attachnments when you don't know what they are.

O her steps take nore effort and involve
nonitoring threats and updating or patching accordingly,
and as we | earned today there's a wide variety of
products and services available to assist consuners in
reducing their risks.

We' ve al so heard about some imaginative nethods
for delivering these products to consuners so
mai ntai ning one's security is a little bit easier.

We' ve | earned that although there's a | ot of people here
today who are working to educate consuners, there are a
| ot of consuners who don't know the dangers or what
options they have to reduce the risk or why security is
i nportant.

As a result, many people do not take sinple
steps to safeguard their own security and their own
information. More consunmer educati on would be hel pful
in getting the nmessage out. Fromthe business
perspective, managi ng security is a constant process

that involves frequent trade-offs between considerations
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i ke security and privacy, security and conveni ence and
security and cost to nane a few

A vigilant chief security officer or chief
information officer, sonetinmes with the help of outside
consul tants or managed security services, can do a | ot
to reduce the risks by planning, analyzing, and managi ng
ri sks, and by respondi ng quickly to incidents when they
occur.

That's where we are at this point. Tune in
t onor r ow.

(Wher eupon, at 5:05 p.m, the workshop was

adj our ned.)
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