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ViaVia FederalFederal ExpresslElectronicExpresslElectronic MailMail 

FederalFederal TradeTrade CommissionCommission 
OfficeOffice ofof thethe SecretarySecretary 
RoomRoom H-l13H-l13 (Annex)(Annex) 
600600 PennsylvaniaPennsylvania Avenue,Avenue, NWNW 
WashingtonWashington D.C.D.C. 2058020580 

Re:Re: FTCFTC StaffStaff PreliminaryPreliminary ReportReport onon ProtectingProtecting ConsumerConsumer PrivacyPrivacy (the(the "Preliminary"Preliminary 
Report"Report" -- FileFile No.No. P095416P095416 

DearDear SirSir oror Madam:Madam: 

ThankThank youyou forfor thethe opportunityopportunity toto commentcomment onon thethe PreliminaryPreliminary Report.Report. TheseThese commentscomments 
areare referencedreferenced toto thethe particularparticular headingsheadings setset forthforth inin AppendixAppendix AA ofof thethe PreliminaryPreliminary Report.Report. 
ThreatMetrix,ThreatMetrix, Inc.Inc. isis aa technologytechnology companycompany providingproviding cybercyber securitysecurity andand fraudfraud detectiondetection 
servicesservices toto electronicelectronic commercecommerce sites.sites. 

TheThe PreliminaryPreliminary ReportReport statesstates thatthat manymany ofof itsits recommendationsrecommendations areare mademade inin responseresponse toto 
thethe privacyprivacy implicationsimplications arisingarising outout ofof behavioralbehavioral advertising.advertising. PrivacyPrivacy concernsconcerns maymay notnot 
bebe asas greatgreat whenwhen thethe collectedcollected datadata isis usedused toto provideprovide consumersconsumers aa moremore securesecure 
environmentenvironment inin whichwhich toto conductconduct electronicelectronic commerce.commerce. TheThe recognitionrecognition ofof thethe uniqueunique rolerole 
ofof datadata collectioncollection forfor fraudfraud preventionprevention waswas recognizedrecognized byby thethe FTCFTC staff.staff. BecauseBecause therethere 
maymay bebe tradeoffstradeoffs betweenbetween privacyprivacy andand security,security, ThreatMetrixThreatMetrix isis providingproviding thesethese commentscomments 
toto acquaintacquaint thethe FTCFTC staffstaff withwith thethe impactimpact ofof thethe FrameworkFramework onon onlineonline fraudfraud detectiondetection andand 
toto proposepropose certaincertain modificationsmodifications toto thethe frameworkframework outlinedoutlined inin thethe PreliminaryPreliminary ReportReport (the(the 
"Framework")"Framework") whichwhich willwill increaseincrease consumerconsumer securitysecurity inin electronicelectronic commerce.commerce. 

CyberCyber securitysecurity isis aa continuingcontinuing "arms"arms race".race". AsAs newnew technologiestechnologies andand defensesdefenses areare created,created, 
fraudstersfraudsters developdevelop everever moremore sophisticatedsophisticated weaponsweapons toto stealsteal goods,goods, services,services, andand identitiesidentities 
otherwiseotherwise distributeddistributed andand transmittedtransmitted online.online. TheThe moremore aa fraudsterfraudster knowsknows aboutabout cybercyber 
securitysecurity tools,tools, thethe moremore likelylikely thethe fraudsterfraudster willwill evadeevade discoverydiscovery andand therebythereby perpetuateperpetuate itsits 
onlineonline activities.activities. 

CyberCyber securitysecurity typicallytypically functionsfunctions byby reviewingreviewing thethe actionsactions ofof aa device,device, ratherrather thanthan aa 
particularparticular individual.individual. FraudFraud cancan bebe detecteddetected byby using,using, amongamong otherother techniques,techniques, factualfactual datadata 
andand behavioralbehavioral datadata associatedassociated withwith thethe device.device. FactualFactual datadata reviewsreviews anomaliesanomalies associatedassociated 



withwith thethe particularparticular devicedevice effectuatingeffectuating aa transaction,transaction, whilewhile behavioralbehavioral datadata comparescompares thethe 
behaviorbehavior ofof aa devicedevice toto itsits typicaltypical behaviorbehavior oror thethe behaviorbehavior ofof aa controlcontrol group.group. CyberCyber 
securitysecurity technologiestechnologies gathergather individualindividual devicedevice datadata directlydirectly fromfrom thethe device,device, suchsuch asas whenwhen 
itit isis usedused toto placeplace anan order,order, andand cancan enrichenrich thethe individualindividual devicedevice byby gatheringgathering datadata flowingflowing 
throughthrough thethe internetinternet whichwhich isis otherwiseotherwise derivedderived fromfrom thethe particularparticular device.device. 

TheThe FrameworkFramework expandsexpands FairFair InformationInformation PracticePractice PrinciplesPrinciples toto anyany entityentity whichwhich collectscollects 
datadata thatthat cancan bebe reasonablyreasonably linkedlinked toto aa specificspecific device,device, ratherrather thanthan justjust aa specificspecific 
individual.individual. BecauseBecause manymany cybercyber securitysecurity technologiestechnologies collectcollect datadata linkedlinked toto aa specificspecific 
device,device, thethe applicationapplication ofof thethe privacyprivacy principlesprinciples toto devicesdevices directlydirectly impactimpact cybercyber securitysecurity 
firms.firms. 

TheThe FrameworkFramework emphasizesemphasizes choicechoice asas anan importantimportant rightright forfor consumersconsumers inin connectionconnection withwith 
datadata collectioncollection andand use.use. ThreatMetrixThreatMetrix applaudsapplauds thethe FTC'sFTC's viewview thatthat datadata collectioncollection andand 
useuse forfor fraudfraud detectiondetection purposespurposes isis aa commonlycommonly acceptedaccepted practicepractice andand shouldshould notnot bebe subjectsubject 
toto consumerconsumer choice.choice. TheThe Framework,Framework, however,however, shouldshould gogo farther.farther. 

TheThe importanceimportance ofof cybercyber security,security, andand thethe naturenature ofof thethe datadata collected,collected, requiresrequires thatthat itit bebe 
treatedtreated differentlydifferently thanthan thethe treatmenttreatment accordedaccorded consumerconsumer datadata collectedcollected forfor behavioralbehavioral 
advertisingadvertising purposes.purposes. First,First, asideaside fromfrom personallypersonally identifyingidentifying electronicelectronic mailmail addresses,addresses, 
muchmuch ofof thethe datadata usedused inin cybercyber securitysecurity isis typicallytypically not,not, inin andand ofof itself,itself, sensitivesensitive consumerconsumer 
data.data. Second,Second, thethe PreliminaryPreliminary ReportReport recognizesrecognizes thatthat fraudfraud detectiondetection isis partpart ofof "commonly"commonly 
acceptedaccepted practices"practices" forfor whichwhich consentconsent isis notnot required,required, recognizingrecognizing thethe lessless sensitivesensitive naturenature 
ofof suchsuch information,information, andand thethe importanceimportance ofof cybercyber security,security, fromfrom aa consumerconsumer protectionprotection 
standpoint.standpoint. Third,Third, asas discusseddiscussed below,below, detaileddetailed disclosuredisclosure ofof datadata useuse andand collectioncollection forfor 
securitysecurity purposespurposes maymay makemake electronicelectronic commercecommerce lessless securesecure andand therebythereby reducereduce consumerconsumer 
welfare.welfare. Fourth,Fourth, becausebecause thethe FTC,FTC, asas partpart ofof thethe Framework,Framework, isis suggestingsuggesting thatthat companiescompanies 
incorporateincorporate datadata securitysecurity practicespractices intointo theirtheir operations,operations, securitysecurity companiescompanies shouldshould notnot bebe 
hamperedhampered byby thethe needneed toto provideprovide detaileddetailed disclosuredisclosure concerningconcerning theirtheir datadata useuse andand 
collectioncollection practices.practices. TheThe FTC'sFTC's recordrecord inin security-relatedsecurity-related prosecutionsprosecutions isis testamenttestament toto thethe 
needneed toto createcreate regulationsregulations thatthat encourage,encourage, ratherrather thanthan hamper,hamper, cybercyber security.security. 

ForFor thesethese reasons,reasons, ThreatMetrixThreatMetrix doesdoes notnot believebelieve thatthat companiescompanies engagedengaged inin cybercyber security,security, 
particularlyparticularly fraudfraud detection,detection, shouldshould bebe coveredcovered underunder thethe frameworkframework asas proposedproposed inin thethe 
PreliminaryPreliminary ReportReport (the(the "Proposed"Proposed Framework").Framework"). ExistingExisting noticenotice requirementsrequirements coupledcoupled 
withwith thethe FTC'sFTC's enforcementenforcement toolstools provideprovide sufficientsufficient protectionprotection forfor anyany misusemisuse ofof 
personallypersonally identifiableidentifiable informationinformation inin aa securitysecurity context.context. 

SpecialSpecial choicechoice forfor onlineonline behavioralbehavioral advertising:advertising: DoDo NotNot TrackTrack 

ThreatMetrixThreatMetrix agreesagrees withwith thethe FTC'sFTC's approachapproach toto limitinglimiting "Do"Do NotNot Track"Track" toto behavioralbehavioral 
advertising,advertising, PreliminaryPreliminary ReportReport @@ 63,63, andand urgesurges thatthat thethe FTCFTC explicitlyexplicitly statestate thatthat "Do"Do NotNot 
Track"Track" shouldshould notnot bebe expandedexpanded intointo cybercyber securitysecurity applications.applications. TrackingTracking aa packetpacket oror 
devicedevice asas itit travelstravels throughthrough thethe internetinternet createscreates criticalcritical factualfactual datadata usedused toto detectdetect onlineonline 



fraud.fraud. RemovingRemoving trackingtracking capabilitycapability willwill provideprovide anonymityanonymity toto aa fraudsterfraudster andand reducereduce thethe 
likelihoodlikelihood thatthat fraudfraud willwill bebe detected.detected. ThisThis reductionreduction ofof securitysecurity couldcould reducereduce cybercyber 
securitysecurity andand therebythereby reducereduce consumerconsumer useuse ofof thethe internetinternet forfor commerce.commerce. 

CompaniesCompanies shouldshould increaseincrease thethe transapaencytransapaency ofof theirtheir datadata practicespractices -- ImprovedImproved privacyprivacy 
noticesnotices 

TheThe FrameworkFramework requiresrequires datadata collectioncollection entitiesentities toto provideprovide greatergreater transparencytransparency concerningconcerning 
theirtheir datadata collectioncollection andand use.use. IfIf thethe FTCFTC doesdoes notnot completelycompletely excludeexclude cybercyber securitysecurity firmsfirms 
fromfrom thethe ProposedProposed Framework,Framework, thenthen thethe disclosuredisclosure requiredrequired forfor securitysecurity purposespurposes shouldshould bebe 
standardizedstandardized toto bebe limitedlimited solelysolely toto aa statementstatement thatthat datadata providedprovided byby aa consumerconsumer oror thethe 
consumer'sconsumer's devicedevice willwill bebe usedused forfor fraudfraud detection.detection. 

TheThe needneed forfor companiescompanies notnot engagingengaging inin commonlycommonly acceptedaccepted practicespractices toto provideprovide sufficientsufficient 
disclosuredisclosure forfor choicechoice maymay bleedbleed intointo aa requirementrequirement ofof greatergreater disclosuredisclosure forfor allall entitiesentities thatthat 
collectcollect datadata absentabsent aa clearclear exceptionexception toto thethe contrary.contrary. DetailedDetailed disclosuredisclosure createscreates aa numbernumber 
ofof adverseadverse impactsimpacts toto electronicelectronic commercecommerce whilewhile notnot addingadding materiallymaterially toto privacyprivacy 
protection.protection. DetailedDetailed disclosuredisclosure maymay reducereduce consumerconsumer welfarewelfare byby providingproviding fraudstersfraudsters withwith 
criticalcritical informationinformation toto circumventcircumvent cybercyber security!.security!. WithWith thethe exceptionexception ofof personallypersonally 
identifyingidentifying email,email, informationinformation valuablevaluable toto securitysecurity maymay notnot raiseraise privacyprivacy concerns,concerns, makingmaking 
disclosuredisclosure unnecessary.unnecessary. DetailedDetailed disclosuredisclosure maymay alsoalso resultresult inin privacyprivacy policiespolicies thatthat areare 
longlong andand difficultdifficult toto understand,understand, aa currentcurrent problemproblem withwith privacyprivacy policiespolicies thethe FTCFTC isis 
attemptingattempting toto resolve.resolve. BecauseBecause cybercyber securitysecurity companiescompanies havehave differentdifferent approaches,approaches, itit willwill 
bebe difficultdifficult toto provideprovide standardizedstandardized disclosure.disclosure. Last,Last, manymany ofof thethe techniquestechniques usedused byby cybercyber 
securitysecurity firmsfirms areare availableavailable inin generalgeneral formform onon theirtheir website,website, andand areare thereforetherefore availableavailable toto 
thosethose consumersconsumers whowho areare interested.interested. 

TheThe PreliminaryPreliminary ReportReport discussesdiscusses datadata enhancementenhancement andand deepdeep packetpacket inspectioninspection asas 
particularparticular areasareas ofof concern.concern. ThreatMetrixThreatMetrix isis apprehensiveapprehensive thatthat thethe FTC'sFTC's concernsconcerns maymay 
givegive riserise toto aa disclosuredisclosure requirementrequirement specificspecific toto thesethese techniques.techniques. 

DetailedDetailed disclosuredisclosure regardingregarding datadata enhancementenhancement andand deepdeep packetpacket inspectioninspection isis problematicproblematic 
andand potentiallypotentially counterproductivecounterproductive toto security.security. DataData cancan bebe collectedcollected fromfrom aa numbernumber ofof 
differentdifferent sources.sources. TrackingTracking thethe relationshipsrelationships betweenbetween thisthis datadata isis anan importantimportant securitysecurity 
methodology.methodology. ProvidingProviding detaileddetailed disclosuredisclosure withwith respectrespect toto thethe collectioncollection andand useuse ofof 
enhancedenhanced datadata inin aa fraudfraud detectiondetection contextcontext wouldwould allowallow fraudstersfraudsters toto becomebecome awareaware ofof 
specificspecific detectiondetection technologiestechnologies used,used, therebythereby enablingenabling themthem toto developdevelop workaroundsworkarounds toto 
allowallow theirtheir activitiesactivities toto gogo undetected.undetected. 

DeepDeep packetpacket inspectioninspection forfor fraudfraud detectiondetection isis anan areaarea ofof potentiallypotentially fruitfulfruitful technologytechnology 
development.development. RequiringRequiring detaileddetailed disclosuredisclosure ofof deepdeep packetpacket inspectioninspection technologiestechnologies forfor 
securitysecurity purposespurposes maymay limitlimit furtherfurther developmentdevelopment inin thisthis importantimportant fraudfraud detectiondetection tool.tool. IfIf 

II LegalLegal remediesremedies regardingregarding fraudfraud andand securitysecurity circumventioncircumvention maymay notnot bebe availableavailable againstagainst fraudstersfraudsters 
operatingoperating inin otherother countries,countries, andand maymay bebe tootoo expensiveexpensive toto bebe pursuedpursued byby anan individualindividual consumerconsumer oror electronicelectronic 
commercecommerce site.site. AsAs aa result,result, fraudfraud detectiondetection technologytechnology isis oftenoften thethe mostmost effectiveeffective methodmethod ofof promotingpromoting 
consumerconsumer useuse ofof electronicelectronic commerce.commerce. 
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thethe FTCFTC detenninesdetennines thatthat disclosuredisclosure isis necessarynecessary forfor useuse ofof deepdeep packetpacket infonnation,infonnation, thenthen 
thethe specificspecific disclosuredisclosure shouldshould bebe limitedlimited toto datadata describingdescribing children,children, financialfinancial andand medicalmedical 
infonnation,infonnation, andand preciseprecise geolocationgeolocation infonnationinfonnation thatthat cancan bebe linkedlinked toto aa particularparticular 
individual.individual. 

CompaniesCompanies shouldshould increaseincrease thethe transparencytransparency ofof theirtheir datadata practicespractices -- ReasonableReasonable accessaccess toto 
consumerconsumer datadata 

AccessAccess toto consumerconsumer datadata shouldshould bebe treatedtreated differentlydifferently forfor non-consumernon-consumer facetingfaceting entities,entities, 
particularlyparticularly thosethose engagedengaged inin promotingpromoting fraudfraud detection.detection. ThreatMetrixThreatMetrix supportssupports aa slidingsliding 
scalescale wherewhere accessaccess dependsdepends onon thethe sensitivitysensitivity ofof thethe datadata andand itsits intendedintended use,use, especiallyespecially 
forfor non-consumernon-consumer facingfacing entitiesentities suchsuch asas securitysecurity finns.finns. DataData collectedcollected andand usedused forfor cybercyber 
securitysecurity purposespurposes shouldshould bebe highlyhighly sensitivesensitive toto privacyprivacy concernsconcerns beforebefore accessaccess isis pennitted.pennitted. 
AccessAccess toto electronicelectronic mailmail addressesaddresses shouldshould bebe easiereasier thanthan accessaccess toto aa dynamicdynamic internetinternet 
address,address, forfor example.example. BecauseBecause muchmuch datadata usedused forfor securitysecurity isis aggregated,aggregated, parcelingparceling thethe 
datadata forfor aa particularparticular individualindividual maymay bebe expensive,expensive, andand impossible.impossible. ToTo thethe extentextent providingproviding 

TransparencyTransparency ofof datadata collectioncollection andand useuse practicespractices cancan interfereinterfere withwith fraudfraud detectiondetection efforts.efforts. 
AsAs mentionedmentioned above,above, disclosuredisclosure ofof infonnationinfonnation collectioncollection andand useuse forfor cybercyber securitysecurity cancan 
provideprovide infonnationinfonnation enablingenabling aa fraudsterfraudster toto circumventcircumvent securitysecurity mechanisms.mechanisms. FraudFraud 
detectiondetection requiresrequires substantialsubstantial flexibilityflexibility toto successfullysuccessfully detectdetect andand disabledisable fraudfraud 
perpetrationperpetration technology,technology, andand changingchanging thethe mannermanner inin whichwhich datadata isis usedused isis criticalcritical toto 
preventingpreventing onlineonline fraud.fraud. CyberCyber securitysecurity companies'companies' abilityability toto rapidlyrapidly developdevelop newnew 
techniquestechniques forfor detectiondetection inin responseresponse toto newnew fraudfraud perpetrationperpetration technologiestechnologies maymay bebe 
impairedimpaired ifif theythey areare requiredrequired toto disclosedisclose anyany changeschanges theythey makemake toto thethe mannermanner inin whichwhich 
theythey useuse collectedcollected data.data. TheThe ProposedProposed FrameworkFramework shouldshould bebe modifiedmodified toto statestate 
affinnativelyaffinnatively thatthat detaileddetailed disclosuresdisclosures asas toto changeschanges inin datadata useuse forfor fraudfraud detectiondetection shouldshould 
notnot bebe required.required. 

Re~ectfully submitted,submitted,'(7tfullY 

BertBert RankinRankin 
ViceVice PresidentPresident ofof MarketingMarketing 
ThreatMetrixThreatMetrix Inc.Inc. 
51505150 EIEI CaminoCamino Real,Real, SuiteSuite D-30D-30 
LosLos Altos,Altos, CACA 9402294022 




