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TheThe HonorableHonorable JonathanJonathan D.D. "Jon""Jon" Leibowitz,Leibowitz, ChairmanChairman 
FederalFederal TradeTrade CommissionCommission 
600600 PennsylvaniaPennsylvania Avenue,Avenue, NWNW 
Washington,Washington, D.C.D.C. 2058020580 

RE:RE: PublicPublic CommentsComments onon DecemberDecember 1,20101,2010 PreliminaryPreliminary FTCFTC StaffStaff PrivacyPrivacy ReportReport 

DearDear Chairman.Chairman. Leibowitz:Leibowitz: 

TheThe missionmission ofof thethe CentreCentre forfor SpatialSpatial LawLaw andand PolicyPolicy (www.spatiallaw.com)(www.spatiallaw.com) isis toto improveimprove thethe 
understandingunderstanding ofof thethe uniqueunique legallegal andand policypolicy issuesissues associatedassociated withwith thethe collection,collection, useuse andand distributiondistribution ofof 
locationlocation andand otherother typestypes ofof spatialspatial data.data. SuchSuch anan understandingunderstanding isis aa necessarynecessary componentcomponent inin thethe 
developmentdevelopment ofof aa consistentconsistent andand transparenttransparent legallegal andand policypolicy frameworkframework thatthat willwill allowallow forfor thethe successfulsuccessful 
growthgrowth ofof thethe emergingemerging U.S.U.S. spatialspatial technologytechnology industryindustry whilewhile stillstill protectingprotecting importantimportant andand legitimatelegitimate 
privacyprivacy andand societalsocietal interests.interests. 

OurOur commentscomments belowbelow areare thereforetherefore focusedfocused exclusivelyexclusively onon thisthis aspectaspect ofof thethe recentrecent FederalFederal TradeTrade 
CommissionCommission (FTC)(FTC) report,report, ProtectingProtecting ConsumerConsumer PrivacyPrivacy inin anan EraEra ofofRapidRapid ChangeChange (the(the "Report")."Report"). TheThe 
ReportReport providesprovides onon pagepage 6161 that:that: 

"[t]he"[t]he CommissionCommission staffstaff hashas supportedsupported affirmativeaffirmative expressexpress consentconsent wherewhere companiescompanies 
collectcollect sensitivesensitive informationinformation forfor onlineonline behavioralbehavioral advertisingadvertising andand continuescontinues toto believebelieve 
thatthat certaincertain typestypes ofof sensitivesensitive informationinformation warrantwarrant specialspecial protection,protection, suchsuch asas 
informationinformation aboutabout children,children, financialfinancial andand medicalmedical information,information, andand preciseprecise geolocationgeolocation 
datadata [emphasis[emphasis added]added] .... Thus,Thus, beforebefore anyany ofof thisthis datadata isis collected,collected, used,used, oror shared,shared, staffstaff 
believesbelieves thatthat companiescompanies shouldshould seekseek affirmativeaffirmative expressexpress consent.consent. StaffStaff requestsrequests inputinput 
onon thethe scopescope ofof sensitivesensitive informationinformation andand usersusers andand thethe mostmost effectiveeffective meansmeans ofof 
achievingachieving affirmativeaffirmative consentconsent inin thesethese contexts".contexts". 

WeWe appreciateappreciate thisthis opportunityopportunity toto commentcomment onon thethe Report.Report. Clearly,Clearly, locationlocation informationinformation isis 
becomingbecoming anan increasinglyincreasingly importantimportant componentcomponent ofof ourour dailydaily lives,lives, asas location-awarelocation-aware smartsmart phonesphones andand 
otherother devicesdevices areare collectingcollecting enormousenormous amountsamounts ofof data.data. TheThe levellevel ofof availableavailable detail--anddetail--and potentialpotential privacyprivacy 
risks--willrisks--will onlyonly increaseincrease withwith time,time, compoundingcompounding existingexisting concernsconcerns aboutabout privacy.privacy. 

However,However, itit isis importantimportant toto recognizerecognize thethe growthgrowth andand increasedincreased importanceimportance ofof thethe geospatialgeospatial 
industryindustry inin thethe U.S.U.S. InIn fact,fact, thethe DepartmentDepartment ofof LaborLabor identifiedidentified geospatialgeospatial technologytechnology asas oneone ofof thethe toptop 
threethree growthgrowth industriesindustries inin thethe 2121 slsl century.century. InIn addition,addition, therethere areare asas manymany differentdifferent typestypes ofof geolocationgeolocation 
datadata asas therethere areare waysways toto collectcollect andand useuse thethe data.data. TheThe DepartmentDepartment ofof Interior,Interior, whenwhen announcingannouncing thethe 
formationformation ofof thethe NationalNational GeospatialGeospatial AdvisoryAdvisory Committee,Committee, aa FederalFederal AdvisoryAdvisory CommitteeCommittee formedformed inin 20072007 
toto adviseadvise thethe SecretarySecretary ofof CommerceCommerce onon geospatialgeospatial matters,matters, refersrefers toto geospatialgeospatial informationinformation asas "information"information 
integratedintegrated fromfrom multiplemultiple formsforms ofofdatadata aboutabout preciseprecise locationslocations onon thethe Earth'sEarth's surface."surface." [emphasis[emphasis added.]added.] 
Similarly,Similarly, aa recentrecent CongressionalCongressional ResearchResearch ServiceService report,report, entitledentitled "Geospatial"Geospatial InformationInformation andand 
GeographicGeographic InformationInformation Systems",Systems", describesdescribes thethe manymany differentdifferent typestypes ofof geospatialgeospatial informationinformation andand thethe 
waysways thethe informationinformation cancan bebe acquiredacquired andand utilized.utilized. 

AsAs aa result,result, thethe CentreCentre andand itsits membersmembers dodo notnot agreeagree withwith aa generalgeneral assertionassertion thatthat locationlocation 
informationinformation shouldshould bebe treatedtreated thethe samesame asas medicalmedical recordsrecords oror financialfinancial records.records. 

WeWe acknowledgeacknowledge thatthat thethe FTCFTC conductedconducted aa seriesseries ofof meetingsmeetings onon internetinternet privacyprivacy priorprior toto thethe 
report.report. However,However, wewe dodo notnot believebelieve thatthat enoughenough attentionattention waswas paidpaid toto location,location, particularlyparticularly thethe issuesissues 
describeddescribed below.below. ThisThis isis duedue inin partpart toto thethe rapidrapid changeschanges inin thethe adoptionadoption ofof geospatialgeospatial technologytechnology overover thethe 
pastpast eighteeneighteen month.month. ItIt alsoalso becausebecause thethe languagelanguage currentlycurrently beingbeing proposedproposed withwith regardsregards toto locationlocation couldcould 
impactimpact businessesbusinesses thatthat wouldwould notnot havehave consideredconsidered themselvesthemselves stakeholdersstakeholders atat thethe timetime ofof thethe meetings.meetings. AsAs aa 
result,result, wewe requestrequest thatthat thethe FTCFTC conductconduct furtherfurther discussionsdiscussions withwith thethe geospatialgeospatial industryindustry -- broadlybroadly defineddefined -­
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beforebefore anyany governmentgovernment mandatesmandates areare imposedimposed regardingregarding locationlocation data.data. WithoutWithout suchsuch aa discussion,discussion, overlyoverly 
broadbroad oror poorlypoorly defineddefined legislationlegislation and/orand/or regulationregulation couldcould stymiestymie thethe numerousnumerous importantimportant governmental,governmental, 
economiceconomic andand societalsocietal applicationsapplications currentlycurrently beingbeing developeddeveloped basedbased uponupon location.location. 

I.I. LocationLocation informationinformation isis oftenoften public.public. UnlikeUnlike thethe otherother typestypes ofof sensitivesensitive informationinformation describeddescribed 
inin thethe report,report, aa personperson disclosesdiscloses hishis oror herher locationlocation toto strangersstrangers everyevery timetime hehe oror sheshe goesgoes outout intointo thethe 
public.public. ThereforeTherefore itit isis unreasonableunreasonable toto expectexpect thatthat withwith regardsregards toto collection,collection, thisthis informationinformation shouldshould 
receive,receive, asas somesome havehave proposed,proposed, greatergreater protectionprotection thanthan anan individual'sindividual's creditcredit cardcard numbernumber oror driver'sdriver's 
licenselicense numbernumber andand thethe samesame protectionprotection asas medicalmedical historyhistory oror sexualsexual orientation.orientation. TheThe SupremeSupreme CourtCourt inin aa 
numbernumber ofof casescases relatedrelated toto FourthFourth AmendmentAmendment privacyprivacy issuesissues hashas foundfound thatthat citizenscitizens dodo notnot havehave aa 
reasonablereasonable expectationexpectation ofof privacyprivacy whilewhile inin publicpublic places.places. AnyAny proposalproposal toto regulateregulate locationlocation informationinformation 
mustmust bebe mindfulmindful ofof thethe potentialpotential impactimpact suchsuch regulationsregulations mightmight havehave onon otherother suchsuch importantimportant policypolicy 
considerations.considerations. 

2.2. LocationLocation informationinformation isis vital.vital. UnlikeUnlike thethe otherother typestypes ofof "sensitive"sensitive information",information", locationlocation datadata isis 
beingbeing usedused toto provideprovide aa numbernumber ofof criticalcritical governmental,governmental, societalsocietal andand businessbusiness servicesservices thatthat areare 
empoweringempowering citizenscitizens inin waysways thatthat werewere unimaginableunimaginable justjust aa decadedecade ago.ago. TheThe numbernumber andand valuevalue ofof thesethese 
servicesservices areare increasingincreasing onon anan almostalmost dailydaily basis.basis. WeWe believebelieve thatthat attemptingattempting toto regulateregulate thethe collectioncollection ofof 
locationlocation datadata couldcould havehave aa numbernumber ofof unintendedunintended consequences,consequences, includingincluding limitinglimiting thethe numbernumber ofof suchsuch 
services,services, bothboth nownow andand inin thethe future.future. WeWe recommendrecommend thatthat suchsuch opportunityopportunity costscosts bebe fullyfully exploredexplored andand 
understoodunderstood beforebefore regulationsregulations areare imposed.imposed. 

3.3. ConsistencyConsistency isis critical.critical. AsAs thethe CommissionCommission knows,knows, aa numbernumber ofof privacy-relatedprivacy-related initiativesinitiatives areare 
currentlycurrently underwayunderway inin WashingtonWashington thatthat attemptattempt toto addressaddress potentialpotential privacyprivacy issuesissues associatedassociated withwith 
geolocationgeolocation data.data. TheseThese includeinclude thethe Commission'sCommission's Report,Report, thethe DepartmentDepartment ofof Commerce'sCommerce's GreenGreen Paper,Paper, 
andand variousvarious CongressionalCongressional legislativelegislative efforts.efforts. EachEach citescites "precise"precise geolocationgeolocation information"information" asas sensitivesensitive datadata 
warrantingwarranting greatergreater protection.protection. 

4.4. SomeSome concernsconcerns shouldshould bebe addressedaddressed elsewhere.elsewhere. CertainCertain concernsconcerns aboutabout protectingprotecting consumer'sconsumer's 
locationlocation privacy,privacy, suchsuch asas thosethose associatedassociated withwith thethe useuse ofof locationlocation technologytechnology forfor so-calledso-called "cyberstalking","cyberstalking", 
cancan andand shouldshould bebe betterbetter addressedaddressed inin otherother ways,ways, forfor example,example, throughthrough criminalcriminal penalties.penalties. AsAs recentrecent courtcourt 
decisionsdecisions involvinginvolving thethe ElectronicElectronic CommunicationsCommunications PrivacyPrivacy ActAct (ECP(ECPA)A) havehave shown,shown, tryingtrying toto fitfit locationlocation 
informationinformation intointo thethe samesame privacyprivacy constructconstruct asas otherother typestypes ofof informationinformation isis extremelyextremely complicated,complicated, andand 
stillstill mightmight notnot achieveachieve thethe desireddesired results.results. 

WeWe believebelieve thatthat beforebefore anyany regulationsregulations areare proposed,proposed, thethe termterm "precise"precise geolocationgeolocation information"information" 
mustmust notnot onlyonly bebe generallygenerally understood,understood, butbut alsoalso carefullycarefully andand consistentlyconsistently defined.defined. OtherwiseOtherwise therethere isis aa 
greatgreat ofof riskrisk ofof confusionconfusion andand uncertainty,uncertainty, whichwhich wouldwould notnot benefitbenefit anyany stakeholderstakeholder 

WeWe looklook forwardforward toto workingworking withwith youyou asas thesethese discussionsdiscussions movemove forward.forward. ToTo thatthat end,end, wewe wouldwould 
likelike toto requestrequest aa meetingmeeting withwith youryour professionalprofessional staffstaff whowho handleshandles thisthis issue.issue. II maymay bebe reachedreached atat 
804.928.5870804.928.5870 oror Kevin@spatiallaw.com.Kevin@spatiallaw.com. II looklook forwardforward toto continuingcontinuing ourour discussiondiscussion andand thankthank youyou forfor 
youryour timetime andand attention.attention. 
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