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Federal Trade Commission MAR 2 5 0
Office of the Secretary
Room H-135

600 Pennsylvania Ave. N.-W.
Washington, D.C. 20580

Re:  Comments regarding Proposed Consent Order In the Matter of CVS
. Caremark Corporation, FTC File No. 072 3119

Dear Secretary:

The National Community Pharmacists Association, which represents the interests
of over 25,000 community pharmacies, submits these comments regarding the Proposed
Consent Order In the Matter of CVS Caremark Corporation, FTC File No. 072 3119. We
welcome the FTC’s enforcement action against CVS Caremark, but are very concerned
that the actions does not go far enough in protecting patient privacy, especially the
misuse of data by Caremark in order to benefit its parent corporation CVS, and harm
competition. :

The settlement — which was secured simultaneously by the FTC and the HHS
following media reports of CVS pharmacy locations around the country dumping
sensitive records into publicly accessible dumpsters — proposes several measures on CVS
Caremark to correct its failure to protect patient privacy. The FTC found incidents of the
failure to protect information in 15 cities across the United States. To remedy these
violations the FTC consent order requires CVS Caremark to establish, implement and
maintain a comprehensive information security program to protect personal information
collected from consumers and employees. It also requires the company to obtain a third-
party audit every two years for the next 20 years to ensure compliance and submit to
standard record-keeping and reporting provisions for FTC compliance monitoring,
Finally, the FTC order bars future misrepresentations of CVS security practices. In
addition, the HHS resolution agreement requires CVS Caremark to pay a $2.25 million
settlement and implernent a corrective action plan for its privacy policies, information
disposal, and employee compliance.

We believe the FTC and HHS enforcement action against CVS Caremark was

. timely and appropriate. CVS Caremark is the country’s largest retail pharmacy chain

with over 6,900 stores, and also the country’s second largest pharmacy benefits

management company (PBM), Caremark. By its own estimates, CVS has “more
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the past CV S has not hved up to the mxmmal standards of protectmg pnvate health care
information. As detailed in a comprehensive report by Change to Win and numerous

. press reports, for the past several years CVS Caremark has violated consumer and patient

privacy in a wide variety of fashions including the egregious improper disposal by
dumping private information in publicly accessible trash containers. Moreover, despite
these public reports of breaches of these straightforward obligations to protect
consumers’ sensitive private healthcare information, CVS has failed to reform its sub-par
practices. In fact, this case was preceded by earlier actions by the Attorneys Generals of
Texas and Indiana.

We represent thousands of small business persons who diligently abide with the
privacy regulations on a daily basis. If those small business owners, managers, and
employees can follow the standards of the law, why can’t CVS?

We commend the Federal Trade Commission for investigating and taking action
on this important issue. However, the history of the investigation raises serious issues of
whether CVS will comply with the Commission’s order. Unlike most respondents in a
government investigation, CVS fought aggressively against the staff’s request to secure
the basic information needed for its investigation. Only after a lengthy battle over the
staff”s request for information, including a Motion to Quash that delayed the
investigation for almost 6 months, did the Commission order CVS to comply with its
request. If CVS is unwilling to comply with a simple request for documents what
assurance can there be that it will comply with the order?

In addition, we have serious concerns that CVS is using confidential private
information about consumers secured from Caremark to attempt to drive consumers to
CVS stores. These concerns were detailed in NCPA’s December 27, 2008 letter to FTC
Chairman William Kovacic (Exhibit A). Numerous phatmacies and consumers have
reported that CVS has acquired personal information from Caremark and has used this
information in an effort to have the consumers move their prescriptions to CVS.

'We believe these actions are violations of the firewall commitment CVS has made
to consumers and other pharmacies. CVS made numerous representations to the FTC in
its June 20, 2008 Petition to Quash or Limit the Investigation stating that a
comprehensive firewall exists between CVS Caremark’s retail segment and its PBM
segment. Indeed, CVS claims in the attached portion of this petition (Exhibit B) that
CVS and Caremark’s information systems are completely discrete (please see especially
a statement on page three claiming “there is no connectivity between the Caremark and
CVS gystems that could allow the sharing of personal health information between the




pracnces were melevant, outs1de the FTC’s Jumdwtion, and cutside the scope of the
investigation. The FTC appropriately rejected the petition.

Given these facts, the FTC should continue its privacy investigation of CVS with
a focus on Caremark’s compliance with its ostensible firewall and other privacy
obligations. If violations are found furthers enforcement action is necessary.

In addition, to strengthen the order we recommend that;

e The order should clearly extend to Caremark and the third-party
assessments should include an independent audit of Caremark’s
compliance.

e CVS/Caremark should be required to provide semi-annual third-party

j . . assessments of its compliance with the order. The proposed order requires

* only a biennial report. That is simply inadequate for a company that has

} committed — and continues to commit — such egregious violations. A

l biennial report would potentially permit violations to occur and go

} uncorrected for an extended period of time. Any violations must be

corrected promptly and that is why a semi-annual report is necessary.

e CVS/Caremark should be required to report any violations of the order
within 30 days of the occurrence of the violation

e CVS/Caremark should be required to notify the affected consumers of any
violations of the order. Individuals who are harmed by CVS’ failure to
abide by privacy regulations or the order should be made aware that their
privacy rights have been violated. These individuals should also be
informed of their rights under state and federal privacy statutes, so they
can take appropriate legal action. ’

e All of the reports of violations should be shared with the respective State
Attorneys Generals for appropriate action. Under the current order, it is
unclear whether State Attorneys Generals will be informed of privacy
violations. The order should be amended so that this information is shared
with the state enforcers.

The FTC has appropriately brought this enforcement action against CVS, and this
action will hopefully lead to the correction of truly egregious practices. However, the
proposed order should be strengthened to make sure these practices are fully corrected.
In addition, the FTC should conduct a separate investigation of potential privacy
violations by Caremark and seek corrective action if appropriate.




4 .

%hn M. Rector :
Sr. Vice President and Special Counsel

oanne Thelmo
General Counsel and Sr. Vice President



Washington, D.C. 20580

Re: CVS/Caremark Merger

Dear Chairman Kovacic,

As you know in March 2007, CVS, the largest drug store chain, acquired
Caremark, one of the three largest Pharmacy Benefit Managers (“PBMs”). I am writing
to bring to your attention several recent actions by CVS Caremark that may diminish
pharmacy competition and also violate the privacy rights of patients covered by
Caremark. We believe these actions may be violations of Section 5 of the FTC Act, and
the original acquisition may be a violation of Section 7 of the Clayton Act. We request
the opportunity to meet with you and your staff to discuss the need for an investigation of
CVS Caremark’s conduct.

Competition Concerns

As the Commission staff knows, a PBM plays a critical role in both gathering
information from and providing information to the subscriber. Moreover, the PBM often
determines critical issues in determining the benefit plan, including the amount of the
copay and when it is applicable. When a giant PBM is owned by a pharmacy there is the
ability and incentive for the pharmacy to misuse this relationship to diminish competition
among non-CVS pharmacies. With the substantial market share CVS possesses in
numerous markets, such conduct may raise significant competitive concerns.

Some of the recent conduct by CVS Caremark that raises these concerns include:

e CVS Caremark has significantly reduced the copay for members when they
fill their long-term prescriptions at CVS pharmacies. This clearly raises the
costs for members for using non-CVS pharmacies;

e CVS Caremark has adopted a program to attempt to steer consumers to CVS
pharmacies. When a Caremark member fills a prescription at a CVS
pharmacy, the CVS pharmacist is informed through the Caremark electronic
system of whether the recipient uses another non-CVS pharmacy. In those
situations, the CVS pharmacist is instructed to inform the consumer of the
dangers of using multiple pharmacies. Obviously the only way the CVS
pharmacists knows the consumer uses multiple pharmacies is through the
misuse of consumer information possessed by Caremark; and

e CVS Caremark co-brands its prescription drug card in such a fashion to
confuse consumers that the benefit card can only be used at CVS.



We recognize that pharmacy chains have owned PBMs for some time; in fact CVS
owned a PBM prior to its acquisition of Caremark, and Walgreens has its own PBM. The
question may arise why an integrated pharmacy chain/PBM has not engaged in this
conduct at some earlier point. The answer is straightforward: the PBMs owned by the
chains in those instances were relatively small and thus the vertical integration between
chain and PBM did not offer a significant opportunity for the type of exclusionary
conduct described above. '

Privacy Concerns
As the Commission is well aware both pharmacy chains and PBMs possess a

wide variety of personally sensitive information about PBM members. Consumers are
particularly vulnerable to misuse of the data because they do not have a direct

. relationship with the PBM and may be unaware how their personal information is being

used. A recent report by Change to Win highlights how CVS Caremark takes advantage

- of the lack of transparency in their patient relationship to ruthlessly mine data, engaging
_in a broad spectrum of questionable practices to obtain and misuse patient information. !

e - Many CVS Caremark contracts include provisions that allow the PBM to use
patient information “in any manner it deems appropriate” as long as not
specifically prohibited by law.” These clauses allow CVS Caremark to sell
patient names and prescription records to third parties like health and life
insurers who can then use that data to deny coverage or raise premiums;3

e Through a provision in contracts with some plan sponsors, CVS Caremark is
allowed to use the data it gets from free discount card-holders to create
marketing materials, get manufacturer rebates and promotions that it does not
have to disclose, and sell patient information with no restrici:ions;4

e CVS Caremark also recently introduced a new prescribing program, iScribe,
which is marketed to physicians as an electronic prescription manager. A
physician registering with the program automatically gives CVS the right to
“collect Transaction data” — including the patient’s name, address, phone
numbers, date of birth, gender, and prescription data — and sell it to thitd
parties.

! Change to Win report, “CVS Caremark: An Alarming Prescription.”

2 Change to Win report, “CVS Caremark: An Alarming Prescription,” p 15

3 /Cha!;ge to Win, p 16. See also Terhune, Chad. “They Know What's in Your Medicine Cabinet,” Business Week,
7/23/0

<www.businessweek.com/magazine/content/08_31/64094000643943 hinPchan=top+news_topinews+index_news+%2B+analysis>
4 CtW reportp 18 :

5 CtW reporip 17



information to restrict competition by using the data to engage in deceptive marketing
practices, often in the form of letters to doctors and patients masquerading as prescription
drug education. “The RxReview” program is a prime example of this kind of
problematic behavior. Under this program, CVS Caremark sends materials to physicians
with specific patient information — full names and prescription history — suggesting that
the doctors switch these patients to a different drug. The letters do not disclose that the
suggested drugs are often more expensive to the patient’s plan but offer a higher rebate or
kickback to CVS Caremark, nor do they explain that the mailing has been financed by the
manufacturer of the suggested drugs.® RxReview began under Advance PCS, which was
acquired by Caremark in 2004, and was the subject of an extensive federal false claims

investigation in 2001. However, CVS Caremark has continued the program, along with
others like it:

e In October 2007, a Massachusetts judge condemned CV'S for advising patients
- to switch drugs in a direct-to-consumer mailing that was secretly financed by
manufacturers and by which CVS profited.” '

e In June 2008, CVS Caremark sent a letter to one doctor urging that physician
to switch several patients — mentioned specifically by name, patient
identification number, and date of birth — to Januvia, a Merck diabetes
medication that costs between 5 and 11 times more than other comparable

treatments.®

CVS Caremark may be misusing confidential information by selling mailing rights to
manufacturers and convincing patients to switch to drugs with better rebates for the .
PBM,; indeed, the Advance PCS investi%ation found that the RxReview program reaped
profits of about $40 million in one year.” These programs show a disregard for patients’
privacy concerns — and they are especially troubling in light of recent accusations that
multiple CVS retail stores have been convicted in Indiana, Texas, and California of
disregarding patient privacy concerns by improperly disposing of patient files. 10

We look forward to discussing this with you further. Please let us know if you have
any questions.

Sincerely,

€ CtW report p 16

7 ibid

8 Marley Seaman, “Unions Accuse CVS Caremark of Pushing Merck Drug,” Forbes 11/14/08,
<http://www.forbes.com/feeds/ap/2008/11/14/ap5696569 him1>

9 CtW report p 16

10 CtW report p 18
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Dear Alain: '

This Ietter ang docmments mxadhemtamasapmimmmympmwﬁe&vﬂ
Tavestigitive Demand (“CID") fssuerd to “(VS-Curemark Corporsfion” and recsived on or dbout May
mwum&wmmmmm,mmawm ,

| With resprect fo the production of dotuments, please know thet dupHoation exists, asdocuménts
Confidentiality

As with the letters dated November 13, 2007, February 1, 2008, March 17, 2008, March 24,
2008, Mazrch 26, 2008, April 3, 2008, April 7, 2008, Apsil 14, 2008, April 15, 2008, May 1, 2008, 2nd
any other communications selating o this inguity, aswell as all documpnts accempanying or related o
those commimications, the information contained in fhis letter and accompanying docuients constitute
sensifive nd propictary business nfarmation of £°VE, and are infeniied ip be biphly venfidentisl. AT
such meterisls ar ntended only for teview by the:staff of fhe Federal Trade Commisgion. Accondinply;
we regnpsbihg Wmmwmﬂfm ookidendinh mmﬁe
Commission’s Rules of Prastice; £.2., 36 C.RR§4.19, the Freedon: of Information Act, .z, SUSL. §
552(b)3)B); 15 TL8.C: § 57b-2(£), the Federal Trade Commission Act, £.g., 15 U.8.C. §§ 46(5; 57b-2,

-and any ofher applicable statntes, repulafions, and mies.

CVS shijeefs generally to-the CID on the grounds that: (1) the information soupht is ngither
relevent nor rasonably wehuted-to the dnmping incidonts (sz arfinlnted in the letter from Alnin Sheerto
Tina Egan dated September 27, 2007) or the ExtraCare situation (as artienlated in Dogument
Specification No, 4) that form the basis for this investigation orthe previous inquiry; (2) the FIC doss



CV$ objects peneraityto the CHX on-the grovmd ﬁatﬁespmuﬁmseaﬂﬁarmcmduchonof
privileged information, Aswﬁmhbclow eettain information is being withheld, and a schedule of
wifhiheld iterts s provided,
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Wﬁvhmmmﬂymmmwﬁcmmaﬁddeﬁmhmsetfoﬁm&ﬁmmﬁemd |
thatﬂxemfnm&onbemgrequestadisnotsetfmthmthreasmableparﬁwlanty prthatthe
mﬁmmmmm”mmm . ,
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© £V8 objeets specifically to this d&ﬁnmon of the tsm“i‘inmpaﬁy” or“CV8” inthe CID. As -
mmwsmmmwm,mwmmefm which
exmensemint of the applicsble time frame set forth in Tostinetion Mo, 1. At-
e tino pF e mierger, Caremt was & Iarge Prescription Benefits Muntpoment sompany { PBM”) that
'was ot engaged in the retail pharmagy business. Caretnark, as a PBM, had 1o role in the incidents that
Larm the basis of the CID.

© B ScoBeftime frame
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irrelevant, privileged, confidentis mmmhmwm&m
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the apphicable time fiamb set forth in Instraction N, 1. Athe thme of the mevger, kamame
Preseription Besefits Management company (PBM") thet was not eogaped isytho totfl pharmacy

business. mmammMmhmmmmmmmﬁmm ¥ responst
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Aseprdingly, in wmmmmmmmammwmﬂmm
pharmacy, zetail side efthe Company, ;

Reqnest No. 4





















