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What do we mean by the Internet of Things?

The term “Internet of Things” (IOT) refers to a collection of technologies that
enable existing Internet technologies and applications (including the World Wide
Web) to interface more seamlessly with physical objects, locations, and processes
happening in the real world, so that interactions in the physical world can be
exchanged and used to remotely monitor operations and make them more
efficient. Kevin Ashton coined the term while director of the Auto-ID Center'.

The Internet of Things is closely related to new technology paradigms such as
pervasive computing and ubiguitous computing. A number of technologies
contribute to enabling the vision of the Internet of Things. These include
hardware technologies such as sensors and actuators, barcodes, radio-
frequency identification (RFID) tags and readers, geolocation technologies
such as GPS, as well as software technologies such as complex event
processing, machine learning, machine vision technologies, data analysis, etc.

We live in a global society in which citizens and products can easily move
anywhere in the world within hours. Products and electronic devices are
manufactured for the global marketplace. Individual citizens, typically carrying
a number of electronic devices when traveling, can reasonably expect
connectivity to the Internet of Things wherever they go. This results in a strong
need for global standardization to reduce region-specific barriers to adoption.
These measures also aid in avoiding mistakes made in numerous other areas
including lack of harmonization on radio spectrum (frequency bands and
protocols) for mobile phone traffic, the lack of global standards for mains,
power sockets and plugs, and region-coding of DVDs. This type of regional
divergence increases cost and complexity for end-users.

We must encourage open discussion and global cooperation on the
standardization required for successful implementation and usage of the

1 The Auto-ID Center is an academic research program and global business initiative started at MIT in 1999.

The Auto-ID Center focused its work on simple RFID tags to enhance supply chain efficiency in the fast moving
consumer goods industry. The Auto-ID Center ended its work in 2003, licensing its research results to the then newly
born EPCglobal® (now fully integrated into GS1) for commercialization and standardization. Ongoing research was
transitioned to the Auto-ID Labs.

The Auto-ID Labs are a network of academic research labs at seven universities-Massachusetts Institute of
Technology (US), University of Cambridge (UK), Hochschule St. Gallen/ETH Zirich (CH), Fudan University (CN),
KAIST (KR), Adelaide University (AU), and Keio University (JP). The Labs research and develop new technologies for
revolutionizing global commerce and providing previously unrealizable consumer benefits. The Labs are run by the
Auto-ID Labs Board of Directors and currently employ seven research directors, nine assistant directors, and more than
60 researchers on four continents. The GS1/EPCglobal Board of Governors serves as primary advisor.
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Internet of Things. Significant progress has been made
over the last 10 years through the efforts of the global
GS1° community? to develop freely available open
standards for networked RFID, unique identification, and
supply chain information exchange. These standards have
been supported by commercial hardware and software
implementations and open source initiatives such as the
Fosstrak project.®

Internet of Things technologies enable a much more
granular view into operations in the real world. Each
individual product instance can be tracked separately
throughout the supply chain, allowing for access to
information about its provenance, “from farm to fork” for
food products, from raw ingredients and components to
finished product and beyond.

The essential characteristics of IOT data are that it can
contain very granular, real-time, geo-located signals about
activity in the real world. This highly specific information
provides for the opportunity to more efficiently balance
supply and demand, whether in retail (replenishment

in store and also across supply chains) or better use

of transport resources (demand-responsive transport,
on-demand car-pooling), or energy consumption within
the home or workplace (e.g., through the use of smart
meters). Fine-grained |OT traceability data can be used
to make our supply chains more secure and to more
effectively detect and eliminate counterfeit goods. IOT
technology also includes network-connected sensors and
remote processing of the data. This results in applications
in healthcare and assisted living for the elderly, through
the use of body sensors to remotely monitor vital signs,
as well as intelligent medicine cabinets and other tools
that ensure that patients take the correct dosage of
medication at the prescribed times and conditions.

How can the Internet of Things be
useful to society?

We live on a planet with an ever-increasing human
population but with essentially finite or constrained
resources in terms of available energy, land mass for
agriculture, and fresh water for drinking. IOT technology
helps us make much more intelligent use of such

2 GSTis a neutral, not-for-profit, international organization that develops global
standards and solutions to improve the efficiency and visibility of supply chains across
industries. It engages a global community of trading partners, industry organizations
and technology providers to understand their business needs and develops global
standards in response to those needs. GS1is driven by over one million member
companies, in 25 industries including retail & consumer goods, healthcare, transport

& logistics, and more. Today, the GS1 System of Standards is the most widely used
supply chain standards system in the world. GS1 has local Member Organizations in 111
countries and its head office is in Brussels. For more information, visit www.gsl.org.

3 https://code.google.com/p/fosstrak/
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resources, reducing waste and environmental degradation
by understanding what we could be doing better. The
|OT provides not only the required information, but also
the ability to focus on how our own actions as individual
citizens aggregate to have a significant impact on

the future well-being of all life on Earth. The business
rationale of the IOT can be subsumed under the term
High Resolution Management (HRM). This refers to a
management paradigm that consequently leverages the
power of granular data analytics to increase visibility
and leverage it for business excellence and consumer
empowerment. The following examples illustrate the
value of IOT for our society, which follow high resolution
management thinking.

The IOT will help businesses to not only increase their
operational efficiency (e.g., by reducing waste in supply
chains due to smarter cool chain monitoring), but

also to ensure that the products we consume are safe,
particularly in areas such as food and pharmaceuticals.
IOT technologies help in the fight against counterfeiting
and adulteration of products with automated collection
and checking of traceability data that can be used to
detect gaps and inconsistencies in the entire lifecycle

of products. This allows for quickly detecting potential
counterfeit products at the point of introduction into
supply chains and preventing them from distribution
further downstream and reaching consumers. Another
example includes the use of technology for sustainability
through monitoring our environment and automatically
taking effective corrective action in order to reduce

risks to our health. For example, sensors can be used to
monitor air quality and be linked to traffic control systems
that restrict or divert traffic flows if air pollution levels
exceed a safe level.

The mega trend of the IOT of continuously merging the
physical and digital worlds also affects consumers and
their behavior. Smart phones are ubiquitously available
and act as the medium for consumers to connect

the physical and digital worlds. This brings the IOT

into a personal context and empowers the consumer

to leverage its benefits. What results is a shift from
traditional “big data” thinking where companies own all
the data to “consumer big data” where the consumer

is able to establish and drive a dialogue with his peers,
social network, brands, and retailers. The IOT will help
consumers live healthier lives, enjoying smarter and faster
decision-making to discover healthy and sustainable food
product alternatives more easily, increase the standard of
living by adjusting our home environment automatically
to our preferences, saving energy thanks to consumption
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feedback of smart meters and devices, and managing
our lives better with automated tracking of spending in
various dimensions (e.g., CO2 footprint, spending, low
calories, etc.) thanks to automated feedback and digital
receipts.

What are the significant services and
products that enable the IOT?

Together with GS1, the Auto-ID Labs research the next
generation IOT. In order to follow the successful path of
the classical Internet, its architecture would need to make
sure that any object can be seamlessly identified across
industries and domains, and that data can be exchanged
in an interoperable, unambiguous, and scalable manner.
Today, these requirements are typically addressed with
local, technology vendor-specific closed-loop schemes.
Therefore, a critical factor in enabling the IOT will be

the availability of global standards for identification,
data capture, and sharing for hardware, software, and
application infrastructure.

On the hardware level, the key driver is the on-going
need for miniaturization and availability of low-cost
labels, tags, and sensor networks with ever increasing
computing power. These sensors represent the nerve
endings of the IOT and enable things to act smarter than
those that have not been tagged. Take, for instance, the
problem of pervasive sensor design. In order for sensors
to be pervasively deployed in an environment, they must
be cost effective. Prices in microelectronics continue to
drop every day, but we are still not at the point where

it is economically viable to monitor the temperature of
every frozen carton in the cold chain with a conventional
wireless sensor. Imagine the possibilities if this depth of
monitoring became cost efficient.

On the software level, new methods for collecting,
aggregating, storing, interpreting, visualizing, and sharing

the massive data sets generated by sensors are the future.

Smart analytics are the key to leveraging the power of
sensor data for businesses and consumers to derive
actionable insights in the right context. In order to enable
IOT analytics, global standards for linked open data are
required to distribute this information in a machine-
readable and interoperable way through the Internet.
Software application developers will be able to leverage
linked data to combine data from multiple sources in
order to add contextual information. For example, open
mapping data can be combined with geospatial data in
web pages and real-time observation data from GPS,

THE GLOBAL LANGUAGE

OF BUSINESS
us

RFID, or scanned QR codes to build augmented reality
applications. This will allow people to discover additional
relevant information about their immediate surroundings,
local businesses, local events, exhibitions, etc.

Last but not least, interfaces and user-driven standards
for empowering consumers to leverage the IOT in a
powerful way are required. While the IOT in principle is
able to manage complex systems semi- or even fully-
autonomously, users need tools to be involved for
decision-making and control via their smart phones or
personal computers.

Leveraging parallel developments

As discussed above, pervasive sensing and embedded
field intelligence empower us with an enhanced
understanding of the world in which we live and promote
safety, system efficiency, and resource conservation. In
order to enable a truly connected smart environment,

we must leverage parallel developments in areas such as
materials science, microelectronics, telecommunications,
and cloud computing.

Object identification technologies such as RFID and NFC
lend themselves well to applications requiring truly low-
cost, disposable sensing. For example, researchers at the
Auto-ID Labs, GE Global Research, Georgia Tech, and

Intel Research have developed RFID tag-based sensors
using passive UHF and HF RFID tags. Changes in light,
temperature, or other physical qualities are related to a
change in the strength of the tag’s reply to the reader, or
to a shift in the frequency at which the tag responds to
the reader. The changes to the RFID tag are effected using
low-cost light or temperature sensitive smart materials.
This highlights the use of parallel advancements in
materials research. The concept of sensing makes use of
tag signal information available at the RFID reader, which
is normally not utilized. In doing so, we go “beyond the

ID in RFID and NFC” and enable sensing applications in
addition to simple observation of EPCs or other globally
unigue identifiers. Furthermore, this sensing concept is a
seamless extension of the GS1 Gen 2 air interface protocol.

Besides sensor design, the issue of data acquisition and
visualization must be addressed as well. Pervasive WiFi

or Wi-Max coverage in a city would, for example, enable
sensors or readers to easily transmit sensed data to the
cloud, from which monitoring authorities or the public
could access them. In areas where WiFi coverage is not
an option, advances in power harvesting devices and
batteries could be utilized to boost sensor communication



range. Use might also be made of “data mules” to gather
data from sensors outside the “read range.” For example,
a reader mounted on a janitor’s cart would allow for the
daily monitoring of short-range passive air quality sensors
in all rooms of a building. Similarly, readers mounted
underneath a railway engine could be used to periodically
monitor concrete railroad ties for strain and cracks.

Information from sensors can also be used for monitoring
perishable goods such as fresh food products, as well as
public infrastructure such as bridges, tunnels etc. to look
for signals that give an early warning of degradation,
spoilage, or the need for maintenance or intervention.
However, sensor data is much more complex than simple
observation data when barcodes or RFID tags are read

at different locations. Not only are there a wide variety

of different properties that can be sensed (e.g., light
levels, humidity, concentration of gases, vibrations), it is
sometimes necessary to “smooth” the data in order to
extract the most meaningful interpretations. To realize

the goal of effective standards for seamless identification,
capture, and sharing of information about physical objects
and activities in the real world in an |IOT, GS1 and the Auto-
ID Labs are collaborating with established organizations
for the classical Internet. On topics such as capture,
processing, discovery, and exchange of sensor data, GS1
and the Auto-ID Labs are collaborating with organizations
such as the Sensor Web Enablement architecture from the
Open Geospatial Consortium and the Semantic Sensor
Network activity within W3C.

What are the potential unique concerns
associated with the 10T?

GS1 US* understands firsthand the difficulties in
developing and introducing new technologies. Few people
remember the swirl of controversy that surrounded the
introduction of the now ubiquitous barcode in retail
settings. Opponents of the use of barcodes warned of
dire consequences for consumers and sought to prevent
the use and deployment of barcodes. Today, it is difficult
to imagine a world without the benefits of barcodes,

such as faster checkouts and the lower prices enabled by
improved supply chain management.

Controversies such as those involving the introduction of
barcodes in the 1970s have helped GS1to understand the

importance of broadly inclusive processes in developing
appropriate policies. As an organization devoted to

the development of standards that allow for global
interoperability, we are convinced of the importance of
requiring interoperability in the public policy domain.

GS1 has been actively engaged in the transatlantic

and global dialogue on the IOT. From 2009 to 2011,

GS1 was the leader of an EU-funded project (GRIFS®)
which explored the feasibility of coordinating I0T-
related standardization activities on a global level. GS1
also participated in a second project aimed at raising
awareness among industry and consumers about RFID
technologies. Since 2010, the policy debate in the
European Union Commission has broadened its scope to
address a wide set of technologies, similar to RFID, that
are generally referred to as the |IOT. Here too, GS1 has
been an active member of the “IOT Expert Group” that
supported the European Commission’s work to identify
emerging policy issues for the period 2010-2012%. On a
global level, GS1 was one of the founding members in
2011 of the Internet Governance Forum Dynamic Coalition
on 10T7, a multi-stakeholder forum aimed at fostering
dialogue between the public and private sector on
policies to promote development of the IOT.

Our submissions to |IOT public consultations in areas such
as privacy, security, and sustainability are based on expert
advice from the Auto-ID Labs, while the high-profile IOT
Conference® organized by the Labs features a policy
session to foster a better understanding between the
scientific and policy-makers communities.

Promoting privacy and data protection principles remains
paramount to ensure societal acceptance of IOT services
and is therefore of primary concern to GS1 and the Auto-
ID Labs. At the same time, discussion of privacy must take
place in a real-world context with a focus on protecting
citizens against realistic consequences rather than
focusing on the most dramatic hypothetical harms.

We are not entirely confident that the full implications

of the Internet of Things for the traditional means of
protecting privacy and security have been fully appreciated.
While the Internet of Things in some minds consists of RFID
and other means of object identification, the more lasting
impact will come from the rise of sensor networks.

4 GS1US is one of 111 country-based Member Organizations of GS1 (see footnote 1).
GS1US is a not-for-profit organization serving more than 300,000 American businesses
in more than 25 industries in the United States by facilitating industry initiatives,
administrating the GS1 System of Standards, providing education and support, and
connecting communities through events and online forums. GS1 Standards make it
possible for companies to identify, capture, and share information about products,
locations, and more.
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5 http:/www.grifs-project.eu/

6 http://ec.europa.eu/digital-agenda/en/news/conclusions-internet-things-public-
consultation

7 http:/www.intgovforum.org/cms/component/content/article/118-dynamic-
coalition-proposals/1217-dynamic-coalition-on-the-internet-of-things

8 http:/www.wew.autoidlabs.org/single-view/dir/article/5/385/page.html
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Growth predictions of networked sensors anticipate
billions of autonomous and semi-autonomous sensors in
our environment in the foreseeable future. It is difficult

to anticipate how the existing mechanisms of notice

and choice, both being sound principles for privacy
protection, would apply to sensors used, for example, to
monitor electricity use in buildings such as hotels. The
same difficulties can be seen in attempting to apply data
minimization requirements to sensor networks. To the extent
that sensor networks can provide data that generates new
insights, purpose limitations might even stand in the way
of important new learnings, and, as Paul Schwartz® pointed
out, data minimization requirements may well be at odds
with even the most ethical data analytic practices.

We believe the IOT has the potential to offer enormous
benefits. To address privacy and security we need

a flexible framework that can accommodate radical
technological change and ever-increasing complexity.
The easy answer would be to simply require conformance
with Fair Information Principles (FIPs), applying a notice-
consent-access regime, yet it is difficult to imagine
posting notices or providing choices in many of the use
cases described above. For example, how would one
provide adequate notice for every embedded sensor
network? How would consent be obtained? How would
one apply traditional access requirements? It may not

be desirable or even possible to effectively implement
access requirements. It is difficult to consider how data
minimization or purpose specification would operate if
the goal is to gather a wide range of data to analyze in an
effort to find new insights for the greater good.

Rather than simply importing the standard FIPs, it may
be more useful to think of them as part of a basket of
tools that can be chosen in a given circumstance rather
than rules of general application to the IOT. There is value
in going back to first principles in order to ensure that
policies can be implemented to advance the values that
we seek to promote and to deal effectively and efficiently
with harms that are likely. It certainly will be desirable

to be flexible given the rapid development of the IOT’s
underlying technologies and applications. It may be that
the purposes of privacy protection can be furthered by
emphasizing in the privacy tool basket enforceable use
limitations on those that receive the data as opposed to
simply assuming that the full range of mechanisms we
have used in the past will be necessary and appropriate
to each new development.® We believe the Internet of

9  http:/www.huntonfiles.com/files/webupload/CIPL_Ethical_Undperinnings_of_
Analytics_Paper.pdf

10  One example might illuminate some of the difficulties of applying FIPs to the IOT.
Hotels often use devices to monitor and control energy use in their customer rooms.
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Things requires new thinking and flexibility to garner
benefit from its capabilities while protecting personally
identifiable information.

In determining the privacy policies that might be applicable
to the IOT we would note, based on our own experience
with barcodes and other technologies, that the tendency
exists to treat all threats as if they were equally likely or
equally consequential. Greater emphasis should be placed
on identifying those threats that are the most likely to
occur and which are most likely to have the most damaging
consequences. Resources, whether in money or attention,
are in short supply. It is no doubt necessary to be inclusive
in identifying threats, but it is also important to analyze each
threat’s likelihood and gravity in order to employ limited
resources in the best manner, thus crafting proportionate
safeguards that deal with the most serious threats.

Another tendency to avoid is the potential expansion
of the types of data that would fall into the category of
personal data. Some have argued for a definition that
would include any information that could be linked or is
linkable to an individual or an identifiable person. If the
definition of personal data information is equated with
any data that could potentially be linked, the definition
would sweep in almost all data, given the technical
capability that now exists. This result would dramatically
increase the burden on all entities and would dilute the
required focus on those threats that are most likely and
the most damaging.

We believe that attention should not only be given to
prescriptive measures to improve compliance, but should
also address mechanisms that provide more positive
incentives for appropriate treatment of data. Businesses
have strong positive incentives to treat data appropriately
if they are to keep the trust and respect of customers and
avoid the large consequences of reputational damage.
There are strong punitive incentives that exist with the
potential for enforcement actions, but there may well be
other positive incentives that would play a helpful role.

We would also suggest that there may be increased room
for technological advice in assisting the Commission to
deal with the new issues that arise from the development

Because data about energy use could be linked with the personal data about the
customer occupying the room, would it be appropriate to require that the customer be
given notice that the hotel monitors energy use and collects data that could be linked
to the customer’s personally identifiable information, and require that the customer
consent to that collection and also provide the customer access to that information?
While there may be ways to address the specifics of this case, multiply the problems by
the billions of sensors that are likely to be part of a world of pervasive computing and
one can see the difficulty in applying a privacy schema that was developed in a world
of hierarchical data structures that were centrally managed. If a hotel were to publish
or sell information regarding an individual customer’s energy use, we believe that
enforcement mechanisms would be appropriately applied.
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of the IOT. The National Academies might be a useful
source of input, not only on technological solutions to
privacy-related issues, but also to provide unbiased
technological advice on appropriate standards of care for
data for at least the near and medium terms.

Interoperability and standards are of central importance

in facilitating the development of the smart devices,
objects, and applications that will continue to populate
the Internet of Things, and should therefore be fostered as
part of the overall policy goals in support of IOT. However,
adopting a regional or national perspective in addressing
these issues would inevitably lead to fragmentation of the
user space, stifling innovation, and reducing the societal
and economic benefit that may be unlocked by the |OT.

Global, voluntary and industry-driven standards are a key
enabler not only for interoperability, but also for the 10T
ecosystem as a whole, allowing for the growth of the IOT
from various verticals to a horizontal deployment—the
so-called horizontalization. We support open standards
among IOT devices and technologies that are driven by
industry experts, leveraging the effectiveness of current
global standards-setting organizations that involve
industry and government collaboration.

Conclusion

As the development of the Internet demonstrated, these
technologies transcend political boundaries and will
only deliver their true potential if policymakers are able
to engage with all relevant stakeholders to identify a
global framework of principles that can address societal
expectations. International cooperation efforts offer
convincing examples of how such principles could be
developed. In the Internet space, the World Summit

on Information Society organized by the UN in 2003
and 2005 and the ensuing Internet Governance Forum
have not only significantly contributed to a better
understanding of the opportunities and challenges of
such a transformative technology but, perhaps even
more significantly, have contributed to shaping innovative
policy-making approaches. Recognizing the complexity
and interplay of the societal and economic effect of the
Internet technologies, governments along with a wide
variety of stakeholders have constructively engaged in
dialogue both at the regional and global level to identify
innovative answers to emerging technical, economic, and
cultural issues.
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On a more general policy level, established international
platforms for regulatory cooperation would provide an
ideal means to develop a truly global approach to the
IOT. The US-FTC, through the Trans-Atlantic Economic
Council, the OECD, APEC, and the International
Telecommunication Union, could lead international
coordination where new standards are needed (e.g., in
areas of privacy, confidentiality, and usage of data, etc.)
as well as exploring innovative approaches to new radio
spectrum allocation.

We would like to express our appreciation for the
thoughtful work of the Federal Trade Commission and
for allowing us to participate in this dialogue. We look
forward to continuing to work with other stakeholders
in the important areas of protecting privacy, fostering
innovation, and enhancing global commerce. We hope
that the global perspective we bring will help lead to
the global policy interoperability that both we and the
Commission are seeking.

For additional information,
please contact:

Elizabeth Board, Vice President
Global Public Policy, GS1
elizabeth.board@gsl.org
+1202.625.4384
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