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Hon.Hon. DonaldDonald S.S. ClarkClark 
FederalFederal TradeTrade Con1l11issionCon1l11ission 
OfficeOffice ofof thethe Secretmy,Secretmy, RoomRoom H-135H-135 (Armex(Armex E)E) 
600600 PennsylvaniaPennsylvania Avenue,Avenue, NWNW 
Washington,Washington, DCDC 2058020580 

Re:Re: COPPACOPPA RuleRule Review,Review, ProjectProject No.No. PI04503PI04503 

DearDear SecretarySecretary Clark:Clark: 

OnOn behalfbehalf ofTRUSTe,ofTRUSTe, II thankthank youyou forfor thethe opportunityopportunity toto provideprovide commentscomments asas thethe 
FederalFederal TradeTrade COl1unissionCOl1unission (FTC)(FTC) considersconsiders howhow itsits RuleRule implementingimplementing thethe Children'sChildren's 
OnlineOnline PrivacyPrivacy ProtectionProtection ActAct (COPPA)(COPPA) isis working,working, andand whetherwhether positivepositive adjustmentsadjustments 
maymay bebe necessarynecessary toto advanceadvance thethe protectionprotection ofof children'schildren's privacy.privacy. WeWe believebelieve thatthat recentrecent 
advancesadvances inin onlineonline teclll1ologies,teclll1ologies, WebWeb 2.02.0 user-generateduser-generated contentcontent services,services, andand thethe useuse ofof 
interactiveinteractive andand mobilemobile interfacesinterfaces presentpresent aa changingchanging useuse environmentenvironment thatthat meritsmerits 
considerationconsideration ofof newnew privacyprivacy risksrisks forfor children.children. WeWe alsoalso appreciateappreciate areasareas wherewhere 
enhancedenhanced flexibilityflexibility forfor businessbusiness compliance,compliance, leveragingleveraging newnew teclll1ologies,teclll1ologies, couldcould duallydually 
assistassist onlineonline innovation,innovation, privacyprivacy protection,protection, andand thethe prudentprudent useuse ofof thethe InternetInternet andand 
InternetInternet servicesservices byby children.children. 

AsAs youyou know,know, TRUSTe'sTRUSTe's Children'sChildren's PrivacyPrivacy SealSeal ProgramProgram isis anan FTCFTC approvedapproved SafeSafe 
HarborHarbor program.program. OurOur programprogram beganbegan inin 200200 II andand currentlycurrently servicesservices thethe largestlargest numbernumber ofof 
companiescompanies andand websiteswebsites amongamong thethe fourfour existingexisting safesafe harborharbor programs.programs. OurOur programprogram hashas 
benefittedbenefitted fromfrom thethe opportunityopportunity toto workwork closelyclosely withwith FTCFTC staffstaff bothboth onon interpretiveinterpretive 
issuesissues andand issuesissues relatedrelated toto thethe activitiesactivities ofof specificspecific companies.companies. ThoseThose informalinformal 
dialogues,dialogues, asas wellwell asas recentrecent jointjoint meetingsmeetings amongamong allall SafeSafe HarborHarbor programsprograms withwith FTCFTC 
staff,staff, areare appreciatedappreciated andand toto bebe furtherfurther encouraged.encouraged. 

Significantly,Significantly, TRUSTe'sTRUSTe's ownown experienceexperience inin workingworking withwith thethe FTCFTC leadsleads usus toto thethe 
conclusionconclusion thatthat thethe interactioninteraction betweenbetween SafeSafe HarborHarbor ProgramsPrograms andand thethe FTCFTC doesdoes provideprovide 
benefitsbenefits asas lawmakerslawmakers intendedintended withwith COPPA.COPPA. WhenWhen COPPACOPPA andand itsits implementingimplementing RuleRule 
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werewere enacted,enacted, therethere waswas aa collaborativecollaborative andand concertedconcerted efforteffort byby allall stakeholdersstakeholders toto findfind aa 
workableworkable andand effectiveeffective meansmeans toto achieveachieve thethe goalsgoals ofof thethe statute.statute. IncludedIncluded inin thesethese goalsgoals 
areare thethe SafeSafe HarborHarbor provisions,provisions, whichwhich werewere designeddesigned toto presumepresume aa business'business' compliancecompliance 
withwith COPPACOPPA ifif itit participatedparticipated inin anan FTC-approvedFTC-approved SafeSafe HarborHarbor Program.Program. 

TheThe interactioninteraction withwith thethe FTCFTC withwith respectrespect toto TRUSTeTRUSTe Children'sChildren's PrivacyPrivacy ProgramProgram 
sealholclerssealholclers hashas workedworked accordingaccording toto thethe lawlaw andand Rule'sRule's expectation,expectation, withwith TRUSTeTRUSTe 
reccivingrecciving referralsreferrals fromfrom thethe FTCFTC onon inquiriesinquiries andand thethe opportunityopportunity toto positivelypositively assistassist SafeSafe 
HarborHarbor companiescompanies resolveresolve issuesissues whenwhen improvementimprovement isis needed.needed. WeWe appreciateappreciate thisthis 
workingworking pminershippminership withwith thethe FTC.FTC. ItIt promotespromotes emcientemcient andand effectiveeffective resolutionresolution toto 
specificspecific complaintscomplaints byby individualsindividuals andand moremore quicklyquickly promotespromotes interventionintervention toto protectprotect 
childrenchildren andand familyfamily privacy.privacy. ItIt alsoalso preservespreserves FTCFTC resourcesresources forfor thethe mostmost seriousserious cases,cases, 
includingincluding thosethose ofof SafeSafe HarborHarbor participantparticipant companiescompanies thatthat failfail toto makemake improvementsimprovements toto 
complycomply withwith SafeSafe HarborHarbor ProgramProgram requirements.requirements. Self-regulationSelf-regulation throughthrough thethe COPPACOPPA 
SafeSafe HarborHarbor provisionsprovisions doesdoes workwork andand cancan bebe effective,effective, butbut itsits impactimpact isis currentlycurrently veryvery 
limited.limited. Below,Below, wewe addressaddress thisthis inin greatergreater detail.detail. 

TheThe focusfocus ofTRUSTe'sofTRUSTe's fmiherfmiher commentscomments andand suggestionssuggestions forfor potentialpotential COPPACOPPA RuleRule 
enhancementsenhancements willwill bebe directeddirected atat thethe followingfollowing topicstopics raisedraised byby youryour review:review: 

1.1. MeritMerit toto allowingallowing technologicallytechnologically responsiveresponsive andand flexibleflexible meansmeans forfor demonstratingdemonstrating 
verifiableverifiable parentalparental consent;consent; 

2.2. BroadeningBroadening mechanismsmechanisms anclancl tlu'esholdstlu'esholds forfor monitoringmonitoring andand deletingdeleting personallypersonally 
identitiableidentitiable informationinformation providedprovided byby childrenchildren lessless thanthan 1313 yearsyears ofof age;age; 

3.3. ConsiderationsConsiderations forfor expandingexpanding thethe definitiondefinition ofof personalpersonal informationinformation forfor purposespurposes ofof 
thethe Rule;Rule; andand 

4.4. UseUse ofof FTCFTC authorityauthority toto approveapprove andand promotepromote SafeSafe HarborHarbor Programs.Programs. 

SpecificSpecific AreasAreas oftheofthe FTC'sFTC's COPPACOPPA Review:Review: 

1.1. MeritMerit toto allowingallowing technologicallytechnologically responsiveresponsive andand flexibleflexible meansmeans forfor 
demonstratingdemonstrating verifiableverifiable parentalparental consentconsent 

TRUSTeTRUSTe POV:POV: OneOne ofof thethe keykey challengeschallenges toto bothboth protectingprotecting children'schildren's privacyprivacy andand 
encouragingencouraging prudentprudent participationparticipation byby childrenchildren inin newnew onlineonline servicesservices andand communicationcommunication 
opportunitiesopportunities isis obtainingobtaining verifiableverifiable parentalparental consentconsent forfor thethe collectioncollection ofof personalpersonal 
informationinformation consistentconsistent withwith thethe COPPACOPPA RuleRule andand FFAQAQ guidance.guidance. TheThe naturenature ofof 
interactioninteraction onon thethe InternetInternet hashas changedchanged greatlygreatly sincesince thethe inceptioninception ofof thethe COPPACOPPA Rule.Rule. 
MuchMuch ofof thethe interactioninteraction betweenbetween ownersowners ofof webweb propertiesproperties andand childrenchildren areare "Just-in­"Just-in­
Time"Time" typetype interactionsinteractions whichwhich dodo notnot lendlend themselvesthemselves toto thethe earlierearlier asynchronysasynchronys methodsmethods 
ofof noticenotice andand consentconsent byby aa parent.parent. ForFor example,example, e-maile-mail generallygenerally resultsresults inin aa breakbreak inin timetime 
betwecnbetwecn thethe onlineonline serviceservice inin whichwhich aa childchild wisheswishes toto partakepartake andand thethe parent'sparent's 
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opportunityopportunity toto indicateindicate theirtheir consent.consent. Further,Further, thethe meansmeans ofof parentalparental consentconsent isis easilyeasily 
manipulatedmanipulated nownow byby childrenchildren andand cancan fosterfoster dishonestydishonesty byby childrenchildren inin orderorder toto participateparticipate 
onon aa sitesite online.online. 

AdditionalAdditional tech-savvytech-savvy mechanismsmechanisms forfor "real"real time"time" oror "just-in-time""just-in-time" parentalparental consentconsent areare 
urgentlyurgently needed.needed. TRUSTeTRUSTe andand largelarge proportionproportion ofof ourour Children'sChildren's PrivacyPrivacy ProgramProgram 
participantsparticipants urgeurge thethe FTCFTC toto considerconsider moremore flexibleflexible guidanceguidance onon acceptableacceptable meansmeans forfor 
demonstratingdemonstrating verifIableverifIable parentalparental consent.consent. JustJust asas Intel11etIntel11et servicesservices evolve,evolve, soso mustmust 
verificationverification processesprocesses inin orderorder toto allowallow forfor timelytimely parentalparental approvalsapprovals ofof childchild behavior.behavior. 
SomeSome optionsoptions couldcould includeinclude non-transactionalnon-transactional usesuses ofof creditcredit oror smartsmart cards,cards, oror cellcell phonephone 
enabledenabled texttext verifications.verifications. Finally,Finally, asas aa furtherfurther incentiveincentive forfor SafeSafe HarborHarbor participants,participants, wewe 
encourageencourage thethe FTCFTC toto permitpermit suchsuch participantsparticipants toto engageengage inin pilotpilot testingtesting periodsperiods forfor newnew 
parentalparental verificationverification mechanismsmechanisms inin orderorder toto contributecontribute toto aa moremore dynamicdynamic setset ofof options.options. 

MoreMore "real"real time,"time," parent-friendly,parent-friendly, methodsmethods areare evolvingevolving forfor purposespurposes ofof parentalparental 
verificationverification UseUse ofof thesethese methodsmethods wouldwould assistassist companiescompanies inin launchinglaunching newnew innovativeinnovative 
servicesservices toto childrenchildren (rather(rather thanthan abandoningabandoning them),them), promotepromote honestyhonesty byby childrenchildren online,online, 
andand participationparticipation byby parentsparents inin privacyprivacy decisionsdecisions forfor theirtheir children.children. 

2.2. BroadeningBroadening mechanismsmechanisms andand thresholdsthresholds forfor monitoringmonitoring andand deletingdeleting 
personallypersonally identifiableidentifiable informatiollinformatioll providedprovided byby childrenchildren 

TRUSTeTRUSTe POV:POV: AA continuingcontinuing challengechallenge forfor businessesbusinesses thatthat areare tryingtrying toto complycomply withwith 
COPPACOPPA isis effectiveeffective monitoringmonitoring forfor thethe contributioncontribution ofof personalpersonal informationinformation onon sitessites thatthat 
areare fairlyfairly dynamic.dynamic. ThisThis includesincludes gaminggaming sites,sites, blogs,blogs, chatchat roomsrooms andand socialsocial networks.networks. 
TechniquesTechniques continuecontinue toto bebe developeddeveloped andand eacheach modelmodel cancan bebe effectiveeffective oror not,not, dependingdepending 
onon thethe particularparticular efficacyefficacy ofof itsits implementation.implementation. CompaniesCompanies dodo feelfeel constrainedconstrained fromfrom 
investinginvesting inin technologiestechnologies toto assistassist themthem withwith monitoringmonitoring becausebecause ofof whatwhat manymany considerconsider 
statisticallystatistically unrealisticunrealistic requirementsrequirements onon effectivenesseffectiveness inin catchingcatching allall personalpersonal informationinformation 
beforebefore itit isis posted;posted; ratherrather thanthan rangesranges ofof datadata elementselements andand aggressive,aggressive, butbut practicalpractical timetime 
parametersparameters tortor monitoringmonitoring andand deletingdeleting personalpersonal data.data. TheThe effecteffect isis thatthat thisthis may,may, again,again, 
discouragediscourage innovativeinnovative servicesservices forfor childrenchildren online.online. AnotherAnother challengechallenge cancan bebe unrealisticunrealistic 
compliancecompliance costscosts forfor smallersmaller andand mediummedium sizedsized businesses.businesses. 

Again,Again, TRUSTeTRUSTe wouldwould likelike toto workwork withwith thethe FTCFTC toto exploreexplore flexibileflexibile approachesapproaches thatthat 
mightmight bebe practicalpractical toto assistassist businessesbusinesses seekingseeking compliance,compliance, whilewhile testingtesting newnew 
technologiestechnologies toto assistassist themthem withwith monitoring.monitoring. AA reviewreview ofof thethe rulerule forfor pilotpilot oror testtest periodsperiods 
wouldwould bebe helpful.helpful. WeWe wouldwould alsoalso encourageencourage thethe FTCFTC toto advanceadvance studiesstudies ofof technologiestechnologies 
availableavailable inin orderorder toto assistassist SafeSafe HarborHarbor ProgramsPrograms andand companiescompanies inin meetingmeeting thethe RuleRule 
requirements.requirements. 

3.3. COllsideratiollSCOllsideratiollS forfor tltetlte definitiolldefinitioll ofofpersonalpersonal informatiollinformatioll forfor 
purposespurposes ofof tltetlte RuleRule 
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TRUSTeTRUSTe POV:POV: TheThe definitiondefinition ofof personalpersonal informationinformation forfor purposepurpose ofof COPPACOPPA shouldshould bebe 
expandedexpanded toto betterbetter reflectreflect thethe rangerange ofof waysways thatthat childrenchildren nownow cancan bebe contactedcontacted bothboth 
onlineonline andand physicallyphysically becauscbecausc ofof informationinformation relayedrelayed online.online. 

WeWe realizerealize thatthat thethe reachreach ofof newnew aspectsaspects ofaofa PersonalPersonal informationinformation definitiondefinition willwill 
necessarilynecessarily bebe impactedimpacted byby thethe FTCFTC intellJretationintellJretation ofof otherother terms,terms, suchsuch asas "Internet"."Internet". WeWe 
believebelieve itit willwill bebe impOliantimpOliant toto renectrenect anan understandingunderstanding ofof thethe meansmeans ofof onlineonline connection,connection, 
notnot justjust viavia thethe personalpersonal computer,computer, butbut alsoalso viavia aa myriadmyriad ofof mobilemobile devices.devices. 

ToTo date,date, inin thethe COPPACOPPA rule,rule, thethe FTCFTC hashas defineddefined personallypersonally identifiableidentifiable informationinformation toto 
extendextend toto -- "a"a persistentpersistent identifier,identifier, suchsuch asas aa customercustomer numbernumber heldheld inin aa cookiecookie oror aa 
processorprocessor serialserial number,number, wherewhere suchsuch identitleridentitler isis associatedassociated withwith individuallyindividually identifiableidentifiable 
information;information; oror aa combinationcombination ofof aa lastlast namename oror photographphotograph ofof thethe individualindividual withwith otherother 
informationinformation suchsuch thatthat thethe combinationcombination permitspermits physicalphysical oror onlineonline contacting."contacting." 

ByBy example,example, todaytoday inin ourour COPPACOPPA program,program, wewe findfind thatthat untaggeduntagged photosphotos andand videosvideos maymay 
containcontain enoughenough informationinformation withoutwithout namingnaming aa childchild toto allowallow forfor thethe childchild toto bebe contactedcontacted 
onlineonline oror physicallyphysically contacted-contacted- i.e.,i.e., locationlocation informationinformation aboutabout aa team,team, association,association, 
membership.membership. Likewise,Likewise, otherother informationinformation cancan bebe collectedcollected todaytoday fromfrom chatchat roomsrooms andand 
blogsblogs thatthat provideprovide aa myriadmyriad ofof information,information, suchsuch asas searchsearch data,data, geo-Iocationgeo-Iocation informationinformation 
andand cellcell phonephone number.number. AllAll ofof thisthis informationinformation cancan bebe attributableattributable toto individualindividual childrenchildren 
oror families,families, creatingcreating thethe possibilitypossibility ofof contactcontact withwith aa specificspecific child,child, includingincluding throughthrough 
aggregatedaggregated profileprofile information.information. 

InIn broadeningbroadening thethe definitiondefinition ofof personalpersonal information,information, wewe believebelieve thatthat therethere shouldshould bebe 
sufficientsufficient precision,precision, suchsuch thatthat businessesbusinesses cancan understandunderstand thethe rulesrules ofof thethe roadroad inin 
complyingcomplying withwith COPPA.COPPA. AlsoAlso suchsuch thatthat SafeSafe HarborHarbor program'sprogram's likelike TRUSTe'sTRUSTe's cancan bebe 
sufficientlysufficiently specificspecific inin architectingarchitecting programprogram requirementsrequirements andand cancan monitormonitor datadata useuse andand 
controlscontrols forfor effectiveeffective compliance.compliance. TheThe breadthbreadth ofof thethe definitiondefinition needsneeds toto bebe 
'commercially'commercially reasonable'reasonable' forfor use.use. 

WeWe alsoalso thinkthink thatthat itit isis importantimportant toto allowallow childrenchildren andand theirtheir parentsparents thethe opportunityopportunity toto 
benefitbenefit fromfrom newnew andand excitingexciting usesuses ofof technologytechnology andand networking,networking, whilewhile preservingpreserving 
privacyprivacy protectionprotection forfor children.children. 

TheThe FTCFTC hashas askedasked aboutabout fourfour particularparticular typestypes ofof datadata ancIancI whetherwhether theythey shouldshould bebe 
coveredcovered byby thethe detlnition:detlnition: IPIP addresses,addresses, informationinformation usedused forfor behavioralbehavioral advertisingadvertising (i.e.,(i.e., 
IPIP addressaddress combinedcombined withwith clickclick streamstream data),data), thethe aggregationaggregation ofof allegedlyallegedly anonymousanonymous 
data,data, andand geo-Iocationgeo-Iocation information.information. OfOf thethe fourfour listed,listed, wewe seesee meritmerit inin includingincluding geo­geo­
locationlocation information,information, whetherwhether oror notnot humanhuman readable,readable, inin thethe definitiondefinition ofof personalpersonal 
information.information. WeWe believe,believe, however,however, thatthat thethe FTCFTC doesdoes notnot necessarilynecessarily needneed toto expandexpand thethe 
definitiondefinition ofof personalpersonal information,information, butbut ratherrather hashas thethe authorityauthority toto interpretinterpret geo-Iocationgeo-Iocation 
informationinformation asas includedincluded currentlycurrently underunder thethe definitiondefinition ofof personalpersonal information.information. 

WeWe believebelieve thatthat IPIP addresses,addresses, whenwhen combinedcombined withwith otherother datadata thatthat identifiesidentifies aa childchild 
shouldshould bebe consideredconsidered personalpersonal information.information. Again,Again, asas discusseddiscussed atat thcthc FTCFTC COPPACOPPA 
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RoundtableRoundtable onon JuneJune 4,4, couldcould bebe interpretedinterpreted underunder currentcurrent provisionsprovisions toto bebe includedincluded asas 
personalpersonal informationinformation forfor purposespurposes ofof COPPA.COPPA. However,However, alone,alone, itit maymay bebe anan unnecessaryunnecessary 
oror notnot aa particularlyparticularly usefuluseful expansionexpansion givengiven thatthat thethe IPIP addressaddress maymay onlyonly indicateindicate aa 
particularparticular computercomputer oror computingcomputing devicedevice thatthat isis sharedshared byby manymany individualsindividuals andand duedue toto 
thethe dynamicdynamic naturenature ofof manymany IPIP addresses.addresses. 

ItIt maymay bebe moremore difficultdifficult toto preciselyprecisely enoughenough definedefine datadata typestypes andand informationinformation usedused forfor 
onlineonline behavioralbehavioral advertisingadvertising andand thethe changingchanging mechanismsmechanisms facilitatingfacilitating thethe deliverydelivery ofof 
advertisingadvertising toto children.children. WorkWork towardstowards thatthat isis reasonable,reasonable, givengiven thethe impactimpact ofof datadata thatthat 
cancan bebe collectedcollected onlineonline toto buildbuild aa profileprofile aboutabout aa childchild forfor purposespurposes ofof contactingcontacting them,them, 
whichwhich alsoalso maymay impactimpact themthem fromfrom otherother privacyprivacy perspectivesperspectives -- dignity,dignity, sensitivesensitive 
information,information, reputation,reputation, andand safety.safety. 

ItIt isis interestinginteresting toto discussdiscuss whetherwhether thethe aggregationaggregation ofof anonymousanonymous datadata collectedcollected forfor 
specificspecific purposespurposes mightmight bebe coveredcovered underunder anan expandedexpanded personalpersonal infonnationinfonnation definition,definition, 
whilewhile otherother pU11JosespU11Joses -- suchsuch asas analytics,analytics, mightmight notnot makemake sensesense toto cover.cover. TheThe purposepurpose 
ofof thethe statutestatute shouldshould bebe keptkept inin mind,mind, whichwhich isis notnot toto restrictrestrict thethe collectioncollection ofof allall data,data, butbut 
datadata thatthat couldcould bebe particularlyparticularly impactfulimpactful whenwhen usedused andand inin lightlight ofof thethe vulnerabilitiesvulnerabilities ofof 
childrenchildren inin thethe areasareas ofof privacyprivacy protectionprotection andand safety.safety. 

WeWe encourageencourage thethe FTCFTC toto considerconsider thethe ideaidea thatthat notnot allall datadata typestypes beingbeing reviewedreviewed forfor 
pU11JosespU11Joses ofinclusionofinclusion asas personalpersonal informationinformation shouldshould bebe treatedtreated inin thethe samesame wayway underunder 
thethe rule.rule. SomeSome maymay requirerequire moremore vibrantvibrant noticenotice andand consentconsent givengiven theirtheir impactimpact onon 
children.children. OtherOther datadata typestypes maymay notnot requirerequire suchsuch aggressiveaggressive notice.notice. Also,Also, thethe FTCFTC shouldshould 
addressaddress areare onlineonline andand mobilemobile applicationsapplications thatthat collectcollect data,data, includingincluding uniqueunique useruser -ids,-ids, 
particularlyparticularly whenwhen thethe datadata isis sharedshared withwith aa thirdthird partyparty inin orderorder toto bebe usedused forfor advertisingadvertising 
oror otherother specificspecific usesuses toto contactcontact aa child.child. 

AsideAside fromfrom specificspecific additionsadditions toto thethe definitiondefinition ofofpersonalpersonal informationinformation forfor purposespurposes ofof 
COPPA,COPPA, continuingcontinuing guidanceguidance fl'omfl'om thethe FTCFTC throughthrough FFAQs,AQs, periodicperiodic intelllretationsintelllretations oror 
publicpublic dialoguesdialogues cancan bebe helpfulhelpful asas toto thethe environmentenvironment inin whichwhich childrenchildren interactinteract withwith 
onlineonline andand throughthrough mobilemobile devicesdevices continuescontinues toto evolve.evolve. 

4.4. UseUse ofof FTCFTC authorityauthority toto (tpprove(tpprove andand promotepromote SafeSafe HarborHarbor ProgramsPrograms 

TRUSTePOV:TRUSTePOV: 

Self-regulationSelf-regulation throughthrough thethe COPPACOPPA SafeSafe HarborHarbor provisionsprovisions fulfillsfulfills thethe intentintent ofof thethe 
statute,statute, butbut itsits impactimpact isis limitedlimited toto aa relativelyrelatively smallsmall universeuniverse ofof exceptionalexceptional onlineonline 
companiescompanies (approximately(approximately 150150 -- 200).200). NotwithstandingNotwithstanding thatthat thethe lawlaw andand RuleRule havehave 
providedprovided forfor COPPACOPPA SafeSafe HarborHarbor programsprograms forfor moremore thanthan 1010 years,years, uptakeuptake byby businessbusiness isis 
aa fractionfraction ofof aa percentagepercentage ofof businessbusiness representationrepresentation onon thethe InternetInternet thatthat marketmarket toto 
children.children. ThisThis indicatesindicates vastvast possibilitiespossibilities forfor lacklack ofof COPPACOPPA compliancecompliance byby thethe majoritymajority 
ofof U.S.U.S. businessesbusinesses onon thethe InternetInternet thatthat areare directeddirected toto childrenchildren underunder 1313 oror whichwhich shouldshould 
havehave actualactual knowledgeknowledge thatthat personalpersonal informationinformation isis beingbeing collectedcollected fromfrom suchsuch childrenchildren atat 
theirtheir sites.sites. TheThe lacklack ofofparticipationparticipation inin thethe SafeSafe HarborHarbor optionoption shouldshould bebe anan issueissue 
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specificallyspecifically studiedstudied byby thethe FTC.FTC. WeWe believebelieve thatthat thethe impactimpact ofof COPPACOPPA couldcould bebe 
greater.greater. TheThe FTCFTC hashas thethe CUlTentCUlTent authorityauthority toto addressaddress thisthis publicpublic needneed andand wewe encourageencourage 
thisthis asas pmipmi ofof thethe reviewreview andand enhancementenhancement contemplatedcontemplated forfor thethe COPPACOPPA Rule.Rule. 

TRUSTeTRUSTe encouragesencourages thethe FTCFTC toto promotepromote businessbusiness uptakeuptake ofof SafeSafe HarborHarbor ProgramsPrograms toto 
ensureensure broadbroad COPPACOPPA compliancecompliance acrossacross aa largerlarger populationpopulation ofof enterprisesenterprises directingdirecting theirtheir 
serviccsserviccs toto children,children, oror whowho havehave actualactual knowledgeknowledge ofof thethe participationparticipation ofof childrenchildren onon 
theirtheir sites.sites. ThisThis maymay needneed toto includeinclude aa studiedstudied looklook atat incentivesincentives forfor businessbusiness 
participationparticipation andand toolstools toto assistassist businessesbusinesses andand individualsindividuals inin learninglearning moremore aboutabout 
approvedapproved COPPACOPPA SafeSafe HarborHarbor Programs,Programs, likelike TRUSTe'sTRUSTe's Children'sChildren's PrivacyPrivacy Program.Program. 

AtAt aa minimum,minimum, TRUSTeTRUSTe encouragesencourages (he(he FTCFTC toto considerconsider enhancementsenhancements toto thethe COPPACOPPA 
rulerule thatthat wouldwould establishestablish proceduralprocedural requirementsrequirements forfor potentiallypotentially twotwo directoriesdirectories toto bebe 
postedposted visiblyvisibly onon thethe FTCFTC website,website, similarsimilar toto publicationpublication byby thethe U.S.U.S. DepartmentDepartment ofof 
CommerceCommerce forfor thethe US-EUUS-EU SafeSafe HarborHarbor Program.Program. WeWe encourageencourage aa processprocess thatthat I)I) 
permitspermits companiescompanies toto registerregister theirtheir participationparticipation inin thethe SafeSafe HarborHarbor andand toto indicateindicate thethe 
SateSate HarborHarbor ProgramProgram inin whichwhich theythey participate,participate, includingincluding appropriateappropriate companycompany contactcontact 
detailsdetails andand SafeSafe HarborHarbor ProgramProgram contactcontact details;details; andand 2)2) makesmakes materialsmaterials aboutabout eacheach FTC­FTC­
approvedapproved SafeSafe HarborHarbor ProgramProgram andand contactcontact detailsdetails forfor thosethose entitiesentities publiclypublicly availableavailable onon 
thethe FTCFTC website.website. 

AlongAlong withwith publication,publication, itit isis importantimportant forfor thethe publicpublic toto havehave aa betterbetter understandingunderstanding ofof 
criteriacriteria forfor approvedapproved SafeSafe HarborHarbor Programs,Programs, andand aa transparenttransparent andand accessibleaccessible meansmeans ofof 
commentingcommenting onon SateSate HarborHarbor ProgramProgram criteria.criteria. AsAs aa baseline,baseline, SateSate HarborHarbor ProgramsPrograms 
shouldshould bebe ableable toto meetmeet thethe criteriacriteria necessarynecessary forfor anyany eftectiveeftective "self-regulatory"self-regulatory 
organization."organization." TheseThese critei'iacritei'ia needneed toto reflectreflect thethe principlesprinciples ofof reliability,reliability, accountability,accountability, 
transparency,transparency, andand sustainability.sustainability. TRUSTeTRUSTe wouldwould likelike toto workwork withwith thethe FTCFTC inin itsits 
considerationconsideration ofof somesome C0l11111011C0l11111011 criteria,criteria, whilewhile appreciatingappreciating thatthat beyondbeyond baselinebaseline elementselements 
toto programs,programs, differentiationsdifferentiations amongamong programsprograms cancan alsoalso strengthenstrengthen andand promotepromote newnew bestbest 
practicespractices forfor emergingemerging businessesbusinesses andand expeliiseexpeliise forfor specificspecific sectors.sectors. 

AtAt aa minimum,minimum, SafeSafe HarborHarbor ProgramsPrograms needneed toto includeinclude notnot justjust aa setset ofof standardsstandards forfor 
implementingimplementing thethe Rule,Rule, butbut alsoalso robustrobust methodsmethods ofof reviewingreviewing compliancecompliance withwith suchsuch 
standardsstandards andand ongoingongoing monitoringmonitoring techniquestechniques toto discoverdiscover whenwhen participantsparticipants fallfall outout ofof 
compliance.compliance. OnceOnce aa non-compliantnon-compliant statestate isis found,found, thethe SafeSafe HarborHarbor shouldshould bebe inin aa positionposition 
(0(0 resolveresolve anyany non-compliancenon-compliance andand supportsupport thethe participant'sparticipant's retul'llretul'll toto compliancecompliance andand 
avoidanceavoidance ofof futurefuture non-compliance.non-compliance. 

TRUSTeTRUSTe alsoalso encouragesencourages thethe FTCFTC toto looklook atat businessbusiness modelsmodels inin supportsupport ofof SafeSafe HarborHarbor 
Programs.Programs. SuchSuch programsprograms thatthat dodo notnot havehave sufficientsufficient fillancialmeansfillancialmeans toto achieveachieve 
sustainabilitysustainability willwill notnot serveserve toto supportsupport thethe goalsgoals ofof thethe statutestatute oror thethe Rule.Rule. ToTo thatthat point,point, 
carecare shouldshould bebe takentaken inin imposingimposing overlyoverly burdensomeburdensome requirementsrequirements onon aa SafeSafe HarborHarbor 
whichwhich cancan bebe foundfound inin otherother tmsttmst auditaudit schemes,schemes, suchsuch asas SOXSOX auditaudit requirements.requirements. 

Additionally,Additionally, absentabsent governmentalgovernmental funding,funding, thethe FTCFTC shouldshould considerconsider thethe abilityability ofof aa SafeSafe 
HarborHarbor ProgramProgram toto attractattract andand maintainmaintain participantsparticipants inin aa commerciallycommercially reasonablereasonable 
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manner.manner. SpecialSpecial carecare regardingregarding thisthis issueissue shouldshould bebe takentaken withwith regardregard toto thethe ideaidea ofof 
impartiality.impartiality. TRUSTeTRUSTe believesbelieves thatthat thethe conceptconcept ofof "impaJiiality""impaJiiality" inin termsterms ofof criteriacriteria isis aa moremore 
effectiveeffective andand commerciallycommercially reasonablereasonable conceptconcept thanthan "contlict"contlict ofof interest",interest", asas appliedapplied toto SafeSafe 
HarborHarbor ProgramsPrograms andand theirtheir businessbusiness models.models. SuchSuch aa criteriacriteria willwill supportsupport thethe goalsgoals ofof 
accountabilityaccountability andand transparencytransparency withoutwithout undulyunduly burdeningburdening aa SateSate HarborHarbor ProgramProgram withwith 
administrativeadministrative requirementsrequirements oror serviceservice limitationslimitations whichwhich cancan makemake aa SafeSafe HarborHarbor ProgramProgram 
financiallyfinancially untenable.untenable. 

Separately,Separately, forfor companiescompanies notnot registeredregistered forfor aa COPPACOPPA SafeSafe HarborHarbor Program,Program, thethe FTCFTC shouldshould 
beginbegin toto addressaddress howhow itit monitorsmonitors compliance,compliance, suchsuch thatthat thethe burdensburdens andand benefitsbenefits ofof COPPACOPPA 
compliancecompliance areare notnot borneborne solelysolely byby SafeSafe HarborHarbor participantparticipant companies.companies. 

ClosingClosing 

ThankThank you,you, againagain forfor thethe opportunityopportunity toto commentcomment onon thethe COPPACOPPA RuleRule andand potentialpotential 
enhancements.enhancements. TRUSTeTRUSTe valuesvalues itsits rolerole inin assistingassisting businessesbusinesses andand consumersconsumers withwith aa 
trustworthytrustworthy experienceexperience online,online, includingincluding forfor oneone ofof ourour mostmost vulnerablevulnerable populations,populations, 
America's children. We are committed to continuing partnership with the FTC as we 
provide COPPA Safe Harbor services through the TRUSTe Children's Privacy Program. 
America's children. We are committed to continuing partnership with the FTC as we 
provide COPPA Safe Harbor services through the TRUSTe Children's Privacy Program. 

Sincerely,Sincerely, 
~ 

Fr nFran MaierMaier 
PresidentPresident andand ChairmanChairman 
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