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Donald S. Clark

Secretary

Federal Trade Commission
600 Pennsylvania Avenue NW
Washington, DC 20580

"Re:  Petition of Wyndham Hotels & Resorts, LLC and Wyndham Worldwide

Corporation to Quash, or Alternatively, Limit Civil Investigative Demand, File No.
1023142

Dear Secretary Clark:

Pursuant to 16 C.F.R. § 2.7(f), Wyndham Hotels and Resorts, LLC (“WHR”) and
its parent company, Wyndham Worldwide Corporation (“WWC” and, jointly with WHR,

: “Wyndham”), request a review by the full Federal Trade Commission (the “Commission”

or “FTC”) of their Petition to Quash, or, Alternatively, Limit the Civil Investigative
Demand (“Petition™) filed with the Commission on January 20, 2012. A copy of the
Petition and its accompanying exhibits is attached hereto as Exhibits A and B
respectively.! For the reasons set forth therein and further detailed below, Wyndham
respectfully requests that the full Commission reverse Commissioner Julie Brill’s April 11,
2012 letter ruling (the “Letter Ruling”), attached hereto at Exhibit C.? insofar as it denied
in part the Petition.

! Wyndham has requested, and Staff agreed by e-mail, that Exhibit 7 of the Petition (attached hereto as
Exhibit B.7) will be treated as confidential and not part of the public record. E-mail from Lisa Schifferle,
Federal Trade Comm’n, to Douglas H. Meal, Ropes & Gray LLP (Jan. 26, 2012, 4:47 pm EST). Pursuant to
16 C.F.R. § 4.2(d), Wyndham is filing herewith twelve copies of the request for review, twelve copies of the
public exhibits, and twelve copies of the confidential Exhibit B.7. Also pursuant to § 4.2(d), Wyndham is

enclosing a disc containing the request for review and all exhibits. Any questions regarding the

confidentiality designation should be sent to the undersigned counsel of record.

2 The Letter Ruling was served on counsel for Wyndham on April 17, 2012, so Wyndham’s request for full
Commission review of the Petition is timely.
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BACKGROUND?

For two full years, WHR has participated in a Commission investigation regarding
its data security practices—an investigation that WHR has fully cooperated with
throughout. The investigation was initiated by means of an access letter dated April 8,
2010 (the “Access Letter”), wherein the Commission advised WHR that the staff of the
FTC (“Staff”) was conducting a non-public investigation into WHR’s compliance with
federal laws governing information security (the “WHR Investigation”). According to the
Access Letter, the WHR Investigation was prompted by the fact that, on three separate
occasions since July 2008, certain independently-owned hotels licensed by WHR to use the
Wyndham name (“Wyndham-branded hotels™) had suffered criminal intrusions into their
computer networks (the “Intrusions™) in the course of which customer payment card data
being handled by the intruded-upon hotels may have been placed at risk of compromise.
The Access Letter stated that the WHR Investigation sought to determine whether WHR’s
information security practices complied with Section 5 of the Federal Trade Commission
Act (“Section 5”), which according to the letter “prohibits deceptive or unfair acts or
practices, including misrepresentations about security and unfair security practices that
cause substantial injury to consumers.”

Since April 8, 2010, WHR has produced to Staff over one million pages of
documents in response to the twenty-nine separate documents requests (including subparts)
contained in the Access Letter and ensuing Staff communications. In addition, WHR
submitted to Staff five separate detailed written narratives responding to the fifty-one
separate questions (including subparts) posed in the Access Letter and ensuing Staff
communications. Further, the Chief Financial Officer and the head of Information
Security for WHR, and/or WHR’s inside and outside counsel, made seven separate in-
person presentations to Staff in an effort to address various questions Staff had raised in
the course of the WHR Investigation.

Nevertheless, even after having received full cooperation with the WHR
Investigation and all the documents and information engendered by that cooperation, Staff
served Wyndham with a Civil Investigative Demand (“CID”) on December 8, 2011. The
CID is a classic “kitchen-sink™ discovery request that takes no account whatever of Staff’s
previous requests and WHR’s previous responses to those requests, and makes no effort
whatever to avoid unduly burdening Wyndham in responding to the CID. Including sub-
parts, the CID includes no fewer than eighty-nine further interrogatories and thirty-eight
further document requests. Because of the sheer volume of these sweeping requests and
other defects in the CID, and after its efforts to meet and confer regarding the CID were

? The accuracy of the factual statements made in this request for review pertaining to the Commission’s
investigation into WHR’s compliance with federal laws governing information security (the “WHR
Investigation™) is attested to in the Supplemental Declaration of Douglas H. Meal (Exhibit E hereto).
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rebuffed by Staff, Wyndham moved to quash or, alternatively, limit the CID on January
20, 2012, On April 17, 2012, Wyndham’s counsel was served with a letter from
Commissioner Brill, dated April 11, 2012, denying in large part the Petition.

The Letter Ruling’s substantial denial of the Petition appears, unfortunately, to
have been based, in part, on a substantial misapprehension of the history of the WHR
Investigation. Indeed, many of the crucial statements in the Letter Ruling regarding that
history are not only unsupported by any citation to factual authority in the Letter Ruling
itself, but in fact are directly contradicted by the factual statements in the “Background”
section of the Petition, the accuracy of which were attested to in the Declaration of
Douglas H. Meal, attached as Exhibit 2 to the Petition, which declaration stands entirely
uncontradicted in the record. Without unnecessarily restating the entirety of the
uncontested factual information already provided to the Commission by means of the
Petition, Wyndham corrects the most significant misstatements in the Letter Ruling as
follows:

First, no consumer suffered any injury—Ilet alone substantial injury as required for
an unfairness claim under the Federal Trade Commission Act (“FTCA”)—as a result of the
Intrusions. The Letter Ruling asserts that the exposure of payment card information “can
result in harms including identity theft, financial fraud, and the basic inconvenience of
replacing stolen card numbers.” Letter Ruling, Exhibit C hereto, at 2. This assertion is
plainly incorrect. To begin with, nothing in the statement by Chairman Deborah Platt
Majoras cited for this proposition by the Letter Ruling supports the Letter Ruling’s claim
that the compromise of payment card information can result in identity theft. Rather,
Chairman Majoras’s statement discusses the risks generally created by the compromise of
consumer data. In actuality, as noted throughout the Petition, because payment card
issuers protect their cardholders against suffering any financial injury by reason of their
payment card data being compromised, data security breaches that (like the Intrusions)
only put payment card data at risk of compromise do not cause, and cannot cause, any
financial injury to consumers, even assuming payment card information is in fact stolen
from the breached entity during the event. Moreover, courts have consistently rejected the
notion that the “inconvenience” associated with replacing compromised or potentially
compromised payment card information is a legally cognizable injury. See, e.g., In re
Hannaford Bros. Co. Customer Data Sec. Breach Litig., 4 A.3d 492, 497 (Me. 2010) (“[I]t
must be established that the time and effort expended constitute a legal injury rather than
an inconvenience or annoyance.”). Accordingly, the Letter Ruling is simply wrong to
suggest that there was any consumer injury as a result of the Intrusions. Indeed, the Letter
Ruling’s conclusion to that effect is belied by the Staff’s own proposed complaint
(“Proposed Complaint”), which does not even include an unfairness-based Section 5 claim,
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presumably because Staff recognizes that no consumer injury occurred here, even though
the Letter Ruling does not acknowledge that indisputable fact.*

Further, the Letter Ruling incorrectly asserts that the WHR Investigation extends
not just to the information security practices of WHR, but also to the information security
practices at WWC and another Wyndham affiliate, Wyndham Hotel Group, LLC
(“WHG”). The Letter Ruling takes this position even though the Access Letter by its own
express terms was addressed to an official at WHR, was prompted by intrusions into
WHR'’s computer networks having potentially resulted in the personal information of the
customers of Wyndham-branded hotels being stolen, and was initiated for the purpose of
determining whether WHR s information security practices comply with Section 5 of the
FTCA. Notwithstanding the Access Letter’s express and unambiguous language on these
points, the Letter Ruling argues that, because the Access Letter’s document and
information requests later purported to define “Wyndham” “to include not only WHR but
also ‘its parents, subsidiaries, affiliates, franchisees, hotels managed by franchisees that use
the Wyndham trade name, and agents,’” Letter Ruling, Exhibit C hereto, at 2, the targets of
the WHR Investigation actually always included all the entities so defined as “Wyndham,”
and not just WHR. Such a reading of the Access Letter is refuted by the plain language of
the Access Letter itself, which states that the Commission “is conducting a non-public
investigation into Wyndham Hotels and Resorts, LLC’s (“Wyndham’) compliance with
federal laws governing information security.” Access Letter, Exhibit B.3 hereto, at 1
(emphasis added). Moreover, the Letter Ruling’s reading of the Access Letter is also
inconsistent with the conduct of the WHR Investigation. Each and every response to the
Access Letter made clear that such response was being provided by WHR in response to a
request the Commission had directed to WHR. Moreover, as noted in the Petition, Staff
has never notified WHR of any Commission action to authorize the WHR Investigation to
be expanded to include the information security practices at any of WHR’s affiliates and/or
service providers.5 Nor does the Letter Ruling provide any evidence of any such
Commission action ever having been taken, even in secret. Accordingly, there is not a
shred of record evidence to support the Letter Ruling’s conclusion that the scope of the
WHR Investigation includes the information security practices at entities other than WHR

* The Letter Ruling also makes several other misstatements regarding the nature of the Intrusions, including
the statement that they were disclosed in early 2010, Letter Ruling, Exhibit C hereto, at 2. As Staff is well
aware, upon discovering each Intrusion in the period between 2008 and 2010, WHR undertook to notify any
customer whose payment card data was potentially compromised as a result of the Intrusion in question.
Wyndham also disputes the statement that the Intrusions resulted in the information relating to more than
619,000 payment cards having been actually compromised.

* Of course, the fact that Staff provided WHR with a draft proposed complaint listing WWC, WHG, and
WHM as respondents (see Exhibit B.5 hereto) does not show that the WHR Investigation ever targeted
WWC, WHG and WHM. Instead, it shows that Staff inappropriately sought to include as respondents in a
draft complaint entities that Staff never investigated.
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and the Wyndham-branded hotels; indeed, all the evidence in the record on this point is
directly to the contrary.

The Letter Ruling also states that (1) the “staff identified deficiencies in the
production, most notably that WHR produced a large number of completely irrelevant and
nonresponsive materials,” which included “multiple copies of third party software licenses,
in various languages; numerous magazines and newsletters not specific to WHR; and,
human resources materials” (Letter Ruling, Exhibit C hereto, at 2, 9 n.39) and (2) “WHR
also failed to produce information that was obviously relevant to the investigation, such as
supporting documents and information referenced in forensic reports that the company did
provide” (Letter Ruling, Exhibit C hereto, at 2). These statements are wrong. Staff has
never suggested that the totality of WHR’s document production and its responses to
Staff’s questions did not respond fully to the Access Letter’s requests, or included
significant non-responsive documents or information, or was in any other way deficient.
See Petition, Exhibit A hereto, at 6. On the contrary, once WHR substantially completed
its response to the Access Letter, Staff posed a few discrete additional document and
information requests to WHR, most of which went beyond the Access Letter’s requests,
and all of which WHR promptly and fully responded to. That was the end of the matter.
In other words, the reason why the Letter Ruling contains not a single citation to any Staff
communication that leveled at WHR the accusations regarding WHR’s response to the
Access Letter that are made in the Letter Ruling is because no such Staff communication
exists or ever occurred.

Needless to say, had Staff identified particular documents that WHR failed to
produce, WHR would have undertaken to produce them—just as WHR did on several
occasions following completion of its production of electronically stored information
(“ESI”), when Staff requested prior versions of policies or other discrete documents not
within the scope of the Access Letter’s original requests. However, Staff never once raised
with WHR any alleged failure to produce responsive documents of the sort described in the
Letter Ruling. And the Letter Ruling itself does not point with any specificity to any
responsive document that WHR supposedly failed to produce. Based on the factual record,
then, WHR’s Certification regarding the completeness of its response to the Access Letter
(see Exhibit B.8 hereto) stands wholly unrebutted—meaning that the Letter Ruling’s
finding of a failure by WHR to produce “information that was obviously relevant to the
investigation” stands wholly unsupported.

Similarly, had Staff pointed WHR to those documents produced by WHR that
Staff considered to be “irrelevant,” WHR would have been able to show Staff how the
documents, “irrelevant” or not, were nonetheless responsive to one or more of the Access
Letter’s requests. In so doing, WHR would have reminded Staff of how Staff had
absolutely insisted that WHR do an ESI review in order to locate documents responsive to
the Access Letter, even after WHR cautioned Staff that forcing such a review on WHR
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would inevitably result in Staff’s receipt of numerous documents that would be wholly
irrelevant to the WHR Investigation, but nonetheless would be technically responsive to
the Access Letter’s requests.

Of course, the Letter Ruling provides no details regarding the “irrelevant”
documents that WHR supposedly produced, so WHR can only speculate regarding the
specific documents that the Letter Ruling characterizes as being “irrelevant.” Suffice it to
say that the documents produced by WHR were all (or at least nearly a116) responsive to
one or more of the Access Letter’s requests, so if many of those documents turned out to
be “irrelevant” in Staff’s judgment, that just goes to show how grossly overbroad the
Access Letter’s requests were in the first place (and, correspondingly, how grossly
overbroad the CID’s similarly worded requests are today). WHR’s hunch is that the
production of what the Letter Ruling describes as “a large number of completely irrelevant
and nonresponsive materials” occurred as a result of the Staff’s insistence that WHR
produce all documents attached to or attaching an otherwise responsive document. If that
is in fact what happened, the Letter Ruling should be pointing a finger at Staff for
requesting these irrelevant documents, not at WHR for having produced them at Staff’s
request.

The Letter Ruling also misstates the sequence of events that led to settlement
negotiations between WHR and the Staff. Contrary to the Letter Ruling, Staff, not WHR,
first expressed an interest in pursuing settlement. Petition, Exhibit A hereto, at 8.
Moreover, the Letter Ruling incorrectly states that WHR stated “that it could not respond
to the Access Letter and negotiate settlement simultaneously.” Letter Ruling, Exhibit C
hereto, at 2. What actually occurred was that WHR and Staff agreed to put off, during the
pendency of the parties’ settlement negotiations, resolving Staff’s request that WHR
supplement its response to the Access Letter in two (and only two) ways: by (1) reviewing
the ESI of additional custodians for documents responsive to the Access Letter’s “all
documents” requests and (2) advising Staff of any disagreements WHR had with the
findings and conclusions contained in the forensic reports regarding the first and second
Intrusions that were prepared on behalf of the card brands. There was no wholesale
discontinuance, once settlement negotiations began, of WHR’s efforts to cooperate with
the WHR Investigation. To the contrary, even though WHR felt it had already responded
fully to the Access Letter, and notwithstanding the fact that any investigation that has
reached a point at which Staff has made a determination that the evidence adduced in the
investigation created reason to believe that the target of the investigation has information
security practices that violated Section 5 is by definition “complete,” throughout the period

S Until Staff identifies the exact documents to which the Letter Ruling was referring, Wyndham cannot
exclude the possibility that they were produced through inadvertent human error. The fact remains, however,
that Wyndham intended only to produce documents that were responsive to the Access Letter’s requests or
contained in a family of a document that was.
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of settlement negotiations, WHR continued responding to information requests from Staff.
See Petition, Exhibit A hereto, at 4-6.

The Letter Ruling also inaccurately implies that settlement discussions ceased on
September 19, 2011 when “WHR informed staff it would not enter into a settlement on the
terms Staff proposed.” Letter Ruling, Exhibit C hereto, at 3. As detailed in the Petition,
what actually happened is that, in September 2011, WHR requested a meeting with Bureau
of Consumer Protection (“BCP”) management to discuss WHR’s objections to the
unlawful settlement terms being demanded by Staff. Thereafter, on November 21, 2011, in
anticipation of the upcoming meeting with BCP Management, WHR submitted to BCP
management a white paper detailing WHR’s objections to Staff’s settlement demands and
the basis therefore. The meeting with BCP management did not occur, however, until
December 15, 201 1—seven days after the CID was issued. Thus, at the time the CID was
issued, far from settlement negotiations having already failed, the parties were still in the
midst of those negotiations. That being the case, there is every reason to believe, based on
the timing of the CID’s issuance, that the purpose of the CID was indeed to gain leverage
in the parties’ settlement negotiations, as Wyndham contends, and not to achieve any
legitimate investigatory objective.

Finally, the Letter Ruling misstates what Staff had told WHR, prior to issuing the
CID, regarding the information Staff felt it needed to complete the WHR Investigation.
Letter Ruling, Exhibit C hereto, at 3. As noted in the Petition, prior to issuing the CID
Staff, had advised WHR that Staff felt it needed (and accordingly would seek by CID)
certain, limited additional information in order to complete its investigation. Petition,
Exhibit A hereto, at 10. As noted above, according to Staff, this additional information
was limited to two discrete tasks: (1) reviewing the ESI of additional custodians for
documents responsive to the Access Letter’s “all documents” requests and (2) advising
Staff of any disagreements WHR had with the findings and conclusions contained in the
forensic reports regarding the first and second Intrusions that were prepared on behalf of
the card brands. Accordingly, while WHR knew a CID was coming from Staff and hence
was not surprised to receive one, WHR was completely surprised by the incredible breadth
of the requests contained in the CID, which represented a complete about-face from what
Staff had up to that point led WHR to believe would be sought by means of the CID.

ARGUMENT

As shown in the Petition, and as further described below, the CID is fundamentally
flawed and should be quashed in its entirety or, at the very least, significantly limited.

First, as shown in the Petition, the issuance of a CID was not a valid exercise of the
Commission’s statutory authority, because the CID was not authorized by a valid
investigational resolution adopted by the Commission in the matter under investigation.
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The Letter Ruling does not address this defect at all, instead focusing solely on the entirely
separate question of whether the CID provides adequate notice of the nature and scope of
the WHR Investigation. See Part I.A below. Next, the Petition showed that the CID was
not issued based on the requisite showing that compulsory process is needed to advance
the WHR Investigation. Here again, the Letter Ruling fails to address this particular defect
in the CID. See Part I.B below. Moreover, even if the CID had been predicated on an
investigational resolution of the sort required for compulsory process to be used in an FTC
investigation, and even if the Commission could establish a necessity for such process to
be used in the WHR Investigation, the CID does not provide the statutorily required notice
of the purpose and scope of the WHR Investigation or of the nature of the conduct
constituting WHR’s alleged violation of Section 5 of the FTCA or of how Section 5
allegedly applies to WHR’s conduct. See Part 1.C below. Additionally, the Petition
showed that the CID was issued for the improper purpose of either coercing WHR’s
acceptance of unlawful settlement terms or engaging in premature litigation discovery.
The Letter Ruling disregards the facts set forth in the Petition demonstrating these
improper purposes (all of which facts are undisputed in the record), and instead defends the
propriety of the CID based on a fundamental misunderstanding of the factual background
of the WHR Investigation, which misunderstanding not only has no evidentiary support in
the record, but also is directly contradicted by the sworn declarations that the Commission
has before it.  See Part I.D below. Finally, the CID is invalid insofar as it seeks
information and documents relative to the information security practices at WHR’s
affiliates and service providers, because the Access Letter expressly confirms that the
investigation that the Staff was authorized to conduct involves only WHR’s information
security practices and WHR’s compliance with Section 5—and not the information security
practices or compliance with Section 5 at WHR’s affiliates or service providers. See Part
L.E below. For all the above reasons, the CID should be quashed as invalid.

Second, the CID is overly broad, unduly burdensome, and indefinite. As shown in
the Petition and further detailed below, the CID is overbroad because it seeks numerous
categories of information not reasonably related to the WHR Investigation, and the Letter
Ruling does not offer an adequate justification for the CID’s proposed fishing expedition
into those categories. See Part II.A below. Next, contrary to the statements in the Letter
Ruling, WHR and WWC more than adequately demonstrated the undue burden that
compliance with the CID would impose. See Part II.B below. Finally, the CID is
indefinite. The Letter Ruling deals summarily with this topic, and therefore does not
address the fact that many of the CID’s requests were not drafted so as to permit the
requested material to be fairly identified by Wyndham. See Part III.C below. For these
reasons as well, then, the CID should be quashed in its entirety by the full Commission or,
at the very least, significantly limited.
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L THE CID IS INVALID
A. The Letter Ruling Misunderstands, and as a Consequence Overlooks,

Wyndham’s Argument that the CID Is Not Predicated on a Proper
Investigational Resolution

First and foremost, the Letter Ruling should be set aside because it misunderstands,
and as a consequence overlooks, the leading argument in the Petition: namely, that
regardless of what notice the CID provided or Wyndham otherwise had of the scope of the
WHR Investigation, the CID is not predicated on a proper investigational resolution.
Petition, Exhibit A hereto, at 16-20. Specifically, Wyndham showed in the Petition that a
so-called “blanket” FTC resolution (such as the blanket January 2008 resolution (“January
2008 Resolution™) relied upon by Staff to issue the CID) cannot satisfy the statutory and
regulatory requirement that a CID be issued pursuant to a valid Commission resolution (the
“investigational resolution requirement”), as such a reading would contradict the text and
purpose of the relevant statute and regulations. See Petition, Exhibit A hereto, at 17-18.
Alternatively, the Petition showed that even if the investigational resolution requirement
could theoretically be satisfied in a given case by a “blanket” resolution, the January 2008
Resolution pertains by its own terms only to an unspecified investigation that existed in
2008 and thus cannot form the proper predicate for this CID, which undisputedly was
issued not in the 2008 investigation that is the subject of the January 2008 Resolution, but
rather in the entirely separate WHR Investigation, which began in 2010. Petition, Exhibit
A hereto, at 18-20.

The Letter Ruling mistakenly characterizes Wyndham’s above argument as a mere
contention that the CID and the January 2008 Resolution “fail[ed] to inform [Wyndham]
sufficiently of the nature and scope of the investigation.” Letter Ruling, Exhibit C hereto,
at 3. The Letter Ruling thus collapses into a single inquiry two separate requirements for a
valid CID: (1) the investigational resolution requirement, i.e., the requirement that any
CID be predicated on a valid investigational resolution, see 15 U.S.C. § 57b-1(i); 16 C.F.R.
§§ 2.4, 2.7, and (2) the notice requirement, i.e., the requirement that a CID provide an
adequate description of the purpose and scope of the investigation, the nature of the
conduct constituting the alleged violation, and the applicable provisions of law, see 15
U.S.C. § 57b-1(c)(2); 16 C.F.R. § 2.6. The Letter Ruling’s error in treating these two
separate requirements as involving a single inquiry led the Letter Ruling to overlook the
Petition’s arguments regarding the investigational resolution requirement. Because those
overlooked arguments are meritorious, the full Commission must set aside the Letter
Ruling and quash the CID in its entirety.

The investigational resolution requirement is entirely distinct from, and cannot be
satisfied merely by meeting, the notice requirement. Whereas the notice requirement
ensures that the recipient of a CID, and just as important a reviewing court, are advised of
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sufficient information regarding the investigation to enable them to evaluate the propriety
of the requests contained in the CID, the investigational resolution requirement, by
contrast, serves the entirely different purpose of ensuring that the full Commission, and not
merely a single Commissioner or the Commission’s staff, makes the important
determination that the use of compulsory process is warranted in the particular
investigation in question. See 16 C.F.R. § 2.4 (resolution authorizing compulsory process
must issue in a “matter under investigation); S. Rep. No. 96-500, at 1125, 27
(Commission must only use compulsory process where information is “not available
through other means”). Given the different purposes served by the two requirements, no
amount of information regarding the investigation in question that might be provided in
satisfaction of the notice requirement—whether that information is included within the
CID itself, in a resolution or other document attached to the CID, or within
communications between the Staff and the CID recipient during the course of the
investigation—can ever satisfy the investigational resolution requirement, because that
requirement turns on whether the full Commission adopted, and had a proper basis for
adopting, a resolution in the matter under investigation authorizing the use of compulsory
process in that investigation.

Because the Letter Ruling erroneously collapses its analysis of the investigational
resolution requirement into an assessment of the adequacy of the notice of the investigation
provided by the CID, the cases the Letter Ruling cites in support of its analysis are entirely
irrelevant to Wyndham’s argument that the investigational resolution requirement was not
met here. Every single case cited by the Letter Ruling in support of its conclusion that the
investigational resolution requirement was satisfied here addresses only the notice
requirement’ or, in one case, addresses only the separate requirement that any information
sought by the CID be relevant to the investigation (which requirement is discussed at II. A,
infra).® See Letter Ruling, Exhibit C hereto, at 3-6. Moreover, not a single case cited in

7 See FTC v. O’Connell Assocs., 828 F. Supp. 165, 170-71 (E.D.N.Y. 1993) (assessing adequacy of a CID’s
notice under FTCA Section 20(c)}(2), 15 U.S.C. § 57b-1(c)(2)); FTC v. Carter, 636 F.2d 781, 787 (D.C. Cir.
1980) (rejecting the argument that the resolution “fails to provide adequate notice of the purposes of the
investigation”); FTC v. National Claims Serv., Inc., No. S 98-283 FCD DAD, 1999 WL 819640, at *2 (E.D.
Cal. Feb. 9, 1999) (rejecting an argument that the FTC’s “statement of scope and nature” of the investigation
was sufficient under 16 C.F.R § 2.6, “Notification of Purpose”); Assocs. First Capital Corp., 127 F.T.C. 910,
915 (1999) (rejecting the argument that an omnibus CID failed to meet the notice requirement of Section
20(c)(2), in part because notice was given through means—correspondence, e.g.—other than the CID and
accompanying resolutions); Dr. William V. Judy, No. X000069, at 4-5 (Oct. 11, 2002) (rejecting the
argument that an omnibus CID failed to meet the notice requirement of Section 20(c)(2)), available at
http://www.fic.gov/os/quash/021011confirmanthonyltr.pdf; D. R. Horton, Inc., Nos. 102-3050, 102-3051, at
4 (July 12, 2010) (noting that “[t]he Commission is not required to identify to Petitioners the specific acts or
practices under investigation”), available at http://www.ftc.gov/os/quash/1007 12hortonresponse.pdf.

8 FTC v. Invention Submission Corp., 965 F.2d 1086, 1090 (D.C. Cir. 1992) (stating Commission has no
“obligation to establish precisely the relevance of the material it seeks in an investigative subpoena by tying
that material to a particular theory of violation™).
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the course of the Letter Ruling’s analysis of the investigational resolution requirement
involved a “blanket” resolution, the type relied upon by the Staff here. Instead, all
involved either a “special” resolution, Invention Submissions, 965 F.2d 1086, 1087 (D.C.
Cir. 1992), or an “omnibus” resolution directed at a specific industry.” Nor is there any
indication that the resolutions in these cases were not adopted in the very same pre-
existing, ongoing investigation in which the CID in question was issued. By contrast, here
the January 2008 Resolution was adopted as part of a completely different investigation
than the investigation in which the CID issued. In short, the cases cited by the Letter
Ruling offer no support for a conclusion that the CID issued was predicated on a
Commission resolution that satisfied the investigational resolution requirement in regard to
the CID.

The Letter Ruling’s failure to appreciate that the investigational resolution
requirement is distinct from the notice requirement no doubt explains why the Letter
Ruling entirely overlooks the key pieces of authority cited by Wyndham in support of its
analysis of the investigational resolution requirement’s application to this particular case.
Most importantly, as Wyndham argued in the Petition, both the legislative history of 15
U.S.C. § 57b-1(i) and the express language of 16 C.F.R. § 2.4, as well as the
Commission’s own Operating Manual'® require that any investigational resolution be
issued in a matter currently under investigation, because that is the only way the
Commission can evaluate whether the use of compulsory process is necessary in that
particular investigation. 16 C.F.R. § 2.4 (“any matter under investigation”); Petition,

? See O'Connell Assocs., 828 F. Supp. at 167 n.1 (the consumer credit reporting industry); Carter, 636 F.2d at
784 (cigarette marketing); National Claims Serv., 1999 WL 819640, at *2 (“business opportunity” industry);
Assocs. First Capital Corp., 127 F.T.C. 910, 911 (1999) (subprime lending); D. R. Horton, Inc., Nos. 102-
3050, 102-3051, at 2 n.2 (July 12, 2010) (loan marketing); William V. Judy, No. X000069, at 4-5 (Oct. 11,
2002) (dietary supplement marketing).

' The Letter Ruling dismisses Wyndham’s argument that the Commission’s own Operating Manual contains
persuasive statements that compellingly illustrate how the agency’s power to issue CIDs is restricted by the
statutory investigational resolution requirement in exactly the manner that Wyndham has argued (see
Petition, Exhibit A hereto, at 16-20), by observing that the Operating Manual is not binding on the
Commission and in any event is not enforceable against the Commission by Wyndham. To be clear,
Wyndham does not and did not argue, as the Letter Ruling states (Letter Ruling, Exhibit C hereto, at 5 n.21),
that the Operating Manual is binding on the Commission or enforceable by Wyndham. Wyndham merely
argues that the Commission’s own Operating Manual is persuasive authority as to the proper interpretation of
the relevant statute and regulation—which are binding on the Commission and are enforceable against the
Commission by Wyndham—and that Staff’s failure to comply with the Operating Manual in seeking
issuance of the CID here is persuasive evidence of the improper purpose that motivated Staff to seek issuance
of the CID.
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Exhibit A hereto, at 16-20.!' Thus, “blanket” resolutions (here, the January 2008
Resolution) that nowhere even mention, and were issued before the commencement of, the
particular investigation in which the CID was issued (here, the WHR Investigation) do not
and cannot satisfy the investigational resolution requirement, because they represent an
abdication of the Commission’s congressionally mandated responsibility to evaluate on a
case-by-case basis the propriety of using compulsory process in Staff investigations. The
Letter Ruling’s assertion that the law “does not require a separate investigational resolution
for each investigation” (Letter Ruling, Exhibit C hereto, at 5)!2 is therefore simply wrong,
at least in regard to investigational resolutions that authorize the use of compulsory
process. Indeed, the requirement that any such investigational resolution be adopted in the
matter under investigation is made clear not only by the legislative history of 15 U.S.C. §
57b-1(i) that the Letter Ruling chooses to ignore,' but also by the critical “in any matter
under investigation” language expressly contained in the Commission’s own rule on the
subject. The Letter Ruling thus not only fails to observe the canon of statutory
construction calling for an act of Congress to be interpreted in accordance with Congress’s
clearly expressed intent in enacting the provision, but also violates the elementary principle

' On January 13, 2012, the Commission proposed a new version of Rule 2.4 that omits from the rule the
crucial language “in any matter under investigation.” 77 Fed. Reg. 3191, 3196 (Jan. 13, 2012). Plainly, this
change is intended by the Commission to “fix” the “problem” (which problem had previously been raised by
other companies targeted by CIDs issued under “blanket” FTC resolutions) that the Commission’s purported
authority to rely on blanket resolutions in authorizing compulsory process is directly belied by the
Commission’s own regulation on the subject. To say the least, it is disturbing that the Commission seeks by
its proposed change to Rule 2.4 to delete regulatory language that honors Congress’s clear intent to restrict
the circumstances under which compulsory process may issue in FTC investigations. Even more disturbing,
the Commission’s section-by-section analysis of the proposed revision to Rule 2.4 makes no mention of this
deletion and thus fails to draw this very significant change to the attention of the public and parties who may
be affected by it. 77 Fed. Reg. at 3192 (Jan. 13, 2012). In any event, the current Rule 2.4, not the proposed
Rule, governs the Petition, and the Commission’s defective public notice of the change embedded in the
proposed Rule will prevent the Commission from taking any advantage of that change in future disputes of
this sort.

12 See also Letter Ruling, Exhibit C hereto, at 4 n.15 (“The issue of whether a resolution is blanket or
omnibus is not relevant because either is an acceptable form of resolution.”); Id. at 5 (“[Clontrary to
Petitioners’ contention, the resolution is not invalid because it is a so-called ‘blanket resolution.””); Id. (“[N]o
such requirement arises under the Commission’s Rules.”).

¥ Specifically, the Letter Ruling overlooks the legislative history cited by Wyndham demonstrating that the
Commission’s use of broad, vague “blanket” resolutions as authority for compulsory process to be used in an
FTC investigation cannot be squared with Congress’s clearly expressed goal of limiting the use of CIDs in
such investigations to situations where information cannot be obtained voluntarily. Petition, Exhibit A
hereto, at 18.
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that a law should be interpreted so as not to render any of its phrases or provisions (here,
the “in any matter under investigation” provision of 16 C.F.R. § 2.4) meaningless.'*

In short, the Petition’s argument that the CID fails to meet the investigational
resolution requirement stands wholly unrebutted by the Letter Ruling. That being the case,
the full Commission should hold for the reasons stated in the Petition that the CID was not
predicated on a valid investigational resolution and, as a result, should be quashed.

B. The Letter Ruling Does Not Address, and Hence Tacitly Concedes the
Validity of, Wyndham’s Argument that the CID Was Not Issued Based
on the Required Showing of Need for the Use of Compulsory Process

As described in the Petition, the FTCA prohibits the use of compulsory process in
an FTC investigation unless the Commission’s staff adequately demonstrates, and the
Commission validly finds, that such process is needed to advance that particular
investigation. Petition, Exhibit A hereto, at 20-23. Specifically, the law is clear that
where, as here, a company has already voluntarily provided substantial information during
an investigation, Section 20(i) permits compulsory process to thereafter be used in that
investigation only if (i) “the [Clommission determines, after reviewing the initial
submission, that more information is required,” and (ii) “the information is not available
through other,” such as voluntary, means. Petition, Exhibit A hereto, at 21 (quoting S.
REP. No. 96-500, at 1127 (1979)). The Letter Ruling’s assertion that FTC Staff is not
required to “show that the CID is necessary” (Letter Ruling, Exhibit C hereto, at 10) is thus
simply incorrect as a matter of law.

Based on its mistaken reading of the applicable law, the Letter Ruling makes no
attempt to refute (indeed, it nowhere mentions) Wyndham’s showing that, here, the
Commission has failed to show that the documents and information sought by the CID
could not be obtained voluntarily. Of course, any such attempt would have been
unavailing, given that WHR has already voluntarily provided Staff with an enormous
volume of information and documents requested by Staff, and given that Staff has never
asserted to WHR that WHR’s voluntary production is in any way deficient or incomplete.
Indeed, even now WHR stands ready to voluntarily make a further production of
reasonable size and scope to Staff, further belying any claim by Staff that compulsory
process is necessary in order to obtain such information. Accordingly, because Staff was
required, but failed, to predicate issuance of the CID on a showing that the information

Y Williams v. Taylor, 529 U.S. 362, 404 (2000) (“It is . . . a cardinal principle of statutory construction that
we must ‘give effect, if possible, to every clause and word of a statute.”” (quoting United States v. Menasche,
348 U.S. 528, 538-39 (1955))); New York Currency Research Corp. v. CFTC, 180 F.3d 83, 92 (2d Cir. 1999)
(“Construing a regulation is similar to interpreting a statute.... Our first task is to ascertain the plain
meaning . . ..”).
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sought thereby would not be provided voluntarily, the full Commission should for this
reason alone quash the CID. See Petition, Exhibit A hereto, at 20-23.

C. The CID Does Not Contain the Statutorily Required Description of the
Purpose and Scope of the WHR Investigation, the Nature of the
Conduct Constituting WWC’s and WHR’s Alleged Section 5 Violation,
and How Section S Allegedly Applies to WWC’s and WHR’s Alleged
Conduct

The Petition established that the CID failed to sufficiently describe the nature of the
conduct constituting the alleged violation under investigation and the applicable provision
of law, as required by Section 20(c)(2) of the FTCA, as well as to state the purpose and
scope of the investigation, as required by 16 C.F.R. § 2.6. The CID merely refers to the
January 2008 Resolution for the “Subject of the Investigation,” which resolution is
inadequate to satisfy the notice requirements because such resolution does not even
mention WHR, WWC, or any other Wyndham affiliate or service provider, let alone
describe the conduct of any of these entities constituting the alleged violation, and does not
describe how Section 5 of the FTCA is allegedly applicable to the conduct of any of such
entities. See Petition, Exhibit A hereto, at 24-26.

The Letter Ruling asserts that the January 2008 Resolution “adequately delineates
the purpose and scope of the investigation” because it refers generally to “deceptive or
unfair acts or practices related to consumer privacy and/or data security” and that,
therefore, “[t]here is no need to either state the purpose of an investigation with greater
specificity, or tie the conduct under investigation to any particular theory of violation.”
Letter Ruling, Exhibit C hereto, at 4. It is hard to imagine how the January 2008
Resolution, which purports to apply to any person, partnership or corporation engaged in
or affecting commerce and relates in any way to consumer privacy and/or data security,
provides any principle that might limit or define the purpose and scope of the investigation.
Not only does the January 2008 Resolution fail to reference WHR, but also it was issued
prior to the first of the Intrusions and more than two years before the Staff commenced the
WHR Investigation. The January 2008 Resolution thus in essence purports to be a blank
check for compulsory process in connection with any alleged violation of Section 5 that
relates in any way to consumer privacy and/or data security, authorizing just the type of
abusive behavior that Congress sought to eliminate over 30 years ago. None of the cases
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cited in the Letter Ruling approved of such indefinite, broad language." In each of the
cited examples, the CID, at the very minimum, stated that the investigation was limited to
a particular industry, if not a particular entity, and included reference either to a specific
act or practice under investigation, Invention Submission Corp., 965 F.2d at 1088; Carter,
636 F.2d at 788, or to a specific statutory and/or regulatory provision though to have been
violated in addition to Section 5, National Claims Serv., Inc., 1999 WL 819640 at *2;
O’Connell Assocs., 828.F. Supp at 171. The January 2008 Resolution contains no such
limitations or descriptions.

The Letter Ruling also argues that, because Wyndham has produced documents and
provided other information in response to the Access Letter, has received a proposed draft
complaint, has engaged in settlement negotiations, and has prepared a white paper
regarding its objections to the unlawful settlement terms being insisted upon by Staff, “the
nature and scope of the investigation are quite clear to [Wyndham].” Letter Ruling,
Exhibit C hereto, at 4. The Letter Ruling thus in essence suggests that the sole function of
the notice requirement for a CID is to inform the target of the nature and scope of the
investigation, such that the FTC is relieved from that statutory requirement when the target
has already independently received the required notice. The Letter Ruling is wrong on this
point. Because a CID is not self-executing, it may only be enforced by order of a district
court. Accordingly, the statutory and regulatory requirements under which the CID itself
must set forth the nature and scope of, and other information regarding, the investigation in
which the CID is issued are intended to ensure not only that the target may gauge the
relevancy to the investigation of the CID’s requests but also that a reviewing court has

15 See National Claims Serv., Inc., 1999 WL 819640, at *2 (“the FTC stated the subject of investigation as
unnamed business opportunity firms who sell ‘business opportunities ... to consumers [and] have been or are
engaged in unfair or deceptive acts or practices in violation of 16 C.F.R. 436 and/or Section 5 of the Federal
Trade Commission Act.””); O’Connell Assocs., 828 F. Supp. at 170-71 (CID referred to resolution
authorizing compulsory process “‘[t]o determine whether unnamed consumer reporting agencies or others are
or may be engaged in acts or practices in violation of Section 5 of the Federal Trade Commission Act ... and
of the Fair Credit Reporting Act [FCRA].””); Invention Submission Corp., 965 F.2d at 1088 (CID stated
investigation’s purpose was “[t]o determine whether Invention Submission Corporation ... may be engaged in
unfair or deceptive acts or practices ... including but not limited to false or misleading representations made
in connection with the advertising, offering for sale and sale of its services relating to the promotion of
inventions or ideas ... [and] to determine whether Commission action to obtain redress of injury to consumers
or others would be in the public interest.”); Carter, 636 F.2d at 788 (“The Commission additionally defined
the application of section 5 in the Resolution by relating it to the subject matter of the investigation ‘the
advertising, promotion, offering for sale, sale, or distribution of cigarettes. . . .””).



ROPES & GRAY LLP
PUBLIC
Donald S. Clark - 16 - April 20, 2012

sufficient information upon which to make the relevancy evaluation.'® What WHR may or
may not independently understand to be the nature and scope of the WHR Investigation
will provide a reviewing court with no assistance whatever in reviewing the CID’s
propriety under Section 20(c)(2) of the FTCA and Section 2.6 of the Rules of Practice.'”
Rather, a reviewing court will need to refer to the CID itself in conducting that review—an
effort that would prove to be pointless here, given that the January 2008 Resolution
referenced by the CID fails to mention or otherwise reference the WHR Investigation (let
alone its purpose and scope), fails identify the target of such investigation (let alone the
nature of the conduct constituting the alleged violation that is under investigation), and
fails to describe how the provision of law cited therein is applicable to such conduct.
Accordingly, there is literally nothing in the CID upon which a reviewing court could rely
in order to determine that the CID is consistent with the statutory and regulatory
requirements. This failing therefore requires that the CID be quashed in its entirety.

Moreover, Wyndham disputes the Letter Ruling’s assertion that the prior history of
the WHR Investigation somehow adequately notified WHR of the purpose and scope of
the WHR Investigation. For example, there is nothing in the document production or other
responses to information requests by Staff that would support the Staff’s expansion of the
investigation to include the information security practices at WWC, WHG, or WHM.
Indeed, because the information technology assets of such entities were physically distinct
and logically separated and because the forensic evidence shows no proof of such entities
being impacted by the Intrusions, there is no basis for an allegation that customer data at
any such entities was ever at risk of compromise in the Intrusions or that such entities ever
suffered from information security deficiencies. Petition, Exhibit A hereto, at 4. WHR
never received any documentation from Staff advising WHR that the WHR Investigation

16 See, e.g., Texaco, 555 F.2d at 874 (“The relevance of the material sought by the FTC must be measured
against the scope and purpose of the FTC’s investigation, as set forth in the Commission’s resolution.”)
(emphasis added); ¢f S. Rep. No. 96-500 at 1125 (“The adoption of this provision is intended to limit the
practice of the Commission of giving a vague description of the general subject matter of the inquiry and
provides a standard by which relevance may be determined.”) (emphasis added); Operating Manual §
3.3.6.7.4.1 (“Investigational resolutions must adequately set forth the nature and scope of the investigation.
The statement may be brief, but it must be specific enough to enable a court in an enforcement action to
determine whether the investigation is within the authority of the Commission and the material demanded by
the compulsory process is within the scope of the resolution.”) (emphasis added).

'” Indeed, nothing in the statutory or regulatory framework, legislative history, or case law (including the
cases cited in the Letter Ruling) support the proposition that communications and prior dealings between the
parties may be used to correct an otherwise deficient notice. Indeed, just as the target of an investigation
cannot rely upon statements by the Staff to support a narrower interpretation of the scope of the investigation,
see FTC v. Invention Submission Corp., 1991 WL 47104, *2 (D.D.C 1991), aff’d 965 F.2d. 1086 (D.C. Cir.
1992) (“[w]hen a conflict exists in the parties’ understanding of the purpose of an agency investigation, the
language of the agency’s resolution must govern.”) (emphasis added), the Commission is similarly restricted
from relying upon such understanding to support its interpretation of the language of the CID or otherwise to
correct a deficient notice.
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had been expanded to the information security practices at such entities, and neither WWC
nor any other WHR affiliate ever received any documentation notifying such entity that the
information security practices regarding personal information collected by such entity itself
had become a target of the WHR Investigation. Petition, Exhibit A hereto, at 30. Thus,
even if the Letter Ruling were correct that the FTC need not set forth in the CID itself the
statutorily required information regarding the investigation in which the CID is issued
where the target of the investigation is independently aware of that information, here
Wyndham indisputably was not independently aware of that information, so the notice
contained in the CID regarding the nature and scope of the WHR Investigation is deficient
even under the Letter Ruling’s theory. At a minimum, then, the CID should be quashed
insofar as it seeks documents and information relating to the information security practices
at any entity other than WHR or any Wyndham-branded hotel.

D. The Letter Ruling Fails To Address WHR’s Evidence Demonstrating
That The CID Was Issued for the Improper Purpose of Either
Coercing WHR’s Acceptance of Unlawful Settlement Terms or
Engaging in Premature Litigation Discovery (or Both)

The Petition presented compelling evidence that the CID was issued for the
improper purpose of either coercing WHR’s acceptance of unlawful settlement terms or
engaging in premature litigation discovery. Petition, Exhibit A hereto, at 26-28. The
Letter Ruling disregards that evidence entirely—never mentioning it once. Instead, relying
on a misunderstanding of the factual background of the WHR Investigation that is nowhere
supported in the record and in fact is directly contradicted by the only sworn testimony
contained in the record, the Letter Ruling finds that Staff acted with a proper purpose in
seeking and obtaining issuance of the CID. The Letter Ruling’s finding is unsustainable.
Accordingly, the full Commission should quash the CID in its entirety.

According to the Letter Ruling, the Petition’s compelling evidence that the CID
was issued for an improper purpose (all of which evidence is left uncontested by the Letter
Ruling and accordingly must be accepted as true by the Commission in its review of the
Letter Ruling) is conclusively refuted by the following supposed “facts” (see Letter Ruling,
Exhibit C hereto, at 12)—none of which is accurate:

1. “Mid-investigation, Petitioners expressed an interest in exploring settlement
talks as a means of resolving the matter short of a full-blown investigation and
consequent possible law enforcement action.” That never happened. What really
happened was that Staff, not WHR, expressed an interest in settlement so that Staff would
not have to complete its investigation, which by that point was already “full-blown” by any
standard, having cost WHR millions of dollars and having resulted in Staff’s receipt of
more than one million pages of documents and complete answers to all of its
interrogatories.
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2. “At Petitioners’ request, staff voluntarily allowed them to suspend their
production, in order to reduce the burden on Petitioners.” That never happened. By the
time Staff raised the possibility of settlement, WHR had already completed its production,
at least as far as WHR was concerned. The only issue that remained on the table at that
point regarding Staff’s investigation was Staff’s request (which WHR was prepared to
negotiate) that WHR supplement its response to the Access Letter in two (and only two)
ways: by (1) reviewing the ESI of additional custodians for documents responsive to the
Access Letter’s “all documents” requests and (2) advising Staff of any disagreements
WHR had with the findings and conclusions contained in the forensic reports regarding the
first and second Intrusions that were prepared on behalf of the card brands. Staff and
WHR agreed to table that issue—and only that issue—during the pendency of the parties’
settlement negotiations. Thus, throughout the parties’ settlement negotiations, Staff
continued to request, and WHR continued to comply with, other requests Staff made for
discrete documents and pieces of information that had not been included in WHR’s
original response to the Access Letter (almost always because they were not called for by
the Access Letter’s requests).

3. “But staff also advised Petitioners that they would resume their investigation
should settlement talks fail.” That never happened. What really happened was that Staff
advised WHR that should settlement talks fail, Staff reserved the right at that point to
renew its request that WHR supplement its response to the Access Letter in the two ways
set forth above—and only in those two ways. Prior to WHR’s rejection of Staff’s unlawful
settlement terms in September 2011 and WHR’s s<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>