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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION %
OFFICE OF ADMINISTRATIVE LAW JUDGES

DOCKET NO. 9357

In the Matter of
PUBLIC

LabMD, Inc.,
a corporation,

THIRD-PARTY FORENSIC STRATEGY SERVICES, LL.C MOTION FOR
PROTECTIVE ORDER REGARDING COMPLAINT COUNSEL’S SUBPOENA 4D

TESTIFICANDUM & SUBPOENA DUCES TECUM
Pursvant to Commission Rule 3.31, 16 C.F.R. § 3.31, Commission Rule 3.31A(e), 16
CER. § 3.31A(¢), and Commission Rule 3.34(c), 16 C.FR. § 3.34(c), Third-Party Forensic
Strategy Services, LLC (“LLC”), by and through counsel, hereby moves the Administrative Law
Judge (“ALJ”) to enter a protective order quashing Complaint Counsel’s subpoena ad
testificandum and subpoena duces tecum served upon him.
INTRODUCTION
Forensic’s employee, Scoit Moulton (“Moulton™), serves as LabMD’s consultant with
regard to the instant litigation, and the litigation it previously initiated, but which has now
concluded, against Tiversa Holding Corporation (“Tiversa™). Complaint Counsel’s subpoenas for
testimony and documents served upon Fotensic are in contravention of the terms of the
Engagement Letter between Forensic and LabMD, and thus these subpoenas should be quashed.
Moteover, Forensic incorporates by reference the arguments made by Respondent LabMD in its
recent Motion to Quash and Motion for Protective Order as further reason that the subpoenas

served upon it should be quashed.
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FACTS

A, LabMD retained Forensic as a consultant in anticipation of two separate pieces of
litigation: (1) the instant action, and (2) LabMD v. Tiversa.

Forensic employs Moulton as a computer forensic specialist.  See

http://www.forensicstrategy.comv/index.htm. On July 20, 2011, Respondent LabMD retained

Moulton, by way of Forensic, as a consultant in anticipation of two separate pieces of litigation.
(Forensic Engagement Letter “Engagement Letter”, attached hereto as Exh. A). The first piece of
litigation is the instant one, i.e. In the matter of LabMD, Inc., hereinafter referred to as the “FTC
Litigation.” The FTC Litigation includes the FTC’s initial investigation of LabMD which began
‘as eatly as January 19, 2010. The second piece of litigation is the suit LabMD filed against
Tiversa and others, styled LabMD v. Tiversa et al., No. 2011-CV-207137, hereinafter referred to
as the “Tiversa Litigation.” Both cases center around P2P technology, and Forensic was alel“cedv
by LabMD that Moulton’s analysis would be critical for LabMD to support its claims against
Tiversa and to defend itself against the FTC. (Affidavit of Scott Moulton, dated Dec. 11, 2013,
attached hereto as Exh. B). |

Specifically, Forensic was engaged to “examine equipment, computers, tapes, hard
drives, etc. provided [by LabMD and to report its] findings . . .” (Exh. A at 1). The Engagement
Letter makes clear that “[ajny and all work products which [Moulton] produces™ in connection
therewith is LabMD’s “property...and shall not be expressed in any form to any other party
without the express written consent of” LabMD. Id. Forensic further obligates itself to “take all
reasonable and necessaty steps” to prevent disclosure or use of any “Confidential Information”

acquired from LabMD, including but not limited to “all information (whether or not reduced to
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writing) received or acquired by...incidental to the property, business, undertakings, or affairs
of” LabMD. 7d. LabMD has not waived the protections of the Engagement Letter.

B. LabMD sued Tiversa, and utilized Forensic’s Affidavit to oppose Tiversa’s Motion
to Dismiss.

LabMD initiated the Tiversa Litigation against Tiversa in Georgia state court on October
19, 2011. (Complaint attached hereto as Exh. C). This suit was removed to the Northern District
of Georgia on Januvary 12, 2012 and Tiversa moved to dismiss. Forensic, and more specifically
Moulton, was asked by LabMD to execute an affidavit in support of LabMD’s opposition to
Tiversa’s Motion to Dismiss. (Affidavit of Scott Moulton in Tiversa Litigation, dated Jan. 12,
2012, attached hereto as Exh. D). Specifically, the affidavit was utilized to support LabMD’s
proposition that the Defendants’ actions constituted tortious acts within the state of Georgia, and
that its Complaint should not be dismissed on jurisdictional grounds. (LabMD Response to
Motion to Dismiss, at 6-7, attached hereto as Exh. E).

The U.S. District Court for the Northern District of Georgia subsequently granted
Tiversa’s motion to dismiss and LabMD appealed. The Eleventh Circuit affitmed the district
court’s dismissal. As LabMD did not file a cert petition, the Tiversa Litigation is now terminated.
Notably, neither Moulton nor any other Forensic‘employee was ever designated as an expert
witness in this case; rather, Moulton was utilized only as a consultant.

C. While LabMD has consulted with Foremsic regarding the instant litigation,
Forensic’s employee, Moulton, has not been designated an expert in the instant FTC
Litigation.

The FTC began investigating LabMD as early as Janwary 19, 2010, and initiated its
Complaint against LabMD on August 25, 2013, As described supra, a primary reason that
LabMD retained Forensic, and more specifically Moulton, as a consultant was to provide

information necessary to LabMD and its counsel to formulate its defense against the FTC. In the
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instant FTC Litigation, Forensic has been made aware that LabMD will not designate Moulton as
an expert witness. Furthermore, LabMD will not seek to elicit testimony from Moulton at trial or
via deposition, and will not seek to introduce the affidavit he executed in the Tiversa Litigation
into evidence. (See Exh. B).

D. The FTC inappropriately subpoenaed Forensic.

On October 24, 2013, the FTC subpoenaed Forensic to provide testimony and produce
documents in the instant litigation. (See Forensic Subpoena packet, dated Oct. 24, 2013, attached
hereto as Exh. F).

The subpoenas duces fecum served on Forensic requests:
All communications between Forensic and LabMD.
2. All documents considered to prepare the affidavit Forensic executed on
January 12, 2012, in the matter captioned LabMD, Inc. v. Tiversa, Inc.,
Docket no, 11-cv-04044 (N.D. Ga.).
All contracts between Forensic and LabMD.
All documents related to work Forensic performed for LabMD.

All documents related to compensation received by Forensic for services you
provided to LabMD.

—
-

O

1d. The documents and testimony Complaint Counsel seeks from Forensic are in contravention of
the terms of the Engagement Letter and compliance with the subpoenas would violate LabMD’s
work-product privitege. Furthermore, as discussed in LabMD’s Motion to Quash and Motion for
Protective Order, the documents and testimony Complaint Counsel seeks from Forensic is sought
in contravention of Commission Rule 3.31A(e).
ARGUMENT

Third-Party Forensic’s motion for protective order against Complaint Counsel is based on
the following arguments: (1) The documents and testimony that the FTC secks from Forensic are
in contravention of the terms of the Engagement Letter between Forensic and LabMD; and (2)

As previously outlined in LabMD’s motion, the documents and testimony that the FTC seeks
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from Forensic are sought in contravention of Commission Rule 3.31(é), which states that “a
party may not discover facté known or opinions held by an expert who has been retained or
specifically employed by another party in anticipation of litigation or preparation for a hearing
and who is not listed as a witnesé for the evidentiary hearing.”

A. The ALJ should not force Forensic to breach its contract with LabMD, and thereby
violate LabMD’s work-product privilege.

As mentioned above, Forensic entered into an agreement with LabMD regarding the
retention of its services. Specifically, Forensic agreed that “[a]ny and all work products which
[Moulton] produces” in connection therewith is LabMD’s “property...and shall not be expressed
in any form to any other party without the express written consent of” LabMD, (Exh.A).
Forensic is further obligated to “take all reasonable and necessary steps” to prevent disclosure or
use of any “Confidential Information” acquired from LabMD, including but not limited to “all
information (whether or not reduced to writing) received or acquired by...incidental to the
property, business, undertakings, or affairs of” LabMD. LabMD has not waived any of its
protections under its contract with Forensic, and has no intention of doing so. If Forensic is
forced to comply with subpoenas served upon it by the FTC, it will be in breach of its contract
with LabMD.

Moreover, if Forensic is forced to comply with the subpoenas, it will produce documents
that are in violation of LabMD’s work product privilege. Forensic was retained by LabMD to
help develop litigation strategies in support of the Tiversa Litigation, and in defense of the FTC
Litigation. (Exh. B and D). Thus, Forensic was retained in anticipation of litigation, and its
consultation with LabMD is protected by thé work product doctrine. Iz re Lab. Corp. of Am.,

2011 FTC LEXIS 30, *9-10 (F.T.C. Feb. 24, 2011)(citations omitted)(emphasis added). If

Forensic complies with the subpoenas, it will not only be subjected to lability to LabMD for
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breach of contract, but also for violating LabMD’s work product privilege. Courts have held that
a subpoena must be quashed by the issuing court if compliance would subject the responding
party “to liability to another person for violating a privilege.” Hackmann v. Auto Owners Ins.
Co., 2009 U.S. Dist. LEXIS 15128, at *2 (S.D. Ohio Feb. 6, 2009). Likewise, the subpoenas
served upon Forensic should be quashed because compliance would subject it to liability to

LabMD for violating its work product privilege.

B. Documents and testimony that the FTC seeks from Forensic are sought in
contravention of Commission Rule 3.31A(e), and should be protected from
production,

Commission Rule 3.31A(e), 16 C.F.R. § 3.31A(e) mandates that “a party may not
discover facts or opinions held by an expert who has been retained or specifically employed by
another party in anticipation of litigation or preparation of hearing and who is not listed as a
witness for the evidentiary hearing.,” To the exient that Forensic’s employee, Moulton, is
considered an expert in the instant litigation, he is an expert consultant. He is not an expetrt
witness, and LabMD will not seek to elicit testimony from Moulton at trial or via deposition.
Furthermore, LabMD will not seek to introduce the affidavit he executed in the Tiversa
Litigation into evidence. (Exh.B). Thus, the FTC is prohibited by the Commission rules from
subpoenaing information from Moulton or Forensic regarding facts known or opinions held
about the FTC Litigation.

CONCLUSION
For the foregoing reasons, Forensic respectfully requests that a protective order is entered

quashing the subpoena ad festificandum and subpoena duces tecum served upon it.




Dated: 12/11/13
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Respectfully submitted,

Elizabeth G. Howard

Georgia Bar No. 100118

Barrickman, Allred & Young, LLC
5775 Glenridge Drive, NE, Suite E-100
Atlanta, GA 30328

Telephone: (404) 252-2230

Fax: (404) 252-3376

egh(@bayatl.com
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UNITED STATES OF AMERICA A
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

In the Matter of DOCKET NO. 9357

LabMD, Ine., PUBLIC

a corporation,

[PROPOSED] ORDER GRANTING THIRD-PARTY FORENSIC STRATEGY

SERVICES, LL.C MOTION FOR PROTECTIVE ORDER REGARDING COMPLAINT
COUNSEL’S SUBPOENAS SERVED UPON IT

This matter came before the Administrative Law Judge on December 11, 2013, upon a
Motion for Protective Order regarding Complaint Counsel’s subpoenas served upon Forensic
Strategy Services, LLC (“Forensic”). Having considered Forensic’s Motions and all supporting
and opposition papers, and good cause appearing, it is hereby ORDERED that Forensic’s Motion

is GRANTED and that the subpoena festificandum and subpoena duces tecum served upon if are

quashed.
ORDERED:
' D. Michael Chappell
Chief Administrative Law Judge
Date:

545632y2
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Forensic Strategy Services, LLG. Phone 770-026-5588
801-B Industrial Gourt Woodstock, Fax 770-826-7089
Georgla 30189 Web  forensicstrategy.com
Engagemaent Lefter

DATE: July 20, 2011

This letler Is {o et farth the temns and objeclives of our proposed engagemant and the nature and
limitatlons of the services vre will provide to your company untll mutually changead.

SCOPE OF WORK

A. Scope Limitations. We will examine squipment, compulers, fapes, hard drives, ef¢, provided
and feports our findings based on any requests. We will creale an unmadified clone of any hard
drives we racelve if necassary for sxamination,

B. Agreed Upon Services, We will work for your flim as a consulling speclalist and a part of
your research staff, All materisl Is confidential betwaen Forensio Strategy and your Company. We
hops {o better meet your expsctations of sarvice by having you clearly identify what items
spacifically you wish revlewed. There Is no guarantee that what you are asking for aclually exlsts
We vill only report on what aclually exists,

Confldantiallly Clauae:
a. The Gllent wishes lo engage the Consultant to provide grant consuiling services

according to this engagement lelter;

b. The Client wishes to identfy lts spacific responsibliities and to provida for confidentiality
of any Information relating to this agresment; and

¢ The Consultanl represents that they are duly licensed as a LLC and valid under the State
of Georgia;

d. Any and all work products which the Consultant producas to fulflil the terms of the
Statement of Work shalt be the propesty of the Client and shall not be expressed in any
form to any other paily without the express witten eonsent of the Client,

e The Consultant and iis dasignate, shall af all imes, both during and after the {erm of thfs
Agreement, take all reasonable and necassary sleps to ensure that both the Consultant,
and any of thelr agents, employees, indapandent Consultants, or othar representatives
mainaln In confidence and do not disclose or permilt disclosure (via any action or
inaction) of any Confidential informatlon fo any entity o ufilize any Confidential
Informatlon, except as may be required to perform the services under this Agreement,

f.  Forthe purposes of this Agreement "Confidential Informalion” shalt include all Information
{(whether or not reducad {o vaiting), recelved or acquirad by the Consultant or any of thelr
agents, amployees, indspendent Constiltants, or other representatives during the term of
this Agreament, or incidental to the properly, business, undertakings, or affairs of:

a. the Cllent; and

b. the Cllents preprietary knowredge with the exceptlon only of information which ls
publlc or hecomas pubfic informatton through no action of tha Gonsultant and
Information wihich Is recelved from another entity lawfully In possesslon of the
information and under no obligation to keep the information confidantial,

o lmmediately upon complation of the servicas provided for hersunder, the Consultant shall
download from its computers and store In a safe jocatlon all orlginals and coples of any
documenialion relaling to said Services and any other Confidential Information in lis
poassssion or control,

Forensic 8Birategy Services Engagement Letter
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Forensic Strategy Serviges, LLC. Phone 770-926-5588
601-B Industrial Court Fax 770-826-7089
Woodstock, Georgia 30189 Web forensicsirategy.com

h. This Agreement shall constitute the sole contract between the Consullant and the Client and shall
commence on the date of signing (below). In the evant of renewsl, the provisions of this
agreement shall govemn unlass olherwise amended in wiiling, signed by both parilas,

FEE SCHEDULE

This letter Is to set forth the tarms and objectives of our proposed engagement and the nature and
limitations of the services wa will provide to your company until mutually changad.

A. Professlonal Fees. The engagemen! fee for these servicas vill he $3000. This
engagement will reserve 10 hours of my ime and Is non-refundable and all ltems will be
billed agalnst ihis {rcluding ddve ime, review time, examining evidence, ele. Following
the 10 hours all ime will be biiled at the professional fae of $300 an hour plus expenses,

B. Ifthere are any additfonal materlal needed, such as hard dives, pholes, alc there will he
an additional charge for thoss ltems and you will be hilled for them,

C. Ifthere s anaed for dala ta be stored; there will be & charge for each hard diive
necessary. Any additional research nesded after Intial assessment will also he billed at
the hotuly rate provided Forensie Stealegy Services LLG (‘Forensle’) has exceaded the ten (10)
haurs of work oullinad In Seclion A above. In the event Forensic has not exceaded the ten (10)
hours of work outiinad In Secllon A above, Fortensle will apply any research needad after the
Initial assessment ta the ten (10) hours of time provided for in Sectlon A abave and then bilt client
at the applicable hourdy rate. Any additional time fo be billed o ¢llent In exceas of tha ten (10)
hours of lime provided for in Section A above must he first approved by Client,

D. Any addilional items neaded after the Initial image, and index and baslc review and
phone call reporiing the findings wiil ba charged at $30D per hour and the cllent wili be
Informad af what peint that bagins. Any addifional time {0 ba bifled {o cllent In excass of the ten
(10) houss of ime provided for In Section A above must be first approved by Client.
E. 1i Seolt Moulton or anyone from Forensic Sirategy Services or representative of the
company in any way is called by any party in raspanse o this agreement for any reason,or
subpoena for any reason due fo this engagement, you as the parly are responsible for all iime
and expenses. These items will he billed {o you at $300 an hour and 1o he prepald in advance of
testimony at a cost of reserving each day af $2000 per a day to alleviate any time including
walllng, or preparation, or tesfimony on the stand.
B. Factors Affecting Your Professlonal Fan. Professfonal feas will be based upon several
factors; the most Important of which Includes time and labor Invelved, skiil requisite to perform the
professional services properly, and any spacial circtimstances imposed,
There are additional costs for storage of data and equipment. This Is dependant on the ameunl of data
and number of sysiems needing lo be stored and maintained. These prices will vary In accordance with
the ltems and will he discussed as needed.
C. Direct Bxpenses. Addillonal charges for computer services, fax transmissions, report
praduction, and eut of pocket costs, Including travel costs, will be added to our professional fees,
There are additional charges for color decuments and color coples. Such charges are in addition
- {o any estimated fess given and will ba due and payable upen presentation as blifed.

TERMINATION

Right to Terminate. Elther parly may terminate this ralalionship at any tme by any form of vritten
nolification Including emall with conflmmation by both parties.

LIMIT OF LIABILITY

Both parties agree ihat Hiability hereunder for damages, regardiess of the form of action, shall not excesad
the tota) amount pald for the sarvices described herein. This shall he elther pany’s exclusive remedy.

Bolh partles further agree that nelither party shall be lable for any lost profils, or for any elalm or demand
againat It by any other party. In no event will either parly be liabloe for Incldental or consaquenﬁal damages

even If It has been advised of the possibility of such damages,
No acllon, regardless of form, aslsing out of the services under this agreement, may be braught

Forensic Strategy Services Engagement Letter [REGlelNA




PUBLIC

Forensic Stratagy Services, LLG, Phone 770-926-5688

§04-B Industrial Court Fax 770-928-7088

Waoodstock, Georgla 307188 Webh . forensicstrateay.com
hy elther parly more than one year after the date of the last services provided under this agreement.
APPLICABLE LAW

This engagement {etler shall be governad as {o valldity, Inlerpretation, consteuction, effect and In all other
‘respecis by tha laws and dacislons of the slate of Gaorgia, lin the event of commennement of any legal aclion
regarding any term or condillon of this engagement such actlon by agreement Is 10 be subjeet to the Jurisdiction
of the courts of Gaorgla,

GCOMPLETE AGREEMENT

This letter comprises the complete and exelusive slatement of the agreement between the parlies, superseding
all proposals oral ar written and all other communications between the parlles. If any provision of this lefter is
determined {0 he unenforceable, all othar provisions shall remaln in force. tf you have any questions of concems
regarding this engagement letter or deafrad services, Pleage conlao! us at the above address.

Accepted for Forensic Siyatég 24 c,‘%/
[ 2
‘Date:
Print Name:
Title: ‘P

e A

Forensic Strategy Services Engagement Letter




UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

- )
In the Matter of )

) Docket No. 9357
LabMD, Inc. )
)
)

FIDA, rSCOTT MOULTO
LEE LS 302

The Affiant, Scoft Moulion, having been duly swom, herby states and alleges as follows:

I.. My name is Seott Moulton; and I am a computer forensic specialist and the CEO
of Forensic Sirategy Services, LLC (“Forensie™), I have personal knowledge of the maiters
discussed and alleged herein,.

2. On July 20, 2011, LabMD, Inc. (“LabMD”) retained me as a consultant in
anticipation of litigation to aid it and jis attorneys in responding to an investigation initiated by
the FTC, as well as any potential Htigation that could result against LabMD by the FTC.

3 I was also hired to provide analysis and information necéssmy to LabMD and its
counsel to formulate lifigation. strategies in support 6f its claims against Tiversa Holding
Corporation (“Tiversa™).

4, LabMD sued Tiversa in Georgia siate court on October 19, 2{)11 in the case styled
LabMD v. Tiversa, et.al, No. 2011-cv-207137, bereafter reforred to as the “Tiversa Litigation.”

5 The FTC initiated the instant Jitigation against LabMD on August 25, 2013,

6. I exeented an affidavit in the Tiversa Litigation to support LabMD’s proposifion
that Tiversa and the other defendants committed tortions acts in the state of Georgia, and thus the

case should not be dismissed on jurisdiciional grounds,

PUBLIC
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7. 1 have been made aware that LabMD will not designate me or Forensio as an
expert witness in the instant litigation, Moreover, LabMD will not seek to elicit testimony from
-me or Forensic at trfal or via deposition, and will not seek to introduce the affidavit that 1

execnted in the Tiversa Litigation into evidence.

FURTHER AFFIANT SAYETH NAUGHT. Q@ éi

scotrMobeON ™
Countyof Ohecohee, )
) ss
Georgia )

The foregoing instrument was acknowledged before me this 11th day of December, 2013, by

SCOTT MOULTON, of Forensic Strategy Services, Iny .
W % dommond

m—(o. M Simmons
Notaxy Publie

N\lllln”, G (,(
o *%“ Sl o, My Commission expires: éﬂa l;,& l
> -

}
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Case 1:11-6v-04044-JOF Document 1-1  Filed 11/23/11 Page 2 of 151

b
QoPY,
INTHB SUPERIOR COURT OR FULTON COUNTY
STATE OF GEORIGA
LABMD, JNC,, a Georgla Corporation, )
) .
Pladntiff, ) CIVIL ACTION
. ) RILENO; - 7t
; " ) B0l 207137
! ' )
§ TIVERSA, ING; a Pennsyivania Corporation, ) (i
TRUSTEES OF DARTMOUTH COLLEGE, and ) BT OREE "
l M. BRIC JOHNSON, ) U430 IN OFFICH
X ) ) .
. Defendants, ) 0CT X9 200
! ' COMPLAINT
i Plaintiff LabMD, Ine. ("Plaintif®” or “LabMD”} hereby flles this Complainl

against Tiversy, Inc, a Ponnsylvanin Corporation (“Tiversa”), Trustecy of Dasimouth
Coflege ("Dartmouth”) amd M. Tirle Johnson ("Johmson”) {Tiversa, Dayhnouthy and
Johnson collectively referved to heveln as “Defendants”) to show this Honorable Court
the following: . '
PARTIES, VENUE, AN JURISDICTION
1

LabMD , e, Is a domestic corporation organized undor the Jaws of the State of

Georgla with a priucipal office address of 2030 Powess Ferry Road, Buikding B0, Sulle

520, Atlanta, Georgla 30339,

PUBLIC
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Case 1:11-cv-04044-JOF Document 1-1  Filed 11/23/11 Page 3 of 151

2,

Defegdant Tiversa, Inc. s a corpuration organized under the laws of the State of
Pennsylvania. Defendant Tiversa can be sexved with process through Robert Boback,
Tiversa’s Président, at 144 Bmeryville Drive Svite 300, Cranberry Township PA 16066

3,

Defendant M, Bele Johnson Is an jndividudl over the age of 18 and can be setved
wlth process at Tuck School of Business at Darimouth College, 100 Tuek Hall, Han.over,
New Hampshire 03755,

4,

Defendant Trustees of Dartmouth College are organized according to the laws of
the state of New Hainpshire and may be sepved with process at 14 S Main Strest 2C,
Hanover NH 03755,

5.

Defendan&s.pexfcrmed certaln actions contained -herein at 1117 Pevimetet Center

West, Atlanta, Fultorn County, Georgla 30338 ("LabMD Office”).
6' .

Defendants took deliberate actions at LabMD's offlce and, as such, created

continuing obligations to Geoxgla residents, including LabMD,
7
Defendant Tiversa solicited buslness from LabMD on six separate occaslons

without any request from LabMD, Solleitatlon One, Solicitation Two, Solicitation Thee,

PUBLIC
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Case 1:11-cv-04044-JOF Document 1-1  Filed 11/23/11 Page 4 of 151

A

Solicitation Four, Solicitatlon Five and Solleitation Six {as defined hesetn) all occurred at

the LabMD Offlce,

. 8'
LabMD's cauges of actlon against Defendants arlse out of and result from
Defendants’ actions within Georgla,
9
Bxercising Jurlsdiction over Defendants 1s consistent with due process notlons of
falr play and substantial justice.
10,
Dafendants transacted business within the State of Georgia,
1.
Defendants conamitted tortious acts within the State of Georgia.
12,
Defendants regularly dlo business in the State of Georga,
13,

Defendants engage in a porsistent course of conduct within the State of Georgla,

2

14,
Defendants derlve substantial revenue from sexvices vendered In the State of

Georgla.




Case 1:11-cv-04044-JOF Document 1-1 Filed 11/23/11 Page 5 of 151

15,
_ Defendants took pexsonal propesty belongtng to LabMD which was In the State
of Georgla,
16,
This Courg hai jurlsdliction Gvet the parties and the subject mattex of this action,
17. '
Venue Is propex in this Coutt,

DHPENDANTS' PATTERN AND PRACTICES
18.

Tiversa provides peer;to-peer ("P2P") intelfigence services to corporations,
government agencles and individusls based on patented technologles that can monttor
over 550 milllon computer users daly,

19,

Requiring no software ot hardware, Tiversa ean search for, locate, copy,
downlond and detetmine the soiivce of a person’s computer files utitizing its “patented
technologies.”

20,

Tivarsa offers a Corporate Breach Protection product which establishes a long-
term, real-time monltoxlng program that detects and yecoyds eustorner-specific
compitter searches, data logs exposures, and corporate Inteliectual property loss on r2r

networks twenty-four (24) hours a day, seven {7) dnys a wiek, three hundred slxty-five

{365) days a year.

PUBLIC
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Case 1:11-cv-04044-JOF Document 4-1  Flled 11/23/11 Page 6 of 151

21,
Tiversa’s patented BagloVislon X1™ tecli'nology globally indexes internet and
file-shaving netwoxks in real-thne.
22
According to Tiversa's website, "Tiversa’s blend of automated, patented
technology and deep experilse, . .enables [it] to pinpoint the disclosure source involved
ini the exposure of data,” |
2.
According to ‘I'iyersa‘s website, as part of a comprehensive breach Investigation,
Tivetsa tan conduct an in-depth network sean to detexmine flle proliferation actoss P2P
file sharlng networks to identify the location of a parson's computer files, |
| 4
| Detendant Johnson 15 Dixectot of Tuck Schoof of Business’
Glassmeyer/ McNa;nee Center for Digltal Stratagles (“McNaree Center”).
25,
i The Tuck Schéoi of Business Is the business school of Dartmouth College.
26.

Defendant Johnson accepted federal funds fror the Natlonal Tnstitute of
Standards and Techuology, the United Btates Departinent of Justlce, the Unlted States
Department of Homeland Securlty, the Natlona! Sclence Foundatlon and other
fedetal/state/local governments in furthexance of his position as Director of the

McNamee Center and thoge activitles described hererln,
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27,

Defendant Dartmouth accepted federal funds from the National Institute of
Standards aind Technology, the United States Department of Justice, the Unitedl States
Department 6f Homeland Seciity, the Natlonal ¢lence Foundatlon and othér
faders I/state/local governments in furtherance of Defendants’ posttion as Director of
the McNamee Centex and those activitles described herein,

28,

Defendant Tiversa accepted federal furids from the National Institute of
Standards and Technology, the Uniled States Depayiment of Justice, tha United States
Department of Homeland Secuvity, the Natlonal Sclence Foundationand other -
federal/state/local governments in furtherance of jts activitles, including those |

activilies described hereln,

29,
In as eatly as 2007, Defendants worked in concert and intentionally to search the
internet and computer networks for computer flles contalning petsonally identifiable

informatlon,
30,
‘On July 24, 2007, Defendant Johnson testified bafore the Untted States House of
Representatives Committce on Oversight and Goyamnment Reform (“2007 Committee
Hearlng”), In hils testlmony, Defendant]olnison admitted that he, In concert with

Defendant Tivorsa, intentionally posted the text of an e-mail containlng an active Visa

debit aimber and AT phone catd fta musle divectory that was shared via
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LimeWire, Defendants Johnson and Tiversa observed the actlvity on the file and tracked _

lt across P2P networks,
a1,

Defendant Johnson further testiffed In the 2007 Committee Hearing that he and
Tiveisa ’ﬁntentlbnally searched and downloadad thousands of bank-kelated documents
clrctilaﬂng oh the [P2P] networks,” Including, but not Jimited to, bank statements and
completed loan application forris which “contalned enough information to easily
corimit identity theft or fraud,” '

| 32,

Defendant Johnson also testifled during the 2007 Coramittee Heating that he
and Tiversa, in concert, intentionally earched and downloaded " perfoimance
evaluations, customer lis ts, spreadsheets with customer information, and cledrly
marked confidential bank matexfal,”

83,

Duting the 2007 Committee Hearlng, Defenidant Tiversa adrnitted that it
“developsd tedhnology that would allow it to positlon itself throughout the various P2P
networks” and view all searches and Information available on P2P networks, A true

and correct copy of the 2007 testimony from Defendant Tiversa is attached hereto as

Exhlbit A,

PUBLIC
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.
During the 2007 Corititiee Henring, Defendant Tiversa admitled that its
propristary software allowed it to pracess 300 million searches per day, over 170 million

more searches than Google was processing per day, 5¢z Exhibiit A,

35,

During the 2007 Commitiee Fearing, Defendant Tiversa adinittad thatits '
propiletary technotogy allows It to not onfy process all of the gearch requests oves the
futernet but also to view the information available on the networks, Including computet
flles containing personally identiflable information ("PII") and protected henlth
Information (“PHI"). Id.

36,

Dutlag the 2007 Committee Hearlng, Defendant Tiversa admitted that it
intentionally searched for and downloaded computer flles containing “federal and state
identification, ncluding passports, dlver's liconses, Soclal Secutity cards, dispute

leltes with banks, eredit card compandes, insurance companles, coples of credit

" reports--Expetian, TransUnlon, Bquifax, individual bank card statements and credit

card statements, signed coples of health insurance cards, full ¢oples of tax xeturns,
active user names and passwords for onling banklng aid brokerage accountsand .

confidential medlcal historias and reco%*ds." I,

PUBLIC
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387,

In April, 2009, Defenidant Johnsoh, in doncert with Defendants Tiversa and
Dattmouth, published gh atticle entitled Dala Hemorihages b flis Health-Cve Seclor
("Johnson Paper”). A true and correct copy of the Johngon pape Is attached hexeto as
Exhibit B, '

38,

The Johnson Paper was based upon activities “conducted In collaboration with
"Tiversa who hag developed a patent-pending technology that, in real-time, monitors
global P2P shating networks.” See Bxhibit B,

- 3%

The Johnson Paper was paztially supported by the U8, Depertment of
Homeland Security under Grant Award Number 2006-C5-001-000001 uricler the
auspices of the Institute for Information tnfrasteucture Protection (13P). Id.

40,

_ According to the Johnson Paper, Defendants Johnson-and Tiversa initlally
searched P2P networks” looking for files from top ten publically traded health-rare
flems” and “randomly gatherad a sample of shared flles related to health care and those
institutions” {the "Initial Search”), Id

4L

Defendant “Tivers's seryers add software alfowed Uolmsén and Tiversa] to

sample In the four mx;st popular networks (each of which supports the most popular

cHents) including Gnutella (e.g. Limewire, BearShae), PastTrack (e.g,, KaZaA,

9
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Grokster), Atles (Arles Galaxy), and e-donkey (e.g. eMule, BDonkey2K)" according to
the Johtson Paper. id.
42,

Defendants Johnson dhd Tiversa “captured” files contalning PRI or PII duzing
the Inlttal Seatch. Id,

43,

Defendants Johneon and Tlversa admitted to Intentlonally searching for,
downlodding and “matually” analyzing 3,328 computer flles belonging to publically
traded health cave fiums as paxt of the InittalSearch, Id,

44,

Defendants Johnson and Tiversa inientionally searched for, downloaded and
opened patlent-generated spreadshests contalning detalls of medical treatments and
costs, government applications for employment containing detailed background
tnformation, soclal secutity nimbors, datea of birth, places of bixth, mother's malden
name, history of resldences and acquaintances; schooling history, employment history
and other data which, according to Defendant Johnson, “could be used to commnit
medical or financlal Ideritity theft” as part of the Initlal Seaxch. Id.

45,

Defendarits Johnaon and Tiversa wsed the data dowsloaded during the Initlal

Search to Intenttonally seavch for computer filos on computer hosts th‘alt' Defendants

“had found other dangerous data” previausly (the “Second Seateh”). Jd,

10
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46.

During the Second Seatch, Defendants Johnson and Tiversa "found a 1,718-

page document containing patlent Soclal Security numbers, Insurance Information, and

tigatment codes” ("1,718 Rile”), I,
47,
The Johnson Paper included a “redacted excerpt” of the 1,718 ¥le, /.
48,
The 1,718 File was created on a LabMD coraputer,
- .
The 1,718 File was stored on a LabMD computer,
' 50
The 1,718 Bile was the pessonal property of LabMD, Inc.,
51,

Nurerous other computor files contalning PHI and PI were Intentionally
seaeched for, downloaded and opened by Defendants Tlversn and Johnson as part of
the Johnson Paper, Id,

B2,
During an Snterview following the publication of the Johnsen Paper, Defondant
Johnson publically admitted to intentionally searching major computer networks to
locgte computer files m PHI belonging to certain top téh publicly taded

healthcars {irms across the United States,

i
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53,

During an Interview followlng the publication of the ]o};nson Papey, Défendant
Johnson publically admitted to “looking For” eomputer files containing PHIand Pil,

b4,

Duing an Interview followlng the publication of the Johneon Paper, Defendant
Johnzon priblically admitted to fntentionally searching major computer networks in “a
rather casual way,” over a six month p.ﬂﬂod to locate "promising areas,” “places” or
search tayms which would Jeatl to the download of computer flles containing parsonal
health jnformation,

58,

Duting an interview following the publicatlon of the Jolnson Paper, Defendant .
Johnson publically admitted to intentionally downloading and opening computer files
conlaining over 20,000 medical patient records, “and for those patlents, 82 flélds of
Information, not just name, datg, soctal security numbers...but a much moxe detalled set -
of infoxmation, including thelr employer, thelr insurance catrler, the doctor that wag

treating them, fand] the dlagnostic codes that were used.”
56,
On May 4, 2009, Defendant Tiversa testifled before the United States House of

Representatives Subcorimitteg on Commerce, Trade and Consumer Protection ("2009

CIC He;,\‘r}ng"). A true and correct copy of the 2009 CTC Hearlng testimony Is attached

hereto as Buhiblt C,

12
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57,

During the 2009 CTC Hearing, Tiversa testifled that, through the uge of lts
propristary software, It “can sea and detect all praviousty undetected actlvity” and
“where an individual user can only see a very small portio.n of a P2P filo sharing
network, [it] can sée the P2P natwork In Ity entivety in real thue. [t} !ias proaeésed a8
meny as 1.6 billlon F2P dearches per day, approximately 8 times that of web searches
entered fnto Gobgle per dey. "This unique technology has led someé idustry experis
(Inforniation Week) fo refer to Tiversn as the “Google of P2P." Sce Bxhibit C (emphasis
added).

88,

Duxing the 2009 CTC Hearing, Tiversa did a “live demonsiration” utilizing its
propafetaty technology whereby It intentlonally seatched for and downloaded over
276,000 tax returns, I,

89,

Duting the 2009 CTC Hearing, Tlversa testifled that between February 25, 2009
and April 26, 2009, it had “downloaded 3,908,060 files” froin P2P networks, some of
which contained PHI and PHL. Id.

60,
61:1*1:13 the 2009 CTC Heating, Tiversa produced redacted coples of computer

ftles It downloaded from P2P networks containing PHE and PIL Id.

13
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61,

During the 2009 CTC Heatlng, Tiversa produced fheé 1,718 Bile and testifled
about the 1,718 Rlle. 14,

62.

Tivarsa did not redlact the flrst name, date of bleth o group insurance numbey
when it produced the LabMD Bilg at the 2009 CTC Heaxing,

63,

Batween July 13-27, 2009, Defendants Tiversa and Johnson intesitionally
searched for and downloaded approximately 7,911 coraputer files contalning P11
and/or PHI from twenty-five (25) top medical research institutions, Jd,

64,

Between July 13-27, 2009, Defendants Tiversa and Johnson intentlonally
op;aned approgimately 2,966 computer files from twenty-five (25) top medical research
InsHeutlosis, some of wh!ch contalned PH and/or PHI, Including nursing notes, medical
historles, patient diagnoses, psychiatrlc evaluations, letters to patients and spreadsheets
Wﬁ:h patient data, Id,

65,

On Juily 28, 2009, Tiversa appeared bafore thie United States House qf
Representatives Committee on Oversight and Government Reform (2009 COG
Heating”) and testified that it hail the technology to search and download files from
P2P networks even where a company has “the most robust securlty meastres,”

including “Arewalls, antl-viens [sicl, ntruston datection, intrusion prevention, and

14
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encryption.” A true and correct copy of the 2009 COG Hearing testimony Is attached

hereto as Rxhibit D,
66,

Duting the 2009 COG Hearlng, Tiversa Intentlonally searched for and
downloaded tax rektirns ¢ontaining PIE In “live time.” See Bxhibit D,
67, _
Duing the 2009 f.‘O G Hearing, a heating open to the general public, Tiversa
tevedled the soclal security numbers from tax returns bagect L\pon fis “live tirne”
demonstration, Jd,
8,

' Durlng the 2009 COG Hearlng, Tiversa testl-ﬂed that "beghoning in 2008, (it}
developed systems that monttor and Intevact with and within P2P networks fp senrcli for
sensitiv formation, . ” Id,

69,
During the 2009 COG Heatlng, Tiversa testified that it searched foy and
downloaded files containing PIT and PHI as part of a research project, Jd,
70..
Between September 23-October ¥, 2009, Defendanta 1iversa and Johnson
lntenﬁon.a]ly searched for and downloaded computer flles contalninig PII and/or PEI

from medical resaarch institutions,

1
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71,

B Between Ssptember 23-October 7, 2009, Defendants Tivetaa and Johnson
Intentlonally opened computer files from medical xesearch institutions, some of which
contained PIf ancl/or PH, including flles wi.th #ocial secyrlty numbers, dales of birth
-and diagnoses codes,

) DEFENDANT TIVERSA’S SOLICITATIONS AND ACTIONS
S '
. On May 13, 2008, Robert Boback, CEQ of Defendant Tiversa, called LabMD
(the “Tivérsa Call”),
78,

Duting the Tivefsa Call, My, Boback Informed LabMD that he was calling
because he was in possession of a computer file containing patient soclal security
noambers and the computer file belonged to LabMD,

74,

" During the Tivexsa Call, M, Boback told LabMD that the computer file in his

pogsession was the type of file Individuals were searching for on P2P networks,
s, |
‘During the Tiversa Call, Mt. Boback told LabMD that laxge financlal
lnsttmtlons; and roedical insurance companies were belng targeted by individuals

seatching for and downloading computer files containing PHI and PIL

16
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. 78,

Durlng the Tiversa Calf, My, Boback agreed to provide a copy of the computer
file In ita possession to LabMD, .

‘ 7. -

On May 18, 2008 at approxintitely 11:25 AM EST, Defendant Tiversa emalled a
copy of the flle In its possession to LabMD (the “11;25 Bmafi"). A true and correct copy
of the 11:26 ﬁmai! I attached hereto a3 Bxhibit B, -

. 78.
‘Tha file produced In the 11:25 Bmall was the LabMD FRile,
79,

In the 11:25 ematl, Defendant Tiversa agreed to have an enginger review the
computer file b s possesslon to “see when [its] aystems first detected/downilonded the
file from P2P network,” See Bxhibit B (emphasis aclded).

80. '

On May 13, 2008, at approximately 1:22 PM B5T, Mr, Boback again emailed
LabMD (the “1:22 Brall”), A true and covsect copy of the 1122 Binail Is attached heteto
as Bxhibit F, |

81,

In the 1:22 Brall, Defertdant Tiyersa Informed LabMD that “ik chedked back
agalnat the Himeline to sep the date that [it] oxlginally acqulred the file pertaining to
LabMD” and "It appears” that Defendant Tiversa “first downionded the fle on 02/05/08

6t 3:149PM,” See Bxhible F (emphasts added),

17
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82,
In the 1:22 Bmail, Defendant Tiversa lnformed LabMD that lis fgysterns show a
yecord of continued availability for sporadie perlods over thie past manth” but that it

had not attempted to download the 1,718 File again. I,
83,

In the 1:22 Bmall, Defendant Tiversa Informed LabMD that ‘Plversa’s "system
dld not auto~record the IP...most Hkely dug to the limited amount of crlterin fndexed
against the DSP.” Accoxding to Defendant Tiverss, it may “have the actisal source P
address In the data store logs but it was not xeadily available at this point” and it
"ghould be able to get it.but it would take some thne” i,

84,

On May 13, 2008 at approxhmately 213 PM EST, Defendant Tiversa solicited
business frora LabMD (the “Solicitation of Services”), A true and coxvact copy of the
Solicitation of Seivldes Is attached hereto as Bxhibit G,

| 85,

In ﬂ;e Solicitation of Sepvices, Defendant Tiversa offered to “provide
investigative and vemediation services through (lta] Inclilent Response Team” if LabMD
was In need of Defendant Tiversa’s ” profeasional asslstance,” See Bxhibit G,

86. | '

In the Solicitation of Bervices, Defendant Tiversa offered to “lotate and jdentify

the precise source where it downloaded the 1,718 Bile and could ;’idehtify nddi}l'on&;i

dlsclosed flles fro;n that source {of which there ave most likely additional files snca

18
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most individuals are sharing an average of over 100 files pey PC)." Addlllox;ally,
Defendant Tlversa offered to “perforiin a Global Spread Analysls,” Rinally, and
according to Defendant Tiversa, “most importantly, [it could] work to vecovey and
cleanse the sensitive dotuments from the P2 Id, In closig, Defendant Tiversa
offered 16 put LabMDin touch with [Tlversa's] Operafions team? If any of Tiversa's
“gervices [wers] of jnterest” to LabMD, U,
87.
On May 15, 2008 at approximately 484 AM EST, LabMD asked Defendant

Tivexsa for spedific information regarding the médris It gearched for and downloaded

the 1,718 File, Defandant Tiversa informed LabMD that dny information regarding the

means by which it acquired LabMD's file "would requixe a professional setvices
agreement” and that there wera “many moxe necessary beneflts to a proper
investigation” by Defendant Tivarsa (the Second Solicitation”). A true and correct copy
of the Second Solicitation is aftached hersto as Bxhibit H,
88,

On May 22, 2008, without promptlivg o contact from LabMD, Defendant |
Tiversa gent an email to LabMD Indicating that “it continued to see people searching for
the file in question on the P2P n;alwork" and that Defendatit Tlversa’s system "recofded
that the file still exlats on the network. , , although [1t] had not aliempled to dowrilond
asiother copy.” Defendant Tiverse agaln sollclted business from LabMD and asked

LabMD Jf it needed “soma asslstance” and again offered Tiversa’s “Incldénce Response

19
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Bervices” (the Third Sollcltatlon”). A true and correct éopy of the Third Solicitation Is
attached hereto as Bxhibie 1
‘ 89,

In the Thixd Solicitation, Defendant Tlversa outlined the costs, turn avound
time and potentlal outcome that £abMD could &xpact if it engaged the serviges of
Defendant Tiversa, Id, .

90,

On May 23, 2008 at approximately 10:08 AM EST, Defendant Tiversa
teansmltted a setvices agreement and confidentiality agteement to LabMD, Id. A true
and correct copy of the Setvlces Agreement arid Confidentiality Agveéwent ave attached
hereto as Exhiblt J.

91.

On May 30, 2008, Defenlant Tiversa soliclted the buginess of LabMD for a
" fourth time and informed LabMD that i the terms of the Sarvices Agreement and
Confidentiality Agresment were acceptable to LabMD, Defendant “Tiversa should get
star:ed ylght away due to the sensitivity of the file” that wag in lts possession and
further loformed LabMD that the “title of the file [in its possesston] had ‘Insurance
aging’ Inlt, shich is belng highly sought after” (the “Fourth Solicltation”), A true and

coract copy of the Poiwth Solicitation s attached hereto as Bxhibe K.

¥ A'serles of emall exchanpes are contained fn Bxhibit | for the Cowt's conventonce, Tho Nvst swiall LabMp
recelved from Defendant Tiversa, dated May 22, 2008 at 3:22 M BST is coritalied orl pagé 3 of 4 of Bxhiblt )
and the enall exchangs continugs [ revarse chronofogleal order based upon this st commyntcatioh

20
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92,

On June 6, 2008, Defendant Tlversa soliclted business from LabMD for a fifth
time (the “Fifth Sollcitation”). A true and corréct copy of the Fifth Solicltation is -
attachéd hereto as Bxhibit L.,

%.
In the Fifth Solicitation, Defe'miant Tiversa stated the followlng;

I'hope this email finds you doing well. 1 wanted to follow-up with you
as I have not heard anything regarding the disclosure at LabMD Iam
not stire if you caught the recent press about Walter Reed Army Medical
Center having a disclosure of over 1000 patents SSNs ete. The story of
the disclpsure has been pickad up by over 200 publications Since then,
we have sesn the usual increase iIn mearch actvity on the P2R

_ (presumably media) in attempt Jsic] to find this and other informatlon of
this type  Glven thig fact, we should move to remedlation very quickly
JE you have been able to locate the source of the disclosure inteenally, that
would be helpful The file, however, will most likely have begn alveady -
taken by secondary disclosure points which will need to be fourid and
remediated. Please let me know if you need assistance,

See Exhibit L,
b4,

On July 15, 2008 at 10:03 AM BST, Defendant Tiversa sollcited business from

LabMD for a sixth thne and stated the following:

I waited to follow-up with you regording the breach that we discussed
saveral weeks ago, We have continued o see individuals searching for
and downloading coples of the file that was provided, , .itis Important to
note that LabMD Is not the only company that has heen affetted by this
type of breach, This Is widespread problem that affects teris of thousands
of arganlzations and filtions of individuals, .1 am not suye € you tead
the Washington Post, but there was an [alc] front page avticle last week
Involving a widely reported file sharlng breach of Supreme Coutt justice

21
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Stephen Brayer's SSN and personal data, Wagner Resoutces, the
Inv?stmcnt firm vesponsible, took Immedlate action to solve the problem
which resonated with the affected individuals. In fact, many of the
Individuals whose information was disclosed contacted the owner of the
firm o say that HE was the victim of this xelatlvely unknown, although
dangerous, security risk, :
(the “Seventh Solicitation”). A true and correct copy of the Seventh Solicltation fs
attached hereto as Exhibit M,
9.
In response fo the Sixth Soficltation, LabMD directed Defendant Tiversa to
LabMD's attorneys.
96.
On September 30, 2010, LabMD, through the underslgned, demanded return of
the 1,718 Pile from Defendant Tiversa. A true and cotrect copy of the September 30,
2010, corvespondence from LabMD to Defendant Tiversa Is attached herato as Bxhibit
N
97
On September 30, 2010, LabMD, through the undersigned, demanded retuin of
the 1,718 Rile from Dafendant Johnson, A true and correct bopy of the September 30,

2010, correspondencé from LabMD to Defendant Johnson s attached hereto as Bxhibit

.O,

22
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98,

On September 30, 2010, LabMD, thiough the undetsigned, demanded return of
the 1,718 Pile from Defendant Dar!mbqth. A true and coxredt copy of the Septeniber
80, 2010, coerespondence from LabMD to Defendant Is attached heteto as Exhiblt P,

99,

Defendants Johnson and Dartmouth contlnue to finatclally benefit from the

‘seatching for, downloading and opening of computer flles contalning PEI and PIl from

thied parties.
100.

Defendants Jolinson and Dartmonth dlscussed all of the actlvities referenced
hereln in a 2011 paper presented at the 44 annual Hawal} International Conference on
System Belonces entitled Wl HITECH Heal Pattent Dota Hemorrlnges, A true and
cotrect copy of the Hawall International Conference paper Is attached heteto as Bxhiblt
Q

101,

Defendants Johnson and Dartioiith discussed the activitles referenced hereln in
an axticle entltled Usnbillty Faeilures and Henlihicare Data Fentorruges published In the
Maxch/ April 2011 fssue of the JBEE Sgeurlty and Privncy maggzive. A true and cotrect

copy of the JEEE artlcle is attached herctoas Bxhibit R,
102,

Defendants recelved federal funding and used federal funding to pexform the

activitles refererced hereln,

23
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103,
As of Octobor 13, 2011, a link to the Johnson Paper appeats on the Tuck
homegagé on-the world wide web along with links to Johnson's other articles
4 referenced heteln, A true and correct copy of ascreenshot of Tuck’s homepage taken
on QOctobey 13, 2011, Is attached hereto as Bxhibit 5,

COoU s COMPUTER FRAUD AND ABUSE ACT (18 USC 8 1030
{Defendants Tivarsa and Johnson Only)

104,
LabMD realleges the allegations contained in Paragraphs 1-103 as though
stated hereln verbatim,
105,
LabMD's computers ave used in and affect interataté commerce,
106
Defendant Tiversa intentlonally accassns LabMD's computers and networks
and downloaded the 1,718 File without authoxzatlon,
_ 107,
Defendant Tiversa exceaded any authorlzations, If any, It had to access
£.AbMD's computers and hetworks and downloaded the 1,718 Pile,
108,
Defendlant }o‘lmsbﬁ intentionally accesses LabvD’s computers and networks

and downloaded the 1,718 File Mﬂmut authorlzation,

24
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109,
Defeéndagt Johnson exceeded any atzihorlzétions, }f a1y, it had to access
LabMD's networks and compuiters, ‘ |
110,
Defendant Tiversa trandmitted the 1,718 File across state lines In the
furtherance of interstate commetce,
1.
Defendant Johnson transmitted the 1,718 Bile across state lines in the
furtherance of interstate comraerce.
12
Defendant Tivérsa acaessed LabMD's computers and networks with the Intent
toextort money from LabMD,
us,
Defendant "Tiversalmpaired the confidentlality of information obtained from

LabMD’s computers without anthorlzation or by exceeding any authorized access, to

the extent any aulhoriznl;ldn existed,
114,
Defendant Tiversa demanded and/or requested money or other thing of value
from LabMD during the Fitst, Second, Third, Fousth, Eilth and Sixth Solicltation,
| 115,

Tiversa's deinands and/ or xequesis for money or other things of value were a

diveet xesislt of Tlversa’s download of the'.,718 File.
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216,
Tiversa downloaded the 1,’)18 File from LabMD's computer in order to
facilitate the extortion of money and/or items of value from LabMD.
117,
LabMD suffered and continues to sulfer damages as a vesult of the above

actions it an amount to be proven at trial,

COUNT II: COMPUTER CRIMES (0.C.GA, 16-9-93)
{Defendants Tiversa and Johnson Orily)

118,

LabMD realleges the allegations contained in Paragraphs 1 through 117 as
though stated hererin verbatim,
119,
0.C.G.A, 16-9-93(a) provides that “[a]ny person who uses a computer or

computer network with knowledge that such use is without authoxlty and with the

jntention oft (1) Taking or apprapsiating any property of anothier, whether or not with

the intention of depriving the owner of possession, , fo1] (3) Converting property to

such pexson's use in violatton of an agreement or other known legal obligation to make

8 speclﬂed application ot disposition of such property shall be guilty of the erime of

coraputer theft,
120!

O.C.G.A. 16-9-93{c) provides that “any petson who uses a computer or

computer network with the Intention of examlning any employment, medieal, salavy,

26
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eredit; or any other financial or personal data relating to any other person with
kpow!edge that auch examinaﬂonA s without authoﬂfy shall be guilty of the ctime of
computer Invasion of privacy.”
121,
O.CG.A. 16993 ()(1} provides that ;’any person whose property or person Is
Injuredt by reason of a violatlon of any provision of {0.C.G.A. 16-9-93} mny sue
therefore and recover for any damages sustaned and the costs of sujt.”
122,
Defendant Tiversa used a computer network to search for, download, open
and diszeminate the 1,718 Bile,
123.
Defendant Tiversa knew that the searching for, downlonding, opening and
dissemination of the 1,718 Bile was not suthorlzed by LabMD,
24
Defendant Tiversa took LabMD's personal property.
128,

k]

Defendant Tiversa obtalned LabMD's personal property by a deceitful means

and art{ul practice,

126.
Defendant Tiversa usad a computer and/or computer network with the
intention of examining employment, medical, salary, credit, and other financial or

personal data relating to thivd parties.
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128,

Defendant Tiversa searched computer networks searching for, downleading,
vpeniiig and dissemination LabMD computer fles containing employment, medical,
salaty, cvedit, and other financlal gr personal data on numerous occasions.

129,
Defendant Johnson used a sompiter network to search for, download, opexi
and disseminate the 1,718 File,
130,
Defendant Johnson knew that the searching foy, downloading, opening and
digsemination of the 1,718 File was not authorlzed by LabMD,
131, '
Defendant Jolmson took LabMI)'s personal property.
132,

Defandant Johnson obtalned LabMD’s personal property by a deceltful méans

.and artful practice,

138,
Defendant Johnson used a computes and/or computer netwotk with the
intention of examining employment, medical, salaty, credit, and other finanelal or

personal data relatlng to thixd parties,

28
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184,
Defendant Johnson searched computer networks searching for, downloading,
opening and dissemination of LabMD computer files contalning employment, medical,
salaty, evedit, and other financlal or parsonal data on nunieious occasions,
135,
Defendants Tiversa and Johnson committed computer theft,
136,
Defeudantp Tiversa-and Johnson committed eomputer invasion of privacy.
137,
As a result of Defendant Tiversa and Johason's actlons, LabMD has suffered

damages in an amount to be proven at tilal,

- COUNT Il CONVERSION
{As to All Defendants)

138.
LabMD realleges thé allegations contained in Pavagraphs 1 through 197 as
though-stated verbatlm heretn., |
139,
The 1,718 Mle fs owned by LabMD,
' 140,

Defendant Tiversa is In possession of the 1,718 Bile,

29
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‘ 141,
Dafendant fiversa Is not authorized to assume the right of oWneréhlp over the
1,718 Ble, -
142,
The appropriation of the 1,718 File by Defendant Tiversa was not authoxlzed by
LabMD. |
143,
Defendant Johnson is in possession of the 1,718 Hile,
144,
Defendant Jolmson is not authorlzed to assurna the right of ownership over the
178 Rle, |
145,
The appropriation of the 1,718 File b& Defendant Johnson was not authdﬁzed by
LabMD.
146,
. Defendant Dartmouth Is In possesslon of the 1,718 Tite.
147.
Defendant Dartmouth Is not authorlzed to agsume the ¥ight of ownership over
the 1,718 File.
148,

The appropriation of the 1,718 File by Defendant was not authorized by LabMD, -
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149.
LabMD informed Defendants that the '1,713 File belotiged {0 LabMD, See
ExhibltaN, Oand P, |
' 150,
LabMD demended retutn of the 1,718 File from Deferdants,
181,
Defendants have not xatutned the 1,718 File to LabMD,
152,
As ayesult of Defendants’ actlons, LabMD has been damaged tn.an amourit to

be proven at trial,

COUNTIV: TRESPASS
(Asto All Defendants)

153.
LabMD realleges the allegatlons contained in Paragraphs 1 through 152 as
though stated herein verbatim, '
184,
* Defendants have unlawfully abused LabMD's personal property,
165,
Defendatits have damaged LabMD's parsonal property.
- 188,
As 8 result of Defendants’ unfawful abuse of LabMD's pesonal property,

" LabMD has been damaged n an amount to be proven at trlak

a1
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Ve

COUNT ¥: PUNITIVE DAMAGES

(As to All Defgp'dams:
' 157,

LabMD realloges the allegations contaned in Paragraph 1 theough 156 as

-though stated hereln verbatim,

158,

Défendants’ actlons deserlbed hereln constitute willful misconduct, malce,

fraud, wantonness and oppression,

159,

_ Defendants’ actions hételn constitute a want of care which would ralse the

presumption of a consclous Indifferance to cofisequences,

160.

LabMBD Is entitled to punltive damages from Defendants in an amount to be

proven at frlal.

WHEREFORE, LabMD prays for the following retiel:

e
)
©
@
@
®

proper,

Judgment agalnst Defendants as outiined herein;

Damages in an amounit to be determined at trlal;
Bxemplary damages in an amount to be determined at trlal,
Attorney’s foes and costs assoclated with this Htlgation;

A tidal by jury on the issues ou}lfned hereln;

All such ofher and further réllef as the Court deems just and

32
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
|
| LABMD, INC., )
)
Plaintiff, )
) Civil Action
\L ) :
} File No. 1:11-cv-04044-JOF
TIVERSA, INC, TRUSTEESOF )
DARTMOUTH COLLEGE, M. )
ERICJOHNSON, )
)
Defendants. )

AFFIDAVIT OF SCOTT A, MOULTON

Personally appeared before the undersigned officer duly authorized to

administer oaths, Scott A, Moulton, who after beiﬁg duly sworn, deposes as
| follows:
1.

I am over 18 years of age, I am under no disability, and T am competent to
lgive this affidavit. I give this affidavit of my own free will, and for use in the
above-styled case, and for any other lawful purpose. The contents of this
affidavit are based on my personal knowledge and my professional expertise.

| pA
I am President of and Lead Certified Computer Forensic Specialist for

Porensic Strategy Sexvices, LLC. Since becoming involved in computer forensics,
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I have developed-extensive expertise in this area as well as provide training for
police agencies all over the wotld on the specifics of forensics, 1am a Certified
Computer Forensic Speclalist and have been in the industry of computer
forensics for eleven years. Ihave been certified as a computer fprensic specialist

for nine years, My Curriculum Vitae is attached hereto as Exhibit 7 A.”

3.

In order to discuss forensics and perform the duties of investigations and
surveillance, the State of Georgia requires me to hold a Private Investigators
License, I am a licensed Private Investigator in the State of Georgia as required.

. .

I have reviewed the Complaint and supporting exhibits filed iﬁ the above-
refetenced action, After reviewing Exhibit B to the Complaint, I learned that
Defendants Tiversa and M, El;ic Johnson, with Defendant Dartmouth’s
knowledge and consent, searched peer-to-peer (“P2P") networks and randomly |
gatheréd a sample of shared files related to health care and health care
institutions, Defendant Tiversa’s sexvers and softwate allowed Defendant
Dartmouth and Defendant Johnson to sample for files in the four most popular

P2P networks {(each of which supports the most popular clients) including

Gnutella, Aries and e-donkey. See Exhibit B to complaint, p.8,
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5.

Through my work as a private investigator, I have examined P2P
networks, including the Gnutella network. In my examination of the Gnutella
P2P file sharing network, I have learned that computers on the Gnutella P2P
network have software installed on them that facilitate the trading of computer
files including images and videos, The software, when installed, allows the user
to search for the pictures, movies, and other digital files by entering text as
search terms, Some names of the software used include, but are not limited to,
BearShare, LimeWire, Shareaza, Morpheus, Gnucléus, Phex and other software
clients, Those software programs interface with the Gnutella Network and are
called Gnutelliums and are simply user interfaces with the undetlying network
of other usefs. ”

6.

When a user makes a search request on the P2P Gnutella network, the
search goes through an Ultra-peer and checks the listings on the computers
connected to the Gnutella network, When a file is found that the user wants to
-download and a request for the file is made, the file comes directly from the
Internet Protocol ("Ii’") address of the computer where the file is physically

located because Ultra-peers only have the file listing and not the actual file,
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7.
When a user seeks to download a file from the P2P Gnutella network, the
P2P Gnutella network software program opens a Transmiission Control frotocol
/ Internet Protocol (“TCP/IP”) port at the site whete the file is located.
8.
TCP/IP is a way of connecting to a host computer. In order to connect toa
host computer, the computer seeking access to the host computer sends a
command to the host computer .to open a port at the host site and to transfer data
from the host site,
9.
Opening a TCP/IP port to connect to a host computer at another location
is the same as physically being at the host site to take action on the file.
10. |
When Defendants Tiversa, Mr. Johnson and Dartmouth College searched
for the May 13 File, they opened a physical TCP/IP connection on LabMD's
computer located in the State of Georgia. |
11.
Every computer file being shared on the Gnutella P2P netwotk has a

unique file signature called a Secure Hash Algorithm (SHA) version 1 ("SHA 1),
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SHA 1 was developed by the National Institute of Standards and Technology
(NIST), along with the National Security Agency (NSA). A SHA-1 value can be
likened (in layman terms) to DNA, It is a mathematical fingerprint of a computer
file that will remain the same for an unchanged file no matter where the file is
found or on which computer the file is located. Changing the file name will not
make a change to the actual digital file, nor will sending or trading the same file
across the Internet change the digital signature. |
12.
The Gnutella P2P network software clients that connect and share files

calculate the SHA-1 values of the files in the user’s shared folder upon start up of

the software, The Gnutella Client Software makes the file names and those

values available on the network.

13,
I have examined the computer file presented to LabMD from Defendant

Tivetsa on May 13, 2008 (“May 13 File”). The May 13 File has a unique SHA-1

value.

14.
If LabMD deleted the May 13 File, also known as the 1,718 File in LabMD’s

Complaint, from its computers, a person searching for the file will be unable to
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Jocate a copy of the file because the P2P Gnutella network searches for files based
upon the SHA-1 value,
15.

In connection with my forensic work on this matter, I have not found any
evidence th%t the May 13 Fil;a exists on any other computer other than the
LabMD computer where the file was saved.

16.

1hold all the foregoing opinions to a reasonable degree of certainty. All

fees patd for my setvices are in no way contingent upon the results of my

examination and report, I have no financial interest in the outcome of this action.

FURTHER AFFIANT SAITH NOT, this {77 day of ek ,

S Gk

\SCHTTA. MOULTON

Sworn and subseribed before me

This\2.__day of __»fpr- 2012
! { <A+ PATRICIA GILBRETH
NOTARY PUBLIC ropsy \HARY PUBLIC
: $rag: OUNTY GEORGIA
My commission expires: " My Compission Epires

M ll‘ ZD( ;_I May 12,2014




PUBLIC

Case 1:11-¢v-04044-JOF Document 16-1 Filed 01/13/12 Page 7 of 9

Scott A, Moulton .

Forensio Strategy Services, LLG. Phone; 7770-926-5588
6018 Industiia) Court Fax:  770-926-7089
Woodsiock, Ga 30189 Cell:  770-402-0191
Bmail; smouiton@ForensicSiralegy.com Web: www.ForensicSirategy.com

Scott A. Moulton
Mr. Sooft Moulton, CGFS: Certified Computer Forensis Speclalist

Mr. Moulton Is president of Forensics Sirategy Services, LLC, and began the company ih 2000,
Mr. Motiton is skilled In the areas of dala racovery and syslem recovery including rebuilding
Exchange servers and has spent the last seven years focusing on computer forsnsics.

Poslfions & Skills

Prosldent, Forensic Strategy Services, LLC. Wootlstoek, GA {2000-Present)

Forenslc Data Recovery Litigation Support Experl, Private Detective

¢+  Handle complele forensic data collection and praparation of evidence where a personal
compuler contains data that may be useful In a legal case

»  Developed and implemetited a melhodology when handling equipment and hard drives

Invalved In forensic data recovery while malnialning the chaih of cusiody

Authored and published in magazines on the lopic of computer forensics

Skilled Iy rebullding hard drives and forensic pressivation of damaged drives

Speaker on tople of dala recovery and rebullding hard drives and forenslc foples

Ideniification of inlernal securlty issttes

Georgla Employee Licensed Private Delective

. o & - &

President, Network Instaflation Computer Services, inc. Woodstocl, GA {1993-Present)
Senlor Cotnputer System Specialist

¢ Technical Support for Dala Recovery and Backup Protection

+  Responsible for informing other staff of new methods for securily and recovery

»  Primary lead techniclan and system englnesr

Partner, Docupak Technologtes, Ine, Kenhesaw, GA (2001-Prosant)
Forensic Developer

This team has a staff of web developers that has dons projects for

Georgla Paclfic, Six Flags, elo.

When 3 case that involves custon code of a specialized case that requires

someone with experience in developrment, my status alfows me to redivect
. employees from this company to help in forensic ¢ases

- % ® ¢ ¥

Time Plus, Inc. Marletta, GA (June 1990-1993)

Notworking and Accounting Support Consultant

»  Responsible for bullding and support of Novell Networks

»  Responslble for supporl for all customer accounting servers using Solomon HIIV
s Development and cocle testing on project lo Lockhesd Martin
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Scott A. Moultoh

Forenslc Strategy Services, LLC, Phone: 770-926-5588

G018 Industiial Court Fax: 770-926-7089
Woodstock, Ga 30189 Coll:  770-402-0191

Biail: snoulton@PorensicStralegy.com Weh: www.ForensloStirategy.com

Experience with Software and Hardware;

09...'.‘0.00.‘.0

*

Forensic Imaging Specifications
Experlenced with Encase 4, 5 and 6
Accass Data FTK and Regislry Tools
Rebuilding Reid Arrays
Expertin Data Recovery and Dala Recovery Soflware, Runtime Software
Expert in Rebuilding damaged Hard Drives
internal Windows System Recovery Formals
Evidence Eliminator Sofiware
Hardware Write Blockers for Forensle inages wlih Tampar Reslstant Processes
GD Manufastiving and Data Recovery fromy CD's/DVD's
RAID Array Systeins and Recovery of Crashed RAID Systems
Indexing and Search Software
Most Hard Drives ever made, including assembly and disassembly of innef components
Exchange Server, All Emall Servers, Lotus Noles Email Servers
Noveil Operaling Systems
Mlerosoft Products Including but not limited lo:
» Microsoft Oparaling Systems
+ Windows 2003 Sarver
+ Windows 2003 Advanced Servet
+ Windows NT Server -
» Exchange Setver 2000 & 2003
* |SA and Proxy Seiver and firowalls
+ Terminal Sewver and Advanced Terminal Server
s Microsoft applications
Internel and Web Applications
Palm and Pocket PG System Including the Data Recovery of both.
Recovery of Photos and Plotures from Digllal Camera and Digial Memory Sticks
Recovery of all Firewire and USB Equipment ‘
Hardware and Soilware Sniffers, including Wireless
Custom Written Tracking Syslems and Monitosing Systems
Firewalls both Hardware and Sofiware
Rottters including Clsco, Ascend, Lucent
Remote Application Software Including:
» VPN, LAN, WAN
s Wah Sltes
» Web Applicallons
+ E-Commeica
Windows Based Securily Syslems

Memboréhipe and Clubs:

g & ¢ ¢ & O 3 > e O

Mamber of the Gertiffed Fraud Examiners
Woodslock Powercore Team Coordinator
Toastmasters Cobh Micro Enlerprises Kennasaw
lnlerz0ne, LL.C. Seminar Speaker

GrayArea, LLC, Tralning Leader

Defcon 404 Locat Chapter

Attending Dafcon Las Vagas

Elsclronic Frontisr Foundalion Member

Licensed Encase 4 & 6 Investigator

Licensed FTK Investigator

PUBLIC
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Scott A, Motilton

Forenasle Strategy Services, LLC, Phone: 770-926-5588

6011 Industrial Courl Fax:  770-926-7089
Woodstock, Ga 30189 Cell:  770-102-0191

Bmall: smoulton@F orensicStrategy.com Web: www.ForensicStrategy.com

Cettifications

COFS: Certliled Computer Forensic Spedialist
GCFT: Cerlifled Computer Férensic Tachniclan
Georgla Employee Lcensed Privale Deleclive
Aplet — QUG System Programmer and Boveloper Cerlified
Microsoft Developer Network

Microscit Business Partner

Lotus Busihess Parlner

Lotus Notes Davaloper

Sclomon Il Accounting Server

Salomon IV Accounling Server

Solomon IV Accouiting Systern Developer
Novell Certifled Netwark Administrator

Trend Micro Secuiity Solution Partner

Dell Solution Provider

LA BRI IR T I O

Eduoation & Training

3 1993 « Present  Tralnhlng Events and Gowrsos

+  Taught Several Tralning Seminars on Compuler Forensles, Compuler Technology and
Tenninology, Application Usage ahd Presentation Fomals

Taught Forensles 107 Class {o EarthLink's Fraud Deparlment

Cormpleted Standard Computer Forensles & Electronfc Discovery Training Course
Compléted Advanced Compuler Forensics & Electronic Discovery Tralhing Course
Completed Lotus Notes Training Coursa

Atlended Training at Southsastern Cyberciime Summit.

Forensle Tralning from Buslness intelligence Assodlates

*The Cerlifiad Fraud Examinor in Court”

“Trends I Fraud Liligation”

"Ethical Lessons for Financial Professionals

"Data Pressntation” for Court sponsared by Cerlified Fraud Examiners

"Bes} Practiges for Dala Proteclion and Recovery” by Winternals

“Using Data Analysls Technlques lo Find Fraud®
"Data Relrieval and Data Prolection” by David Benton, Georgla Bureau of investigation

® ® 0 5 O @ P e e e o

Altending:
1988~ 1991  Southern Coflege of Technology Marleila, Ga

Compuler Sdence Major
», Campus Radio Announcer
+  Computter consultant

1082 - 1986  Benedictine Military Academy Savarmah, Ga
College Pieparatory Wilh Distinclion '
»  Savannah Stamp and Phifatelic Soclely

Accomplishments

Wrilten and published In magaezines on the topic of computer forensics

Rebulil hard drives and head assemblies sticcessfully

Atlend All Cerlified Fraud Examiner mealings possible

Partlolpate in ACT Tralning Program as an Instrustor for Internships

Developed “Proof of Congept” Forensic Data Slurping Applicalion

Worked on application for F-22 for Lockhesd under TimePlus

Responsible for Reporling several bugs and fixes to Encase and Access Dala leams

* O & o @« & »
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Responses and Replies
1:11-0v-04044-JOF LabMD, Ing, v. Tiversa, Inc. et al
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U.S, Distriet Court
Naorthern District of Georgin
Notice of Electronic Filing

The following (ransaction was entercd by Fuseo, Stephest on 1/13/2012 at 9:17 PM EST and filed on
171372012

Case Name: LabMD, Inc, v, Tiversa, Inc. et al
Case Number: J+] 1-ev-04044-I0F
Filer: L.abMD, Inc.

Docament Number; 17

Dacket Texti
RESPONSE in Opposition re [8] MOTION to Dismlss Plaintiff's Complaint and Special

Appearance filed by LabMD, Inc., (Attachments: # (1) Affidavit){Fusco, Stephen)
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Andrew G. Phillips  aphillips@meguirewoods.com, jhalvorsong@meguiresyoods.com,
roschulles@nicguirewoods.com
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Richard Kennon Hines , ¥V vichard.hincs@mnelsonmullins.com, mandy.evangeliste@nelsonmullins.cony,
maria, lurner@nelsonmullins.com, maureen.cliiott@nelsonmullins.com

Stephen Frank Fusco .%fusco@labmd.org. ksheriffgdlabmd.org

1:11-ev-04044-JOT Notice has been delivered by other means to:

John C, Hansberey

Pepper Hamilton-PA

50th Floor, One Melton Bank Center
500 Grant Street

Pittshurgh, PA 15219

Richard M, Weibley

Pepper Hamilton-PA

50fh Floor, One Melton Bank Center
500 Grait Strect

Pitisburgh, PA 15219

171342012 0:16 PM
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
LABMD, INC,, )
)

Plaintiff, ) CIVIL ACTION FILE NO.:

v } 1:11-CV-04044-JOF

)
TIVERSA, INC.,, TRUSTEES )
OF DARTMOUTH COLELGE )
And M. ERIC JOHNSON, )
)
Defendants. }

LABMD'S RESPONSE TO DEFENDANT TIVERSA'S MOTION TO DISMISS

Comes now Plaintiff LabMD, Inc, ("LabMD” or “Plaintiff”) and hereby
files this response to Defendant Tiversa, Inc.’s (“Tiversa” or Defendant”) Motion
to Dismiss Plaintiff’s Complaint (“Motion”):

INTRODUCTION

Defendant’s request to dismiss Plaintiff's complaint trivializes the gravity
of the situation by comparing the intentional downloading: of highly sensitive,
private medical information containing medical conditions of LabMD's patients
fo me simple downloading of music or client lists of a company. Defendant does
not dispute that: (1) it intentionally searched computer networks fishing for
sensitive computer files containing highly confidential personally identifiable
health information (“PHI") and personally identifiable information ("PII"); (2) it
downloaded computer files it knew contained PHI and PII; and (3) with

1
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1. Defendant Tiversa’s actions subject it to Georgia’s Long Arm Statut_e.

Georgla’s Long Arm Statute? provides thata court of this state may
exercise personal jurisdiction over any nonresident if the person, among other

things, commits a tortious act or omission within this state or commits a tortious

injury in this state caused by an act or omission outside this state if the tort-feasor

engages in certain conduct. O.C.G.A, § 9-10-91.

a. Defendant’s actions constitute tortious acts within Georgia,

Defendant Tiversa is subject to this Honorable Court's jurisdiction if it
“commits a tortious act or omission within” Georgia. O.C.G.A. 9-10-91 (2).
While Defendant attempts to focus the inquiry on the physical locatlon of the
computer used to initiate its searches to argue that it.did not commit a tortuous
act in the State of Georgia, such inquiry grossly oversimplifies P2P technology.
While a user of P2P technology may be located in a remote location, P2P

technology Initiates certain actions at_the location of the computer being

searched and, as such, certain tortious acts take place at the site of the host

computer. Therefore, so long as Defendant caused certain actions to be taken in
Georgia, the physical location of Defendant is irrelevant.

Rather than offering a rudimentary layman’s explanation of P2P

1 While Defendant refers to O.C.G.A. §9-10-91(1), Plaintiff does not rely upon
this. As such, Defendant’s arguments related to O.C.G.A. 9-10-91(1) are moot,
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technology?, Plaintiff relies upon the expertise of Scott A, Moulton. See Affidavit
of Scott A. Moulton attached hereto as Exhibit A. Mr. Moulton’s experlence

involves extensive research and knowledge regarding P2P technology, The

Gnutella P2P network? is comprised of computers having software installed on

them that fac'ilitafe the trading of computer files including images and videos. See
Moulton Affidavit, § 5. When a file is found that a user wants to download and
a request for the file is made, the filé comes directly from the Internet Protocol
("IP”) address of the computer where the file is physically located. Id.

Once a user chooses to download a file from the P2P Gnutella network, the
P2P Gnutella network software program opens a Transmission Control
Protocol/ Internet Protocol (“TCP/IP”) port at the site where the file is located
by sending a command to the host computer to open a port at the host site and to

transfer data from the host site.. Id. §{ 7-8. Opening a TCP/IP port to connect to

2 While Defendant relies upon Digiprotect USA Corporation v, John/Jane Does

(2011 U.S. Dist. LEXIS 109464, *8 (5,D,N.Y.C2011)) the technology in question in
that case focused on the swarming nature of the P2P network being searched.
(Plaintiff’s “argument is based on the nature of peer-to-peer networks in which

-unauthorized coples are distributed among peers. The mere fact that BitTorrent

protocol and eDonkey network employ ‘swarming’ is insufficient to confer
jurisdiction”). LabMD does not base its jurisdictional claim on the swarming
technologies. Therefore, in addition to being precedent outside of this District
Cownt, the basis of conferring jurisdiction on Defendant Is totally different and is

Inapplicable in this case. -

3t is undisputed that Defendant searched the Gnutella P2P network in 2009
searching for medical files containing PHI and PII, See Complaint, Exhibit B.
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United States of wmerloa
FBDBRAL TRADE COMMISSION
WASHINGTON, BC 20530
Burzau of Conswner Protection
Plviston of Peivasy and Ideatity Protection
‘October 24, 2013

YVIA FEDERAL BXPRESS

Forensic Strategy Services LLC
ofo Scott Moniton

601B Industrial Court
Woodstock, GA 301893529

Ré  Inihe Maiter of LabMD, Ine., FXC Dockei No, 9357

Dear Mr. Moulion:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission’s Rules of Practice state that “[clonnse] for a parly may sign and issne a subpoena,
on a form provided by the Secretary [of the Conynission], commanding a person to produce and
permit inspectton and copying of designated books, docoments, or tangible things. . . * 16
CER. § 3.34(b). ‘This letter is to notify yon that Complalnt Counsel has issued a subposna
dyces tecum for certain of Rorensio Strategy Services LLC’s documents, The subpoena and its

schedule and exhibits aro enclosed,

- On August 29, 2013, the Federal Trade Conunission’s Office of Adminisivative Law
Judges lssned a Protective Order Governlog Discovery Materlal (the “Protective Order”) in the
above-referenced action. The Protective Order protects confidential information produged fu .
discovery in the case, A copy of the Protective Oxder signed by Chief Administrative Law Judge
D. Michael Chappell is snolosed as an exhibit to the subpocna’s schedule,

Any docnments yon produce fo the Conunission that ate confidentlal must include the
notice “CONFIDENTIAL — FTC Docket No. 9357, in accordance with patagraph 6 of the
. Proteotive Order. I you produce confidential docvments jn electronic format, such as ona CD
or other media, you may place the “CONFIDENTIAL ~ FTC Docket No. 9357” designation on

the CD, )




) X would b&i)legsed to discuss any issues regatding production of documents af yowr
eatliest convenience. You may reach me at (202) 326-2282, '

w |
Megan Cox
Enclosure (1)

ca:  Michael Pepson (via ewail)
Reed Rubinstein (vie enail)
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SUBPOENA DUCES TECUM

Providad by the Secretary of the Faderal Trade Commission, and
Issued Pursuant to Commission Rulo 3.34(b), 16 C.ER, § 3.34(h}{2010)

2. FROM
Forenslc Strategy Serviess LG '
clo Scot Moulton UNITED STATES OF AMERICA
5018 Indusirial Court FEDERAL TRADE COMMISSION

Waoodstork, GA 30180-3522

This subpoena requiras you to preduce and pamnit Inspection and copying of deslgnated books, documents (as defined In

Rule 3.34{b)), or iangible things, at the dale and lime specmed In jlem B, and at the requast of Counsel listed in ftem 9, In

the proeseding desciihed inltem 8.

3, PLAGE OF PRODUCTION

Matthew Smith

Federal Trade Cormmiasion
801 New Jersay Aventis, N.W,
Room NJ-8100

Washington, D.G, 20001

4, MATERIAL WILL 8E PRODUCED TO
Matthew Smith

5. DATE ANDTIME OF PRODUGTION
November 21, 2013

8 SUBJEGT OF PROCEEDING

In the Maiter of LabMD, ing., Docket 9357

7. MATERIAL TO 8E PRODUCED

Sea attached Schadule and Exhiblls, Including the Protective Order Gaveming Dlscovery Matarial.

8. ADMINISTRATIVE LAW JUDGE

Chief Judge D, Michas) Chappall

Federal Trade Commission
Washlngton, D.C. 20580

9, COUNSEL AND PARTY ISSUING SUBPOENA

Megan Gox, Complaint Counsal

Faderal Trada Gommission

801 New Jaraey Ave, N.W,, Room NJ-8160
Washinglon, DG 26001

{202) 328-2282

DATE SIGNED
Oclobar 24, 2018 .

SIGNATURE OF COUNSEL ISSUING SUBPOENA

Cos

GENERAL INSTRUGTIONS

APPEARANGE
The delivary of {his subpsena to you by any method
prescribed by the Commisslon's Rules of Practice Is
legat service and may subject you lo a penally
Imposar by faw for fallwre to comply.

MOTION TO LINIT OR QUASH

The Commission’s Rulas of Praciles requlra that any
mollon to fmit or quash this subpesna must somply vilh
Commission Rule 8.34(¢), 16 G.F.R, § 3.34(c), ancl In
panrcu tar must be filad wiihin the earlier of 10 days afer

. 8orvies orthie ime for compllance. The atiginal and ten
coples of the pelltlon muat bo filed before the
Administrative Law Judge and vih e Sacretary of the
Commission, aecompanied by an affidavit of servies of
the doeument upon counsel iisted In flers 8, and upon a1t
other parlles prascriad by the Rules of Practics.

TRAVEL EXPENBES .
‘Ths Commlsalon'a Rulas of Praclles frequire that feos and
milerge he paid by the paily that requested your appearance.
You shonld prezent your alalm to counsel fisted in ltem 9 for
payment. If you are pennanently o temposarily living
somsvhore other than the address on this sufipeena and {t
wouk? require excassive travat for yout lo appaar, You must gat
prior approval from counsel fisted in flem 8,

A copy of the Commisslon's Rules of Praclics is available
online al htto:/blt WIFTCRulesofPragilng. Papsr coples are
avallable ugon raquest. -

This subpoana dees rot regulve approval by OMB under
the Papervork Reductlon Act of 1880,

FTCFomi TihE (fev. 107)

PUBLIC




PUBLIC

RETURN OF SERVICE

1 herahy corlify thata duplicale erigtnal of Ure viithin
subpoenawas duly servad:  {reck o tsixduieady

C Inperson,
by reglstoredmal,

@ hyloaving copy af princioal offien or plice of hisslnass, towil:

Forensle Slrateny Services LLC

8018 Industial Cou .

Wondstock, GA 30189-3529 <

¥ 4
by Fdd By o0 i 20 2905 - ovurig K Gl st A Goonivsb o b AP
on lhe parson ramed hereln on: .
. QOclober 26,2013
(Reith, B3y, sadyecd}

Mafthew Smilh
(lana of person maXing sesveo}

Paralegal
ety ; .




UNITED STATES OF AMERICA
BEFORE THE. FEDERAL TRADE COMMISSION

In the Matier of

a corporation

DOCKET NO. 9357

N Nl N N Nt N Nt

COMPLAINT COUNSEL’S SCHEDULE FOR

PRODUCTION OF DOCUMEN 18 PURSUANT TO SUBPOENA TO

FORENSIC S’I‘BATEGY SERVICES, LLC

Pursuant to Complalnt Conusel’s attached Subpoena Duces Tecum issued QOctober 24,

2013, wnder Comnatssion Rule of Practice § 3.34(h), Complaint Counsel xequests that the
fo]lowmg material be produced to the Federal Trade Commission, 601 New Jarsey Avenue,

N.W., Washingion, DC 20001,

3

DEFINITIONS

“all docwnaenis™ means gach document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, ineluding withont limitation all
dosuments possessed by: () you, including documents stored In any personal efectronic
mail acconnt, electronic deviee, or any other location under your condrol, or 1he contro} of
your officers, employees, agents, or contractors; (b) your counsel; or (c) atty other petson

- or entity from which you ¢an obtain such documents by request or which yon have a legal

right to bring within your possession by demand,

The term *Communication” inclndes, but is not limited to, any transmitial, exchavge,
transfor, or dissenaivation of information, regardless of the means by which itis
accomplished, and includes all communications, whethex written or otal, and alt
discussions, meetings, telephone comumnications, or email contacts,

“Company” shall mean Forensic Stratcgy Services, LLC, its wholly or pattially owned
subsidlaries, unincorporated divisions, joint ventures, operations under assmned names,
and affiiiates, and all divectors, officers, employees, agents, consultants, and oiliér
persons working for or on behalf of the foregoing.

*Complaini” means the Cﬁmplaint issued by the Federal Trade Commission in the
above-captioned matter on Angust 28, 2013,

ol
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12,

The term “Contatuing” means containing, desoribing, or interpteting in whole or in pad.

“Docwment” means the complete original and sny non-identical copy (whether difforont
frop the oxiginal because of notations on the copy or otherwise), regardless of origin or
location, of auy written, typed, printed, transeribsd, filmed, phwched, or graphic matter of
every iype and description, however and by whomever prepaved, produced, disseminated
or made, incinding, but not Jinnited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten nole, working paper, ronting stip, chart, graph, paper, index, map, fabulation,
moanual, gulde, outline, seript, abstraot, history, ealendat, diary, journal, agenda, minute,
code book or label, “Docnment” shall also include electronically stored information .
(“BSI”). ESImeansthe complete oxiginal and any non-identical copy (whether different
from the original becanse of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, ineluding, but not
linited 1o, electronio mail, instant messaging, videoconferencing, and other elecironle
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadshests, databases, and sound yecordings, wheiher stored on cards, magustic or
elestronic tapes, disks, compnier files, compnter or other diives, thumb or flash drives,
call phones, Blackbeiry, PDA, or other slorage media, and such technicel assistance or
instructions as will enable conversion of such BSI info a reasonably usable form,

The term “Doenments Sufficient 1o Show” means both documents that are neeessaty
and docnraents that ate sufficient to provide the speciﬁed informatlon, If summaties,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided ta lien of the undetlying documents,

The terms “each,” “any,” and “all” shalt be construed to have the broadest meaning
whenever necessary to bring within the scope of any dociument reguest all documents that
miglit otherwise be construed to be outside its scope. .

“Includes” or “including” means “incsluding, but rot fimited to,” so as to avoid
excluding any fuformation that might otherwise be constived to bs within the scops of

any documaent request,

“Lab¥” means LabMD, Inc., the named defendant fn the above~caplioned matter, and
its directors, offfeers, employees and agents.

‘Ox” as well as “and” shall be consirued both conjunctively and digjunctively, as
neesssary, in order to bring within the scope of any docnment request all documents that
otherwise might be construed to be outside the seope.

The team “Person” means any natural person, corporate entity, partnexsh:p, asmma!ion,
joint venturs, govermnental endity, or other legal entity,

D
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16,
17,

18.

“Personal Information” means'iudlvidunlly identifiable information from or about an

individual consumer including, but not limited to: (2) first and last nawme; (b) telephone
number; (¢) 8 home or other physieal address, including strest name and name of ity or
tov; (d) date of bixth; (e) Social Security sumber; (f) medical record runber; (g) bank
routing, account, and sheek munbess; (h) otedit or debit card information, such a3 account
suqber; (i) Jaboratory test resuli, medical test code, or dlagnoszs, or clinical history; (f)
health insurance company name and polioy number; or (k) & persistent idontifier, such as
8 customer muwber held ina “cookle™ or proesssor serlal numbex.

The terms “Relate” or “Relnting to” mean disonssing, constituling, commenting,
containing, concerning, embodying, sunmarizing, reflecting, explaining, desetibing, |
analyzing, identifying, staiing, referring to, dealing with, or in any way poraining to, in
whale or in part. .

- “Subpoena” means the Subpoena to Forensie Stategy Services, LLC, including this

Schedule and Bxbibiis, and including the Definitions, Insituctions, and Specifications,
“You” or “Yow™ xneans Forensic Strategy Services, LLC, or the “Company,”

The use of the singular includes the phural, and the; plinal ineludes the singular,

The nse of & verb in any tenss shall be constined as the use of the verb i all other tenses,

INSTRUCTIONS

Applicable Time Period: Unless otherwise spscified, the time perjod covered by a
doenment request shall be limited to the period from Janunary 1, 2011 to present,

Petitions fo Limit or Qnash; P;.xrsuant to Commission Rule of Practice § 3.34(c), any
motion to limit or quash this subpoena must be filed within ten days of service thereof,

Protective Order: On August 29, 2013, the Court entered a Protective Order governing

discovery material in this matter. A copy of the profective order is enclosed as Bxhibit A,

with instruciions on the handling of confidential information.

Decmment Identifieation: Documents that may be responsive to more that one
spesification of this Subpoena need not be snbraitted more than once; however, the
Company’s response should jndicate, for each document submitted, each spreificationto
which the document js responsive. If any documents vesponsive to this Subpoens have
been proviously supplied to the Commission, you may comply with this Snbpoena by
identifying the document(s) previously provided and the date of submission. Docnments
shonld be produced in the order in which they appear it your files or as electropicatly
stored and without belng manipulated or otherwiss rearranged; If documents are removed
from their oxiginal folders, binders, covers, contatners, or electronic soures in oxder fo be
produced, then the docusasnts shall be identified in a manner so as to clearly spesify the

folder, binder, cover, containes, or olectronic media or file paths fom which such

3~
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" communications, or tangible things not produced or disclosed in & manner that will

PUBLIC

documents came. In addition, nmber by page (or file, for those documents produced in
native elecironic forimat) all docwnents in your submisston, preferably with a unigue
Bates identifier, sud indicate the total munber of documents in your submission,

Production of Coples: Utless otherwise stated, legible photocopies (or electronically

. xendered images or digital copies of native elestronie files) may be submitted in Jien of

‘'original documents, provided {hat the originals aze retained lu their state ot the thue of -
receipt of this Subpoena, Puriber, coples of originals may bo submitted in liew of
originals only if they are true, correct, and complete coples of the original dociuments;
provided, however, that submission of a copy shall constitute 2 watver of any elaim as to
the authenticity of the copy should it be necessary fo introducs such copy into evidence in
any Coramission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Comwmission steff upon sequest. Copies of
materials shail be prodnced in color if necessary to intexpret thera or render them
intelligible.

Sensitive Personally Xdentifiable Xoformaiton: If any matexial called for by these
requests containg sensitlve personally identifiable information or sensitive health
information of any individual, please contaci the Commission counsel named above
before sending those matexials to discuss ways to proiect such information durlng
production. For purposes of these requests, sensifive personally identifiable information
includes: an individual’s Sonlal Sectlty number slons; or au individual’s nane or
address or phone sumber jn combination with one or more of fhe following; date of bixth,
Social Security number, driver’s license number or other state identification nunber, or a
foreign country equivalent, passport humbey, financial account number, credit card
number, or debit card munber. Sensitive healih information includes medioal records and -
other individually identifiable healih information relating to the past, present, or future
physical or mental health or conditlons of an individual, the provision of healih care to an
individual, or the past, presont, or future payment for the provision of health care to an

individual.

Scope of Seaveh: These requests relate to docwunents that are in yowr possession or under
yout actnal ox construoiive custody or control, ineluding, but rot Hmited to, doonments
and information in the posgession, eustody, or eontrol of your attorneys, accougteuts,
directors, officers, employces, or other agents or consultants, whether ot not such
documents were received from or disseminated to any ofher person ox entity,

Clalms of Rrivilege: Pursuant to the Fedexal Trade Commisslon’s Rule of Practice
3.384, 16 C.R.R. § 3.384, if any documents are withheld from production based ona
claim of privilege ot auy similar claim, you shall provide, not later than the date st for
production of materials, a schedule that describes the natwe of the documents,

enable Cotiplaint Cownsel 1o assess the claji of privilege. The schedule shall state
individuatly for each item withheld: () the doctment control number(s); (b) the full title
(if the withheld material is a document) and the full file name (If the withheld material is
in electronio form); (¢) a description of the material withheld (for example, a letter,

il
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memogandum, or exail), including any attachunents; (d) the date the maierial was created;
() the date the matexial was sent 10 each recipient (if different from the date the matérial
was breated); (f) the email addresses, if any, or other electronic contact information to the
extent used in the doenment, from which and fo which sach document was sent; (g) the
narges, titles, business addresses, email addresses or otber slecivonic contact information,
and relevant affiliations of all anthors; (h) the names, titles, business addresses, ematl
addresses or oiher elecivonle contact information, and relevant affiliations of all recipients
of the material; (i) the names, titles, busihess addresses, email addrésses o other
electronic contact informnation, aud relevant affiliations of all pexsons copied onthe

* materfal; §) the factual basls suppoxting the olaim that the material s protected (for

oxample, that it Was prepared by an attorney rendering legal advice to a olient in a
confidential commundcation, or prepared by an atforney in anticipation of Titigation
regarding a specifically identified claim); and (k) any other pertinent information
necessaty fo suppott the assextion of protected slatus by operation of law, 1 only part of
a responsive document is privileged, all non-priviteged portions of the document must be
produced.

Coriifieation of Records of Regulaxly Conducted Aetivity: Attached as Exhibit Bisa
Certification of Records of Regulacly Condwoted Activity, which mmay reduce the need to
subposna you fo testify at futuze proceedings in order to establish the admissibility of
doowments produced in response to this subpoena, You are asked to exconte this
Certificatlon and provide it with your response.

Continning Nature of Requests: This request for doenments shall be deemed eontinning
in nature so as o require production of all documents responsive to any speeification
Included it This request produced or obtained by you prior to the close of discovery,
which is Mareh 5, 2014.

Dogument Refention: The Company shall zetain all doownentary materials used in the
preparation of responses fo the specifications of this Subpoena. We may require the
submission of additional docwments at a Jater fime. Accordingly, the Company should
suspend any routine procediires for document destruction and take other meastes to
prew:nt the destruction of documents that are in any way relevant to this litigation during
its pendency, irtespective of whether the Company believes such documents are protected
From discovery by privilege or otherwisa,

Tleetvonie Submission of Documents: The following guiddlines refer to the production
of ay Blectronically Stored Information (*ESI™) or digitally imaged hard copy
locwments. Befoxe submitting avy electronle production, you must confivm with
Comunission ecounsel named ahove that the proposed formats and media types will be
acceptable fo the Commission. The FTC requests Concordance load-ready electronic
productions, ncluding DAT and OPT load files, .

(1)  Electronically Stored fuformation: Docoments created, utilized, or maintained
in electronde format in the ordivary conrse of business should be delivered io the

TTC as follows:
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(8) Spreadsheet and presentation programs, including but nét limited to Microsoft
‘Acesss, SQL; aud other databases, ag well as Microsoft Excel and PowerPoint
files, inust be produced innative format with extracted text and metadata,
Data compilations in Bxcel spreadsheets, ox in delimited text formats, smust

- contain ail naderlylog data un-redacted with all inderlying fovmulas and
algorithins infact. AH database productions (including structured data.
doeument systems) must include a database schema that defines the tables,
fields, relationships, views, ndexes, pockages, pro cedures, functions, quenes,
friggers, types, sequences, materialized views, synonyms, database links,
direotories, Java, XML schemnas, and ofher elements, including thé use of any
1eport writers and qustom vser data intexfaces;

(b) Al EBSY other than those doswnents deseribed in (1)(a) above must be
provided in native elcotronic format with exiracted foxt or Optieal Character
Recognition (“OCRY) and all related metadata, and with corresponding limage
renderings as converted to Growp IV, 300 DP], single-page Tagged Tmage File
Format (“TIFP”) or as color JPEG fmagos (where color is necessary to
inferpret the contenis); and

(¢) Bach electronic file should be assigned a vnique document identifier
{“DoeID”) or Bates referencs.

Hard Copy Doswments: Documents stored in hard copy in the oxdinary conese
of business should be submitted in an electronic format when at alt possible.
These doenments should be ke, correcs, and completa copies of the original
dosnments as convarted to TIFF {or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following

requiements:

(8)  Eachpage shall be endorsed with a docwment identification number
(which can be a Bates munber or a docwment control number); and

{b)  Logical document detennination should be elearly rendered in the
accompanying load file and should cotrespond to that of the original

document; and

(c)  Documents shall be produced in color where necessary to tntexpret ﬂlam
or render them intelligible.

For each document elevironically snbmitted to the ¥TC, you should inclnde the
following metadata fields in a standard ASCIH delimited Concordance DAT file:

®  Forelectronie mail: begin Bates ot unigue document identification

number (“DoclD”), end Bates or DoclD, mail folder path (location of
ernail in personal folders, subfolders, defeted or'sent items), enstodian,

6-
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from, to, ce, hec, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DoolD of the
attachments (“AttachiDs”) delimited by a semicolon, MD3 or SHA Hash
value, and Jink to pative file; -

For email nttachments: bagin Bates or DonlD, end Bates or DorelD,
parent email 1D (Bates or DocID), page cown, custodian, source
Tocation/file path, file name, file extension, file size, anthor, date and time
created, date and thme modified, date and time printed, MDS or SHA Hash
value, and link to native fite;

Fox loose electronic docwmentds (as reirieved directly from network file
stores, hard drives, etc.): begin Bates or DoelD, end Bates or DoclD, page
count, oustodian, sowrce media, file path, filename, file extension, file size,
anthor, date and time orssated, date and time modified, date and time
printed, MD3 or SHA Hash value, and link 10 native file; and

Top imaged hard-copy docwments: begin Bates or DoclD, end Bates or
DodlD, page count, source, and custodian; and where applicable, file
folder-name, binder name, attachment range, ot ofher such references, as
neesssary o nnderstand the context of the document as maintained in the
ordinaty conrse of business.

If you intend to wlilize any de-duplication or email threading sofiware or services
when colleoting or zeviewlng information that is stoxed in yonr computer systems
or electronie storage media, or if your compuier systeins contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may vse such software or sexviess when
produeing raterials in response to this Subpoena,

Subinit electronic productions as follows:

®)

)

©
@

Wiih passwotds or other document-level encryption removed or otherwise
provided to the FTC;

As uncompressed electtonic volurmes on size-appropuiate, Windows-
compatible, media;

All sleotronie media shall be scanned for and fiee of viruses;

Data eperyption tools may be employed to piotect privileged or other

personal or private information, The FTC accepls TrueCrypt, PGP, and

SecureZip encrypted media. The passwords should be provided in
advance of delivery, under separate cover. Alternate means of enclypuon
should be diseussed and approved by fhe FTC; and

S
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(®)  Please mark the exterior of all packages containing electronic media éent
through the U.S, Postal Service or other deltvery sewiceg as follows:

MAGNETIC MEDIA ~DONOT X-RAY ‘
MAY BE: OPENED ROR POSTAL INSPECTION.

(6) - Al electronic files and jmages shall he accompanied by a production
transmittal letter, which inclndes: .

(® A summary of the anmber of regords and all undeslying
Jmages, emails; aud associated attachments, native files, and databases in
the production; and

() Anivdex that idenities the corresponding conseoutive dooument
identification nuaber(s) used to identify each person’s dosuments and, if
submdited in paper foxin, the box number containing such docvments. If
the index exists as a conputer file(s), provide The index both as a-printed
hard eopy and in machine-readable form (provided that the Cominission
counsel named above determines prior to submission that the machine-
veadable form would be in a format that allows the agency to tise the
computer files), The Conmnission coumnsel named above will provide a
sawple index upon request,

We have included 2 Bniveau of Consuwer Protection Production Guide as Exhibit C, This
guide pmmdes detailed divections on how to fully comply with this lustruction,

13,

14.

15.

Doeuments No Longor In Bxistonce: If documents responsive to a partienlar
specification uo longer exist for reasons other than the oxdinary conrse of business or the
implementation of the Company’s document retention polley but yoi have reason to
beliove have bean in existence, state the circumstances undex which they wers lost or
destoyed, describe the documents to the fuilest exient possible, state the specification(s)
1o which they are respopsive, and identify Persons having knowledge of the content of
such documents,

Tneomplete Recovdst If the Company is unable to answer any question fully, supply
such information as is available. Exphin wiy such answer Is incomplete, the efforts
made by the Compaity to obtain the information, an the source fiom which the complete
answer may be obtalned, If books and records that provide accurate answers ate 1ol
nvailabie, enter best estimates and describe how the estimates were derived, including the
soutees or bases of such estiraates. Estimated data shonld be followed by the notation
“est.” If there is ro reasonable way for the Company to malce an eshmate, provide an
explanaﬁon.

Questions: Any guestions yon have relating to the scope or meaning of auything in this

" request or suggestions for possible modifications thereto should be directed to Lauta

VanDruff, at (202) 3262999, or Megan Cox, at (202) 3262282, Documents tesponsive

8




to the request shall be addressed to fhe attention of Matthéw Smith, Federal Trads
Commission, 601 New Jersey Avente, N.W., Washingion, D,C. 20001, and delivered
between 8:30 a.0a, and 5:00 pan. on any busluess day to the Fedeyal Trade Commission.
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SPECIFICATIONS
Dernand is hereby suade for the following documents:
1. All commnnications between you and LabMD.

2, All docurnenis considered to prepare the affidavit executed by Seott Moulton on Janvacy
12, 2012, jn. the matter captioned LabMD, Ine. v. Tiversa, Ing., Docket No. 11-cv-04044

(N.D. Ga.).
3. All contracts between you and InbMD,

4, All docutents related to work you performed for LabMD,

5, All documenis related to compensation received by you for sexvices provided to LabMD.

October 24, 2013 By: % Q& ;
Alain 8heer |

Lauta Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Buteau of Consumer Protection .
Federal Trade Cotinission

600 Pennsylvania Avenue, NW
Room NIJ-8160

Washington, D.C, 20580
Telephone: {202)326-2282 (Cox)
Facsimile: (202) 326-3062

Electronic mall: meoxl@ftc.oov

10
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CERTIFICATE OF SERVICE

This is to cettify that on October 24, 2013, T served via electionic mail delivery a Eopy of
the foregoing docwnent to:

Michael D, Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenne, NW, Suite 650
Washington, D.C. 20006
aichasl.pepson@ecanseofastion.org

Reed Rubinstein

Dinsmove & Shohl, LLP

801 Pennsylvania Avenve, NW
Suite 610

Washington, D.C, 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 24, 2013 By: éﬁ@{_—
. Matthew Stiith

Tederal Trade Commission
Burean of Consumer Proteciion

11~ ’ -
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UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION .
OFFICE OF ADMINISTRATIVE LAY JUDGES

)
Ja the Matter of )
)
LabMD, Ing., ) DOCKET NO, 9357
2 coxporation, ) .
Respondent, )
' ) ,

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rute 3.31(d) states: *Ii order to proiset the parties and thivd parties
agatnst improper use and disclosvre of confidential Information, the Adminisitative Law
Judge shall issue a profeative order as set foxth in the appendix to this seetion.” 16 CER,
§ 3.31(d). Pusuant to Coxnumission Rule 3.31(d), the protectlve order set forth in the
appendix to that sectton s attached verbatim as Attachment A and Is heteby lssued,

ORDERED: Din
D, Michaal Chappell
Chief Advxnistrative Law Jndge

Dale; August 29, 2013
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- ATTACHMENT A

~ For tke putpose of protecting the interests of the paties and third pariies in the
. above-taptioned matter against improper use and diselosnre of confidential informatlon

submitied or produced fn connection with this matter:

ITIS HEREBY ORDIERED THAT this Protective Order Governing
Confidensial Material ("Protective Order”) shall govern the handling of af! Discovery
Material, 45 hereafler defined,

1. As nsed in this Oxder, *eonfidential taterfal” shall refer to any document or portion
thereof that contadns privileged, competitively sensitive information, or sensiiive personal
loformation, “Sensitive personal information™ shall refor 10, but shall not be limited to,
an fndividual’s Social Seemrlty number, toxpayer identification number, financial acconnt
sumber, eredit card or debit card number, driver’s license number, state-issued
ideéntification number, passport mumber, dato of birth {olher than year), and any sensitive
heaith information identifinble by individual, such as an Individual’s medical xecords,
“Document” shall xefer to any discoyerable writing, recording, transeript of oxal
testiniony, or elecironieally stored fuformation n the pessession of a party or 4 third
party. “Commission” shall refer to the Federal Trade Coromission (“FTC™), or auy of its
employees, agents, aliorneys, and all other persons actlng on its behalf, exeluding persops
retained as consultants or expents for pugposes of this proceeding.

2, Any document ox portion thereof submitted by a respondent or & thivd pariy during a
Federal Trnds Commission jnvestigation or during the course of this proceeding that is
eotitled to confidentiality under the Federal Trade Commission Act, or any xegulation,
interpretation, or precedent concerning doanmenis in the possession of the Comlssion,
as well as any information taken from any portion of such document, shall be treated as
confidential material for puzposes of this Order. The identity of a third party submitting
such confidential materlal shall also be treated as confidential materlal for the purposes of
{his Order where the submiiter has requested speh confidential Iveatment,

3, The patties and any third parites, in complying with informal dlscovery regnests,
dlisolosure requirements, oy diseovery dernands in this proceeding wmay designate any
responsive document or portion thereof as confidential material, neluding doswments
obtained by them from third paciles pursuant to discovery or as otherwise obtained,

4, The paciies, in conducting discovery from third partles, shall provide to each third
patly 2 copy of this Order so as 10 inform ench such third party of his, her, ot its rights
herein, -

5, A designation of confidentiality shall constltute a xepresentation in good faith and after
carefiit detormination that the material is not seasonably believed to be already in the

. public domain and that connsel believes the material so designated constitutes
confldential material as defined in Paragraph 1 of this Order,
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6. Material may be designated as confidential by placing on or affixing to the document

-containing such material (in suoh manner as will not Interfere with the legibility thereof),

or if an entire folder or box of documents is confidential by placing or affbuing to that
Tolder or box, the designation "CONFIDBNTIAL - ¥TC Docket No. 9337” or any other
approprxate notlee that identifies this proceedlng, togethor with an jndication of the .
portion or portions of the document considered to e confidential material. Confidential
Inforrantion contained in electronic doenments may also be designated as confidentinl by
Placing the designation “CONFIDENTIAL ~ FTC Docket No. 9357 or any other
approprate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or ofherwise redacted eoples of
documents may be prodiced where the portions deleted contain priviloged matter,
provided that the copy produced shall indicate at the appxoprzaie point that portlons have
been deleted and the reasons therefor,

7. Confidential matetial shall ba diselosed only to: (a) the Administative Law Judge ‘
presiding over this proceeding, personnel assisiing the Administrative Law Judge, the
Comiuission and ts employees, and personnel relained by the Commission as experts ot

consultants for fhis procseding; (b) judges and other courd personnel of any coust having -

jurisdiotion over any appellate procesdings involving fhis matter; (¢) outside eounsel of
recoxd for any respondent, their assoolated attomeys and ofher smployees of theix Jaw
fixra(s), provided they are not employees of a respondent; (<) anyons vetained to assist
outside counsel in the propreation or headng of this proceeding including consultants,
provided they are not affillated in any way with s respondent and have signed an
agesment 1o abide by the terms of the protective ordes; and (¢) any wilness or deponent
who may have authored or recelved the information in question,

8, Disclosiue of sonfidential matexial to any porson described in Parapraph 7 of this
Order shall bo onty for the pusposes of the preparation aud hearing of this procgeding, or
any appeal thereftom, and for no other purposs whatsoover, provided, howeaver, that the
Commission may, subject 1o taking appropriate steps fo praserve the confidentlality of
sueh matettal, nse or dlsclose confidential materlal as provided by its Rules of Practice;
sections 6(f) and 21 of the Federal Trade Commission Acty or any other legal obligation

Imposed upon the Coramission,

9, In the event that any confidentisl matedal Is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Seexelary of the Commission, the Seoretary
shall bs so informed by the Patty filing such papers, and such papsrs shell be filed In
camera, 'To the extont that such material was origivally submitted by a third party, the
party Including the materials in its papers shall innmediately noufy the submiiter of such
imclusion, Confldential material containied in the papers shall continue to have In camera
trentmend uatil furthey order of the Adminisivative Law Indge, provided, howaver, that
such papers may be fumished to persons or ontities who may reeelve confidential
material porsnant fo Paragraphs 7 or 8, Upon or afier filing any paper containing
confidential materdal, the ffling party shall file on the public record a duplicate copy of
the paper that does not reveal confidential material, Furlbex, if the protection for any
sueh anterial explees, a party may file onthe public record a duplicate copy which also
gondalns the formerdy protected matorial,
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10. If counsel plans to introduce {nto svidence at the hearing any document or franseript
coptaining confidential maferial produced by avother party or by a third parly, they shall
provide advance notice to the other parly or third paxty for puzposes of atlowing that
paddy to seck an oxder that the document or transetipt be granted i camera teeatment. I
that party wishes fu camera treatment for the dosument or tvanseript, the party shall file
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice, Bxcept whete such an order is granted, ail documents and txavseripts shall
be part of the publie record, Where i camera treatment Is granled, # duplicate copy of
such docurent or tanseript with the confidential material deleted therefrom may be -
placed on the public record,

11, If any party receives a discovery request in any investigation or in any other
proceeding or matter that may requirs the disslosurs of confidential material submitied by
another party of thied patly, the reolpient of the discovery request shall promptly notify
the submitter of receipt of such reqnest. Unless a shorder time ks mandated by an oxder of
a eowat, such nofification shall be in writing aud be xecsived by the submitier af least 10
business days before production, and shall include a eopy of this Profective Order and a
cover letter that will appiise the submitter of its rights hereunder. Nothing hereln shall be
constued as requiting the reciplent of the diseovery tequest or aityons else covered by
this Order 1o challenge or appeal any arder requiring production of confidential material,
to subject itsslf fo any penalties for non-complianes with any such oxdex, or to seck any
wellef from the Administeative Law? Indge or the Commission, “The recipient shall not
oppose the submitter’s efforts to challenge the displosure of confidential material, In
additlon, nothing herelo shall limit the applicability of Rule 4.11(2) of the Coramission”s
Rules of Practics, 16 CFR 4.11(e), to discovery requests in another proceeding that are
direcied to the Commission.

12, At the time that any constitant or ather person retained to asslst counssl in the
prepavation of this action concludes particlpation in the action, such person shall refurn to
counsel all coples of documents or portlons theteof designated confidential that are in the
possession of stich person, together with all notes, mentoranda or other papexs contalning
confidentlal information, Al the conclvsion of this procesding, inolnding the exhaustion
of jndloial review, the parties shali return documents obiained in this action to thelr
submittexs, provided, however, that the Commission’s obligation to retum documents
shall be govemed by the provisions of Rule 4.12 of the Rules of Practice, 16 CFR 4,12,

13, The provislons of this Protective Order, insofar as they restrict the communication
and nse of confidential discovery material, shall, without written pexmission of the
submitier or furher order of the Coromisskor, continue o0 be binding afer the conclusion
of thds procesding.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Puxsnant to 28 U.S,C, § 1746

L% : , have personal knowledge of the facts set forth below
and am competent to testify as follows: .
2, Thave authority to ceitify the authenticity of the records produeed by Forensic Strategy
Sexvices LLC aud atlached hereto,
3. ‘The documents produced and attached hereto by Forensic Strategy Services LLC are
oxiginals or true coples of reeords of regularly conducted activity that:
3) ‘Were made of or near the time of the occurrence of the matters set forth by, or
from information fransmitted by, 2 person with knowledge of those matters;
b)  Were keptinihe course of the regulaly conducted activity of Forensic Strategy
Sewicaé LLC; and
©) Were made by the regulacly conducted activity as a regular practice of Porensic

Strategy Services LLC,

1 certify under penalty of perjury that the foregoing Is frus and correct,

Exscuted on , 2013,

. Signahwre
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As of 0511812011 |

‘Buraau of Constuner Protestion Production Gulde

An eDiscaovery Resource

This guide explains what the Bureau of Consnmer Protection (BCP) at the Federal
Trade Commission (Corawaission) generally requites in response to a Civil Investigative
Demand (CID) or a subpoena, The suggested foumats ats based on BCP’s expenence
with many different submissions; follow them to organize your submission and minkmize
the chance of incompatibility with BCP’s processes and systems,

This resource is tutended as guidancs and does not superseds instructions in any
CID or subpoena, Please contact the Commission counsal identified in CID or subpoena
10 discuss any speeific lssuies yon may have vrith eollecting, formatiing, or submitting
documents, .

1. Gelting Started: Protosols for All Submissions

Before processing documents in response to a formal request, please note: The

- following protocols apply 16 ALL formats submitied 1o BCP. BCP has additional
requiremenis perfaining to metadata, format, cte., for certain types of documents. Ses
section 2 of these Instructions (entitled “Preparing Collections”) for detalls, ﬂ

a. Congortdance Verston and Load Flies

BCP uses LexnisNexIs® Concordance® 2008 v 10.05. With the production, you
st submit: “
o an Opticon imags load file (OPT) containing a line for every image
file in the produection, and
o a Concordance delimited data load file (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native file IInks where applicable.

h,  Virus Scanhing

All glecironic docwments and production media shall be seahnied and fres of
vituses prior to shipping to BCP, BCP will request replacement for any infected media,
which may affect 1he timing of your complianee with BCP’s vequest,

G, Exfracted Taxt ] OGR

Subinit text:
e asdocnment-level text flles,
»  named for the beginning Bates muaber, and
»  organized into a folder sepatate from images.

BCP cannot aceept Unleode text files and will request replacement files if
recelved.

<axratred
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¢, Deduplication

You must have ihe approval of Comnission counsel to globally de-dupe orto
apply emall threading. You do not nesd prior approval of Commission sounsel to
. deduplicate within a sustodian’s document sef, T

e,  Lakeling & Numhering Files- ) “

Tor itnags file names, bates numbus and document identification nutnbsrs (Doc
1Ds), use a consistent number of numerals to prevent issues with image display, nslng -
leading zeros where necessary. Do not uise a space fo sepavate the prefix froin numbers, L

Acceptable formats (as long as you aro consistent)
e ABC-FTC0000001
»  ABCFTC0060001

Unaceoptable format :
e ABC 0000001 E

f.©  Regommended Delimitets

BCP strongly recommends using these delimiters in delimited data load files:

Descriplion Symbol ASCH Charmoter
Field Sepatator ] 20

Quoio Character b 254

Multi Entry delfiter | ® 174

<Remen> Valug §n Idnta ~ 126

g. Image F}les
BCP only accepis image files that are:
a, 300 DPI
» single-page Group 1V TIPY files RF
& or color JPRQ image files wherte color is necessary fo intefpret.
content
~h.  Date & Time Format

Submit date'and time data in separate fields so Concordance can load it.  ° L

2. Preparing Collections

a.  Preparing 8catmad Documents

Submit TIFE (or color JPEG) images with OCR text
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Metadata & Other Information Requiremenis

Ineclude the fol!owmg metadata ficlds and information in the delimited data load
file, Alongside each piece of information, BCP recommends a comesponding field name
for the delimited data foad file. :

rogme‘;gdt {nm ¢ T Deserintlo | commxi auce Rield
Begirnlng Bates numbsr gz:;, l:;cg’i)lfming batos number for the | npananme
Ending Bates number - (?ofu;;lg;?g bates number forthe ENDBATES
Page Cotnt 331;;0‘?’: tnumber of pages fu the PGCOUNT
Custedion ’ Maitbox whers the email resided CUSTODIAN

b, Preparing Email & Attachments
Emaiis Submit 'TIFE images with extracted text of emall

Attachmants:
o Submit Microsoft Excel and PowesPoint files In native
format with extracted text and meladata,
e Submit Microsoft Aceess files and ofher multimedia files
in native format with gretadata only,
¢ Subnit other filss and attacbments as images with extracted
text and metadata,

Wetadata & Other Information Requirements

e Presorve the parent/child relationship in email by including
areferonce to all attachments.

o Produce attachments as separate doctments and numbsr
them sonseentively o the parent email,

¢ Inclnde the following meiadata fislds and information in
the delimited data load file, Alongsido each plece of
information, BCP recommends a corresponding field name
for the delimited data load fils.

Metadata for Emails
Document Info / . ; . LConeoxd el
Metadat Deseription . Na
Beglining Bates nuumber gz‘:u!::f:;"‘"g bates number for the BEGBATES
The ending bates rnumber for the
Eading Bates mynber docnment BNDBATES
The tolal number of pages In the
Page Count document PACOUNT
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T TR AT Yo Y ~q f
Custodfan Mallbox where the amall resided CUSTODIAN
To Reciplent(s) of tha smail RECIPIRNT
From Tho porson who-suthored the ematl FROM
cC . Pegson(s) copied on the email ce
BCC Patson(s) blind copied on the emall BCC
Date Sent Date the emall was seaf DATASENT -
Time Seat Time the emall was sent TIVHSENT
Subjest Subject Jine of smail SUBRIBCT
Date Recalved Datethe eniail was recelved DATERCYD
Thne Reeelved ‘Time the email was received TRERCYD
Child records The hegluning bates nurahor(s) of FIVMENTID
{attachments) allachtnents delimiled by comma .ATTAC !
a Locatlon of emall in personal
Lacatlon or “Paih® folders/Deteted Items/Sent llems PILBPATH
MS Outlook MessagoID or simiar
Messags ID mimber in ofher message systems MESSAGHID

WVietadata fox Attachmenis

Concoydance Bleld .

JDosnntent Info / .
Metadata Deserintlon Name
Beginoing Bates number g;;:;g;?nhag bates numberforthe | ppapaths
The ending bates nuntber forthe
Bading Bates number docoment BNDBATES b
The olal number of pagas in ihe
Pags Count document PGCOUNT
Custodian ;1}3:; ga;me of the original avstoding of CUSTODIAN g
ParentRecord ?;gajirlmmg bates nimber of patent PARENTID
The date atiachiment was saved of tho -
CreatlonDate location on e electeonionedia for -] CRBATEDATE
ths first time |
The time tho attachment was saved at
Creation Time the location on the elecironio medla | CREATETIVB |
for tha first fimep 4
. The datefilme the atiachment was fast
Modified Dato shanged, sud then saved MODDATE
. Tho thme the attachment was tast TIVE
Modificst Timo changed, and then saved MOD
. Thetinte the atiachment was Jast ﬂh
Last Accessed Date opéned, scanted, or aven “touched” | LASTACCDATE
by a wser or soRwars activily
The timo the attachmens was last
J.ast Accessed Time opsaed, scanned, or even “lonched” | LASTACCTIME
by a user or software ackivily
Saei o aisee Ql
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The amount of spacs tha file fakes up

.Si7e on the elecironle medie, Usnally

recorded In kilobytes, howevereay FILBSIZE
be reporied in slugle bytes
The name of the attachnient ircluding
File Name 1he extenslon denotlng she appfication | PILENAMB
in which the file was ereated
Native liak Relatlve path of submiited natlve files NATIVRLINK

such as Baeel spreadshesis

) ) The SHA (Secore Hash Algodthm) or :
Hash MD35 (Massage Digest) hash forthe | HASH
original native file If avatinble

6. Preparing Nafive Files

2, Submit Microsoft Aecess, Bxeel, and PowerPoint files in mtxve
format with exfracted toxt and metadata.

b, Subnit other files and atlachinents as Images with extracted text and
meiadata,

Metadata & Other Informafion Reguirements
Taclude the following metadata fislds and information in the delimited data load
file. Alongside each plece of lnformation, BCP recommends a eorresponding fleld namo
for the delimited data load file,

Metadata and othey information requirements fox native files

Docurment Info/ Concordanes
Motadata Deserlption Bleld Name
| Beglning Bates iumber | The beghnlvg bates nimber for the desument | BEGBATHES
Bnding Bates number ‘The ending bales number for the dogument ENDBATES
Page Count 'the total number of pages i the dacument PGCOUNT
Cuslodian The name of ilie otiginal custodlan of the file CUSTODIAN
1 Thé date atiachment was saved af fhe location on
Creatlon Date the olestronlo medla for the first thma CREATEDATR
. ‘The thine the attachment was saved ot the TRTIMVE
Creation Tiho location on the eleolvonic wedla for the first time CREA
\ +| ‘The date/slme the altachment was last cinnged,
Modified Date and then saved MODDATE
. The time the aliachment was last changed, and b
Modifled Tinte then saved MODTRMR
The time the aiachment was last opened,
Last Accessed Dato scanned, or even *louched” by 2 user or software | LASTACCDATE
activily
The time the attachnient was last opened,
Last Aecessed Thne seanned, or even "ouched” by a user orsofiware { LASTACCTIME
aclivity
: ‘The amount of space tho ﬁlcmkes up on the
Size eleeitoniomedin, Usually vecorded In kilobyles FILESIZE
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Thename oi:!he {ile inoluding the exienslon :
Pile Name - denotiog the appllcatlon {n which the file was FILENAMEB

. greated
Nativa fink Ralatlvo path ofsubm{ned natlvo files NATIVBLINK

The SHA (Securo Hash Algorithm) or MDS BASH

Hash Hash fortlie orlainal native file if avalluble

3. Submitting Your Production

Onge youve prepaved documenis according to this gnlde, follow these
Instnictions to submit them o BCP.

a.  Mpdia BCP Acuepis

Submit any of the following:
e JFor Productions under 10 gigabyles:
o CD-R CD-ROM optical disks formatted to ISO 9660
specifications
o DVD-ROM oplisal disks for Windows-compatible personal
computers
o USB 2.0 flash dilves

e Tor Procductions prer 10 gigabytes :

o IDE, BIDE and SATA hard disk drlves, fonnatted n
Windows-compatible, uncompressed data in a USB 2.0
external enclosure

o TISB 2.0 flash delves

h. Bubmita Production Transmitfal Lettor

For auy format, accompany the submission with a letter that includes all of the.

following:
. volumns iame,

Bates ranges atd eustodians,

fotal number of records,

totat munber of Jmages or files,

list of fields in the order in which they ave listed in the data files,

date and thne format, and
rclmﬂm\aﬁon that the number of files on the volume mateh the toad
files, -

¢ & > B > O D
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United States of Ameriea
FEDERAL TRADE COMMISSION
WASHINGTON, DC 20530

Buegss of Coesunier Proteciion
Dirision of Privacy and tdeatity Protection

November 27, 2013

VIA FEDERAL EXPRISS
Scott Monlton

303 Bagle Ridge Place
Canton, GA 30114

Re:  Tn dhe Mafter of LabMD, Ine,, FTC Docket No, 9357
Dear Mr. Moulton:

Inclosed is a rovised subpoenn ad testiffeanduni noticing your deposition for Thursday,
February 6, 2014, the date on which you have agreed to make yoursetl available. We provided

counse! for LabMD> with notice of this date on Friday, November 22, 201 3. They have net
objecled lo our proceeding with your deposition an (his date.

§ would be pleased fo discuss the scheduting of your deposttion or atlier issues with you
al your convenience, You may reach me at (202) 326-2999,

Sincerely,

Pt~

L.aurg Riposo VanDrult'

Enclosures (2)

‘ ce:  Michael Pepson {via emall)
| ) Reedl Rubinsiein e email)
‘ William A. Sherman, 11 (via emaif)
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SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secrotary of the Federal Trade Commission, and
1ssued Pursuant to Rule 3.34{a), 16 C.F.R, § 3.34{a} (2010)

Scolt Moulion
303 Eagle Ridge Place
Canton, GA 30114

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoona raqulres you to appear and glivo lestimony at the laking of a deposition, st the date and Iime speciiied In
Hem 5, and al the request of Counss! listed In ilem 8, In the proteeding desciibed In flem 6,

3. PLACE OF DEPOSITION

Federal Trade Comnvisslon

Soulheast Reglon

226 Peachiree Streel, NE, Suite 1500
Atienta, GA 30303

4. YOUR APPEARANGE WILLU BE DEFORE
Lausa Riposo VanDruff of athet designated counse!

5. DAYE AND YI1AE OF DEPOSITION
Fsbruary 6, 2014, 21 9:.00 ..

8, SUBJEGT OF PROCEEDING

In the Matler of LabMD, Ine., Docket 9357

7. ADMINISTRATIVE LAWJUDGE
Chlef Judge 0. Michael Chappeli

3. COUNSEL AND PARTY ISSUING SUBPOENA
Laurg Ripeso VanDrulf, Complalat Counsst
Federal Trade Commisslon

601 New Jarsey Ave, NW, Room-8100
Washington, DG 20001

federal Trade Comntisston {202) 326-2099
Washington, D.C. 20580
DAYE SIGNED SIGNATURE OF COUNSEL ISSUING SUBPOENA
1112712013 W
GENERAL INSTRUCTIONS
APPEARANGE TRAVEL BXPENSES

Tho dofivery of thls subpoena lo you by any method
presciibed by the Commisslon's Rules of Practice Is
lagal servies end may subjoct you to 2 penally
Imposed by favt for faifure lo comply.

ROTION TO LIMIT OR QUASH
‘The Commlsston's Rulos of Practlee requlre that any
motan {o timitor quash this subpoena must comply
with Commisslon Rule 3,34{c), 18 C.F.R. § 3.34{¢),
and In parilculor must be fited vithin the earlier of 10
days after service or the time for compliance. The
oilginal and ten coples of the pélition must be filed
bafore the Administrative Law Judge and wilh (ho
Secrelary of the Commission, accompanied by en
affidavit of service of the document upon counsel
fisted in o 8, and upon ali olher parlies presciibad
by the Rulas of Practice.

The Canmissien's Rules of Praclico require that foes ond
mileage be poid by 1he paty that cequested your
appearance. You shovld present your elaim to Counsel
Hsted ladlem 8 for payment. if your are permansnlly of
femporarily iving somewhere other then the address on
this subpoena and it vould require oxcessive travel for
you to appear, you must gat prior approvat {rom Counso!
listed in fler 8.

Acopy of ths Comnilsslon’s Rules of Practica Is avallsble
online at hitpitiETCRulesoPractice. Paper coplas are
avallable vpon requesi.

This subpoona daes not requira approval by OMSB under
the Papenvork Reducilon Act of 1880,

FYCForm 70:C (1v. 1107}
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RETURN OF SERVICE

1 horeby cariily thal a duplzele odg'nal el the within
spbpoena vias duly Sened:  wackivranedotty

O inperson.

& dpepistorsdmaty By Federal Bgpross Decenber 2, 2013 for ovemight delivesy pursuant to
Conumlsston e $.4(s)(2).
(" by leaving copy el princlpal olfice or place o bustiess, fo1il:

Scolt Moulten

303 Eaglo Ridge Place
Canton, GA 30114

on the porson aamed keréin on:
November 28, 2013
Mk, ap, andyexy

tAatthew Smith

' N2 FTIon RAKEHY LN'R)

Paralegal

{0HgRe)
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CERTIFICATE OF SERVICE

This is to certily that on November 27, 2013, 1 served vie clectronie mall delivery
a copy of ihe Joregoing document to; .

Michaet D. Pepson

Regulatory Counsel

Cause of Action

1919 Penusyivania Ave., NW, Suite 650
Washington, D.C. 20006

michack pepson@eauseolaction.org

Read Rubinstein

Dinsmere & Shohl, LLP

801 Pennsylvanin Avenug, NW
Suite 610

Washington, D.C. 20004
reedaubinsiein@dinsmore.com

William A. Sheraran, 1T
Dinsmore & Shohl, LLP

801 Penusylvania Avenue, NW
Suite 610

Washington, D.C. 20004
willinm.sherman@dinsmore.com

o Ffor Respordens LabdtD, .

A
November 27, 2013 By: /5///6
: Lt —

Matthew Smith
Federal Trade Commission
Bureau of Consmner Prolection




UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFR{CE OF ADMINISTRATIVE LAWJUBGES

Resporndent,

)
1t tho Matter of )]
)

LabMD, Tuo., ) DOCKET NO. 9357
o corporation, )
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Comnssion Rufe 3,31(d) states: “In order to protest the parties and third pariles
agatnst inproper use and disclosire of confidential inforination, the Administrative Law
Judge shall issite a pratective order as set forth I the appendix fo this sectlon,” {6 C.F.R,
§3.31d), Pursuant to Commission Rulo 3,31{d), the protective ordor set forth fn the
appendix ta that section is attachied vorbatim as Attachment A and Is hoveby Issued,

ORDERED: D
1. Michaol Chappelt
Chief Admindstrative Law Judge

Dale: August 29, 2013

PUBLIC




wCTTACHMENT A

For the purpose of proteeting the Interests of the panles and thivd parlies in the
above-captioned matter against improper use and disclosurs of confidential Information
sitbmilted or produced in contection with this mattert

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material (“Protective Order”) shall govern the handling of all Discovery
Material, as hereafer dofined, :

}, Asused In (his Ozder, “confidential material” shall refor to any dosuinent or poriion
thercof that conluins privileged, compelitivoly sensitive Informatlon, or sensitive personnl
Information, "Seusitive personal Information” shall refer to, but shall not be lmited to,
on individual’s Social Securlty nuniber, laxpayer identification number, financlal aceount

. by, credit card or debit card number, driver’s Heense number, state-fssued
identifieation number, posspert mnnber, date of birth {oilier than year), and any sensitive
health information Identifiable by indlvidual, such ns an Indlviduni®s medieal xecords.
“Document” shnll refer to any discoverable writing, reeording, transcilpt of orat
{estimony, or cleetronically stored information in the possession of u parly or'a third
pacty. "Commisston" shall refer (o the Pedera! Trade Commisslon (“FTC), or any of its
employees, agents, attomeys, and all other persons acting on its behalf, excluding persons
retalned ns consultanfs or expexts for ptiposes of this procecding,

2. Aoy dociament or portion thereof submitted by n vespondent or a third pacty dwing a
Tedoral Trade Commission nvestigation ov during the conrso of this proceeding that is
catitled to confidentiality under the Federal ‘Frade Commission Aet, or any regulation,
Interpretation, o precedent concerning documenls in the possession of the Commission,
as well as any Information taken from any portion of such docuntent, shall be treated as
confidential wnterlal for purposes of this Order. ‘The identity of 2 third party submitting
sueh confidential material shatl also Le tseated as confidential materlal for the purposes of
this Order whero thie submittier has requested such confidential treatment,

3. The parties and any third partles, in complying with informal discovery requasts,
disolosire requircments, or discovery demands In this proceeding may dosiguale eny
rosponsiva document or poriton thercof as confidential material, including doouments
obinined by them from third pariies pussunnt to discovery or a3 otherwlso obtained),

4. The pardlcs, in condueting discovery from thivd patties, shall provide fo ench thivd
party acopy of this Order so as Lo Inform each such third party o his, hier, or lts rights
heroin.

5. A designation of confidentiality shalf constiute a represcntation i good falth ond alter
careful determination that the materlat Is not reasonably believed to be already in the
publlc domaln and that counsel believes the material so designated constitutes
confidential material og dofined in Paragraph 1 of this Order,

PUBLIC
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6. Malerinl may be designated as confldential by placing on or alfixing to the document
coninining such material (In such manner as will nol interfere with the legibility thereof),
or ifan entive folder or box of dounonts is confidential by placing or affixing to that
folder or box, the designation “CONFIDENTIAL ~ FTC Docket No, 9357” or any other
appropriate notice that identifies this proceeding, together with an indication of the
poriton or portions of the doctiment consldered 1o be confidential materfal, Confidential
information containcd in cleotronio documents may also be designated as confidential by
plactng the dosignation “CONFIDENTIAL ~ FTC Docket No. 9357 or sy other
approprinte notice that tdentiffes this proceeding, on the face of the CD or DVD or other
medium on which the docunient Is produced. Masked oy otherwise redacted coples of
decuments may be produced where the portions doteted contain privileged watier,
yrovided that the copy praduced shalt indleato at the approprinte point that portions have
en deleled and the reasons therofor,

7. Confidential material shall be diselosed only to: (a) the Adminisiralive Law Judge
prosiding over this procecding, persomol assisting the Adminisimtive Law Judge, the
Comnission and its employees, and personned retatned by the Commission as oxperis or
consulants for this procecding (b) Judgos and ofher court personnel of sny coud having
Jurisdiction over any appetinie proceedings Involving this matter; (¢) outside counsel of
record for any respondent, ihelr associated aliomeys and other employecs of thele law
fim(s), provided they are not employees of a respondent; (@) anyonw retained 1o assist
ouislde counsel i the preparation or hearing of this proceeding tncluding eonsultants,
provided thoy are noi affiliated In any way with a respondont and have sigined an
agteement fo abide by the terms of the protective order; ond (@) auy witness or deponont
who muy have athored or recelved the information in question,

8. Disclosure of confidential material to any porson described in Parngraph 7 of this
Ouder shall be only for the purposes of the preparation and heating of this procecding, or
any appeal thesefrom, and for no other purpose whatsaever, provided, howevar, that the
Commission may, subjeet to (aking appropriate steps fo proserve the confidentiality of
such inaterlal, vse or diseloso contidential material as provided by its Rules of Practice;
seetions 6{f) and 21 of the Pederal Trade Commission Act; or my other legal oblipation
imposed upon the Commission,

9, In tho cvent that any confidential materfal is contained fn wry pleading, motion, exhibit
or other paper filed or to bs filed with the Seeretary of the Commission, the Seezetary
shall be so Informed by the Paxly filing such popers, and such papers shall be filed i
cabiera. ‘1o the exiont that such materinl was originally submitted by a thied party, the
pardy inoluding the mutetlals in its papers shall immediately notify the submitter of such
inclusfon, Confidential material contained in the papers shioll continue to hove in camera
treatment untit finther order of the Administeative Law Judge, provided, howover, that
such papess inay be furnished to persons or entlties who may receive confidenilal
materlaf pursuant to Paragraphs 7 or 8. Upon or nfter filing any paper containing
confidential materlal, the filing party shalt fils on the publlc record a duplicate capy of
the paper that doos not revent confidentinl materfal, Futther, if the protection for any
such material expires, s party may file on the public record a duplicate copy which also
contans the formerly protected materiol,
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10, If counsel plans to introituco into evidence at the hearing any doeument or transeript
contafriing confidential material produced by another party or by a third pariy, they shell
provide advance stotice lo the other parly or third pasty for purpuses of aflowing that
parly 1o seck an oxder that the document or trenseript be granted In eamera treatment. #f
that party wishes In camera treatment for tho docunient or dranscripl, the party shall file
anappropriate motion with the Administeative Law Judge within 3 days after if veceives
such notice. Bxcept where such an order Is granted, gl documents and transoripls shall
be part of the public record. Where /n caunera treatment Is granted,  duplicate copy o’
such docunient or iranseript with the confidontial materfal detoted therofrom may bo

. placed on the public record,

11, If oy party receives a discovery sequest in any fuvestigation or in any other
proceeding or walter that may requirs tho disclosure of confidentlal material submitted by
another party ot {hird patty, the reaipient of the discovery request shall prompily notify
tho submilicr of recefpt of such request, Unless a shorter thne Is mandated by an order off
a coutd, stich notification shalt be in wrlthig and be received by the submitter at least {0
business days before produetion, and shall include n copy of this Proteetive Order and a
cover letter that will apprise the submitter of its righis herevnder. Nothing herein shall bo
catistrued as requiring the reolptent of the discovery request or anyane clse covered by
this Onder (o chulienpe or appeal any order requiting produetion of confidentinl material,
to subjest fiself to any penalties for non-compliance with any such ordor, or to seck any
reliof from the Admluisteative Law Judge or the Connalssion, ‘The reciplent shatl not
oppose the submiiter’s effosts to challenge the disclosure of confidential material, Tn
addition, nothing herein shall limit the applicabllity of Rule 4.11(s) of the Commission’s
Rules of Praciice, 16 CPR 4.11(e), to discovery requests in anothicr proceeding thal are

- directed 1o the Commission,

12, At the time that any consulianl or other person retalned to assist counse! in the
preparation of this action congludes participation In the action, stich person shall returm o
counse all coples of documents or porifons thercol dosipnated confidential thiat are in the
possesston of such person, togetlior with all noles, memoranda or other papers conlalning
confidential information, Al the conclusion of this proceeding, Including the exhaustion
of Judiclat reviow, the pattles shall retum documents obtatned in this action to thelr
subiniticrs, provided, howaves, that the Commission®s obligation {o retum dacuments
shall ke governed by the provistons of Rule 4,12 of the Rules of Practies, 16 CPR 4.12,

13, The provisions of this Protectivo Order, insofar as they resfiiet the communiention
and use of confldential discovery materin}, shall, without written permiission of the
submitlor or fuslher order of the Connnlssion, continue 1o be binding afier the conclusion
of this procceding.




SUBPOENA DUCES TECUM

Provided by the Secrefary of the Federal Trade Commission, and |
Issued Pursuant to Commission Rule 3,34(b), 16 G.F.R. § 3,34(b){2010)

2, FROM
Scott Molilion UNITED STATES OF AMERICA
303 le Rid
03 Eagle Ridge Placs FEDERAL TRADE COMMISSION

Cariton, GA 30114

This subpoena requires you to produce and pemil Inspection and copying of deslgnated books, documents (as defined in

Rule 3.34(b)), or tangible things, at the date and lme specifled In Hem 5, and at the raquest of Counsel listed In ltem 9, In

the proceeding desciibad In em 6.

3, PLACE OF PRODUCTION

Matihew Smith

Federal Trade Commission
601 New Jersey Avenue, NW.
Room NJ-8100

Washington, D.C, 20001

4, MATERIAL WILL BE PRODUGED TO
Matthew Smith

5, DATE AND TIME OF PRODUCTION
November 21, 2013

8. SUBJECT OF PROCEEDING:

In the Malter of LabMD, Inc., Docket 93567

7. MATERIAL TO BE PRODUCED

Sae altached Schedule and Exhibils, including the Proteclive Order Governing Discovery Materlal,

8. ADMINISTRATIVE LAWJUDGE

Chlef Judge D. Michas! Chappell

Federal Trade Commission
Washington, D.C. 20580

8, COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counset

Federal Trade Commission

607 Nsw Jorsey Avs, N\W., Room NJ-8100
Washington, DC 20001

(202} 326-2282

DATE SIGNED
Qctober 24, 2013

SIGNATURE OF COUNSEL ISSUING SUBPOENA

&

GENERALINSTRUCTIONS

APPEARANGE
The delivery of this subpoena (o you by any methoed
prescsibed by the Commisslon's Rules of Practice Is
legal sarvics and may subject you {o a penslly
imposed by faw for fallure to comply.

MOTION TO LiMIT OR QUASH

The Gormlssion's Rules of Practice requlre that any
snolion 1o Ilmit or quash thls subposina must comply with
Commission Rule 3.34(s), 16 C.F.R. §3.34{c), and in
particular must be filed within the eatlier of 10 days after
service of the time for compilance, The ofiginal and fen
coples of the patilfon must be flled before the
Administrative Law Judge and with the Secretary of the
Gommisslon, accompaniod by en affigayit of seivice of
the document upon counsel listed in llem 9, and upon all
other parties prascribad by the Rules of Practice.

TRAVEL EXPENSES
‘The Commission’s Rules of Practice requirs that fees and
mileage ba paid by the parly that requasted your appearance.
You should prosent your claim to counsel listed In ftem @ for
payment. Jf you are permananlly or tomporarily iving
somawhera othsr then the address on this subpoena and it
would requlre excessive travel {or you to appeér, you inust get
prior approval from counset fisted in ftem 9.

A copy of the Commission's Rules of Practice Is avaliable
online at tlp:/bit WFTCRulesofPractics. Paper coples are
avallable upon request,

This subposna does not require approval by OMB under
the Paperwork Reduction Act of 1980.

FTC Form 70-E {rav. 1/97)
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RETURN OF SERVICE
{ horeby ceniify that a duplicate orlginal of the within
subpocna was duly served:  (checkthe mothod used)
¢ Inporson.

a-by-registered-mall- of Qb 20, 2073 Lo owen§bt (,é/tklof , it v
L&-by.reglstered-mell 4’/‘;04/ 40/1/» MQM‘%M i 4 4/ {b’t)(Z)

C bylsaving copy et prncipal offfes or place of husiness, to it

Scolt Moulton
303 Eagle Ridge Place ™

Gaiton, GASOH4 " "

on the person nvmed herein on:
) Octqber 28, 2013
C T i, day, andygea)
v e Matihew Smith
Name of persen making sendeo}

_..._ Peralegal
Tofaa e}
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)
In the Matter of )

)
LabMD, Inc., ) DOCKET NO, 9357
a coxrpoxation )

)

)

: COMPLAINT COUNSEL’S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOLNA TO

SCOTT MOULTON

Pursuant to Complaint Counsel’s aftached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of Practice § 3.34(b), Complaint Counsel requesis that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,

N.W., Washington, DC 20001,

DEFINITIONS

1. “All docwnents” means each dooument, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: () you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the coniro! of
your officers, employees, agents, or contractors; (b) your counsel; or (¢) any other person
or entity from which you can oblain such documents by request or which you have a legal
right to bring within your possession by demand.

2, The term “Communication” includes, but is not limited fo, any transmittal, exchange,
teansfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacis.

3. “Complaint” means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on Angust 28, 2013,

4, The term “Confaining” means containing, describing, ot interpreting in whole or in patt,

S “Document” means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or

-




10,

11,

12,

location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contrac, cotrespondence, file, invoice, memorandum, note, telegtam, report, record,
handwtitten note, working paper, routing slip, chatt, graph, paper, index, map, tabulation,
manual, guide, outline, script, absiract, history, calendar, diary, journal, agenda, minute,
code book or fabel. “Document” shall also include electronically stored information
(“ESI”), BSI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
otigin or location, of any electronically created or stored information, including, but not
limited to, electronic matl, instant messaging, videoconferencing, and other electronic
correspondence {whether active, archived, or in a deleted items foldes), word processing

files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or

electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,

“cell phones, Blackberry, PDA, or other storage media, and such technical assistance or

instructions as will enable conversion of such ES into a reasonably usable form.

‘The terms *each,” “any,” and “all” shall be construed to have the broadest meaning
whenever necessary o bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope,

“Includes” or “including” means “including, but not Himited to,” so0 as to avoid
excluding any information that might otherwise be consirued to be within the scope of

any document reguest,

“LabMD” means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employces and agents.

“Or” as well as “and” shall be construed both conjunctively and disjunotively, as
necessary, in order fo bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

The ferm “Person® means any natural person, corporate entily, partncrship, association,
joint venture, governmental entity, or other legal entity,

“Personal Information” means individually identifiable information fiom or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
numbe; {(¢) & homo or other physical address, including street name and name of ¢ity or
town; (¢f) date of birth; (c) Social Seonrity number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; ()
health insurance company name and policy number; or (K) a persistent identifier, such as
a customer nuimber held in a “cookis” or processor serial number,

The terms “Relate” or “Relating to” mean discussing, constituling, commenting,
containing, concerning, embodying, summarizing, reflecling, explaining, desctibing,

D
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13,

14.
15,
16.

analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in patt,

“Subpoena” means the Subpoena to Scott Moulton, including this Schedule and
Exhibits, and including the Definitions, Insiructions, and Specifications.

“You” or “Your” means Scoit Moulton,
The use of the singular includes the plural, and the plural includes the singular.

The use of a verb in any tense shall be constived as the use of the verb in all other tenses.

INSTRUCTIONS

Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2011 to present,

Petitions to Linit or Quash: Pursuant to Cominission Rule of Practice § 3,34(c), any
motion to fimit or quash this subpoena must be filed within ten days of service thereof,

Proteetive Order: On August 29, 2013, the Court entered a Protective Order governing
discovery material in this matter. A copy of the protective order s enclosed as Exhibit A,
with instructions on the handling of confidential information,

Document Ydentification: Documents (hat may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
dooument is responsive, Ifany documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced In the oxder in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearranged; if documents are removed
from their original folders, binders, covers, containets, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to ¢leatly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifies, and indicate the total number of documents in your submission.

Production of Copies: Unless otherwise stafed, logible photocoples (or electronically
rendered images or digital copies of native electronic files) may be submitted in lien of

- original documents, provided that the originals are retained in their state at the time of

receipt of this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as fo
the authenticity of the copy should it be necessaty to introduce such copy into evidence in

3
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any Commission proceeding or court of faw; and provided further that you shall retain the
original documents and produce them to Commission staff upon request, Copies of
materlals shall be produced in eolor if necessary to interpret them or render them

intelligible.

Sensitive Personaily Xdentifiable Information: Ifany material called for by these
requests contains sensitive personally identifiable information or sensitive heaith
information of any individual, please contact the Commission counsel named above
before sending those matetials fo discuss ways to protect such information during
production. Tor purposes of these requests, sensitive personally’ identifiable information
includes: an individual’s Social Seourity number afone; or an individual’s name or
address or phone number jn combination with one or more of the following: date of birth,
Socisl Security number, driver’s license number or other state identification numbez, or a
forelgn country equivalent, passport number, financial account number, credit card
number, or debit card numbey. Sensitive health information includes medical records and
other Individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of heaith care fo an
individual, or the past, present, or future payment for the provision of health care to an

individual.

Scope of Scareh: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether of not such
documents were received from or disseminated {0 any other person ot entity.

Claims of Privilege: Pursuant to the Federat Trade Commission’s Rule of Practice
3.384, 16 C.F.R. § 3.384A, if any documents are withheld from production based ona
claim of privilege or any siteilar claim, you shall provide, not lator than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each ifem withheld: (2) the document conirol number(s); (b) the full title
(if the withheld material is a document) and the full file name (if the withheld material is
in electronic form);{c) a description of the material withheld (for example, a letter,
memoranduim, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to cach recipient (if different from the date the material
was oreated); (f) the emall addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g} the
names, titles, business addresses, emall addresses or other electronic contact information,
and relevant affiliations of ail authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipienis
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; (j) the factual basis supporting the claim that the material is protecied (for
example, that it was prepared by an attorney rendering legal advice to aclientina

w4
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confidentlal communication, or prepared by an atforney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary o support the assertion of protected status by operation of law. If only part of

* aresponsive document is privileged, all non-ptivileged portions of the document must be

produced.

Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of Records of Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at futire proceedings in order to establish the admissibility of
documents produced in response to this subpoena, You are asked to execute this
Certification and provide it with your response.

Continuing Nature of Requests: This request for documents shall be deemed continning
in nafure $o as o require production of all documentis responsive to any specification
included in this request produced or obtalned by you prior to the close of discovery,

- which is March 5, 2014.

Document Retention: You shall retain all documentary materials used in the preparation
of responses 1o the specifications of this Subpoena. We may require the submission of
additional documents at a later time, Accordingly, you should suspend any routine
procedures for docuinent destruction and take other measures to prevent the destruction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of whether you believe such documents are proteoted from discovery by

privilege or otherwise.

Elecironic Submission of Doenments: The following guidelines refet fo the production
of any Blectronically Stored Information (“ESI") or digitally imaged hard copy
documents. Before submitting any efectronie production, you nust confirm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission, The FTC requests Concordance Joad-ready electronic
productions, including DAT and OPT load files.

(1)  Electronically Stored Information: Documents created, utilized, or maintained

in electronic format in the ordinary coutse of business should be delivered to the
FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Mierosoft Excel and PowerPoint
files, must be produced in native format with exiraoted text and metadata,
Data compilations in Excel spreadsheets, or in delimited text formats, must
coniain all underlying data un-redacted with all underlying formulas and
algorithms intact, All database productions (including structured daia
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, guenes,
triggers, types, sequences, materialized views, synonyms, database links,

5-
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directories, Java, XML schemas, and other elements, inciuding the use of any
report writers and custorm user data interfaces;

{(b) Al ESI other than those documents deseribed in (1)(a) above must be
provided in native electronic format with exiracted text or Optical Character
Recognition (“OQCR”) and all related metadata, and with corresponding image
renderings as converted to Group IV, 300 DPY, single-page Tagged Iinage File
Format (“TIFE”) or as color JPEG images (where color is necessary to
inferpret the contents); and .

(¢) Each electronic file should be assigned a unique document identifier
(“DociD”) or Bates reference,

Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitied in an electronic format when at al possible,
These documents should be true, correct, and complete copies of the original
documents as converled to TIFF (or color JPEG) imdges with corresponding
docoment-level OCR text. Such a production is subject to the following

‘requirements:

(@)  Each page shall be endorsec with a document identification number
(which can be a Bates number or a document control number); and

(&)  Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the original

document; and

(¢}  Documents shall be produced in color where necessaty to interpret them
or render them intelligible.

For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:

(a)  For electronic mail: begin Bates or unique document identification
number (“DoolD*), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), eustodian,
from, to, cc, boe, subject, date and time sent, date and {ime received, and
complete attachment identification, including the Bates or DoclD of the
attachments (“AttachiDs”) delimited by a semicolon, MD5 or SHA Hash
value, and link to native file;

(b)  Tor cmail attachments; begin Bates or DocID, end Bates or DocID,
parent email 1D (Bates or DoclD), page count, custodian, source
location/file path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MDS5 or SHA Hash

value, and link to native file;

.
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(6)

(¢)  Tor loose cleetronic documents (as retrieved directly from network file
stores, hard drives, ete.); begin Bates or DocID, end Baies or Do¢ID, page
count, custodian, source media, file path, filename, file extension, file size,
anthor, date and time created, date and fime modified, date and time
printed, MDS or SHA Hash value, and link to native file; and

(@  For imaged hard-copy documents: begin Bates or DocID, ¢nd Bates or
DocID, page count, source, and custodian; and where applicable, file
folder name, binder nams, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the

ordinary course of business.

If you intend to utilize any de-duplication or email threading softwate or services
when collecting or reviewing information that s stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
soflware, you must contact the Commission counsel named above to determirie
whether and in what manner you may use such software or services when
producing materials in vesponse to this Subpoena,

Submit electronic productions as follows:

(@)  With passwords or other documeni-tevel encryption removed or otherwise
provided to the FIC;

(b  Asuncompressed electronic volumes on size-appropriate, Windows-
compatible, media; .

(¢  All electronic media shall be scanned for and free of viruses;

(d)  Data encryption tools may be employed to protect privileged or other
personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media, The passwords should be provided in
advance of delivery, under sepavate cover, Alternate means of encryption
should be disenssed and approved by the FTC; and

()  Please mark the exterior of all packages containing electronic media sent
through the U.S. Postal Service or other delivery sexvices as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

All efectronic files and images shall be accompanied by a production
transmiital letter, which includes:

(@ A summary of the number of yecords and all underlying

.




images, emails, and associated attachments, native files, and databases in
the production; and :

(b)  Anindex that identifies the corresponding consecutive document
identification number(s) used to identify each person’s documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as & computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counse} named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above will provide a

sample index upon request,

We have included a Bureau of Consumeyr Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13.

14,

15,

Docnments No Longer In Existence: If documents responsive to a particular
specification no Jonger exist for reasons other than the ordinary course of business or the
implementation of 2 document retention policy but you have reason to believe have been
in exislence, state the circumslances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
responsive, and identify Persons having knowledge of the content of such documents,

Incomplete Records: If you are unable to answer any question fully, supply such
information as is available, Bxplain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. If books and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of
such estimates, Estimated data should be followed by the notation “est.” If there is no
reasonable way for you to make an estimate, provide an explanation,

Quesfions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDmif, at (202) 326-2999, or Megan Cox, at {202) 326-2282, Documents responsive
to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N, W., Washington, D.C, 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Comunission,
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SPECIFICATIONS
Demand is hereby made for the following documents:
1. All communications between you and LabMD,

2. All docusents consideted to prepare the affidavit you execnted on January 12, 2012, in
the matter captioned LabMD, Inc. v. Tiversa, Ine., Docket No. 11-cv-04G44 (N.D, Ga.).

3. All contracts between you and LabMD,
4. All dosuments related fo work you performed for LabMD.

5. All documents related to compensation received by you, Forensic Strategy Services,
LLC, or any other entity, for services you provided to LabMD.

October 24, 2013 By Adegr— @&

Alain Sheer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

Complaint Counsel

Bureau of Consumer Proteetion
Federal Trade Commission

600 Pennsylvania Avenue, NW
Room NJ-8100

Washingfon, D.C. 20580
Telephone: (202) 326-2282 (Cox)
Facsimile: (202) 326-3062
Electronic mail: mecox1@fie.gov
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CERTIFICATE OF SERVICE

This is o certify that on October 24, 2013, I served vig electronic mail delivery & copy of
the foregoing document to:

Michael D. Pepson

Regulatory Counsel

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C, 26006
michael.pepson@causeofaction.org

Reed Rubinstein

Dinsmore & Shohl, LLP

801 Pennsylvania Avenue, NW
Suite 610

‘Washington, D.C. 20004
reed.rubinstein@dinsmore.cont

Counsel for Respondent LabMD, luc.

QOctober 24, 2013 By:
Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

) DOCKET NO. 9357
In the Matter of )

) PUBLIC
LabMD, Inc., )
a corporation, )

)

STATEMENT PURSUANT TO SCHEDULING ORDER

Pursuant to the Additional Provisions set forth in paragraph 4 of the Scheduling Order,
Counsel for the moving party, Forensic Strategy Services, LLC, and Scott Moulton, hereby
certifies that counsel met and confetred with Complaint Counsel via teleconference in a good-
faith effort to resolve by agreement the issues set forth in Third-Party Forensic Strategy Services,
LLC’s Motion for Protective Order Regarding Complaint Counsel’s Subpoena Ad Testificandum
and Subpoena Duces Tecum, but the parties were unable to reach agreement. The required
conference occurred on Mbnday, December 9, 2013, at approximately 10 a.m. between
undersigned counsel and Alain Sheer, Ryan Mehm, Laura Riposo VanDuff and one additional
attorney and a paralegal from Complaint Counsel’s office.

Respectfully submitted,

oS

Elizabetlf G. Howard : ~
Georgia Bar No. 100118

Barrickman, Allred & Young, LLC
5775 Glenridge Drive, NE, Suite E-100
Atlanta, GA 30328

Telephone: (404) 252-2230

Fax: (404) 252-3376

egh@bayatl.com

Dated: 12/11/13




CERTIFICATE OF SERVICE

I hereby certify that on December 11, 2013, I filed the foregoing document electronically
using the FTC’s E-Filing System, which will send notification of such filing to:

; Donald 8. Clark, Esq.

\ Secretary

N ' Federal Trade Commission
| 600 Pennsylvania Ave., NW, Rm, H-113
; Washington, DC 20580

I also certify that I delivered via electronic mail and caused hand-delivery of a copy of
the foregoing document to:

The Honorable D. Michael Chappell
Chief Administrative Law Judge

Federal Trade Commission

600 Pennsylvania Ave., NW, Rm. H-110
Washington, DC 20580

I further certify that I delivered via electronic mail and first-class mail a copy of the
foregoing document to:

- Alain Sheer, Esq.

- Laura Riposo VanDruff, Esq.
Megan Cox, Esq.
Margaret Lassack, Esq.
Ryan Mehm, Esq.
John Krebs, Esq.
Division of Privacy and Identity Protection
Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mail Stop NJ-8122
Washington, D.C. 20580

Reed D. Rubinstein
William Sherman, II

Dinsmore & Shohl, L.L.P,

801 Pennsylvania Ave., NW, Suite 610
Washington, D.C. 20006

Telephone: 202.372.9120

Fax: 202.372.9141
Email: reed.rubinstein@dinsmore.com




Michael D. Pepson

Cause of Action

1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C, 20006

Phone: 202.499.4232

Email: michael.pepson@causeofaction.org

CERTIFICATE OF ELECTRONIC FILING

I certify that the electronic copy sent to the Secretary of the Commission is a true and
correct copy of the paper original and that I possess a paper original of the signed document

that is available for review by the parties and the adjudicator
Dated: December 11, 2013 By: %“9@_
Elizabeth G, Howard
Georgia Bar No. 100118
Barrickman, Alired & Young, LLC
5775 Glenridge Drive, NE, Suite E-100
Atlanta, GA 30328
Telephone: (404) 252-2230

Fax: (404) 252-3376
egh@bayatl.com




