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mobile device was infected with Malware or that Defendant will provide

purchascrs with software to protect their mobile devices from such Malwarec:

ks

Immediately ceasc billing or charging such consumers or causing such
consumers to be billed or charged;

Provide a full refund within 30 days of entry of this Order to all such
consumers who have not already received such a refund and did not usc or
download the good or service being offered by Defendant; and

For such consumers who did use or download the good or service being
offcred by Defendant and who have not received a full refund, provide
notification of the right to full refunds and provide such refunds in
accordance with subsections B(1) through B(5) and subsection (C) of this

Section.

B. For all consumers whom Defendant initially billed, charged, or caused to be

initially billed or charged using Wireless Access Protocol Billing under short code

75555 from August 1, 2011, until December 7, 2011, Defendant shall:

i 8

Provide notification of a right to full refunds as set forth in Appendix A.
Defendant shall submit a written notice to AT&T and ‘T-Mobile and all
other carriers associated with Defendant’s billing within 10 days of entry of
this Order for such carriers to include in all such consuiners’ mobile phone
bills. The text of Appendix A shall be included in such consumers® mobile
phone bills as a free-standing insert or as text printed in a clear and
conspicuous manner on such consumers’ mobile phone bills. To the fullest
exlent permitted by the applicable carricr, Dcfendant shall arrange for such
notice to be included in the carriers’ bills that will be delivered to such
consumers within 60 days of entry of this Order. Provided, however, that if
any carrier is unable or unwilling to include the required notice in such

consumcrs’ mobile phone bills, Defendant shall take reasonable steps to
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provide notice to such consumers of such carrier of their rights to refund in
accordance with Appendix A.

2 Within 10 days of entry of this Order, Defendant shall send a text message
to such consumers as set forth in Appendix B. Defendant shall ensure that
consumers who receive such messages do not incur fees or charges for
receiving or as a result of receiving the messages;

3. Defendant shall immediately cancel the subscription of all consumers who
submit a refund request or who Defendant otherwise Icarns did not
download the good or service offered by Defendant, or that a person under
the age of 18 ordered or downloaded the good or service;

4, Within 30 days of receiving a refund request, Dcfendant shall issue a full
refund to any consumers whose request indicates that the consumers did not
use or download the good or service offered by Defendant, or a person
under the age of 18 ordered or subscribed to the good or service; and

5. Defendant shall not sell or attempt to sell any good or service through the
refund request process.

2 Commencing 60 days after entry of this Order and, within 30 days after the end of
each month thereafter, until such time that thc Commission staff has deterinined
that all customers have had sufficient opportunity to receive redress under this
scction, Defendant shall provide the Commission with the following data reccived

during the applicable monthly period:

"
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—

The phone numbers and name and addresses if known of each consumer
who it ceased billing, charging or causing to be billed and charged pursuant
to subsections A(1) and B(3) of this Section;
The phone numbers and name and addresscs if known of each consumer
whom it issued full refunds to pursuant to subsections A(2), A(3), and B(4)
of this Section,
The phone numbers and names and addresses if known of each consumer
who submitted a refund request in connection with this Order during the
prior month, the amount of the request, the amount refunded, and if the
request was denied, the reason for the denial; and
The phone numbers and names and addresses if known of each consumer
who submitted a refund request in connection with this Order whose refund
was returned or unclaimed by a consumer.
VIIL
REFUNDS

IT IS FURTHER ORDERED that in conncction with the marketing, advertising,

promotion, distribution, offering for salc, or selling of any goods or services, Defendant is hereby

permanently restrained and enjoined from failing 10 providc a full refund on requcst to any

consumer if*
A.
B.

O

‘The consumer did not use or download the good or service offered by Defendant;

A person under the age of 18 ordered or subscribed to the good or service for which

the consumer requests a refund; or

Defendant violates I, (1, ITI, IV, V, or VI of this Order.

IX.
REFUND PROCEDURES

IT IS FURTHER ORDERED that in connection with the marketing, advertising,

promotion, distribution, offering for sale, or sclling of any goods or scrvices, Defendant is hereby
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permanently restrained and enjoined from failing to establish rcasonable refund procedures for

situations other than those covered by Section VIII above, including but not limited to, disputes

over the quality, effectiveness, or delivery of goods or services.

X
MONETARY RELIEF

I'T IS FURTHER ORDERED that:

A.

D.

Monetary judgment is entered in favor of the Commission and against Defendant in
the amount of one million two hundred thousand dollars ($1,200,000.00).
Defendant is ordered to pay to the Commission one million two hundred thousand
dollars ($1,200,000.00), which, as Defendant stipulates, its undersigned counsel
holds in escrow for no purpose other than payment to the Commission. Such
payment must be made within 7 days of entry of this Order by electronic fund
transfer in accordance with instructions previously provided by a representative of
the Commission.

The Commission’s agreement to this judgment is expressly premised upon the
truthfulness, accuracy, and completeness of Defendant’s representations to the
Commission, including: (1) Defendant’s Supplemental Production of Documents
(IDFFTC00262638-TDFTC00262863) provided to the Commission on May 7, 2013;
and (2) Defendant’s Prescntation of Total Initial Mobile Security Revenuc provided
to the Commission on March 12, 2013.

Effective upon entry of this Order, Defendant relinquishes dominion and all legal
and cquitable right, title, and interest in all asscts transferred pursuant to this Order
and may not seek the return of any assets.

The facts alleged in the Complaint will be taken as true, without further proof, in
any subsequent civil litigation by or on behalf of the Commission, including in a
procecding to enforce its rights to any payment or monetary judgment pursuant to

this Order, such as a nondischargeability complaint in any bankruptey case.
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F. The facts alleged in the Complaint cstablish all elements necessary to sustain an
action by the Commission pursuant to Section 523(a)(2)(A) of the Bankruptcy
Code, 11 U.S.C. § 523(a)(2)(A), and this Order will have collateral estoppel effect

for such purposes.

o)

All money paid to the Commission pursuant to this Order may be deposited into a
fund administered by the Commission or its designee to be used for equitable relief,
including consumer redress and any attendant cxpenses for the administration of
any redress fund. If a representative of the Commission decides that direct redress
to consumers is wholly or partially impracticable or money remains after redress is
complcted, the Commission may apply any remaining money for such other
equitable relief (including consumer information remcdics) as it determines to be
reasonably related to Defendant’s practices alleged in the Complaint. Any moncy
not used for such equitable relief is to be deposited to the U.S. Treasury as
disgorgement, Defendant has no right to challenge any actions the Commission or
its representative may take pursuant to this Subsection.
XI.

CUSTOMER INFORMATION

I'T IS FURTHER ORDERED that Defendant, Defendant’s officers, agents, servants,
employees, and attorneys, and all other persons in active concert or participation with any of them,
who receive actual notice of this Order, are permanently restrained and enjoincd from directly or
indirectly:

A. To the extent such information is in Defendant’s possession, custody, or control,
failing to provide sufficient customer information to enable the Commission to
efficiently administer consumer redress. Defendant represents that they have
provided this redress information to the Commission. If a representative of the
Comumnission requests in writing any nonprivileged information related to redress,

Defendant must provide it, in the form prescribed by the Commission, within 14
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< 3

days, provided that such information is within Defendant’s possession, custody, or
control; and

Disclosing, using, or benefitting from customer information, including the name,
address, telephone number, email address, social security number, other identifying
information, or any data that enables access {0 a customer’s account (including a
credit card, bank account, or other financial account), that Defendant obtained
prior {o entry of this Order in connection with the marketing, advertising,

promotion, distribution, oftering for sale, or selling of any goods or services.

Provided, however, that customer information need not be disposed of, and may be

disclosed, to the extent requested by a government agency or required by law, regulation, or court

order.

XIL
COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the purpose of monitoring Defendant’s compliance

with this Order:

A.

Within 14 days of receipt of a written request from a representative of the
Commission, Defendant must submit additional compliance reports or other
requesied information, which must be sworn under penalty of perjury; appear for
depositions; and produce documents, for inspection and copying. The Commission
is also authorized to obtain discovery, without further leave of court, using any of
the procedurcs prescribed by Federal Rules of Civil Procedure 29, 30 (including
telephonic depositions), 31, 33, 34, 36, 45, and 69.

For matters concerning this Order, the Commission is authorized to communicate
with Defendant through the undersigned counsel for Defendant. If such counsel no
longer represents Defendant, the Commission is authorized to communicate
directly with Defendant unless the Commission has been provided with notice that

new counsel has been retained for Defendant in connection with matters concerning
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this Order, in which casc the Commission is authorized to communicate only with
such new counsel. Defendant must permit representatives of the Commission to
interview any cmployee or other person. The person intcrviewed may have counscl
present.

] The Commission may use all other lawful means, including posing, through its
representatives, as consumers, suppliers, or other individuals or entitics, to
Defendant or any individual or entity affiliated with Defendant, without the
necessity of identification or prior notice. Nothing in this Order limits the
Commission’s lawful use of compulsory process, pursuant to Sections 9 and 20 of
the FTC Act, 15 U.S.C. §§ 49, 57b-1.

XIII.
COMPLIANCE REPORTING
I'T IS FURTHER ORDIERED that Defendant makes timely submissions to the
Commission:
A. One year after entry of this Order, Dcfendant must submit a compliance report,

sworn under penalty of perjury. Defendant must:
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D.

Te Designate at lcast one telephone number and an email, physical, and postal
address as points of contact, which representatives of the Commission may
use to communicate with Defendant;

2. Identify all of Defendant’s businesses by all of their names, telephone
numbers, and physical, postal, email, and Internet addresses;

3. Describe the activities of each business, including the products and services
offered, and the means of advertising, marketing, and sales;

4. Describe in detail whether and how Defendant is in compliance with each
Section of this Order; and

5. Provide a copy of each Order Acknowledgment obtained pursuant to this
Order, unless previously submitted to the Commission.

For 20 years {ollowing entry of this Order, Defendant must submit a compliance

notice, sworn under penalty of perjury, within 14 days of any change in (1) any

designated point of contact; or (2) Defendant’s corporate structure or the structure
of any cntity that Defendant has any ownership interest in or directly or indirectly
controls that may affect compliance obligations arising under this Order, including:
creation, merger, sale, or dissolution of the entity or any subsidiary, parent, or
affiliate that engages in any acts or practices subject to this Order.

Defendant must submit to the Commission notice of the filing of any bankruptey

petition, insolvency proceceding, or any similar proceeding by or against Defendant

within 14 days of its [iling.

Any submission to the Commission required by this Order to be sworn under

penalty of perjury must be true and accurate and comply with 28 U.S.C. § 1746,

such as by concluding: “I declare under penalty of perjury under the laws of the

United States of America that the foregoing is truc and correct. Executed

on;____ " and supplying the date, signatory’s full name, title (if applicable), and

signature.
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L.

Unless otherwise dirccted by a Comimission representative in writing, all
submissions to the Commission pursuant to this Order must be emailed to

DEbrief@ftc.gov or sent by overnight courier (not the U.S. Postal Scrvice) to:
Associate Dircctor for Enforcement
Burcau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue NW
Washington, DC 20580

Re: FTC v, Jesta Digital, LLL.C, Matter No.

XIV.
RECORDKEEPING

IT IS FURTHER ORDERED that Defendant must create the following records for 20

years after entry of the Order, and retain each such record for 5 years:

A.

Accounting records showing the revenues from all goods or services sold, all costs
incurred in generating those revenues, and the resulting net profit or loss;
Personnel records showing, for each person providing services, whether as an
employee or otherwise, that persan’s: name, addresses, and telephone numbers;
job title or position; dates of service; and, if applicablc, the reason for termination;
Complaints and refund requests, whether received directly or indirectly, such as
through a third party, and any respanse;

Records sufficient to show refund rates for each advertising or marketing
campaign;

Records sufficient to show all phone numbers billed in connection with any
advertising or marketing campaign;

Records sufficient to show the total amount that Defendant billed consumers or
caused consumers to be billed in connection with any advertising or marketing

campaign;
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G. Records sufficient to show usage rates, the total amount of charges, and the phone
numbers of consumers charged by Defendant in connection with each advertising
or marketling campaign;

H. Records sufficient to show that consumers have provided express authorization.
‘The types of records include, but arc not limited to, the following: (1) the offer; (2)
the material terms and conditions; (3) the website or screen page presented to a
consumer for his or her agreement to the offer; (4) the agrecement whereby a
consumer takes affirmative action indicating his or her acceptance of charges; and

(5) the banner ads, landing pages and any other pages advertising the service or

product;
L A copy of each advertisement, banner ad, or other marketing material;
J. All records relating to cach notice, refund request or denial of a refund. The

records shall include, but not be limited to, (1) records showing the phone number,
and if possible, the name and address of cach consumer who reccived a notice
under this Order, (2) records showing the phone number, and if possiblc the name
of and address of each consumer who contacted Jesta in connection with this Order,
(3) records showing the substantiation and reason for granting or denying a refund,
(4) records showing thc name, telephone number and address, if known, of every
consunmier who received a refund or was denied a refund, (5) proof of the refund,
and (6) the total amount of rcfunds provided under cach provision of this Order;
and

K. All records necessary to demonstrate full compliance with each provision of this
Order, including all subimissions to the Commission.

XV.
ORDER ACKNOWLEDGMENT
I'T IS FURTHER ORDIRED that Defendant obtain acknowledgements of reccipt of this

Order:
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A. Defendant, within 7 days of entry of this Order, must submit to the Commission an
acknowledgment of receipt of this Order sworn under penalty of perjury.

B. For § years after entry of this Order, Dcfendant must deliver a copy of this Order to:
(1) all principals, officers, directors, and LLC managers and members; (2) all employees, agents
and representatives who participate in advertising, marketing or billing of goods or services; and
(3) any busincss entity resulting {rom any change in structure as set forth in the Section titled
Compliance Reporting. Delivery must occur within 7 days of entry of this Order for current
personnel. For all others, delivery must occur before they assume their responsibilities.

C. From cach individual or entity to which the Defcndant delivered a copy of this Order,
the Defendant must obtain, within 30 days, a signed dated acknowledgment of receipt of this
Order.

XVI.
RETENTION OF JURISDICTION

IT IS FURTHER ORDERED that this Court retains jurisdiction of this matter for purposes
of construction, modification, and enforcement of this Order.

So ordered this day of 5 2013,

UNITED STATES DISTRICT JUDGE
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So stipulated and respectfully submitted,

Dated: @4’5'}" g& 2&/ g

%&Mi ﬂ{/f%
ussell Deitch, CA Bar NO 138713

Arturo DeCastro, DC Bar No. 992023
Federal Trade Commission
600 Pennsylvania Avenue, NW, Room 288
Washington, DC 20580
Phone: (202) 326-2585
(202) 326-2747
Fax: (202) 326-3395
Email: rdeitch@ftc.gov
adecastro@ftc.gov

Attorneys for Plaintiff
Federal Trade Commission

Dated: & 9Ly 2412

22 L4

Quinn Emanuel Urquhart & Sullivan, LLP

Marc L. Greenwald, CA Bar No. 176072

Ryan Q. Keech, CA Bar No. 280306

1299 Pennsylvania Ave., NW,

Suite 825

Washington, DC 20004

Phone: (202) 538-8000

Fax: (202) 538-8100

Email:marcgreenwald@quinnemanuel.com
ryankeech@quinnemanuel.com

Attorneys for Defendant
Jesta Digital, LLC

JESTA DIGITAL; lwf

mer ss:stant Secretary
Jesta gital, L

Defendant
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Appendix A
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Phone Bill Notice

You may be entitled to a refund based on a consumer settlement between the
Federal Trade Commission (FTC) and Jesta available at www.ftc.gov/jamster.
According to the FTC, Jesta told people they had detected viruses, but then billed
them for things like ringtones. You may be eligible for a refund if you paid Jesta
for services since August 2011, but:

e never agreed to buy anything from Jesta, or
e if someone under 18 agreed to the charges.

Contact Jesta at 866-856-5267 or by e-mail at info@jamster.com to apply for a
refund.




Case 1:13-cv-01272 Document 2 Filed 08/20/13 Page 24 of 25

Appendix B
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Text Message Notice

You may be entitled to a refund based on a consumer
settlement between the Federal Trade Commission (FTC)
and Jesta available at www.ftc.gov/jamster. According
to the FTC, Jesta told people they had detected viruses,
but then billed them for things like ringtones. You may
be eligible for a refund if you paid Jesta for services since
August 2011, but:

e never agreed to buy anything from Jesta, or
e if someone under 18 agreed to the charges.

Contact Jesta at 866-856-5267 or by email at
info@jamster.com to apply for a refund.




