
































number of the student and the account number of the investment or loan account. You can also 
personalize your Rewards service account to reflect your progress toward achievi ng your personal 
college savings goals by prov iding additional information about your future college students, such as 
when they ant iCipate starting college and whether they plan to attend a public or private Institution. 
We may use this information to contac t you (lbout college savings opportun ities, unless you opt out 
of receiv ing these messages. 

Investment Account Information. When you open an investment account, the investment 
manager is required by law and by industry regulations to obtain certa in personal information 
beFore creating your investment account. We and our investment manager partners will share 
certai n personal information (such as you r or your stUdent's socia l security number or address) and 
demographic data with one another to facilitate the application process and monthly processing, and 
to comply with applicable law. This sharing of information is required to manage your account. 
Add it ionally, we may use this demographic information (such as your future college student's date 
of birth) to contact you about relevant college savings opportunities, unless you opt out of receiv ing 
such messages. 

Family and Friends Network Information. You may use our Tel l-a-Friend service to notify your 
family and friends about Upromise by providing their names and email addresses . You can also 
increase your college savi ngs through Upromise by creating a sav ings network of fam ily and friends 
that directs a portion of its Upromise savings to your future college students . 

Upromise wilt automatically send a one-time email inv it ing your fam ily and friends t o vis it Upromise. 
We store the information for the purpose of sending these emails and to measure overall response 
rates to these services. Your family and friends may contact to requ est that their inform ation be 
removed. 

Family and friends who contribute to your future college students' investment accounts will receive 
confirm ation of the name and age of each future college student for whom they are saving. 

How does Upromise use my information? 

Management of Your Account. When you become a member, we use your contact and 
transaction data to manage your account. 

Use of Third Parties for Fulfillment Purposes. We may use certain third parties to provide 
marketing and administrative services, such as keeping track of your purchases, analyzing data or 
delivering specia l college sav ing offers to you on our behalf or on behalf of our participating 
companies. Third parties may also be used to help us administer ou r grocery, dining, travel and 
other rewa rds programs. In order to obtain these services, we may need to share certai n personally 
identifiable information about our members. However, these third parties will be bound by legal 
agreements to not use or disclose the information we provide them for any purpose other than to 
per form the requested serv ice. 

On occasion, contests, sweepstakes or surveys on our web site may be co-sponsored by Upromise 
and another company, or may be sponsored by companies other than Upromise. Some or all of the 
data collected through these contests, sweepstakes or surveys may be shared with the sponsor(s) 
or companies ind icated on the entry form or in the applicable rules. 

Notification About Products and Services. We offer you the chance to rna xim il e your Upromi se 
mem bersh ip thro ugh opportunit ies made ava ilable to you on ou r site and, un less you opt out of 
receiving them, through ern.J 11 , mad , and teleph one messages . We rn tl y use Inform <l t ion tJ bout you 
to provide yo u orfers tClilored to your Interes ts . Sometirnes, we send offe rs to sel ected groups of 
rTll!rn bc rs on IJch tJlf of our pa,Ucipil tmg com pan ies ,.lnd/or u(fi lldl (! ') . Occ.:a<:.io !l iJ lly , we eng()gl! third 
IMrtu.!5 in ti le bU Siness or r() clil ta tlrlg communica t ions to ,>cnd you ,n forlTl<lUon fro m rertCli n 
p.ull(lpClti ng cQrnpanic<i, lJu t only ',ub jetl to "tllC t confidcn l lJll ty provl sionc; lh,)t prohdJlt tllO'iC thir d 
pa rties rmrn proViding your per<;onal infol/11,Jtion to tile partlcip.1 ti nq COl1l pll fli es. In :l(ldlllOn, IfJlh ....... ., 

YO LI opt -out, we Inay you r Ill forrnulion WIth nonu ffilrJ tcci finanCial 1Il',t ltutio ns With whom we 
have.] 111,1rkL'l in y rd uli oll'1 11 ip t;O Ul tlt lIl 0se 1).J r lic. ipdlillg COm pLl rl lt:S l11 ay Illu rket to you the <.pL!clfic 
products being offered under our conlr.:lc t With them . If you do not "'/anl to receive ,l ny or 
rnar keling comrnun ic() t ionc;, yo u rnay opt out of rece ivi ng Ihem . 



Use of Information from Third Parties. We may obtain in formation about you from our 
participating companies and other third parties in order to provide you wi th college savings 
opportunities tailored to your interests. You may opt out of receiving these offers by updating your 
account profile at any time on our website, or by contacting a customer service representative at 1-
800-877-6647 . We may also use information obtained from our participating co mpanies and other 
third parties in conjunction wi th member account and enrollment information for analyt ical and 
audit purposes. 

Use of Non-Personally Identifiable Information . We may also provi de aggregated, non­
personally identif iable information abou t our members and their future college students to third 
parties for audit, marketing and other purposes. Because aggregated data is not associated wi th 
any particular person, these third parties will not have access to any personally identifiable 
information about you or your future college students. 

What are my choices regarding the receipt of marketing messages? 
We reserve the right to send you specific administrative notices that are required by law, regulation, 
or as needed to service your account. You may choose whether or not to receive messages fro m 
Upromise and our participating companies that may better suit you r interests based on your 
preferences and transaction history. If you do not wish to receive these messages from Upromlse 
and/or Our part iCi pating companies, you may opt out by sending us an ema il at 
customercare@uoromise.com containing your name, address, account number and request, or by 
ca lling the followi ng toll free number: 1-800-8 77 -6647. You may also opt-out of receiving 
marketing em ails from Upromise and marketing messages from our participating companies by 
updating your Upromise account member profile opt -out preferences on ou r web si te . Our 
participating companies reserve the right to co ntact you using information from sources other than 
Upromise. 

How can I access and update my Upromise data? 
Yo u may access and update information stored in your account profile by visi tIng the Upromise si te. 
Please keep your contact, account, and preference Information up-to-date. Doing so ensures that 
yo ur contributions are properJY tracked and received . It also helps us inform you of new 
participating compan ies who may help you boost your college savings. 

What about links to other sites and participating companies' use of information? 
Through our va rious online offerings, we may provide links to third-party websites, such as those of 
ou r participating companies or your investment manager. Each of these sites may have separate 
privacy and different data -collection practices from Upromise, and we are not responsible for the 
actions or practices of these third parties, nor for the content on these sites . We encourage you to 

: review the privacy policies of their sites. In addition, our rem lndU service and the Personalized 
Offers feature of the Upromise Toolbar are provided by third parties, which also have separate 
privacy poliCies and data-collection practices which can be accessed when you down-load the 
rem indU and Upromise Toolbar software. To learn more about privacy and the Upromise Toolbar, 
please read the Toolbar Privacy Statement. Finally, please remember that when you shop or do any 
other bUSiness with any of our participating compa nies, any information you provide to them is 
subject to their own privacy and data collection practices, for which Upromise is not responsible . 

What is TRUSTe and why is it so important? 
Upromise, a wholly -owned subsidiary of Sallie Mae, Is a licensee of the TRUSTe Privacy Program . 
TRUSTe is an independent, non-profit organ ization whose mission is to build users' t rust and 
confidence in the Internet by promoting the use of fa ir information practices . TRUSTe ha s agreed to 
review the practices of w~_u.~mi.S.~com because this website wants to demonstrate its 
comm itm ent to yo ur privacy . Plea se note that the TRUSTe program does not cover the privacy 
practices of Upromi se, Inc. ~)rfili;)tes . Please .:1lso note that the TRUSTe program covers only 
inf.orma t ion tha t IS collect ed throug h this website, and does not cover informiltion that may be 
collected through '>oftw;lre clownloi)ded from the 'l Ite. 

Jf you htlVf.! quc<, t ,onc; nr (oncern<; n.!<jarrJiIlfJ thiS <> tatcrnent, yo u -,hould flr<;t con lact lJpnJf11 i<;c ( ... l:C 
1) ,.! low) . If 'lOll 011) no t I r ~ (t~I Ve .,r:krllJ.'-JI L! rlyrnl:lll 'J f YO lrr IIHJllrry or your rn '1urry 11 .1 ... Ilot bt~e J1 

.dl l', f '-lctonly .lddJ"f!',':. I!d, '/ il i l ', hould lhl~ n r:onl .. lct rRU STe . IHl)ST~ will then ',Clve..l'i ,) II ,J\')I)I) wl lh 
I Jp ro llH <,e t o r l'<,n lve ,/our ,:onre r ll ... . 



How do I contact Upromise about this Privacy Statement? 
If you have any questions about this privacy statement, our informa t ion-handling practices, or other 
aspects of privacy at Upromise, please C.Qotact us by email or at Upromise, Ioc., Customer Care -
Privacy Policy Issues, 95 Wells Avenue, Suite 160, Newton, MA 02459. 
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Upromise Security Statement 

Our members' security and privacy are critica lly important issues for Upromise. We are proud of the 

innovations we have made to protec t you r data and persona l identity throughout the Upromise se rvice. 

Upromise protects yo ur data by: 

• 
• 
• 
• 

Monitoring fo r in t rusion att empts - 24 hours a day, 7 days a week; 

SSL, Data, a,nd Password encryption technology; 

Firewa lls and systems monitoring; 

Securi ty audits and inspections by leading security firms . 

How Does Upromise Protect Your Security? 

The security of you r personal information, transactions and savings is our priority at Upromise . Using the 

Secure Sockets Layer protocol (SSL). Upromise automatically encrypts you r sens itive in formation in 

transit from your com puter to ou rs. Once your info rmation reaches us, it resides on servers that are 

configured for maximum security and are con tinuou sly monitored for unauthorized changes. Upromise 

security architecture and security procedures are audited and inspected by industry leaders specia lizing 

in security processes and technologies . 

How Can You Help Upromise Protect Your Security? 

Username and Password 

Choose a password that w ill be difficult for others to guess. Do not use obvious or easily accessed data 

such as you r name, initia ls, Social Security number, mother's maiden name, phone number, add ress, 

family birthdays, family names, pets, or any combina t ion of the previous. We emphasize the importance , 
of choosing a unique and secure password to help ensure you r protection. Upromise wi ll never contact 

you to so licit you r username or password . Never provide them to anyone. 

Close Your Browser When Finished 

After you have finished your session w ith Upromise, log out and close your browser to erase information 

that may have been stored on your compu ter during you r session. Any information you entered during 

your session may be temporarily stored in the memory storage area of you r compute r unt il you close 

the browser . Logging off and closing your browser wi ll clea r this temporary storage area from your 

compute r. 

Verify authenticity of emails 

Never click on a link in an email if you are unsure of its origins, especially i f the emai l asks fo r pe rsona l o r 

financial informat ion. If you have any doubt about the au thenticity of an email from Upromise, simp ly 

open a new Web browser, type in http://www.upromise.com. log in to your Uprom ise account sa fely 

and securely and then per form the requested act ivi ty. 
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