


















































Use of Information from Third Parties. We may obtain information about you from our
participating companies and other third parties in order to provide you with college savings
opportunities tailored to your interests. You may opt out of receiving these offers by updating your
account profile at any time on our website, or by contacting a customer service representative at 1-
800-877-6647. We may also use information obtained from our participating companies and other
third parties in conjunction with member account and enrollment information for analytical and

audit purposes.

Use of Non-Personally Identifiable Information. We may also provide aggregated, non-
perscnally identifiable information about our members and their future college students to third
parties for audit, marketing and other purposes. Because aggregated data is not associated with
any particular person, these third parties will not have access to any personally identifiable
information about you or your future college students.

What are my choices regarding the receipt of marketing messages?

We reserve the right to send you specific administrative notices that are required by law, regulation,
or as needed to service your account. You may choose whether or not to receive messages from
Upromise and our participating companies that may better suit your interests based on your
preferences and transaction history. If you do not wish to receive these messages from Upromise
and/or our participating companies, you may opt out by sending us an email at
customercare@upromise.com containing your name, address, account number and request, or by
calling the following toll free number: 1-800-877-6647. You may also opt-out of receiving
marketing emails from Upromise and marketing messages from our participating companies by
updating your Upromise account member profile opt-out preferences on our web site. Our
participating companies reserve the right to contact you using information from sources other than

Upromise,

How can I access and update my Upromise data?

You may access and update information stored in your account profile by visiting the Upromise site.
Please keep your contact, account, and preference information up-to-date. Doing so ensures that
your contributions are properly tracked and received. It also helps us inform you of new
participating companies who may help you boost your college savings.

What about links to other sites and participating companies' use of information?
Through our various online offerings, we may provide links to third-party websites, such as those of
our participating companies or your investment manager. Each of these sites may have separate
privacy and different data-collection practices from Upromise, and we are not responsible for the
actions or practices of these third parties, nor for the content on these sites. We encourage you to
- review the privacy policies of their sites. In addition, our remindU service and the Personalized
~ Offers feature of the Upromise Toolbar are provided by third parties, which also have separate
privacy policies and data-collection practices which can be accessed when you down-load the
remindU and Upromise Toolbar software. To learn more about privacy and the Upromise Toolbar,
please read the Toolbar Privacy Statement. Finally, please remember that when you shop or do any
other business with any of our participating companies, any information you provide to them is
subject to their own privacy and data collection practices, for which Upromise is not responsible.

What is TRUSTe and why is it so important?
Upromise, a wholly-owned subsidiary of Sallie Mae, is a licensee of the TRUSTe Privacy Program.

TRUSTe is an independent, non-profit organization whose mission is to build users' trust and
confidence in the Internet by promoting the use of fair information practices. TRUSTe has agreed to
review the practices of www,upromise.com because this website wants to demonstrate its
commitment to your privacy. Please note that the TRUSTe program does not cover the privacy
practices of Upromise, Inc. affiliates. Please also note that the TRUSTe program covers only
information that is collected through this website, and does not cover information that may be
collected through software downloaded from the site.

If you have questions or concerns regarding this statement, you should first contact Upromise (see
below). IF you do not recaoive acknowledgment of your inquiry or your inquiry has not been
salisfactonly addressed, you should thon contact TRUSTe. TRUSTe will then serve as a liaison with
Hpromise Lo resolve your concerns.,



How do I contact Upromise about this Privacy Statement?
If you have any guestions about this privacy statement, our information-handling practices, or other

Privacy Policy Issues, 95 Wells Avenue, Suite 160, Newton, MA 02459,
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Upromise Security Statement

Our members' security and privacy are critically important issues for Upromise. We are proud of the
innovations we have made to protect your data and personal identity throughout the Upromise service.

Upromise protects your data by:

* Monitoring for intrusion attempts - 24 hours a day, 7 days a week;
® 55L, Data, and Password encryption technology;

e Firewalls and systems monitoring;

e Security audits and inspections by leading security firms.

How Does Upromise Protect Your Security?

The security of your personal information, transactions and savings is our priority at Upromise. Using the
Secure Sockets Layer protocol (SSL), Upromise automatically encrypts your sensitive information in
transit from your computer to ours. Once your information reaches us, it resides on servers that are
configured for maximum security and are continuously monitored for unauthorized changes. Upromise
security architecture and security procedures are audited and inspected by industry leaders specializing

in security processes and technologies.
How Can You Help Upromise Protect Your Security?

Username and Password

Choose a password that will be difficult for others to guess. Do not use obvious or easily accessed data
such as your name, initials, Social Security number, mother's maiden name, phone number, address,
family birthdays, family names, pets, orany combination of the previous. We emphasize the importance
of choosing a unique and secure password to help ensure your protection. Upromise will never contact
you to solicit your username or password. Never provide them to anyone.

Close Your Browser When Finished

After you have finished your session with Upromise, log out and close your browser to erase information
that may have been stored on your computer during your session. Any information you entered during
your session may be temporarily stored in the memory storage area of your computer until you close
the browser. Logging off and closing your browser will clear this temporary storage area from your

computer.

Verify authenticity of emails

Never click on a link in an email if you are unsure of its origins, especially if the email asks for personal or
financial information. If you have any doubt about the authenticity of an email from Upromise, simply
open a new Web browser, type in http://www.upromise.com, log in to your Upromise account safely

and securely and then perform the requested activity.
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