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14 Attorneys for Plaintiff THE UNITED STATES OF AMERICA 

IN THE UNITED STATES DISTRICT COURT 15 
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S· t,~ \~ 

UNITED STATES OF AMERICA, caseAJ2.Vll- 0 072 4 ~'. 
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v. 

PLA YDOM, INC., a subsidiary of Disney 
Enterprises, Inc., 

and, 

STIPULATION FOR ENTRY 
OF CONSENT DECREE AND 
ORDER FOR CIVIL 
PENALTIES, INJUNCTION 
AND OTHER RELIEF 

24 HOWARD MARKS, individually, 

25 

26 

Defendants. 

27 Subject to the approval of this Court, Plaintiff the United States of America 

28 and Defendants Playdom, Inc., and Howard Marks, individually, by and through 

Stipulation for Entry 



1 their respective counsel, hereby jointly stipulate to entry of the Consent Decree 

2 and Order for Civil Penalties, Injunction and Other Relief (the "Consent Decree") 

3 lodged concurrently with this Stipulation. A true and correct copy of the Consent 

4 Decree is attached hereto as Exhibit 1. 
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1 ALAN PHELPS 
Trial Attorney 

- 2 . Office of Consumer Protection Litigation 
U.S. Department of Justice 

3 PO Box 386 
Washington, DC 20044 

4 Telephone: 202-307-6154 
FaCSImile: 202-514-8742 

5 E-mail: alan.phelps@usdoj.gov 

6 . ANDRE BIROTTE JR. 
United States Attorney 

7 Central District of California 
LEE WEIDMAN, AUSA 

8 Chie~ rCivil Division 
GARy PLESSMAN AUSA 

9 Chief, Civil·Frauds Section 
Central District of California 

10 California State BarNo. 101233 

11 

12 

13 

Room 7516, Federal Building 
300 North Los Angeles Street 
Los Angeles, CA 90012 
Telephone: (213) 894-2474 
FacsImile: (213) 894-2380 
E-mail: gary.plessman@usdoj.gov 

14 Attorneys for Plaintiff THE UNITED STATES OF AMERICA 

15 

16 

17 

18 

19 

20 

21 

22 

23 

IN THE UNITED STATES DISTRICT COURT 

FOR THE CENTRAL DISTRICT OF CALIFORNIA 

UNITED STATES OF AMERICA, 
Plaintiff, 

v. 

PLA YDOM, INC., a subsidiary of Disney 
Enterprises, Inc., 

and, 

Case No. -----

CONSENT DECREE AND 
ORDER FOR CIVIL 
PENALTIES, INJUNCTION 
AND OTHER RELIEF 

24 HOWARD MARKS, individually, 
Defendants. 

25 

26 WHEREAS Plaintiff, the United States of America, has commenced this 

27 action by filing the complaint herein; Defendants have waived service of the 

28 Summons and Complaint; the parties have been represented by the attorneys 

Consent Decree 
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1 whose names appear hereafter; and the parties have agreed to settlement of this 

- 2 action upon the following terms and conditions, without adjudication of any issue 

3 of fact or law, and without Defendants admitting that any issue of fact or law other 

4 than those related to jurisdiction and venue is true; 

5 THEREFORE, on the joint motion of Plaintiff and Defendants, it is hereby 

6 ORDERED, ADJUDGED, and DECREED as follows: 

7 1. This Court has jurisdiction of the subject matter and of the parties pursuant 

8 to 28 U.S.C. §§ 1331, 1337(a), 1345, and 1355, and 15 U.S.C. 

9 § § 45(m)(l)(A), 53(b), 56(a), and 57b. 

10 2. 

11 

12 3. 

13 

14 4. 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 5. 

26 

27 

28 

Venue is proper as to all parties in the Central District of California under 

15 U.S.C. § 53(b) and 28 U.S.C. §§ 1391(b)-(c) and 1395(a). 

The activities of Defendants are in or affecting commerce as defined in 

Section 4 of the FTC Act, 15 U.S.C. § 44. 

The Complaint states a claim upon which relief may be granted against 

Defendants under Sections 1303(c) and 1306(d) of the Children's Online 

Privacy Protection Act of 1998 ("COPPA"), 15 U.S.C. §§ 6501-6506, 

'6502(c), and 6505(d); the Commission's Children's Online Privacy 

Protection Rule, 16 C.F.R. Part 312; and Sections 5(a)(l), 5(m)(I)(A), 

13(b), andI6(a) of the Federal Trade Commission Act ("FTC Act")" 15 

U.S.C. §§ 41-58, 45(a)(I), 45(m)(l)(A), 53(b), and 56(a). Among other 

things, the complaint alleges that Defendants violated COPPA by failing to 

provide notice to parents of their information practices, and to obtain 

verifiable parental consent prior to collecting, using, and or disclosing 

personal information from children online. 

Defendants have entered into this Consent Decree and Order for Civil 

Penalties, Injunction, and Other Relief ("Order") freely and without 

coercion. Defendants further acknowledge that they have read the 

provisions of this Order and are prepared to abide by them. 
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1 6. Plaintiff and Defendants hereby waive all rights to appeal or otherwise 

2 challenge the validity of this Order. 

3 7. Plaintiff and Defendants stipulate and agree that entry of this Order shall 

4 constitute a full, complete, and final settlement of this action. 

5 8. Defendants have agreed that this Order does not entitle them to seek or to 

6 obtain attorneys' fees as a prevailing party under the Equal Access to Justice 

7 Act, 28 U.S.C. § 2412, and Defendants further waive any rights to 

8 

9 9. 

10 

11 10. 

12 

13 II. 

14 

15 

16 

17 

attorneys' fees that may arise under said provision of law. 

Entry of this Order is in the public interest. 

DEFINITIONS 

"Rule" means the Federal Trade Commission's Children's Online Privacy 

Protection Rule, 16 C.F.R. Part 312. 

The terms "child" "collects" "collection" "Commission" "delete" , , , " 

"disclosure" "Internet" "online contact information" "operator" "parent" 
" '" 

"person," "personal information," "third party," "verifiable consent," and 

"website or online service directed to children," mean as those terms are 

defined in Section 312.2 of the Rule, 16 C.F.R. § 312.2. 

18 12. "Individual Defendant" means Howard Marks. 

19 13. "Corporate Defendant" means Playdom. Inc., and its successors and assigns. 

20 14. "Defendants" means both the Individual Defendant and the Corporate 

21 Defendant. 

22 INJUNCTION 

23 15. IT IS ORDERED that Defendants, and their officers, agents, 

24 representatives, and employees, and all persons in active concert or 

25 participation with them who receive actual notice of this Order by personal 

26 service or otherwise, are hereby enjoined, directly or through any 

27 corporation, subsidiary, division, website, or other device, from: 

28 
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7 
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18 

19 
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22 

23 

24 

25 

26 

27 

28 

16. 

A. Failing, on any website or online service directed to children, or on 

any website or online service through which they, with actual 

knowledge, collect, use, and/or disclose personal information from 

children, to provide sufficient notice of the information Defendants 

collect online from children, how they use such information, their 

disclosure practices, and all other content, as required by Section 

312.4(b) of the Rule, 16 C.F.R. § 312.4(b); 

B. Failing, on any website or online service directed to children, or on 

any website or online service through which they, with actual 

knowledge, collect, use, and/or disclose personal information from 

children, to provide direct notice to parents of what information 

Defendants collect online from children, how they use such 

information, their disclosure practices, and all other required content, 

as required by Section 312.4(c) of the Rule, 16 C.F.R. § 312.4(c); 

C. Failing, on any website or online service directed to children, or on 

any website or online service through which they, with actual 

knowledge, collect, use, and/or disclose personal information from 

children, to obtain verifiable parental consent before any collection, 

use, and/or disclosure of personal information from children, as 

required by Section 312.5 of the Rule, 16 C.F.R. § 312.5(a)(I); or, 

D. Violating any other provision of the Children's Online Privacy 

Protection Rule, 16 C.F .R. Part 312, and as the Rule may hereafter be 

amended. A copy of the Rule is attached hereto' as "Appendix A" and 

incorporated herein as if fully set forth verbatim. 

IT IS FURTHER ORDERED that Defendants, and their officers, agents, 

representatives, and employees, and all persons in active concert or 

participation with them who receive actual notice of this Order by personal 

service or otherwise, are hereby enjoined, directly or through any 
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1 corporation, subsidiary, division, website, or other device, in connection 

2 with the operation of any website or online service, from making any 

3 misrepresentation in the website or online service's privacy policy or 

4 elsewhere about the website or online service's collection, use, disclosure, 

5 or deletion of children's personal information. 

6 DELETION OF CHILDREN'S PERSONAL INFORMATION 

7 17. IT IS FURTHER ORDERED that Defendants, within ten (10) days from 

8 the date of receipt of notice of the entry of this Order shall delete all 

9 personal information collected and maintained within their possession, 

10 custody, or control in violation of the Rule at any time from April 21, 2000 

11 through the date of entry of this Order. 

12 CONSUMER EDUCATION REMEDY 

13 18. IT IS FURTHER ORDERED that, for a period of five (5) years from the 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

date of entry of this Order, Defendants, in connection with their operation of 

any website or online service directed to children, and any website or online 

service through which Defendants, with actual knowledge, collect, use, 

and/or disclose personal information from children, shall place a clear and 

conspicuous notice: (1) within the privacy policy required to be posted by 

Section 312.4(b) of the Rule, 16 C.F .R. § 312.4(b); (2) within the direct 

notice required to be sent to parents by Section 312.4( c) of the Rule, 16 

C.F .R. § 312.4( c); and, (3) at each location on the website or online service 

where personal information is collected, which states as follows in bold 

typeface: 

NOTICE: Visit www.OnGuardOnline.gov for ti~s from the Federal 
Trade Commission on protecting kids privacy online 
r"www.OnguardOnline.gov" must contain a hyperlink to 
nttp://www.onguardonline.gov/topicslkids-privacy.aspx] 

Defendants shall be required to change the hyperlinkslURLs within fifteen 

(15) days after receipt of notice from the Federal Trade Commission of a 

change to such hyperlinkslURLs. 
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1 CIVIL PENALTY 

2 19. IT IS FURTHER ORDERED that Defendants, jointly and severally, shall 

3 pay to Plaintiff a civil penalty, pursuant to Section 5(m)(I)(A) of the FTC 

4 Act, 15 U.S.C. § 45(m)(1)(A), in the amount of three million dollars 

5 ($3,000,000). 

6 20. Prior to or concurrently with Defendants' execution of this Order, 

7 Defendants shall tum over the full amount of the civil penalty to their 

8 attorneys, who shall hold the entire sum for no purpose other than payment 

9 to the Treasurer of the United States after entry of this Order by the Court. 

10 Within five (5) days of receipt of notice of the entry of this Order, 

11 Defendants' attorneys shall transfer the sum of three million dollars 

12 ($3,000,000) in the form of a wire transfer or certified cashier's check made 

13 payable to the Treasurer of the United States. The check andlor written 

14 confirmation of the wire transfer shall be delivered in accordance with 

15 procedures specified by the Office of Consumer Litigation, Civil Division, 

16 U.S. Department of Justice, Washington, DC 20530. 

17 21. Defendants relinquish all dominion, control, and title to the funds paid to 

18 the fullest extent permitted by law. Defendants shall make no claim to or 

19 demand return of the funds, directly or indirectly, through counselor 

20 otherwise. 

21 22. Defendants agree that they will not .contest the Commission's right to any 

22 payment or money judgment in any subsequent civil litigation filed by or on 

23 behalf of the Commission to enforce its rights to any payment or money 

24 judgment pursuant to this Order. 

25 23. Defendants agree that the judgment represents a civil penalty owed to the 

26 United States Government, and is not compensation for actual pecuniary 

27 loss, and therefore, as to the Individual Defendant, it is not subject to 

28 discharge under the Bankruptcy Code pursuant to 11 U.S.C. § 523(a)(7). 
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1 24. In the event of any default payment, which default continues for ten (10) 

2 

3 

4 

5 

6 

7 25. 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

days beyond the due date of payment, the entire unpaid penalty, together 

with interest, as computed pursuant to 28 U.S.C. § 1961 (accrued from the 

date of default to the date of payment) shall immediately become due and 

payable. 

COMPLIANCE MONITORING 

IT IS FURTHER ORDERED that for the purpose of monitoring and 

investigating compliance with any provision of this Order: 

A. Within fourteen (14) days of receipt ofa written request from a 

representative of the Commission, Defendants each shall submit 

written responses, which are true and accurate and sworn to under 

penalty of perjury; produce documents for inspection and copying; 

appear for deposition; and provide entry during normal business 

hours to any business location in each Defendant's possession or 

direct or indirect control to inspect the business operation. Provided 

that, Defendants, after attempting to resolve a dispute without court 

action and for good cause shown, may file a motion with this Court 

seeking an order including one or more of the protections set forth in 

Fed. R. Civ. P. 26(c). 

B. In addition, the Commission is authorized to use all other lawful 

means, including but not limited to: 

1. Obtaining discovery from any person , without further leave of 

court, using the procedures prescribed by Fed. R. Civ. P. 30, 

31,33,34,36,45 and 69; 

2. Having its representatives pose as consumers and suppliers to 

Defendants, their employees, or any other entity managed or 

controlled in whole or in part by any Defendant, without the 

necessity of identification or prior notice; and, 
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26. 

C. Defendants each shall permit representatives of the Commission to 

interview any employer, consultant, independent contractor, 

representative, agent, or employee who has agreed to such an 

interview, relating in any way to any conduct subject to this Order. 

The person interviewed may have counsel present, including 

Defendants' counsel and any individual counsel. 

D. For purposes of the compliance reporting and monitoring required by 

this Order, the Commission is authorized to communicate directly 

with each Defendant. Defendants may have counsel present. 

Provided however, that nothing in this Order shall limit the Commission's 

lawful use of compulsory process, pursuant to Sections 9 and 20 of the FTC 

Act, 15 U.S.C. §§ 49, 57b-l, to obtain any documentary material, tangible 

things, testimony, or information relevant to unfair or deceptive acts or 

practices in or affecting commerce (within the meaning of 15 U.S.C. 

§ 45(a)(1)). 

COMPLIANCE REPORTING 

IT IS FURTHER ORDERED that, in order that compliance with the 

provisions of this Order may be monitored: 

A. F or a period of four (4) years from the date of entry of this Order, 

1. The Individual Defendant shall notify the Commission of the 

following: 

a. Any changes in the Individual Defendant's residence, 

mailing address, and telephone number, within ten (10) 

days of the date of such change; 

b. Any changes in the Individual Defendant's employment 

status (including self-employment), and any change in 

the Individual Defendant's ownership in any business 

entity, within ten (10) days of the date of such change. 
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1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

2. 

Consent Decree 

Such notice shall include the name and address of each 

business that the Individual Defendant is affiliated with, 

employed by, creates or forms, or performs services for; 

a detailed description of the nature of the business; and a 

detailed description of the Individual Defendant's duties 

and responsibilities in connection with the business or 

employment; and, 

c. Any changes in the structure of any business entity that 

the Individual Defendant directly or indirectly controls 

or has an ownership interest in, that may affect 

compliance obligations arising under this Order, 

including but not limited to: incorporation or other 

organization; a dissolution, assignment, sale, merger, or 

. other action; the creation or dissolution of a subsidiary, 

parent, or affiliate that engages in any acts or practices 

subject to this Order; or a change in the business name or 

address, at least thirty (30) days prior to such change, 

provided that, with respect to any such change in the 

business entity about which the Individual Defendant 

learns less than thirty (30) days prior to the date such 

action is to take place, the Individual Defendant shall 

notify the Commission as soon as is practicable after 

obtaining such knowledge; and 

d. Any changes in the Individual Defendant's name or use 

of any aliases or fictitious names within ten (10) days of 

the date of such change. 

The Corporate Defendant shall notify the Commission of any 

changes in the structure of the Corporate Defendant or any 

business entity that it directly or indirectly controls, or has an 

Page 9 of 20 
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1 
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8 

9 

10 

11 

12 
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14 

15 

16 

17 

18 

19 
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24 
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27 

28 

B. 

ownership interest in, that may affect compliance obligations 

arising under this Order, including but not limited to: 

incorporation or other organization; a dissolution, assignment, 

sale, merger, or other action; the creation or dissolution of a 

subsidiary, parent, or affiliate that engages in any acts or 

practices subject to this Order; or a change in the business 

name or address, at least thirty (30) days prior to such change, 

provided that, with respect to any such change in the business 

entity about which the Corporate Defendant learns less than 

thirty (30) days prior to the date such action is to take place, it 

shall notify the Commission as soon as is practicable after 

obtaining such knowledge. 

Sixty (60) days after the date of entry of this Order, and thereafter for 

a period of four (4) years, at such times as the Federal Trade 

Commission shall reasonably require, Defendants each shall provide 

a written report to the Commission, which is true and accurate and 

sworn to under penalty of perjury, setting forth in detail the manner 

and form in which each has complied and is complying with this 

Order. This report shall include, but not be limited to: 

1. For the Individual Defendant: 

a. The Individual Defendant's then-current residence 

address, mailing addresses, and telephone numbers; 

b. The Individual Defendant's then-current employment 

status (including self-employment), including the name, 

addresses, and telephone numbers of each business that 

the Individual Defendant is affiliated with, employed by, 

or performs services for; a detailed description of the 

nature of the business; and a detailed description of the 
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1 

2 

3 

4 

5 2. 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

Consent Decree 

Individual Defendant's duties and responsibilities in 

connection with the business or employment; and, 

c. Any other changes required to be reported under Section 

26.A. of this Order. 

For the Corporate Defendant, and for the Individual Defendant 

in connection with any business that the Individual Defendant 

controls, directly or indirectly, or in which he has a majority 

ownership interest: 

a. A statement setting forth in detail the criteria and process 

through which each Defendant's websites or online 

services register visitors online for any activity requiring 

the submission of personal information, and a copy of 

each different version of screen or page providing or 

collecting registration information; 

b. A copy of each different version of privacy notice posted 

on each website or online service operated by each 

Defendant; 

c. A statement setting forth in detail each place where the 

privacy notice on any such website or online service is 

located and a copy of each different version of screen or 

page on which such website or online service collects 

personal information; 

d. A copy of each different version of privacy notice sent to 

parents of children that register on each website or online 

serVIce; 

e. A statement setting forth in detail when and how each 

such notice to parents is provided; 

f. A statement setting forth in detail the methods used to 
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1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

C. 

g. 

h. 

1. 

J. 

k. 

obtain verifiable parental consent prior to any collection, 

use, and/or disclosure of personal infonnation from 

children; 

A statement setting forth in detail the means provided for 

parents to review the personal infonnation collected 

from their children and to refuse to pennit its further use 

or maintenance; 

A statement setting forth in detail why each type of 

infonnation collected from a child is reasonably 

necessary for the provision of the particular related 

activity; 

A statement setting forth in detail the procedures used to 

protect the confidentiality, security, and integrity of 

personal infonnation collected from children; 

A copy of each acknowledgment of receipt of this Order, 

obtained pursuant to the Section titled "Distribution of 

Order'" and , , 

Any other changes required to be reported under Section 

26.A. of this Order. 

Each Defendant shall notify the Commission of the filing of a 

bankruptcy petition by such Defendant within fifteen (15) days of 

filing. 

23 D. For the purposes of this Order, Defendants shall, unless otherwise 

24 directed by the Commission's authorized representatives, send by 

25 overnight courier (not the U.S. Postal Service) all reports and 

26 

27 

28 

notifications to the Commission that are required by this Order to the 

following address: 
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Associate Director for Enforcement 
Bureau of Consumer Protection 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 
RE: Us. v. Plavdom. Inc. 

Provided that, in lieu of overnight courier, Defendants may send such 

reports or notifications by first-class mail, but only if Defendants 

contemporaneously send an electronic version of such report or 

notification to the Commission at: DEBrief@ftc.gov. 

RECORD-KEEPING PROVISIONS 

IT IS FURTHER ORDERED that, for a period of seven (7) years from the 

date of entry of this Order, Defendants, for any business for which they, 

individually or collectively, are the majority owner or directly or indirectly 

control, are hereby restrained and enjoined from failing to create and retain 

the following records: 

A. A print or electronic copy (in HTML format) of all documents 

necessary to demonstrate full compliance with each provision of this 

Order, including, but not limited to: 

1. Copies of acknowledgments of receipt of this Order required 

by Sections titled "Distribution of Order" and 

"Acknowledgment of Receipt of Order"; 

2. All reports submitted to the Commission pursuant to the 

Section titled "Compliance Reporting"; 

3. A sample copy of every materially different form, web page, or 

screen through which personal information is collected, and a 

sample copy of each materially different document containing 

any representation regarding D"efendants' collection, use, and 

disclosure practices pertaining to personal information of a 
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28. 

child. Each web page copy shall be accompanied by the URL 

of the web page where the material was posted online. 

Electronic copies shall include all text and graphics files, audio 

scripts, and other computer files used in presenting infonnation 

on the Internet. Provided, however, that Defendants shall not 

be required to retain any document for longer than two (2) 

years after the document was created, or to retain a print or 

electronic copy of any amended web page or screen to the 

extent that the amendment does not affect Defendants' 

compliance obligations under this Order. 

DISTRIBUTION OF ORDER 

IT IS FURTHER ORDERED that, for a period of four (4) years from the 

date of entry of this Order, Defendants shall deliver copies of the Order, 

including Appendix A, as directed below: 

A. Corporate Defendant: The Corporate Defendant must deliver a copy 

of this Order to: (1) all of its principals, officers, directors, and 

managers of any business engaged in conduct related to the subject 

matter of the Order; (2) all employees, agents, and representatives 

who have responsibilities related to the operation of any website or 

online service subject to this Order; and (3) any business entity 

resulting from any change in structure set forth in Subsection A.2. of 

the Section titled "Compliance Reporting." For current personnel, 

delivery shall be within five (5) days of service of this Order upon the 

Corporate Defendant. For new personnel, delivery shall occur prior 

to their assuming their responsibilities. For any business entity 

resulting from any change in structure set forth in Subsection A.2. of 

the Section titled "Compliance Reporting," delivery shall be at least 

ten (10) days prior to the change in structure. 
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29. 

B. Individual Defendant as a control person: For any business engaged 

in conduct related to the subject matter of the Order that the 

Individual Defendant controls, directly or indirectly, or in which the 

Individual Defendant has a majority ownership interest, the 

Individual Defendant must deliver a copy of this Order to: (1) all 

principals, officers, directors, and managers; and (2) all employees, 

agents, and representatives who have responsibilities related to the 

operation of any website or online service subject to this Order. For 

current personnel, delivery shall be within five (5) days of service of 

this Order upon the Individual Defendant. For new personnel, 

delivery shall occur prior to their assuming their responsibilities. 

C. Individual Defendant as employee or non-control person: For any 

business where the Individual Defendant is not a controlling person 

of a business but otherwise engages in conduct related to the subject 

matter of this Order, the Individual Defendant must deliver a copy of 

this Order to all principals and managers of such business before 

engaging in such conduct. 

D. Defendants must secure a signed and dated statement acknowledging 

receipt of the Order, within thirty (30) days of delivery, from all 

persons receiving a copy of the Order pursuant to this Section. 

Defendants shall maintain copies of the signed statements, as well as 

other information regarding the fact and manner of its compliance, 

including the name and title of each person to whom a copy of the 

Order has been provided and, upon request, shall make the statements 

and other information available to the Commission. 

ACKNOWLEDGMENT OF RECEIPT OF ORDER 

IT IS FURTHER ORDERED that each Defendant, within five (5) 

business days of receipt of this Order as entered by the Court, must submit 
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1 to the Commission a truthful sworn statement acknowledging receipt of this 

2 Order. 

3 PROVISION OF TAXPAYER IDENTIFYING NUMBERS 

4 30. IT IS FURTHER ORDERED that the Corporate Defendant is hereby 

5 required, in accordance with 31 U.S.C. § 7701, to furnish to the Federal 

6 Trade Commission its taxpayer identifying number (employer identification 

7 number), which shall be used for purposes of collecting and reporting any 

8 delinquent amount arising out of its relationship with the government. 

9 RETENTION OF JURISDICTION 

10 31. This Court shall retain jurisdiction of this matter for the purposes of 

11 construction, modification, and enforcement of this Order. 

12 

13 JUDGMENT IS THEREFORE ENTERED in favor of Plaintiff and 

14 against Defendants, pursuant to all the terms and conditions recited above. 

15 

16 

17 

18 
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20 
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22 
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28 

Dated this ____ day of _______ , 2011. 
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1 The parties, by their counsel, hereby consent to the terms and conditions of 

2 the Order as set forth above and consent to the entry thereof. 
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3l2. 1;1 ,Rti.lem:j3.~~~evieW, 
:lJ:;i. \Iil, ,Sav.ei'a;birl1;-y~; 

Atrr.'SeltlIT'y;:is U;S.O. 6sQl-6~f!lL 

SOUltO-E: &4~R p9liJJ.., 1'!1ov; 3, 1999;tili1~ 
btn:etwifs.e li~t.ed,< 
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IiJ,~tfie't.,'l'hee:frectiv.ed:ate,.qf tti1:s t)'aI't 
is A),1:r:i,l ~~. 2't)pO. 
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l'naking a.ny reasonable' etfoft' (1!Iili:;~ng 
.i.ntdcon:std'etatt6n g;1tailable tech
nology) to ensure. that beforiil p~r.Sbtia;l 
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dren; the Oommissij';)'rtwflJ oO,na.ic;ler its 
8Uo.ji>qt;. ltu:l!it,ei"visui3,X .. Q.Ji au,Ql0 eo.n
tent~ a;g:e' of modell:h lan~ua.g'e or Qth.:ej; 
charact;et':!:stfc'S (Jfth~ we'i:)sl_t~o:r onlJne 
service, as we:lla~wheth.er e,dv6rttsing' 
promot.ingoJ' ;:Ii~l?e8;1':ingen thew'e>bs,rt~ 
. or onHne. 'se.r\t:iee 1s dife{)y~d tochU
dn6n;. 'I'M C!itliimJsl?Jpl1 wtri . also: con,. 
sider CO'mpc'tent aDdI~eU.a.ble ethl)i1?icat 
evfd:ehce regarding a;udfe:n:ce comp:osl
tfcin.;evldence :'re~rd'iilg t):le in;teMea 
aud.1enee; a;6.:d wJ:;i.ether :a site us~am
mated.ohaIiaictersandlOr chjJd-:or~~nt~d 
~BtlTIti:e~!:i,nd inC€\Il.tfv~S. 

§'312;? . jlt),~* o~:l.lJ;l;(ab- Qr decep:; 

t?ftt~ tt1~~I~ke~~ :~r:uo~:tjf:' 
clo~iQ:~ Ctf 'p~ts~~l inf'o.rw:~ti9n 
ffOfu arid abo~t Qlill4re~ on the 
ti:l~ii.~t;·· . 

G'e.7i¢TaZ req:'lfiTement$. It shail: be llh
lawtttl for any operator ofa;w:e981te or 
onl1neS'€ltvtbe difect¢c;l to chUdt;en, D.l' 
anyoper-atio£ that has actual knovrl:
edge that it 1s collectiil.~ .or ma4f&Mh
ing p$i:'s<mal in:fcin:n~tion from a .cliild, 
to eoHeciJ personal informatibnftom ~ 
chtldm: a martn;ei' tlIat ViQl~~esthe ~g..; 
u:raitio:lispr~$qr1l;>,e<i unde!' this part. 
Ge'ne:rallY. under this part, ail. qpe't'~t6r 
must: . 

(aj Provid!? nG~lc~ an the websit~ or 
enline serVice. of what illfo.rmatioil it, 
collects (rom ohi1dje:o,h9w if USeS such 
information, and its disclosute.'Qra~· 
tices forsU'cl1 infoi'riiation (§312A(b»; 

(b)ObtaAJ'l. verit'lable paren:talOQllSelit 
prio'!.' to any collection, U:$~, afi<lior dis~ 

·~·$12~4 

:;~;:~~~r~tll~ i~~lWil~~lQ~ £~~ 
~Q) Pliov-ide a l~easQnal;ile m6ansfoi' :a; 

pail'el'itl -t-o rEi'Vi~w ~~ p.ei'$U~:t il;ff'Q~:'" 
fil6ij ~ql1~ctM frota· a a:ldht -acnd t.0 
~-att,l;ie Itt:! pet'rtl'i~t.' its fl.irt-b.er lise, til· 
maill·t€!li"a,~i~ \;~;:31.~;~); .... ' . 

(aX :N<11/ ·r;);6n'di;ti'o'l!\; ~chU:d's 'pat'tf~ip:ac.. 

f.2~~ 
,able:·~~~1:tr;f~y~!~~~t~!it!{j!t 
1;le¥~~nat rnf:ol'ma't1ol1 c:G'HeC't:'etl. fi-(;jJ'j:i 
<ilh:ndre·!1 (§':~Jg ·.ll)', 

~~312.4 N~ti(le. 

(a,)Ge1'te!r~l.:PJ'~'nQip.le$'CI! nO.tiee. All no
.tines u<l1der' §-§ $12.3~a;), a:nd3J;~.5 l!,i1.iJ:$t b'f;! 
clear-Ty a:n:d i.l;Jltte~t~.ndahlir written, be 
QQ11lPle!Je. !lind .n'lust eontain t!.oulira
laced, confusIng, or c9ntJ'<tdtctCi~'y.''iJl.ar 
terials. . . 
. (bj'Jitr.rtice on' t!./ie website 0:1" otlillne serV
ice. tIndel' ~·~12.:?'(~), ~. 9'p¢:jj;l;~Q:i'of: a 
'lHlQSlt~Qf oiii;in6se.rvi:cedirec:ted to 
ch:,ildr~:u nius.tpost allnk to ,ap'bt~Qe(jf 
tts imotp:iatioh PtA.cti.c~ wl:eh reg,g,rd 

. t(> ohno:ten on tlie home .. page of :its 
website 0,t onlme :set'VJ¢e @d· at eMl1 
are~bh ·the. website or oniine service 
wl.ie~e personal in:/;0lima:tloil iEi ceillM1ieq 
fi:'omchildten. 4-li op('ir~t:O~bta Ke1;u~t.al 
al.l.CUeti~il weQslteOt onHne service 'that 
118;$ a separ.a-te chiMt'~ri)s ~t~~ 9rs~te 
muS'Opo.§.t 4 Hir¥, to a :ttcrtJpe of its in
f()~ftl:a.t;lon Pta:e:bice-swith~eg.ara t-o 
ehtldtfltl. 'ontM liome p~g.t) qfth~cItil
I,'H:e.n:s '~Na,,' 

(i)PZ'anmwnt 'Of tkenGti;ce: (~)T,tl,ecliil.k; 
to the noti:cerfict~t b6 OleM'ly'labeledE\S 
;:L b,'oti¢e o£ th~website:or 0.:n1i:o:o8 $en~ 
ice'S i.n:formtLtfC:iri i}ta:ctt~$S wltnl'eg:~~g 
to cnUa:re.h; . . . 

(iiJ 'rhe link lio the notice. m:ust be 
pl~o:ed .in a clear a.M. Prci.rP.~n¢nt i>l~ 
ana ;th4!.'!n~r O.!:l !'he: hQnrepl!!>~e of the 
wepsiiie '0.1" Gnlme serv'i'ce; and 

(Hi) Th~ link to the Jiotic~ must'oe 
pla:c'ec!, in a clear and prominent plaice 
and manIl'er at each:· ar.ea. on th!=)o 
websi:t$ 0'1' oriJiile: s<;}rvjce wherechil..: 
dXell dtrectlyprov:id:~,or area:s']5::eo, to 
provide, per$qnal i):J.~o:r:'i:ilil.tiq~.,an.d in 
olb8e pio.iimityto . tne reqltestsfur tn
formati!,m: .ill .each such a.i~a. 

," 
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§$~~~4 

'(2l Confjent ot t'he:na£it:e~ 1Jd> he' (lIO'Ila'" 

~~; a~~:~~':'1::~W:~~~~1.\t~: 
ttt\tst>:~:tat(f t.he ~n:.Q:wfuntj' 

({~ Th~ .~,f!.me.i ... a;G;~~$$; 'ji$~i)}b:~~e 
!lp;m,b(re~ and. liHrullf ·adtili'~SS O:fail ope:e,;,. 
·atQlt.&.Q:'Qn~etrng 0,1:- ·m~r*~li!lin~g·. pe~ 
SQ!J'aJ. inibrm'Bit:l:on frQ~ cfutdJ;en 
tht01'l&,1:) tbewe:bsi1iEl ~t. o1t1ine· sel'Vie8. 
FT('}vifd.'e!J1; . th4t;trO~' S)p.ara:toi~· {j)f . a. 

'::~~!4t~~~~:~~:'li~~;1;~~az,.i!:~tn;' 
·~ll add'f~·ot €),P-'E! p;p~~tQ'r' -WA~ will 

~~~!l: :.t:: 'iri;~;~~¥~ '. en~: 
·!~~lp:d~:~:~:fti~iti~s.:;,S~~fi~::~;~ 
DQrS -bt>11~t.il1g ,0.1' ll1~~:~'il:'U';tl,g- p~~~'l:j:a;l 
ibfoti',na-tlon from 1iilMldren:t&Glighth~ 

. website" Qr;6;rtliiieseiVlctl. ~re' a.rSQ liatexi 
iii. the;.no.t-ic.e~ 

(H~:Tb.e: tYP~5 ofP~:PlS~a.linfo;e;m~tt9n 
b6:llect,/id ft'bm cl1tldTen .an.d whiet-htSI' 
th~' .peta:~nl!ll l):ifp~~t,io.i.i i:t;;QQ1%~:c~etl 
ci.~~ecrtiy or.passiv.e:lY; .' .. . .... 

(iii) HOW.' sU¢'ll P¢fi$o'ii~.t liitpt:fua.;-W~.1i 
is' or may 'be- ased by the ~:fJferato-:rt$:~. 
inclu:ili~g b.iit· rt.pt lim i te:d ttl? Jiilf~n:rn'$~ift 
of :81. requ.:est~d tra;l'l,Sl:!<c.~-i0.Ii:. ·rep()ra;~ 
keepi:ng,marketingbaek to the child, 
0'[" . malting if;pn,pliqly a;va.n~ti1e 
ttrroagh a chat ['ootn Or by 'other
me~rtS; 

(N) Whether -personal infbnnation .is 
disclosed tipthir(i..parties, attd if so.,. toe 
types of bustness 1'n which E>uch third 
partie;:! are- ~i'l,g$ed, B;)jd the· ge#eral 
purposes f(Jrwhich suc.h info:rmati.o.n :is 
u,sed; wlletller those third parties have 
a!ireed tpmaint-$in tM eo.iJ..f~aent,tah~:y. 
s6cutity;apd. 'integrity ·ofthe persQn:a;l 
infoima~otj. t}t6,y; :o'btahi frqmtn~. bper
-a.to.r~ and that tbe Parent has the op-: 
t1011 to c'()n8etl~ to the c()U·t;'?t~QAal1d 
use of their ohild'r:> personal in,fot'rna
tton withOut coUS'enting to the die'Cio
sure of that i.i1fi;lrrnatillJl to ~hir.d p~t-
ties; . 

(;v) 'l;'hat. t..b,e oper~t'iw; i,S: prol1tbj~ed 
from cQ.nd1.-tif5.ninga Ghild'spa,rtioipa-'
tien In a,:ri:. actiVity on~~· GJlild'J:l 9-il?~ 
closing. more:pel'$o.~ mformat:ion 
than is reasbllaiblYnecessa.ry' e.o partici-
pate: i.D. sttcna(!;t!Vi'l5Yi: Md - . 

(vi) Th-at: the: pa,Eent can'l'e:viewatld 
have. deleted the chHdJs pe'r~QIiM info!'-'
mation, a:nd ·refuSe te perrolt 'further 
colleotion or i,1se (jJ the ohild.~Siil.rorn1a-

tito:ri., ,a;n:a: stat.e the p~ope.dwr~'S fo.rQ(1mtc 
S~. . 
.. (~~ N:gr~~.t(L4- :t?i:.~; .~. 
0~.e:r.ae0rmU'S' -l.lea;~ei!)l.a "~l'~~; 
t'~'\!\tng-' 1:l);t.b' ;M~~U!1,t av~i~liil$ ,t~'Gb.", 
'.' ·······'·;t:c{e1i$~.~li~j) ,a .. IJ~r~iit' {i~il.: 

.. -e~t~,esff~P.l:cJ~ &i!t;n"S' ·~r-a.:~Ii';~l:r 
p:r~iJi~ii:i'~'Wi\\fll t'~-r.Q.trt'j 'tihe coUetlt:ferI·! 

:~5i~ 
vrliitift :t;h-e;'paJl"e-n:'l; . nas pilev'i~'WiI'ff et:)n~' 
ae:~1i~4. . 

(lj'Con.te.nto/ t'h,e; 'f1,p;~e. ,tp' #1J;~,pa'f~'M.· 
(i:~" .. MLii0trtees must :s.t$1;e·th-e:fb,fi;t).wtn:g: 

.(.~:)'I\~t th.Ei q~#~1for w-lth~s: ~Q 09*·: 
h,et pel:'sGn·a.1; infli)l.:!mati~n" frli1m . tihe 
:CJill1tf 

·OB~) ''Pl~ l'Q.!gl.'m,l:\itio~ $~t fQ.l~$ mp~~
!51'.aipR (btoi thJ:s: Se¢;t.tDn, 
. .(ii) r:ntne.· Ca$6 .or ai:iO"tioetohbtaih 
y;evi:tf~\jie ", piv~ntal' ·coAsi-l1t..",,n.;i;I;~Ii 
§.:a1i2.S{a); the nOtic:e rn:tb'3t 8;1so sta.te 

.r~::tt':e e.:t:~f.~;.·¢~:!.~~!.~~:e:~~~~ 
s.U'-1~e QJi ,~t'i;ch I-irfi!lrfuatio:n, ,alid .s'li'a:.te· t;h~ 
'me~~;~& ·wll~ctit.Ji'¢:.N~i:~P;'1i Jj~ti 'pj'9vti;I~ 
v61';i4)i'a;bl$o'0nsenttrothe 'C'Q'ilect:J;Qll ·of 
illfCiitii~tion 
"(iti) In tli;oas.e at: a n:Qti.c~ Ufid.er· the 

extlep't-ie.n in" §,312.5<:C)(:3~i· th~ ii6tiee 
mi.l;$-t~~$o: at;~~e the [Ogbw'j"gg: . 

(A) 'I'ha:t the Q:perator "bas CQ;lleQ'\led 
the 'Child's: e:.oti:lil;il address: 0'1' obh:er:Ol1-
lil[l:e4Dil~.c~· i;@fiOx:m.~.ti9:n:tQ reSPOlld, t(j 
t.h'ech.i1d' srequ~'St: for infel'm:a:ti/lr.l5ald 
tlin.-t ~l:J;e rectu;~$:~etl ib,TQl!ID·:;ttit@ Wi):!, pe~ 
q:!ih'.e.: mQl'et)la;n one' 'c.onta.ct W1.tlil.~iie 
child';' . . 

eIB) 'ni.~t .~lM7 p~t!'lp.'t rtif.l.:yr~f\i:se ~q 
pe-rmi,t fnrtb:el' c.()n:t~t -with the-. child 
!lind ,l;'eq):j:1te:· ~he de-,le-:tibti: qf:'t-li-e irifol'
ma~on,anJl how i.he par:ent ean do soi 
and 

(9·) T1iatif t11,~ pi:Lf.e:ntf~t~8 t6 r~poM 
to -chepotice, t;b;e opera-tor may U~e the 
lnfo:tIn·a·W;)·n for the·pu.rpose(s) sta:t;ed .in 
t'h~' n6Mce. 

(tv) In th.e ca,ae of. a. noti.~e under tl16 . 
e~c.~t>tlQ:p: m. ·§.31+.5{t\)(1);tp,B notice 
must a:wos:tate ~h6 -fQ,l:loWi'l;l.g: .. 

(A) Tha·t ·the· opera,toT has collected. 
tli'e. CI-il:ld.·~ lj:~e :li;ti.t;l ~··fri13.-~l at1;~;~~~~ 01:'. 
CI t.h~.li' J)n1ii;n:e con-tac-t. i-.n.i1on;J1:a't1:Qn t.o 
pt.o:i;ectt'.lle saLf¢ty of the child. particb 
pi;t·hing ,O;D. :the W~PSl4~ or ·.onllnes~:¥vtoe:: 

CB)That the parent may ·refuse to 
pet'mit ·th(l Q.~e ottlie rrifofu1i:L~iOh amI: 

'" 
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Faderof·Ttode CQmmiSsion 

~~i~.~t:·t=~~t~t::·=1n~~PJ4 
l:io).t'e. n .. 
i:n£~.l1'~tt.9.n, 

f;fj~\1't~'lJi~~ 

~~~~~ '~S#~zrea;l ct)iis~:m;.. 

£~iL~~a 
'matiOcl1 ilrom ehll4r~n.. i:neludm-g>oon ... ,. 
~~il ttb: ~~ m:a:t~fiJ!'~ C'Jl~~~ ,~fttli~ t}p~ .. 
l~,tfC!;n;,-. )it~a. ;an.dlQ:l;:4i.s.el:o~~r:epr~Qt:1~~S 
tGwhi¢li ''lliepl:l;t-eat h~J(;'8pte:<ti'.bus1Y :eO.tl-
~e~~d.' .. .. 

(2) An QJi>.~l'atQr T:\ltl:st g;lY'~' t"h~ Pal'ent 
t-h¢ opm(:)n ttl conseli:t. te the Conant-iOn' 
anquse o-f' tb.~ c:~~lI;l,'~p~i'5i:()na:l ~lifQi'm~"' 
tion . without cqnsenting toe dt:selGSllne 
of .]:US '01" lterpel'sonal in'iiorms;'.t-ibn: t'o 
thi~'P >;ea,· . 

(b) ·an.t&n'8 /(:)r' veri.fi,,'a;bte parental 
'CCiil.8en:t.. (~) Ano'Wr~l10i'. mi#1t m~l{e 
¥cea~Ollapt~: ~f(:Qx:t~ fiD 6Q~~~ verirt:~h'fe 
parenta;l consent, taking into .Ml'i's:ider." 
atMil av.a:.i1a;'ble.te~h1i~'J'Ogy. ~y tii~th
oei t9 "ob,b$ veri:fiS;1;J),~ p!A'~nta,:i -con
sent must; be- reasonably calcula;te-d., in: 
Ugh:!; ot: ~vMla1:!.~~ te:c1i)?.:oJ<\t?;.Y, to, e:ns~.te
that: the pe:t:SQn providing oo-nsent, is 
·t-h~f child"s:parent, 

(2)jvt'etA.Od~ to 9~ta,iP V~tifta;b~e P.a:
ren.talce;asent that satisfy- the reqtlire,., 
mehts of thl~pa;r.a;gra.p!l in:c:1u.de:'·pro;. 
viding,a, Qonsent forin t9 :"J,)es~gned by 
the parent and rettlrne'd.tQ' the doper:. 
aMi' b.y'po.st,al mail or f,g;c~jtrine; .f~~ 
qui:ring a par~nt to use a er.e.iUtGard in 
C(i.nne.ctio:n with a transac'tion; having 
a. pai:;~lit .O'all 'a ·tpJ~-ffee: t81~plion.e· h'ii~
ber staffed by trained personnel;' USing 
a qigita;~oeftif1Ga.te t]iat U$es t>:1J,.blLC 
key t.eqhtJ,ology; an.d. using l'l-mai1 a..c
companied by a PIN 0T password ob
tained thr6ugll one. of the vei'ificatihn 
in.et~1:Ods lispecl. in th~::l paragrapb. fro::.. 
vided. that: until the CQrn::rnissionother
wise determi.nes,method$ 1J,Q oQta:in 
veri:f1able parental oonsent .for uses of 
lnfOrina,tlon otbei:"' than the"!il:isc10~ 
SUl'e&" deftl!.!:lo,. qy §3'12.2: qJ;l3.Y a;Iso til ... 
cltrde \lBe f;ff e;..mai1c0'Uopl'e'd with ad:iil::.. 
ti'opo~l st€llf,S ~op~ov'j.d,e l;t$st:l:tl3.!ice~. tha,t 
the pers<:lu providing the consent is··the 
pal'enb, Snen additional steps ilic,.~-lide: 
~eno.J.p;g a .. copi:1l'ffil3.tory 6-1n.8;11 to tll-e 
parent following r-eeei:p't of c'onsent;ol'" 

§r31~.5 

:~~~:o:~~~8Jd~t:f' ~,~~: 

.=lSt~~:!!:~~~~tl:;;C 
~,~~!=~~ '~V;:!:;e ... ~~~ 

{e,.Eiteeptttfn;s..:t'lfi1ifi'iatpaten!'aY'012me1tiv. 
-V~;i;stn.;a"v.lili:P~J;i&~t@:lw.ff~@'f, ~.§ ~w~!l 
lfrl'l:'!i.' to :any.CQrtj:jet.l~n· •. w.>el!ill'dI~l' :<[~" 

:=i~f:*~~:f~ti~t:~'t.~~:~mt 
.g.racp'h..The< e~])tions; to p;t'i'O~ J1ar:ellt~l 
&9'n§'$p~;~6':~~JQ1.}6'3-"~1 .. ..... . 

en Wlr!il:1;!:~t.~e :o~r,<li'tor.c:olle:c.tl&; tb~ 
,na;ti'i'e '@r', on:lme .e!ll1'ltSicti'ti-fol'Matioli of 
'a, ·P.Me,~j;, Q~ ¢Jj~i:!;j;F p~ u:$~fl.Jr;i't'ti'P.:~,·§tit'$ 
:p\:lr.pO'Se,Qi' -obt"ai<n'tng parenta..:t ,.e.nt 

~e,~~':r.di~thQ~t~ ~~1#!~§~~;:'~~~#~1 
t1:,ocnsen{;at)t:er. a reasO'O«blce t.lm,e ·ft1);m 
trtfe lUl;te O!t'l:teififdriJl;at:toh $Qlleotit&li'·· 
t;f.i:ei q:pex~\q~;tD:~t; ~~et~ ,&iicla ilit(;),rr.n.a~ 
tlon frtt,m:Wrrecor.d:"s; 

(2}W1i\fu;e th'e' 6p'Eit4ito·I'C:Qll~:¢'ti$ pnlDlf5 
cp,nt;to;th1fo~,ina;.tioll. "frQm .. ,a . .e,flj.fi:f . for, 
the sllile:pu:rpose' of resptHlffing dlteatl;Y 
dn: .~ofi~"'tim.$ Q'@;aJ§to ~ :sp~ific· re" 
qU'estfro:(I\ the ¢h:l1d. aindwhere. such 
inf-o.tniatiioD, 1$ not u~Efd to' re-Qo:r.ttact 
t;h:~o1ii14.a,;r:i:d :fu4el'~1I~' ~Y' tAe QRei>#bt 
from its .re.cords; 

(11) Wli~:t~th~ op¢ra,t'grColle:c~:olili)je 
cbnta;¢t i~Ematiol'l from :a 'Clhillll to' be 
used to i:~S.PC:ifiddir.~etlY .rnbifetl1a;.tt 
Q;1,lqe tg a s,pe,oifi~ r~t.iM~tifr([:Q;i lJl,;~ 
ahlla, .~mI wlrere :streh 1n:fo'rmati'o:n 'is 
Me \ls'eo. for' any !)t;ne.r ptl.tp:q§¢'. J;n,'~l:[ci:p: 
cEl.ses,tlle opel;'~~lilr .tIlUst. :m~l!;e.reasp:Q.
able effor.ts, taking intI;) CbtlSid.el'ation 
a.vaili:tbli;l t~G:h.)loJ9gy. to ~At;!UJ:'~ tli$.:ta 
p~re1l.t· receives uptice and, has the OJ,)

po:rtunlty 'to. request. thattbeo'Peratol' 
make no furthei' use· of tlie iiifarrrui" tio.n:, @;S desc:t1b.ed'in' §3ui.4(c); imme
diately after th.e ihi'!i;Htl. re~'pbn~~ ali;i;l 
1)eto.l'e mall;}ng ,aJ0. add1tiQnal. resppirse 
'~0 the :ehl1d, Mecnani:slnsto: :PlltfVide 
such.nbti:~ei:ncTude, but .. a;l'~ not limited 
to, . ii~dil).g the no.ttce by postal mail ot' 
s.en.dingthe rtotiice tQ'. t:iie pa.t~;lit'S .. ff
roarl. ~d.dr'ess. nut db ri.'pt lP:p~·U.d~' aiSkhiS.: 
,a chIlo; toprmt a :noti'ce form or :sehd~ 
ing 'a.n.~"'.mailto tb;e .cl1ll:tl; 

("J:) ',Where the. o:perat"OI' collects a 
child's name and onUne contact infor": 
,illatiOn t.o tlie extent re~sonably nap'" 
eSJ;lary to protect the safety of a ehlld 
pai:"tici~t\;nt on the website cir online 
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get'Vle'e~' al¥ith1il 9.:P.~r~t'0l' tl~¢$ l'~~~~ 
:~iQ~i;i . ·<;lff,()ttS 1;;0 p'l'Xlride a,pa,rent ·n~t.ibe 
as d~~C;"fi'j}$"4:ili § ~2A(eh wheresU'cn in'" 
fGrmarttOl}; .~. . 

(::j;')' t:rg&"dt"O~ \me' sJ)l.e· puxPPs:$. ~f p:r.P~ 

t¢~!~~ot:!s~tg\~·\:=~~ vl1~ 6~t~d er' 
for 'a'!1Ybther ·pul."Po~; . 

(ill)~.p.t@,'8c~0<sed. :on the' weo-stte' :or
onllu;e ~e"4cii' :a"ii'Sl 

(5:5 Wb:e:ce .' ti;re: . Q,p'.6'~atPr CQ11~Ot.&: 3; 

ift~~~! 
ri:ty- of it.S 'website (>rnnifueservi~e;; 

(~i) r.eo: ~~ke pj:'-e:C:al.l~tfr.;ihS 8iga.lnst H\" 
ahiUty, . . 

(iHf'fQ r~s"pQM to j,u-dIGiai p'FoceSl3:; or 
(tv,) '1'0 t1l~ e"x~eh.tp,-er:r:n:itted 11Ifdel' 

other provisions @f l~w, to PFo'l/id's' inr 
fo.rm#tot!; .tQ raw e1itor.0em~Hlt ag!3n,C:ii~· 
0"1:' (eran itiv~~t;;~g~ttoh on a. mattel" 1:'e
IMeel to pu.bl:!c'safety. 
r64FR. 59911.. No.v.,3; 199"9. ~ il,rnenqed ae. 67 
F'R IBSID., APr. 1'7; Zti~2: 70 FE. 21ios: APi'.2i, 
20053 .' 

~,:a12~6 ~igh~ of P~ll.t. to. ):'~j'!lw.. pet-
sonal infol'Pliltiori pr6Vid¢d by a: 
chua. 

(aJUpon re:t;tllest .of :13. p~ren-t whose 
child h;j,e proYi.dedpersQnal inforn:ia"
tton to a website or onliri.:e ser~ce. the 
OP~i'~t'Oi'of t)i'ia:t website or ·on:lineserv-
iee isreq1.f4'e<l tp provide t9 that· par~ 
ent tl;le·fbUG>wing: 
.. (1)' A d~$q~r:pt~!:in 9£ the 'specllie tYJiles 
or eateg{}ctes of P8¥s.Qn:al iIifCit:mll.tid.n 
cQll~ctell (J.'(Jti1 cb.lldxen by the. ope:r~ 
ateI', ·l'!uc.h a.i!. n.ame, a.o.Q,te$"$, telepb::one 
ni;ifu:ber, e-:maiil adi:lr¢ss, hob~i~> an.i:l. 
e1Ctr~6ti:tric(:da;i' activiUes; 

eZ) The" QPPO,tj;uu;ity a:tan.:y ~im~to 
ref.use to );iartnit ·.the o:p-er-ator'1jIfurth$l' 
use 01' fil151fre onl"i".Oe colle"ction Qf pel'~ 
sona'! 'inrorm:a~ion frQJ;n ~:P;~t. cb1Hl,.and 
to dh'i:}9t the oller.atol' ·to aelete tbe 
'child's personal ihfQr:mation; and 

(3) NotWlthstandillg,ao,y otherproVl
sian of law, a ineans of revieWing.a;.n.y 
pemonal infb~tibn c'91lect~ from 
the bhi1d. Themeana employed by the 
oper.attir to c~ ou:t tbis l)rovision 
must: 

(1") Ensure that the requestor.is I.'\; par
en:t of that chil~ • .takj.tl,g ipt0 acooant 
available technology; <a'nd 

1 ~ om t3.f;l,1 \l,,:1: ... 10EtilJt9il)· 

P.~t!~:'O-t b.S\Ul.-d1i:ty i:!Ul'd~li~qm~t't1 th,;-e 

a~<!;,·~:~~~i~Btt:~~:t~~~~e\~~ 
~y "]f~!l£fr~l. <;>1' ,S;USite law fur ;inY~ 

~~~1..~ 
(o)$tlbj'EiQ'\i t'O . the rjjmi:tati:oXl~ get 

if.r~ 
en:t1d Q!1'hai.S di1.~e·~t6<t :l;b:~ O:Pet~tQ'l;' tio' 
d;~1~.~~ ·t.l"J.~.c:Q;*ldj·s ~et~o.nal in:f'Grma.t1:on. 

§&1~1PrQhibltr@; 'agai~t c.on9i" 
ti:Oni~a <ihl1d~:s -pa:rl~(\iJ;fatiQn 'O~ 
~Qlle¢~i~i'iof·:persoml in£Ortnati~:nl. 

Anoperatq:r't.fl.pfb.;hfp,J,te"d ft9m.69'U"d:i~ 
tiJjb:ilig' .a; eWd's pa,r.:ttcip.a11i:Oll rp: .~ 
ga,m.e.the¢~fe~iiig of'~ ~rtze, .. 01' ·an~
():tber a;·cttv:itWO'J.1 tJ:).e c1'!.i14'e diis9I'Osl:ng 
rtiq,:!;,e "IJel'sonalinfol'roatiGn than is rea:
~onabJy. .. n~~.~~~~i'"Y to partic'ipate in. 
sllcu'activiity. . 

§3i2;$. QlnfideJitlality, secu~ity; . .Iiln,!l 
ifi)tl)grl~ of p~r~onal infqr.m?ti.on. 
col1eetedfrom ehil<ken. 

'l;'he o.P¢.t;!'ttO'l' mUst . estabHeh and 
roa.intaan reaa,on~bie,pr6:cediltes to pta" 
tieqt tJ;re conftd:ert.t;taliriy i security; :an.:d 
integ:l;'t~y p'f p¢~l)nM ihfbl<mation col-
lected .from ebtldren. . . 

§.a.ti;9 Enforcement. 
Subject .. to $ect16n~ 65Q3 and 6.505 0.( 

the chllaren)s' 'oiiiiP:~ P:tfy~yl;>l'PtaQ
tio!i. ;A:o}~f 1998; a;ribla·ti<!lll: ·of a l'egul::t
t{onpr.esc:ril:ied\iiide.t ·secti'on 6502 (a) of 
this A'ct shalt be treated ~s ~. -\n.olatl"Q'n 
of a. ru~e i:lafiilblgal'l unfair or decep
tive act Or pre;ctice prescrtb"edundei' 
soo-tieR 18(.::t)(1).(B) of the Fede,l'a.1 Tra;.de 
CommJs$ioll Act (15U,f;?Q. 57-a(a)(1)(B))., 

§3.12,'!.O S.~e. h~.b()iS. 

(a) bt genera;l. An operator .v.H1 ll"$, 
deem,·e\:l· to bEi in: cemplianee wIth the 
r.eQ:uirements of this, part if~ha~ 91>8.1:''
f!. t-orcotnpUeswith se-U~reg;!ll~o.ry 
g¢4ep..p.es.t~.S"UE:lt1 b::V t~i>r'esetttativEiS of 
the marketing 01:- opllneliiq.\is.tri$s; or 
bi otltef p¢r!:ions. that, a.fter notice .and 
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tfom:m~Rt;,ar:.e' ~P.~t~~~'W~' Q'Q~-
~!1ii¥,., . ",' 
,(bj tJtiitfu:mu- !s'f(·apwev,€tJoj ,sdFr'e!j1b-
ldttm;. fjit'i-iQ:eli:i};it~~ T~ "l;):Ef oli;llPrQ'ttetl, py ~p~ 
Co:mfi?;1~9ri., :gUld:elines rnu.s:t include 
t1i~-:folio:wil1g;' . 

(j,) A i'trqmr~n:ten.~ t~~,~p,~tan~:ta~Q.:1)
je-c/t 'tic tire g:p.:i!i~lj,n£\s ("sJ1b3e~t eper,a.., 
tors") impl~m:ent substantiall;ysimtiat 
r~qilir~m?ii1is~llatProyi~e. tl1>e ;!$am~J or 
'g:re~ter protectfo,llii, f()l' .,chil~6lil. as 
those .Ciontained in§~3l!.2 1llU'.oug~ 
312.9;-' ' 
(2J~n e£fe~tive .. mandatt.iu·y' me'Cha,-

:~~~ ~~r6 tlie ill~r,>~~~;!:~~~t:t~! 
gUt . , :p1i!fi'ormairoe standard 
may '1;ie:~tts:t:i~d:bY; 

eil tfel;lo~'i:6 l'e~i~ws of .sttbjeet. 1:lpe:r.a
tOl'S" rniO:F1nation' 'Practioes co.rtducte:d 
'OIl ~ t:aifdQm.o~i$ :~tt>hWfI?Y the iIl,a.~;.. 
t:r:YIDc:oo'{)' prm:nuhJwtin.g' th~ guidelines 
(iiI' 0$ 'al'l indepenltent entity; , 

crO Ferfor;!f&: reviews oiaD ~tiJ'.)je¢.t; op~ 
erators' info'ymatlonpractioes, co.n
ducted ei'tlier' :byth'e I:li~t'ry gt'.oiilJ 
p:roW·:tJ.lg$.~i)lg t.b:~ g:ui~1fll~soJ;' by 'an 
iudepe:ag.e:nt en·tlty; 

(iii) seeding of f;jubjept operatori:!' 
MtaMse? i~ 'aG:cQr:ri:p~ple4 by -either. 
paragraphs (b:)(2)(i) Ol'(b)(2)(H) of this 
is~cti9;)'1i,()l" . 

. (iy) A:o,;jr o.ther eQ.l.1al1y etteotlve, lmiis;-. 
pen.d.ent assessmen:b mechanisni; and 

,(3) Effep·t;iV';(3 iilcelitiyes fOr snlljeet 
ope!patQl's' comptiance wi::th the guide
lines. 'This psrfbt'ttlanCe sta:hda.~d ma.y 
be-·satl&fied OY.: ' 

(i) Mandatory, pUbUc 'reporting of 
disciplinary action taken against sub
j.eCt .operators, by the Industry g.roup 
promulgating the guidelineS; 

(;ii) Oonattmer l'emesa; 
OJi). VoluntarY' payments to the 

united states Treasu'!'y :in coliilectiQn 
with an industry-direetecl .program for 
viO'lators ,of thegrudeiinea; 

(iV) Refertal tQ t.he Commisj3ion of 
bperatQJ!s w};iQ enga,ge in apatter.n or 
pr~iee of violating theguide,lli:gls; &1:. 

(vi Any ot:J::iej' eq'a;ally ~ff~c~ve in6en
ti've. . 

(4) The asaessment;meC~'j3,n..illlm re
quir~d u,nd~r paragraph (b)(2') of' this: 
see,tion ca.n he )i)I'0viiied by ·an .llide-· 
pendeIltehlor~Iilerit pr.og-r~l:ri,s:u.Ql;l. l!;s·· a seal program. In cQ'l;ISider1ng whether 
to initiate.·an inveStigation o-r to ttilig 
a.n ento~c:em~I'lt acti6fl for vlolationsoi 

~li.'t~, p]i'l?t~. '~d: J.\1c fi!.O'.lilsi~eJJi~ ·Ii).P~l'.Q·.' 
pl>ia;~e r.em~ful' '$udl'i.,vkl'[.a:trl(l~'f.:,the: 

~~1:~~ o:;~!!Was~g~~'~~Cf:! 
:1;0 ,$eif,;;re~u.ia:t(1)ry' !ttii4e'ltn~a;' ~v.~!i' 
tin,d~ ~~§ ~q1i.tGin~d W~~th'$r. . ow 
~te!'has taken tem~d1a.fac,1if.tmi pitt;
su~~,~ t9: fi~<l:~:g·m~~~~~~~~1[;i~1~{}1~g :'~o..~ 
:il.ot·lJ:m~:te4.:tQ ~pt1:Qn:s,;~e.bfdrIDl'in:~aT.a-;
~:e.pli:s (b')<3}(i~ tnrou'$'b. (:i,ii) .<>,1.' thi~-~~~ 
tion. . 

~e.i"l"~ 
pellSOt).S must fite a req;uesJ, fe1?:si'l'ehap:." 
pt'ovaL. A :t'eqU;El$~S1'1a;JI b~ }:I;(1,GQiiltm.:Meg: 
QY',the .follgwing: 

(1) A.. popy Of tJ;i.e ftill t~xt .qf the 
,g.mQ.M~:nes .for wl;Uch 'a;pproval ts sotlght. 
aB'd an·y a;cco:mpanying: cointi'lent~rY;' 

(i)) A, cQmpariso:p. pJeach pt"Qvi.sibn ot 
§:§312',3 throtLitli 312.8 wH;h the-, 'eo:r~ 
r~i?p'op;(lin.gpJjo:ViSi9ns oftl1(ilgu:£de.lin.ea~ 
~d. 

(1m f>... ~ttl;1j:eri?~t :e.x;Pla~lling", 
(A:) How :tlle gl1ide)'iifes, ;iIi'(;jJuqj.,ng J;M 

a,pptr;ea,JDle ~~e.~e!lt, ll't-ec.ha.n~IS'm;. 
meet the requirements Qf tilt!; p:a:i't,a-nd 

(B)R:<iw tb..e assessmentrnecharuam 
and com.pliance· incentivei ~eEi.tlited 
und¢l.' par~gI:a;:plil;l (0)(2) ~ntJ (3) oJtbls 
sf?C~:ioll,p.r.o'vid;e effective enforcement 
cf:the requirements, Ofthl,s part, 

(2) TJ:re Qpm.m;isalon shaH act uport a 
req;uest under thi!:! $6ctipl1 withiJ:). 180 
~ys Of th~.fil~g ot such. 'reQl:l;6st and 
shan set forth iG's cOnGlusicM in: writ
ing. 

(3) In.dustxy grOUps or other persohs 
wh6segu:i.i:l~lilles ga:Vf;l \Jean apPfoye<1 
bY' t.heCommis.sion m'u:st submit pro'
posed: challiges in thOse gu~:l,teJfi+e~ for 
rE1viey,ranQ apPJ;6val lilY .theQ&m:rois:
aian ~ t;l;le' maml'er requiredfd!" in:itial 
app~va;l of guidel:i:he~ liil:d..er fJa;~~graph 
(cHI). The stat~rilent ~eq:uired under 
paragraph '(c)(l)(iii) mus-tdescrib$ liow 
the :ptQpos~d qh~tiges affeote$:ting 
previsions ·of the guidelines, 

Cd) Records. l1i:d'ustty gr,ou.ps or, other: 
perSOns - who seek" safe, ,. harbor treat
ment o;sr oOn'ipliaMEj with gjiideliuEls 
tha;t h$v'e' b~e~ approved under this 
part, shall main·tain fot a. petio'd not 
100$ thatt tljt¢SYAA-rS atiq u'pp:n ie.q.u~e. 
rii~ke a,va,iiabre to' theCommiMidD. for 
j,nspection and '<Iopyihg: 
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§-312.lt 

(l)'dol'lS~~t' e~m:p'~a;t:ats aite.,g'ing 
Vielatibl1S0f ~th'6 .. gu;td'e1i~~ bysUtij;el}t 

. ~-:!~.d~ 1;1~ .• ~1:\i'Pft~rW~~t}~t;t'ilB 
eailten . :$®~ect Qlle;r1iiitpr~;aa:1id 

. . :s.fi@l~~:~ 'indep~~~~:~l5se~~" 
re£(mred un;der pa; .(~)t2J 
sect1'dn. 

~~~~~!P~!=~~~oft'~f~=t ~h~~~lif; 
a;n~ . ·a-ppx'Clvalt?a,ntetl ·1lll'd:e~ f;bis S'e:e.", 

~~~lia~pi:v~ .~: .',g ~l~ 
a.hd thelli lmpl~:mentiii.:tiQn ii!): 'l'l'O't, in. 
f~~t;. if:ie~.t 1iJi~~t,\4tttt~me~~~ 'Qt ~~ 
part. 

:§'~~,;l1 RU:le:ma:l4ng,t~view.. 

NG later tli~n,Ap);il2i.200~.the Gon;r.:-

~~:o~~1~jft~,iil:i:~:f~p1::' 
rrte,nta·ti:Qllofithfs· part. inclu,d'in.g- the 
effe(i;t bf ·tliei.ft;););ll-em-entatrip71 jjf tills 
part ;QD Pta,pt:i¢~s re.tfl;:tm-.gto·tli~ ¢~U~c
tion an:ddfs:elosureof lnfon;na;t~9n 'r&
la;ttP~ tl?~~lo:reu. chi~dl'm.·'S abi1it~ .to' 
obtain a.cO¢$sto flifQ:t'ma;~ion QithE!ir 
choice online. arnd. 0;1.1 t;he a;vaUa.'QtlIty 
of we'hsite$ direeMd to children; 'and 're~ 
po.rt· to Congre~s on the: results 6fthis 
l'eview. 

§:3:l2.12 Sev.erability. 
'l'tle prqvls~On$Of· this parta.re sepa

rate arid.-s'e:V~r~bte from dneanother: If 
any prov.islou· is stayed or determined 
tob--e· inva.lid, it i$ the Oomrotsslon'sin
~ent.iOn. :tliat the re#1~nin;g pr6V'1$io:n~ 
shill c:ontinuei in etf~t'" 

PART ~ f3-PRIVACY 
SUMER FINANC1At 
TlON 

See, 

OF CON .. · 
lNFORMA· 

3~ifl Pl;lh)i;ise a~,(l seap!'!. 
313..2 MbdelPnvicfC6fn1ande'iia:tnples. 
313.3 Definlti.ons, 

Sutlpart A-prIVacy and opt Out Nofices 

313.4. l:;(Jj.~1.i\.1 privacy notice eo consllin~fill'e-
q\il:red, . 

313,5 Ailitu;aI privacY' notiee b'O custOmers 
.. . req1ilr~d. . 

313.6 In!orm~tiGnco be included in privacy 
notioes. 

313,7 Form of opt Olit notice to conSumers; 
opt olit methods, 

313,8' Revised privacy notices, 

;ri'3ii%;~f:!iverf:W 1iiii:if.!¢Sf li;ijljli'i't1t;; ·.QUi1i':'ll<r

SliibpaQ 'a:~f!imlt$ Qn.DtscfQ$ur~s· 
~l's:IO :I;dfflftMf():D)OOl'diMl'i!irfu;r;e; b.f,.i:t{jtiP~fi'C 

pSliS6nal cl'nfO'fmil.trofiw ll:Q'iilif.ml~te.d 
tlUi\{[ pa:t.tJe:a" .. 

313<11' 'Lilhi11S rail l'ejj!lsoi~s1ll~e:m'd' r~e: :O'f 
rD1Qt'm~tiqt1. 

StSd,~ f4m.}~ :oli;'~hail';j.1%. .1!>C'~oun:t :al,l.tn1gll:l'·i;n~ 
('Ol'n,t'aiidontor ~pi!:etjI,1g',P:\l:lW~$; 

StJQ~n :¢' '~~~ji)ti~l:i~. 

~.i$:l.'3 E~o:e:ptJ:Qn~i'J: 011lj;:~,j; !Ce.·(Httr$.l¢,u,'ll$'ifQ): 

a,i3~lfr~::~~!~t~~::i1~~l1i::a;~~:.t=,'r~ 

Si~:.;:i.i!~::,::7:::;:::::::. 
o"'~ !1~q.¢1;eIN~Ms:'. 

SObP$rtp;.-;Rel~i6.n:tQ()theiL'OWs; 
Effec.tIve Dote .. 

31tU;&' prote.btitin ~f.F.fj;fr Or-edit Rej:)Ol'ting 
Aet. .' . 

3~3.i1 t{..eJ,a;~ir>nt]l$ta;t~ ~!!iw!O •. 
~i~U8 ·)llftecl;l've. d:ttel: ·ti~")1~t;~!:m r:!oll.e. 
A,PP:ENDlX A -r\) PAai" 3:l'3---MoD'E;l; P:aWA:Oi'· oF-diM ° '.. .' ". • .•• 

Al?,p'E~j;)bfB:'fi:r ·'ftJiTf i!!£$WS~MPi;;E Ct;AJJSli:.'";' 

A~o~: l~tr,S;C. 6&01 ~:\:~i3:q. 
SOUBiOE:,65 FE 336T7, M:a..Y24, '2.0-00; uweils. 

6th'EirWise ,iiO'ted. 

§S13·;i Purpose and scope. 
Ut} Pur1io§e. Thll:!. part /fo'Vl:itD$'@e 

tr:e8i~W(i)nt of norUlUb1l9 PI3:rI'Q~l in!'9r~ 
ma'tion -ab01;lt Cb'nsUrtr.ers:by the ftnaln-· 
018,1 itistitut~ol$ U~~ed in p'a.p~:grap:n (b) 
of thl/3 'section. ThIs part; . 

(1) .Req.ufrel;. a financial in:sti tution in. 
specified. 6il~c'iitrisr;aJh.Ge;S. to Ill'()vide no
t1ge' to "ccistom~ra 'ahout jtsp~iVl:l.cy 
,p·olicl'$s·and 'pract1'ces; 

(2). ~e:Sclr~b~$ t':h~9ql1d,i~ioii$ iiPf\ep;
Wlbteh 1t t:k'nan;etal tnstitut:tQJ;1,maY 4is:
ClQ~eMl)l,p'l(l,bHQ -pel'st)n,:a.l tat\?)i:maitio,tl 
aoo:Ut. cQ:risufu~rst(}: l'J:bj:):i.~;ffi1ii3;t-ed· t1ili'd. pa.rtie'S:: a;,nd .. .. .. .... . . .. 
. (BY Ptov:l'dlfS ;a JnetfrQd f<)t' coi1$¥ttii'e'ts' 
~6: 'tlteyen£'a,. fina,:1l:9:t~llns~h\i~i~il.P:'Qrii 
dis:c1osing that Lnto1",maitton. to most 
n(g~~{fiW~.t;$d, tAiJ;'d p~rtl~s.;bY "®t1.n~ 
out"of that qisc~oslIl'e, $ubjtlct 1;..o.t~~ 
exceptions I-D: §§;3i3',13, 313.14 • .and3l3.I5. 

(b) Sco.pe. This pa;.r't appllesonlY to 
Donpubllc personal lnfermaliioll abo:ut 
individuals' whoo'beam financIal prod,.. 
uetS cir servic.es prUnar.i:1Y f6rpel'SOl:i~1. 
family 0r household purposes from the 
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