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ALAN PHELPS

Trial Attorney _ L
Office of Consumer Protection Litigation
U.S. Department of Justice _
PO Box 386

Washington, DC 20044

Telephone: 202-307-6154

Facsimile: 202-514-8742

E-mail: alan.phelps@usdoj.gov

ANDRE BIROTTE JR.

United States Attorne?{ '

Central District of California

LEE WEIDMAN, AUSA

Chief, Civil Division

GARY PLESSMAN, AUSA

Chief, Civil Frauds Section

Central District of California

California State Bar No. 101233
Room 7516, Federal Building
300 North Los Angeles Street
Los Angeles, CA 90012
Telephone: (213) 894-2474
Facsimile: (213) 894-2380
E-mail: gary.plessman@usdoj.gov

Attorneys for Plaintiff THE UNITED STATES OF AMERICA
IN THE UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF CALIFORNIA % {

UNITED STATES OF AMERICA,
Plaintiff,

V.

PLAYDOM, INC., a subsidiary of Disney

Enterprises, Inc.,

and,

HOWARD MARKS, individually,
Defendants.

Subject to the approval of this Court, Plaintiff the United States of America
and Defendants Playdom, Inc., and Howard Marks, individually, by and through
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their respective counsel, hereby jointly stipulate to entry of the Consent Decree
and Order for Civil Penalties, Injunction and Other Relief (the “Consent Decree”)
lodged concurrently with this Stipulation. A true and correct copy of the Consent

Decree is attached hereto as Exhibit 1.

OF COUNSEL: _

FEDERAL TRADE COMMISSION  FOR PLAINTIFF THE UNITED
STATES OF AMERICA:

MAMIE KRESSES
Attorney ) _

600 Pennsylvania Avenue, NW TONY WEST ‘
Washington, D.C. 20580 Assistant Attorney General,

202) 326-2070 (voice) Civil Division

202) 326-3259 (fax) U.S. DEPARTMENT OF JUSTICE
PHYLLIS HURWITZ MARCUS .
Attorney o ANDRE BIROTTE JR.
Federal Trade Commission United States Attorne

600 Pennsylvania Avenue, NW Central District of Caﬁfornia
Washington, D.C. 20580 LEE WEIDMAN, AUSA

202) 376-2854 voice) Chief, Civil Division

202) 326-3259 (fax)

-
DATED: May /7 ,2011. (%%SﬁAN AUSA
4 Ch#ef Civil Frauds Section

Central District of California
California State Bar No. 101233
Room 7516, Federal Building
300 North Los Angeles Street
Los Angeles, CA 90012
Telephone: 213-894-2474
gary.plessman@usdoj.gov

KENNETH L. JOST
Acting Director _
Office of Consumer Protection Litigation

DATED: May // ,2011. ot e s TS
ALAN PHELPS '
Trial Attorney _
- Office of Consumer Protection Litigation
U.S. Department of Justice
PO Box 386
Washington, DC 20044-0386
Telephone: 202-307-6154
alan.phelps@usdoj.gov '
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DATED: May _/y ,2011.

DATED: May /4 ,2011.

Stipulation for Entry

FOR DEFENDANTS PLAYDOM, INC.,
and HOWARD MARKS:

W
A W SERWIN

Attorney for Playdom, Inc.,
a subsidiary of isne}}l Enterprises, Inc.
Foley & Lardner LL
3000 K Street, N.W.
Suite 600
Washington, DC 20007-5109
- 202-672-5300

Aserwin@foley.com

—*ﬁé' B Lo ot F e Ssitnann

7 Lty ( N2t

MOZELLE W. THOMPSON
Attornggg for Playdom, Inc.,
a subsidiary of Disney Enterprises, Inc.
mozelle@fb.com

?, Leel F/‘-eggﬂgd*
. REED FREEMAN

Attorney for Howard Marks
Morrison & Foerster LLP

2000 Pennsylvania Avenue, NW
Suite 6000

Washington, DC 20006-1888
202-887-6948

rfreeman@mofo.com
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ALAN PHELPS
Trial Attorney

- Office of Consumer Protection Litigation

U.S. Department of Justice
PO Box 386

Washington, DC 20044
Telephone: 202-307-6154
Facsimile: 202-514-8742

E-mail: alan.phelps@usdoj.gov

| ANDRE BIROTTE JR.

United States Attorney

Central District of California

LEE WEIDMAN, AUSA

Chief, Civil Division

GARY PLESSMAN, AUSA

Chief, Civil Frauds Section

Central District of California

California State Bar No. 101233
Room 7516, Federal Building
300 North Los Angeles Street
Los Angeles, CA 90012
Telephone: (213) 894-2474
Facsimile: (213) 894-2380
E-mail: gary.plessman@usdoj.gov

Attorneys for Plaintiff THE UNITED STATES OF AMERICA
IN THE UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF CALIFORNIA

UNITED STATES OF AMERICA,
Plaintiff,
V.

PLAYDOM, INC., a subsidiary of Disney

Enterprises, Inc.,
and,

HOWARD MARKS, individually,
Defendants.

Case No.

CONSENT DECREE AND
ORDER FOR CIVIL
PENALTIES, INJUNCTION
AND OTHER RELIEF

WHEREAS Plaintiff, the United States of America, has commenced this

action by filing the complaint herein; Defendants have waived service of the

Summons and Complaint; the parties have been represented by the attorneys

Consent Decree _ /./
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whose names appear hereafter; and the parties have agreed to settlement of this

action upon the following terms and conditions, without adjudication of any issue

of fact or law, and without Defendants admitting that any issue of fact or law other

than those related to jurisdiction and venue is true;

THEREFORE, on the joint motion of Plaintiff and Defendants, it is hereby

ORDERED, ADJUDGED, and DECREED as follows:

1.

This Court has jurisdiction of the subject matter and of the parties pursuant
to 28 U.S.C. §§ 1331, 1337(a), 1345, and 1355, and 15 U.S.C.

§ § 45(m)(1)(A), 53(b), 56(a), and 57b.

Venue is proper as to all parties in the Central District of California under
15 U.S.C. § 53(b) and 28 U.S.C. §§ 1391(b)-(c) and 1395(a).

The activities of Defendants are in or affecting commerce as defined in
Section 4 of the FTC Act, 15 U.S.C. § 44.

The Complaint states a claim upon which relief may be granted against
Defendants under Sections 1303(c) and 1306(d) of the Children’s Online
Privacy Protection Act of 1998 (“COPPA”), 15 U.S.C. §§ 6501-6506,

16502(c), and 6505(d); the Commission’s Children’s Online Privacy

Protection Rule, 16 C.F.R. Part 312; and Sections 5(a)(1), 5(m)(1)(A),
13(b), and16(a) of the Federal Trade Commission Act (“FTC Act”), 15
U.S.C. §§ 41-58, 45(a)(1), 45(m)(1)(A), 53(b), and 56(a). Among other
things, the complaint alleges that Defendants violated CAOPPA by failing to
provide notice to parents of their information practices, and to obtain
verifiable parental consent prior to collecting, using, and or disclosing
personal information from children online.

Defendants have entered into this Consent Decree and Order for Civil
Penalties, Injunction, and Other Relief (“Order”) freely and without
coercion. Defendants further acknowledge that they have read the

provisions of this Order and are prepared to abide by them.

Consent Decree Page 2 of 20
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10.

11.

12.
13.
14.

15.

Consent Decree Page 3 of 20

Plaintiff and Defendants hereby waive all rights to appeal or otherwise
challenge the validity of this Order. ,
Plaintiff and Defendants stipulate and agree that entry of this Order shall
constitute a full, complete, and final settlement of this action.
Defendants have agreed that this Order does not entitle them to seek or to
obtain attorneys’ fees as a prevailing party under the Equal Access to Justice
Act, 28 U.S.C. § 2412, and Defendants further waive any rights to
attorneys’ fees that may arise under said provision of law.
Entry of this Order is in the public interest.

DEFINITIONS
“Rule” means the Federal Trade Commission’s Children’s Online Privacy
Protection Rule, 16 C.F.R. Part 312.
The terms “child,” “collects,” “collection,” “Commission,” “delete,”
“disclosure,” “Internet,” “online contact information,” “operator,” “parent,”

27 ¢

“person,” “personal information,” “third party,” “verifiable consent,” and
“website or online service directed to children,” mean as those terms are
defined in Section 312.2 of the Rule, 16 C.F.R. § 312.2.
“Individual Defendant” means Howard Marks.
“Corporate Defendant” means Playdom. Inc., and its successors and assigns.
“Defendants” means both the Individual Defendant and the Corporate
Defendant.

INJUNCTION
IT IS ORDERED that Defendants, and their officers, agents,
representatives, and employees, and all persons in active concert or
participation with them who receive actual notice of this Order by personal

service or otherwise, are hereby enjoined, directly or through any

corporation, subsidiary, division, website, or other device, from:

(o
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Failing, on any website or online service directed to children, or on
any website or online service through which they, with actual
knowledge, collect, use, and/or disclose personal information from
children, to provide sufficient notice of the information Defendants
collect online from children, how they use such information, their
disclosure practices, and all other content, as required by Section
312.4(b) of the Rule, 16 C.E.R. § 312.4(b); |

Failing, on any website or online service directed to children, or on
any website or online service through which they, with actual
knowledge, collect, use, and/or disclose personal information from
children, to provide direct notice to parents of what information
Defendants collect online from children, how they use such
information, their disclosure practices, and all other required content,
as required by Section 312.4(c) of the Rule, 16 C.F.R. § 312.4(c);
Failing, on any website or online service directed to children, or on
any website or online service through which they, with actual
knowledge, collect, use, and/or disclose personal information from
children, to obtain verifiable parental consent before any collection,
use, and/or disclosure of personal information from children, as
required by Section 312.5 of the Rule, 16 C.F.R. § 312.5(a)(1); or,
Violating any other provision of the Children’s Online Privacy
Protection Rule, 16 C.F.R. Part 312, and as the Rule may hereafter be
amended. A copy of the Rule is attached hereto as “Appendix A” and

incorporated herein as if fully set forth verbatim.

16. ITIS FURTHER ORDERED that Defendants, and their officers, agents,
representatives, and employees, and all persons in active concert or
participation with them who receive actual notice of this Order by personal
service or otherwise, are hereby enjoined, directly or through any

Consent Decree Page 4 of 20
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17.

18.

corporation, subsidiary, division, website, or other device, in connection
with the operation of any website or online service, from making any
misrepresentation in the website or online service’s privacy policy or
elsewhere about the website or online service’s collection, use, disclosure,
or deletion of children’s personal information.
DELETION OF CHILDREN’S PERSONAL INFORMATION
IT IS FURTHER ORDERED that Defendants, within ten (10) days from
the date of receipt of notice of the entry of this Order shall delete all
personal information collected and maintained within their possession,
custody, or control in violation of the Rule at any time from April 21, 2000
through the date of entry of this Order.
CONSUMER EDUCATION REMEDY

IT IS FURTHER ORDERED that, for a period of five (5) years from the
date of entry of this Order, Defendants, in connection with their operation of
any website or online service directed to children, and any website or online
service through which Defendants, with actual knowledge, collect, use,
and/or disclose personal information from children, shall place a clear and
conspicuous notice: (1) within the privacy policy required to be posted by
Section 312.4(b) of the Rule, 16 C.F.R. § 312.4(b); (2) within the direct
notice required to be sent to parents by Section 312.4(c) of the Rule, 16
C.F.R. § 312.4(c); and, (3) at each location on the website or online service
where personal information is collected, which states as follows in bold
typeface:
NOTICE: Visit www.OnGuardOnline.gov for tips from the Federal

Trade Commission on protecting kids’ privacy online

L‘Www.OnguardOnline:gov” must contain a hyperlink to
ttp://www.onguardonline.gov/topics/kids-privacy.aspx]

Defendants shall be required to change the hyperlinks/URLs within fifteen
(15) days after receipt of notice from the Federal Trade Commission of a
change to such hyperlinks/URLs.

Consent Decree Page 5 of 20
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19.

20.

21.

22.

23.

CIVIL PENALTY
IT IS FURTHER ORDERED that Defendants, jointly and severally, shall
pay to Plaintiff a civil penalty, pursuant to Section 5(m)(1)(A) of the FTC
Act, 15 U.S.C. § 45(m)(1)(A), in the amount of three million dollars
($3,000,000).
Prior to or concurrently with Defendants’ execution of this Order,
Defendants shall turn over the full amount of the civil penalty to their
attorneys, who shall hold the entire sum for no purpose other than payment
to the Treasurer of the United States after entry of this Order by the Court.
Within five (§) days of receipt of notice of the entry of this Order,
Defendants’ attorneys shall transfer the sum of three million dollars
($3,000,000) in the form of a wire transfer or certified cashier’s check made
payable to the Treasurer of the United States. The check and/or written
confirmation of the wire transfer shall be delivered in accordance with
procedures specified by the Office of Consumer Litigation, Civil Division,
U.S. Department of Justice, Washington, DC 20530.
Defendants relinquish all dominion, control, and title to the funds paid to
the fullest extent permitted by law. Defendants shall make no claim to or
demand return of the funds, directly or indirectly, through counsel or
otherwise.
Defendants agree that they will not contest the Commission’s right to any
payment or money judgment in any subsequent civil litigation filed by or on
behalf of the Commission to enforce its rights to any payment or money
judgment pursuant to this Order.
Defendants agree that the judgment represents a civil penalty owed to the
United States Government, and is not compensation for actual pecuniary
loss, and therefore, as to the Individual Defendant, it is not subject to

discharge under the Bankruptcy Code pursuant to 11 U.S.C. § 523(a)(7).

Consent Decree Page 6 of 20
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24,

25.

In the event of any default payment, which default continues for ten (10)

days beyond the due date of payment, the entire uhpaid penalty, together

with interest, as computed pursuant to 28 U.S.C. § 1961 (accrued from the

date of default to the date of payment) shall immediately become due and

payable.

COMPLIANCE MONITORING

IT IS FURTHER ORDERED that for the purpose of monitoring and

investigating compliance with any provision of this Order:

A.

Within fourteen (14) days of receipt of a written request from a
representative of the Commission, Defendants each shall submit
written responses, which are true and accurate and sworn to under
penalty of perjury; produce documents for inspection and copying;
appear for deposition; and provide entry during normal business
hours to any business location in each Defendant’s possession or
direct or indirect control to inspect the business operation. Provided
that, Defendants, after attempting to resolve a dispute without court
action and for good cause shown, may file a motion with this Court
seeking an order including one or more of the protections set forth in
Fed. R. Civ. P. 26(¢).
In addition, the Commission is authorized to use all other lawful
means, including but not limited to:
1. Obtaining discovery from any person , without further leave of
court, using the procedures prescribed by Fed. R. Civ. P. 30,
31, 33, 34, 36, 45 and 69;
2. Having its representatives pose as consumers and suppliers to
Defendants, their employees, or any other entity managed or
controlled in whole or in part by any Defendant, without the

necessity of identification or prior notice; and,

Consent Decree Page 7 of 20
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C. Defendants each shall permit representatives of the Commission to
interview any employer, consultant, independent contractor,
representative, agent, or employee who has agreed to such an
interview, relating in any way to any conduct subject to this Order.
The person interviewed may have counsel present, including
Defendants’ counsel and any individual counsel.

D.  For purposes of the compliance reporting and monitoring required by
this Order, the Commission is authorized to communicate directly
with each Defendant. Defendants may have counsel present.

Provided however, that nothing in this Order shall limit the Commission’s

lawful use of compulsory process, pursuant to Sections 9 and 20 of the FTC

Act, 15 U.S.C. §§ 49, 57b-1, to obtain any documentary material, tangible

things, testimony, or information relevant to unfair or deceptive acts or

practices in or affecting commerce (within the meaning of 15 U.S.C.

§ 45(a)(1)).

COMPLIANCE REPORTING
26. ITIS FURTHER ORDERED that, in order that compliance with the
provisions of this Order may be monitored:

A.  For a period of four (4) years from the date of entry of this Order,

1. The Individual Defendant shall ‘notify the Commission of the
following:

a. Any changes in the Individual Defendant’s residence,
mailing address, and telephone number, within ten (10)
days of the date of such change;

b. Any changes in the Individual Defendant’s employment
status (including self-employment), and any change in
the Individual Defendant’s ownership in any business

entity, within ten (10) days of the date of such change.

Consent Decree Page § of 20

[ EXHIBIT L _




O 0 9 &N n B~ W N

N NN = e e e e el e e e

Consent Decree

Such notice shall include the name and address of each
business that the Individual Defendant is affiliated with,
employed by, creates or forms, or performs services for;
a detailed description of the nature of the business; and a
detailed description of the Individual Defendant’s duties
and responsibilities in connection with the business or
employment; and,

Any changes in the structure of any business entity that
the Individual Defendant directly or indirectly controls
or has an ownership interest in, that may affect
compliance obligations arising under this Order,
including but not limited to: incorporation or other

organization; a dissolution, assignment, sale, merger, or

‘other action; the creation or dissolution of a subsidiary,

parent, or affiliate that engages in any acts or practices
subject to this Order; or a change in the business name or
address, at least thirty (30) days prior to such change,
provided that, with respect to any such change in the
business entity about which the Individual Defendant
learns less than thirty (30) days prior to the date such
action is to take place, the Individual Defendant shall
notify the Commission as soon as is practicable after
obtaining such knowledge; and

Any changes in the Individual Defendant’s name or use
of any aliases or fictitious names within ten (10) days of

the date of such change.

The Corporate Defendant shall notify the Commission of any
changes in the structure of the Corporate Defendant or any

business entity that it directly or indirectly controls, or has an

Page 9 of 20
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ownership interest in, that may affect compliance obligations

arising under this Order, including but not limited to:

incorporation or other organization; a dissolution, assignment,

sale, merger, or other action; the creation or dissolution of a

subsidiary, parent, or affiliate that engages in any acts or

practices subject to this Order; or a change in the business
name or address, at least thirty (30) days prior to such change,
provided that, with respect to any such change in the business
entity about which the Corporate Defendant learns less than
thirty (30) days prior to the date such action is to take place, it
shall notify the Commission as soon as is practicable after
obtaining such knowledge.

B.  Sixty (60) days after the date of entry of this Order, and thereafter for
a period of four (4) years, at such times as the Federal Trade
Commission shall reasonably require, Defendants each shall provide
a written report to the Commission, which is true and accurate and
sworn to under penalty of perjury, setting forth in detail the manner
and form in which each has complied and is complying with this
Order. This report shall include, but not be limited to:

1. For the Individual Defendant:

a. The Individual Defendant’s then-current residence
address, mailing addresses, and telephone numbers;

b. The Individual Defendant’s then-current employment
status (including self-employment), including the name,
addresses, and telephone numbers of each business that
the Individual Defendant is affiliated with, employed by,
or performs services for; a detailed description of the

nature of the business; and a detailed description of the

Consent Decree Page 10 of 20
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Consent Decree

Individual Defendant’s duties and responsibilities in
connection with the business or employment; and,

Any other changes required to be reported under Section
26.A. of this Order.

For the Corporate Defendant, and for the Individual Defendant

in connection with any business that the Individual Defendant

controls, directly or indirectly, or in which he has a majority

ownership interest:

a.

A statement setting forth in detail the criteria and process
through which each Defendant’s websites or online
services register visitors online for any activity requiring
the submission of personal information, and a copy of
each different version of screen or page providing or
collecting registration information;

A copy of each different version of privacy notice posted
on each website or online service operated by each
Defendant;

A statement setting forth in detail each place where the
privacy notice on any such website or online service is
located and a copy of each different version of screen or
page on which such website or online service collects
personal information;

A copy of each different version of privacy notice sent to
parents of children that register on each website or online
service;

A statement setting forth in detail when and how each
such notice to parents is provided;

A statement setting forth in detail the methods used to

Page 11 of 20
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obtain verifiable parental consent prior to any collection,
use, and/or disclosure of personal information from
children;

A statement setting forth in detail the means provided for
parents to review the personal information collected
from their children and to refuse to permit its further use
or maintenance;

A statement setting forth in detail why each type of
information collected from a child is reasonably
necessary for the provision of the particular related
activity;

A statement setting forth in detail the procedures used to
protect the confidentiality, security, and integrity of
personal information collected from children;

A copy of each acknowledgment of receipt of this Order,
obtained pursuant to the Section titled “Distribution of
Order”; and,

Any other changes required to be reported under Section
26.A. of this Order.

Each Defendant shall notify the Commission of the filing of a
bankruptcy petition by such Defendant within fifteen (15) days of

For the purposes of this Order, Defendants shall, unless otherwise
directed by the Commission’s authorized representatives, send by
overnight courier (not the U.S. Postal Service) all reports and
notifications to the Commission that are required by this Order to the

following address:

Page 12 of 20
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Associate Director for Enforcement
Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Avenue, NW
Washington, D.C. 20580

RE: US.v. Playdom. Inc.

Provided that, in lieu of overnight courier, Defendants may send such

reports or notifications by first-class mail, but only if Defendants

contemporaneously send an electronic version of such report or

notification to the Commission at: DEBrief@fic.gov.

RECORD-KEEPING PROVISIONS

27. IT IS FURTHER ORDERED that, for a period of seven (7) years from the
date of entry of this Order, Defendants, for any business for which they,

individually or collectively, are the majority owner or directly or indirectly

control, are hereby restrained and enjoined from failing to create and retain

the following records:

A. A print or electronic copy (in HTML format) of all documents

necessary to demonstrate full compliance with each provision of this

Order, including, but not limited to:

1.

Consent Decree

Copies of acknowledgments of receipt of this Order required
by Sections titled “Distribution of Order” and
“Acknowledgment of Receipt of Order”;

All reports submitted to the Commission pursuant to the
Section titled “Compliance Reporting”;

A sample copy of every materially different form, web page, or
screen through which personal information is collected, and a
sample copy of each materially different document containing
any representation regarding Defendants’ collection, use, and

disclosure practices pertaining to personal information of a

Page 13 of 20
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child. Each web page copy shall be accompanied by the URL
of the web page where the material was posted online.
Electronic copies shall include all text and graphics files, audio
scripts, and other computer files used in presenting information
on the Internet. Provided, however, that Defendants shall not
be required to retain any document for longer than two (2)
years after the document was created, or to retain a print or
electronic copy of any amended web page or screen to the
extent that the amendment does not affect Defendants’
compliance obligations under this Order.
DISTRIBUTION OF ORDER
28. IT IS FURTHER ORDERED that, for a period of four (4) years from the
date of entry of this Order, Defendants shall deliver copies of the Order,
including Appendix A, as directed below:

A.  Corporate Defendant: The Corporate Defendant must deliver a copy
of this Order to: (1) all of its principals, officers, directors, and
managers of any business engaged in conduct related to the subject
matter of the Order; (2) all employees, agents, and representatives
who have responsibilities related to the operation of any website or
online service subject to this Order; and (3) any business entity
resulting from any change in structure set forth in Subsection A.2. of
the Section titled “Compliance Reporting.” For current personnel,
delivery shall be within five (5) days of service of this Order upon the
Corporate Defendant. For new personnel, delivery shall occur prior
to their assuming their responsibilities. For any business entity
resulting from any change in structure set forth in Subsection A.2. of
the Section titled “Compliance Reporting,” delivery shall be at least
ten (10) days prior to the change in structure.

Consent Decree Page 14 of 20
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Individual Defendant as a control person: For any business engaged
in conduct related to the subject matter of the Order that the
Individual Defendant controls, directly or indirectly, or in which the
Individual Defendant has a majority ownership interest, the
Individual Defendant must deliver a copy of this Order to: (1) all
principals, officers, directors, and managers; and (2) all employees,
agents, and representatives who have responsibilities related to the
operation of any website or online service subject to this Order. For
current personnel, delivery shall be within five (5) days of service of
this Order upon the Individual Defendant. For new personnel,
delivery shall occur prior to their assuming their responsibilities.
Individual Defendant as employee or non-control person: For any
business where the Individual Defendant is not a controlling person
of a business but otherwise engages in conduct related to the subject
matter of this Order, the Individual Defendant must deliver a copy of
this Order to all principals and managers of such business before
engaging in such conduct.

Defendants must secure a signed and dated statement acknowledging
receipt of the Order, within thirty (30) days of delivery, from all
persons receiving a copy of the Order pursuant to this Section.
Defendants shall maintain copies of the signed statements, as well as
other information regarding the fact and manner of its compliance,
including the name and title of each person to whom a copy of the
Order has been provided and, upon request, shall make the statements
and other information available to the Commission.

ACKNOWLEDGMENT OF RECEIPT OF ORDER

IT IS FURTHER ORDERED that each Defendant, within five (5)

business days of receipt of this Order as entered by the Court, must submit

Consent Decree Page 15 of 20
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30.

31.

to the Commission a truthful sworn statement acknowledging receipt of this
Order.

PROVISION OF TAXPAYER IDENTIFYING NUMBERS
IT IS FURTHER ORDERED that the Corporate Defendant is hereby
required, in accordance with 31 U.S.C. § 7701, to furnish to the Federal
Trade Commission its taxpayer identifying number (employer identification
number), which shall be used for purposes of collecting and reporting any
delinquent amount arising out of its relationship with the government.

RETENTION OF JURISDICTION

This Court shall retain jurisdiction of this matter for the purposes of

construction, modification, and enforcement of this Order.

JUDGMENT IS THEREFORE ENTERED in favor of Plaintiff and

against Defendants, pursuant to all the terms and conditions recited above.

Dated this day of , 2011,

UNITED STATES DISTRICT JUDGE
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The parties, by their counsel, hereby consent to the terms and conditions of

the Order as set forth above and consent to the entry thereof.

FOR PLAINTIFF
THE UNITEDSTATES OF AMERICA:

TONY WEST

Assistant Attorney General,

Civil Division '

U.S. DEPARTMENT OF JUSTICE

ANDRE BIROTTE .3r.
United States Attorney
Central District of California
LEE WEIDMAN, AUSA
Chief, Civil Division

GA%% PLESSMAN, AUSA

Chief, Civil Frauds Section
Central District of California
California State Bar No. 101233
Room 7516, Federal Building
300 North Los Angeles Street
Los Angeles, CA 90012
Telephone: 213-894-2474
gary.plessman@usdoj.gov

MAAME EWUSI-MENSAH FRIMPONG
Acting Deputy Assistant Attorney General

KENNETH L. JOST
Acting Director _ , '
Office of Consumer Protection Litigation

Ale ?Mgs/s/[ t

ALAN PHELPS

Trial Attorne _ L
Office of Consumer Protection Litigation
U.S. Department of Justice

PO Box 386

Washington, DC 20044-0386
Telephone: 202-307-6154

alan.phelps@usdoj.gov
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FOR THE FEDERAL TRADE COMMISSION:

MAM KRESSES

Attorney

600 Pennsylvania Avenue, NW
Washington, D.C. 20580

202) 326-2070 voice)

202) 326-3259 (fax)

S AN

PHYLLIS HURWITZ MARCUS
Attorney

Federal Trade Commission

600 Pennsylvania Avenue, NW
Washington, D.C. 20580

202) 326-2854 (yoice)

202) 326-3259 (fax)
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FOR DEFENDANT
PLAYDOM, INC.:

BRAB-SFRWIN

Chief Operating Officer
Playdom, Inc.

APPROVED AS TO CONTENT
AND FORM:

(L o

ANDREW SERWIN

Foley & Lardner LLP

Attorney for Playdom, Inc.,

a subsidiary of Disney Enterprises, Inc.

aserwin@foley.com

ete S0 pmpan.

MOZELLE W. THOMPSON
Attorney for Playdom, Inc.,
a subsidiary of Disney Enterprises, Inc.

mozellethompson@aol.com
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FOR DEFENDANT

HOWARD MARKS

APPROVED AS TO CONTENT
AND FORM:

l).‘@l-()Aukﬁfvna«
D. REED FREEMAN
Morrison & Foerster LLP
Attorney for Defendant
Howard Marks
rfreeman@mofo.com
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Federdl Trade Commission
§$81L5 La%eﬁng.
: r or other seller my

label on 7 GO Bamer‘of

enforoement through civu penaltles (a8
adjusted for inflation pursuant to §1.08
of this chapier), imprisonment, amd/ar
inmjunctive relief in accordancs with the
enforcement provisions of Seetion 525
of the Bnergy Policy and Cohservation
Act (49 U.8.C. 6395).

{60 FR: 55421, Jet. 31, 1995, ay dinendsd at 6%
FR 69666, MNov. 20, 2000]

PART 312—CHILDREN’S ONLINE
PRIVACY PROTECTION RULE

See.

312.1 Scope of regulations in this part.

312.2 Definivions.

312.3 Regul*a.tmn of unfair or deceptivé 20t
of practices: in c@nnectmn with the ‘£ol-
lectwn. uge;, andior disclosure of persena.l

i rmahxon from’ and abous children. on.

318 4 Nt ce.

312.5 Parental censent.

'3¥2.6 Right of parent to review persenal. in-
formation provides by a child.

3127 Prohibitigh against oonditloning g
child's partiipation on collaction of par-
sonal information.

312.8 Gonfidentiality, secu.mty, and integ-
rity of persenal information sollscted
from children.

312.% Ep Sroerient.

312,10 Bafe harbors.

8121 Rulermnking reviswh.
$12.92 Severabilicy.

AUPHORETY: 15 U.8.0. 65016508

Source: 64 FR 58411, Now 8, 1999, unless:
otfferwise noged,

¥312:1 Scope of regulations in this

is Avril 21, zooe
§'3§1‘2’(2 'D'efi-ni:ﬁ'ions.

sonal mforma on puhhcly avaala.ble

thnough & ch board

a’oor deletes all 1nd1mdua,ny 1deut1f1—
able information from postings by chil-
dren before they dre fade public. apd
glgo déletes such mfox maakion from thie
operabors

(¢} The paggive trackmv or use of any
identifymg code linked to an indi-
vidial, such ag-a cogkie,
_ Commission means the Fedeyal Trade
Commigsion.

Délete meats 4o remove personal in-
formation swel that It 18 nob. main-
tained m retr'revable form and c,annot

tion 0011&0-' dffrom a chlld in 1d

sble form By zo operater for any pm—
pose, except where an operater pro-
vides such jaformation t¢ a person who
provides Support for the internal opér-
ations of the website or online serviee
and who does not disclese or use that
infornration for any ofher purposs. For
purpsses of this definition:
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mg bhroug .the Inte nét or through &
) on & webswe

a,nd e‘berab
prise thHg
netﬁvork ef ﬂetwor

Cot, or any predecesser or
sug ’essor rotoool_s to suah p ot6E

by wire, radio or other rmethods ox
transmissicn.

‘Online contaét information means an
e-mail address. or any other substin-
tially gimilar identifie
direct contact With 4 Der ¢ lini

Operator means any person whb opsr-
ates 8 website located on the Inbernet
or an online sefvice and Who ¢collééts or
maintaing pern nal inforinstion from
or a.bout the users of or visitors to such
webgite or online servicé, or on wlhose
behalf stich informntion is collected or
maintained, where guch website of on-
line service is opera'oed for cornmercial
PUTposEs; mcludin\g any person oifering-
products or serfvices fof ‘sale thi ugh
thet wetsite or online service, involv-
ing commérce:

(a) Among the several States or with
1 of nore foreign nations;

(b)) In an¥y terfitory of the Uhised
States or in the District of Columbia,
or betweeh any such ferrivory and

(1) Another such. territory, or

(2) Ay State or foreign nation; or

permits physical or online ‘contacting;
or

(g) Information: conqerm  the clnld

' 'Third pmty missans any person who Is
not;:

(ay An oOperator with respect to the
collecmon or mainternahnce of personal
information bn the website or online
serviee; or

() & person who provides support for
ite

the mt,erna] operations of the w
nline service and who does #6% dse
Blose infofination protocted under
tlns part for any other purpose.
Obtaining wvérifinble ¢o { means
making any reasonable effort (taking
inte consideidtion available tech-
nolegy) to ensure that befere: personal
Hiformation 18 collected from o child, a
parent of the child:

374
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Fedeial Trads Commission:

§3124

51 Hifermation from

tien i & ga
-gr? aaacsﬁié

' §3i2.4 Notice.

dren the Ocrmm'-" _

subject: matter, v1sua.f or audio eon-

tent, age of models, language or gther

characteristics of the website or online

service, as well ag whether advertisin

promoting or appearing on the’ Web
el G

t;on of unfair or decep:
Hic es in, eonnecﬁcm

ure of | onal nformahon
and about children on the

G'enaraz requrrements It ghall bs un-
Iawful for a.ny operat.or ofa Website of

any opierabor tshat has actua.l feo(s
edge that it 15 collectite or malitain-
ing pérsonal mformat:mn frem a. child,
to collect personal information ffom a
child in'a manoer that violgtes the reg-
ulsitions preseribed under this parb.
Generally, under this part, an oparator
must:

(a) Provide notice on the websits of

enline service of what information it,

collects from children, how it uses such
imformation, and. its disclosure prac
tices for'such Inforriation (§ 312.4(by%;
(b) Obtain verifiable parental consert
priar to any collection, uSe, andior dis+

&) General. pn‘nczplés of ofice. All.no-
. 3%

)
clearly and understandably wntten be
Gomplete, and maust contain no wire-
lated, confusing: or contbadichery ma-
tenals

from chndren An operator 01 B gene.ra.l
audience webs1te or online servwe ‘that
hi

a nomce of the website er on e Serv-
ice's information practicss With regard
to childret;

(ii) The link to the notice must b
placed in a clear ahd prominent pla,ce
4nd manner on the horme page of the
website or online service; and

(i) The 1IhK tO the nokice must-be
placed in a clear and prominent place
and manuer 4t each . aresd on the
websité dr onliné service where chil-
drén dlreotly provide, or are asked to
provide, personal inforination, and. in
cloge proxlmlty o the requests for in-
formatien in each such afén.
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) 1n3‘:orm&tidn :
through t;he _websme or

ot g ;
tb.rough & cha.t room or by other
means;

(iv)y Whethet personal information is
disclosed t9 thirfd parties, and if so, the
types of business in which suech third
parties are engaged, and the peneral
purposes for which such information is
used; whether I:hose t.hlrd parmas heve
a.greed to:mainkai i
yecurity, and i : 7
information they obtaii trom ‘the bper-
ator; and that the parent has the. op-
tion to consent to the collection dnd
wse of their ohildls persona,l mforma-
tion without comsenting to the disclo-
sure of that infgrmatios to third par-
ties;y

(vy That the opératior is prolnblbed
from cnndimomng 3 child's partigipa-
tion in an: activity on the ehilds dis-
closi g more personai mforma.tmn

pate in such 4

(viy Thet the pa,rens can review ahd
have. deleted the ¢hild’s personal infor-
mation, and refuse to permit further
collection of i1de of the ehild’s informia-

16 CFR Ch. | (1~1-10 Edition)

maticm, and how the parent [oT: a3 do 863
and

Q) That if the parent fails to respond
to the notice, the operat.or may use the
information for the purpose(s) stated in
the notice.

{iv) In the case of a notiee under the
the notice:

exception in §312.6(e)(4)

must e.lso stabe tha -ollomng

perMit the use of the 1nfe_

378
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Fedoral Trade Commission

1igh ot: a.vailaﬁle techn' T o1

that the person providing consemf is
the child"s-paréut,
2) Msthods to obtain verﬁlable paf-

& parenn call a toll-frée telebhons. mam-
ver staifed by trained personnel; using
g gigital certificate that uses public
key technology, and using e-mail ae-
companled by a PIN or password ob-
tained through oné of the verification
methods listed in this paragraph. Pre-
vided. thet: Until the Commission other-
wise determines, method$ to obtain
verifiable parentzl consent for uses of
'mfermabmn other than Ehe di°01 -

clude fse of “emmall coupled Wibh a,drh~
tiongl stefs o provide dstirances. that
the person: prowdmg the copsent is-the
parént: Such additional steps Thelude:
sending a ceonfirmatory ¢-mail to the
parent following receipt of consent; or

2 child. to

able efforts. 3 g deration
availgble technology to exsure that a
parent receives notice and has the op-
portunity to request that the operator
make no further uUse of the infarma-
tion, as deseribed in '§312.4(c) frmume-
dlately aftér the initial resporse and
before making any additional TeSponse
to the whild. Meohamsms to provide

maﬂ a,ddress but do fit

ing 4N e-mail 130 the Chlld
(4) *Where the operator oollects a
child’s name and online contact infor-

mation to the éxtént reasondbly nee-

essary to protect the safety of a child
patrticipant of the website or online

377

25

24

EXHIBIT _1_

/

Appendlx A

¢



rity of its website oronline serviee;
31y o faké precauticls a,ga,mst i

aw eniorcement agen 63,
_mgamb,n oun & matier ré-

64 PR 5991, Nov. 3, 1999, a3 amended af 67
PR 18821, apr. I7. 9002; 70 FR 211086, Apr 22,
2005]

§81%.6 Right of parent to review. per-
sonal information provided by a
child.

(a) Upon reguest of @ parent whaose
child has provided personal informia-
tiom to a website or onlire service, the
opérator of that website or online serv-
ice is requu‘ed to provide to that: par-
elit the following:

(1y A deseription of the specific types
or categeﬂes of personal inferthation
collgsted from children by the. oper-
ibor, ‘such a8 hamé, adaress, t8lephone

{ ) ‘The opportun \'g at ally fime to
refuse to permit the operator's fiirther
use o fubité enlife collection of pers
sonal information from that child, and
to direct the operator to delete the
¢hild’s perstnal informiation; and

3y Notwithstanding any &ther provi-
sign of 18w, a means of reviewing: any
personal information collected from
the ohild. The means employed by the

operator to cafry out this proviston
must:

(i) Ensure that the reguestor is a par-

ent of that child, taking inbte acecount.

available techrology; and

er, e—maal address hobbies, and

16 CFR Ch. | (1=~1-10 Edifion)
iy Not. be wnduly burdedisdfie to the

§312'8 Couﬁdentmhty, security, and
ititegrity of personal information
co ectadﬁrom children.

’I‘he opemtcr must esf;abl"lsh a.n.d

lnt‘,egmty of 'personal mfoi‘maﬁwn col-
Tected from children.
§812:9 Enforcement.

Subject to sections 6503 and 6505 of
the Childrens Online Privacy Protec-
tipt ATL-Of 1998, a violation of & regula-
tion:préseribéd er seetion 6502 (a) of
this Act sh e ‘treated as g violation
of & rale deﬁnin“ an unfzir or decep-
tive act or practice préstribed under

section 18(a)(1)(B) of the Federal Trads
Commiissiofl AcE (15 17:8.C: 57a(a)(1)X(B)).

§312:10 Safe hayrbors,

(a) In general. An operator will be
déemed. 50 b8 in compliance with the
reguirements of this part if that oper-
at,or 'complies mth se-lf

-regylamry

t-,he marketing or- onhne industries, or
by other persens, that, after notics amd

3178
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-grea,ter pmtectiens for &
those contained in §§312.2 thmugh
312.9;

(2) An eﬁectwe. ma dat
- _

. Ws of subject epera-
a,txon practices eorducted
her by thﬁ mdus-

~b10n ’practl s con—
4 the fiatetoonong grouy
delines or by an

; oy 2

(iil) Ses&mg ‘of subject operators’
databases, If gocormmpanied by either
paragraphs (b)(z)(l) or (b)(Z)(n) of thig
Sectlbm or

{(iv).Any other equally effective inde-
pendent assessmend mechanlsm, ang

(3) Wfféctive ihcentives for subject
operators’ compliance with the guide-
lings. This performance stahdard may
be-satisfied bBy:

(1) Mandatory, public. reporting of
disciblinary action taken against sub-
ject operators by the industry group
promulgating the guideli:nes

(i1) Consumer redress;

(iii) Voluntary payments to the
United States Tressury in conhestion

with ah industry-directed program for

violators of the gnidglines;

(iv) Referral to the Commissich of
operators who éngage in a pattern or
pragctice of vielating the guigelines; or

v) Any other equally efféctive ingen-

tive. |
(4} The assesswmient 'medhanism re-
quired under paragraph (b)2) of this

sechion. can be provided by axn Ande--

pendent efiforcément progiaim, :
a. seal program. In considering wh her
to initiate an ifvestigation or t9 bfing

an enforcderient actich for violations of

E"Uidelines for whi h a,pproval s sou»gh’ra
and any aeoompa,nymg oommenbaﬂry.
(i) A comparison
§§312 3 through S12.8 w1' 1 b
ria'adpondmg ‘provisipns of the g

) : mecham&m,
meet the requ ements of tHis party and
(B) How the aisessment mechanism
e -imeentives reguired
_ g-Xdy (b)2) and (3 of this
ettion. provide effective emforcement
of the requlrements of this part;

(2) The Commission shall act uporn a
reguest undér bvhis settidn within 180
days of the filing of such request and
shall set forth its coneclusions in writ-
ing.

(3 Induskry groups o Other persoas
whose guidélines have béen approved
by tha Commission must submit pro-
posed changes- m those gmdellnes for

sion in the manner reqmred for initial
approval of guidelines untder paragraph
(ey(l). The staterment required umder
paragraph (¢)(1)(iii) must describe how
the¢ proposed changes affect existing
provisions of the guidelines.

(2} Records. Industry groups or other
persons who seek safe harber treat-
ment by comiplinnce with guidelines
that have been approved under this
part. shall ntgin for & perwd ot
less than & 5 year§ and upon request
mike available to the Commission for
inspection and ¢opying:
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§312.11

ine, a,nd on t;he a.vaulabﬁ v
of websites directed vo chifldren; and re-
port to Congress on the results of this
review.

§812.12 Seversbility.

The provisions of this part are depa-
rate and.severable from oné anothér, It
any provxsmn is stayed or determined
to be invalid, it is the Commission’s i

tention that the remaining provisions
shall continue in sffect.

PART 313—PRIVACY OF C"'N-
SU.N&ER FINANCIAL INFOR
IO

Sec,

ind sedpe.
g ACY farm and examples.
313 3 Deﬁm tions:

subpart A—Privacy dnd Opt Out Nofices
3134 Initial privacy notice to consuiness re-

v
313.5
requl red.
318.6 Inforrhation to be inéluded in privacy
notices.
313.7 Forao of opt out notive 10 consumers;
opt oiit miéthods.
313.8 Revised privacy notices.

1 privacy notieé to customers

15 CFR.Ch. | (1=1=10 EditioR)y

Effective Daté
31318 Protecsind of Fair Credit Reporting

APPENDIX BTO PART 813-—SAM'PLE CLAUSES.
AyTORTTE: 15U8.C. 6801 ebweq.
SOURCE: 65 PR 33677, Maj: 24, 2000, wiiless.
stHerwise fotel
§313:1 Purpose and scope.
(4) Puipose, THiy pary Zoverns the

tresfment, of nonpublic persensl infor-
mation abount consuniers by the finan-
dial institations sted 4 parsgraph (B)
of this- section, Thls part;

f:'

tige to dustomers about Jts prlva.cy
policies- and,’practlces, ‘

] d'

exesptions in §§:4 «3;13 313 14 and 313 15
(b) Scope. THis part applies only to

nonpublic personal information about

individuals who obtéin financial prod-

uets or services primarily for persongl,

family or household purposes froxi the
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