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Organization Information:

irectors Desk, L1.C

510 N. Pines Road, Suite 207
Spokane, Washington 99206

Phone: 509-931-1099

Fax: 509-267-5465
http://www.directorsdesk.com

Contact [nformation:

Contact Office: Directors Desk Spokane

Contact Name: Bret Beresford-Wood, President
Phone: 866-895-3375 x511 Fax: 509-267-3465 Email: bwood@)directorsdesk.com

Corporate Officer Information:

Corporate Officer: Bret Beresford-Wood, President
Phone: 866-895-3375 x511 Fax: 509-267-5465 Email: bwood@directorsdesk.com

Safe Harbor Information:

Signed up to safe harbor 02/15/2007 04:36:53 PM
Next certification 02/15/2008
EU/EEA Countries From Which Personal Information Is Received: France, Belgium, Germany, United
Kingdom, ltaly
Industry Sector: Computer Services - (CSV) Computer Software - (CSF) Information Services - (INF)
ersonal Information Received From the EU: Directors Desk hosts and maintains a secure online
pplication for corporate boards of directors. Certain directors residing in the European Union sit on
corporate boards using our services. Such directors are able to access the full set of Directors Desk
features to access information including board meeting materials, meeting minutes, documents, and
other related materials. They can also communicate with officers and other directors of the corporation
using tools within the online application, such as secure email.
Information collected from EU board members ("users") includes personal contact information that is
stored in our system and made accessible to officers and fellow directors of the company client in
question. This information may include: full name; work information including company name, address,
phone and fax; home information including home address, phone, fax, mobile phone; biographical
information including other boards on which the individual sits and related professional history; and
personal contact information such as email address, wireless text messaging address, and fax number(s).
All such personal information is stored online for the purposes of conducting board work for the
company in question. As stated in our privacy policy, Directors Desk does not communicate directly
with any of its clients' end-users, be these residents of the EU or otherwise, and we take strong measures
to safeguard each user's personal information at all times.
Privacy Policy Effective: 6/10/2004
Location: http://www.directorsdesk.com/privacy.asp
Regulated by: Federal Trade Commission
Privacy Programs:
Verification: In-House
Dispute Resolution: [n the event that any dispute arising out of or related to this policy is not settled by
the parties, the parties will attempt in good [aith to resolve such dispute by non-binding mediation in
chordancc with the American Arbitration Association Commercial Mediation Rules.
ersonal Data Covered: Onhne and offline
Human Resource Data Covered: No

httn-//weh ita doc sov/safeharbor/shlist.nsf/5624e34 18 7d9c4dcR 5256960005 fc648/0aR 172 12/29/2008
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Do you agree to cooperate and comply with the Furopean Data Protection Authorities? Select
B\ ppropriate Response

Certification Status: Not Current
Compliance Status:

Safe Harbor Overview | Sate Harbor Documents | Workbook | Safe Harbor List
Information Required for Certification | Certification Form

httn://web.ita. doc.gov/safeharbor/shlist.nst/5624e34187d9¢4dc85256960005tc648/0a812...  12/29/2008
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In the Matter of

DIRECTORS DESK, LLC,
a limited liability company.

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

DOCKET NO.

e N N N e N’ N

DECLARATION OF DAMON C. GREER

I, Damon C. Greer, based upon my personal knowledge conceming matters to which I

am competent to testify, hereby declare as follows:

k.

[ am the Associate Director for Electronic Commerce in the Office of Technology and
Electronic Commerce at the U.S. Department of Commerce (“Commerce”), and I am the
lead administrator of the U.S.-E.U. Safe Harbor Framework.

Commerce 1s not a party to the captioned matter.

Commerce is responsible for developing and overseeing the U.S.-EU Safe Harbor
Framework (“Safe Harbor”), a voluntary program that provides U.S. companies with a
method for receiving personal data lawfully from the European Union. To join the Safe
Harbor, a company must self-certify to Commerce that it complies with a set of
principles that have been deemed to meet the EU’s adequacy standard.

As Associate Director, [ am responsible for maintaining an accurate list of those
companies that self-certify to Commerce that they comply with the Safe Harbor
principles. As part of my responsibilities, [ oversee a public website,

ww w .cxport.govisafeharbor, where I post the names of companies that have self-
certified. The listing of companies indicates, among other things, whether their self-
certification is “current” or “not current.” Companies are required to re-certify every
year an the anniversary of the date they first self-certified in order to retain their status as
“current’” members of the Safe Harbor framework.

in February 2007, Directors Desk LLC (“Directors Desk”) submitted a self-certification
to Commerce. Directors Desk's next self-certification was due in February 2008.

Directors Desk did not submit a self~certification by the February 2008 deadline, and as a
result I updated Directors Desk’s status to “not current” on Commerce’s public website.
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To date, I have not received any documents or information from Directors Desk to renew
its self-certification. Directors Desk is still in “not current’ status on the Commerce
website.

I declare under penalty of perjury under thg Laws of the United States of America that
the foregoing is true and correct. Executed this s day of June, 2009, in Washington, D.C.

L LA

Damon C. Greer

Associate Director for Electronic Commerce
Office of Technology and Electronic Commerce
U.S. Department of Commerce
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Direclors Dask, LLC ("Directors Dask”) is dedicated (o establishung o lrusling relationships with its clients and client end-users
(users"), based on respect for parsonal idenlity and informetion, by promoting the use of fair information practices This privacy
statemenl covers all Web properbes ("onkine applications”) owned and maintamed by Dvectors Desk, including but not limited lo
Hilp JAvww. direclorsdesk.com and hitps'/fsecure directorsdesk.com.

Bacause Direclors Desk wants to demonstrale ns comrmment {0 our users' pnvacy, we are disclosing

What personally ientifiable informetion Directors Desk collects

How Directors Desk uses the Wnfarmation

With whom Directors Desk may share user information

Whal choices ara available to users regarding collection, use and distabubon of the informalion.

What types of security procedures are in place (o proled the loss, misuse or alleration of informavon under Directors Desk
control.

6 How users can comect any smaccwaces in the informeation

. Information Collection and Use

{niformation Colfzctian
Direclors Desk s the sole owner of aggregated system information its web propertias, and ihe clients of Direclors Desk are the sole
owners of personal user information belonging (o their board and committee membets entered inlo thew specific Dreclors Desk

account(s) The Drectors Desk online applications collect information from users at several different points

(2 YR C

A count daniement Scrvens

In ocder 1o use Diractars Dask services at any level, a user must frst ba set up in the Direclors Desk online appiication Yhis s done
by Duwrectors Desk acoount representatives, admrnisirative users ("Corporate Secretanes™) of (he clism company, of the users
themsetves During acoount selup the following user information fields are required:

e Fisl and last name
s Parsonal User Name (can be set by the user)

1t is highly recommended, but not required, (hat user accounts also contain a vahd emad address. in order for the application (o be
abia 10 send information updales {"Announcements”) to the user, in order lo keep them abreast of new information related 10 ther

board management responsibibes

whsar Anster Screens
it 15 common and recommended practice for a cerlam level of personal contad mfomabion lo be placed inlo the user account, In

order to make such information the chent company's Roster  The Roster screens are used by board members and other dienl users
to contact fellow boary and committee members T o protect users' privacy nghts, all fields that are siored in the appication for the
user are wmawable in the user's view of the Roster, ang (he user 15 able o add/ediVremove intormation in each field Further
pratecting the user, the applicabon provides ¢ach user with 3 set of personabred “psivacy setlings” allowing him or her to make
chowces aboul haw such information 15 used within their cient company Rosler For instance, Ihe user can choose {o keep thew
home or cell phone informaban pnvate from all users except the Corporate Secrelary users

Una of Iaisrmanon gy Dwacrers Desk

Fxcept where Directors Oesk account representatives are speafically asked o provide data enlry services on (he client's behall.
Directors Desk acts 8s a passive condur for the entry and distribution all users’ email communications and personal information, 2nd
therefore will not mondar. adil, or disclose the contents of a user's Ifofmation undess Drectors Desk in good farth behieves (hat such
action is necessary o conform to the edicls of the faw or comply with legal process served on Direclors Desk Subgect to the legal
exceplions lisled in tha Pnvacy Poicy. Oveclors Desk wll never discinse lo any third partes any of the personal infoemaion

uploaded to nur online applicatons by our users

Arofiliag Activities

We store informalion that we collect Ihrough cookies, log files and trvind audi rads (o cieate a profile of our users A profile is
stewed information 1hat we keep on indevidual users that detalls \heu viewing preferences Conseqoenty, coltected miormalion 1s hed
to the user's personally denbfiable miormation o improve the conleni ¢f e site i3 the user This profile s used only lor ihe
purpase of [@ionng a user's visd (0 our onbne spplicatona, and never to direc marketong promolions or other communications aot
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directly related o ther use of the system We do not share personalily identifiable elements of your prafile vath other third parties. if
shared at all your profite 1s shared in aggregate form only, renderning personally identifiable nformation impossible

LAy T

A cookie s 2 plece of data stored on the user's computer tied to information about the user. Usage of a cockie s in no way hnked to
any personally identifiable information while on our site We use bolh session ID cookies and persistent cookies. For the session ID
cookie. ance users close the browser. the cooke sunply terminates A persistent coorie 1s a small text file stored on the user's hard

anve for an extended pencd of e, Persistent cookies can be removed by following Internet browser help fite directions.

By setting a cookie on our site. users would not have to enter thew User Name more than once. thereby saving time while on our
site. If users reject the cookie, they may still use our site. The only drawback to this is that the user will be required to re-enier the
User Name upon each new site visit. Persistent cookies enabie us to track and target the interests of our users to enhance the
expenence on our site. See the "Profile” section, above

Due lo the secure nature of lhe application, we allow no business partners to use cookies on our site.

tLog Filas
Like most ontine applications, our servers use log files to analyze trends, administer the site, track user’'s movement in the

aggregate, and gather broad demographic information for aggregate use. P addresses, etc. are not linked to personally identifiable
information.

Communications from the Site

Informatwonal tipdates
We do not send users communications, but rather provide our clients with tools allowing them to send communications to other

users related to the board work and related pcocesses empowered by Directors Desk. Certain new users will receive a welcoming
email issued by their Corporate Secretaries to activale their new account. Established users will occasionally recelve emails, cel!
phone text messages, and faxes (collectively, "Announcements®) containing information about new board information that is
available for their viewing, new messages they have received from dient staff oc other board members. or action items such as votes
and surveys that need to be completed by the user. All such Announcemerits are issued exclusively by the designated and Client
Company authonzed Corporate Secretaries, unless the user has elected to receive proactive notifications of certain new information
as it becomes available within their accounts, in which case automated emails are sent ou! by the system. In all cases, howevar, the
user can modify any email, wireless, and fax addresses at which they receive communications simply by logging into their accounts,
or choose to opt out of recetving Announcements entirely. Users thus retain full controf over the extent to which they receive

information updates at all times.

Sarvice Annoulcemsants
On rare occasions it is necessary to send out a striclly service related announcement. For instance, if our service is temporarily

suspended for maintenance we might send users an email. Users may opt-out of these communications. However, these

communications are never promaotional in nature.
Custamat Ty &

We communicale with users on a regular basis to render technical assistance as part of our 24-Hour Help Desk activities. We reply
via email or phone, in accordance with the user's wishes, and all such activities are initialed by the user

Soam and unk Emaei :
Directors Desk has a zero lolerance policy for abuse While we cannol be responsible for communications users receive from other
users such as fellow board members and Corporale Secretaries on their client company accounts, it is our intention to use all legally
available means to prevent distribution and receipt of unsolicited commercial communications through the service. We ask that any
users who are annoyed by receipt of such junk email, please repont such aclivity to abuse@directorsdesk com.

Sharing

Legal Discizimsr

Though we make every effort to preserve user privacy, we may need to disclose personal information when required by law wherein
we have a good-faith belief that such action is necessary to comply with a current judiclal proceeding, a court order, legal process
served on our online application, or in order to inveshgate, prevent. or take action regarding illegal activity.

Aggiegate infarmation (en-perscialiy idientitiobie)

We will always attempt to use aggregated demographic mformation in any case where user information must be shared, such that
no personally identifiable information is disclosed to outside parties. In the event thal personally identifiable information must be
used, we will first notify clients in accordance with the Subpoena Policy outlined below Any actions taken there under by our client
to protect ts users’ personal information will be respected subject to limitations imposed by the law

Business Transitions

In the event Directors Desk goes through a business transition, such as a merger, being acquired by another company, or selling a
portion of its assels, users’ personal information will, in most instances, be part of Ihe assets transferred. LSsers will be notified prior
1o a change of ownership or control of their personal information Hf as a result of the business transition, the users’ personally
identifiable information will be used in a manner different from that stated at the lime of collection they will be grven a choice not to
have their information used in this different manner. as described In the notification of changes section, below.

Links

Directors Desk's online applications may contain links to other siles As with all site content, these Iinks are not placed in the system
by Directors Desk but rather by the Corporate Secretanes of the client company, or other users authorized to post content

aware when they feave our sites and 1o read the privacy stafements of each and every Web site that collects personally idenlifiable
infocmation This privacy stalement applies solely to information coltected by Direclors Desk's online apphcations. Information that is
collected on these sites does not fall within the auspices of this policy

. Please be aware that Directors Desk 1s not responsible for the privacy practices of such other sites, We encourage our users to be
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Security
Directors Desk takes every precaution to protect its users’ infarmation Secunity falls nto several categones and user informalion is
protected both onling and off-ine

P et TR T2 S
On all screens of the Directors Desk apphication. informaltion 1s encrypted and is protected during transit from the chent's PC to our
servers with the best encryption software in the industry - SSL. While browsing the apptication, the lock icon on the bottom of Web
browsers such as Microsoft Internel Explorer becomes locked. as opposed to un-lacked, or open. when users are just ‘surfing’, in
order to easily identify to the user that their data is being transmitted securely. To fully protect our users. it is not possible to access

the application without using an SSL connection.

Oata Ercryption

Documents uploaded to the system, as well as database entries containing personal information, are stored in accordance with each
dient company'’s data encryption policy. At a minimum, this includes stonng all sensitive personal information (such as user
passwords_ social security numbers, date of birth, etc.) in a fully encrypted format. in many cases, the encryplion technologies used

will preclude Directors Desk from being able to decrypt the data

Unzuthorzed Accoess

Directors Dask has taken extreme measures to protect user information against unauthorized access. These measures include bul
are not fimited to: a) storing all data in hosting facilities that are SAS-70 Level |l Certified; b} storing user information In secure offline
repositories not accessible to routine "hacking” attempts; c) engineering sophisticated application secunty technologies specifically
designed to detect and protect against unauthorized data access; d) treating all user information stored in web applications as highly
confidential during storage. transmission, and backup.

Protection Against Loss
Directors Desk provides, as part of s service, full data mirroring and nightly tape backups to protect user information from being

inadvertently lost or destroyed

Pratection Against Data Corruption and Alteration
Directors Desk uses state-of-the-art technologies, techniques and processes to maintain data integrity at all times. This includes use
of an enterprise-level relational database system (RDBMS) that has been tested extensively both in-house and by industry at-large.

Offiine Sccurity
In addition to protecting user information stored in electronic systems, we also employ secunity measures to protect user-information

off-line. All of our users’ information, not just the sensitive information mentloned above, is restricted in our offices. Only employees
who need the information to perform a specific job (for example, our customer service representatives) are granted access to
personally identifiable information.

User information is never used for purposes that are not direclly related to their board and commitiee activities. All use of personal

information is subject to a full set of ‘opt-out’ options made available o the user For instance, if the user does no! wish to disclose

his or her email address, they are able lo remove that data from the system If the user does not wish for other directors to see his or

her home or work contact information, again they can remove those fields from the system. If a user’s personally identifiable

information changes (such as zip code, phone, email or postal address), or if a user no longer desires our service, we provide a way
" to carrect, update or delete/deactivate users' personally identifiable information This can be done at the Roster profile page of the

Directors Desk service patronized by the user.

‘ Choice and Opt-Out Options

Notificatian of Changes

If we decide to change our privacy policy. we will post those changes in this privacy statement, and other places we deem
appropriate, so our users are always aware of what information we collect, how we use i, and under what circumstances, if any, we
disclose it. We will use information in accordance with the privacy policy under which the information was coflected

. however, we are going ta use users’ personally identifiable information in a manner different from that stated at the time of
coflection we will nolify users via email. Users will have a choice as to whether or not we use their information in this different
manner. In addition, if we make any material changes in our privacy practices that do not aflect user nformation already stored in
our database, we will post a prominent notice on our Web site notifying users of the change. I some cases where we post a notice
we will also email users, who have opted to receive communications from us, notifying them of the changes in our privacy practices

Safe Harbor

Direclors Desk is a particapant in the Safe Harbor program developed by the U S. Department of Commerce and the European
Union. We have certified that we adhere to the Safe Harbor Privacy Principles agreed upon by the U.S. and the E.U. For more
information about the Safe Harbor and to view our certification, visit the U.S Department of Commerce's Safe Harbor web site In
the event that any dispute anising out of or related to this policy is not settled by the parties, the parties will attempt 1n good faith to
resolve such dispute by non-binding mediation in accordance with the American Arbitration Association Commercial Mediation
Rules. No litgation for the resolution of such dispute may be commenced until the parties try in good faith ta seftle the dispute by
such mediation i accordance with such rules and either party has concluded in good faith that amicable resoiution through
continued mediation of the matter does not appear likety The parties to the mediation shall share the costs of mediation equally
Any settiement reached by mediation shall be recorded in writing, signed by the parties, and shall be binding on them.

Civil Subpoena Policy

Directors Desk does not release personally identifying information about our customers except in linated instances related to law,
security, or safety To request customer information from Directors Desk in a awil case, you must serve Directors Dask with a valid
subpoena, court order, or search warrant and agree to Directors Desk's terms of compensation below

. All cvil subpoenas should be direcled to

Directors Desk, LLC
Subpoena Department
2510 N. Pines Road, Suite 207
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‘BCIOTS LIESK PTIVACy Policy http://www directorsdesk.convcompany/privacy. asp

Spokarte. WA 99206
Fax 1-509%-257-5465

Upen receipt of a valid subpoena, itis Directors Desk’s policy to notify the client whose information is seugnt I non-emergency
arcumstances. Directors Desk will generally not produce the subpoenaed subscriber's identity information unti approximately bwo
weeks afler receipt of the subpoena, uniess a formal obgectian s filted by the customer or we are legally required to do so

Directors Desk charges 330.00 per hour for research (plus additional fees if testmony of deposition is required), $0 25 per page,
and $22.00 lo respond via Federal Express We will Invoice the person or entity submitting the subpoena following receipt and the
subpoena proponent must make payment within 15 days from Lhe date of receipt of our invoice. Checks should be made out to
Directors Desk. LLC

It is Directors Desk's policy to release information sufficient 10 identify our customer only where the party seeking the jnformation has
filed a legal action that implicates our customer in some legally cognizable impropriety or wrongdoing or can show that the
information requested is matenal lo the issues involved in the underlying case. Directors Desk requests a copy of the complaint and
alt supporting documentation to indicate how the customer’s account information is refated to the pending litigation. Note that
Directors Desk reserves the nght to determine !n its sole discretion the applicability of this policy to any particular request and.,
further. this poiicy does not create any enforceable legal rights, either for our customers or for requesting parties.

Enforcement and Sanctions
All employees and contractors of Directors Desk are required to sign a written acknowiedgement that they have read and agree o
abide by the terms of this Privacy Policy. Any infractions are subject to severe penalties. including termination and/or legal action

Copyright © 2003-2008 Directors Desk. All Rights Reserved. Acceptable Use Palicy | Privacy Policy | Request a demonstration
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