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UNITED STATES DISTRICT COURT 

DISTRICT OF NEVADA 


Federal Trade Coilunission, 

Plaintiff, 11 

J7. 

ERG Ventures, LLC and d/b/a ERG Vellhu-es, 
LLC2, Media Motor, Joysticltsa~~ers.com1, and 

P~ivateillPublic.colm; Elliott S. Caneron, 

individually aid d/b/a ERG Veiltures, LLC2, 

Media Motor, Joysticksavers.com, and 

PrivateiliP~~blic.com;
Robe19 A. Davidson, II, 

individually and d/b/a ERG Vei~tures, LLC2, 

Media Motor, Joysticksavers.com, a ~ d  

PrivateinP~~blic.
~0111; Gaqr  E. Hill, 

illdividually a ld  d/b/a ERG Ventures, LLC2, 

Media Motor, Joysticksaxrel-s.coll1, and 

P~-ivateillPublic.com; and Timotl~y P. Taylor, 

iildividually and d/b/a Teasn Taylol- Made, 


EX'P-4RTE TEMPORARIT RESTR4INING ORDER AND ORDER TO SHOW CAUSE 
I

1 Plaintiff, the Federal Trade Co~lu~~ission to("FTC" oi- the ccCoilullission"), pu~-s-suanl 

Sectio;l 13(b) of tlie Fedel-sl Trade ConulGssioli Act ("FTC Acty'), 15 U.S.C. 8 53(b), has filed a 
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Colllplaint for Injullctive and Other Equitable Relief, and has moved expar-te for a Te1lipora1-y 

Restrailing Order and for an Order to Show Cause vil-ry a prelimlllay illju~lctioll should not be 

ganted pmsua~lt to Rnle 65(b) of tlie Federal Rules of Civil Proced~ue. 

FINDINGS 


The Court has collsidered the pleadings, declarations, exlibits, and memosa~~da 
filed ill 

support of the Conxllissioa's nlotion and fulds that: 

1. 	 Tlis Co~11-t has jurisdiction over the subject matter of tlis case, and these is good cause to 

believe that it will have j~uisdiction over all parties hereto; 

2. 	 There is good cause to believe that defendants ERG Venhlres LLC, a Nevada Limited 

Liability Company d/b/a ERG V e ~ ~ h ~ r e s  andLLC2, Media Motor, Joysticltsavers.coi~~, 

PlivateInPublic. corn; Elliott S . Ca~neron, individ~lally a id  as a11 officer of ERG Tle~lt~~res 

LLC; Robel-tA. Davidson, 11,iildividually and as an officer of ERG Velltuses LLC; 

Gany E. Hill, individually and as an officer of ERG Ventures LLC, (collectively the 

"ERG Defendants") a id  Timotl-~y P. Taylor, individually and doing business as Team 

Taylor Made ("~efendailt Taylor"), have engaged and ase likely to engage 111 acts or 

practices that violate Section 5(a) of the FTC Act, 15 U.S.C. 45(a), and that the 

Collx~~issionis tl~erefore likely to prevail on the merits of tlis action; 

3. 	 There is good cause to believe: (1) the ERG Defenda~nts and Defendant Taylor have 

deceived consunlers into dowllloadillg exploitive softwal-e by lidiilg exploitive code 

~7itlGll the fi-ee software they offer tlie p~ublic; (2) the exploitive code created by the ERG 

Defendants and silently b~u~dled Taylorby both the ERG Defendants and Defenda~~t 

causes sigificant ha111 to collsullless by dowllloadi~lg progains that: a) cl~ange 

consuller's default 110111e page; b) add difficult-to-remove toolba-s to the consuuiler's 

hltenlet bson~ser that display advestising; c) track the cons~lll~er's Internet activity; 

d) generate repeated and occasioilally sexually-explicit pop up advel-tising; e) .add 

advel-tising icons to tlle consunler's Windows deslctop; f) alter the consullner's Intelllet 



browser settings; g) degrade coinputer perfonname; and 11) attack and disable the 

cons~mer's ailti-spyware software; (3) that the h a i ~ n  caused by tlle ERG Defendants and 

Defendant Taylor is not-reasonably avoidable by consumers beca~lse the exploitive 

software installed by tlle ERG Defendants and Defendant Taylor is extremely difficult to 

uninstall or otl~eiwise reinove and beca~lse the ERG Defendants and Defendant Taylor 

fail to disclose to consulllers the presence of the exploitive code; and (4) that the ha7111 

ca~lsedby t l ~ e  ERG Defendants and Defendant Taylor is not outweigl~ed by any benefit to 

There is good cause to believe that the defendants will coiltiilue to engage ill such 

unlawful actioils if they ase not immediately restrained fi-0111 doing so by Order of tlis 

There is good cause to believe that iilullediate and ill-epai-able damage to the Co~ut's 

ability to grant effective final relief in the foi~ll of inolzetaiy restitutioil will occur fi-om 

the sale, transfer, or other disposition or conceah~~eit by the defendants of their assets or 

busiiless records, ~ u ~ l e s s  the defendants ase immediately restrained and enjoined by Order 

of this Coui-t. Based on the evidence set foith in the Plaintiffs Ex Pnrte Motion for 

Telllpoi-ary Restraining Order, Preliillina~y h~julction, and Otl~er Equitable Relief, and in 

the accoinpanying decla-ations and exhibits (the "TRO h/Iotioa"), tlle Collunission is 

likely to be able to prove that the defeildants have engaged in a conceited course of 

unlawful activity in coilllectioil wit11 the distsibutioil of exploitive software in violatioil of 

Sectioil 5 of the FTC Act, 15 U.S.C. 5 45. Fui-tl~ei~llore, based on tlle evidence in the 

TRO Motion, the Collm~issioll is likely to be able to prove that: (1)'tlle ERG Defendailts 

utilize post office boxes, a inail foil;\7ardi1lg service, and mloilyl~lous einail addsesses to 

lide fi-0111 law eilforceillellt and defi-auded consumers; (2) the ERG Defendants utilize a11 

alnoaynous dolllaill registration seivice to shield their identity fi-0111law enfoi-celnlellt and 

defi-auded consulners; and (3) all of tlle defendants have i s ~ o r e d  calls fi-om the ailti- 



spyware com~~lunity to cease their unlawful and i~ljurious activity. Tllus, there is good 

cause to believe that the defendants will contin~le to engage in attempts to conceal the 

scope of their unlawful actions to avoid retunling their ill-gotten gains to consu~~lers 

injured by their ~lnlawful practices if not restrained fi-om doing so by Order of this Court; 

The Co~lmission has not provided notice to the defendants d~ le  to the likelihood that 

advance notice of tlGs action will cause the defendants to abscond with or destroy 

discoverable evidence and conceal or dissipate assets. T l~e  Commission's request for 

this elnergency espar-te relief is not the result of any lack of diligence on the 

Con~mission's part, but instead is based upon the nature of the defendailts' unlawfi~l 

conduct and the ell-cu~llstances of this case. T l~~ls ,  there is good cause for relieving the 

Collu1lission of the duty to provide the defendants with prior notice of the Conu1lission's 

application; 

There is good cause for the Cou-t to order an asset fieeze against the ERG Defendants. 

Elnails a~ltl~ored by the ERG Defendants and produced by the Co~nnlission de~nonstrate 

that the ERG Defendants reported more than one llzillion dollars in profits between Ap~i l  

2004 and April 2005. There is good cause to believe that these hnds were derived fi-om 

activity that violates Section 5 of the FTCAct, i ~ ~ c l ~ ~ d i n g  intotriclung custome~-s 

downloading exploitive software to their computers. An asset fi-eeze as to the ERG 

Defendants is reasonably necessary in order to preserve the possibility of co~llplete and 

mea~~lmgfulrelief in tile fom1 of disgorgeme~lt andlor consmller redress at the concl~isio~l 

of this litigation; 

Weiglling tile equities and conside~ing the Collmission's likelihood of ultimate 

success, a Temporay Restrai~ling Order: (1) fi-eezing the assets of the ERG Defendants; 

(2) requiring the defendants to prepare an accountining of their assets; (3) ordering the 

defendants to preser\~e their business records; and (4) providing otller equitable relief is 

ill the public interest; 



No security is required of any agency of the United States for issua~lce of a restrailli~lg 

order. Fed. R. Civ. P. 65(c). 

DEFINITIONS 

For the purpose of this order, the followillg defuitions shall apply: 

"Defendants" means, iadivid~~ally, collectively or ill any co~llbination: ERG Ve~lt~u-es 

LLC d/b/a ERG Vel~t~u-es LLC?, Media Motor, Joysticksavers.com, and 


PrivateIz~~~blic.com;
Elliott S. Caner011 d/b/a ERG Venhu-es LLC2, Media Motor, 

Joysticksa\~ers.com, and P~ivatehPublic.coln, individually and as an officer of ERG 

Ventures LLC; Robert A. Davidson, II d/b/a ERG Ventures LLC2, Media Motor, 

Joysticksavers.com1, and PrivateInPublic.coln, individually and as an officer of ERG 

Ventures LLC; Gany E. Hill d/b/a ERG Ventues LLC2, Media Motor, 

Joysticltsa\~ers.co~~~~a ~ dPrivateJnPublic-.coml, individ~lally and as a1officer of ERG 

Ventures LLC; and Tinlotl~y P. Taylor, indi\~idually and doing business as Team Taylor 

Made; and all persons or entities in active concert or pa~-ticipation wit11 any of the 

foregoing who receive notice of tlis Order by personal senrice or otl~e~virise. (Fed. R. 

Civ. P. 65(d)). 

"ERG Defendants" means ERG Veillures LLC d/b/a ERG Ventures LLC2, Media 

Motor, Joysticksa~~ers.com1, and Plivateli$ublic.com1; Elliot S. Caneron d/b/a ERG 

Velltu~-esLLC2, Media Motor, Joystic1tsa~~ers.co111~ Robert A.and PrivateW~hlic.com; 

Davidson d/b/a ERG Velltures LLC2, Media Motor, Joysticlisavers.com1, and 

P1ivatehPublic.con1; and Gany E. Hill d/b/a ERG Ventures LLC?, Media Motor, 

Joysticksavers.com, and Priuateh~ublic.co~m; as well as their successors, assigns, 


affiliates, or subsidiaries. 


"Defendant Taylor" means Timotlly P. Taylor, individ~lally and d/b/a Team Taylor 


Made. 
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"Individual Defendants" means Elliott S .  Cameron d/b/a ERG Velltures LLC2, Media 

Motor, Joysticltsavers.com1, and Privateh$~~blic.con~; Robelt A. Davidson, 11d/b/a ERG 

TJentures LLC2, Media Motor, Joysticksavers.com, and P~ivatehPublic.coml; Gany E. 

Hill d/b/a ERG Velltures LLC2, Media Motor, Joysticltsavers.coln, and 

PrivateInPublic. co111 and Tinlothy P. Taylor. 

"Corporate Defendants" means ERG Ventures LLC d/b/a ERG Velltwes LLC2, 

Media Motor, Joysticltsavers.com, and P~ivatehe~~blic.com and Team Taylor Made. 

"Assets" means any legal or equitable interest in, right to, or claim to, any real, 

personal, or intellectual propei-ty of any of the Corporate Defendants or li~dividual 

Defendants, or held for the benefit of a1117 Col-porate Defendants or Iildiividual 

Defendants, wllerever located, including, but not linlited to, chattel, goods, instl-ullne~lts, 

equipment, fixtures, general illtanglbles, effects, leaseholds, contracts, mail or other 

deliveries, shares of stock, inventory, cl~ecks, notes, accounts, credits, receivables (as 

those tellns al-e defined in the Ulifollll Colllllle~-cia1 Code), cash, and trusts, illcludillg 

b ~ ~ tnot llnited to arly other tl-ust held for the benefit of any Corporate Defendant or 

Individual Defendant, or any of the Individual Defendants' lllillor clildren, or spouse. 

"Document" is syl~ollynous in llleanillg and equal in scope to the usage of the tell11 111 

the Federal Rules of Civil Procedme 34(a), aid includes ~witiag, drawings, 3-aphs, 

charts, Iulteil~et sites, Web pages, Web sites, electsollic con-espondence, including e-mail 

and instant messages, photog-aphs, audio and video recordings, colltsacts, acco~ultlllg 

data, advertisellle~lts (including, b~lt  not lilllited to, adve~tisements placed on the W odd 

Wide Web), FTP Logs, Seller Access Logs, USENET New7sgro~1p postings, World 

Wide Web pages, boolts, writtell or printed records, handwlitten notes, telephone logs, 

telepholle scripts, receipt books, ledgers, persolla1 and business canceled checks and 

check registers, bank statements, appointment books, colnputer records, and other data 

colnpilations fi-om wllich illfollnatioll can be obtained and tra~lslated. A draft or 11011- 
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idelltical copy is a separate doc~unellt within the lneanillg of tlze telllz. 

8. A "Host" or- bCKosting 	 for a Companyy'is the pasty that provides the Illfrasb-~lct~lre 

colnputer service. With respect to web pages and web sites, a Host or Hosting 

Colnpany rnailltaills "Jntelnet sel-vers" - tlie colnputers 011wlzich web sites, web pages, 

Intenlet files, or reso~u-ces reside. The Host or Hosting Colnpany also ~nailltains the 

co~mullicatiol~lines required to link the server to the Intenlet. Often, the colltellt 011 tlle 

sellers (i.e., colltellt of the web pages) is controlled by sonleone other tllan the Host or 

Hosting Colnpany. 

9. 	 "Affiliate marketer" or "sub-affiliate marketer" means any persol? who provides or 

has provided the ERG Defendants or Defendant Taylor wit11 assistance in marketing, 

advertising, distributing, downloading, or illstallillg softwase code or otlzer goods or 

selvices. 

10. 	 "Affiliate program(s)" is an al~angemellt under wlzicll any or all of the ERG 

Defendants pay or offer to pay anotl~es ("the affiliate") to market, advertise, disflib~lte, 

download or install softwase 01- other goods or sel-vices on behalf of the ERG 

Defenda~ts, wit11 the affiliate being paid based on perfolmance measures, includillg but 

not lilllited to the mlu~llber of software lllslallatiolls or domnloads. 

11. "Software"means any file, program, applicatidn, colltellt, code or set of instructions 


that controls, directs, or assists in the operation of a colllputer. 


I 


INJUNCTION AGAINST MISREPRESENTATION OF SOFTWARE: 

AS TO THE ERG DEFENDANTS 


IT IS THEREFORE ORDERED that 111 colulection wit11 maslceting, distlib~tillg, and 

illstallillg of Sohrase via the liltelllet, and assisting otl~ers in masketing, distributiag, and 

illstalling of S o h a r e  via the Intelllet, the ERG Defendants, and those persons ill active contest 

or pa~ticipatioll with them who receive actual notice of tlGs Order by persolla1 service or 

otl~elwise,are temnporasily restrained and enjoined fi-om, prior to the illstallatioll of any 
I 



Software disectly or indirectly installed on cons~uners' con~puters by the ERG Defendants: 1) 

failing to clearly and co~lspicuously disclose the name and fiulction of all such Software (the 

"Required Disclos~~re"); and 2) failing to provide, iinniediately after the Required Disclosure is 

made, a clearly and conspicuously disclosed option to pl-event the installation of all such 

Sofmrare, wllich wllen exercised by the consunles, prevents the iastallation of all such Software. 

INJUNCTION AGAINST UNFAIR INSTALLATION OF 
EXPLOITIVE SOFTWARE AS TO THE ERG DEFENDANTS 

IT IS FURTHER ORDERED that, in colulection with masketing and distributing of 

Software via the Intenlet, the ERG Defenda~lts, and those persons in active concert or 

participation wit11 tllenl who receive actual notice of tlzis Order by personal selvice or 

othelvise, a-e telnporarily restrained and enjoined fioln publislzing, disselninating, distributing, 

installing or downloading Software that: 

A. 	 tracks consumers' lilteiilet activity; 

B. 	 changes cons~lmers' prefell-ed Intemet homepage settings; 

C. inserts a11 adver-tising toolbar onto consu~ners ' Intelllet browsers; 

D, generates nLunerous "pop up" adve~-tiserne~lts on cons~uners' computer 

screens even when consunlers' Inter-net browsers are closed; 

E. 	 adds adve~tising icons to the conlp~lter's desktop; , 

F. 	 tampers with, disables or otl~eiwise alters the perfollnance of other 

pi-og~-ans,includiilg anti-spyware and anti-virus pros-anls; or 

G. 	 alters Intemet browser security settings, illcluding the list of safe or 

ti-usted mrebsites. 

1x1 

INJUNCTION AGAINST MISREPRESENTATION OF SOFTWARE 
AS TO DEFENDANT TAYLOR 

IT IS FURTHER ORDERED that in connection wit11 marlceting, distl-ibuting, and 

installing of Softwa-e via the Intelllet, and assisting others in marketing, distsibuting, and 



illstalling of Software via the hltelilet, Defendant Taylor, and those persons in active coacest or 
\ 

participation with tllem who receive actual notice of tllis Order by personal service or 

' otherwise, are temporarily restrained and enjoined from, plior to the i~lstallation of any 

Software that is installed 011 consumers' comnputers as a result of dowldoadillg andlor illstallll~g 

Software from Defendant Taylor: 1) failing to clearly and co~lspicuously disclose the name and 

filnction of all such Software (the "Required Disclosure"); and 2) failing to provide, 

inmediately after the Required Disclos~re is made, a clearly and co~~spicuously disclosed 

option to prevent the illstallatioll of all such Software, wl~ich wllen exercised by the consumer, 

prevents the illstallatio~l of all such Software. 

IV 

ASSET FREEZE AS TO THE ERG DEFENDANTS -

IT IS FURTHER ORDERED that the ERG Defendants, any person insofar as he or 

she is acting in the capacity of an officer, agent, representative, serva~lt, enlployee or attollley of 

the ERG Defendants, and all persons or entities in active concelt or participation with my of 

the foregoing who receive notice of tlis Order by personal service or otlle~wise are hereby 

temporarily restrained and- enjoined from: 

A. Tra~lsfe~-ring,liquidating, conve~-ting, encunlbering, pledging, loa~ling, selling, 

concealing, dissipating, disb~~rsi~lg, granting a lien or assiping, spendillg, witl~drawi~lg, 

security interest or other interest in, or otl~e~wise disposing of any h l d s ,  real or persolla1 

property, accou~lts, contracts, consLuner lists, shares of stock, or other assets, or any interest 

tl~erein, url~erever located, that are: (1) owned or co~ltrolled by any of the ERG Defendants, in 

whole or in part, for the benefit of m y  of the ERG Defendants; (2) in the actual or constsuctive 

possessioil of any of the ERG Defendants; or (3) owned, controlled by, or ill the actual or 

collstluctive possessioll of any corporation, partnerslip, or other entity directly or indirectly 

owned, managed, or contr-olled by any of the ERG Defendants, including, b~l t  not linlited to, 

any assets held by or for, or subject to access by, any of the ERG Defendants, at any balk or 

savings and loan institution, or with any broker-dealer, escrow agent, title comnpillly, conullodity 

9 




trading co~~zpany, precious nletals dealer, or otl~er fi~~ancialinstitution or depository of any kind; 

B. Opening or causing to be opened any safe deposit boxes titled 111 the nanle of any 

of the ERG Defe~ldants, or subject to access by azy of tllem; 

C. hzc~ui%zg charges or cash advances on any credit card issued im tlze name, sil~gly 

or jointly, of any of the ERG Defendants; 

D. Obtaining a personal or secured loan titled in the name of any of the ERG 

Defendants, or subject to access by any of them; and 

E. Inculting liens or other encunzbra~zces 011real property, personal propel-ty, or 

otlzer assets in the aazle, singly or jointly, of any of the ERG Defendants. 

v 
FINANCIAL REPORTS AND ACCOUNTING 

IT IS FURTHER ORDERED that each Individual Defendant and each Corporate 

Defendant, within five (5) days of sellrice of tllis Order, shall: 

A. Provide tlie Co~lu~lission verified under with conzpleted fnlalcial state~zle~zts, 

oatlz and accurate as of the date of ent~y of this Order, on the forms attached to tllis Order as 

Attaclunent A for each Individual Defendant and Attaclullent B for each Col-porate Defendant; 

B. Provide tlze Colzuzzission with a fill1 accounting, verified under oatlz and accurate 

as of the date of elitiy of tlGs Order, of all finzds, documelzts, and assets outside of the United 

States that are: (1) in the naizze of each hzdividual Defendant and each Corporate Defendant; or 

(2) held by any person or entity for tlze benefit of each hzdividual Defenda~zt and eaclz Corporate 

Defendant; or (3) under tlze direct or iadll-ect colztrol, wlzether joilltly or singly, of each 

hzdividual Defendant and each Corporate Defendant; 

C. Prepare and provide to co~l~zsel for the Conulzissioll a detailed and accurate 

statement, verified under oath and acc~~sate this Order, tlzat sets fol-t11: as of the date of e n t ~ y o f  

1. all payme~~ts, transfers, or assigu~lelzts of assets made to each hldivid~lal 

Defe~zdant and each Col-porate Defendant in tlze a~zlo~llzt of $500 or lllore since 

Jan~la~y  or1, 2004. Such statelzient shall include: (a) tlle alnou~lt transfe~sed 



assigned; (b) tlne nanne, addsess, and telephone nu~nber of each transferor or 

assibor; (c) the name, address, and telepholne nunnber of each transferor or 

assignor; (d) the date of the assigunent or transfer; and (e) tlne type and amount 

of consideration for any payment; 

2. 	 all paynne~nts, transfers, or assigunnents of assets made by each Individ~lal 

Defendant and eacln Corporate Defendant in the amount of $500 or more since 

January 1, 2004. Such st<te~nelnt shall include: (a) tlne amount transfen-ed or 

assigned; (b) tlne name, address, and telephone ~nwrnber of each transferor or 

assignor; (c) the name, address, and telephone ~ n ~ ~ ~ n b e r  of each transferee or 

assignee; (d) tlne date of the assigunle~lt or transfer; and (e) tlne type and annount 

of consideration for any payment; 

3. 	 all goss revenues collected and obtained tlu-ougll tlne Individual Defendants' 

Intenlet ~narketing and dist~ibutioli activities and the Co~yorate Defendants' 

business activities, including, but not limited to, gross revenues collected tlrough 

pa~?icipationin Affiliate proganns, and the sousce of all such revenues; 

4, 	 all net profits obtained fi-om the Individual Defendants' lintel-inet nnarketing and 

distsibution activities and the Corporate Defendants' business activities; 

5 .  	 all revenues and profits obtained tlx-ougln Affiliate proganns as an Affiliate 

progann operator, an affiliate ma-lceter or a sub-affiliate marketer, brolie~n down 

by Affiliate p rogan ;  and 

6 .  	 since Jmnuary 1, 2004, tlne fill1 nanne and contact info~lnation for eacln company, 

entity, or person who has paid the Individual Defendants in connection wit11 any 

Intellnet ~nnarlteting and distributioll activities, and tlne Corporate Defenda~~ts in 

co~ulectio~lwith any business activities; 

D. Provide tlne Colnunnissioll with a statement, verified ulnder oath and accmate as of 

tlne date of enby of this Order, detailing tlne name, addsess, and telephone ~n~l~nlber for eacln 

accountant, financial plau~er,  investment advisor, stock broker, or otlner person who provided 



:ach Corporate Defendant and each Individual Defendant with fillancial, business, or tax advice 

3s services-since Jan~laly 1, 2004; and 

E. Provide .the Collullissioll access to all records of acco~tnts or assets of each 

Corporate Defendant and Individual Defendalt held by any fina~~cial t l~eirlstitution o~~ts ide  

Ullited States by signing the Consent to Release of Financial Records attached to tlis Order as 

Providedfurtlzer; the Collmission is i~mlediately authorized to issue s~~bpoenas to 

denland the production of docun~e~~ts  fiom any person or entity relating to tlle nature, status, 

extent, location, or otl~er relevant illfollnatioll relating to tile Corporate Defendants' and 

Individual Defendants' assets, income, and fillancia1 records. 

VT 


RETENTION OF ASSETS AND RECORDS BY FINANCIAL INSTITUTIONS 


IT IS FURTHER ORDERED that, pending detel-il~illation of the Colml~ission's 

request for a preliminary injunction, any fiilancial or brokerage illstitution, business entity, or 

person served with a copy of this Order that holds, co~ltrols, or maintains custody of any 

acco~u~tor asset of any of tlle ERG Defenda~lts,or has held, colltrolled or mailltailled custody of 

any such account or asset at any time since the date of entry of tlis Order, shall: 

A. Hold and retain witl.lill its col~trol and prolibit the withdrawal, re~lloval, 

assi~ullellt, transfer, pledge, ellcu111bra1lce, diskusemellt, dissipation, collversion, sale, or other 

disposal of any sucll asset except by fiu-t11er Order of tlle Co~u-t; 

B. Deny any of the Defendants access to any safe deposit box that is: 

1. titled in the same of any of the ERG Defendants, illdividually or jointly; 

01-

-.7 otl~e~wisesubject to access by any of tlle ERG Defendants; 

C. Provide tlle Collmission's counsel, witlill five ( 5 )  busilless days of receiving a 

copy of tllis Order, a svlio111 statell~ellt setting fortll: 

1. the identificatioll 1l~u11ber of each such account or asset titled in the 



name, individ~lally or jointly, of any of the ERG Defenda~zts, or held on 

behalf of, or for the benefit of any of the ERG Defendants; 

-.7 tlle balance of each such acco~ult, andlor a description of t l~e  nature and 

value of each such asset as of the close of business 011the day 011wlGcl.1 

tlis 01-des is served, and, if the account or otller asset has been closed or 

removed, tlze date closed or removed, the total kuzds removed in order 

to close the acco&t, and the name of the person or entity to wllom sucll 

acco~lltor other asset was remitted; and 

-I 

3 .  t l ~eidentification of any safe deposit box that is titled in the nane, 

i~~dividuallyor jointly, of any of the ERG Defendants, or is othelwise 

sulbject to access by any of tlze ERG Defendants. 

D. Upon request by tlle Commission, pronlptly provide tlze Collmission wit11 copies 

of all records or other documentation pertaining to each such account or asset, illcluding but not 

lilzzited to o r i e a l s  or copies of account applications, account statements, signatuse cards, 

checks, drafts, deposit tickets, transfers to and from the acco~lnts, all other debit and credit 

instrullents or slips, currency tl-ansactiosz reports, 1099 folllls, and safe deposit box logs. Any 

such financial institution, account custodian, or other aforelnentioned entity nzay arrange for tlle 

Convllission to obtain copies of any such records wl~icll the Conullission seeks. 

ACCESS TO BUSINESS RECORDS 

IT IS FURTHER ORDERED that Colyorate Defendants and Individual Defe~ldants 

shall allow the Com..mission's representatives, agents, and assistants access to all of the 

Col-posate Defenda~lts' and Lndividual Defendants' business records to inspect and copy 

do cu~nents so that the Collunission may prep are for tlze prelinlina~y illj unction hearing and 

identi@ and locate assets. Accordingly, the Corporate Defendants and Individ~lal Defendants 

shall, within twenty-four (24) hours of s e ~ v i ~ e  of tlis Order, produce to the Conunission and 

the Conunission's 1-epresentatives, agents and assistants for illspection, invellto~y, andlor 



copying, at the location indicated in Attaclune~lt D, all ~naterials related or refen-ing, directly or 

indirectly, to the Corporate Defendants and hldividual Defenda~~ts' business practices or assets 

iacluding, but not limited to, comnputers, co~llputer access codes andlor other co~nputer 

passwords, comnpute~ized files, storage media (i~lcluding, but not linlited to, floppy disks, hard 

drives, CD-ROMS, zip disks, punch cards, magnetic tape, backup tapes and co~llputer clips) 011 

wlich lllfo~lnatio~l has been saved, any and all equip~nent needed to read any such material, 

contracts, accounting data, corsespondence (including, b~ l t  not limited to, electro~ic 

colresponde~ice), adve~-tiseme~lts (including, but not limited to, advel-tiseme~lts placed on the 

World Wide Web), USENETNewsg-oup postings, World Wide Web pages, boolts, written or 

printed records, ha~ldwlitten notes, receipt boolts, ledgers, personal and busi~less canceled 

clieclts and check registers, bazk state~lle~its, boolts, copies of federal, state or local appoi~ltme~lt 

busi~lessor perso~lal i~ lco~ne  1099 fonns, and other docu~ne~lts or property tax retu~l~s,  or 

recol-ds of any ltind that relate to Co~yorate Defendants' and Individual Defendants' business 

practices. 

The Colmnission shall rehu11 produced ~naterials pussua~~t to this Pasagsaph w i t h  five 

(5) busi~less days of colnpleting said invento~y and copying. 

PRESERVATION OF RECORDS 

IT IS FURTHER ORDERED that the Col-porate Defenda~lts and Individual 

Defendants ase hereby te~nporasily restrained and enjoi~led fi-0111altering, destroying, mutilating, 

falsifylllg, erasing, concealing, writing over, tra~lsfe~ring, or otl~erwise disposing of, in any 

maluler, directly or indirectly, any doc~l~ne~lts  or records of any lk ld  that relate to the business 

practices 01-business or personal finances of the Defenda~~ts, including but 11ot limited to: 

and all coll~puter data and storage media (including but not linlited to floppy disks, hard drives, 

CD-ROMS, zip disks, p~ulcll cuds, magnetic tape, back~lp tapes, and comnputer clips and any 

and all equipme~lt needed to read any such material), co~ltracts, acco~llting data, 

cosrespondence, advertiseme~lts (iacludillg, b~ l t  not limited to, advel-tiseme~lts placed on the 

I I 






IDENTIFICATION OF SOFTWARE PROJrIDERS 

IT IS FURTHER ORP)ER1ED that the Corporate Defendants and Individual 

Defendants shall, within five (5) days of service of this Order, prepare and deliver to the 

Colmnission a completed statement, verified under oath and accurate as of the date of entry of 

this Order, identifyng wit11 as much detail as possible (including, b ~ ~ t  not limited to, nalne, 

address, pllone n~~nlber,  elnail address, instant messaging ideiltificatioll or "handle," website, 

and affiliate identification code) of all persons andlor entities that have provided Software that 

the Corporate Defendants a~ldlor Individ~~al Defendants have installed, either directly or 

through their affiliates, on consullers' conlputers. For the ERG Defendants, tlis list should 

include, but not be limited to, the persons aldlor entities that provided the p r o g a l ~ s  colmnonly 

lu.~ownas: LooldMe, 7FaS St, AdRotator, AdMedia, S earchingAl1, the Mirar Toolbar, 

ClickSpr~~g;UCmore; CasClient; Z-Quest; CmdSel-vices; Pui ty  Scan; Backdoor.DSNX, 

Webha~lcer, Ezula, CoolWebSearch, ABetterhtelllet, DyFuCA, e2give, Pn~tect, Safesurfing, 

Qoologic, BookedSpace, begln2sexchy DollarReven~le, Popuppers, WebNexus, Yazzle-and 

Winsyllc. For Defendant Taylor this list sllould include, b ~ ~ t  not be lilnited to, Addictive 

Teclu~ologies and Media Motor. 

X 

IDENTIFICATION-OF AFFILIATES AND CUSTOMERS 
AS TO THE ERG DEFENDANTS 

IT IS FURTHER ORDERED that the ERG Defendants shall, within five (5) days of 

senrice of this Order, prepare and deliver to the Conu~~ission a colnpleted statenlent, verified 

under oat11 and accurate as of the date of entry of this Order, identifying wit11 as n~uch detail as 

possible (including, but not limited to, nanle, address, pholle ~lullber, email address, instant 

nlessaging identification or "handle," website, and affiliate identification code) of all affiliate 

nlarl~eters, sub-affiliate marketers, agents, vendors, hostil~g coinpanies, employees, and 

colltractors that have worked wit11 or been retained by the ERG Defendants in connection ~7itl1 



the distribution of Sofbvare andlor are members of an Affiliate progall  operated by the ERG 

Defendants. 

XI 

IRECORD KEEBINGIBUSINESS OPERATIONS 

IT IS FURTHER ORDERED that the Corporate Defendants and h~dividual 

Defendants are hereby telnporarily restrained and enjoined from: -
A. Failing to create and mailltain docullnents that, in reasonable detail, acculrately, 

fairly, and colnpletely reflect their incomes, disb~ll-sements, transactions, and use of nzoney; and 

B. Creating, operating, or exercising any colltrol over any business entity, illcluding 

any partnership, limited pa~-tllersl~ip, joint vellhu-e, sole proprietorship, or colporation, w i t l ~ o ~ ~ t  

fn-st providing plaintiff Collnnission w1t11 a written statement disclosing: (1) the name of the 

business entity; (2) the address and telephone nu~nber of the busilless entity; (3) the names of 

the business entity's officers, directors, principals, managers and e~nployees; and (4) a detailed 

description of the business entity's intended activities. 

x11 

DISTRIBUTION OF ORDER BY DEFENDANTS 

IT IS FURTHER ORDERED that the Corporate Defendants and hdivid~lal 

Defendants shall Illmlediately provide a copy of this Order to each affiliate m~l ie ter ,  sub- 

affiliate marlteter, affiliate, subsidia~y, hosting c o ~ ~ ~ p a n y ,  elnail sewer, division, sales entity, 

successor, assign, officer, director, elnployee, independent contractor, client colnpaly, agent, 

attoluey, and spouse of each defendant, and shall, witlzin tell (10) days fsom the date of enby of 

tlGs Order, provide the Collmlission wit11 a swoln statelnent that this provision of the Order has 

been satisfied, ~rrl~ich statenlent shall include the aanles, physical addsesses, and e-mail 

addl-esses of each such person or entity ~vllo received a copy of the Order. 



XI1 

SERVICE OF ORDER 

IT IS FURTHER ORDERED that copies of tlis Order may be served by any meals, 

including facsinlile translllissioll and electronic mail, upon any financial illstitution or other 

entity or person that may have possession, custody, or colltrol of any doculllellts of any 

Colporate Defendant or Individual Defendant, or that may otl~erwise be s~~bject  to any provision 

of this Order. Service upon any branch or office of any financial illstitutioil shall effect selvice 

upon the entire financial institution. 

IT IS FURTHER ORDERED that, pursuant to Section 604(1) of the Fair Credit 

Reporting Act, 15 U.S.C. 6 168 1 b(l), any consLuner reposting agency may f i~n i sh  a collsulller 

report collcellling each Corporate Defendant and Individual Defendant to the Collu~lission. 

SERVICE OF PLEADINGS 

IT IS FURTHER ORDERED that the Collullission shall serve on each Corporate 

Defendant and Individual Defendant copies of tlis Order, colllplaint, and suppol-tulg 

memoranda, affidavits and other evidence. Each Corporate Defendant and li~dividual 

Defendant shall sel-ve on the Co~mliission all memoranda, affidavits and other evidence on 

which they intend to rely at the prelin~ina~y illjunction l~eariag set in this lllatter not later tllan 

4:00 p.m. (Eastelm time) 011the third day prior to the hearing date. 

XTI 

DURATION OF TEMPORARY RESTRAINING ORDER 

IT IS FURTHER ORDERED that the Tenlporary Restraining Order granted herein 

shall expire on qoL.I , /+ ,2006 at =5-,'myunless witlin such time, the Order, for 

good cause shown, is extended for a11 additional period not to exceed ten (10) days, or unless it 

is fin-t11el- extended pursuant to Federal Rule of Civil Proced~u-e 65. 
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xm1 
ORDER TO SHOW CAUSE REGARDING 

PRELIMINARY INJUNCTION 

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Proced~rre 65(b), that 

each Colyorate Defendant and Individ~lal Defendant shall appear before this Court on the 

/Y %ay of XO
 .,,v em&, ,,2006, at <q30 .,to show cause, if any, why tlis 

Co~u-tshould not enter a Preliminay hlj~lnction, pending final ruling on the Colllplaillt against 

the Corporate Defendants and Individual Defendants, enjoining them from fi11ther violations of 

Section 5(a) of the Federal Trade Conul~ission Act, continuing tlle freeze of their assets, and 

inlposing sucl~ additional relief as may be appropliate. 

XVIII 

SERVICE UPON PLAINTIFF 

IT IS FURTHER ORDERED that, wit11 regard to sly colsespondence or pleadings 

related to tlis Order, service on the Conul~issioll shall be performed by oveliligllt mail delively 

to the attention of Colleen Robbins and E t l ~ a l  Arenson at the Federal Trade Conunission, 600 

Pelnlsylva~ia Aven~ie, hW, Roo111 H-28 8, Waslington, DC 205 80. 

m 
RETENTION OF JURISDICTION 

IT IS FURTHER ORDERED that this Coul-t shall retain jurisdiction of tlis matter for 

all puyoses. 

SO ORDERED, tlis 31 day of mcY, hot ,2006, at --- .m: 

UNITED STATES DISTRJlCT JUDGE 




