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COMPLAI FOR PERMNT
) INJUCTION AN OTHR
) EQUITABLE RELIEF

Ro.OS 5537Federal Trade Commssion,

Plaitiff

Zachar Keith Hi,

Defendant.

Plaitif the Federal Trade Commssion (' 'FTC'' or "Commssion ), for its Complait

aleges as follows:

The Commssion brigs ths action under Section 13(b) of the Federal Trade

Commssion Act (''FTC Act"), 15 U. C. g 53(b), and Section 522(a) of the Gram-Leach-

Bliey Act ("GLB Act' '), 15 U.S. C. 6822(a), to obtai temporar, preliar, and permanent

injunctive relief, rescission or reformation of contracts, restitution, redress, disgorgement, and

other equitable relief for Defendant' s deceptive and unai acts or practices in violation of

Section 5(a) of the FTGAct, 15 U. C. g 45(a), and Section 521 of the GLB Act, 15 U.

g 6821.

JUSDICTION AN. VENU

Subjectmatter jursdiction is confered upon ths Cour by 15 U. C. 9 45(a),

53(b), 1692/ and 6821 , and 28 U. 9g 1331 , 1337(a), and 1345.
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Venue in the United States Distrct Cour for the Southern Distrct of Texas is

proper under15 U. C. g 53(b) and 28 U.S.C. 9 1391(b).

PLAITIF

Plaintiff, the Federal Trade Commssion, is an independent" agency of the United

States Governent created by statute. 15 U. c. 941 et seq. The Commssion is charged inter

alia with enforcement of Section 5(a) of the FTC Act, 15 U. g 45(a), which prohibits unfair

or deceptive acts or practices in or affecting commerce. The Commssion is also charged, under

Section 522(a) of the GLB Act, 15 U.S.C. g 6822(a), with enforcing Section 5210fthe GLB Act

15 U. C. 9 6821 , which prohibits, among other thgs, any person ftom using false pretenses to

obtai customer inormation of a fiancial intitution ftom a customer. The Commssion is

authorized to intiate federal distrct cour proceedigs, by its own attorneys, to enjoin violations

of the FTC Act and to secure such other equitable relief as may be appropriate. 15 U.

9 53(b).

DEFENDANT

Defendant Zachar Keith Hil, at al ties material to ths Complait, actig alone

or in conjunction with others, has formulated, diected, controlled, or parcipated in the acts and

practices alleged in ths Complait. Defendant Hill tranacts or has tranacted business in the

Southern Distrct of Texas and thoughout the United States.

COMMRCE

At all ties relevant to ths Complait, Defendant Hill has maitaied a

substantial course of trade or business in or affectig coinerce, as "commerce" is defied in

Section 4 of the FTC Act, 15 U. C. ~ 44.
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DEFINITIONS

A "web page" is a single electronic document on the World Wide Web ("Web"

readily viewable ' on a computer by anyone with access to the Web and standard Web browser

softare. Every web page on the Web is identified by a unque global address.

A ''Uniform Resource Locator" or ' 'U'' is the unque global address of a

resource, file, or page on the Web. Each web page has a distict UR, such as

ww.updatecentral.g2gm. com that seres as an Internet address for that web page.

A "browser" is a softare application used to view, downoad, upload, sur or

otherwse access documents on the Web. Browsers read coded documents that reside on servers

and interpret the codig into what users see rendered as a web page on their computer. A user

may retreve and view a web page by enterig the UR of the web page in the address bar of the

browser or by clickig on text in a document that has been coded to lin to the UR assigned to

the web page.

10. 'Unsolicited commercial email" or " spam" means an electronic mail message that

consists of or contais a communcation advertsing, promotig, offerig, or offerig to sell any

oduct or service, or solicitig for consumers ' personal or fiancialinoimation; and that is not

requested by the addressee or recipient or sent pursuant to a pre-existig business or personal

relationship between the sender and the addressee or recipient of the email.

DEFENDAN' S. BUSINSS. PRACTICES

11. Begig at least as early as July 2002, Defendant ' or persons actig on his

behalf, began sendig to consumers unsolicited commercial email messages ("spam ) that

purorted to beftom the consumers ' Internet servce provider, America Onine ("AOL"), or the
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consumers ' online payment servce provider, Paypal? Inc. ("Paypal"). Ths scheme trcked

consumers into divulgig personal and fiancial inormation, including credit card and ban

account inonnation.

AOL PHISHIG SPAM

12. Defendant, or persons actig on his behalf, sends spam messages to United

States consumers stating that the consumers need to update or COlTect the biling inormation on

the consumers ' AOLaccounts.

13. Defendant' s spam lists a "From" email address that includes the terms

customer servce

" "

account servces

" "

billig center " or "account deparent."

14. Defendat' s spam includes a subject line that states "AOL Billig ElTor Please

Read Enclosed Email

" '

'Please Update Account Inonnation Urgent!

" "

Account Servces " or

AOL Billg Deparent Assistant."

15. Defendant' s spam states that if the consumers do not respond by providig their

billig inonnation, they risk possible termation or cancellation of their AOL accounts. For

example, one version of the spam includes the foilowig statement:

It is with regret, that we mustinonn you today of your accounts (sic 

pendig billg serces. Ths problem is. in par, (sic) due to

techncal diculties in our domai serers and is being COlTected to

maitai qualty servce for your enjoyment."

Another one of Defendant' s spam messages states:

. ... we have to ask all our members for updated/colTect billig

inonnation. Please be advised that ths is mandatory. Ifwe do not get
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your updated biling information, your account will be revoked and put

under review and may be cancelled.

A tre and correct copy of one of Defendant' s spam messages is attached hereto as Attachment

A. (Consumer email addresses have been redacted.

16. Defendant' s spam contais highghted text labeled ' 'Billig Servce " or

Onle Biling Site " which fuctions as a hyperli. The spam diects consumers to click on

the highighted text li. When consumers click on the li their browser softare diects them

to a web pa$e, posted 0;0 the Intemetby Defendant, or persons actig on his behalf, that purorts

to be AOL' s Billig Center web page. A tre and correct copy of one of these web pages is

attached hereto as Attachment B.

17. The web pages reached via the hyperlis in Defendant's spam tyically conta

the headig "AOL Billig Center " and include AOL' s servce marks and logos as well as live

lis to real AOL web pages. These servce marks, logos, and lis fuer deceive consumers

into believing that Defendant' s solicitations are legitiate. Defendant's web pages reiterate the

message ftom the spam regardig the need to provide the consumers ' AOL account billig

inormation. Defendant's web pages stat that the consumers ' old credit card numbers have

failed authoriation and ask the consumers for new credit card inormation. Defendant's web

pages fuer state at if new inormation is not provided by the end of the day, the consumers

accounts will be cancelled.

18. Defendant' s web pages ask consumers to tye in the credit card numbers curently

usedto pay for-their AOL servce andto enter new card'numbers. Defendant' s web pages ask for

other personal and fiancial inonnation,includig in many intances such thgs as the
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consumers ' names , consumers ' mother s maiden names, biling addresses, social securty

numbers, dates of bir, ban names, ban telephone numbers, ban account numbers, ban

routing numbers, credit card lits, personal identification numbers ("PIN numbers ), and the

thee-digit card verification numbers on the back of credit and debit cards ("CID/CYV /ISC

numbers ). Defendant's web pages fuer instrct consumers to validate their AOL accounts to

ensure they are ''te rightful owner(sJ" by enterig their AOL screen names and passwords.

19. Afer consumers fill in the inormation requested on Defendant' s web pages, they

are diected to click on Submit" buttons located near the bottom of the pages. The web pages

assure consumers that their data wil be sent "encryted using AOL' s SSL securty.

20. Numerous consumers thoughout the United States relyig on Defendat'

representations have submitted their personal and fiancial data to Defendant, or persons actig

on his behalf, via Defendant' s web pages.

21. The inormation consumers submit to Defendant' s web pages is not transmitted to

AOL or any authoried affiliate or agent of AOL. Furer, the inormation is neither encryted

nor tranmitted securely via the Internet. Rather, Defendat, or persons acting on his behalf

receive . consumers ' personal and fiancial inormation via plai text email messages generated as

a result of the programg code, often referred to as Hyperext Markup Language or "HTM"

code contaied in Defendat' s web pages.

22. Defendant obtain personal and fiancial inormation, includig credit card, debit

card, and ban account inormation, ftom consumers who submit inormation to Defendat'

web pages by accessing the resultig email messages. 

23. Defendant, or persons actig on his behal, use the inormation that consumers
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submit to his web pages to place orders and make purchases of goods or serices by providig

the consumers ' credit card, debit card , and/or ban account inormation to pay for the purchases

without the consumers ' knowledge or authoriation.

24. Defendant, or persons actig on his behalf, use the inormation that consumers

submit to his web pages to establish new accounts with onle merchants or to establish new

credit card accounts with credit card companes without the consumers ' authorization. In some

instances, Defendant, or persons actig on his behalf, use the inormation that consumers submit

to make unauthoried. changes to the consumers ' accounts , such as changig the mailig

addresses for the account statements.

25. In some instances, Defendant, or persons acting on his behalf use the consumers

AOL user names and passwords to log into the consumers ' AOL email accounts without their

authoriation to use consumers ' Internet accounts.

PAYPAL PHISHIG SPAM

26. Defendant, or persons actig on his behalf, send spam messages purortg to be

ftom PayPal to consumers statig that the consumers need to enter certain inormation to

maitai their Paypal accounts. For example, one version of Defendant' s spam includes the

following statement:

Dear Paypal Member. . . . Our System have recently updated and

we scaned our computers for inactive account or accounts that

have not been accessed in the last 2 days. Your account has been

flagged and needs to be reactiva ed or yoUr account may be

cancelled.
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A tre and correct copy of one of Defendant' s spam messages is attached hereto as Attachment

C. (Consumer email addresses p.ave been redacted.

27. Defendant' s spam contai highghted text labeled "Onle Re-activation Site

which fuctions as a hyperli. The spam directs consumers to click on the highghted text lin.

When consumers click on the li, their browser softare diects them to a web page, posted on

the Internet by Defendant, or persons actig on his behalf A tre and correct copy of one of

these web pages is attached hereto as Attachment D.

28. The web pages reached via the hyperlis in Defendant's spam tyically contai

the headig "Paypal " and include Paypal' s serce mark and logo as well as live lis to real

Paypalweb pages. The servce mark, logo, and li fuer deceive consumers into believig

that Defendant' s requests for fuormation are legitiate.

29. Defendant' s web pages diect registered users to login by enterig their email

addresses and passwords. Afer consumers fill in the inormation requested on Defendant' s web

pages, they are diected to click on "Sign In" buttons located near the bottom of the pages.

30. Numerous consumers who have receivedDefendant' s spam messages, that

purQrt to be from Paypal, have clicked on the li to Defendant's web pages and entered their

Paypal email addresses and passwords.

31. The email addresses and Paypal passwords that consumers submit to Defendant'

webpages are not transmitted to Paypal, or any authoried afliate or agent of PaypaL Rather

the consumers ' email addresses and passwords are transmitted to emai accounts accessed 

Defendant, or persons actig on his behal.
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32. Defendant, or persons actig on his behalf, obtai the email addresses and Paypal

passwords that consumers submit to .his web pages.

33. Defendant, or persons actig on his behalf, use consumers ' email addresses

which fuction as user names on Paypal,. in conjunction with the consumers ' Paypal passwords

without their permssion to access the consumers ' Paypal accounts and to purchase goods or

servces on those Paypal accounts.

THE FTC ACT

34. Section 5 (a) of the FTC Act, 15 D. C. g 45(a), prohibits unai or deceptive acts

or practices affecting commerce. Misrepresentations or omissions of material fact constitute

deceptive acts or practices pursuant to Section 5(a) of the FTC Act. Under Section 5(n) of the

FTC Act, an act or practice is unai if it causes or is liely to cause substantial injur to

consUmers that is not outweighed by countervailing benefits to consumers or to competition and

that is not reasonably avoidable by consumers. 15U. C. g 45(n).

35. Section 521 of the GLB Act, 15 U. C. g 6821 , became effective on November

, 1999, and has since remaied in ful force and effect. Section 521(a) of the GLB Act, 15

C. g 6821(a), prohibits any person ftom obtaig or attemptig to obtai "customer

inormation ofa fiancial institution relatig to another person. .. (2) by makg a false

fictitious, or ftaudulent statement or representation to a customer of afiancial institution.

36. Section 527(2) oftheGLB Act, 15 U.S.C. 9 6827(2), defies customer

information of a financial institution as "any inormation maitained by or for a fiancial

intitution which is derived ftom the relationship between the fiancial intitution and a customer

of the fiancial intitution and is identified with the custoIIer.
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37. Section 527(4) of the GLB Act, 15 U.S.C. 96827(4), generally defies the term

. financial institution as "any institution engaged in the business of providig fiancial serces to

customers who maintai a credit, deposit, trst, or other fmancial account or relationship with the

institution. "

38. Section 522(a) of the GLB Act, 15 U. C. 9 6822(a), empowers the Commssion

to enforce Section 521 of the GLB Act, 15 U. 9 6821; "in the same maner and with the

same power and authority as the Commssion has under the Fai Debt Collection Practices Act

FDCPA") to enforce c,ompliance with such Act." Section 814 of the FDCPA, 15 U.

16921(a), provides that "(a)ll of the :fctions and powers of the Commssion under the (FTC

Act) are available to the Commssion to enforce compliance" with the FDCPA. Section 814 of

the FDCP A also provides that a violation of the FDCP A "shal be deemed an unai or deceptive

act or practice in violation of' the FTC Act. Therefore , violations of Section 521 of the GLB

Act, 15 U. 9 6821 , constitute unai or deceptive acts or practices in violation of Section 5(a)

of the FTC Act, 15 U. g 45(a).

VIOLATIONS OF THE FTC ACT

COUNT ONE

FALSE, AFLIATION

39. In connection with the solicitation of consumers on the Internet, Defendant

represents diectly or indiectly, expressly or by implication, that the email messages he, or

persons actig on his behal send and the web pages he, or persons actig on his behalf, operate

on the Internet are sent by, operated by, and/or authori d by the consumers ' Internet servce

provider or by the consumers ' onle payment servce provider.
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40. In trth and in fact, the email messages Defendant, or persons acting on his behalf

, .

send and the web pages he, or persons actig on his behalf, operate on the Internet are not sent

by, operated by, and/or authoried by the consumers' Internet servce provider or by the

consumers ' online payment serce provider.

41. Therefore, the representations set forth in Paragraph 39 are false and deceptive

and constituted deceptive acts or practices in violation of Section 5(a) of the FTC Act, 15 U.

45(a).

COUNT TWO

FALSE CLAI OF NEED TO PROVIE INORMTION

42. In connection with the solicitation of consumers on the Internet, Defendant

represents diectly or indiectly, expressly or by implication, that consumers need to submit

certai personal or fiancial inormation to Defendant's web pages or they risk termation or

cancellation of their Internet servce accounts or their onle payment servce accounts.

43. In trth and in fact, consumers do not need to provide any inormation to

Defendant's web pages to avoid termation or cancellation oftheir Internet servce accounts or

their onle payment serce accounts.

44. Therefore, the representations set fort in Paragraph 42 are false and deceptive

and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act, 15 U.

g 45(a).
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COUNT THREE

UNAI USE OF CONSUMRS' INORMTION

45. In connection with the solicitation of consumers on the Internet, Defendant, or

persons actig on his behalf, use the credit cards, debit cards, or other personal or fiancial

inormation that consumers submit to Defendant's web pages to payfor goods or servces

without the consumers ' consent.

46. Defendant' s practices as set fort in Paragraph 45 cause substantial injur to

consumers that is not ou.tweighed by counterailig benefits to consumers or to competiti()n and

that is not reasonably avoidable by consumers.

47. Defendant' s practices as alleged in Paragraph 45 ate unai practices in violation

of Section 5 (a) of the FTC Act, 15 u.S.c. 945(a).

COUN FOUR

DECEPTIV PRETEXTING OF FIANCIA INORMTION

48. In connection with the sendig ofspam messages and the operation of web pages

Defendant induces consumers to divuge their personal fmancial inormation by representig

that:

Defendant' s spam messages and associated web pages are sent by,

operated by, or authoried by the consumers ' Internet serce provider or by the consumers

onle payment servce provider; or

Consumers need to submit certai inormation to Defendant's web pages

or they risk tennation or cancellation of their Internefservce accounts or their onle payment

serce accounts.
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49. In trth and in fact

J;efendant' s spam messages and associated web pages are not sent by,

operated by, or authorized by the consumers ' Internet servce provider or by the consumers

online payment serce provider; and

Consumers do not need to provide any inormation to Defendant' s web

pages to avoid tennation or cancellation of their Internet servce accounts or their onle

payment servce accounts.

50. By makg these false, fictitious, or ftaudUlent representations to customers of

fiancial institutions, Defendant obtai "customer inormation of a fiancial institution

inCludig credit card numbers, debit card numbers, card lits, PIN numbers, CID/CVV/ISC

numbers, ban account numbers, ban account routig numbers, or PayPal access inormation.

51. Defendant' s acts or practices violate Section 521 of the GLB Act, 15 U.S. c. 

6821. Therefore, Defendant' s acts or practices are false and misleading and constitute deceptive

acts orpractices in violation of Section 5(a) of the FTC Act, 15 U. C. g 45(a).

CONSUlR INJUY

52. Defendant' s violations of Section 5 of the FTC Act, 15 U. C. 945 , and Section

521 of the GLB Act, 15 U. C. 6821 , as set fort above, have caused and are liely to contiue

to cause substantial injur to consumers across the United States. Absent injunctive relief by ths

Cour, Defendant is liely to contiue to injure consumers and har the public interest.

Tms. COURT'S. POWER TO GRANT RELIEF

53. Section 13(b) of the FTC Act, 15U. C.! g 53(b), empowers ths Cour to grant

injunctive and other ancilar relief, including consumer redress, disgorgement of il-gotten
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gai, rescission or reformation of contracts, and restitution to prevent and remedy any violations

, of any provision of law enforced by the Commssion.

54. Ths Cour, in the exercise of its equitable jursdiction, may award other ancilar

relief as is necessar or appropriate to remedy injur caused by Defendant' s law violations.

PRAYER FOR RELIEF

WHREFORE, Plaitiff, the Federal Trade Commssion, requests that this Cour, as

authorized by Section 13(b) of the FTC Act, 15 U. c. g 53(b), Section 522(a) of the GLB Act

15 V. C. g 6822(a), and pursuat to its own equitable powers:

1. ' Award Plaitiff such preliar injunctive and ancilar relief as may be

necessar to avert the lieliood of consumer injur durg the pendency of ths action and to

preserve the possibilty of effective fial relief, includig, but not lited to, temporar and

preliinar injunctions and an order fteezing assets;

Permanently enjoin Defendant ftom violatig SectionS of the FTC Act, 15 U.

g 45 , and Section 521 of the GLB Act, 15U. C. g 6821 , as alleged in ths Complaint;

Enter judgment against Defendant and in favor of Plaintiff for each violation

aleged in ths Complait;

Awardsuch relief as the Cour fids necessar or appropriate to redress injur to

consumers or others resultigftom Defendant's violations of Section 5 of the FTC Act and

Section 521 of the GLB Act, includig, but not lited to, rescission or reformation of contracts

restitution, disgorgement of il-gotten gais, and the refud of monies paid; and

AwardPlaintiff such additional relief as the Cour may deem just and proper.

' )
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Dated: ;z/01/03 Respectfully Submitted

WILIA E. KOVACIC
General Counsel

Eric A. Wenger, Attorney . -charge (pro hac vice)
MD Bar No. 132585223
VA Bar No. 35587 (Associate)
DC B8! No. 441849 (Iactive)

Patrcia Poss, of Counsel (pro hac vice)

D. ILBarNo. 6244754
IL Bar No. 6244754
MN Lic. No. 0271603 (Iactive)

Federal Trade Commssion
600 Pennsylvana Ave. , N. , RoomH-238
Washigton, DC 20580
Telephone: (202) 326-2310; 2413
Facsimle: (202) 326-3395

ATTORNYS FOR PLAIIF
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,8. WedDec 4 08:35:01' 2002

Received: , from redwolf. ftc gov (redwolLftc gov (164. 62. 21))
by lhasa. ftc. gov (8. 11.6/8, 11.6,- with.ESMTP idgB4DZ1717028

" for ; Wed, 4 Dec 2002 08 :35: 01 -0500 
ddved: from redwolf. ftc. gov (localhost (127. 1)) 

by redwolf'. ftc. gov (8.,12; 5/8. 12. 5) with .ESMTP' id gB4PWqKv008512
, for ; Wed, 4 Dec 2002 08: 32: 52 ':0500 , (.EST)

Received: from imo-m02.mx. aol. com (imo-m02 . mx. aol, com . (64. 12. 136. 5) )
by redwolf. ftc.gov (8. 12. 5/8. 12. 5) with .ESMTP id gB4DWqFP008505

, for ; Wed, 4, Dec2002 08: 32' : 52

, -

050.0 ' (.EST) 

" "

Received:' from TransitionsDail aol.c6m 

, '

by imo:"m02.mx. aol.com (rcail out V34. 13.l:ia. g. 2f. 31029181

, '

(3972); 

" ,

Wed, 4' Dec 2002 08 :32 :43 - 00 (.EST)

;:; ":\

;SJ' :f' ;'i').H",,-!,,';'i

From:
Message- ID: o:2f. 31029181. 2b1f5dfb aol. com;;

Date: Wed, 4 Dec 002 08:32:43.EST' '
Subject: Fwd: AccoUnt.:Servides 
To: tosemail1 aol. com. tosspam a61. coin. TosFiles aol. com.
abuse aol. com, 

, "

quick. sHI.EQesOtd45mdcO spam. spamcop. net, ,uce ftc. gov:
l\I:t IE-Version: 1. 
Conte1't-Tye: multipart/mixed;.
boundarY= "part1- 2f . 31029181. 2b1f5dfb _boundary"

Mailer: AOL 8. 0 for Windows US sub 230 
FTC-Received-Date: 12- 04-2002

" /. / .

partl 2f. 31029181. 2b1fSdfb boundarY
Contenl:-T'.le : text/plain; chat"set= "US-ASCII"
Content-Transfer-Encoding: .7bit 

part1 2f. 31029181. 2b1f5dfb boundary
, Ccnter:t-=Tye:, messagejrfc822 - 

.. ,

Content-Disposition: inline

...

Retur-pa,th: 

, '

Received( from :dy-Xh02. mx. abl.com (rly-x."102. mail.aol-.com 
(172. 20. 115. 231) ) by aJ.r-x.'102 . mail. aol. com, (v89 21) with , .ESMTP i4
MAILINX22-1204064408; Wed, 04 Dec 2002 06:44:08 -0500 ' '
Received: from osiris. cc-net.net ((219. 72. 233. 5l) by rly-: 
xh02. mx. aol.com (v89. 21) with :ESMTP id MAILRE-yINX27- 1204064341; Wed
04 Dee 2002 06:43:41' -0500

- ,,

Received: from fenix. cc-net:net (fenix. cc-riet. net (216. 72. 233. 7))
by osiris. cc-net. net (iPlanetMessaging Server 5. ' (built May 7
2001) ) 

, , " "

with .ESMTP id c:OH6L00508F49SM osiris. cc-net. net;:; Wed,
04 Dec 2002, 06 :40 :57 - 0500 (GMT) 

, " 

Received: (fromnobod localhost) ' by ix. cc-net . net
3+Sun/8.. 3-) 

- " ' , " ,

id 9031;" Wed, 04 Dee 2002 06 :,44 :23 +0500 (GMT)

Date: Wed, 04 Dec 2002 06 : 44 :23 +0500 , (GM) 
from: , AccoUnt - Department q;Ej7.. pm : ccount - Depar1:me.nt~qfj 7. cqtq).

, '

Subject: . ACcount Services ,

. ".. 

Message- id:, .c200212040'144.GA290n feIiiX. cc':net neb

: , . '

Attachment A



. .

Content-transfer encoding: 7BIT
Mailer: Unkown (No Version) 

, ,

content-Type: text/plaip,;. charset= "US-ASCII"

. .. .

Below, is the result of your feedback form. It was submitted:'by, ,
Account DepartmentCBqfj 7 . com (Account DepartmentCBqfj7. com) on Wednesday;
December 4, 2002 at ' 06:44:20'" 

. -- - ------ - - - -- - - -- - ---- --- ----- - -- -- --- - -- ---- -- - - _._- - --- --- -- - ---- - --

ed:

, ..

DearOnlineMember5:49:14 AM

' '

, Please Visit The Online: Bilino Site

We have worked hard tohelpyouronJine experience even better.

. . . .

However; we have to,ask all our members for updated/correct billing information. ' Please be '

advised this is mandatory. If we do notget your updated billng information, your account wil be
revoked and put under review and may ,be cancelled. 

, Before we start please ha e fol win:g:

Yo,,r last billng statement.

YourCu"ent Credit Cards.

.,., -

Any relevant inf'!rmation

We are sorr for this inconvience, but.in the long run, this wil help keep your biHinginformation

, safe and secure.

'" ". . ' '

, When you have all the required information please visit our 
Online BllinoSite

Sincerely 
'Michael Ramire
Billng Departent
Rep# 645990015

, .



Please note: Am eric:a. Online ',will' never ask for your billing information from ,an Instant
. Message nor , telling you to reply to an Email. Your personal information is kept extremely

c:on:fi,dential and will never be, viewed 

by anYone but AOL ;alin Department

mAIL scRIPT .EROR.

Online BiIIinc, Site

"EML EROR

we,

. . . '--- ------- -- -- --------- --- --- --- --- ----- - - - -- - - ----- ---- -------- -----

part2 2:f. 310291Si. 2blfSdfb boundar--

...- .
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" Free YVeb $pace and .hosting - g2gm.com

:se.am 11o.T lodgi 9 m

I New York, NY , 
, SUPEHPAGi!S.J'

- I'

. "

aAO ere

:';:: ~~~~

?pl RTIjJV- J#E

You are here: Home:: AOL Billng Genter

AOL illiiig, Cent

" . ; . :" " , '

, Answers to commo questions

Why,have I beenbrQughthere?
I want to stay with AOL, how do I keep niyaccount?
What if I don t have another credit ,card? 

" ' , " . ,

America Online

Enter your current credit card billng information.,

' ,

Date: December 9, 2002 .

. ." !" '

Important Guidelines
Please type in your ,;urrent c!'dit card
:usedfor your AOL account.

For name and addrer;s. pli;ase. consult 

" -

your billng reccrds and credit card , 
receipts. Please tye your name and
address as it appears on your credit
card statements. .

First Name 

;. 

, Last Name L___

_.,~~~ ._._---_._,..

L__

..._ -_._

City I ,
State l Select '

.._----

ZiPIP

' , 

. Country nJ! .?tates u_.

--_=:'

Phone 

Number 

Social
, Security 

, Number 

' " 

Driers 

License 

Date of Birth: I Month filDay illYearli

. .

. ' AOL -m:Accepts 
Card Type 

... ' ' . .

You must be the credit card holder or
authorized user of the credit card.

.."

.\Ol' pr 

, .

Attachment B
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OL.COMIAOLBiling Center

ard Number 

Expiration 

Date 

Bank Name 

( Personal
Identificatfon 

, ,

Number

I I 
Select 11

. CID/CVV2 Last 3 digits located behind your credit card or (4
digi,t for AMX located on, the frnt above your
credit card number) , '

Bank Phone Number, 
CardUmit1 ,

. ., :

Enter:NEW credit ci. you MUST proVide a new 'card.

AOL Accepts

'Card Type 

Card Number 

piration D te El! Cl'
Name OnC rd 

~~~~ . . ---_.

Bank Name I '
Personal Identification I '

, , . "

Number L-_-_

.:_- ----, ,

/cW2 

Bank' Phone Number 

CardUmit

, Bank Account Name 

, Bank Account Number 

Bank Account RoLiing

' '

Number.
Bank Account Phone 

, Number.

, 1

.Validate yourAOL account. 

. .

We need to validate your currnt AOL Scre m Name and PaSword to make
sure you are therightfl ovver of your account 

; .

Screen Name

Password 

. ., , 

If you have any comments ,or questions please use, the'

ltt:/ /www.uudatecentral.e:2gm.com/

DI!Glrd'l.a

' .. , .' .

Important Guidelines
Since your old credit card failed
authorization, please input '
NEW credit car. If we do not
get a NEW credit card by the
end of the business day, your
account wil be void and
cancelled.

Please type in your NEW credit
card. This card cannot be on 
AOL' s records. and it has to
have a positive balance. Any
invalid information wil reult in
a $50 processing fee.

You must be ihe credit card
holder or authorized u"Ser of the

, credit card.

...

For your safety. 
Please do not dovvload any files from
stgers. AOLwm nellEir ask you to '

, d wn!oad anyting. 

Your comments wil be sentto our"
trined sta for review.

Page 2 of 3
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, !

box 'below.

, (!, 

Comment 0 Suggestion

We want to hear f om you! Tell us
Wh:it you think!

Finished
Just click on the Submit button. and .

, '

: you are donel , 

. . . '

A Yourdata, is, being sentencryp edusingAOL' sSSL sec

Arerica Online; Inc

I America OnlineCotporate Site

. .

I Major partership to bring STARBRIGHTWorld hOme for thousands of seriously iIc ildren. View the archive of the Webtast. '

II Enjoy the beri fitS ,. TheAOL .Visa - Earn Free 'AOL + Low 2.9% APR*

' '

iI America Online Accessibilty Policy

Pacre 3 of 3:0 
. '

!! Keep Your KidsSafe in Cyberspace, AOL(9SCHOOL" GEitNetWise, Privacy Protection , AOL's ,Unsolicited Bulk E-mallPolicyand Helping :org..

II AOL:S Worldwide 
Services: special. versions of AOL for residents , of Argentina, Australia razil, Canada, France, Germany., Hong Kong, Japan

ylexlco, Sweden, and the UmtedKmgdom.

, "

Member' $ervii.es

Download AOL 7.
AOL Pricing 'Plans - ,
AOL Access Numbers '
AOL Affliate Network

About AOL 
AQout AOL Anywhere
AOL(9SCHOOL 
Feedback

CareerslgAOL
Unk to
Adv rtise with Us

Webmaster Info
AOL Anywhere Help
Site Index

Copyright 2002 America Online, Inc. All rights reserved.
All rights reserved. Legal Notices

, '

Privacy Policy

TryAOL 7.
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. '. \ , , , ', ,, , . .

From "31, 15 ::0 9, 2.:9.92 "

, ,

Retur-Path: ,
, ' , , ::, 

Received: from salt:ydog . ftc. gov.-(saltydog. ftc . goy. " (16:L62. 23Jj
by lhasa. ftc' gov ("8 . i1.' 6/8 11. 6) ' with ESMP g7VJ8;K07686'

, for .cucelUhasa. ftC. gOV?i ' Sat, ' ug 20.02 15 :08::59 -Q400,

Received: from saltydog. ftc. gov , (.localhost . (127. 0 . lJ) '

' ' 

saltydog. ftc. gov- (8 . 12. 5/8.12. 5) wi ESMP , id g7VJi5qSHo.0968,O

, ,

for.cuce!9lhasa. ftc. gOV?i Sat; 31 Aug 2002 1.5:06:54

' :-

040Q (EDT) 
Received: from imo,. 08' . mx. aol om (imo-r.o 8 . . aol COIt, (152 163 225 104J L

by saltydog. ftc goy 12' "5/8,'12. with ESMP'idg7VJ,oq2b009663
" for::.cuce!9,ftc :go i Sat" 31 A'ug ' 2Q0215:0 :52 , 0400 .(EDT")

, " ,":

Received: from 

' " . , ,:, ':' ;-:'' '

. bY'imo.,r08. oLcom ' o'ut.,y34\1"Q., r:id g da: O$e (39:95,0);-

From:
Sati " 31 Aug 2002 '15 ::06:45 )400 '

) , ::"

' i: '

;:: :, ,.. , ' ' ,

Message-ID: .c . aa6 c4!9ao!.coIt
Date: Sat, 31 Aug, 2002 15: 06:,44 'EDT

' "

, Subject: Fwd: Paypal Account May.-Be Closed Due To Inactivity. ' Case

. '

360732377

" " " ' , , , '

, T, , tosemill!9aol\com. tosSp;m!9a9l. om. TOSFileS!9aoL com; abuse!9abl. c6
' qrick. sHIEQeS10td45mdo0!9spam. S!pamcop.net, uce!9ftc.

' ' , , ' .

MI-Version:,

" " , , ,. " "

.i'

" :

ConteIt":Tye: intlltipartlm;x :b6undaiyqp'a dii. ld2b0dge' 2aa26dc4..."
boundarY!t

" ' , '" , " , ::;..:: , : " , ::" " " ;':'

1'-")'

X-Mail

: ,

AOL 7. () for Wi:pdows :,US, sub ' 1051

, ' " .. " ' :.- :'' :;, , ' '

status: , RO :
; Content Length: 2571Lines:' 66' 

:.. , '

w "

-.,

partl da . 1d2bOdge. 2a 26dc4:.boundary .
Content Tye t/plaini charset= US-ASCII
Content-'lransfer-Encoding: 7bit 

, ,..-

part1 da ld2bOdge. 2aa2 6dc4 boundaJ:y.
Content-Tye,: message/rfc822
Content-Disposition: inline"

. ... , , :". . .

Attachment C
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" \., ... ' ' .,. .' ' , , , ' -:. ". ", , ''' " " . \

From: , servJ.ce paypa c.m 

, " ' , ,

SUbject: paypal:ACc.ount MayBe !:losed., rie To inacdyity. C se: 360732377
Mailer: , UnkQ (No Version) 

, . , "

, :I..

. ,

, Con'tent-TYe: text/plaini charset= "US-ASCII 
Content-Transfer Encoding: 7b

. ,-.-.

(seiv:t el!epaypa1.com) on Sa:stag, August 31., ' 2002 at"' 2Q:I0:

, "- - ; - - - -- --- .;-- ---- -: ----- - -:--- -- -: - - "" -- -- -- .. - -=-. "" .. . . " . , .

ai;)?aypal er-'-

. ." : .,~~~ : " , , ' , " " . " , '" 

Please ' Vi it, The" ef= t;: ; ;fPaypal: hp' iirie:R
acti vation

, , ' " , ' . , ' ' " , ' :, ' . , '

Our ' Syste; have recently updated and we scan(id.oUr co puters' for' :
inactive , accoUnt ,or. accounts that have

, ,

t , been, acces ed in the last '

.. , ' ,' '

c Y :;c

~~~ , ,

o.'

~~~~ '":".:" , . ' -. . - " , ..' ";' " ' ; ,'.', ' , :" , " " " , , ' ,

We are' sorrY for this inconvience( but ,in the , long ..ru, this: will 

' ,

help keep yo1i'informtionsafe and secure. Please visit' the b:;

:, :'

href::nhttp:l /paypal..safewebshop .,com/aobilling .htm" Onl.ne Re-activation,
Si t(3

' , , ' ' , ' .. ' : ' " ' '

-cbr

, " 

Rememer: Only authorized representatives have acces to this
informtion!
br;: 

Sincerely

Christopher 0' Ritey

' ,

Case #3 88731242

. .," .. . " " .. , ;" "::'" : "

iil

, , . ' ' ': ' '

:: /J

, ;. .. . )' . . ' . .-- -.-------- .----- ------""--- -- ':- '; -----'---- --'------ ------- ---- - _. " . . ". , ' ..:: ::;;

partl da . 1d2b0dge 2aa26dc4 boundary

":- ' ::;

t'\
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