UN'ITED STATES DISTRICT COURT ‘

- EASTERN DISTRICT OF NEW YORK - FALED

us, DMLELE"’W OFFICE
ST COURT, EDNy,

XFEB 220Mp %

Defendant -

FEDERAL TRADE COMMISSION, ) S
e - ) *-~iLYN OFFICE
Plaintiff, ) i o
| D
V. ) Civil Action; No.: 01-2335(DGT)
VICTOR L. GUZZETTA, )
d/b/a SMART DATA SYSTEMS, )
)
)
)

STIPULATED FINAL JUDGMENT AND ORDER FOR PERMANENT INJUNCTION
AND MONETARY RELIEF AGAINST DEFENDANT

VICTORL. vGUZZETTA‘ . also doing business as Smart Data Systems

‘Plaintiff, the Federal Trade Ctbmxmssmn (“FIC” or “Comm1ss1on”) commenced thlS

.action on Apnl 17, 2001 by ﬁhng a Gomplamt pursuant to Sect10ns 5(a) and 13(b) of the Federal

Trade Comm1531on Act (“FTC Act ’) 15 U.S. C §§ 45(a) and 53(b), and Sectlon 522(a) of the

| Gramm-Leach—Bhley Act (“GLB Act”), 150, S C. § 6822(a), charging Defendant Victor L.

Guzzetta with engagmg in unfair or dleceptlve acts or practxces that v1olate Section 5(a) of the

FIC Act, 15 U.S.C.'§_ 45(a), and prathvces in v1olat10n-of Section 521 of the GLB Act, 15 U.S.C.

§ 6821, in connection with the procurement, sale and offering for sale, of customer information

~ of a financial institution.
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~ The Commission and Defendant have now agreed to a settlement of this action

' vAccordmgly, the Comm1ssmn and Defendant consent to entry of this Stlpulated Flnal Judgment

- and Order ("Order") w1thout trial or adJudlcatlon of any 1ssue of law or fact herem

IT IS THEREFORE ORDERED, ADJUDGED, A.ND DECREED as fOllOWS
FINDINGS
This is an action by the C..ommissi'on instituted under Section 13(b) of the Federal Trade

Commission Act, 15 U.S.C. § 53(b). The Complaint seeks permanent injunctive relief

and monetary relief against Defendant in connection with the procurement, sale and

offering for s'ele, of customer infermation of a financial institution.

This 'Cout't’has jurisdi_ctidn over the subject matter of this case and over Defendant under

28 Us.C. §6 1331, 1337(a), 1345, and 1355, and on 15 US.C. §§ 45(a)(1), 53(b), and

6822(a). Venue in the Eastern District ofNew York is proper as to all parties under 28
US.C. § 1391(b) and 15 US.C. § 53(b).

The Complamt states a claim upon which relief may be granted against Defendant under

Sectlons 5(a) and 13(b) of the FTC Act 15US.C. §§ 43(a) and 53(b), and Sectlons

' 521(a) and 522(a) of the GLB Act, 15 US.C. §§ 6821(a) and d 6822(a).

The Commission has the authority under Section 13(b) of the FTC Act, 15 U.S.C.

8 53(b), to seek the relief it has requested.

Defendant was properly sert'ed with the Compiaint and Summons in this matter. -

' The_ activities of Defendahtchaiged in the Complaint are in or affecting commerce, as -

defined in Section 4 of the FTC Act, 15 U.S.C. § 44.
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Defendant enters mto thls Order ﬁ'eely and without coercmn, and aclcnowledges that he

. understands the prowsmns of this Order andis prepared to abide. by its terms

| Defendant waives all nghts to seek appellate review or otherwrse challenge or contest the

vahdrty of thlS Order Defendant further waives and releases any claims he may have

against the Commssron, its employees representatrves, or agents

: Defendant agrees that thrs Order does not entrtle him to seek or to obtam attorneys' fees -

asa prevalhng party under the Equa.l Access to Justlce Act 28 U S.C. § 2412, as
amended by Pub.L.lO4-121 110 Stat. 847, 863-4~(1996), and Defendant further waives
any right to attomeys fees that may anse under said prov1s1on of law.

 Plaintiff Federal Trade Comrmssron is not seekmg to recover its attorney s fees from

Defendant.

This Order is for settlement purposes only and does not constitute and shall not be

-interpreted to constitute an admission by Defendant that he has engaged in violations of
_ e .

any law or regulation, or that the facts alleged in the Complaint, other than the

' jurisdictional facts, are true.

,Entry of this Order is in the public interest.

DEFINITIONS
For purposes of this Order, the followmg deﬁmtrons shall apply'
“Person means any mdmdual group, umncorporated assoc1atlon, lumted or general

partnershlp, corporatlon, or other busmess entlty
“Defendant” means Vlctor L Guzzetta, d/b/a Smart Data Systems, and h1s assxgns

agents_, servants,.employees_ or afﬁhates, and those persons in active concert or
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participation w1th him who receive actual notice of this Order by personal service or

otherwise, whether acting directly or through any corporation, subsidiary, division or

other dev1ce

The terms “customer,” “customer mfonnatxon ofa ﬁnanc1a1 institution,” and “ﬁnanc1a1

institution” have the same meamngs as set out in Sections 527(1), 527(2), and 527(4)(A) |

of the GLB Act respectxvely, 15 U S. C §§ 6827(1) 6827(2), and 5827(4)(A)

“Document” is synonymous in meamng and equal in scope to the usage of the term in

Federal Rules of Clvﬂ Procedure 34(a) and includes wntmgs, drawings, graphs charts,

_ photographs, audio, and video recordings, computer records, and other data compilations

from which the information can be obtained and _translated, if necessary, through

detection devices into reasonably usable form: A draft or non-identical copy is a separate

~ document Wxthm the meaning of the term.

The terms "and" and "or" have both conjunctive and disjunctive meanings.
L PROHIBITED BUSINESS ACTIVITIES |

ITIS THEREFORE ORDEIRED that, in connection with the obtaining, offenng for

| sale, or sale of customer mformatlon of a ﬁnanclal mstxtutxon, Defendant is hereby permanently

restrained and enjoined from:

A.

Making, or assisting in the making, directly or by implication, any false or misleading

staterent abOut Defenda:nt’s identity, purpose or right to receive customer information;

Requesting a person to obtam customer mformatron ofa financial mstltutlon knowing or

- conscrously avmdmg knowmg that the person will obtam, or attempt to obtain, the



| lnformatxon ﬁom the msututron 1n any manner descnbed in Sectron A of thrs Paragraph, .
or in any manner that wolates Sectlon 521 of the: GLB Act, 15 U S C.§ 6821 |
’C. ' Dlsclosmg, drssem.matmg, drstnbutmg, or selhng customer 1nformat10n of a financial . |
institution. Provzded however that Defendant may d1$close, dlssemmate distribute or
* sell such customer mformatxotn (1) w1th the pnor written consent of the consumer to.
| whom such mformatlon relates (2) toa law enforcement agency, or (3) as requlred or
| ‘permitted by any law, regulauon or court order; and
D. Mak‘ing,'l directly or by implication, any statement of material fact that is false or
" misleading. | |
Provided, further, that no provvislon of Paragraph I shall be construed to prevent
Defendant from engaging in conduct yotheruvise permissible under Section 521(g) of the GLB
Act, 15US.C. § 6821(g). ' | |
it GRAl\'IlVI-LEACH;-BLILEY ACT PROHIBITIONS
ITIS FURTHER ORDERED that m connectlon w1th the advertising, promotion,
- obtaining, offenng for sale, or sale of customer mformatlon ofa ﬁnanc1al institution, Defendant
_. is hereby permanently resu'amed and enj joined from v101at1ng or assmtmg others in vrolatlng any
prowsron of Sectlon 521 of the GLB Act 15 U.s. C § 6821, as it now ex1sts or may hereafter be

- amended. A copy of the “Fraudulent Access to Financial Infonnat1on provisions of the Gramm—_

‘ Leach-Bhley Act, 15 U S. C §§ 6821-6827 is attached to thls Order and is hereby mcorporated

~ as if recited herein.



m. -MONETARYERELIEF B
IT IS FURTHER ORDERED that Defendant shall pay two thousand dollars

($2 OOO OO) to the Comrmss1on by cemﬁed check or wire transfer within 10 busmess days of -
' entry of the Order
A.‘ ' No pomon of the payment as herem provrded shall be deemed a payment of any -
| .ﬁne, penalty, forfe1ture or pumt:we aslsessment |

B. In the event of any default on any obhganon of Defendant to make payment under
this,Paragr'aph,. interest computed pursuant to 28 U.S.C. § 1961(a), shall accrue from the date of
: default to the date of payment | |
| C. Al funds paid pursuant to this Paragraph shall be deposited by the Comm1ss1on
v | to the Treasnry as dlsgorgement. |

IV. RIGHT TO REOPEN

IT IS FURTHER ORDERED that the Commission’s agreement to and the Court s
approval of this Order is expressly premlsed upon the truthfulness, accuracy, and completeness
of Defendant Victor L. Guzzetta s busmess records and sworn testlmony regarding Defendant’s
revenues attnbutable to financial asset searches that' may v101ate Secnon 521 of the GLB Act, 15 '.
~US.C.§ 6821, and Section S(a) of the FTC Act, 15 US.C. § 45(a), and relate_d 1nforrnatlon

‘subnﬁtted to the Cornmission, thich contain material information relied upon by the |

' Commxss1on in negotlatmg and. agreemg to the terms of this Order.
IT IS FURTHER ORDERED that if the Commxssron should have evidence that the
| above-referenced mforrnatlon falled to disclose any mgmﬁcant revenue attnbutable to the alleged

' vrolatlve ﬁnanczal asset searches, or that Defendant matenally mrsrepresented the revenues so



_ atn'tbutable, or made any otherv material ‘nxiSrepresentation or omission the Commission may
- move that the Court reopen this Orden for the sole purpose of allowmg the Commrsswn to |
| ) modxfy Defendant's monetary 11ab111ty Should thls Judgment be modlﬁed asto the monetary :
liability of the Defendan_t, this Order, in all other respects, shall remain in full force. Any
‘_ ‘proce:edings instituted under thls Paragraph Shalt bem addition to and not in Iieu of any otber
| proceedings the Conunnsston may initiate’-‘ to en.f'orc'e th]sOrder ' Solely for the purposes of
reopening orenforcing this Paragraph, Defendant Waives»any right to contest any ot‘ the
| allegations set forth in the Complaint filed m this matter.

| V. LIFTING OF ASSET FREEZE
IT I'Sv FURTHERORDERED that the ﬁeene against the assets ot Defendant bVi.ctor L.
Guzzetta pursuant to Paragraph II of the Stipulated Rreliminary Injunction entered by this Court
on May 1, 2001, shall be lifted upon receipt of funds in payment of the monetary relief ordered in
 Part III of this Order. ‘ | | |
- VL PROI-IIBITION ON DISCLOSING INFORMATION FROM ASSET SEARCHES»
ITIS FURTHER ORDERED that Defendant is permanently restrained and enj omed

from sellmg, rentmg, leasmg, transfernng, or otherwrse disclosing (1) the name, address, soc1a1
secunty number, telephone number, e-mail address, credlt card number, or other 1dentrfy1n_g
mformatlon, or (u) any bank or brokerage account number or balance, or financial asset
Imformatlon of any kind, of any person who was, at any time, the subject of an asset search by '
Defendant or by any agents servants employees of Defendant, or by contractors of Defendant :

: who requested such mformanon at the request of Defendant. _
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| 'Providéd hoWever that Defehdant may disclose such information 8y with the written -
consent of the consumer to whom such mformatlon relates, (2) toa law enforcement agency, or
(3 as requn'ed by any. law, regulatlon, or court’ order |
VIL DISTRIBUTION OF ORDER BY DEFENDANT
IT IS FURTHER ORDERElD that fora penod of five (5) years from the date of entry
of this Order m connection with any busmess engaged in whole or in part in advertlsmg,

}, promotlon, obtammg, oﬂ'enng for sale, or sale of customer mformatron of a financial institution,
where he is the majonty owner, or du‘ectly or 1nd1rect1y manages or controls the busmess,
Defenda_nt Victor L. .Guzaetta shall: | |

A. | Provide a copy'of thisOrder to, and obtain a signed and d_a.ted acknowledgment of
receit)t of same from, each o_fﬁcer,-manager and employee;

B. Provide.a copy of this| Order to, and obtain a signed and dated acknowledgment of
receipt of same from an officer or owner of each independent contractor or agent hired, retained,

- requested or solicited by Defendant to perform ﬁnancial asset searches; and

| - C.l Mamtaln for a penod of three (3) years after creation and, upon reasonable notice,

make avallable to representatlves of the Comm1ss1on, the ongmal s1gned and dated

acknowledgments of the recelpt of coples of this Order as reqmred in Sections A and B of this -

‘ Par_agraph._ '



. VIL MON"ITORINGI COMPLIANCE OF EMPLOYEES,
AGENTS AND INDEPENDENT CONTRACTORS

ITIS FURTHER ORDERED that in connection thh any busmess engaged in whole or
-~ in part in advertlsmg, promouon, obtmmng, offenng for sale, or sale of customer mformatxon ofa
financial mstxtutlon where he is the maj jority owner, or directly or 1nd1rectly manages or controls
the busmess, Defendant Vlctor L. Guzzetta is hereby permanently restra.xned and enJ omed ﬁom |
 failing to take reasonable steps sufﬁcnent to momtor and ensure that all employees comply w1th
E Paragraphs I and II of this Order. o
X DOCUMENTRETENTION
1T IS FURTHER ORDERED that Defendant Victor L. Guzzetta, and his successors and
assigns, shall maintain documents created or obtained in the ordinary course of business and |
| created and obtained pursuant to the terms of this Order for at least five (5) years from thedate of .
service of this Order and; upon written reql_iest by FTC employees, make available to the FTC for :
inspection and copying: | )
A. Al records and documents necessary to demonstrate fully his compliance with
each provision ot' this Order, including, bnt not limited to financial and other business records
which clearly and conspicuously show the name of the client, the servtce being provided to the
client, the amount of money the Defendant obtained for the service, and any and all expenses
vDefendant mcurred in provxdlng the service; |
B. | All records and documents necessary to demonstrate his comphance with the '
B »reqmrements of the Sectlons 521-527 of the GLB Act, 15 U S.C.§ 6821-6827 inclusive, -

spec1fica11y mcludmg, but not lumted to Sectxon 521(g) of the GLB Act, 15 US.C. § 6821(g),in



: the event that“ Det‘endant 'tntends to rely upon this exeention to the_nrohibited business 'practices -
- descnbed in Paragraph I and |
.C .. Coples of any complaints recelved by Defendant regarding Defendant s sale of
customer mformatlon of a financial mstltutlon
| X COMPLIANCE REPORTING
IT IS FURTHER ORDERED that in order that comphance wrth the prov151ons of th1s
Order may be momtored
A Slxty (60) days after the date of entry of this Order, Defendant Victor L Guzzetta
»' shall provide a writtén report_to the FTC, swomn to nnder penalty of peljury, settmg forth in detall
the manner andvfonn in Whioh the-Defendant has complied and is complying with this Order;
'B. | For a period of five (5) years from the date of entry of th1s Order, Defendant shal_l‘
annually report to the Commission his current emplo;tment; business address, business phone
number, and a deScription of business activities; provided, however, that if Defendant changes
employer he shall provrde an addltlonal report within thirty (30) days after the change of
employment Whlch mcludes a statement of the nature of the business, and a statement of
Defendant’s duties and respon51b1htles in connectlon w1th the busmess or employment,
C. _For the purposes of th1s Order, Defendant Vietor L. Guz_zet'ta shall, unless
Oth'erWise directed by the Commission’s authorized repreeentativee, mail all written noﬁﬁcations
' tov the Comrnission'to':l |
Associate Director, Diviéion of Financial Practices
- Federal Trade Commission

600 Pennsylvania Ave., N.W.
Washington, D.C. 20580

“Re: FICv. Vi torL uzzetta dba Smart Data Systems); and

10



D,’lif . For purposes of the counpliance ‘reporting _required by this.vPa‘ragraph, the
i Commission is authoriZed o communicate with Defendant’s Attorney, Christopher Sargente,
I{qu.,’ 1000 ‘South' Avenue-Suite I.L‘2,‘tStaten Island, NY 10314, Telephone (7 l 8) 6'98-4884, |
. - ,P"acs.irnile (71 8 ‘698-('_).325. _Defendarxit shall promptly notify the Commission if he changes
counsel Or is I_lb' longer represented by cotmsel. IfD.efendant is nnrepresented by counsel, the
By "Co.mmission .is.authorized to comrnunicate directly with Defendant for the purposes ofthe
3 »compliance reporﬁng required By'this; Paragraph. “ |
XL COMPLIANCE MONITORING

| IT IS;'FURT-:HER’ ORDERED that the Commission is authorized to» monitor
Defendant’_s compliance with this Order by all lawful means, including but not limited to, the |
| following: |

A. The Commission is aurthoﬁned, without further leave of court, to obtain discovery

from' any person in the manner proVided by Chapter V of the Federal Rules of Civil Procedure,
| Fed R. Civ. P. 26-37; including the use of compulsory process pursuant to Fed. R. Civ. P. 45, for
the p’urposé of _monitoring and mvesﬁgaﬁng Defendant’s compliance with any provision of this | .
Order; ‘

B.‘ ‘The Commission isauthoﬁzed to use representatix’res posing as clients, consumers,
| bank emptoyees, pnvate mvesngatorst suppliers and other persons to Defendant, Defendant s
v 'employees or any other entity managcd or controlled in whole or in part by Defendant, without
‘the necessxty of 1dent1ﬁcat10n or pnor1 nonce; and |

'C. Nothmg in this Order shall hm1t the Commlssmn s lawful use of compulsory

process pursuant to Sectlons 9 and 20 of the FTC Act 15US.C. §§ 49 and 57b-1, to mvestlgate

11



whether Defendant has violated any p'rovision of this Order, Sectio_n 5 of the FTC Act, 15. U.S.Cb.'
. §45, orSectlon 521 of the GLB Act, 15 US.C. §6821 | |
XII ACCESS TO PREMISES, RECORDS AND PERSONS

IT 18 FURTHER ORDERED that, fora penod of 5 years from the date of entry of this -
_Order, for the purpose of further determining comphance with this Order, Defendant shall perrmt .
| 'representa’nves of the Comm1ssxon, within three (3) business days of rece1pt of wntten notice |
| from the Commlss1on |

| A. Access dm'ing norma]businesshours to any office, or facility storing documents,
of any busmess where Defendant is the ma_]onty owner of the business or d1rectly or indirectly
manages or controls the busmess, and ‘where the busmess is engaged in information brokermg
In providing such access, such Defendant shall permit representatives of the Commission to
inspect 'andv'copy all documents relevant to any matter contained in this Order; and .shall permit
v C_ommission representatives to remove documents relevant to any mattef contained in this Order
for a period not to exceed five (5) business d_ays so that the documents may be inspected,
1nventoned, and copled and |
. B. To mtervzew the ofﬁcers, d1rectors and employees other than the Defendant

mcludmg all personnel involved in respondmg to consumer complamts or mqumes, and all sales
| _ personnel whether des1gnated as employees consultants, mdependent contractors or otherwise, -
of any busmess to which Section A of this Paragraph applies, concerning matters relating to
: comphance with the terms of thls Order The persons mtemewed may have counsel present.

Provzded ﬁzrther that, upon apyphcahon of the Comrmssmn and for good cause shown, the

Court may enter an ax parte order granting 1mmed1ate access to Defendant s business premlses

12



} | for the purposes of'insneeﬁng .anc.I ‘cqp'ying_ all dpcnments'.relevan:t'to anyjmatt.er eontained in th13
_ Order. R |
S X ACKNOWLEDGMENT |
IT IS FURTHER ORDEREID that, w1thm ﬁve &) busmess days after recelpt by
- .. | Defendant of this Order as entered by the Court, Defendant Vlctor L Guzzetta shall subnut to the
Comxmssxon a truthful swom'statement, in the form shown onvAppe_ndlx A hereto, that shall
.aclmowledge receipt of th1s Order | o |
XIV. C0$TS AND ATTORNEYS FEES
IT IS FURTHER ORDEREID that each party to th1$ Order bear its own costs and
’att.orneys fees incutred i in connectmn wlth tlus action. |
n |
v/
I B
M
o
N/ |
e
”

)
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| _ » | XV RETLENTION OF JURISDICTION
IT IS FURTHER ORDERED that the Court retains jurisdiction of this matter for all

| - purposes, mcludmg the constructlon, modlﬁcatxon, and enforcement of this Order

: -STIPULATED AND AGREED TO BY

" FOR THE PLAINTIFF:

Dated: 2001 M
SRR ' - ussell Deitch '

. Federal Trade Commission
600 Pennsylvania Avenue, N.W.
Washington, D.C. 20580
(202) 326-3159
Attorney for Plaintiff

Dated: , 2001

Sargente & McGinn

1000 South Avenue, Suite LL2
Staten Island, N.Y. 10314
(718) 698-4884

| o | - orne; rbc%
Dated: _____ L2000 N .BW »

Victer/ L. Gé@tta/ /
'~ ITISSO ORDERED. -
Dated: Zhoury 2, 20@— - @m/ /_907’/
- Baxkin NY ~ UNITED STATES DISTRICT JUDGE

Daec & . TRIea
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APPENDIX A

» UNITED\ STATES DISTRICT COURT
SOUTHERN DISTRICT OF TEXAS

 HOUSTON DIVISION
A )
FEDERAL ‘I‘RADE COMMISSION )
)
Plamtlff S )
V. ) Civil Action No.: H-01-2355 (DGT)
) o
VICTORL. GUZZETTA, )
d/b/a SMART DATA SYSTEMS )
. ‘ )
Defendant )
)
)

AFFIDAVIT OF VICTOR L. GUZZETTA

Victor L. Guzzetta, being duly sworn, hereb'y'states and affirms as follows:

1. My name is Victor L. Guzzetta. My current residence is | LI
~ am acitizen of the United States and am over 18 years of age. I have personal knowledge of the
facts set forth in this Affidavit.

2. Iam the Defendant m TC v. Victor L. Guzzetta &/b/a Smart Data Systems, Civil
Action No. "01-2335 in the Umted Dmbtnct Court for the Eastern District of New York.

3. On - 2001 I received a copy of the Stipulated Final Judgment and
Order of Permanent Injunctlon, wh1ch was signed by the Honorable David Trager and entered by :
" -the Courton 2001 A true and co:rect copy of the Order received is attached to
this Affidavit. ’ _

I declare under penalty of per_]nry under the laws of the Umted States that the foregomg is
true and correct. Executed on . 2001 at .

. Victor L. Guzzetta

State of New York, County of |

15



. _'Subscﬁﬁed and sworn to beforcme
~this__ dayof . ,2001. -

* Notary Public

- My Commission expires: 520

L)

16



ramm-Leag’:h-deilc)é Act Subchapter [I: Frauduient Access to F ina}pcial Inrormation hitp://www.ftc.gov/privacy/glbact/gibsub2. him

v Gramm-Leach Bhley Act
15 USC, Subchapter 11, Sec. 6821-6827
Fraudulent Access to .Fmanmal Information -

6821. Privacy protécﬁbn fq

r .customér information of financial institutions.

(a) Prohibition dn obtaining customer information by false

_pretenses.

(b) Prohibition @n solicitation of a person to obtain customer
information from financial institution under false pretenses.

(c) Nonapplicabi

lity to law enforcement agencxes ,

~ (d) Nonapplicability to financial institutions in certain cases.
(¢) Nonapplicability to insurance institutions for investigation

of insurance frai

® Nonapphcab‘rhty to certain types of customer information of
financial institutions. - -
(g) Nonapplicability to collectlon of child support judgments.

6822. '_Admlmstratxve enforcement.

(a) Enforcement

(b) Enfo;cemem
6823. Criminal penalty.

(2) In general.

by Federal Trade Commission.
by other agencies in certain cases.

(b) Enhanced pana.lty for aggravated cases.
6824. Relation to State laws. '

(2) In general.

(b) Greater prot¢ct10n under State law.

6825. Agency gmdance
6826. Reports.

(a) Report to the Cbngress.
(b) Annual report by administering agencies.

6827. | Definitions.

Sec. 6821. Privacy protection for customer information of financial institutions

\ (a) Prohibition on obtaining customer information by false pretenses

Tt shall be a violation of this subc]
- cause to be disclosed or attempt ti

hapter for any person to obtain or attempt to obtain, or
b cause to be disclosed to any person, customer

information of a financial in_stitut;ori relating to another person -

" (1) by making a false, fictitious, or fraudulent statement or representation to

an officer, employee, or agent of a financial institution;



nmrrx-L@lt-@lﬁley eA‘\r:t: Subchapter II: Fraudulent Access to'Fina‘pcial Information v http:/fwww.fic.gov/privacy/glbact/glbsub2.htm
[ s

- (2) by making a false ﬁct1 ous, or fraudulent statement or representatxon toa
K customer ofa ﬁnancxal ins tutlon, or :

(3) by prov1d1ng any docunqlent to an ofﬁcer, employee or agent of a financxal
institution, knowing that the document is forged, counterfeit, lost, or stolen

" was fraudulently obtained, br contams a false, ﬁctltlous, or ﬁ'audulent

' statement or representatxonr S »

('b) Prohlbltron on solicitation of a person to obtam customer mformatron from financial
 institution under false pretenses : _

" It shall be a violation of this subchapter to request a pefson to obtain customer 1nformat10n
of a financial institution, knowmg that the person will obtain, or attempt to obtain, the
information from the 1nst1tut10n ut any manner descnbed in subsection (a) of this section.

(c) Nonapphcablhty to law enforcement agencles

No provision of this section shall be constriied so as to prevent any action by a law
enforcement agency, or any officer, employee, or agent of such agency, to obtain customer
information of a ﬁnancral mstltutlbn in connection with the performance of the ofﬁcxal

*duties of the agency.

'(d) Nonapplicability to financial institutions in certain cases

No provmon of this section shall Vbe construed so as to prevent any financial institution, or
any officer, employee, or agent oﬂa financial institution, from obtalmng customer
information of such financial mstlh'utlon in the course of -

(1) testing the security proc dures or systems of such institution for
- maintaining the confidentia]ity of customer information;
2) mvestigating ellegationi of misconduct or negligence on the part of any

officer, employee or agent bf the financial institution; or

?3) recovermg customer information of the ﬁnancral institution which was
obtained or received by another person in any manner described in subsecnon

(a) or (b) of this sectlon

©) Nonapplicability to insuranc_e ilnstitutions for investigation of insurance fraud

No provision of this sectlon shall be construed so as to prevent any insurance institution,
or any officer, employee, or agencbr of an insurance institution, from obtaining information

~ as part of an insurance mvestlgatmn into criminal activity, fraud, material
‘misrepresentation, or material noqusclosure that is authorized for such mstrtutxon under

- State law, regulauon, mterpretatlon, or order

(6 Nonapphcabrhty to certain types of customer mformatxon of ﬁnanc1al 1nst1tut10ns |

" No provision of this section shall be construed so as to prevent any person from obtaining
, customer information of a ﬁnancxul institution that otherwise is avallable asa pubhc



unm-Lég?l-ré‘i'i‘ley Avct: Subchapter II: Fraudulent Access to Finaricial Information ‘ : http://www.ftc.gov/privacy/gibact/gibsub2.htm

r'ecofd ﬁledvpursuant _tb the seCuﬁ*%iéé laws (as defined in section 78c(a)(47) of this title). |
~ () Nonapplicability to collection pf ch_ild support judgments -~ | -

No provision of this section shall be construed to prevent any State-licensed private
~investigator, or any officer, employee, or agent of such private investigator, from
obtaining customer information of a financial institution, to the extent reasonably _
necessary to collect child support from a person adjudged to have been delinquentin his
or her obligations by a Federal or State court, and to the extent that such action by a
 State-licensed private investigator is not unlawful under any other Federal or State law or
regulation, and has been authorized by an order or judgment of a court of competent

jurisdiction. |

(Pub. L. 106-102, title V, Sec. 521, Nov. 12, 1999, 113 Stat. 1446.)

Sec. 6822. Administrative enforﬁ;:ement '

(2) Enforcement by Federal Tradei Commission

be enforced by the Federal Trade Commission in the same manner and with the same

power and authority as the Commission has under the Fair Debt Collection Practices Act
(15 U.S.C. 1692 et seq.) to enforce compliance with such Act.

Except as provided in subsection 1 E)) of this sécﬁon, compliance with this subchapter shall

(b) Enforcement by other agencies in certain cases
(1) In general

-Compliance with this subchapter shall be enforced under -

(A) section 8 of the Hederal Deposit Insurance Act (12 U.S.C.
1818), in the case of - —

(i) national banks, and Federal branches and Federal
agencies of foreign banks, by the Office of the
Comptroller of the Currency;

(ii) member banks of the Federal Reserve System
(other than national banks), branches and agencies of
foreign banks (other than Federal branches, Federal

- agencies, and insured State branches of foreign .

' banks), commercial lending companies owned or

. controlled by Eireign banks, and organizations

operating under section 25 or 25A of the Federal
Reserve Act (12 U.S.C. 601 et seq., 611 et seq.), by
the Board; | L ' '

| (iif) banks insured by the Federal Deposit Insurance
Corporation (G’t.her than members of the Federal
Reserve S}"stem and national nonmembe; banks) and
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oL e ‘ ~ insured State branches of foreign banks, by the
. Board of Directors of the Federal Deposit Insurance
~Corporation; and . ' o

(iv) savings associations the deposits of which are

" insured by the Federal Deposit Insurance '.
Corporation, by the Dlrector of the Office of Thrift
Supemsron d : :

_ (B) the Federal CredJ Union Act (12 U S C. 1751 et seq.), by the
~ Administrator of the National Credit Union Adm1mstrat10n with
- - respect to any Fed credlt union.’ :
’ . .
2) Vlolatrons of thls subchﬁpter treated as wolauons of other laws

For the purpose of the exercise by any agency referred to in paragraph (1) of -
its powers under any Act referred to in that paragraph, a violation of this- .

- subchapter shall be deemed to be a violation of a requuement imposed under
‘that Act. In addition to its powers under any provxsmn of law specifically =~
referred to in paragraph (1), each of the agencies referred to in that paragraph
may exercise, for the purpose of enforcing compliance with th1s subchapter, ‘
any other authority conferred on such agency by law.

(Pub. L. 106-102, title V, Sec. 522, Nov. 12, 1999, 113 Stat. 1447.)
REFERENCES IN TEXT |

The Fair Debt Collection Practxces Act, referred to in subsec. (a) is title VIII of Pub. L.
90-321, as added by Pub. L. 95-109, Sept. 20, 1977, 91 Stat. 874, as amended, which is
classified generally to subchapter V (Sec. 1692 et seq.) of chapter 41 of this title. For
complete classification of this Act/to the Code, see Short Title note set out under section
1601 of this title and Tables. \ k :

Sectlon 25 of the Federal Reserve ct, referred to in subsec (b)(l)(A)(u), is clas51ﬁed to
subchapter I (Sec. 601 et seq. ) of chapter 6 of Title 12, Banks and Banking. Section 25A
of the Federal Reserve Act is clas 1ﬁed to subchapter I (Sec 611 et seq ) of chapter 6 of :

Title 12.

The Federal Credit Umon Act ref d to in subsec. (b)(1)(B), is act June 26, 1934, ch.
750, 48 Stat. 1216, as amended, which is classified generally to chapter 14 (Sec. 1751 et
~ seq.) of Title 12, Banks and Banking. For complete classification of this Act to-the Code,
- see section 1751 of Title 12 and Tables. ‘ :

: ‘SECTION RBFERRED TOIN O’i”HER SECTIONS
: This section is referred to in sectu%n 6824 of thls tltle

_Sec. 6823. Criminal penalty ‘
(a) In general |
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Sec. 6824. Relation to State laws

' Whoever knowingly and intentionally violates, or knowingly and intentionally attempis to
 violate, section 6821 of this title shall be fined in accordance with title 18 or imprisoned -
- for not'more than 5 years, orboth: R y v .

(b) Enhancéd penalty for ag‘grav‘aﬁged cases

b

“Whoever violates, or attempts t:lrolate, section 6821 of this title while violating another

law of the United States or as p of a pattern of any illegal activity involving more than
$100,000 in a 12-month period shFill be fined twice the amount provided in subsection

- (b)(-3) or (c)(3) (as the case may be) of section 3571 of title 18, imprisoned for not more
~ than 10 years, or both. ' ~ : ' :

(Pub. L. 106-102, title V, Sec. 52}2,,No'v. 12, 1999, 113 Stat. 1448.)

This subchapter shall not be construed as superseding, altering, or affecting the statutes,
regulations, orders, or interpretations in effect in any State, except to the extent that such

‘statutes, regulations, orders, or interpretations are inconsistent with the provisions of this

subchapter, and then only to the extent of the inconsistency.

(b) Greater protection under St’atei law
|

For purposes of this section, a State statute, regulation, order, or interpretation is not
inconsistent with the provisions of this subchapter if the protection such stagute,
regulation, order, or interpretation affords any person is greater than the protection
provided under this subchapter as| determined by the Federal Trade Commission, after
consultation with the agency or authority with jurisdiction under section 6822 of this title
of either the person that initiated the complaint or that is the subject of the complaint, on
its own motion or upon the petition of any interested party.

(Pub. L. 106-102, title V, Sec. 524, Nov. 12, 1999, 113 Stat. 1448.)

Sec. 6825. Agency guidance

In furtherance of the objectives 6{ this subchapter; each Federal banking agénCy (as
defined in section 1813(z) of title|12), the National Credit Union Administration, and the.

- Securities and Exchange .Commisgion or self-regulatory organizations, as appropriate, .

shall review regulations and guidelines applicable to financial institutions under their -

' respective jurisdictions and shall prescribe such revisions to such regulations and

guidelines as may be necessary to ensure that such financial institutions have policies,

“procedures, and controls in place to prevent the unauthorized disclosure of customer

financial informati‘on and to deter and detect activities proscribed under section 6821 of
this title. A :

(Pub. L. 106-102, title V, Sec. 525, Nov. 12, 1999, 113 Stat. 1448.).
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The term "financial institution"” means any institution engaged in
the business of providing financial services to customers who
maintain a credit, deposit, trust, or other financial account or ©
relationship with the institution. o

|

(B) Certain financial institutions specifically included

The term "financial institution” includes any depository
institution (as defined in section 461(b)(1)(A) of title 12), any
broker or dealer, any investment adviser or investment company,
any insurance company, any loan or finance company, any credit
card issuer or operator of a credit card system, and any consumer
reporting agency thatcompiles- and maintains files on consumers
on a nationwide basis (as defined in section 1681a(p) of this
title). . _

(C) Securities institutions
For purposes of subparagraph (B) - .

(i) the terms "broker” and "dealer” have the same
meanings as given in section 78c of this title;

(ii) the term mnvestment adviser" has the same
meaning as given in section 80b-2(a)(11) of this
title; and

(iii) the term "investment company" has the same
" meaning as given in section 80a-3 of this title.

(D) Certain persons and entities specifically excluded

The term "financial institution” does not include any personor
entity with respect to any financial activity that is subject to the
jurisdiction of the Commodity Futures Trading Commission '
under the Commodity Exchange Act (7 U.S.C. 1 et seq.) and
does not include the Federal Agricultural Mortgage Corporation -
or any entity chartered and operating under the Farm Credit Act
of 1971 (12 U.S.C. 2001 et seq.). '

. (E){Furth‘er definition by regulation

“The Federal Trade Commission, after consultation with Federal -
banking agencies and the Securities and Exchange Commission,
‘may prescribe regulations clarifying or describing the types of
institutions which shall be treated as financial institutions for
purposes of this subchapter. ' ' :

 (Pub. L. 106-102, title V, Sec. 527, Nov. 12, 1999, 113 Stat. 1449.)
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The Commodity Exchange Act, leferred to in par. (4)(D), is act Sept 21 1922 ch. 369,42

- Stat. 998, as amended, which is classified generally to chapter 1 (Sec. 1 et seq.) of Title 7,
Agriculture. For complete claSSIﬁcatlon of thls Act to the Code, see sectlon 1 of Title 7

-and Tables .

The Farm Cred1t Act of 1971, ref
85 Stat. 583, as amended, which i

ferred to in par (4)(D), is Pub. L. 92-181, Dec. 10, 1971
is classified generally to chapter 23 (Sec. 2001 et seq.) of

Title 12, Banks and Banking, For complete classification of this Act to the Code, see
Short Tltle note set out under section 2001 of T1t1e 12 and Tables '




