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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

In the Matter of
LabMD, Inc.,
a corporation.

DOCKET NO. 9357
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)
)
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RESPONDENT LABMD, INC.'S MEMORANDUM IN SUPPORT OF MOTION FOR A
PROTECTIVE ORDER
Petitioner LabMD, Inc. ("LabMD") hereby moves the Administrative Law Judge, under

16 C.F.R. § 3.31(d), to issue a protective order limiting or baring the more than twenty (20)

third-pary subpoenas for testimony and more than fifteen (15) third-pary subpoenas for
documents issued to LabMD's curent and former employees, clients, and IT service providers. i

FACTS
LabMD provides doctors with cancer-detection services. Its patient-information data-

securty practices are regulated by the Health Insurance Portability and Accountability Act of
1996 ("HIP AA") and the Health Information Technology for Economic and Clinical Health Act

("HITECH"). LabMD has not violated these laws.

i This motion concerns the subpoenas issued to Allen Truett, 21st Centur Oncology, Alison
Simmons, Automated PC Technologies, David Lapides, Cyprus Communications, Eric Knox,

Erick Garcia, Jeff Marin, Forensic Strategy Services, Karalyn Garett, Josie Maldanado, John
Boyle, Karina Jestes, Lawrence Hudson, Jeremy Dooley, Managed Data Solutions, Matt Bureau,
MasterCard Worldwide, Patrick Howard, ProviDyn, Robert Hyer, Rosalind Woodson,

Sacramento Police Dept., Sandy Springs GA Police Depar., Scott Moulton, Trend Micro, Inc.,

US Ban Nat' Ass'n, Chris Maire, Visa Inc., Michael Daugherty, and Southeast Urology
Network. The subpoenas are attached as Exhibit 1. The FTC has already deposed Mr.
Daugherty and Mr. Boyle.
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FTC notified LabMD on January 19,2010, of a "non-public inquiry into LabMD, Inc.'s,

compliance with federal law governing information security" because an internet security

company called Tiversa Holding Corp. ("Tiversa") had ilicitly taken a LabMD patient
information fie ("PI file") and given it to FTC after LabMD had turned down Tiversa's new
business pitch. FTC did not specify the regulations LabMD violated because FTC had not

promulgated any.

On February 24, 2010, LabMD produced over 5,000 pages of documents. More were
serit on June 4 and again on July 16. On July 23, LabMD's principals were examined by the
FTC counseL. On August 30, LabMD produced another 925 pages. On February 23,2011, the

FTC demanded more, and LabMD complied on May 16 and May 31. On December 11, the FTC

issued formal civil investigative demands (the "CIDs"). LabMD petitioned to quash.
Commissioner Bril denied this and LabMD appealed. Three Commissioners affirmed

Commissioner Bril's ruling, but Commissioner Rosch dissented, saying:

has a financial interest in intentionally exposing and capturing
sensitive files on computer networks,... Tiversa used its robust, patented
peer-to-peer monitoring technology to retrieve (LabMD's fie), and then
MD... long before Commission staff contacted
LabMD. In my view...the Commission should avoid even the appearance
of bias or impropriety by not relying on such evidence or information in
Tiversa.. .

repeatedly solicited Lab

this investigation.

FTC petitioned for an order in the U.S. District Court for the Northern District of
Georgia. The Cour said that "there is significant merit to...(LabMD's) argument that Section 5
does not justify an investigation into data security practices and consumer privacy issues.. ..,,2

2 FTC v. LabNfD, Case No. 1.:

12-cv-3005-WSD, at *6-7 (N.D. Ga. Nov. 26, 2012).
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But it upheld the CIDs, leaving LabMD to endure two more investigative hearings,3 producing
yet more documents.

On August 28, 2013, FTC issued a Complaint against LabMD alleging that it "failed to
provide reasonable and appropriate security for personal information on its computer networks."

FTC did not name an individual complainant and has not discovered anyone harmed by this
alleged failure. Despite LabMD's admitted compliance with HIPPA and HITECH and the

massive discovery already undertaken, FTC is now using discovery tactics that would not be
tolerated by any Article III court to ruin LabMD's reputation and business.4

ARGUMENT
The third-pary subpoenas wrongfully overwhelm, harass, and embarrass LabMD. While

the FTC may obtain "discovery to the extent that it may be reasonably expected to yield
information relevant to the allegations in the complaint, to the proposed relief, or to the defenses
of any respondent"S it is prohibited from abusing this power.6 But this is precisely what FTC has
done, for the third-party subpoenas are filled with irrelevant, overly-broad, and oppressive

requests and demands for duplicative information that is more easily obtained from LabMD
itself.

FTC is retaliating against LabMD for its CEO's criticism of the FTC in his recent book,
The Devil Inside the Beltway. Nothing else explains why the FTC would issue more than thirtyfive (35) subpoenas at issue here. Instead of standing on the strength (or lack thereof) of its

3 FTC seeks to depose both witnesses again. cy FRCP 30(a)(2)(A)(ii)(leave of cour required).
4 LabMD's counsel suggested the parties agree to ten depositions per side, tracking FRCP
30(a)(2)(A). FTC refused, instead noticing twenty depositions across the country.
5 16 C.F.R. § 3.31(c)(I); see FTC v. Anderson, 631 F.2d 741, 745 (D.C. Cir. 1979).
6 16 C.F.R. § 3.31(d).
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Complaint, the FTC seeks to crush LabMD by using its vast resources to harass through abusive
7
discovery tactics.

1. The third-pary subpoenas are substantially unnecessary and irrelevant.

Discovery must "reasonably be expected to yield information relevant to the allegations

of the complaint, to the proposed relief, or to the defenses of any respondent."g Third-pary
subpoenas must have a stronger showing of relevance than party discovery,9 for courts attach
10 The subpoenas must seek "generally

greater significance to sweeping nonpary discovery.

relevant" information and relevancy is determined by laying the subpoena alongside the

I d. ii

pea ings.

Because no one was "injured" by Tiversa taking the PI fie (except for LabMD), the
Complaint was issued without a complaining witnessY Essentially, it alleges that LabMD

"failed to provide reasonable and appropriate security for personal information on its computer

networks" because Tiversa took the PI file.13 It says LabMD engaged in practices "that, taken
together, failed to provide reasonable and appropriate security for personal information on its

computer networks"; its "information security program" was not "comprehensive" and it did not

use "readily available measures" for e-mail security; it did not "use readily available measures

to identify commonly known or reasonably foreseeable security risks" and "could not

7 See FRCP 16, 26(b)(2),30(a)(2),40(c).

g 16 C.F.R. § 3.31(c)(I); see Anderson, 631 F.2d at 745.
9 Echostar Communications Corp. v. News Corp., 180 F.R.D. 391, 394 (D. Colo. 1998); BioVita, Ltd v. Biopure Corp., 138 F.R.D. 13, 17 (D.-Mass~L9-9-L)ÇusuaLrele:v..ce-stadard-oes-not
atply to nonparties).

i See, e.g., Concord Boat Corp. v. Brunsw~rp., 169 F'R.D. 44, 48-49 (S.D.N.Y.

1996)(nonpary witness entitled to consideration of expense and inconvenience).
Ram
bus Incorporated, 2002 FTC LEXIS 90, *4-5 (Nov. 18, 2002)(quoting In
re Kaiser Aluminum & Chemical Corp., 1976 FTC LEXIS 68, at *4 (Nov. 12, 1976)).
12 The Complaint is attached as Exhibit 2.
13 Id at irir 10 (emphasis added).
ii In the Matter of
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adequately assess" data-security risks; it "did not use adequate measures," "did not adequately

train employees," and "did not employ readily available measures" relating to data-security;
and it "could have corrected its (alleged) security failures at relatively low cost using readily
available security measures.,,14

The Complaint does not define what is "adequate," "readily available," "reasonably

foreseeable," "commonly known," or "relatively low cost." It does not specify the regulations

LabMD violated or what ofLabMD's alleged failures, "taken together," violate Section 5. It
does not allege that LabMD's claimed "security failures" caused any so-called "consumers" to
15
suffer economic injury.

The Complaint says that LabMD's "Day Sheets and a small number of copied checks"
were found by the Sacramento Police "in the possession of individuals who pleaded no contest"

to identity theft charges.16 But it does not allege this caused LabMD's "consumers" injury,
17
speculating only that this "may indicate" such theft.

FTC's irrelevant third-pary discovery falls into three categories:
1. Requests about the Sacramento incident;

2. Requests that are overly broad in time or as to the Complaint's allegations;
3. Requests regarding contracts.

The Sacramento incident involved a criminal case where Erick Garcia and Josie
Maldonado were found with LabMD patient information "Day Sheets." They pled "no contest"

to the unauthorized use of personal identifying information. The Day Sheets were available only

14Id. at i¡i¡ 1 0-11 (emphasis added).
15 See id i¡11, i¡i¡17 -20.

16id. ati¡21.
17Id.
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the Sacramento incident is not

in hard copy, not on LabMD's computer network. 18 Discovery of

"strongly relevant" to LabMD's computer network security and all subpoenas with respect
thereto, including Erick Garcia, Karalyn Garett, Josie Maldanado, and the Sacramento Police
Department, should be bared.

Furthermore, all subpoenas requesting documents outside of the relevant time period of

2005-2008 are overly broad. FTC canot show that documents outside this timeframe are
relevant, and certainly not strongly relevant, to appropriate computer network security.

Therefore, they should be barred.

FTC's request for "all communications between you and LabMD" is not reasonably
limited to the Complaint's allegations and should be bared.

FTC seeks discovery of technology and software that LabMD used and currently uses to

secure its computer network. However, the parties do not dispute how and when Tiversa took
the PI fie, as Commissioner Rosch explained; thus, LabMD's technology and software, other
than that in place at the time of the events in Complaint paragraphs 17-20, is irrelevant and

discovery with respect thereto should be barred.

FTC requests information regarding IT contract services. However, the agreements
LabMD had or has with its IT service providers wil not shed any new light on the Complaint's
allegations. Thus, all such requests should also be bared.
2. The discovery is duplicative.

Third-pary discovery may not be "duplicative,,19 and shall be limited where the "burden

and expense of the proposed discovery on a par or third party outweighs its likely benefit."zo

18 See Affdavit of

Michael Daugherty, attached as-Exhibit 3.

19 16 C.F.R. § 3.31(c)(2)(i).
20 16 C.F.R. § 3.31(c)(2)(iii).
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Here, the documents and depositions sought by the FTC are duplicative, and the burden and
expense outweighs the likely benefit, so a protective order is waranted.

The FTC has requested thousands of documents from dozens of parties, many of which
have already been provided by LabMD.21 The requests listed below are wrongly duplicative and
need not be reproduced.22

1. Documents sufficient to show version(s) and capabilities of any software the
Company sold, provided, installed, updated, or maintained on LabMD' s network,

including, but not limited to operating system software, data backup software,
database software, biling software, or antivirus software;
2. Documents sufficient to show how the software sold, provided, installed, updated,

or maintained for all software the Company sold, provided, installed, or updated;
3. Documents suffcient to show the settings the Company configured, maintained,
updated, or deployed on LabMD's network was configured, including setting
provided by the Company at the time the software was sold, provided, installed,

updated, or maintained forLabMD;..

4. Documents sufficient to show any hardware the Company sold, provided, or
installed for LabMD, including, but not limited to servers, workstation computers,
firewalls, routers, or switches;

5. Indentify by name and job title all Person with authority from LABMD to access
Personal Information regarding Consumers, including, but not limited to, Persons
who perform tasks related to biling by LABMD for services provided;
6. For each Person identified as having access to Personal Information, state the
types of Personal Information that the Person had authority to access;
security incident.

7. All forensic reports or analysis relating to any

16 C.F.R. § 3.31(c)(2)(iii) prohibits discovery when the "burden and expense of the
proposed discovery on a party or third party outweigh its likely benefit." Because there is no
benefit to FTC receiving information it already possesses, almost any burden would be too high,

21 Attached as Exhibit 4.

22 See Act, Inc. v. Sylvan Learning Sys., Inc., 1999 U.S. Dist. LEXIS 7055 (E.D. Pa. May 14,
1999)(no substantial need for non-party's market information, where that information could be
obtained from its own internal research).
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especially as a third-party's burden is weighed more heavily?3 LabMD has already spent
hundreds of hours compiling and producing the required documents. The time and resources
already expended by LabMD demonstrates the burden that FTC seeks to impose.

FTC canot justify demanding nonparties produce documents previously produced by
LabMD. The allegations of the Complaint surely do not justify this broad inquiry. Therefore,
the requested protective order

should be granted and the subpoenas bared.

3. The information is more easily obtainable from LabMD.

Under Rule of Practice 3.3 I (c), discovery "shall be limited" if it is "obtainable from some

other source that is more convenient, less burdensome or less expensive.,,24 Subpoenas should
not be enforced where the information is as easily obtainable from a party to the action as a third

pary. FTC must demonstrate that the requested information can only be uniquely satisfied by
the subpoenaed pary to justify third-party production.2s
FTC has requested:

1. All communications between the third party and LabMD;

2. All contracts between the third party and LabMD;

3. All documents related to compensation received by the third party for services
provided to LabMD;

4. Communications between the third party and LabMD regarding any security
incident;

5. Identify each inquiry or investigation by a state or federal agency into LabMD' s
security practices;

23 Echostar Communic'ns Corp. v. News Corp., 180 F.R.D. 391, 394 (D. Colo. 1998)(citations
omitted).

972)(denying ALl's
recommendation that the FTC enforce subpoena)..
25 See Schering Corp. v. Amgen, Inc., 1998 U.S. Dist. LEXIS 13452, at *8-9 (Aug. 4, 1998).
2416 C.F.R. § 3.31(c); see also In re James Carpets, Inc., 81 F.T.C. 1062 (I
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6. State the names of all Consumers who requested credit monitoring services after
receiving a Communication from LabMD related to any Securty Incident; and

7. State, as a percentage of the total number of Consumers whose samples LabMD
has tested, the proportion of Consumers who:

a. are unnsured,
b. have commercial health insurance,

c. have Medicare, and
d. have Medicaid.
FTC has not shown such information cannot be obtained from other sources, including

LabMD. Furthermore, requests 1,2,3,6, and 7 have nothing whatever to do with this case. The

FTC has no need for this information in a patient-information data-security case, and so this
request is made solely to punish LabMD's customers. The governent's overreach must not
stand.
4. The depositions sought by the FTC have limited benefit in comparison to the cost

LabMD would expend to defend them, and are overall oppressive to LabMD.

In addition, FTC seeks to depose more than twenty (20) of LabMD's current and former

employees, clients, and IT service providers. Not only is the testimony that FTC seeks
duplicative of the information that it already has in its possession for reasons mentioned supra,

but it is also duplicative of the documents simultaneously requested from these same thirdparies. Furthermore, many of the depositions are noticed for varying locations across the

country.26 The expense that LabMD would expend in defending more than twenty depositions

cross-country would be astronomical, and outweigh the sparse benefit, if any, that FTC would

receive from the testimony. Thus, LabMD respectfully requests that the subpoenas for
depositions also be bared.

26 LabMD attempted to limit the number of depositions to 10 depositions each (the limit in
federal court absent leave of court). See FRCP 30(a)(2)(A). FTC refused.
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CONCLUSION

Petitioner respectfully requests a protective order to shield LabMD from FTC's
oppressive tactics.

I:SUb~
Reed D. Rubinstein
Wiliam A. Sherman, II
Dinsmore & Shohl, LLP
801 Pennsylvania Ave., NW Suite 610
Washington, DC 20004
Phone: (202) 372-9100

Facsimile: (202) 372-9141
Email: reed.rubinstein@dinsmore.com

Counel for Petiti¡ier ~
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Washington, D.C. 20006
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Admitted only in Maryland.
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',1

11

PUBLIC

UNITED STATES OF AMERICA
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OFFICE OF ADMINISTRATIVE LAW JUDGES
DOCKET NO. 9357

)

In the Matter of

)

LabMD, Inc.,
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)
)
)
)
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STATEMENT PURSUANT TO SCHEDULING ORDER
Pursuant to the Additional Provisions set forth in paragraph 4 of the Scheduling Order,

Counsel for the moving party, Respondent, LabMD, Inc. ("LabMD"), hereby certifies that

counsel met and conferred with Complaint Counsel in a good-faith effort to resolve by
agreement the issues set forth in LabMD's Motion for a Protective Order, but the paries were
unable to reach agreement.

fr

Reed D. Rubinstein
Wiliam A. Sherman, II
Dinsmore & Shohl, LLP
801 Pennsylvania Ave., NW Suite 610
Washington, DC 20004
Phone: (202) 372-9100

Facsimile: (202) 372-9141
Email: reed.rubinstein@dinsmore.com

Counsel for Respondent

Dated: November 5,2013
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

In the Matter of

)
)

DOCKET NO. 9357

)

LabMD, Inc.,
a corporation.

PUBLIC

)
)
)

(PROPOSED) ORDER GRANTING RESPONDENT LABMD, INC.'S MOTION FOR A
PROTECTIVE ORDER

This matter came before the Administrative Law Judge on November 5, 2013, upon a

Motion for a Protective Order ("Motion") fied by Respondent LabMD, Inc. ("LabMD")
pursuant to Commission Rule 3.31(d), 16 C.F.R. §3.31(d), for an Order protecting LabMD from
Complaint Counsel' discovery requests. Having considered LabMD' s Motion and all supporting

and opposition papers, and good cause appearing, it is hereby ORDERED that LabMD's Motion
is granted and a protective order is issued barring all third-party discovery requests.

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date:
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CERTIFICATE OF SERVICE
I hereby certify that on November 5,2013, I hand-delivered the foregoing document to:
Donald S. Clark, Esq.
Secretary
Federal Trade Commission
600 Pennsylvania Ave., NW, Rm. H-I13
Washington, DC 20580

I also certify that I delivered via electronic mail and first-class mail a copy of the
foregoing document to:

The Honorable D. Michael Chappell
Chief Administrative Law Judge
Federal Trade Commission
600 Pennsylvania Ave., NW, Rm. H-IIO
Washington, DC 20580
I fuher certify that I delivered via electronic mail and first-class mail a copy of the

foregoing document to:
Alain Sheer, Esq.
Laura Riposo Vanruff .

Megan Cox

Margaret Lassack
RyanMehm
Division of Privacy and Identity Protection
Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mail Stop NJ-8122
Washington, D.C. 20580

I certify that the copy hand-delivered to the Secretar of the Commission is a true and
correct copy of the paper original and that I possess a paper original of the signed document
that is available for review by the parties and the adjudicator.
Dated: November 5,2013

By:

Cl .
Catherine Chae

EXHIBIT 1

United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of

Consumer Protection
Privacy and Identity Protection

Division of
¡

September 30,2013

VI FEDERAL EXPRESS
Tiversa Holding Corporation
606 Liberty Avenue
Pittsburgh, PA 15222
Re: In the Matter of LabMD. Inc., FTC Docket No. 9357

To Whom it May Concern:

The Commission recently intiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
Commssion's Rules of
on a form provided by the Secretary (of
the Commission), requirig a person to appear and give
testimony at the tag of a deposition to a pary requesting such subpoena. . . ." 16 C.F.R. §

3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena to Tiversa
Holding Company, which is enclosed. Please note that the date set forth in the enclosed
documents for the time of your deposition is simply a placeholder; we look forward to working
with you and LabMD's counsel to find a mutualy convenient date for your deposition.
The Commission's Riles of

Practice also provide that "(c)ounsel for a par may sign and

the Commssion), commanding a
person to produce and permt inspection and copying of designated books, documents, or
tangible things. . .." 16 C.F.R. § 3.34(b). Accordingly, Complait Counsel has also issued a
subpoena duces tecum for certain of
Tiversa's documents. The subpoena schedule and exhibits
are enclosed.
issue a subpoena, on a form provided by the Secreta (of

On August 29,2013, the Federal Trade Commssion, Offce of Admstrative Law
Judges issued a Protective Order Governng Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confdential inormation produced in
discovery in the case. A copy ofthe Protective Order signed by Chief Administrative Law Judge

D. Michael Chappell is enclosed as an exhbit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
the

notice "CONFIDENTIAL - FTC Docket No. 9357," in accordace with paragraph 6 of

Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the CD.

I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.
i

Sincerely,

Laura Riposo Vanruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

Eric Kline (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Tiversa Holding Corp.

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

606 Libert Avenue
Pittsburgh, PA 15222

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel
Tiversa Holding Corp.

606 Liberty Avenue

5. DATE AND TIME OF DEPOSITION

Pittsburgh, PA 15222

tJ ò-fW ú.. '2\ 3
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

SIGNATURE OF COUNSEL ISSUING SUBPOENA

SIGNED

~J-i6/1i
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by
an
affdavit of service of the document upon counsel

listed in Item 8, and upon all other parties prescribed

by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.

A copy of the Commission's Rules of Practice is available
online at bttj/b.tlJYlTCRulesofPractiGê. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly served: (check the method used
r in

person.

r by registered maN.

~ by leaving copy at principal offce or place of business, to wit:

., T~~~~".. ~\~.\~~ CN~'.'n'(

.' u. ot W\oQJ""~.':~

t~~~*\PA 1S:1.~1.

__..Vi.if4~ t4de\\~ No 10/./. '1
on the person named herein on:

~~\,l
~,~
....~..
....._-_._- --- .. ..
(Month. day. and year)

L()o. ~ f~ \l~bN.J..'r
(Name of person making service)

Gt 1\ tJ~\ A ~ At \j
(Ofcial tile) r

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRAE COMMISSION

)

In the Matter of

)
)
)
)

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)

)

COMPLAINT COUNSEL'S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO TIVERSA HOLDING CORPORATION
the Federal Trade

PLEASE TAKE NOTICE, pursuant to Rules 3.33(a) and (c)(1) of

Practice, 16 C.F.R. §§ 3.33(a) and (c)(l), that Complaint Counsel wil
Tiversa Holding Corporation ('Tiversa") or its designee(s), who shall
testify on Tiversa's behalf about matters known or reasonably available to Tiversa.
Commission's Rules of

take the deposition of

DEFINITIONS

i. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communcations, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

2. "Company" shall mean Tiversa Holding Corporation ("Tiversa"), its wholly or partially
owned subsidiaries, unincorporated divisions, joint ventues, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of

the foregoing.

3. The term "Containing" means containing, describing, or interpreting in whole or in par.
4. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

5. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

6. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, and employees.
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7. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

8. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governmental entity, or other legal entity.

9. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of

birth; (e) Social Security number; (f) medical record number; (g) ban

routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
1 O. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, sumarizing, reflecting, explaining, describing,
analyzing, identifyng, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.
11. "Subpoena" means the Subpoena to Tiversa Holding Coporation, including this Notice,
and including the Definitions, Instructions, and Specifications.
12. "You" or "Your" means Tiversa Holding Corporation, or the "Company."
13. "1,718 File" means the 1,718 page fie the Company found on a peer-to-peer network in

2008 and identified as having been created and stored on a LabMD computer
14. The use of

the singular includes the plural, and the plural includes the singular.

15. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

DEPOSITION TOPICS
Tiversa is advised that it must designate one or more offcer, director, managing agent, or
other Person who consents to testify on its behalf, and may set forth, for each Person designated,
the matters on which he or she wil testify. The Persons so designated shall testify as to matters
known or reasonably available to Tiversa relating to the following topics:
1. The authenticity and admissibility under the provisions of
Commission's Ru1es of

Rule 3.43 of

Practice, 16 C.F.R. § 3.43, of

2. The means by which Tiversa identified, accessed, and obtained a copy of
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the Federal Trade

the 1,718 File.

the 1,718 File.

3. The time, date, Internet Protocol address, and network from which Tiversa downloaded

this knowledge.

the 1,718 File, including Tiversa's bases for

4. Whether the 1,718 File has been shared on peer-to-peer networks between June 2007 and
the present, including the time, date, Internet Protocol address, and networks on which it
was shared, including Tiversa's bases for this knowledge.

5. Whether LabMD fies other than the 1,718 File that were available on peer-to-peer
networks since January 2005, including Tiversa's bases for this knowledge.
6. Inonnation on which the following statement, published by Trib Total Media on March

23,2013 and written by Andrew Conte, was based: "Tiversa's searches of open fiesharg accounts found...(mJedical information on nearly 9,000 patients, including

names, Social Security numbers, insurance numbers and home addresses," as wrtten in
the aricle "Unintentional File-sharg a Boon for Hackers."

7. Tiversa's Communcations with LabMD, including proposed contracts for services.
peer-

8. The operation of

9. The risk of

to-peer file sharng applications, including Limewie.

inadvertent file sharng using peer-to-peer applications, including Limewire.

September 30,2013

By:

:e~

AlainŠheer
Laura Riposo Vanruff
Cox
Margaret Lassack

Megan

RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvana, Ave, NW
Room NJ-81 00
Washingtn, DC 20580
Telephone: (202) 326-2999 (Vanruft
Facsimle: (202) 326-3062

Electronic mail: Ivandruff@gmail.com
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CERTIFICATE OF SERVICE

of

This is to certify that on September 30, 2013, I served via electronic mail delivery a copy
the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
michael. pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW

Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

September 30, 2013

By:

~

Laura Riposo VanDruff
Federal Trade Commission
Bureau of Consumer Protection

-4-

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Tiversa Holding Corp.

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

606 Libert Avenue
Pittsburgh, PA 15222

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
listed in Item 9, in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
the proceeding described in Item 6.

3, PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

Oc.toW '1.10\ i

Washington, D.C. 20001
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

9. COUNSEL AND PARTY ISSUING SUBPOENA

8. ADMINISTRATIVE LAW JUDGE

Federal Trade Commission

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Washington, D.C. 20580

(202) 326-2999

Chief Judge D. Michael Chappell

SIGNATURE OF COUNSEL ISSUING SUBPOENA

DATE SIGNED

e¡/1bl13

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
servce or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 70.E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

mileage be paid by the part that requested your appearance.
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
listed in Item 9,
prior approval from counsel
You should present your claim to counsel

A copy of the Commission's Rules of Practice is available
online at http://b1Uy/FTCRulesofPractiæ. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly served: (check the method used)
r in

person.

r by registered mail.

ar by leaving copy at principal offce or place of business, to wit:

......1N~ \;, \~l~ ~rc. +i~
, &Ou. U\-o/~ ~\J~
. P,\\~bi. l P¡iI~J.~1\);0. ~ (:v: ~ d.\\~ () io( \h~
on the person named herein on:

....Oc.
. . 'o.v
... .\ 1\ 0. \ 3

(Month, day, and year)

lo~ ~',~~c.VOMb~~ ,.
(Name ot person making serice)

~if~'o~t~rl1~

UNITED STATES OF AMERICA

BEFORE THE FEDERA TRAE COMMISSION

)
)
)
)
)

In the Matter of

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
TIVERSA HOLDING CORPORATION
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued September 30,
Practice § 3.34(b), Complaint Counsel requests that the
following matenal be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS
1. "All documents". means each document, as defined below, that can be located,

discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The tenn "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean Tiversa Holding Corporation ("Tiversa"), its wholly or parially
owned subsidiaries, unincorporated divisions, joint ventues, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

4. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
-1-

5. The term "Containing" means containing, describing, or interpreting in whole or in par.
6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, fimed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, char, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar,
journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata or otherwse), regardless of

origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
7. The term "Documents Suffcient to Show" means both documents that are necessary

and documents that are suffcient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of
the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessar to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.
9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

10. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, and employees.

11. "Or" as well as "and" shall be constred both conjunctively and disjunctively, as
necessar, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

12. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.
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13. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
14. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

15. "Subpoena" means the Subpoena to Tiversa Holding Coporation, including this

Schedule and Exhbits, and including the Definitions, Instructions, and Specifications.
16. "You" or "Your" means Tiversa Holding Corporation, or the "Company."
17. "1,718 File" means the 1,718 page file the Company found on a peer-to-peer network in

2008 and identified as having been created and stored on a LabMD computer
18. The use of

the singular includes the plural, and the plural includes the singular.

19. The use of a verb in any tense shall be constred as the use of the verb in all other tenses.
INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2008 to present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash ths subpoena must be fied within ten days of service thereof.
3. Protective Order: On August 29,2013, the Cour entered a Protective Order governing

the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.
discovery material in this matter. A copy of

4. Document Identifcation: Documents that may be responsive to more than one

specification of this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. Documents should be produced in the order in which

they appear in your fies or as electronically stored and without being manipulated or
otherwise rearanged; if documents are removed from their original folders, binders,

covers, containers, or electronic source in order to be produced, then the documents shall
be identified in a maner so as to clearly specify the folder, binder, cover, container, or
-3-

electronic media or file paths from which such documents came. In addition, number by
page (or fie, for those documents produced in native electronic format) all documents in
your submission, preferably with a unique Bates identifier, and indicate the total number
of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
receipt of
this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if
they are tre, correct, and complete copies of
the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of
the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided fuher that you shall retain the
original documents and produce them to Commission staff upon request. Copies of

materials shall be produced in color if necessar to interpret them or render them
intellgible.

Sensitive Personally Identifable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health

6.

information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information durng
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more ofthe following: date of
birth,
Social Security number, driver's license number or other state identification number, or a
foreign countr equivalent, passport number, financial account number, credit card

.1
~

number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of
health care to an
individuaL.
7. Scope of Search: These requests relate to documents that are in your possession or under

your actual or constrctive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for

8. Claims of

production of

Privilege: Pursuant to the Federal Trade Commission's Rule of

materials, a schedule that describes the nature of

the documents,

communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
(if the witheld material is a document) and the full fie name (if the withheld material is
-4-

in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiiations of all recipients
the material; (i) the names, titles, business addresses, email addresses or other
of
electronic contact information, and relevant affiliations of all persons copied on the

material; CD the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation oflaw. If only par of
a responsive document is privileged, all non-privileged portions of

the document must be

produced.

Regularly Conducted Activity: Attached as Exhibit B is a
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

9. Certfication of Records of
Certification of

Records of

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is Februar 12,2014.

11. Document Retention: The Company shall retain all documentar materials used in the
responses to the specifications of
this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of
whether the Company believes such documents are protected
preparation of

from discovery by privilege or otherwse.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media tyes will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.
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(1) Electronically Stored Information: Documents created, utilized, or maintained
business should be delivered to the

in electronic format in the ordinary course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algoriths intact. All database productions (including structured data

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, fuctions, queues,

triggers, tyes, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;
(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color lPEG images (where color is necessar to

interpret the contents); and

(c) Each electronic file should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of
business should be submitted in an electronic format when at all possible.
These documents should be tre, correct, and complete copies of the original
documents as converted to TIFF (or color lPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load fie and should correspond to that of the original

document; and

( c) Documents shall be produced in color where necessary to interpret them
or render them intelligible.
(3) For each document electronically submitted to the FTC, you should include the

following metadata fields in a standard ASCII delimited Concordance OAT fie:
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(a) For electronic mail: begin Bates or unique document identification

number ("DoclD"), end Bates or DoclD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
the
complete attachment identification, including the Bates or DoclD of
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native file;
(b) For email attachments: begin Bates or DoclD, end Bates or DoclD,

parent email ID (Bates or DoclD), page count, custodian, source
location/fie path, fie name, fie extension, fie size, author, date and time

created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;
(c) For loose electronic documents (as retrieved directly from network fie

stores, hard drives, etc.): begin Bates or DoclD, end Bates or DoclD, page
count, custodian, source media, file path, filename, fie extension, fie size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and lin to native file; and
(d) For imaged hard-copy documents: begin Bates or DoclD, end Bates or

DoclD, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.
(4) If

you intend to utilize any de-duplication or email threading softare or services

when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
softare, you must contact the Commission counsel named above to determne

whether and in what manner you may use such software or services when
producing materials in response to ths Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encrytion removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in
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advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production

letter, which includes:

transmittal

the number of
records and all underlying
images, emails, and associated attchments, native files, and databases in
the production; and

(a) A summar of

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable fonn (provided that the Commission
counsel named above determines prior to submission that the machinereadable fonn would be in a format that allows the agency to use the
computer fies). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of
the Company's document retention policy but you have reason to
believe have been in existence, state thè circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of
the content of
such documents.

14. Incomplete Records: Ifthe Company is unable to answer any question fully, supply
such infonnation as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. If books and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." ifthere is no reasonable way for the Company to make an estimate, provide an
explanation.
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15. Questions: Any questions you have relating to the scope or meaning of anything in this

request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. All Communications between the Company and LabMD.

2. All proposed contracts for services the Company provided to LabMD.
3. All Communications between the Company and Michael Daugherty or John Boyle.

4. All Documents related to LabMD.
5. The 1,718 File.

6. Documents Sufficient to Show the time, date, Internet Protocol address, and network
from which the Company obtained the 1,718 File.
7. Documents Sufficient to Show how many times the 1,718 File has been shared on peerto-peer networks between June 2007 and the present, including the time, date, Internet
Protocol address, and networks on which it was shared.

8. Document Suffcient to show LabMD files other than the 1,718 File that were available
on peer-to-peer networks since Januar 2005.

9. Documents Sufficient to Show the source for the statement: "Tiversa's searches of open
file-sharng accounts found...
(mJedical information on nearly 9,000 patients, including
names, Social Security numbers, insurance numbers and home addresses," as wrtten in
the aricle "Unintentional File-sharing a Boon for Hackers," published by Trib Total

Media on March 23, 2013, and written by Andrew Conte.

September 30,2013

By:

Alain Sheer

Laura Riposo Vanruff
Cox
Margaret Lassack
RyanMehm
Megan

Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania, Ave, NW
Room NJ -8100
Washington, DC 20580

Telephone: (202) 326-2999 (Vanruff
Facsimile: (202) 326-3062
Electronic mail: Ivandruff@gmail.com
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CERTIFICATE OF SERVICE
This is to certify that on September 30,2013, I served via electronic mail delivery a copy
of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & ShoW, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

By:

September 30, 2013

Laura Riposo Vanruff
Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRA TIV LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)

)
)
)
)

DOCKET NO. 9357

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rcle 3.31 (d) states: "In order to protect the partes and thrd paries

against improper use and disclosure of confidential infonnaton, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rile 3.31

(d), the protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:Dm cbpAdI
D. Michael Chappdl
Chief Administrative Law Judge

Date: August 29,2013

ATTACHMENT A
For the purose of

I

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

:!

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govem the handling of all Discovery
Material, as hereafer defined.

1. As used in tms Order, "confidential material" shall refer to any document or portion
thereof

that contais privileged, competitively sensitive inormation, or sensitive personal

information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health infonnation identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or portion thereof submitted by a respondent or a third par during a

this proceeding that is

Federal Trade Commission investigation or during the course of

entitled to confidentiality under tlie Federal Trade Commission Act, or any reguation,
interpretation, or precedent concerning documents in the possession of
the Commission,

as well as any information taken from any portion of sucl1 document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the purposes of
ths Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third parties, shall provide to each third
this Order so as to infonn each such third pary of
his, her, or its rights
herein.
part a copy of

5. A designation of confdentiality shall constitute a representation in good faith and after
careful determnation that the material is not reasonably believed to be aleady in the

public domain and that counsel believes the material so designated constitutes
ths Order.

confdential material as defined in Pargraph i of
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
porton or portions of the document considered to be confdential materiaL. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
their law
record for any respondent, their associated attorneys and other employees of
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
this proceeding including consultats,

outside counsel in the preparation or hearing of

provided they are not affliated in any way with a respondent and have signed an
ageement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7
Order shall be only for the purposes of

the preparation and hearng of

of
this
this proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided. however, tht the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
Practice;
such material, use or disclose confidential material as provided by its Rules of
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar ofthe Commission, the Secretar

shall be so inormed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of
the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the protection for any
the paper that does not revea confidential materiaL. Furher, if
such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10, If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a third par, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or transcript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the pary shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of the public record. Where in camera tratment is granted, a duplicate copy of

such document or trscript with the confdential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confdential material submitted by
another pary or thrd par, the recipient of
the discovery request shall promptly notify
an order of
the submitter of
receipt of such request. Unless a shorter time is mandated by
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy ofthis Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
constred as requiring the recipient of
the discovery request or anyone else covered by

this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not'

oppose the submitter's efforts to challenge the disclosure of confidential material. In
the Commission's
Rule 4.1 1
(e) of
Rules of Practice, 16 CFR 4. i 1 (e), to discovery requests in another proceeding that are

addition, nothing herein shall limit the applicabilty of

directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of tls action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confdential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential inormation. At the conclusion oftlus proceeding, including the exhaustion
of judicial review, the paries shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retur documents
Practice, 16 CFR 4.12.
sha be governed by the provisions of
the Rules of
Rule 4.12 of
13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without wrtten permission of the
submitter or fuher order of the Commission, continue to be binding after the conclusion

of this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1.

I,

the facts set forth below

, have personal knowledge of

and am competent to testify as follows:

the records produced by Tiversa Holding

2. I have authority to certify the authenticity of

Corporation and attached hereto.
3. The documents produced and attached hereto by Tiversa Holding Corporation are

originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set forth by, or

from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of

the regularly conducted activity of

Tiversa Holding

Corp; and

c) Were made by the regularly conducted activity as a regular practice ofTiversa
Holding Corporation.

I certify under penalty of perjury that the foregoing is true and correct.
Executed on

,2013.

Signature

Exhibit C

BCP PRODUCTION
GUIDE

As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
cm or subpoena. Please contact the Commission counsel identified in CID or subpoena

to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certain types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@Concordance@2008 v 10.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
fie in the production, and
· a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BÇp wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.
c. Extracted Text IOCR

Submit text:

· as document-level text fies,
. named for the beginning Bates number, and

· organized into a folder separate from images.
BCP cannot accept Unicode textfiles and

received.

wil request replacementfiles if

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
IDs), use a consistent number of
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
. ABCFTCOOOOOOI
Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escnption

Field Separator

S
b 01
WID
0

Quote Character

P

Multi Entry delimiter
.:Retum;; Value in data

@

-

ASCII Character

20
254
174
126

g. Image Files
BCP Only accepts image files that are:
· 300 DPI
. single-page Group iv TIFF fies

· or color JPEG image fies where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info /
Metadata
Beginning Bates number
Ending Bates number

Page Count
Custodian

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number ofpage~ in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint files in native
format with extracted text and metadata.
· Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Meta

data

Beginning Bates number
Ending Bates number

Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records

The beginning bates number(s) of
attachments delimited bv comma
Location of email in personal
folderslDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other messal!e svstems

(attachments)

Location or "Path"

MessageID

the email

CUSTODIAN

RECIPIENT

A TT ACHMNTID

FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number
Ending Bates number

Page Count
Custodian

Parent Record
Creation Date

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
The name of
the onginal custodian of
the file
Beginning bates number of parent
email
The date attchment was saved at the
location on the electronic media for

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

PARENTID
CREATEDATE

the first time

The time the attachment was saved at
Creation Time

the location on the electronic media

CREATETIME

for the first time
Modified Date

The date/time the attachment was last
changed, and then saved

MODDATE

Modified Time

The time the attachment was last
changed, and then saved

MODTIME

Last Accessed Date

opened, scaned, or even "touched"

The time the attchment was last

LASTACCDATE

by a user or softare activity
Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the file takes up
on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

Size

The name of

FileName

FILESIZE

the attachment including

FILENAME
in which the file was created
Relative path of submitted native files
NATIVELIN
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MDS (Message Digest) hash for the
HASH
the extension denoting the application

Native link

Hash

original native fie if available

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Me tada ta

an

t fi

d0ther. infì orma tion reqUlremcn ts fìor na ive 1 es

Document Info /
Metadata

Beidnnini. Bates number
Ending Bates number

Description
The be¡!Ìnnini. bates number for the document

Page Count

The endin.g bates number for the document
The total number of pai.es in the document

Custodian

The name of

Creation Date
Creation Time

Modified Date
Modified Time

Last Accessed Date

the original custodian of

the fie

The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time
The date/time the attachment was last changed,
and then saved

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

Concordance
Field Name
BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE
CREATE

TIME

MODDATE

MODTIME
LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the fie takes up on the
electronic media. Usually recorded in kilobytes

LASTACCTIME
FILESIZE
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The name of the fie including the extension

FileName

denoting the application in which the fie was
created

FILENAME

Native link

Relative path of submitted native files

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions

under

IO gigabytes:

o CD-R CD-ROM optical disks formatted to iso 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
. For Productions over i 0 gigabytes

o IDE, EIDE and SATA hard disk drives, fonnatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittl Letter

For any format, accompany the submission with a letter that includes all of the
following:
. volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or fies,
· list of

fields in the order in which they are listed in the data files,

· date and time format, and
· confirmation that the number of

fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
21 st Century Oncology, LLC
d/b/a UroSurg Associates
2270 Colonial Blvd
Fort Myers, FL 33907
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

To Whom It May Concern:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c )ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony
at the taking of a deposition to a party requesting such subpoena. . . ." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
The Commission's Rwes of
Practice also provide that "(c)ounsel for a party may sign and
issue a subpoena, on a form provided by the Secretary (of the Commission), commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. . .." 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of21 st Century Oncology, LLC's documents. The subpoena and its schedule
and exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy ofthe Protective Order signed by Chief Administrative Law Judge

D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.

Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of
the
Protective Order. If
you produce confidential documents in electronic format, such as on a CD

or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the
CD.
I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.

i
, I

Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA. AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2, FROM

21st Century Oncology, LLC

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

d/b/a UroSurg Associates

2270 Colonial Blvd

Fort Myers, FL 33907

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.
3, PLACE OF DEPOSITON

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other designated counsel

21st Century Oncology, LLC
d/b/a UroSurg Associates

5. DATE AND TIME OF DEPOSITION

2270 Colonial Blvd

Fort Myers, FL 33907

December 2,2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Federal Trade Commission

Washington, D.C. 20580
DATE SIGNED

AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE

TRAVEL EXPENSES

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

The Commission's Rules of Practice require that fees and

legal service and may subject you to a penalty

appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),

mileage be paid by the party that requested your

listed in Item 8.

and in particular must be fied within the earlier of 10

A copy of the Commission's Rules of Practice Îs available

days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

online at http://bit.y/FTCRulesofPracIÎ. Paper copies are

Secretary of

the Commission, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed

by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

available upon request.

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (ch th method use
(' in person.

(' by registered mail.

~ by leaving copy at principal offce or place of business, to wit:

1.1 * C~ry OriC.(~1 i.l.(.
&/l/g. Oro Su,t' A~(. ~c.kt
21. 70 001e)Y1 to.l l,l V'd
~t MyO$ i fL 33 qo'7 0/ fU1 l;~m-"" tll¡,2'l:lCIJ.l ~W;7l¡'¡" Jd'&I?~"wI
on fhe person named herein on: It ~"'~ hl fU6. 4JI (t.) (j.)

October 25, 2013
(Monh, day, an year)

Matthew Smith
(Name of perso making servce)

Paralegal
(Ofcial tie)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRAE COMMISSION

)
)
)
)
)

In the Matter of

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)

)

COMPLAINT COUNSEL'S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO
21st CENTURY ONCOLOGY, LLC, D/B/A UROSURG ASSOCIATES
the Federal Trade

PLEASE TAK NOTICE, pursuant to Rules 3.33(a) and (c)(l) of

Practice, 16 C.F.R. §§ 3.33(a) and (c)(1), that Complaint Counsel will
take the deposition of21 st Century Oncology, LLC, d//a! UroSurg Associates ("UroSurg") or its
designee(s), who shall testify on UroSurg's behalf about matters known or reasonably available
to UroSurg.
Commission's Rules of

DEFINITIONS
1. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

2. The term "Containing" means containing, describing, or interpreting in whole or in par.
3. The terms "each," "any," and "aU" shall be construed to have the broadest meaning

whenever necessar to bring within the scope of any document request all documents that
might otherwse be construed to be outside its scope.

4. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwse be construed to be within the scope of
any document request.

5. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees, and agents.
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6. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

7. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

8. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birt; (e) Social Security number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
9. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, sumarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

10. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.

11. "You" or "Your" means 21 st Centur Oncology, LLC, d//a! UroSurg Associates or
"UroSurg."
12. The use of

the singular includes the plural, and the plural includes the singular.

the verb in all other tenses.

13. The use of a verb in any tense shall be construed as the use of

DEPOSITION TOPICS
21 st Century Oncology, LLC, d/b/a! UroSurg Associates ("UroSurg") is advised that it
must designate one or more offcer, director, managing agent, or other Person who consents to
testify on its behalf, and may set forth, for each Person designated, the matters on which he or
she wil testify. The Persons so designated shall testify as to matters known or reasonably
available to UroSurg relating to the following topics:
1. The authenticity and admissibilty under the provisions of Rule 3.43 of the Federal Trade
Commission's Rules of
Practice, 16 C.F.R. § 3.43, of documents produced in response to
the Federal Trade Commission's separate subpoena duces tecum to UroSurg.

2. UroSurg's relationship with LabMD.

3. The installation, operation, management, use, and support of computer hardware and
software provided to UroSurg by LabMD.
-2-

4. The tyes and volumes of personal information transmitted between UroSurg and

LabMD.
5. The means by which personal information, including patient information and lab results,

are transmitted between UroSurg and LabMD.

6. UroSurg's Communications with LabMD, including contracts between UroSurg and
LabMD and any guidance LabMD provided to UroSurg related to UroSurg's use of
hardware and software provided to UroSurg by LabMD.

7. Any Security Incidents at LabMD.

October 24, 2013

By:

Alain Sheer

Laura Riposo Vanruf
Cox
Margaret Lassack

Megan

RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, DC 20580
Telephone: (202) 326-2999 (Vanruff)

Facsimile: (202) 326-3062
Electronic mail: lvandiuff@ftc.gov
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CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Reguatory COUIsel

Cause of Action

Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org
1919 Pennsylvana

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

BY:~
Federal Trade Commssion
Bureau of Consumer Protection

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

21st Century Oncology, LLC

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

d/b/a UroSurg Associates

2270 Colonial Blvd.

Fort Myers, FL 33907

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding descnbed in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November21,2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001
(202) 326-2282

Federal Trade Commission

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

A,IJ g. _ ./ ~/

October 24, 2013

.. ,1 ~. ~ ?-

GENERAL INSTRUCTIONS

APPEARANCE
The deliveiy of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

TRAVEL EXPENSES
The Commission's Rules of Practce require that fees and
mileage be paid by the part that requested your appearance.

legal service and may subject you to a penalty

You should present your claim to counsel

imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with

Commission Rule 3.34(c), 16 C.F,R § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be fied before the
Administrative Law Judge and with the Secretaiy of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 7O-E (rev. 1/97)

listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it

would require excessive travel for you to appear, you must get
prior approval from counsel

listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at htto://bitiy/FTGBules.çfpractice. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly seNed: (ch the methd usd)
r in

person.

r by registered mail.

(è by lert¡~CO~;;iP~~:etr¡~e¡iu¿ness, to wit:

~~;grii,tri!i~-b¡ GJf t.~~-ïJ:3ifL2:?JjS~~tl
l".t,./-1'
on the person named J-/.","l
herln /on:
t( 'Ic..-;"
(~) rof
(~)
October
25, 2013
.. -- - --- - "-

......- ---

(MonUi. day. and year)

Matthew Smith
...,._-

'. -- .... .._._.'--

(Name of person makng serce)

Paralegal

. _ __ _ _ _ ___._. _."'_ ""'_~,","'__w_ .._.".. _~ ~.. .'__ .___ ._..
(Ofciallie)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

)
)

LabMD, Inc.,
a corporation

)

)

DOCKET NO. 9357

)

)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
21st CENTURY ONCOLOGY, LLC, D/B/A UROSURG ASSOCIATES
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
2013, under Commission Rule of

N. W., Washington, DC 20001.

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
tranfer, or dissemination ofinformation, regardless of
the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
4. The term "Containing" means containing, describing, or interpreting in whole or in par.

5. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
-1-

location, of any Written, typed, printed, transcribed, fimed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwrtten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar, joural, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drives,
cell phones, Blackberr, PDA, or other storage media, and such technical assistance or
instrctions as will enable conversion of such ESI into a reasonably usable form.

6. The terms "each," "any," and "all" shall be constred to have the broadest meaning

whenever necessar to bring within the scope of any document request all documents that
might otherwse be constred to be outside its scope.

7. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwse be construed to be within the scope of
any document request.

8. "LabMD" means LabMD, Inc., the named defendant in the above~captioned matter, and
its directors, officers, employees and agents.
9. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that
otherwise might be constred to be outside the scope.

10. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

11. "Personal Information" means individually identifiable infonnation from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birt; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; OJ
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
12. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,
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analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.

13. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of personal information maintained by or for LabMD.
14. "Subpoena" means the Subpoena to 21 st Century Oncology, LLC, d//a UroSurg
Associates, including this Schedule and Exhibits, and including the Definitions,
Instrctions, and Specifications.

15. "You" or "Your" means 21 st Centur Oncology, LLC, d//a UroSurg Associates.

16. The use of

the singular includes the plural, and the plural includes the singular.

17. The use of a verb in any tense shall be constred as the use ofthe verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2005 to present.

Practice § 3.34(c), any
motion to limit or quash this subpoena must be fied within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29,2013, the Cour entered a Protective Order governng
discovery material in this matter. A copy of
the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of
this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
document is responsive. If any documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
-3-

receipt of this Subpoena. Furher, copies of onginals may be submitted in lieu of
onginals only if
they are tre, correct, and complete copies of
the onginal documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of

the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or cour of law; and provided fuher that you shall retain the
original documents and produce them to Commission staffupon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. . Sensitive Personally Identifiable Information: If any matenal called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Secunty number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Securty number, dnver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of health care to an
individual, or the past, present, or future payment for the provision of
health care to an
individuaL.

7. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Practice
any documents are withheld from production based on a
claim of
privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communcations, or tangible things not produced or disclosed in a maner that wil
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the fiùl title
the withheld material is a document) and the ful file name (if
the withheld material is
(if
in electronic form); (c) a description of
the material witheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
. was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to,which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients

8. Claims of

Privilege: Pursuant to the Federal Trade Commission's Rule of

3.38A, 16 C.F.R. § 3.38A, if

-4-

the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for
of

example, that it was prepared by an attorney rendering legal advice to a client in a

confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of

the document must be

produced.
9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of
Records of
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

10. Continuing Nature of

11. Document Retention: You shall retain all documentar materials used in the preparation
of responses to the specifications of this Subpoena. We may require the submission of
additional documents at a later time. Accordingly, you should suspend any routine
procedures for document destrction and take other measures to prevent the destrction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The PTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.

(1) Electronically Stored Information: Documents created, utilized, or maintained
business should be delivered to the

in electronic format in the ordinary course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extracted text and metadata.

Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including strctured data
-5-

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be tre, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load fie and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:
(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;
(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source
-6-

location/file path, fie name, file extension, fie size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;

(c) For loose electronic documents (as retrieved directly from network fie

stores, hard drives, etc.): begin Bates or DocID, end Bates or DodD, page
count, custodian, source media, fie path, fiename, file extension, fie size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DocID, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.
(4) If

you intend to utilze any de-duplication or email theading software or services
when collecting or reviewing information that is stored in your computer systems
your computer systems contain or utilize such
or electronic storage media, or if
softare, you must contact the Commission counsel named above to determine

whether and in what maner you may use such software or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of

viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
( e) Please mark the exterior of all packages containing

electronic media sent

through the u.s. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production
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tranmittal letter, which includes:

records and all underlying
the number of
images, emails, and associated attachments, native files, and databases in
the production; and

(a) A sumar of

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commssion
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
business or the
specification no longer exist for reasons other than the ordinar course of
implementation of a document retention policy but you have reason to believe have been
in existence, state the circumstances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
responsive, and identify Persons having knowledge of the content of such documents.

you are unable to answer any question fully, supply such
information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. If books and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of
there is no
such estimates. Estimated data should be followed by the notation "est." If
reasonable way for you to make an estimate, provide an explanation.

14. Incomplete Records: If

15. Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at.(202) 326-2282. Documents responsive

Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered

to the request shall be addressed to the attention of

between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. All contracts between you and LabMD.
2. All documents related to how patient information and lab results are transmitted between
you and LabMD.
3. All communications between you and LabMD regarding any security incident.

October 24,2013

By: ~G?
Alain ee~

Laura Riposo VanDruff
Cox
Margaret Lassack
RyanMehm
Megan

Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counel
Cause of Action
1919 Pennsylvana
Avenue, NW, Suite 650
Washigton, D.C 20006

michaeLpepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

~

Mattew Smith

Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNNG DISCOVERY MATERI
Commission Ru1e 3.3 I (d) states: "In order to protect the paries and third paries
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.3 I (d). Pursuant to Commission Ru1e 3 .31 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:Dty ßh~

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
thereof

identification number, passport number, date of

birt (other than year), and any sensitive

health information identifiable by individua, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a

Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of such document, shall be trated as
confdential material for purposes of

this Order. The identity ofa third par submittng

such confidential material shall also be treated as confidential material for the puroses of

this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwse obtaied.

4. The paries, in conducting discovery from third paries, shall provide to each third
this Order so as to inform each such thd par of
his, her, or its rights
herein.
pary a copy of

5. A designation of confidentiality shall constitute a representation in good faith and after
carefu determination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designted constitutes
confdential material as defined in Pargraph 1 of this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confidential materiaL. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 935T' or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retaied by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counel of
record for any respondent, their associated attorneys and other employees of
their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of

confidential material to any person described in Paragraph 7 of

this

the preparation and hearng of
this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Order shall be only for the puroses of

Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
the Federal Trade Commission Act; or any other legal obligation
sections 6(1) and 21 of
imposed upon the Commission.

9. In the event tht any confidential material is contained in any pleading, motion, exhibit
the Commission, the Secretar

or other paper fied or to be fied with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third part, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the fiing pary shan fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if
the protection for any
such material expires, a pary may fie on the public record a duplicate copy which also
contans the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid part, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or transcript be granted in camera treatment. If
that par v..ishes in camera treatment for the document or transcript, the pary shall fie

an appropriate motion with the Administrative Law Judge wÍthin 5 days after it receives
such notice. Except where such an order is grated all documents and trscripts shall

the public record. Where in camera treatment is granted, a duplicate copy of
such document or trscript with the confdential material deleted therefrom may be
placed on the public record.
be par of

i 1. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confdential material submitted by
another pary or third par, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
èover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
constred as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itselfto any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confdential material. In
addition, nothng herein shall
limit the applicabilty of
Rule 4.1 i (e) ofthe Commission's

Rules of Practice, 16 CFR 4. i i (e), to discovery requests in another proceeding that are

directed to the Comiission.
12. At the time that any consultant or other person retained to assist counsel in the
preparation of ths action concludes paricipation in the action, such person shall retu to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
ths proceeding, including the exhaustion

confidential information. At the conclusion of

ofjudicia1 review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retur documents
Practice, 16 CFR 4.12.
shall be governed by the provisions of
the Riles of
Rule 4.12 of
13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or furter order of the Commssion, continue to be binding after the conclusion
of
this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

I,

the facts set forth below

, have personal knowledge of

and am competent to testify as follows:
the records produced by 21 st Century

2. I have authority to certify the authenticity of

Oncology LLC and attached hereto.
3. The documents produced and attached hereto by 21 st Century Oncology LLC are originals

or true copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set forth by, or

from information transmitted by, a person with knowledge of

those matters;

b) Were kept in the course of the regularly conducted activity of 21 st Centur
Oncology LLC; and

c) Were made by the regularly conducted activity as a regular practice of 21 st
Century Oncology LLC.

I certify under penalty of perjury that the foregoing is true and correct.
Executed on

,2013.

Signature

Exhibit C

BCP PRODUCTION
GUIDE

As of 08/1812011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@2008 v 10.05. With the production, you
must submit:
· an Opticon image load file (OPT) containing a line for every image
fie in the production, and

· a Concordance delimited data load fie (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. Bep wil request replacement for any infected media,
which may affect the timing of

your compliance with Bep's request.

c. Extracted Text IOCR

Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text files and wil request replacement files if
received.

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessar. Do not use a space to separate the prefix from numbers.

IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
. ABC-FTCOOOOOOI
· ABCFTCOOOOOO 1

Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D eseription

S
)ymb0i

Field Separator
Quote Character

0
p

20
254

Multi Entry delimiter
~Retum:; Value in data

@

~

174
126

ASCII Ch arae

er

g. Image Files
BCP only accepts image fies that are:
· 300 DPI
· single-page Group IV TIFF fies

· or color JPEG image fies where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info /

Description

Metadata
Beginning Bates number
Ending Bates number

Page Count
Custodian

The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

email

Email: Submit TIFF images with extracted text of

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.
· Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of

document

pages in the

Concordance Field
Name
BEGBATES

ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received
The beginning bates number(s) of
attachments delimited by comma
Location of email in personal
folders/Deleted Items/Sent Items
MS Outlook Message ID or similar
number in other message systems

TIMERCVD

Child records
(attachments)

Location or "Path"
Message ID

the email

CUSTODIAN

RECIPIENT

ATTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count

Custodian

Concordance Field

Description

Name

The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
The name of
the original custodian of
the fie

Parent Record
Creation Date

Creation Time

Beginning bates number of

parent

email
The date attachment was saved at the
location on the electronic media for
the first time

The time the attachment was saved at
the location on the electronic media

BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN
PARENTID

CREATEDATE

CREATETIME

for the first time

Modified Date

The date/time the attachment was last
changed, and then saved

MODDATE

Modified Time

The time the attachment was last
changed, and then saved

MODTIME

Last Accessed Date

opened, scanned, or even "touched"

The time the attchment was last

LASTACCDATE

by a user or softare activity

The time the attchment was last

Last Accessed Time

opened, scanned, or even "touched"

LASTACCTlME

by a user or softare activity
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Size

The amount of space the file takes up
on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

FILE

FileName

The name of
the attachment including
the extension denoting the application
in which the file was created

FILENAME

SIZE

Relative path of submitted native fies

Native link

NATIVELlN
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
oril!inal native file if available

Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata an dother.mfiormation requirements
Document Info /
Metadata
Beginninl! Bates number
Ending Bates number
Pal!e Count
Custodian

Creation Date
Creation Time

or native fi
i es

fi

Concordance
Field Name

Description
The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name of

the orii!Ínal custodian of

the fie

The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time

Modiñed Date

The date/time the attachment was last changed,

Modified Time

The time the attachment was last changed, and
then saved
The time the attachment was last opened,

Last Accessed Date

and then saved

scanned, or even "touched" by a user or softare

BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN

CREATEDATE

CREATETIME
MODDATE

MODTI
LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time

scanned, or even "touched" by a user or softare

LASTACCTIME

activity

Size

The amount of space the fie taes up on the

electronic media. Usually recorded in kilobytes

FILE

SIZE
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The name of

the fie including the extension

FileName

denoting the application in which the file was
created

FILENAME

Native link

Relative path of submitted native files

NATIVELlN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production ~

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks fonnatted to iSO 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions over 10 gigabytes

o IDE, EIDE and SAT A hard disk drives, fonnatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any fonnat, accompany the submission with a letter that includes all of

following:

the

· volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or fies,
· list of fields in the order in which they are listed in the data fies,
. date and time fonnat, and
· confinnation that the number of

fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Allen Truett
2226 Heritage Trace Drive
Marietta, GA 30062
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Truett:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c )ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretar (of
the Commission), requiring a person to appear and give
testimony at the taking of a deposition to a party requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set fort in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

The Commission's Rules of

Practice also provide that "(c)ounse1 for a pary may sign and

issue a subpoena, on a form provided by the Secretar (of the Commission), commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. . .." 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of your documents. The subpoena and its schedule and exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
a Pròtective OrderGovernirtgDiscovety Mäferia,1
"Ptòtëctive Order") ¡titlie
(the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Judges issued

Any documents you produce to the Commission that are confidential must include the
the
you produce confidential documents in electronic format, such as on a CD
Protective Order. If
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on

notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragrph 6 of

the

CD.

your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.
I would be pleased to discuss the scheduling of

eel

Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Allen Truett

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

2226 Heritage Trace Drive
Marietta, GA 30062

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region
225 Peachtree Street, NE, Suite 1500
Atlanta, GA 30303

5, DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100

Chief Judge D. Michael Chappell

Washington, DC 2Q001

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580

SIGNATURE OF COUNSEL ISSUING SUBPOENA

DATE SIGNED

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

TRAVEL EXPENSES

The Commission's Rules of Practice require that any

The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply

listed in Item 8.

MOTION TO LIMIT OR QUASH

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available
online at http://bit.y/FTCRulesofPractice. Paper copies are
available upon request.

the Commission, accompanied by an
Secretary of
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed

by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (chec /he meod used
(' in person.

-P.reisætema by feJqn./ çXj~ 0t fJdowltl2.11-t owatJfl ¿/"l-e
¡V$iJVll ~ íbßPc.6n I'v k. ,,/. t.j (,; ~C2~
(' by leaving copy at principal offce or place of business, to wit:

A 11M ffCle#

2 ~ 1 (; I-ø-/f'( ~ i:~~

~iæff~. ~ J006l
on the person named herein on:

October 25, 2013
(Monh, day, and year)

Matthew Smith
(Name 0' person makng S9tC9)

Paralegal
(Ofcial tille)

CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennylvana Avenue, NW, Suite 650

Washin~on, D.C. 20006
michael.pepson@causeofaction.org
Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennylvana Avenue, NW
Suite 610
Washin~on, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

M¡k

attew Smith

Federal Trade Commssion
Bureau of Consumer Protection

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Allen Truett

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

2226 Heritage Trace Drive

Marietta, GA 30062

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21, 2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001
(202) 326-2282

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNATURE OF COUNSEL ISSUING SUBPOENA

SIGNED

k,/ · - Ci

October 24, 2013

GENERAL INêRUCTIONS
APPEARANCE

TRAVEL EXPENSES

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of

the

Commission, accompanied by an affdavit of service of
the document upon counsel

listed in Item 9, and upon all

other parties prescribed by the Rules of Practice.
FTC Form 70-E (rev. 1/97)

The Commission's Rules of Practice require that fees and

mileage be paid by the part that requested your appearance.
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
You should present your claim to counsel

prior approval from counsel

listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at http'llbiUy/FTCRulesoWractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

I
,

RETURN OF SERVICE
I hereby cert that a duplicate original of the within
subpoena was duly served: (ch the meod us)
(' in person.

-Grbyms~il.- /;y ~I.I C1(N Ðll delo/, 2. cI -: 0/$ lL ~(N17tJf Jl/~;,
. pw.s.UCrl- -I C~/~111 ÎOte ~ £l (~)(c.)

(' by leaVing copy at pnncipal offce or place of business, to wit:

Allen Truett
2226 Heritage Trace Dnve

Marietta, GA 30062
on the person named herein on:

October 25, 2013
(Monh, da. and year)

Matthew Smith
(Name 01 person mang selce)

Paralegal
(Ofcil UUe)

RETURN OF SERVICE
I hereby certify that a duplicate original of the wiin
subpoena was duly served: (chec the me/hod us
(' in person.

~byreeæby !i,,1 fxø- ~ 1J~¿.yi(loi$..l Glt'QAiMl iJ1t"r'tI?0l'svçnio
Cbp1/J(l~l1Ja rtJk t/ "ëla)(i)

(' by leaving copy at principal offce or place of business, to wit:

AltJot 6'lttlfCIP

'1/5 AvmOW 7#'"1 86ApH'Jm~J- I :iÐl

A.fMh., &.4 J03J,t-/
on the person named herein on:

October 25, 2013
(Month. day. and year)

Matthew Smith
(Name 01 pers makng servce)

Paralegal
(Ofclallitle)

CERTIFICATE OF SERVICE
Ths is to certfy that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
VVashi~on, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennylvana Avenue, NW
Suite 610
VVashington, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

~

Matthew Smi

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)

)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI
Commission Rule 3.31 (d) states: "In order to protect the paries and third paries

against improper use and disclosure of confidential infonnation, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DMC~

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of

protectig the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Govern
Confidential Material ("Protective Order") shall govem the handling of all Discovery
Material, as hereafter defined.
1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health infonnation identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
thereof

testimony, or electronically stored information in the possession of a pary or a third

its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of

2. Any document or portion thereof submitted by a respondent or a third par during a

Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commssion Act, or any regulation,
the Commission,

interpretation, or precedent concerning documents in the possession of

as well as any information taen from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third pary submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requiements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
pary a copy of
ths Order so as to inform each such third par of
his, her, or its rights
herein.
5. A designation of confidentiality shall constitute a representation in good faith and after
careful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designaed constitutes

this Order.

confdential material as defined in Paragrph 1 of

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof).
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
porton or portions ofthe document considered to be confidential material. Conñdential
information contained in electronic docinents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
mediin on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commssion and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
their law
record for any respondent, their associated attorneys and other employees of
firm( s). provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultants,
outside counsel in the preparation or hearing of
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragrph 7 of this
Order shall be only for the puroses of the preparation and hearng of this proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
Practice;
such material, use or disclose confidential material as provided by its Rules of
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaned in any pleading, motion, exhibit
or other paper filed or to be filed with the

Secretar of

the Commssion, the Secretar

shall be so informed by the Par filing such papers, and such papers shall be fùed in
camera. To the extent that such material was origially submitted by a thrd par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until fuer order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the filing pary shall fie on the public record a duplicate copy of
the protection for any
the paper that does not reveal confidential material. Furher, if
such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected material.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid par, they shall

provide advance notice to the other pary or third party for puroses of allowing that
par to seek an order that the document or trancript be granted in camera treatment. If

that par n,'Ìshes in camera treatment for the document or transcript, the party shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confdential material submitted by
another pary or thrd party, the recipient of the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of

a court, such notification shall be in writing and be received by the submitter at least 10
this Protective Order and a
business days before production, and shall include a copy of
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject Itselfto any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothing herein shall

limit the applicability of

Rule 4.1 I

(e) of

the Commission's

Practice, 16 CFR 4.1 l(e), to discovery requests in another proceeding that are
directed to the Commission.
Rules of

12. At the time that any consultant or other person retained to assist counsel in the
ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of
this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however. that the Commission's obligation to return documents
preparation of

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order of
the Commission, continue to be binding afer the conclusion
of
this proceeding.
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United States of America

FEDERAL TRAE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Privacy and Identity Protection

Division of

October 24,2013

VIA FEDERAL EXPRESS
Alison Simmons
415 Arour Drive, NE
Apt. 1201

Atlanta, GA 30324
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Ms. Simmons:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission), requiring a person to appear and give
Commission's Rules of

testimony at the tang of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §

3.34(a). Ths letter is to notify you that Complaint Coun,sel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time ofyoUl deposition is simply a placeholder; we look forward to working with
you and
LabMD's counsel to find
a mutually convenient date for your deposition.
On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)
Thomas D. Bever (vía emaí1)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
2. FROM

1. TO

Alison Simmons

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

415 Armour Drive, SE
Apartment 1201

Atlanta, GA 30324

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
in Item 6.
Item 5, and at the request of Counsel listed in Item 8, in the proceeding described
4, YOUR APPEARANCE WILL BE BEFORE

3. PLACE OF DEPOSITION

Laura Riposo VanDruff or other designated counsel
Federal Trade Commission

Southeast Region .

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room.8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24,2013
GENERAL INSTRUCTIONS

APPEARANCE

TRAVEL EXPENSES

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be fied
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by

an

affidavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.
A copy of the Commission's Rules of Practice is available
online at http://biUy/FTCRulesQfPractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly seNed: (check the metho used)
r in

person.

e-byrÕlgistma¡¡by /i,,/ bpø- M dcIvJ.v)t, 2fJls. .l (lY'q"iMl d/ir-:i ?w.suU?-l
(JfYP1fh,iO ('uk. t/ ¥ (a)

r by leaving copy at principal offce or place of business, to wit:

Alùcr Ó'I~h1l)/I~

tf /r Årm(X ~'"¡ sc
Âlb-Jy~t. I J. VI
AtlWJk.¡ &,4 303;. "i
on the person named herein on:

October 25,2013
(Month. day. and year)

Matthew Smith
(Name of person maldng service)

Paralegal
(Offcialtitle)

(i)

CERTIFICATE OF SERVICE
This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & ShoW, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counselfor Respondent LabMD, Inc.

October 24, 2013

By:

~+

Matthew SI

Federal Trade Commission

Bureau of Consumer Protection

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE

LAW JUGES

OF ADMINISTRATIVE

)

In the Matter of

)

LabMD, Inc.,
a corporation,
Respondent.

)

)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERI
Commission Rule3.31(d) states: "In order to protect the paries and third paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31

(d). Pursuant to Commission Rule 3.31

(d). the protective order

set fort in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

))mt~

D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013

ATTACHMENT A
For the purose of
protecting the interests of
the paries and third paries in the
above-captioned matter against improper use and disclosure of confidential infonnation
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive infonnation, or sensitive personal
inormation. "Sensitive personal inonnation" shal refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
thereof

'IDocument" shall refer to any discoverable wrtig, recording, transcript of oral
testimony, or electronically stored infonnation in the possession of a par or a third

its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of tlus proceeding.
par. "Commission" shaJl refer to the Federal Trade Commission ("FTC"), or any of

2. Any document or portion thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or dunng the course of

this proceeding

that is

entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession ofthe Commssion,
as well as any informtion taken from any portion ofsucl: document, shall be treated as
confdential material for purposes of this Order. The identity ora third par submitting
such confidential material shall also be treated as confidential material for the purposes of
ths Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with inormal discovery requests,
disclosure requirements, or discovery demands in tlus proceeding may designate
any
responsive document or porton thereof as confdential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third pares, shall provide to each third
pary a copy of

ths Order so as to infonn each such third pary oflus, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designed constitutes .
confdential matenal as defined in Pargraph i of this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibìlty thereof);
or if an entire folder or box of documents is confdential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice tht identifies this prceeding, together with an indication of
porton or portions of the document considered to be confdential material. Confidential
inonnation contaned in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notÎCe that identifies this proceeding, on the fac of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contan privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrtive Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
COmnission and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving tlùs matter; (0) outside counsel of
their law
record for any respondent, their associated attorneys and other employees of
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an

the protective order; and (e) any witness or deponent
agement to abide by the terms of
who may have authored or received the infonnation in question.
this
this proceeding, or
the preparation and hearng of
Order shall be only for the puroses of
any appeal therefrom, and for no other purpose whatsoever, provided; however, that the
Commission may, subject to taing appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
the Federal Trade Commission Act; or any other legal obligation
sections 6(t) and 21 of
imposed upon the Commission.
8. Disclosure of confidential material to any person described in Paragraph 7 of

9. In the event that any confidential material is contaed in any pleading, motion, exhibit
the Commission, the Secreta

or other paper filed or to be filed with the Secretar of

shall be so informed by the Par fiing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
the Administrative Law Judge, provided, however, that
treatment until fuher order of
such papers may be furnished to persons or entities-who-may-receive-confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the filing pary shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if the protection for any

such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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at the hearing any document or trancript

10. If counsel plans to introduce into evidence

containing confidential material produced by another pary or by a thid par,

they shall

provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or trancript be granted in camera treatment. If
that par wishes in camera treatment for the document or trascript, the part shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or trancript with the confdential material deleted therefrom may be
placed on the public record.

11. If any par receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
the discovery request shall promptly notify
thrd par, the recipient of
another pary or
such request. Unless a shorter time is mandated by an order of
the submitter of receipt of
a court, such notifcation shall be in wrting and be received by the submitter at least 10
copy of
this Protective Order and a
business days before production, and shall include a
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
the discovery request or anyone else covered by
constred as requiring the recipient of
this Order to challenge or appeal any order requiring production of confidential material,
to subject Itselfto any penalties for non-compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confdential material. In
addition, nothing herein shall limit the applicabilty of Rule 4.i 1 (e) of the Commission's
requests in another proceeding that are
Practice, 16 CFR 4.11(e), to discovery
Rules of
directed to the Commission.
12. At the time that any consultant or other person retained to assist counsel in the
preparation oftms action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
notes, memoranda or other papers containing
possession of such person, together with all
confdential information. At the conclusion ofthis proceeding, including the exhaustion
of

judicial review, the parties shall return documents obtained in this action to their

submitters, provided, however, that the Commission's obligation to retur documents
Practice, 16 CPR 4.12.
the Rwes of
Rule 4.12 of
shall be governed by the provisions of
13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written pennission of the

submitter or fuher order of the Commission, continue to be binding afer the conclusion
of

this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau ofConsumlT Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Automated PC Technologies, Inc.

c/o Allen Truett
2226 Heritage Trace Drive
Marietta, GA 30062
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Truett:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission' s Rules of Practice state that "( c )ounsel for a party may sign and issue a subpoena,
on a f011n provided by the Secretary (of
the Commission), commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . . ." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of Automated PC Technologies Inc.'s documents. The subpoena and its
schedule and exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on

notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of

the

CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

~0c

Sincerely,

Megan

Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

Cox

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Automated PC Technologies, Inc.
c/o Allen Truett

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

2226 Heritage Trace Drive

Marietta, GA 30062

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21, 2013

Washington, D.C. 20001
6, SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Federal Trade Commission

Megan Cox, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

Chief Judge D. Michael Chappell

DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

71~'~ Gc
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
partcular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the

the
Commission, accompanied by an affdavit of service of

Administrative Law Judge and with the Secretary of

listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 70-E (rev, 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance.
You should present your claim to counsel
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel fòr you to appear, you must get
prior approval from counsel

listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at http'llbit ly/FTCRulesofPractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate onginal oftle within
subpoena was duly served: (chec the method us)

person.

C in

@-y.registeredmai/~ 6'1 k/t.( 6r;f/ f)/1 ¿u.bv ~ 'If 2o!. ., dW4~l. ckl/'"
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on the person named herein on:

October 25, 2013
(Monh, day, and yea

Matthew Smith
(Neme of person mak servce)

Paralegal
(Qfciallie)

UNITED STATES OF AMERICA

BEFORE THE FEDERA TRADE COMMSSION

)

In the Matter of

)

)

LabMD, Inc.,
a corporation

)
)
)
)

DOCKET NO. 9357

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
AUTOMATED PC TECHNOLOGIES, INC.
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of Practice § 3 .34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean Automated PC Technologies, Inc. ("APT"), its wholly or
parially owned subsidiaries, unincorporated divisions, joint ventures, operations under
assumed names, and affiiates, and all directors, offcers, employees, agents, consultants,
and other persons working for or on behalf of the foregoing.
4. "Complaint" means the Complaint issued by the Federal Trade Commssion in the

above-captioned matter on August 28,2013.
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5. The term "Containing" means containing, describing, or interpreting in whole or in par.

6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any wrtten, typed, printed, transcribed, fimed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, char, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, joural, agenda, minute,

code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwse), regardless of

origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drives,

cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instrctions as will enable conversion of such ESI into a reasonably usable form.

7. The term "Documents Sufficient to Show" means both documents that are necessary

and documents that are sufficient to provide the specified information. If sumares,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessar to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be constred to be within the scope of

any document request.

10. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.

11. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

12. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.
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13. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of

birth; (e) Social Security number; (f) medical record number; (g) ban

routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
14. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarzing, reflecting, explaining, describing,
analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.
15. "Security Incident" means any instance of
unauthorized disclosure of

attempted or actual unauthorized access to or
personal information maintained by or for LabMD.

16. "Subpoena" means the Subpoena to Automated PC Technologies, Inc., including this

Schedule and Exhibits, and including the Defiitions, Instructions, and Specifications.

17. "You" or "Your" means Automated PC Technologies, Inc., or the "Company."
18. The use of

the singular includes the plural, and the plural includes the singular.

19. The use of a verb in any tense shall be constred as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2003 to present.

Practice § 3.34(c), any
motion to limit or quash ths subpoena must be fied within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29,2013, the Court entered a Protective Order governing

discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of

submission. Documents

should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwise rearranged; if documents are removed
-3-

from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwse stated, legible photocopies (or electronically
native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
rendered images or digital copies of

this Subpoena. Furher, copies of originals may be submitted in lieu of
originals only if
they are tre, correct, and complete copies ofthe original documents;

receipt of

provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of

materials shall be produced in color if necessar to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of
health care to an
individuaL.

7. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constrctive custody or control, including, but not limited to, documents

and information in the possession, custody, or control of your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a

8. Claims of

Privilege: Pursuant to the Federal Trade Commission's Rule of

claim of privilege or any similar clai, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a maner that wil
enable Complaint Counsel to assess the claim of
privilege. The schedule shall state
-4-

individually for each item withheld: (a) the document control number(s); (b) the full title
the withheld material is a document) and the full file name (ifthe withheld material is
(if
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addressès, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiiations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent inormation
necessary to support the assertion of protected status by operation oflaw. If only par of

a responsive document is privileged, all non-privileged portions of the document must be
produced.
9. Certification of

Records of

Regularly Conducted Activity: Attched as Exhibit B is a

Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.
Certification of

Records of

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

11. Document Retention: The Company shall retain all documentary materials used in the
preparation of

this Subpoena. We may require the

responses to the specifications of

submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and tae other measures to

prevent the destruction of documents that are in any way relevant to this litigation during
whether the Company believes such documents are protected
its pendency, irrespective of
from discovery by privilege or otherwse.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information C'ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.
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(1) Electronically Stored Information: Documents created, utilzed, or maintained

business should be delivered to the

in electronic format in the ordinary course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including strctured data

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, tyes, sequences, materialized views, synonyms, database links,

directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (I)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to
interpret the contents); and
( c) Each electronic file should be assigned a unque document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of
business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding

document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and

(b) Logical document determination should be clearly rendered in the
~ccompanying load fie and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessar to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT fie:
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(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of
the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;

(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source
location/fie path, file name, fie extension, file size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;

(c) For loose electronic documents (as retrieved directly from network file

stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, fie path, filename, fie extension, file size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DocID, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such retèrences, as
necessary to understand the context of the document as maintained in the
ordinary course of business.
any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if
your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.

(4) ifyou intend to utilze

(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
( c) All electronic media shall be scaned for and free of viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, POP, and
SecureZip encrypted media. The passwords should be provided in
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advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

though the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production

transmittalletter, which includes:
the number of
records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(a) A sumar of

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie( s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of
the Company's document retention policy, but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fulest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of the content of
such documents.

the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. Ifbooks and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." If there is no reasonable way for the Company to make an estimate, provide an
explanation.

14. Incomplete Records: If
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anything in this
request or suggestions for possible modifications thereto should be directed to Laura

15. Questions: Any questions you have relating to the scope or meaning of

Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Mattew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered

to the request shall be addressed to the attention of

between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. All comimmications between the Company and LabMD.

2. All documents related to work the Company performed for LabMD, including but not
limited to: estimates or proposals for work; contracts; statements of
work; service
agreements; invoices; security assessments of any kind, including server or network
scans; penetration tests; forensic reports or analyses of any security incident; or internal
records, notes or work papers.
3. Documents sufficient to show version(s) and capabilities of any softare the Company

sold, provided, instaled, updated, or maintained on LabMD's network, including, but not
limited to operating system software, data backup software, database software, biling
software, or antivirus software.

4. Documents suffcient to show how the softare sold, provided, installed, updated, or
maintained on LabMD's network was configured, including the settings provided by the
Company at the time the software was sold, provided, installed, or updated.
5. Documents sufficient to show the settings the Company configured, maintained, updated,
or deployed for all software the Company sold, provided, installed, updated, or
maintained for LabMD.

6. Documents suffcient to show any hardware the Company sold, provided, or installed for
LabMD, including, but not limited to, servers, workstation computers, firewalls, routers,
or switches.
7. Documents sufficient to show how the Company configured, maintained, updated, or
deployed the ZyXel firewall it delivered to LabMD on May 12,2006 or any other similar
hardware.
the ZyXel firewall the
Company delivered to LabMD on May 12,2006 and any other similar hardware.

8. Documents sufficient to show the fuctions and capabilities of

9. All files relating to Lab

MD.
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i O. All materials considered in preparng the affidavit executed by Allen Truett on May 20,

2011.

October 24,2013

By:
Ma~~

Laura Riposo Vanruff

Cox
Margaret Lassack
Megan

RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100
Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE
This is to certfy that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
VVasmn~on, D.C. 20006

michael.pepson@causeofaction.org
Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NVV

Suite 610
VVasmn~on, D.C. 20004

reed.rubinsein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

~

Mattew Smith

Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)
)
)

DOCKET NO. 9357

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the parties and third paries
against improper use and disclosure of confidential infoimation, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DMC~

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date; August

29, 2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Matenal ("Protective Order") shall govern the handling of all Discovery
Matenal, as hereafer defined.

i. As used in this Order, "confidential material" shall refer to any document or portion
thereof

that contais pnvileged, competitively sensitive inormation, or sensitive personal

information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security munber, taxpayer identification number, financial account
number, credit card or debit card number, dnver's license number, state-issued
identification number, passport number, date of
birth (other tha year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrtig, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a

Federal Trade Commission investigation or dunng the course of this proceeding that is
entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taen from any portion of sucli document, shall be treated as
confdential matenal for purposes of this Order. The identity of a third par submitting
such confidential matenal shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential matenal, including documents
obtained by them from third parties pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third pares, shall provide to each third
this Order so as to iiûorm each such third par of
his, her, or its nghts
herein.
party a copy of

5. A designation of confdentiality shall constitute a representation in good faith and after
caefu determination that the material is not reasonably believed to be aleady in the

public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph i of this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such matenal (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
porton or portions of
the document considered to be confidential materiaL. Confdential
inormation contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice tht identifies this proceedìng, on the face ofthe CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
fu

( s), provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
agrement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.
outside counsel in the prepartion or hearing of

8. Disclosure of confidential material to any person described in Paragraph 7 of
Order shall be only for the puroses of

the preparation and heang of

this
this proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to takng appropriate steps to preserve the confdentiality of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
such material, use or disclose confidential material as provided by its Rules of

imposed upon the Commission.

9, In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar ofthe Commission, the Secretar
shall be so informed by the Par fiing such papers, and such papers shall be fied in

camera. To the extent that such material was originally submitted by a thrd par, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragrphs 7 or 8. Upon or after fiing any paper containing
confidential material, the fiing pary shall file on the public record a duplicate copy of
the protection for any
the paper that does not reveal confidential materiaL. Furer, if
such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid part, they shall

provide advance notice to the other pary or third par for puroses of allowig that
par to seek an order that the document or trancript be granted in camera treatment. If

that par vr'shes in camera treatment fOl the document or transcript, the pary shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or third party, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by
an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
this Protective Order and a
business days before production, and shall include a copy of
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shal be

construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confdential material. In
addition, nothing herein shalllimit the applicabilty of
i (e) of
the Commission's
Rule 4.1
Rules of Practice, 16 CFR 4.11 (e), to discovery requests in another proceeding that are
directed to the Commssion.
12. At the time that any consultant or other person retained to asist counsel in the

ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of
this proceeding, including the exhaustion
of judicial review, the paries shall return documents obtained in this action to their

preparation of

submitters, provided, however, that the Commission's obligation to retur documents
shall be governed by the provisions of
the Rules of
Practice, 16 CFR 4.12.
Rule 4.12 of
13. The provisions of
and use of

this Protective Order, insofar as they restrct the communication
material, shall, without written permission of
the

confidential discovery

submitter or fuer order of the Commission, continue to be binding after the conclusion

of this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testify as follows:
2. I have authority to certify the authenticity of the records produced by Automated PC

Technologies Inc. and attached hereto.
3.
,

.,

The documents produced and attached hereto by Automated PC Technologies Inc. are
originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurence of

the matters set forth by, 01'

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;

Automated PC

Technologies Inc.; and

c) Were made by the regularly conducted activity as a regular practice of Automated
PC Technologies Inc.

I certify under penalty of perjury that the foregoing is tre and correct.
Executed on

,2013.

Signature

Exhibit C

BCP PRODUCTION
GUIDE

.' ,

As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of
Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CiD or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:

· an Opticon image load file (OPT) containing a line for every image
fie in the production, and

· a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.
c. Extracted Text IOCR
Submit text:

· as document-level text files,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode textfiles and wil request replacement files if
received.

d. Deduplication
You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

IDs), use a consistent number of

i
.i

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
· ABCFTCOOOOOO 1
Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D eScflotlon

S
)ymb 0I

Field Seoarator
Ouote Character

0

Multi Entr delimiter
-(Return). Value in data

P
@

-

A SCII Ch aracter

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
. 300 DPI
· single-page Group IV TIFF fies

· or color JPEG image files where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Document Info /
Meta

Description

data

Beginning Bates number
Ending Bates number
Page Count
Custodian

The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.
· Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.
Metadata for Emails
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

the email

CUSTODIAN

RECIPIENT

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records
(attachments)

The beginning bates number(s) of
attachments delimited bv comma
Location of email in personal
folderslDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other message systems

Location or "Path"
Message ID

A TTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info I
Beginning Bates number
Ending Bates number
Page Count
Custodian

Parent Record

Concordance Field

Description

Metadata

Name

The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
The name ofthe original custodian of
the fie
Beginning bates number of

parent

email

BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

PARENTID

The date attachment was saved at the

Creation Date

location on the electronic media for
the first time

Creation Time

the location on the electronic media

CREATEDATE

The time the attachment was saved at
CREATETIME

for the first time

Modified Date
Modified Time

Last Accessed Date

The date/time the attachment was last

changed, and then saved

The time the attachment was last
changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MQDDATE

MODTIME
LASTACCDATE

by a user or softare activity

The time the attchment was last

Last Accessed Time

opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the fie taes up

on the electronic media. Usually
recorded in kilobytes, however may

Size

FILE

SIZE

be reported in single bytes
The name of

File Name

the attachment including

the extension denoting the application

FILENAME

in which the fie was created
Relative path of submitted native fies

Native link

NATIVELIN

such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH

Hash

original native fie if available

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.

b. Submit other files and attachments as images with extracted text and
metadata.

Metadata & Other Information Requirements
Include the following metadata fields and infonnation in the delimited data load
fie. Alongside each piece of infonnation, BCP recommends a corresponding field name
tor the delimited data load file.

Met adata

an

dother.Infiormation requirements

Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian
Creation Date

or native fi
l es

fi

Concordance
Field Name

Description
The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name ofthe original custodian ofthe fie
The date attachment was saved at the location on
the electronic media for the first time

BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE

Creation Time

The time the attachment was saved at the
location on the electronic media for the first time

CREATETIME

Modified Date

The date/time the attachment was last changed,
and then saved

MODDATE

Modified Time

Last Accessed Date

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

MODTIME
LAST ACCDA TE

activity
The time the attchment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

LASTACCTIM

activity
The amount of space the fie takes up on the
electronic media. Usually recorded in kilobytes

FILE

SIZE
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The name of

FileName

the file including the extension

denoting the application in which the fie was

FILENAME

created
Native link

Relative path of submitted native fies

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:

· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks fonnatted to iSO 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions over 10 gigabytes

o IDE, EIDE and SA TA hard disk drives, fonnatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any fonnat, accompany the submission with a letter that includes all of

the

following:
. volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or files,
· list of fields in the order in which they are listed in the data fies,
· date and time format, and

· confinnation that the number of files on the volume match the load
files.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
David Lapides

Sandy Springs, Georgia Police Department
7840 Roswell Road
Suite 301
Sandy Springs, GA 30350
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Detective Lapides:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(cJounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the CommissionJ, requiring a person to appear and give
Commission's Rules of

testimony at the taking of a deposition to a party requesting such subpoena. . . ." 16 C.F .R. §

3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in ths matter. A copy of
the Protective Order is enclosed.
your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
I would be pleased to discuss the scheduling of

Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

Issued Pursuant to

1. TO

2. FROM

Detective David Lapides

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Sandy Springs, Georgia Police Department

7840 Roswell Road, Suite 301
Sandy Springs, GA 30350

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo Van

Federal Trade Commission

Druff or other designated counsel

Southeast Region

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2,2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescnbed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by
an
affdavit of service of the document upon counsel

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

A copy of the Commission's Rules of Practice is available
online at http://bit.y/FTCRulesofPractice. Paper copies are
available upon request.

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate onginal of the within

subpoena was duty seNed: (chec /he fTod us
(' in person.

~by.reg;stered'ma~Iy~/ ¥ø-lt tM6v;l1J 10/3 l~wii&-Iif r//WYiN.sVMI
. . . ~ ()/Il1Øhbn fllÚ 'I 1/ (&'j (2 J
C by leaVing copy

at pnn~/pai offce or place of business, to wit:

~h'Y/ DÚ-r'f:/ jdpl/v

J~r .spr,~¥/ ~d1i /¿Ii~ ~1ml/17,tt¡o fi~/( ~ .~/fp Sol

~ý .~~ 1M .JOjl'D
on the person named herein on:

October 25,2013
(Mont. day. and yea

Matthew Smith
(Name of peon makng seNk)

Paralegal
(Ofåa titie)

CERTIFICATE OF SERVICE
Ths is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counel
Cause of Action

1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org
Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennylvana Avenue, NW
Suite 610
Washigton, D~C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

Ae

Matthew mith
Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Marter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)

)
)
)

DOCKET NO. 9357

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI
Commission Rule 3.31 (d) states: "il order to protect the parties and thrd paries
against improper use and disclosure of confidential information, the Administrtive Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31

(d), the protective order set fort in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM t~.d
D. Michael Chappell

Chief Administrative Law Judge

Date: August 29, 2013

, ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material. as hereafter defined.
1. As used in ths Order, "confidential material" shall refer to any document or portion
thereof
that contains privileged, competitively sensitive inormation. or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of
its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.

2. Any document or porton thereof submitted by a respondent or a third par durng a

this proceeding that is

Federal Trade Commission investigation or during the course of

entitled to confidentiality under the Federal Trade Commssion Act, or any reguation,

interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taen from any portion of sucli document, shall be trated as
confdential material for purposes of
this Order. The identity ora third par submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure reqtúrements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including docwnents
obtained by them from third paries puruant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third pares, shall provide to each third
pary a copy of

this Order so as to inform each such third par of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not intedere with the legibilty thereof),
or if an entire folder or box of
documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confdential materiaL. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designtion "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portons deleted contain privileged mattr,
provided that the copy produced shall indicate at the appropriate point that portons have

been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
Judge, the

presiding over this proceeding, personnel assisting the Administrative Law

Commission and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
finn(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an

agreement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of ths
Order shall be only for the puroses of

the preparation and hearng of

this proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to taking approprìate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. hi the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper filed or to be filed

with the Secretar of

the Commission, the Secretar

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of
the Administrative Law Judge, provided, however, that
such papers may be furnshed to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if
the protection for any
such material expires, a pary may fie on the public record a duplicate copy which also
contans the formerly protected materiaL.
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IO. If counsel plans to introduce into evidence at the heaing any document or transcript
containing confidential material produced by another par or by a tlrd part, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If
that pary wishes in camera tratment for the document or transcript, the par shall fie

an appropriate motion with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such 811 order is granted, all documents and transcripts shall
be par of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or third par, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of

a cour, such notification shall be in wrting and be received by the submitter at leas 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
the discovery request or anyone else covered by

construed as requiring the recipient of

. this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In

addition, nothng herein shall limit the applicabilty ofRuIe 4.II(e) ofthe Commission's
Rules of

Practice, 16 CFR 4.1 ICe), to discovery requests in another proceeding that are

directed to the Commssion.
12. At the tie that any consultat or other person retained to assist counsel in the

preparation oftls action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
ths proceeding, including the exhaustion

confidential information. At the conclusion of

of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without wrtten permission of the
submitter or fuer order of
the Commission, continue to be binding after the conclusion
of

this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Consumer Protection
Division of Privacy and Identity Protection
Bureu of

October 24,2013

VIA FEDERAL EXPRESS
Cypress Communications, LLC
3565 Piedmont Road
Building 4, Suite 600
Atlanta, GA 30305 .
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

To Whom It May Concern:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony
at the taking of a deposition to a party requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set fort in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
Commission's Rules of

The Commission's Rules of Practice also provide that "( c )ounsel for a pary may sign and

the Commission), commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. . .." 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of
Cypress Communications, LLC's documents. The subpoena and its
schedule and exhibits are enclosed.
issue a subpoena, on a form provided by the Secretar (of

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
of
the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6
Protective Order. If
you produce confidential documents in electronic format, such as on a CD

or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the

CD.

I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Cypress Communications, LLC

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

3565 Piedmont Road
Building 4, Suite 600

Atlanta, GA 30305

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE

TRAVEL EXPENSES

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by

an

affidavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.
A copy of the Commission's Rules of Practice is available

online at J:j1bUy/ETCRulesofPractice. Paper copies are
available upon request.
This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certif that a duplicate original of Uie wiUiin

subpoena was duly servd: (check the me/hod used)

(' in person.

(' by registered mail.

~ by leaving copy at principal offce or place of business. to wit:

e'YP~ Qcnnvri'c.c.J,'DfSI LLC
3!) (p 5 í1èJtn-ni 'iood
8 w'( rltiv l/ Ó .....h. h 00

,41,;,ih.l¡GAI 303D6 .
i¡,'ä hlVal f~t/IJ/ ÒC/r/x:¿t/ 201.3l) ÐW'n~li¡' clf,h"'lt fJj;()¿n~
on Uie person named herein on: íbmfht',SI¡n rCJIé tl 'I C..) l :2.)

October 25, 2013
(Month. day. an yea)

Matthew Smith
(Name of persn mang servce)

Paralegal
(Ofcil tiUe)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)

In the Matter of

)
)
)

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)

)
)

COMPLAINT COUNSEL'S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO
CYPRESS COMMUNICATIONS, LLC
the Federal Trade

PLEASE TAKE NOTICE, pursuant to Rules 3.33(a) and (c)(I) of

Practice, 16 C.F.R. §§ 3.33(a) and (c)(1), that Complaint Counsel wil
take the deposition of Cypress Communications, LLC ("Cypress") or its designee( s), who shall
testify on Cypress's behalf about matters known or reasonably available to Cypress.
Commission's Rules of

DEFINITIONS
1. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communcations, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

2. The term "Containing" means containing, describing, or interpreting in whole or in par.
3. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwse be construed to be outside its scope.
4. "Includes" or "including" means "including, but not limited to," so as to avoid

excluding any information that might otherwise be construed to be within the scope of
any document request.

5. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees, and agents.
6. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that
otherwse might be construed to be outside the scope.
-1-

7. The term "Person" means any natural person, corporate entity, partership, association,
joint venture, governental entity, or other legal entity.

8. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Securty number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
9. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concernng, embodying, summarizing, reflecting, explainig, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaiing to, in
whole or in par.

10. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

11. "You" or "Your" means Cypress Communications, LLC or "Cypress."
12. The use of

the singular includes the plural, and the plural includes the singular.
the verb in all other tenses.

13. The use ofa verb in any tense shall be construed as the use of

DEPOSITION TOPICS
Cypress Communications, LLC ("Cypress") is advised that it must designate one or more
officer, director, managing agent, or other Person who consents to testify on its behalf, and may
set forth, for each Person designated, the matters on which he or she will testify. The Persons so
designated shall testify as to matters known or reasonably available to Cypress relating to the
following topics:
1. The authenticity and admissibilty under the provisions of

Rule 3.43 of

the Federal Trade

Practice, 16 C.F.R. § 3.43, of documents produced in response to
the Federal Trade Commission's separate subpoena duces tecum to Cypress.
Commission's Rules of

2. Products and services provided by Cypress to LabMD, including hardware or software

provided, installed, operated, or maintained by Cypress for LabMD.

3. Addressing information for servers, computers, firewalls, routers, and other devices used
in connection with LabMD's computer network(s), including Internet Protocol (IP) and
Media Access Control (MAC) addresses.
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4. The configuration of any hardware or software Cypress provided, installed, operated,
maintained, or supported for LabMD.
5. The capabilities of any hardware or software Cypress provided, installed, operated,
maintained, or supported for LabMD.
6. The intrsion detection or intrsion protection functions performed by any hardware or

software Cypress provided, installed, maintained, operated, or supported for LabMD.
7. Any Securty Incidents at LabMD.

October 24, 2013

By:

Alain Sheer
Laura Riposo VanDruff
Megan Cox

Margaret Lassack
RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Peimsylvania Avenue, NW
Room NJ-8100
Washington, DC 20580
Telephone: (202) 326-2999 (Vanruff)
"
.:~

Facsimile: (202) 326-3062
Electronic mail: lvandruff@ftc.gov
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CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

BY:~

October 24,2013

Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection
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SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Cypress Communications, LLC

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

3565 Piedmont Road
Building 4, Suite 600

Atlanta, GA 30305

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3,34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21,2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADM!NISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

4L ..Q~.u _ ~ .. J'

October 24,2013

T'--Õ - L/rGENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies ofthe petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
the document upon counsel

listed in Item 9, and upon alf

other parties prescribed by the Rules of Practíce.

FTC Form 7D-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance,
You should present your claim to counsel
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel

listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at b1i;l!!bitI~/ETQFJ,JJ~ifPractiç~. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby cert that a duplicate original of the within
subpoena was duly served: (cIecth

met

usecl

(' in person.

(' by registered mail.

(i by leaving copy at (lrincipal office or place of bJlsiness, to wit:
Gypr__ (gmvJ)

, hl¡ ~/7.. ( l.i- C

Jfl5,PJt41fPII¡" f~
lvNtÝ~~ 'I d) R-!&,/bO ------AF(iß)¿-~ Gil -"(7 ß.(5- - ---

h f:~/ &r~11 Pf ¡)c~-i-i¡-p'~-,;i;-~;"~7;~-~r.rrlW'~()Cnt. ~ t1#lAl~L.;f~ 1 ,1(d) (2)
on the person named herein on:

October 25. 2013
(Mon. day. ll year)

Matthew Smith
(Name of pe mang serce)

Paralegal

-- -----._-- -_......__..'_._--.'-(Ofcial UUe)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

.,,

)
)
)
)

In the Matter of

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)
)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
CYPRESS COMMUNICATIONS, LLC
Pursuat to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,

Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean Cypress Communications, LLC ("Cypress"), its wholly or
partially owned subsidiaries, unincorporated divisions, joint ventures, operations under
assumed names, and affiiates, and all directors, officers, employees, agents, consultants,
and other persons working for or on behalf of the foregoing.

4. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
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5. The term "Containing" means containing, describing, or interpreting in whole or in par.

6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of
notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instrctions as wil enable conversion of such ESI into a reasonably usable form.

7. The term "Documents Suffcient to Show" means both documents that are necessary

and documents that are sufficient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwse be constred to be outside its scope.

9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

10. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.

11. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwse might be construed to be outside the scope.

12. The term "Person" means any natural person, corporate entity, partership, association,
joint venture, governental entity, or other legal entity.
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13. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of

birt; (e) Social Security number; (f) medical record number; (g) bank

routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
14. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, sumarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in part.

15. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

16. "Subpoena" means the Subpoena to Cypress Communications, LLC, including this

Schedule and Exhibits, and including the Definitions, Instrctions, and Specifications.
17. "You" or "Your" means Cypress Communications, LLC or the "Company."
18. The use of

the singular includes the plural, and the plural includes the singular.

1 9. The use of a verb in any tense shall be constred as the use of the verb in all other tenses.
INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1,2006 to present..
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash this subpoena must be fied within ten days of service thereof.
3. Protective Order: On August 29, 2013, the Cour entered a Protective Order governng
discovery material in this matter. A copy of
the protective order is enclosed as Exhbit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwse rearranged; if documents are removed
-3-

from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
rendered images or digital copies of

receipt of

this Subpoena. Furter, copies of originals may be submitted in lieu of
they are tre, correct, and complete copies of
the original documents;

originals only if

provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided furer that you shall retain the

upon request. Copies of
materials shall be produced in color if necessar to interpret them or render them
intellgible.
original documents and produce them to Commission staff

6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of these requests, sensitive personally identifiable information
includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Securty number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and

other individually identifiable health information relating to the past, present, or futue
health care to an
individual, or the past, present, or future payment for the provision of
health care to an

physical or mental health or conditions of an individual, the provision of

individuaL.
7. Scope of Search: These requests relate to documents that are in your possession or under

your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
Privilege: Pursuant to the Federal Trade Commission's Rule of
Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a maner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state

8. Claims of
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individually for each item witlùeld: (a) the document control number(s); (b) the full title
the witlùeld material is a document) and the full file name (if
(if
the witlùeld material is
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
material; (j the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessar to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of
the document must be
produced.
9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of
Records of
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in natue so as to require production of all documents responsive to any specification

included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

11. Document Retention: The Company shall retain all documentary materials used in the
preparation of

this Subpoena. We may require the

responses to the specifications of

submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destrction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of whether the Company believes such documents are protected
from discovery by privilege or otherwise.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confrm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.
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(1) Electronically Stored Information: Documents created, utilized, or maintained
in electronic format in the ordinary course of business should be delivered to the
FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including strctured data

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, fuctions, queues,

triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (1)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to

interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinar course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:
(a)

Each page shall be endorsed with a document identification number
(which can be a Bates number or a document control number); and

(b) Logical document determination should be clearly rendered in the

accompanying load fie and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the

following metadata fields in a standard ASCII delimited Concordance DAT file:
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(a) For electronic mail: begin Bates or unique document identification

number ("DodD"), end Bates or DodD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DodD of
the
attchments ("AttacWDs") delimited by a semicolon, MD5 or SHA Hash

value, and link to native fie;
(b) For email attachments: begin Bates or DodD, end Bates or DodD,

parent email ID (Bates or DodD), page count, custodian, source
location/fie path, fie name, fie extension, fie size, author, date and time

created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;
(c) For loose electronic documents (as retreved directly from network fie

stores, hard drives, etc.): begin Bates or DodD, end Bates or DodD, page
count, custodian, source media, file path, fiename, fie extension, fie size,

author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DodD, end Bates or

DodD, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.
(4) If

you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what maner you may use such softare or services when
producing materials in response to this Subpoena.

(5) Submit electronic productions as follows:

(a) With passwords or other document-level encrytion removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scanned for and free of

viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCryt, PGP, and
SecureZip encryted media. The passwords should be provided in
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advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

through the u.s. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompaned by a production

transmittal letter, which includes:
the number of
records and all underlying
images, emails, and associated attachments, native fies, and databases in
the production; and

(a) A sumary of

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determnes prior to submission that the machine-

readable form would be in a format that allows the agency to use the
computer files). The Commission counel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a parcular
specification no longer exist for reasons other than the ordinary course of

business or the

implementation of the Company's document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of the content of
such documents.

the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. Ifbooks and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." If
there is no reasonable way for the Company to make an estimate, provide an
explanation.

14. Incomplete Records: If
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15. Questions: Any questions you have relating to the scope or meaning of

anything in this

request or suggestions for possible modifications thereto should be directed to Laura
Vanruff at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
to the request shall be addressed to the attention of
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. All comimmications between the Company and LabMD, including, but not limited to,
files maintained by Cypress Sales Representative Jared Abram.

2. All documents related to work the Company performed for LabMD, including but not
limited to: estimates or proposals for work; contracts; statements of
work; service
agreements; invoices and reports of work performed; securty assessments of any kind,
including server or network scans; penetration tests; forensic reports or analyses of any
security incident; and records, notes, or work papers.
3. Documents sufficient to show address information for servers, computers, firewalls,

routers, and other devices used in connection with LabMD's computer network(s),
including Internet Protocol and Media Access Control addresses.
4. Documents sufficient to show the identity, functional capabilities, and terms and

conditions of use of each piece of software and hardware the Company provided,
installed, operated, or maintained for LabMD, including firewalls and routers, and for
each piece of softare and hardware, the functions it performed, the entity responsible

for configuing, operating, updating, patching, or maintaining it, its location on LabMD's
network(s), and the computers, servers, and other devices making use of or connecting to
the software or hardware.

5. Separately for each piece of software and hardware identified in the response to

Specification 4, documents suffcient to show when and how the software or hardware
was deployed, configured, maintained, updated, or patched.
6. Documents sufficient to show the intrsion detection or intrusion protection fuctions
performed by each piece of software or hardware the Company provided, installed,
operated, or maintained for LabMD.

-10-

7. All documents relating to vulnerabilities in each piece of software or hardware identified
in response to Specification 4, including documents relating to the process followed to
identify vulnerabilities, whether the Company or LabMD was responsible for identifyng
or remediating vulnerabilities, which remediations were performed, and when, why, and
by whom the remediations were performed.

October 24,2013

BY:~~
Ma
Laura Riposo VanDruff
Megan Cox

Margaret Lassack

RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvana Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE
Ths is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michaeL. pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

~-

Federal Trade Commission

Bureau of Consumer Protection
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Exhibit A

UNTED STATES OF AMRICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIV LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)

DOCKET NO. 9357

)

)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERI
Commission Rule 3.31 (d) states: "In order to protect the parties and third paries

against improper use and disclosure of confidential infonnation, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.3 1 (d). Pursuant to Commission Rule 3.3
1 (d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DMC~d/

ORDERED:

D. Michael Chappell

Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
the paries and third paries in the

For the purose of protecting the interests of

above-captioned matter against improper use and disclosure of confidential infonnation
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inonnation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial accotut
number, credit card or debit card number, driver's license number, state-issued
thereof

identification number, passport number, date of

birth (other th year), and any sensitive

health information identifiable by individual, such as an individual's medical records.
.'Document" shall refer to any discoverable wrting, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retaned as consultants or experts for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a

Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commssion Act, or any regulation,
inteipretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taken from any portion of sucli document, shall be treated as
confdential material for puiposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the purposes of
ths Order where the submitter has requested such confidential treatment.
3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including docwnents
obtained by them frm third parties pursuant to discovery or as otherwse obtained.
4. The paries, in conducting discovery from third pares, shall provide to each third
pary a copy of
ths Order so as to infoim each such third par of
his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
carefu detennination that the material is not reasonably believed to be aleady in the
public domain and that counel believes the material so designated constitutes
confdential material as defied in Pargraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or afxing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or afxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confdential material. Confdential
inormation contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for ths proceeding; (b) judges and other cour personnel of any court having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
record for any respondent, their associated attorneys and other employees of

provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the tenus of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragrph 7 of this
Order shall be only for the puroses of

the preparation and hearng of

ths proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a thrd part, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contaned in the papers shall continue to have in camera
treatment until fuher order of the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confdential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential material. Furher, if
the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
contains the fonuerly protected materiaL.
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lO. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid part, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or trancript be granted in camera treatment. If
that par wishes in camera treatment for the document or trscript, the pary shall fie

an appropriate motion with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
I 1. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material subnutted by
another pary or third party, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in wnting and be received by the subnutter at least 10
this Protective Order and a
business days before production, and shall include a copy of
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itselfto any penalties for non-compliance with any such order, or to seek any
relief
from the Adminstrative Law Judge or the Comnussion. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothing herein shalllimit the applicabilty of
Rules of

Practice, 16 CFR 4.1

1

Rule 4.1

1 (e) of

the Commission's

(e), to discovery requests in another proceeding that are

directed to the Commssion.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
this proceeding, including the exhaustion
confdential information. At the conclusion of
of judicial review, the paries shall return documents obtained in this action to their
submitters, provided, however. that the Commission's obligation to retur documents
Practice, 16 CPR 4.12.
shall be governed by the provisions of
the Rules of
Rule 4.12 of

13. The provisions ofthis Protective Order, insofar as they restct the communication
confidential discovery material, shall, without written permission of
the
submittr or further order of the Commssion, continue to be binding after the conclusion

and use of

of ths proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

I,

, have personal knowledge of the facts set forth below

and am competent to testify as follows:
the records produced by Cypress

2. I have authority to certify the authenticity of

Communcations LLC and attached hereto.
3. The documents produced and attached hereto by Cypress Communications LLC are

originals or true copies of records of regularly conducted activity that:

the matters set forth by, or

a) Were made at or near the time ofthe occurrence of

from information transmitted by, a person with knowledge of

those matters;

b) Were kept in the course of the regularly conducted activity of Cypress
Communications LLC; and

c) Were made by the regularly conducted activity as a regular practice of Cypress
Communications LLC.

I certify under penalty of peijury that the foregoing is tre and correct.
Executed on

,2013.

Signature

Exhibit C

BCP PRODUCTION'
GUIDE

As of

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CiD) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of

incompatibilty with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
cm or subpoena. Please contact the Commission counsel identified in cm or subpoena

to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:
· an Opticon image load fie (OPT) containing a line for every image
file in the production, and
· a Concordance delimited data load fie (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.

b. Virus Scanning
All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.

-.... ----- - ""-...

,. ... .... T..~" ,,.1,0

Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text files and wil request replacement files if
received.

08/18/2011

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.
IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOO i
· ABCFTCOOOOOO 1
Unacceptable format

. ABC 000000 i
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
Description

Symbol

Field Separator
Quote Character
Multi Entry delimiter
..Return? Value in data

o
p
@

ASCII Character

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
. 300 DPI
· single-page Group iv TIFF files

· or color lPEG image fies where color is necessary to interpret
content
h. Date & Time Format

~uomii aaie ana nme uata In separate neias so concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color lPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and infonnation in the delimited data load
fie. Alongside each piece of infonnation, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info /
Metadata

Description

Beginning Bates number
Ending Bates number
Page Count

Custodian

The beginning bates number for the
document
The ending bates num ber for the

document
The total number of pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES

ENDBATES
PGCOUNT

CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
fonnat with extracted text and metadata.
· Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

CUSTODIAN

RECIPIENT

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records

The beginning bates number(s) of
attachments delimited by comma
Location of email in personal
foldersfDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other messaire systems

(attachments)
i

the email

Location or "Path"

MessageID
.:

ATTACHMNTID
FILEPATH

MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count
Custodian

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
The name of
the original custodian of
the fie

Parent Record
Creation Date

Beginning bates number of parent
email
The date attachment was saved at the
location on the electronic media for
the first time

Concordance Field
Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

-

PARENTID

CREATEDATE

The time the attachment was saved at
Creation Time

the location on the electronic media

CREATETIME

for the first time
Modified Date

Modified Time

Last Accessed Date

The date/time the attachment was last
changed, and then saved

The time the attachment was last

MODDATE

changed, and then saved

MODTI

The time the attachment was last
opened, scanned, or even "touched"

LAST ACCDA TE

by a user or softare activity
Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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Size

The amount of space the file taes up
on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

File Name

the extension denoting the application

~..j
i

FILESIZE

the attachment including

The name of

FILENAME

in which the file was created
Relative path of submitted native fies

Native link

NATIVELINK
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native fie if available

Hash

Preparing Native Files

c.

a. Submit Microsoft Access, Excel, and PowerPoint fies in native

format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.
!

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata and other information requirements for native fies
Document Info /
Meta

Beginning Bates number
Ending Bates number
Pa.ge Count
Custodian

Creation Date

Creation Time

Modified Date
,

Moaitea iime
Last Accessed Date

Concordance
Field Name

Description

data

The beginning bates number for the document
The ending bates number for the document
The total number of

pages in the document

the original custodian ofthe fie

The name of

The date attachment was saved at the location on

the electronic media for the first time
The time the attachment was saved at the

BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE

location on the electronic media for the first time

CREATETIME

The date/time the attachment was last changed,
and then saved

MODDATE

..

.

,

.~..

then saved
The time the attchment was last opened,
scanned, or even "touched" by a user or softare

MODTIME

LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the fie takes up on the
electronic media. Usually recorded in kilobytes

LASTACCTlME
FILESIZE
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FileName

the file including the extension
denoting the application in which the fie was
created

FILENAME

Native link

Relative path of submitted native files

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

The name of

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iSO 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions QJ 10 gigabytes

o IDE, EIDE and SA TA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or fies,
· list of fields in the order in which they are listed in the data fies,
· date and time tormat, and
· confirmation that the number offies on the volume match the load

files.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of
Division of

Consumer Protection
Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Eric Knox

7542 Broken Oak Lane
Sugar Land, TX 77479
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Knox:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(c)ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.~4(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of
your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

1J

Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

-

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Eric Knox
7542 Broken Oak Lane
Sugar Land, TX 77479

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel
Sunbelt Reporting

6575 West Loop South

5. DATE AND TIME OF DEPOSITION

Bellaire, TX 77401

December 2, 2013, at 9:00 a.m.
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24. 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of

the Commission, accompanied by an

affidavit of service of the document upon counsel
listed in Item 8. and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.
the Commission's Rules of Practice is available
online at http'!lbit.y/FTCRulesofPractice. Paper copies are

A copy of

available upon request.
This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (check th metho us
(" in person.

fl-brecema-b¡
tf (MJw:JJ/
~l,l/Vl rW:;U4'f. .¡ hJ~/Ií~~
awn. Clh1
/'v ;)013/:
I. 4.I/~fli~hf
~/ ("")
(;2)
(" by leavmg copy at principal offce or place of business, to wit:

£N( K¡oX

75t./2. 6f'O~

aK ~G

J",~WI r)(

77t-/7Cl

on the person named herein on:

October 25, 2013
(Month, da, anc year)

Matthew Smith
(Name of peron makng serv)

Paralegal
(Ofcial title)

CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

!

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

M¿

Ktattew Smith

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRA rIVE LAW JUDGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)
)
)
)

DOCKET NO. 9357

i

.!

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: '-In order to protect the parties and third paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to ths section." 16 C.F.R.
§ 3 .31 (d). Pursuant to Commission Rule 3 .31 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DM~

ORDERED:

D. Michael Chappell

Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
For
the purose of
protecting the interests of
the pares and third paries in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("'Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit cad number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Docmnent" shall refer to any discoverable writing, recording, transcript of oral
thereof

testimony, or electronically stored information in the possession of a pary or a third
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of
its
employees, agents, attorneys, and all other persons acting on its behalf, exchiding persons

this proceeding.

retained as consultants or experts for puroses of

2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or during the course of
this proceeding that is
entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taken from any portion of sucli document, shall be treated as
confdential material for purposes of
this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puroses of
ths Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or porton thereof as confidential material, including documents
obtained by them from third paries pursuan to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
party a copy of

this Order so as to infonn each such third par of

herein.

his, her, or its rights

5. A designation of confdentiality shall constitute a representation in good faith and after
careful detennination that the material is not reasonably believed to be aleady in the

public domain and that counsel believes tlie material so designated constitutes
confdential material as defined in Pargraph 1 ofthis Order.

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wìl not interfere with the legibìIty thereof),
or if an entire folder or box of documents is confidential by placing or afxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confdential materiaL. Confidential
inormation contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portons have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commssion and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, theIr associated attorneys and other employees of
their law
fin( s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearng of
this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the puroses of the preparation and hearng of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par fiing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until fuher order of the Administrative Law Judge, provided, however, that

such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the fiing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if the protection for any
such material expires, a pary may file on the public record a duplicate copy which also

contains the formerly protected material.

3

10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid part, they shall

provide advance notice to the other pary or third party for puroses of allowing that
par to seek an order that the document or trancript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the pary shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and trancripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another par or third party, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itselfto any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicabilty of
Rule 4.1 1
the Commission's
(e) of
construed as requiring the recipient of

Rules of

Practice, 16 CFR 4.1 1

directed to the Commssion.

(e), to discovery requests in another proceeding that are

12. At the tie that any consultant or other person retained to assist counsel in the

action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confdential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of ths proceeding, including the exhaustion
of judi
cía i review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
preparation of ths

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the
submittr or fuher order ofthe Commssion, continue to be binding after the conclusion
of this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

.¡

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Erick Garcia
6309 34th Avenue
Sacramento, CA 95824
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Garcia:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(cJounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governng Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of
your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Erick Garcia

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

6309 34th Ave
Sacramento, CA 95824

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Carol Nygard Reporting
2295 Gateway Oaks Drive

5. DATE AND TIME OF DEPOSITION

Suite 170
Sacramento, CA 95833

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING
I

In the Matter of LabMD, Inc., Docket 9357

7, ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA
laura Riposo VanDruff, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for faili ire to comply

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available
online at http://bit.y/FTCRulesofPractice. Paper copies are

Secretary of the Commission, accompanied by an
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

listed in Item 8.

available upon request.

RETURN OF SERVICE
i h~rebY cert that a duplicate original of the wiin
t' . su poena was duly served: (chec the method use)

" mperson.

..by'registered'mstl. ¡'y ~ ?Xp (J û4ojtl,2 Ð('3 (JWd~¡. ck//v.l pw ,ScJt,).H

. . CanrrU)rnM rø- il t¡ (a)()

(' by leavmg copy at principal offce or place of business, to wit: i .

£cK Clef~
650f J'I-p ).

~~.,1 eii f5J~l/
on the person named herein on:

October 25, 2013
(Month. day, and year)

Matthew Smith
(Name or peon makng serv)

Paralegal
(Otcial tie)

CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
VVasbigton, D.C. 20006
michae1.pepson@causeofaction.org
Reed Rubintein

Dinsmore & ShoW, LLP
801 Pennsylvania Avenue, NW
Suite 610
VVashington, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

~

Federal Trade Commssion
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUGES

)

In the Matter of

)

LabMD, Inc.,

)

a corporation,

Respondent.

)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.3 i (d) states: "il order to protect the paries and third paries
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." i 6 C.F .R.

§ 3 .31 (d). Pursuant to Commission Rule 3.3 i (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:nMr~

D. Michael Chappell

Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
1. As used in this Order, "confidential material" shall refer to any document or portion
thereofthat contains privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other th year), and any sensitive
health infonnation identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or portion thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or during the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taen from any portion of sucli document, shall be treated as

confdential material for purposes of
this Order. The identity ofa third par submitting
such confidential material shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or porton thereof as confidential material, including documents
obtained by them from third pares pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
party a copy of

this Order so as to Infonn each such thid par of

herein.

his, her, or its rights

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.

2

.'

,
,

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confidential material. Confdential
inormtion contained in electronic documents may also be designated as confdential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of
record for any respondent, their associated attrneys and other employees of
their law
fir(s), provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultats,

outside counsel in the preparation or hearing of

provided they are not affliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragrph 7 of this
Order shall be only for the purposes of the preparation and heang of ths proceeding, or

any appeal therefrom, and for no other purpose whatsoever, provided, however, tht the
Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
9. In the event that any confidential material is contaned in any pleading, motion, exhibit
the Commission, the Secreta

or other paper filed or to be fied with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camer

treatment until furher order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the protection for any
such material expires, a pary may file on the public record a duplìcate copy which also
the paper that does not reveal confidential materiaL. Furer, if

contains the fonnerly protected material.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd par, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or trancript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the pary shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is grated, all documents and trscripts shall

the public record. Where in camera treatment is granted, a duplicate copy of
such document or trascript with the confidential material deleted therefrom may be
be par of

placed on the public record.

i 1. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd par, the recipient of
the discovery request shall promptly notify
the submitter of
receipt of such request. Unless a shorter time is inandated by
an order of
a cour, such notification shall be in wrting and be receIved by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
construed as requiring the recipient of

addition, nothng herein shall limit the applicabilty of

Rule 4.1 1
(e) ofthe Commission's
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commssion.
Rules of

12. At the tie that any consultant or other person retained to assist counsel in the

preparation ofthis action concludes paricipation in the action, such person shall retu to

counsel all copies of docinents or portions thereof designated confidential that are in the

possession of such person, together with all notes, memoranda or other papers contaning
confdential information. At the conclusion of
this proceeding, including the exhaustion
of judicial review, the paries shall return documents obtained in this action to their
submitters, provided, however, that the Commssion's obligation to return documents
shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions ofthis Protective Order, insofar as they restct the communication

and use of confidential discovery material, shall, without written permission of the
submitter or fuher order ofthe Commission, continue to be binding afer the conclusion

of this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Pnvacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Jeff

Marin

LabMD, Inc.
2030 Powers Ferr Road

Bldg 500, Suite 520
Atlanta, GA 30339
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Marin:
The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c )ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony
at the taking of a deposition to a party requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
On August 29, 2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy ofthe Protective Order is enclosed.

I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

~~

Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Jeff Martin
LabMD, Inc.
2030 Powers Ferry Road
Building 500, Suite 520

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Atlanta, GA 30339
This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE

The Commission's Rules of Practice require that any

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply

listed in Item 8.

The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

with Commission Rule 3,34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be fied
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available

Secretary of the Commission, accompanied by an
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 7D-C (rev. 1/97)

online at http://bit.y/FTCRulesofPractice. Paper copies are

available upon request.

I
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RETURN OF SERVICE
I hereby certif that a duplicate oriinal of the within

subpoena was duly served: (c/ec the me used
(\ in person.

-4by.registere.mail.!J kJe ~Ø)m . ~C~~ ;~:iOIS -? l)t:ti/~Jr J,//-(b)f

lJwó'¡)Mf., ()l1fl~J/I rv/i Il t¡ ¿i C.i)
r by leaving copy at pnncipal offce or place of business. to wit:

Je// ill-i~

J-.bM 1), InC. __
£D.30 ~ç: krry!lval

i:Uj'lcllts .KO; J~H: D~D

)lf/tn/t,64 30Jšq
on the person namea herein on.

October 25. 2013
(Monh, day, and year)

Matthew Smith
(Nam of person mang sence)

Paralegal
(Ofcil titie)

CERTIFICATE OF SERVICE
Ths is to certfY that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing docwnent to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
VVasbigton,D.C. 20006
michae1.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
VVashington, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

/l

Mattew Srth
Federal Trade Commission

Bureau of Conswner Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFlCE OF ADMINISTRATIV LAW JUDGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)

)
)
)

DOCKET NO. 9357

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3 .31 (d) states: "In order to protect the pares and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.3
1 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM~

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29, 2013

ATTACHMENT A
For the purose of
protecting the interests of
the parties and third paries in the
above-captioned matter against improper use and disclosure of confidential infonnation
submitted or produced in coiiection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery

Matenal, as hereafter defined.
1. As used in this Order, "confidential material" shall refer to any document or portion
that coritains privileged, competitively sensitive inormation, or sensitive personal
infonnation. "Sensitive personal infonnation" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit car number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health infomiation identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored infonnation in the possession of a pary or a third
pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of this proceeding.
thereof

2. Any document or portion thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or during the course of
this proceeding that is
entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taken from any portion of sucli document, shall be treated as
confdential material for purposes of
this Order. The identity ofa third pary submitting
such confidential material shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in ths proceeding may designate any

responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third pares, shall provide to each third
pary a copy of

this Order so as to infonn each such third par of

herein.

his, her, or its rights

5. A designation of confidentiality shall constitute a representation in good faith and afer
caeful detennination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.

2

6. Material may be designated as confdential by placing on or affixing to the document
contaning such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential materiaL. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designtion "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portons have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for this proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
their law
record for any respondent, their associated attorneys and other employees of
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of

the preparation and hearng of

ths proceeding, or

any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
Practice;
such material, use or disclose confidential material as provided by its Rules of
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secretar

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment untIl fuher order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the fiing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
contans the formerly protected materiaL.

3

10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd part, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or transcript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.

1 i. If any par receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confdential material submitted by
another par or third par, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is inandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non.compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter'!, effort to challenge the disclosure of confdential material. In
addition, nothing herein shall

limit the applicabilty of

Rules of

I

Practice, 16 CFR 4.1

directed to the Commssion.

Rule 4.1 I

(e) of

the Commission's

(e), to discovery requests in another proceeding that are

12. At the tie that any consultant or other person retained to assist counel in the

ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
preparation of

confidential information. At the conclusion of

ths proceeding, inc1udingthe exhaustion

of judicial review, the parties shall retu documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retu documents
shall be governed by the provisions of
Rule 4.12 of
the Rules of
Practice, 16 CFR 4.12.

this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the
13. The provisions of

submitter or fuer order of the Commission, continue to be binding after the conclusion

of this proceeding.

4

United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Forensic Strategy Services LLC
c/o Scott Moulton
601B Industrial Cour
Woodstock, GA 30189-3529
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Moulton:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c Jounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission J, commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . .." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of
Forensic Strategy Services LLC's documents. The subpoena and its
schedule and exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge

D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.

Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of
the
Protective Order. If
you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the
CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

LGy

Megan Cox
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Forensic Strategy Services LLC
c/o Scott Moulton

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

601 B Indus~~ Court
Woodstock, GA 30189-3529

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100
Washington, D.C. 20001

November 21,2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001
(202) 326-2282

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

0-

-11

-
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GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescnbed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with

Commission Rule 3.34(c), 16 C,F.R § 3.34(c), and in
particular must be fied within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be fied before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.
the document upon counsel

FTC Form 7O-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance.
You should present your claim to counsel
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel listed in Item 9.

A copy of the Commission's Rules of Practice is available

online at Ntp:llbit.~CRL!Jas.Qfi:r3qk:e.. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reducüon Act of 1980,

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly served: (ch the me used)
(' in person.

(' by registered mail.

(è by leaving copy at principal offce or place of business, to wit:

Forensic Strategy Services LLC

. '..' - ~ .-.' ..-.~ ,- ... .... - . . .

601 B Industrial Court
Wöodstock, ë3Ä 3Ò189~3529 .

At &hr.P;Øj()ah~~¥lj)ijL~~lJÚ.tjd'\'UfJpvj'ut:1- ~ ßP1P1~~I'I'~t 1'1M(J.)
on the person named herein on:

October 25, 2013
(Month, day, an year)

Matthew Smith
(Name of persn making serce)

Paralegal

- -_.-'_"'0 .____

(Ofcial tiUe)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)

In the Matter of

)
)

LabMD, Inc.,
a corporation

)
)

DOCKET NO. 9357

)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
FORENSIC STRATEGY SERVICES, LLC
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean Forensic Strategy Services, LLC, its wholly or parially owned
subsidiaries, unincorporated divisions, joint ventures, operations under assumed names,
and affiliates, and all directors, offcers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.
4. "Complaint" means the Complaint issued by the Federal Trade Commission in the

above-captioned matter on August 28, 2013.
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5. The term "Containing" means containing, describing, or interpreting in whole or in par.

6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any wrtten, typed, printed, transcribed, fimed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outlne, script, abstract, history, calendar, diary, joural, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of
notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instrctions as will enable conversion of such ESI into a reasonably usable form.

7. The term "Documents Suffcient to Show" means both documents that are necessary

and documents that are suffcient to provide the specified information. If sumaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

10. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.

11. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

12. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.
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13. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or

birt; (e) Social Security number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
town; (d) date of

number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
14. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concernng, embodying, sumarzing, reflecting, explaining, describing,

analyzing, identifying, stating, referring to, dealing with, or in any way pertainig to, in
whole or in par.

15. "Subpoena" means the Subpoena to Forensic Strategy Services, LLC, including this

Schedule and Exhibits, and including the Definitions, Instrctions, and Specifications.

16. "You" or "Your" means Forensic Strategy Services, LLC, or the "Company."
17. The use of

the singular includes the plural, and the plural includes the singular.

18. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1,2011 to present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash this subpoena must be fied withn ten days of service thereof.
3. Protective Order: On August 29, 2013, the Court entered a Protective Order governng
discovery material in this matter. A copy of
the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of
this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to

which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
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documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.
Copies: Unless otherwise stated, legible photocopies (or electronically

5. Production of

native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
rendered images or digital copies of

receipt of

this Subpoena. Furher, copies of originals may be submitted in lieu of

the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
originals only if

they are tre, correct, and complete copies of

any Commission proceeding or court of law; and provided fuer that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessar to interpret them or render them

intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information durng
production. For purposes ofthese requests, sensitive personally identifiable information

includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more of

the following: date of

birt,

Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and

other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of health care to an
individual.
7. Scope of Search: These requests relate to documents that are in your possession or under

your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
Practice
any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for

8. Claims of

Privilege: Pursuant to the Federal Trade Commission's Rule of

3.38A, 16 C.F.R. § 3.38A, if

production of

materials, a schedule that describes the nature of

the documents,

communications, or tangible things not produced or disclosed in a maner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the withheld material is a document) and the full fie name (if
the withheld material is
(if
in electronic form); (c) a description of
the material withheld (for example, a letter,
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memorandum, or email), including any attachments; (d) the date the material was created;
" (e) the date the material was sent to each recipient (if different from the date the material

was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiiations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation oflitigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation oflaw. If only par of
a responsive document is privileged, all non-privileged portions of
the document must be
produced.

Regularly Conducted Activity: Attached as Exhibit B is a
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of

9. Certification of

Records of

Certification of

Records of

documents produced in response to this subpoena. You are asked to execute ths

Certification and provide it with your response.

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

11. Document Retention: The Company shall retain all documentar materials used in the
preparation of

this Subpoena. We may require the

responses to the specifications of

submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destrction of documents that are in any way relevant to this litigation durng
its pendency, irrespective of

whether the Company believes such documents are protected

from discovery by privilege or otherwse.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.

(1) Electronically Stored Information: Documents created, utilized, or maintained
in electronic format in the ordinary course of business should be delivered to the
FTC as follows:
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(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and

.¡

algorithms intact. All database productions (including strctued data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,

triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessary to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DodD") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of

business should be submitted in an electronic format when at all possible.

These documents should be true, correct, and complete copies of

the original

documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and

(b) Logical document determination should be clearly rendered in the
accompanying load fie and should correspond to that of

the original

document; and

(c) Documents shall be produced in color where necessar to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT fie:
(a) For electronic mail: begi Bates or unique document identification

number ("DodD"), end Bates or DodD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
-6-

from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of
the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;

(b) For email attachments: begin Bates or DodD, end Bates or DocID,

parent email ID (Bates or DodD), page count, custodian, source
location/fie path, fie name, fie extension, file size, author, date and time

created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;

(c) For loose electronic documents (as retrieved directly from network fie

stores, hard drives, etc.): begin Bates or DodD, end Bates or DocID, page
count, custodian, source media, file path, fiename, fie extension, fie size,

author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DocID, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of
business.
(4) If

you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.

(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scanned for and free of viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCryt, PGP, and
SecureZip encrypted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
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(e) Please mark the exterior of all packages containing electronic media sent

through the U.s. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production

transmittalletter, which includes:
records and all underlying

(a) A summar ofthe number of

images, emails, and associated attachments, native fies, and databases in

the production; and
(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie( s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determnes prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer files). The Commssion counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit c. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of

business or the

implementation of
the Company's document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of
the content of
such documents.

the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. ifbooks and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." ifthere is no reasonable way for the Company to make an estimate, provide an
explanation.

14. Incomplete Records: If

anything in this
request or suggestions for possible modifications thereto should be directed to Laura

15. Questions: Any questions you have relating to the scope or meaning of

Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive
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to the request shall be addressed to the attention of Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.

-9-

SPECIFICATIONS
Demand is hereby made for the following documents:
"
I

1. All communications between you and LabMD.

i

2. All documents considered to prepare the affidavit executed by Scott Moulton on Januar
12,2012, in the matter captioned LabMD, Inc. v. Tiversa, Inc., Docket No. ll-cv-04044
(N.D. Ga.).
3. All contracts between you and LabMD.
4. All documents related to work you performed for LabMD.
5. All documents related to compensation received by you for services provided to LabMD.

October 24,2013

By:
Al~~
Laura Riposo Vanruff

Megan Cox

Margaret Lassack
RyanMehm
Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcox1@:c.gov

11

-10-

CERTIFICATE OF SERVICE
Ths is to certfy that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinmore & Shohl, LLP
801 Pennylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Counsel for Respondent LabMD, Inc.

BY:~
~

October 24,2013

Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)

DOCKET NO. 9357

)

)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "il order to protect the paries and thrd paries
against improper use and disclosure of confidential infoimation, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.3 1 (d). Pursuant to Commission RuIe 3.3
1 (d), the protective order set fort in the
appendix to that section is attached verbati as Attachment A and is hereby issued.

ORDERED:

:DlY~

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT

A

For the purose of
protecting the interests of
the parties and third paries in the
above-captioned matter against improper use and disclosure of confidential infonnation
,¡
I
I

submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material C'Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
infonnation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third
par. "Commission" shall refer to the Federal Trade Commssion ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
thereof

2. Any document or portion thereof submitted by a respondent or a third pary during a
Federal Trade Commission investigation or during the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
inteipretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taken from any portion of sucl1 document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puroses of
ths Order where the submitter has requested such confidential treatment.
3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third parties pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
pary a copy of

this Order so as to infonn each such thid pary of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determnation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph I of
this Order.

2

6. Material may be designated as confdential by placing on or affxing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designtion "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
porton or portons of the document considered to be confidential materiaL. Confdential

information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portons deleted contain privileged mattr,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over ths proceeding, personnel assisting the Administrative Law Judge, the
Commssion and its employees, and personnel retained by the Commission as experts or
consultats for this proceedig~ (b) judges and other cour personnel of any court having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragrph 7 of this
Order shall be only for the puroses of

the preparation and hearng of

ths proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaed in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par fiing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contaned in the papers shall continue to have in camera
treatment until fuher order of
the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confdential
material pursuant to Paragraphs 7 or 8. Upon or after fiing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if
the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearg any document or transcript
containing confidential material produced by another pary or by a thd par, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If

that par wishes in camera treatment for the document or transcript, the pary shall fie

an appropriate motion with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of the discovery request shall promptly notify

.1

the submitter of
receipt of such request. Unless a shorter time is inandated by an order of
a cour, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a

cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject Itselfto any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
construed as requiring the recipient of

addition, nothing herein shalllimit the applicabilty of

Rule 4.1 i

(e) of

the Commission's

Rules of Practice, 16 CPR 4.11 (e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of ths action concludes paicipation in the action, such person shall retu to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
ths proceeding, including the exhaustion

confidential infonnation. At the conclusion of
of

judicial review, the parties shall return documents obtained in this action to their

submitters, provided, however, that the Commission's obligation to retur documents

shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CPR 4.12.
13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written pennission of the
submitter or fuer order of
the Commission, continue to be binding afer the conclusion
of

this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuantto 28 U.S.c. § 1746

1.

I,

, have personal knowledge of the facts set forth below

and am competent to testify as follows:

the records produced by Forensic Strategy

2. I have authority to certify the authenticity of

Services LLC and attached hereto.
3. The documents produced and attached hereto by Forensic Strategy Services LLC are

originals or tre copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set fort by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;
Forensic Strategy

Services LLC; and
c) Were made by the regularly conducted activity as a regular practice of

Strategy Services LLC.

I certify under penalty of perjury that the foregoing is tre and correct.
Executed on

,2013.

Signature

Forensic

Exhibit C
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BCP PRODUCTION
GUIDE

As of

Bureau of Consumer Protection Production Guide

An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested fonnats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

,!

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, fonnatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a fonnal request, please note: The
following protocols apply to ALL fonnats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certain types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v i 0.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
file in the production, and
· a Concordance delimited data load file (OAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning
All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of your compliance with BCP's request. '

c. Extracted Text IOCR

Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text files and wil request replacement files if
received.

08/18/2011

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
IDs), use a consistent number of
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.
Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
· ABCFTCOOOOOO 1

Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:

b i ASC
i Ih
C aracter

DescrmtlOn

Svm 0

Field Seoarator
Ouote Character
Multi Entry delimiter
-(Return~ Value in data

0
P
@

-

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
· 300 DPI
· single-page Group IV TIFF fies

· or color JPEG image files where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian

Concordance Field

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
Mailbox where the email resided

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.

· Submit Microsoft Access fies and other multimedia fies
in native format with metadata only.

· Submit other fies and attchments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number

Description
The beginning bates number for the
document
The ending bates number for the

document
The total number of

Page

Count

document

pages in the

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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.,,

Custodian

Mailbox where the email resided

To

Recipient(s) of

CUSTODIAN
RECIPIENT

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TlMESENT

Subject

Subject line of email

SUBÆCT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TJMERCVD

Child records
(attachments)

The beginning bates number(s) of
attachments delimited bv comma
Location of email in personal
folderslDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other messaf!e svstems

i
i

the email

Location or "Path"
Message ID

ATTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count
Custodian

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
The name of the original custodian of
the fie

Parent Record
Creation Date

Beginning bates number of parent

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

email

PARENTID

The date attchment was saved at the
location on the electronic media for

CREATEDATE

the first time

The time the attachment was saved at

Creation Time

Modified Date

Modified Time

Last Accessed Date

Last Accessed Time

the location on the electronic media
for the first time
The date/time the attachment was last

changed, and then saved
The time the attchment was last

changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"
by a user or software activity
The time the attachment was last
opened, scanned, or even "touched"

CREATETIME

MODDATE
MODTJME

LASTACCDATE

LASTACCTJME

by a user or softare activity
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Size

The amount of space the file takes up
on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

FILESIZE

File Name

The name of
the attachment including
the extension denoting the application
in which the file was created

FILENAME

Relative path of

Native link

submitted native files

such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MDS (Message Digest) hash for the
original native fie if available

Hash

NATIVELINK
HASH

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.

Mct ada ta

an

d0ther.lßtiormaïion requircmentstior naÎivefil es

Document Info /
Metadata

Beginnine: Bates number
Ending Bates number

Description

Concordance
Field Name

The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name ofthe original custodian of
the file
The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time

CREATETlME

Modified Date

The date/time the attachment was last changed,
and then saved

MODDATE

Modified Time

The time the attachment was last changed, and
then saved
The time the attachment was last opened,

Page Count
Custodian
Creation Date

Creation Time

Last A ccessed Date

scanned, or even "touched" by a user or softare

BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE

MODTIME

LASTACCDATE

activitv
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the file takes up on the
electronic media. Usually recorded in kilobytes

LASTACCTIME
FILESIZE

5

FileName

The name of
the file including the extension
denoting the application in which the file was
created

FILENAME

Native link

Relative path of submitted native fies

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to Bep.

a. Media BCP Accepts
Submit any of the following:
· For Productions under 10 gigabytes:

a CD-R CD-ROM optical disks formatted to iso 9660
specifications

a DVD-ROM optical disks for Windows-compatible personal
computers
a USB 2.0 flash drives

· For Productions over i 0 gigabytes
o IDE, EIDE and SA TA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter

For any format, accompany the submission with a letter that includes all of the
following:
· . volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or files,
· list of fields in the order in which they are listed in the data files,
· date and time format, and

· confirmation that the number of fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Karalyn GaiTett

1106 Harbor Pointe Parkway
Atlanta, GA 30350
i
-!

Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Ms. Garrett:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(c)ounsel for a party may sign and issue a subpoena,
on a form pròvided by the Secretary (of
the Commission), requinng a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set fort in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Matena1 ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of

the Protective Order is enclosed.

I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Karalyn Garrett

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

1106 Harbor Pointe Parkway

Atlanta, GA 30350

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.
3. PLACE OF DEPOSITION

4. YOUR APPEARANCE WILL BE BEFORE

Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

SIGNED

October 24,2013
GENERAL INSTRUCTIONS

APPEARANCE
this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.
The delivery of

MOTION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed

A copy of the Commission's Rules of Practice is available
online at btp:Ubit ly/FTCRulesofPractice. Paper copies are

available upon request.

before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (chec the method used

(' in person.

~byistreit,b. kJ~1 ~Qr a~ht 2~ ifJ(J.. O,v.J~Iit. j¿/hv,/¡

. ~,;u&nl-Iu ()m"IMM IV/¿ q L.(A)CJ)

(' by leavmg copy at principal offce or place of business, to wit:

,Je:olyn G~fl'If
/1 ()6 #k'bN' i1/ri-kltu;y

Ih~ 6A :JD3.5 0
i

on the person named herein on:

October 25, 2013
(Monh. day. and year)

Matthew Smith
(Nama of pe malng serce)

Paralegal
(Ofcial tiUa)

CERTIFICATE OF SERVICE
Ths is to certfy that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing docwnent to:

Michael D. Pepson
Reguatory Counsel

Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD1 Inc.

October 24, 2013

By:

~

Matthew Smith

Federa Trade Commssion

Bureau of Conswner Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)
)

DOCKET NO. 9357

)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERIAL
Commission Rule 3.31 (d) states: "In order to protect the paries and third paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31

(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DM~d/

ORDERED:

D. Michael Chappell

Chief Administrative Law Judge

Date; August

29, 2013

ATTACHMENT A
For the purose of protecting the interests of the parties and third paries in the

above-captioned matter against improper use and disclosure of confidential infonnation
submitted or produced in connection with this matter:
I
. !

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("'Protective Order") shall govern the handling of all Discovery

Material, as hereafter defined.

i. As used in this Order, "confidential material" shall refer to any document or portion
thereof

that contai privileged, competitively sensitive inormation, or sensitive personal

information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
birth (other than year), and an sensitive

identification number, passport number, date of

health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or portion thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or dunng the course of
this proceeding that is
entited to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taen from any portion of sucli document, shall be treated as
confdential material for purposes of
ths Order. The identity ora third par submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including docwnents
obtaÌned by them from third paries pursuant to discovery or as otherwse obtaied.

4. The paries, in conducting discovery from third paries, shall provide to each third
par a copy of

this Order so as to infonn each such thd pary of

herein.

his, her, or its rights

5. A designation of confidentiality shall constitute a representation in good faith and afer

careful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containig such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that

folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential materiaL. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commssion and its employees, and personnel retaied by the Commission as experts or
consultants for this proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
firr(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an

agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
this
this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
8. Disclosure of confdential material to any person described in Paragraph 7 of

Order shall be only for the puroses of

the preparation and hearng of

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
the Commission, the Secreta

or other paper fied or to be filed with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third part, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contaned in the papers shall continue to have in camera
treatment until fuher order of the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the filing pary shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if
the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
contans the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another par or by a thd party, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If

that par vvishes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days afer it receives

such notice. Except where such an order is granted, all documents and transcripts shall
be par ofthe public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential materi deleted therefrom may be
placed on the public record.
i 1. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confdential material submitted by
another pary or thrd par, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by
an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non-compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
construed as requiring the recipient of

addition, nothing herein shall
Rules of

limit the applicabilty of

Rule 4.1 1 (e) of

the Commission's

Practice, 16 CFR 4.1l(e), to discovery requests in another proceeding that are

directed to the Commssion.
';;1

12. At the time that any consultant or other person retained to assist counsel in the
preparation of

this action concludes participation in the action, such person shall retu to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
ths proceeding, including the exhaustion

confdential information. At the conclusion of
of

judicial review, the paries shall retu documents obtained in this action to their

submitters, provided, however, that the Commission's obligation to retur documents
shall be governed by the provisions of
Rule 4.12 of
the Rules of
Practice, 16 CFR 4.12.
13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the

submitter or fuer order of the Commission, continue to be binding afer the conclusion

of this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of
Division of

Consumer Protection
Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Josie Martinez Maldanado
3722 43rd Street
Sacramento, CA 95820
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Ms. Maldanado:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(c)ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F .R. §

3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuantto Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Josie Martinez Maldanado

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

3722 43rd Street
Sacramento, CA 95820

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Carol Nygard Reporting
2295 Gateway Oaks Drive, Suite 170
Sacramento, CA 95833

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.
6, SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATESJGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE

TRAVEL EXPENSES

this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

The delivery of

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require thatany
motion to limit or quash this subpoena must comply

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be fied within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by

an

affidavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev, 1/97)

A copy of the Commission's Rules of Practice is available
online at http'lIbit.y/ETCRulesofPractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly served: (ch the method use
(' in person.

..by.reister.mall.-/y Qud fxø-l) ()Jw jlf JAI!L ltQ/7J./.I-J/l'tlfw.i(J~l
(.1)
.J ~mhtM r()Ú tl '-I (a)

(' by leaving copy at principal offce or place of business, to wit:

Josh /MH¡'~~2. f'1 L(;rk

3722 'IJ ~cfil(l
~¿:p? M hi CA q 5' ti 0
on the person named herein on:

October 25, 2013
(Mont, dey, and year

Matthew Smith
(Name of pers mak servce)

Paralegal
(Ofciallille)

CERTIFICATE OF SERVICE
Ths is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Reguatory Counsel

Cause of Action
1919 Pennsylvana
Avenue, NW, Suite 650
Washington, D.C. 20006
michaeL.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

/ltJ

Mattew Smith

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the parties and thrd paries

against improper use and disclosure of confidential infonnation, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.3
1 (d). Pursuant to Commission Rule 3.3
1 (d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM ~d1

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and thrd paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("'Protective Order") shal govern the handling of all Discovery
Material, as hereafer defined.

1. As used in ths Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive information, or sensitive personal
information. "Sensitive personal information" shall refer to, but shal not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
.'Document" shall refer to any discoverable writing, recording, transcript of oral
thereof

testimony, or electronically stored information in the possession of a par or a third
pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of
its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of this proceeding.

2. Any document or porton thereof submitted by a respondent or a third par durng a
Federal Trade Commission investigation or durng the course of
this proceeding that is

entitled to confidentiality under the Federal Trade Commssion Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taen from any portion of sucli document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puroses of

this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
this Order so as to inform each such third pary of
his, her, or its rights

pary a copy of

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determnation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defmed in Paragrph 1 of
this Order.

2

6. Material may be designated as confdential by placing on or affxing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confdential by placing or afxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
porton or portions of the document considered to be confidential materiaL. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 935T' or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm( s), provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
the protective order; and (e) any witness or deponent
agreement to abide by the terms of
who may have authored or received the information in question.
outside counsel in the prepartion or hearing of

8. Disclosure of confidential material to any person described in Paragrph 7 of this
Order shall be only for the puroses of

the preparation and hearing of

ths proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Commission may, subject to takng appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
9. In the event that any confidential material is contained in any pleading, motion, exhibit
.;;

the Commssion, the Secretar

or other paper fied or to be filed with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until fuher order of
the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confdential
material pursuant to Paragraphs 7 or 8. Upon or after fiing any paper containing
confidential material, the fiing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if
the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid part, they shall

provide advance notice to the other pary or third par for puroses of allowing that
part to seek an order that the document or transcript be granted in camera treatment. If
that pary wishes in camera treatment for the document or transcrìpt, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other
proceedig or matter that may require the disclosure of confidential material submitted by

the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is inandated by an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
another pary or thrd party, the recipient of

cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief
from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothng herein shall limit the applicability of
Rule 4.1 1 (e) of
the Commission's
Rules of
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the tie that any consultant or other person retaned to assist counsel in the

ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of this proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
preparation of

submitters, provided, however, that the Commission's obligation to retur documents
shal be governed by the provisions of
Rule 4.12 of
the Rules of
Practice, 16 CFR 4.12.
13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order of
the Commission. continue to be binding afer the conclusion
of this proceeding.
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United States of America

FEDERAL TRAE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protcction

October 24,2013

VIA FEDERAL EXPRESS
John Boyle
7525 Twin Creek Court
Cumming, GA 30041-4335
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Boyle:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the taking of a deposition to a paity requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

John Boyle

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

7525 Twin Creek Court

Cumming, GA 30041

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region
225 Peachtree Street, NE, Suite 1500

5. DATE AND TIME OF DEPOSITION

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

TRAVEL EXPENSES

The Commission's Rules of Practice require that any

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply

listed in Item 8.

MOTION TO LIMIT OR QUASH

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be fied within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available

Secretary of the Commission, accompanied by
an
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

online at http://bit.y/fTCRulesofPractice. Paper copies are
available upon request.

RETURN OF SERVICE
i hereby certfy that a duplicate original of the witin
subpoena was duly served: (check th meod us
(' inperson.
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CJmml¥A gf)o'fl
on the person named herein on:

October 25, 2013
(Mon, da, an yea)

Matthew Smith
(Name of person makng servce)

Paralegal
(Ofcil title)

CERTIFICATE OF SERVICE

I
1

Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennylvana Avenue, NW, Suite 650

Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

~

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRTIVE LAW JUGES

)
)
)

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNNG DISCOVERY MATERI
Commission Rule 3.3 1 (d) states: "In order to protect the parties and third paries
against improper use and disclosure of confidential infonnation, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.3

1

(d), the protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:Dm rYw.J
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013

ATTACHMENT A
the paries and third paries in the

For the purose of protecting the interests of

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

1. As used in thìs Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
informtion. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
thereof

number, credit card or debit card number, drver's license number, state-issued

birth (other than year), and any sensitive
health information identifiable by individua, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
identification number, passport number, date of

testimony, or electronically stored infonnation in the possession of a par or a third

pary. "Commission" shall refer to the Federal Trade Commssion ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or durng the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, Or any regulation,

interpretation, or precedent concerning documents in the possession of the Commission,

as well as any infonnation taken from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third pary submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.
3. The paries and any thrd paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in ths proceeding may designate any

responsive document or portion thereof as confidential material, including documents
obtaned by them from third parties pursuant to discovery or as otherwse obtained.
4. The pares, in conducting discovery from third pares, shall provide to each third
pary a copy of
this Order so as to infonn each such third pary of
his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caefu determnation that the material is not reasonably believed to be aleady in the

public domain and that counsel believes the material so designated constitutes
confdential material as defmed in Pargraph i of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
portion or portions of the document considered to be confidential materiaL. Confdential
information contaned in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face ofthe CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portions deleted contan privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commssion as experts or

consultants for this proceeding; (b) judges and öther cour personnel of any court having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of

record for any respondent, their associated attorneys and other employees of their law
fin(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

this
this proceeding, or
Order shall be only for the puroses of
the preparation and hearng of
any appeal therefrom, and for no other purose whatsoever, provided, however, that the
8. Disclosure of confidential material to any person described in Paragraph 7 of

Commssion may, subject to takng appropriate steps to preserve the confdentiality of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

such material, use or disclose confidential material as provided by its Rules of

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally subnùtted by a third par, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contaned in the papers shall continue to have in camera
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if
the protection for any

treatment until fuher order of

such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearng any document or transcript
containing confidential material produced by another pary or by a thid party, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or trancript be granted in camera treatment. If

that pary v:1shes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receIves
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or trscript with the confdential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request In any investigation or in any other

proceeding or matter that may require the disclosure of confdential material submitted by
the discovery request shall promptly notify
another pary or thrd party, the recipient of
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
this Protective Order and a
business days before production, and shall include a copy of
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
constred as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall

limit the applicabilty of

Rule 4.1 1 (e) of

the Commission's

Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.
Rules of

12. At the time that any consultant or other person retained to assist counsel in the
ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion ofthis proceeding, including the exhaustion
of judicial review, the paries shall return documents obtained in this action to their

preparation of

submitters, provided, however, that the Commission's obligation to retu documents
the Rules of
Practice, 16 CFR 4.12.
shall be governed by the provisions of
Rule 4.12 of
13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order of the Commission, continue to be binding after the conclusion
of this proceding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA PROCESS SERVER
Detective Karina Jestes
Office of the Court Liaison
Sacramento Police Depaiiment
901 G Street
Sacramento, CA 95814
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Detective Jestes:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a pary
may sign and issue a subpoena,
on a form provided by the Secretary (ofthe Commission), requiring a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set fort in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
Commission's Rules of

On August 29, 2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Detective Karina Jestes
c/o Offce of the Court Liaison

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Sacramento Police Department

901 G Street
Sacramento, CA 95814

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Sacramento Police Department
5770 Freeport Boulevard
Sacramento, CA 95822

5. DATE AND TIME OF DEPOSITON

December 2, 2013, at 9:00 a.m.
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Federal Trade Commission

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL,INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

This subpoena does not require approval by OMB under

affdavit of service of the document upon counsel

the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.

FTC Form 70-C (rev. 1/97)

A copy of the Commission's Rules of Practice is available
online at htt¡;:l/bjUylETCRulesofPractice. Paper copies are
available upon request.

RETURN OF SERVICE
I hereby cert that a duplicate original of the wihin
subpoena was duly served: (check the meth used

)X in person.
(' by registered mail.

C by leaving coPY at pnncipal offce or place of business, to wit:

~"" 1'1~(J Je(.

C/o ~ £'ß ()w¡. l.(~r'sØ1
cJ~l'MLJ l- ~(,~ ~.4~ l

C¡o ( G cSkcdSW'G.lY-!i. ~4- C¡5C/t./

Ji ~,.V.(

on the person named herein on:

October 25, 2013
(Monh, day, and year)

Matthew Smith
(Name of person mang servce)

Paralegal
(Otcial UUe)

CERTIFICATE OF SERVICE
This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
VVashington, D.C. 20006

michael.pepson@causeofaction.org
Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
VV ashington, D. C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

/ attew Smith

Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

)

In the Matter of

)
)

LabMD, Inc.,
a corporation,

Respondent.

)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the paries and third paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section!' 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31

(d), the protective order set forth in the

appendix to that section is attached verbatim as Attchment A and is hereby issued.

ORDERED:

:D lY cldi
D. Michael Chappell
Chief Adminstrative Law Judge

Date: August 29,2013

A

ATTACHMENT

For the purose of

protecting the interests of

the parties and thrd paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

I. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive information, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
thereof

testimony, or electronically stored infonnation in the possession of a par or a third

its
employees, agents, attorneys, and al other persons acting on its behalf, excluding persons
retaied as consultants or experts for puroses ofthis proceeding.
pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of

2. Any document or porton thereof submitted by a respondent or a third par durng a
Federal Trade Commission investigation or durng the course of
this proceeding that is

entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taen from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puroses of

ths Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any

responsive document or portion thereof as confidential material, includin~ documents
obtained by them from third partes pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
party a copy of
this Order so as to infonn each such third par of
his, her, or its rights
herein.

5. A designation of confidentiality shall constitute a representation in good faith and after

caeful determtion that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designted constitutes

confdential material as defined in Pargraph i of ths Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with
an indication of the
portion or portions of
the document considered to be confidential materiaL. Confdential
inormation contained in electronic documents may also be designated as confidential by
placing the designation ''"CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of

the CD or DVD or other

medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the pOloHons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

70 Confdential material shall be disclosed only to: (a) the AdminIstrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commssion and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their assocIated attorneys and other employees of
their law
finnes), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in queston.

8. Disclosure of confidential material to any person described in Paragraph 7 of ths
the preparation and hearng of
this proceeding, or

Order shall be only for the puroses of

any appeal therefrom, and for no other purose whatsoever, provided, however, tht the

Commission may, subject to takng appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper filed or to be fied with the Secretar of
the Commssion, the Secreta
shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if
the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd part, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or trancript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.
11. If any par receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another par or thrd party, the recipient of the discovery request shall promptly notify

an order of
a cour, such notification shall be in wrting and be receIved by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
the submitter of receipt of such request. Unless a shorter time is mandated by

cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of

the discovery request or anyone else covered by

ths Order to challenge or appeal any order requiring production of confidential material,
to subject itself
relief

to any penalties for non-compliance with any such order, or to seek any

from the Administrative Law Judge or the Commission. The recipient shall not

oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothg herein shall
limit the applicabilty of
Rule 4.1 ICe) of
the Commission's
Rules of Practice, 16 CFR 4.11 (e), to discovery requests in another proceeding that are

directed to the Commssion.
12. At the time that any consultant or other person retained to assist counsel in the
preparation oftlus action concludes paricipation in the action, such person shall retun to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential inormation. At the conclusion oftlus proceeding, including the exhaustion

judicial review, the paries shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of Rule 4.12 of the Rules of Practice, 16 CPR 4.12.
of

13. The provisions of
this Protective Order, insofar as they restrict the communcation
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order of the Commission, continue to be binding after the conclusion
of this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Lawrence Hudson

285 West Horizon Drive
Boise, ID 83702
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Ms. Hudson:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (ofthe Commission), requiring a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply
a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
On August 29, 2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Goveming Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Lawrence Hudson

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

285 West Horizon Drive

Boise, 10 83702

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

United States Attorney's Offce
Washington Group IV
800 Park Blvd., Suite 600
Boise, 1083712

5. DATE AND TIME OF DEPOSITION

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7, ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100

Chief Judge D. Michael Chappell

Washington, DC 20001

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

TRAVEL EXPENSES

The Commission's Rules of Practice require that any

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance, You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply

listed in Item 8,

MOTION TO LIMIT OR QUASH

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available
online at http://bit.ylFTCRuiesofPractice. Paper copies are

Secretary of
the Commission, accompanied by an
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8. and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

available upon request.

RETURN OF SERVICE
I hereby cert that a duplicate original of the within
subpoena was duly served: (che th meod use
(' in person.

-Gby.registered.maii.-ly!dd ~en &l at//;:l ~ ;W/5.4 "tQn~l.I-J.J)~ ?,~f

-f Cmm~ rviL ~ tol (aJ (2)

(' by leaving copy at pnncipal offce or place of business, to wit:

l'w rea )/~~/1
;21'5 ¡J~ /%rl2-lh :i'ia

3Ðl1e( If) !.J702
on the person named herein on:

October 25, 2013
(Mon, day, and year)

Matthew Smith
(Name of perso makng service)

Paralegal
(OffciaIUile)

(J

CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing

document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org

Reed Rubinstein
Dinmore & ShoW, LLP

801 Pennsylvania Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

û£

Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRA TIV LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)
)

DOCKET NO. 9357

)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the parties and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3 .31 (d). Pursuant to Commission Rile 3 .31 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:Dh1C~

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT

~~ j

For the purose of

protecting the interests of

A
the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

1. As used in this Order, "confdential material" .shall refer to any document or portion
thereofthat contais privileged, competitively sensitive inormation, or sensitive personal

inonnation. "Sensitive personal inormation" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of ora
testimony, or electronically stored information in the possession of a pary or a third
its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultats or experts for puroses of this proceeding.
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of

2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or durng the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commssion Act, or any regulation,

intel'Pretation, or precedent concerning documents in the possession of the Commssion,

as well as any information taken from any portion of such document, shall be treated as
confdential material for purposes of
this Order. The identity ofa third pary submitting
such confidential material shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including docwnents
obtained by them from third partes pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third pares, shall provide to each third
party a copy of

ths Order so as to infonn each such third par of

herein.

his, her, or its rights

5. A designation of confidentiality shall constitute a representation in good faith and after

Cleful deteration that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Paragraph 1 ofths Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confdential materiaL. Confidential
infoimation contained in electronic documents may also be designated as confdential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
fin(s), provided they are not employees of a respondent; (d) anyone retained to assist
this proceeding including consultats,

outside counsel in the preparation or hearing of

provided they are not affiiated in any way with a respondent and have signed an
agreement to abide by the teims of the protective order; and ( e) any witness or deponent
who may have authored or received the infoimation in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of
Order shall be only for the puroses of
any

the preparation and hearng of

this
this proceeding, or

appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to taing appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Riles of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
9. In the event that any confidential material is contaned in any pleading, motion, exhibit
the Commission, the Secreta

or other paper filed or to be fied with the Secretar of

shall be so inormed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a thrd par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment unti furher order of the Administrative Law Judge, provided, however, that

such papers may be furnished to persons or entities who may receive confdential
material pursuant to Paragraphs 7 or 8. Upon or afr fiing any paper containing
confidential material, the filing pary shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, ìfthe protection for any
such material expires, a pary may file on the public record a duplicate copy which also

contains the formerly protected material.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a tld part, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or transcript be granted in camera treatment. If

that par vvishes in camera treatment for the document or transcript, the pary shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and trscripts shall

the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.
be par of

i 1. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in wnting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
construed as requiring the recipient of

addition, nothing herein shall limit the applicabilty of

Rule 4.1 i

(e) of

the Commssion's

Rules of Practice, 16 CFR 4 .11 (e), to discovery requests in another proceeding that are

directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of this action concludes participation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confdential that are in the
possession of such person, together with all notes, memoranda or other papers containing
this proceeding, including the exhaustion

confidential information. At the conclusion of

ofjudicia1 review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retur documents
shal be governed by the provisions of
Practice, 16 CPR 4.12.
the Rules of
Rule 4.12 of
13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without wrtten permission of the

submitter or fuer order of the Commission, continue to be binding after the conclusion

of this proceedig.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection
-I
1
i

October 24,2013

VIA FEDERAL EXPRESS
Jeremy Dooley
4570 Cummings Cove Drive
Chattanooga, TN 37419
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Dooley:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
on a fonn provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony
at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
Commission's Rules of

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy ofthe Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

~Yl

Sincerely,

Laura Riposo Vanruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

..

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(8) (2010)
1. TO

2. FROM

Jeremy Dooley

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

4570 Cummings Cove Drive
Chattanooga, TN 37419

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Offce of the United States Attorney for the
Eastern District of Tennessee

5. DATE AND TIME OF DEPOSITION

1110 Market Street, Suite 301
Chattanooga, TN 37402

December 2,2013, at 9:00 a.m.

6, SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your

appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.

FTC Form 70-C (rev. 1/97)

A copy of the Commission's Rules of Practice is available

online at htp..ltly/FICRulesoæractice. Paper copies are
available upon request.
This subpoena does not require approval by OM8 under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE

(' in person. l) ,../
I hereby cert that a duplicate original of the within
subpoena was duly served: (cteck the me used)

/)WJl(lIi¡
..by.registererrmai/. by tJitl f.(HtÆ(ff,L
Qr. J-itl
i_ I'2/)/3.t
(Jn?mØ-)Tl
!'vl¿ /le.9 tvvy,
(c€) (2)

p¡.r~uø.nr ..
r by leaving copy at principal offce or place of business, to wit:

j er/ll Dm/øy

?/ 570 &¡?¡¡7/~ CbLl jlt'r.(
C hJ--!n OU~/ IAI .17'-/(9
on the person named herein on:

October 25, 2013
(Mon. day, an year)

Matthew Smith
(Name of persn makng SBf\CB)

Paralegal
(ordaJ tite)

CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650

Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & ShoW, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C; 20004

reed.rubinsein@dimore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

tw

Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

)

In the Matter of

)
)
)

LabMD, Inc.,
a corporation,
Respondent.

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI
Commission Rule 3.31 (d) states: "In order to protect the parties and third paries
against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.3

1 (d). Pursuant to Commission Rule

3.3

1 (d), the

protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:D1Y ~.d
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29, 2013

ATTACHMENT A
For the purose of protecting the interests of the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confdential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health infonnation identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrtig, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third
par. "Commission" shall refer to the Federal Trade Commission ("'FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
thereof

2. Any document or porton thereof submitted by a respondent or a third par during a

this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,

Federal Trade Commission investigation or during the course of

the Comnussion,

interpretation, or precedent concerning documents in the possession of

as well as any information taken from any porton of sucli document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puroses of
ths Order where the subnutter has requested such confdential treatment.
3. The pares and any thrd paries, Ín complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portÍon thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtaied.

4. The paries, in conducting discovery from third pares, shall provide to each third
part a copy of

his, her, or its rights

ths Order so as to inform each such third par of

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designted constitutes

this Order.

confdential material as defined in Pargraph i of

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affixing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confdential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have

been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of

their law
fin(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
record for any respondent, their associated attorneys and other employees of

ageement to abide by the terms of the protective order; and ( e) any witness or deponent

who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of
Order shall be only for the puroses of

the preparation and hearng of

this
ths proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was origially submitted by a third par, the

pary including the materials in its papers shal immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until fuher order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if
the protection for any
such material expires. a pary may fie on the public record a duplicate copy which also
contans the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearng any document or transcript
containing confidential material produced by another pary or by a thd part, they shall
provide advance notice to the other pary or third part for puroses of allowing that

part to seek an order that the document or transcript be granted in camera treatment. If
that pary wishes in camera treatment for the document or transcrìpt, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in'any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another par or thrd par, the recipient of
the discovery request shall promptly notify
the submitter of
receipt of such request. Unless a shorter time is mandated by
an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

construed as requiring the recipient ofthe discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject Itselfto any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential materiaL. In
Rule 4.1 1 (e) of
the Commission's
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.
addition, nothing herein shall limit the applicability of
Rules of

12. At the tie that any consultant or other person retained to assist counsel in the

preparation oftls action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
ths proceeding, including the exhaustion

confidential information. At the conclusion of

i review, the paries shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
of

judi

cía

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the

submitter or fuer order of the Commission, continue to be binding after the conclusion

of this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of

Consumer Protection

Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Managed Data Solutions, Inc.
c/o Michael E. Krasnow
5825 Cheyenne Ct.
WaIT Acres, OK 73132
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Krasnow:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . .." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of
Managed Data Solutions, Inc.'s documents. The subpoena and its
schedule and exhibits are enclosed.
Commission's Rules of

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge

D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.

Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 ofthe
Protective Order. If
you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the

CD.

~

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.
Sincerely,

~~

Megan Cox
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Managed Data Solutions, Inc.
c/o Michael E. Krasnow

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

5825 Cheyenne ct.
Warr Acres, OK 73132

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5, DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21, 2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100

Federal Trade Commission

Washington, D.C. 20580
DATE SIGNED

Washington, DC 20001

~ó-

(202) 326-2282

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescnbed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3,34(c). and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice,

the document upon counsel

FTC Form 70-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

mileage be paid by the part that requested your appearance.
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.
You should present your claim to counsel

A copy of the Commission's Rules of Practice is available
online at hItQJLb;t Jy/FTÇ~sQfPract~e,. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
t h~rebY certify that a dupticate original of the within
su poena was duly servd: (Check lhe methd us
(' in person.

~y.egsteæ_¡Y ~¡.(",Exø) lt a/o~ jt jU/3j, "W/lø¡,l cJj/t.vJ¡JWjl)c,¡t¿

C1m~.. 'vI, t¡t/ (/ÁJ (2)
(' by leaVi,n.g ,~. co jPr..t p¡ncfta~ 0"1ce or placfJ of business, to wit:

)ÆQi1W /d"¡ Ò"oivn ~ 7, f¡ cC
C/O MfbhMJ £. Kí~Oti

5'825' Oh -,- - ..C/'..... -¡J1A1'/AW~I;~K:.~7jìj2.' -- on the person named herein on:

October 25, 2013
(Mon, day, and yea)

..N1~.tt~E31N Smith
(Name of penicn ~~~g-;;'ce)

Paralegal
(6f';ïiÏ~)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter

)
)

of

)

LabMD, Inc.,
a corporation

)
)
)

DOCKET

NO. 9357

)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
MANAGED DATA SOLUTIONS, INC.
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.

DEFINITIONS
1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination ofinformation, regardless of
the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean Managed Data Solutions, Inc. ("MDS"), its wholly or parially
owned subsidiaries, unincorporated divisions, joint ventures, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

4. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
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5. The term "Containing" means containing, describing, or interpreting in whole or in par.

6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwse), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, joural, agenda, minute,

code book or labeL. "Document" shall also include electronically stored information
C'ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as will enable conversion of such ESI into a reasonably usable form.
7. The term "Documents Sufficient to Show" means both documents that are necessary

and documents that are suffcient to provide the specified information. If sumaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of
the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be constred to be within the scope of

any document request.

10. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.

11. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

12. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.
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13.

i

"Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Security number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.

¡

14. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, sumarzing, reflecting, explaining, describing,
analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.

15. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

16.

personal information maintained by or for LabMD.

"Subpoena" means the Subpoena to Managed Data Solutions, Inc., including this
Schedule and Exhibits, and including the Definitions, Instrctions, and Specifications.

17. "You" or "Your" mean Managed Data Solutions, Inc. or the "Company."
18. The use of

the singular includes the plural, and the plural includes the singular.

19. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1, 2006 to present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rile of

motion to limit or quash ths subpoena must be filed within ten days of service thereof.
3. Protective Order: On August 29,2013, the Cour entered a Protective Order governing
discovery material in ths matter. A copy of
the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification ofthis Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwse rearanged; if documents are removed
-3-

from their onginal folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of
native electronic fies) may be submitted in lieu of
original documents, provided that the onginals are retained in their state at the time of
receipt of

this Subpoena. Furher, copies of originals may be submitted in lieu of

onginals only if
they are true, correct, and complete copies of
the onginal documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to

the authenticity of the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commssion staff upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information durng
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Securty number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of
health care to an
individuaL.

7. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
Practice
3.38A, 16 C.F.R. § 3.38A, if
any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a maner that wil
enable Complaint Counsel to assess the claim of privilege. The schedule shall state

8. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of

-4-

individually for each item withheld: (a) the document control number(s); (b) the full title
(if

the witheld material is a document) and the full file name (if

the witheld material is

the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiiations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
in electronic form); (c) a description of

material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessar to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of
the document must be
produced.
9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a

Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at futue proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.
Certification of

Records of

Requests: This request for documents shall be deemed
continuing in nature so as to require production of all documents responsive to any
specification included in this request produced or obtained by you prior to the close of
discovery, which is March 5, 2014.

10. Continuing Nature of

11. Document Retention: The Company shall retain all documentary materials used in the
preparation of responses to the specifications of this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation durng
its pendency, irrespective of whether the Company believes such documents are protected
from discovery by privilege or otherwise.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.
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(1) Electronically Stored Information: Documents created, utilzed, or maintained
business should be delivered to the

in electronic format in the ordinar course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algonthms intact. All database productions (including structured data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, fuctions, queues,
trggers, tyes, sequences, matenalized views, synonyms, database links,

directories, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

(b) All ESI other than those documents descnbed in (1)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group IV, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
of

document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the
accompanying load fie and should correspond to that of

the original

document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DA T fie:

-6-

(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bee, subject, date and time sent, date and time received, and
complete attachment identification, includig the Bates or DocID of
the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;
(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email rD (Bates or DocID), page count, custodian, source
location/fie path, file name, file extension, fie size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;

(c) For loose electronic documents (as retrieved directly from network file
stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, fie path, filename, file extension, file size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file; and
(d) For imaged hard-copy documents: begin Bates or DodD, end Bates or

DocID, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinar course of
business.
(4) If

you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing infonnation that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
softare, you must contact the Comnission counsel named above to'detennine
whether and in what manner you may use such softare or services when

producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private infonnation. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in

-7-

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
( e) Please mark the exterior of all packages contaiing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production

transmittal letter, which includes:
(a) A sumar of

records and all underlying

the number of

images, emails, and associated attachments, native fies, and databases in

the production; and
(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13. Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of business or the
the Company's document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of
the content of
implementation of

such documents.

the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. ifbooks and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." Ifthere is no reasonable way for the Company to make an estimate, provide an
explanation.

14. Incomplete Records: If
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15. Questions: Any questions you have relating to the scope or meanng of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered

to the request shall be addressed to the attention of

between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. All communications between the Company and LabMD.

2. All documents related to the work the Company pedormed for LabMD, including but not
limited to: estimates or proposals for work; contracts; statements of
work; service
agreements; invoices; securty assessments of any kind, including server or network
scans; penetration tests; forensic reports or analyses of any security incident; or internal
records, notes or work papers.

3. Documents suffcient to show all software that the Company provided, installed, or
maintained for LabMD, including but not limited to the version(s) and capabilties of all
operating system software, data backup software, database software, biling software,
antivirus software, spyware softare, or security software.
4. Documents sufficient to show how the software that the Company sold, provided,

installed, or maintained for LabMD was confgured, including the settings provided by
the Company at the time the software was sold, installed, or provided to LabMD.
5. Documents sufficient to show any hardware the Company provided to or installed for

LabMD, including but not limited to, servers, workstation computers, firewalls, routers,
or switches.

6. Documents sufficient to show how the hardware that the Company sold, provided,
installed, or maintained for LabMD was configued, including the settings provided by
the Company at the time the hardware was sold, installed, or provided to LabMD.

October 24, 2013

By:
Ma~~

Laura Riposo Vanruff

Cox
Margaret Lassack
RyanMehm
Megan

Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
-10-

CERTIFICATE OF SERVICE

This is to certif that on October 24, I served via electronic mail delivery a copy of

the

foregoing document to:

Michael D. Pepson
Regulatory Counel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michae1.pepson@causeofaction.org

Reed Rubinstein
Dinmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

~

Federal Trade Commssion
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMRICA
FEDERAL TRAE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JliDGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3 .31 (d) states: "In order to protect the paries and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F .R.
§ 3.31(d). Pursuant to Commission Rule 3.31
(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DM~dI

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A

,I

For the purose of
protecting the interests of
the parties and third pares in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Goverrng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individua, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
thereof

testimony, or electronically stored infonnation in the possession ofa par or a third

pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retaned as consultants or experts for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third pary during a
Federal Trade Commission investigation or durng the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
the Commission,

inteipretation, or precedent concerning documents in the possession of

as well as any information taken from any portion of such document, shall be treated as

confdential material for purposes of
this Order. The identity ofa third pary submittng
such confidential material shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including docmnents
obtained by them from third paries pursuant to discovery or as otherwse obtaned.

4. The paries, in conducting discovery from third paries, shall provide to each third
pary a copy of

his, her, or Its rights

this Order so as to infonn each such third pary of

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caefu determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designted constitutes

this Order.

confdential material as defined in Paragraph 1 of

2

6. Material may be designated as confdential by placing on or afxing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confdential material. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for ths proceeding; (b) judges and other cour personnel of any cour having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
finn(s), provided they are not employees of a respondent; (d) anyone retained to assist
this proceeding including consultats,

outside counsel in the preparation or hearing of

provided they are not afliated in any way with a respondent and have signed an

agreement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of ths
Order shall be only fOT the purposes of

the preparation and hearng of

ths proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, tht the

Commission may, subject to takng appropriate steps to preserve the confidentiality of
Practice;
sections 6(f) and 21 of
the Federal Trade Commssion Act; or any other legal obligation
imposed upon the Commission.

such material, use or disclose confidential material as provided by its Rules of

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
the Commission, the Secretar

or other paper filed or to be fied with the Secretar of

shall be so informed by the Par fiing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contained in the papers shall continue to have in camera
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer fiing any paper containing
treatment until furher order of

confidential material, the filin pary shall file on the public record a duplicate copy of

the paper that does not reveal confidential material. Furher, ifthe protection for any

such material expires, a pary may fie on the public record a duplicate copy which also

contains the formerly protected materaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid part, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the pary shall file
an appropriate motion with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another par or thrd par, the recipient of the discovery request shall promptly notify
the submitter ofreceipt of such request. Unless a shorter time is mandated by
an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
constred as requiring the recipient of
the discovery request or anyone else covered by

ths Order to challenge or appeal any order requiring production of confidential material,

to subject Itselfto any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothng herein shall
limit the applicabilty of
Rule 4.11 (e) ofthe Commission's
Rules of

Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are

directed to the Commssion.
12. At the time that any consultant or other person retained to assist counsel in the
ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing

preparation of

ths proceeding, including the exhaustion

confidential information. At the conclusion of

judicial review, the pares shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retur documents

of

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restct the communication
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order ofthe Commission, continue to be binding after the conclusion

of this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testify as follows:

the records produced by Managed Data

2. I have authority to certify the authenticity of

Solutions, Inc. and attached hereto.
3. The documents produced and attached hereto by Managed Data Solutions, Inc. are

originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurence of

the matters set forth by, or

from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of

the regularly conducted activity of

Managed Data

Solutions, Inc.; and
c) Were made by the regularly conducted activity as a regular practice of

Data Solutions, Inc.

I certify under penalty of perjur that the foregoing is true and correct.
Executed on

,2013.

Signature

Managed

Exhibit C

BCP PRODUCTION
GUIDE

As of

Bureau of Consumer Protection Production Guide

An eDiscovery Resource
This guide explains what the Bureau of
Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
I
i
I

the chance of

incompatibilty with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
cm or subpoena. Please contact the Commission counsel identified in cm or subpoena

to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:
· an Opticon image load fie (OPT) containing a line for every image
file in the production, and
· a Concordance delimited data load fie (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.

b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP will request replacement for any infected media,
which may affect the timing of

your compliance with BCP's request.

c. Extracted Text IOCR
Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text files and wil request replacement files if
received.

08/18/2011

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
Commission counsel to
deduplicate within a custodian's document set.
apply email threading. You do not need prior approval of

e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOO 1
· ABCFTCOOOOOO 1
Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escnption

S
Svm
b0i

Field Separator
Quote Character
Multi Entry delimiter
.:Return:: Value in data

0
P
@

-

ASCII Ch aracter

20
254
174
126

g. Image Files
BCP only accepts image files that are:
· 300 DPI
· single-page Group iV TIFF fies

· or color JPEG image fies where color is necessary to interpret
content

h. Date & Time Format
Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color lPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoInt files in native
format with extracted text and metadata.
. Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.
Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number

Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The oerson who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIME

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records

The beginning bates number(s) of
attachments delimited by comma
Location of email in personal
folders/Deleted Items/Sent Items
MS Outlook Message ID or similar
number in other message svstems

(attchments)
Location or "Path"
Message ID

the email

CUSTODIAN

RECIPIENT

SENT

ATTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info I
Metadata
Beginning Bates number
Ending Bates number

Page Count
Custodian

Concordance Field

Description

Name

The beginning bates number for the
document
The ending bates number for the
document
The total number of

pages in the

document
The name of

the original custodian of

the fie

Parent Record
Creation Date

Creation Time

Beginning bates number of

parent

email
The date attachment was saved at the
location on the electronic media for
the first time

The time the attchment was saved at
the location on the electronic media

BEGBATES

ENDBATES

PGCOUNT
CUSTODIAN
PARENTID
CREATEDATE

CREATETIME

for the first time

Modified Date

Modified Time

Last Accessed Date

The date/time the attachment was last
changed, and then saved
The time the attachment was last
changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MODDATE

MODTIM
LASTACCDA TE

by a user or softare activity
Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the file takes up
on the electronic media. Usually

Size

recorded in kilobytes, however may
be reported in single bytes

FILESIZE

The name of
the attachment including
the extension denoting the application FILENAME
in which the file was created
Relative path of
submitted native files
NATIVELINK
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native file if available

FileName
Native link

Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint files in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Me t adata

an

dother. infìormatIon requirements

Document Info I
Metadata
Beginning Bates number
Ending Bates number
Page Count

Custodian
Creation Date

Creation Time

Modified Date

Modified Time

Last Accessed Date

fì

or native fi
i es

Description
beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name of
the original custodian of
the file
The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time
The

The date/time the attachment was last changed,
and then saved
The time the attachment was last changed, and
then saved
The time the attchment was last opened,
scanned, or even "touched" by a user or softare

Concordance
Field Name
BEG

BATES

ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE
CREATETIME

MODDATE
MODTIME
LAST ACCDATE

activity
The time the attachment was last opened,

Last Accessed Time

scanned, or even "touched" by a user or softare

LASTACCTIME

activity
Size

The amount of space the file taes up on the
electronic media. Usually recorded in kilobytes

FILESIZE
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the fie including the extension

The name of

File Name

denoting the application in which the fie was

FILENAME

created
Native link

Relative path of submitted native fies

NATIVELINK

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native file if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under i 0 gigabytes:
o CD-R CD-ROM optical disks formatted to iSO 9660
specifications
o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions Ql 10 gigabytes

o IDE, EIDE and SA TA hard disk drives, formatted in
Windows-compatible, un
compressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter

For any format, accompany the submission with a letter that includes all of the
following:
· volume name,
· Bates ranges and custodians,
· total number of

records,

· total number of images or fies,
· list of fields in the order in which they are listed in the data fies,
· date and time format, and

· confirmation that the number of fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
Matt Bureau
100 Remington Place Blvd
Dallas, GA 30157
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Bureau:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c Jounsel for a pary may sign and issue a subpoena,

the CommissionJ, requinng a person to appear and give
at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
on a form provided by the Secretary (of

testimony

On August 29, 2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Matenal ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.

I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDiuff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Matt Bureau

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

100 Remington Place Blvd
Dallas, GA 30157

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region
225 Peachtree Street, NE, Suite 1500

5. DATE AND TIME OF DEPOSITION

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6, SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100

Chief Judge D. Michael Chappell

Washington, DC 20001

Federal Trade Commission
Washington, D.C. 20580
DATE

SIGNED

(202) 326-2999

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS
.1

APPEARANCE
The delivery of this subpoena to you by any method

TRAVEL EXPENSES

The Commission's Rules of Practice require that any

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply

listed in Item 8.

prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed

before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an
affidavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

A copy of the Commission's Rules of Practice is available
online at http'lIbit.y/FTCRulesofPractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
t hereby certfy that a duplicate onginal of the within
subpoena was duly served: (check th meth us
r in

person.

~y.rBgiseCed.mai~lY 'f ~(M O/ 0ebv J. ~ .20/J.-tl)ttn~lil ett1iøJ

. (i .J.íU~l-¡" Q~M I'~t. ~ 7r) (i.)
(' by/eavlng copy at pnncipal offce or placl'f~siness, to wit

MoJl PvY"ec
If)O Rtn,/~ Jtt. $Ivtl

7)/1 l)~J GA-.fD 157
on the person named herein on:

October 25,2013
(Monh, day, and year)

Matthew Smith
(Name 01 person makng seilce)

Paralegal
(Ofcial tie)

CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & ShoW, LLP
801 Pennsylvana
Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

~¡)

Mattew Smlth

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the paries and third paries

against improper use and disclosure of confidential infonnation, the Administrtive Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DMc~dI

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

and disclosure of confidential information
submitted or produced in connection with this matter:
above-captioned matter against improper use

IT is HEREBY ORDERED THAT this Protective Order Govern
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined,

1. As used in ths Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health infonnation identifiable by individual, such as an individual's medical records.
thereof

"Document" shall refer to an discoverable writing, recording, transcript of oral

testimony, or electronically stored infonnation in the possession of a pary or a third
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.

2. Any document or porton thereof submitted by a respondent or a third pary during a
this proceeding that is
entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
Federal Trade Commission investigation or durng the course of

the Commission,

interpretation, or precedent concerning documents in the possession of

as well as any information taen from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third pary submitting
such confdential material shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confdential treatment.
3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in ths proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtaied.

4. The paries, in conducting discovery from third paries, shall provide to each third
his, her, or its rights

par a copy ofthis Order so as to infonn each such third par of

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designted constitutes

this Order.

confdenti material as defined in Paragraph 1 of

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entÌre folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confidential materiaL. Confdential
infonnation contaned in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commssion and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
firm(s), provided they are not employees of a respondent; Cd) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the puroses of

the preparation and hearng oftls proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, tht the

Commission may, subject to taing appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par fiing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contained in the papers shall continue to have in camera
the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if
the protection for any
such material expires, a pary may file on the public record a duplicate copy which also

treatment until furher order of

contains the formerly protected materiaL.

3

10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid par, they shall
provide advance notice to the other pary or third pary for puroses of allowing that

par to seek an order that the document or transcript be granted in camera treatment. If

that pary \",ishes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another par or thrd party, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is inandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
addition, nothing herein shalllímit the applicability of
Rule 4.1 1 (e) of
the Commission's
Rules of
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commssion.
12. At the tie tht any consultant or other person retained to assist counsel in the
prepartion of

ths action concludes participation in the action, such person shall return to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
this proceeding, including the'exhaustion

confidential information. At the conclusion of

of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of

Rule 4.12 of

the Riles of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restict the communication
and use of confidential discovery material, shall, without written permission of the

submitter or fuer order of the Commission, continue to be binding after the conclusion

of ths proceding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERAL EXPRESS
MasterCard Worldwide
c/o Lenora Lilie
2000 Purchase Street
Purchase, NY 10577
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Ms. Lilie:
The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . .." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of
MasterCard Worldwide's documents. The subpoena and its schedule
and exhibits are enclosed.
Commission's Rules of

~

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the
CD.
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

~ßx

Sincerely,

Megan Cox
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM
Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1, TO

2. FROM

MasterCard Worldwide
c/o Lenora Lillie

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

2000 Purchase Street
Purchase, NY 10577

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N,W.
Room NJ-8100

5. DATE AND TIME OF PRODUCTION

November 21, 2013

Washington, D.C. 20001
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission

601 New Jersey Ave, NW., Room NJ-8100

Federal Trade Commission
Washington, D.C. 20580
DATE

SIGNED

Washington, DC 20001

(202) 326-2282

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

./O_~A

-()

ex

GENERAL INSTRUCTIONS

APPEARANCE

TRAVEL EXPENSES

The delivery of this subpoena to you by any method

The Commission's Rules of Practice require that fees and

prescribed by the Commission's Rules of Practice is

mileage be paid by the part that requested your appearance.

legal service and may subject you to a penalty
imposed by law for failure to comply.

listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after

service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 7D-E (rev. 1/97)

You should present your claim to counsel

A copy of the Commission's Rules of Practice is available
online at liJtp-¡bìUy!FIGfu~~()fPraQ1~. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980,

RETURN OF SERVICE
I hereby cerlif that a duplicate original of the within

subpoena was duly served: (check the method used)
r in

person.

r by registered mail.

(è by leaving copy at principal offce or place of business. to wit:

MasterCard Worldwide
_._--_.._-_..-..-.~-.-_..- . ..... .-... --_._-

2000 Purchase Street
Purchase, NY 10577' ,-- -., .

¿y lid ~~. at dcluh-j~ 2òïi'¡- Nvnij"r J-f,'?/ ¡Jf;~'J~~r 10 tJ,-~ rt.L tl t.(~)("i
on the person named herein on:

October 25, 2013
(Month day. an yea)

Matthew Smith
(Name of person maldg serce)

Paralegal

... .. - .". - .-,- ._~.. ."'- (Ofial tite)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRAE COMMISSION

,
I
i

)

In the Matter of

)
)

LabMD, Inc.,
a corporation

)
)
)
)

DOCKET NO. 9357

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA
TO MASTERCARD WORLDWIDE
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice §3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or ( c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. "Approved Scanning Vendors" shall be defined as it is used by the Company in its PCI
DSS and Site Data Protection compliance programs.

3. "Attestations of Compliance" shall be defined as it is used by the Company in its PCI
DSS and Site Data Protection compliance programs.

4. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.
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5. "Company" shall mean MasterCard Worldwide ("MasterCard"), its wholly or parially
owned subsidiaries, unincorporated divisions, joint ventures, operations under assumed
names, and affiiates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

6. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
7. The term "Containing" means containing, describing, or interpreting in whole or in par.

8. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwse), regardless of origin or
location, of any wrtten, typed, printed, transcribed, filmed, punched, or graphic mattèr of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwrtten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, joural, agenda, minute,

code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of
notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
9. The term "Documents Sufficient to Show" means both documents that are necessary

and documents that are suffcient to provide the specified information. If sumares,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying documents.
10. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

11. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwse be construed to be within the scope of
any document request.

12. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.

-2-

13. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessar, in order to bring within the scope of any document request all documents that

otherwise might be construed to be outside the scope.

14. "Payment Card" shall mean the Company's credit, debit, or charge card presented by a
consumer to purchase goods or services.

15. "Payment Card Industry Data Security Standard" or "PCI DSS" shall mean the
information security standard for organizations that handle payment card information, as
established by the Payment Card Industry Securty Standards CounciL.

16. The term "Person" means any natural person, corporate entity, parership, association,
joint venture, governental entity, or other legal entity.

17. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; ( c) a home or other physical address, including street name and name of city or
town; (d) date of
birt; (e) Social Security number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.

18. "Qualified Security Assessors" shall be defined as it is used by the Company in its PCI
DSS and Site Data Protection compliance programs.
19. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarzing, reflecting, explaining, describing,
analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.

20. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

21. "Self-Assessment Questionnaires" shall be defmed as it is used by the Company in its
PCI DSS and SDP compliance.
22. "Site Data Protection Program" or "SDP' shall mean the data securty requirements

and compliance validation requirements to protect stored and transmitted MasterCard
payment account data.
23. "Subpoena" means the Subpoena to MasterCard Worldwide, including this Schedule and

Exhibits, and including the Definitions, Instructions, and Specifications.
24. "You" or "Your" means MasterCard Worldwide or the "Company."

-3-

the singular includes the plural, and the plural includes the singular.

25. The use of

the verb in all other tenses.

26. The use ofa verb in any tense shall be construed as the use of

INSTRUCTIONS

1. Applicable Time Period: Unless otherwse specified, the time period covered by a
document request shall be limited to the period from January 1,2006 to present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash this subpoena must be filed within ten days of service thereof.
3. Protective Order: On August 29, 2013, the Cour entered a Protective Order governing

discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of
this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifYing the document(s) previously provided and the date of

submission. Documents

should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.
Copies: Unless otherwise stated, legible photocopies (or electronically

5. Production of

rendered images or digital copies of
native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
receipt of

this Subpoena. Furer, copies of originals may be submitted in lieu of

originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of
the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessar to interpret them or render them

intelligible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
-4-

before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Securty number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Securty number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of
an individual, the provision of
health care to an
individual, or the past, present, or futue payment for the provision of
health care to an
individuaL.
7. Right to Financial Privacy Act: The documents demanded by this Subpoena exclude

any materials for which prior customer notice is required under the Right to Financial
Privacy Act ("RFPA"), 12 U.S.C. §§ 3401, et~

(1) The RFPA, 12 U.S.C. § 3401(5), defines "customer" as any person or authorized
representative of that person who utilized or is utilzing any service of a financial
institution, or for whom a financial institution is acting or has acted as a fiduciary,
in relation to an account maintained in the person's name.

(2) The RFPA, 12 U.S.C. § 3401(4), defines "person" as an individual or a
partnership of

five or fewer individuals.

(3) The records demanded herein relate to either (a) an account or accounts at the
Company in the name of a corporation or other entity that is not an individual or
parership of five or fewer individuals; or (b) an account or accounts at the
Company in the name of a person associated with a financial transaction or class
of
financial transactions and this ciD demands only that information which may
be disclosed without notice pursuant to the RFPA, 12 U.S.C. § 3413(g).
8. Right to Financial Privacy Act - Certificate of Compliance: You should produce the

responsive information and materials only after reviewing the Certificate of Compliance
with the Right to Financial Privacy Act, 12 U.S.c. §§ 3401, et seq., which has been
attached as Exhibit B.
9. Exclusion of Suspicious Activity Reports: The documents demanded by this Subpoena

exclude Suspicious Activity Reports, which should not be produced.

10. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
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Practice
any documents are witheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for

11. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of
3.38A, 16 C.F.R. § 3.38A, if

production of materials, a schedule that describes the natue of the documents,

communications, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the withheld material is a document) and the full fie name (if
the withheld material is
(if
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiiations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiiations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney renderig legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regardig a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of

the document must be

produced.

Regularly Conducted Activity: Attached as Exhibit C is a
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

12. Certifcation of

Certification of

Records of

Records of

13. Continuing Nature of Requests: This request for documents shall be deemed continuing
in natue so as to require production of all documents responsive to any specification

included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

14. Document Retention: The Company shall retain all documentar materials used in the
preparation of

this Subpoena. We may require the

responses to the specifications of

submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of
whether the Company believes such documents are protected
from discovery by privilege or otherwise.
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15. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including OAT and OPT load files.
(l) Electronically Stored Information: Documents created, utilzed, or maintained

business should be delivered to the

in electronic format in the ordinary course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structued data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, fuctions, queues,

triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format C'TIFF") or as color JPEG images (where color is necessary to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("'DodD") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of

business should be submitted in an electronic format when at all possible.

These documents should be true, correct, and complete copies of

the original

documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determnation should be clearly rendered in the

accompanying load file and should correspond to that of the original
document; and
-7-

(c) Documents shall be produced in color where necessar to interpret them
or render them intellgible.
(3) For each document electronicaly submitted to the FTC, you should include the

following metadata fields in a standard ASCII delimited Concordance DAT file:
(a) For electronic mail: begin Bates or unique document identification

number ("DoclD"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;

(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source
location/fie path, file name, fie extension, fie size, author, date and time
created, date and time modified, date and time pnnted, MD5 or SHA Hash
value, and link to native file;
(c) For loose electronic documents (as retrieved directly from network fie

stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, file path, filename, fie extension, fie size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DocID, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of

the document as maintained in the

ordinary course of business.
(4) If

you intend to utilze any de-duplication or email threading software or services

when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilze such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other docwnent-level encryption removed or otherwise

provided to the FTC;
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(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scanned for and free of

viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encryted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production

transmittal letter, which includes:
the number of
records and all underlying
images, emails, and associated attachments, native fies, and databases in
the production; and

(a) A summar of

(b)

~.j

An index that identifies the corresponding consecutive document
identification number(s) used to identify each person's documents and, if
submitted in paper fonn, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above detennines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit D. This
guide provides detailed directions on how to fully comply with this instruction.
16. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinary course of business or the
implementation ofthe Company's document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge ofthe content of
such documents.
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17. Incomplete Records: If the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. Ifbooks and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." If there is no reasonable way for the Company to make an estimate, provide an
explanation.

anything in this
request or suggestions for possible modifications thereto should be directed to Laura

18. Questions: Any questions you have relating to the scope or meaning of

Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered

to the request shall be addressed to the attention of

between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commis,sion.
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SPECIFICATIONS
Demand is hereby made for the followig documents:
1. Documents sufficient to show LabMD's PCI DSS merchant level and SDP merchant
level, including any change in merchant leveL.
2. All data security assessments provided to the Company or any third par related to

LabMD, including the following: any PCI DSS or SDP Self-Assessment Questionnaires;
assessments by Qualified Security Assessors; Attestations of Compliance with PCI DSS
or SDP; or any Reports on Compliance.
3. All communications between or among the Company, LabMD, or any third par
regarding LabMD's compliance with PCI DSS and SDP.

4. All external vulnerabilty scans provided to the Company related to LabMD.
5. Documents sufficient to show

all Qualified Security Assessors and Approved Scaning

Vendors that have relationships with LabMD, including for each the point of contact,
address, telephone number, email address, and facsimile number.

6. All communications between or among the Company, LabMD, or any third pary about
any security incident at any point in time.
7. All forensic reports or analyses relating to any security incident.

8. Documents suffcient to show all acquiring banks that have a relationship with LabMD,

including for each the point of contact, address, telephone number, email address, and
facsimile number.
October 24,2013

By:
~~
Al

Laura Riposo VanDruff
Megan
Cox
Margaret Lassack
RyanMehm

Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcox 1 @ftc.gov
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CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org
Reed Rubintein

Dinmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

'~

/1
1\
hýfa~

Federal Trade Commssion
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)

)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERI
Commission Rule 3 .31 (d) states: "In order to protect the paries and third paries
against improper use and disclosure of confidential infonnation, the Adminstrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31
(d). Pursuant to Commission Rule 3.31
(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DM r~.d

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
the paries and third paries in the

For the purose of protecting the interests of

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

I. As used in thìs Order, "confidential material" shall refer to any document or portion
thereof

that contais privileged, competitively sensitive inormation, or sensitive personal

inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of

2. Any document or porton thereof submitted by a respondent or a third par durng a
Federal Trade Commission investigation or durng the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,

as well as any information taken from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.
3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or porton thereof
as confidential matenal, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
party a copy of

this Order so as to inform each such third pary of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representaion in good faith and after
caeful determnation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph i ofthis Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
porton or portions of the document considered to be confidential materiaL. Confidential
inormation contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portons have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Coniiission as experts or
consultants for this proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees of
a res pan
dent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
ths proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of ths
the preparation and hearng of
this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
Order shall be only for the puroses of

9. In the event that any confidential material is contaed in any pleading, motion, exhibit
or other paper fied or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent ilat such material was originally submitted by a third pary, the
such
par including the materials in its papers shall immediately notify the submitter of

inclusion. Confidential material contained in the papers shall continue to have in camera
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if the protection for any
treatment until furher order of

such material expires, a pary may me on the public record a duplicate copy which also
contans the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd part, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or trancript be granted in camera treatment. If

that par wishes in camera treatment for the document or transcript, the party shall fie

an appropriate motion with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of the discovery request shall promptly notify

receipt of such request. Unless a shorter time is inandated by an order of
a court, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
the submitter of

cover letter that will apprise the submitter of its rights hereunder. Nothng herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject Itselfto any penalties for non~compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothing herein shall
limit the applicability of
the Commission's
Rule 4.11 (e) of
Rules of Practice, 16 CFR 4 .11 (e), to discovery requests in another proceeding that are
directed to the Commission.
construed as requiring the recipient of

12. At the tie that any consultant or other person retained to assist counsel in the

ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confdential inormation. At the conclusion of this proceeding, including the exhaustion
ofjudicíal review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
preparation of

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions ofthìs Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without wrtten permission of the
submittr or fuer order of the Commission, continue to be binding afer the conclusion
of

this proceeding.
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Exhibit B

CERTIFICATE OF COMPLIANCE WITH RFPA
This certifies that the provisions of the Right to Financial Privacy Act of 1978 ("RFP A")
have been complied with as to the attached Subpoena. We are seeking inonnation pursuat to
the exception set fort in Section 3413(h) ofRFPA.

The inonnation obtaed wil be used to detennine whether the legal entities named or
referred to in the Subpoena are in compliance with laws admnistered by the Federal Trade
Commssion. See 12 U.S.C. § 3413(h)(1 )(A). The infonnation may be transferred to another
governent agency or deparent consistent with RFP A.

According to RFPA, good faith reliance on ths certificate relieves a financial institution
and its employees and agents of any liabilty to customers in connection with the requested
disclosures of
financial records. See 12 U.S.C. § 3417(c).

~, )l

Maneesha Mithal
Associate Director
Division of Pnvacy and Identity Protection
Federal Trade Commssion
Date: October 24,2013

'I
I
i

I

Exhibit C

CERTIFICATION OF RECORDS OF REGULARY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1.

I,

, have personal knowledge of the facts set forth below

and am competent to testify as follows:
the records produced by MasterCard

2. I have authority to certify the authenticity of

Worldwide and attached hereto.
3. The documents produced and attached hereto by MasterCard Worldwide are originals or

true copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set forth by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;

MasterCard

Worldwide; and
c) Were made by the regularly conducted activity as a regular practice of

Worldwide.

I certify under penalty of perjur that the foregoing is true and correct.
Executed on

,2013.

Signature

MasterCard

Exhibit D

BCP PRODUCTION
GUIDE

As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource

i

This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of

incompatibilty with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
cm or subpoena. Please contact the Commission counsel identified in cm or subpoena

to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertaining to metadata, format, etc., for certain types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v i 0.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
fie in the production, and

· a Concordance delimited data load fie (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native file links where applicable.
b. Virus Scanning
All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.
c. Extracted Text IOCR

Submit text:

· as document-level text files,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode textfiles and wil request replacement

received

files if

d. Deduplication
You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
cl

e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
· ABCFTCOOOOOOI
Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escrmtlOn

S
)vmb0i

Field Separator
Quote Character
Multi Entry delimiter

p
@

O:Return:: Value in data

~

0

ASCII Ch aracter

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
· 300 DPI
· single-page Group IV TIFF files

· or color JPEG image files where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.
Document Info /
Metadata

Description

Beginning Bates number
Ending Bates number

The beginning bates number for the
document
The ending bates number for the
document
The total number of

Page Count

pages in the

document
Mailbox where the email resided

Custodian

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.

· Submit Microsoft Access files and other multimedia fies
in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attchments as separate documents and number

them consecutively to the parent emaiL.

· Include the foIIowing metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The verson who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TlMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records
(attachments)

The beginning bates number(s) of

Location or "Path"
Message ID

the email

CUSTODIAN

RECIPIENT

attachments delimited bv comma

Location of email in personal
folderslDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other messaQe svstems

ATTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian

Concordance Field

Description

Name

The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
The name of
the original custodian of
the fie

Parent Record
Creation Date

Creation Time

Beginning bates number of

parent

email
The date attachment was saved at the
location on the electronic media for
the first time

The time the attachment was saved at
the location on the electronic media

BEGBATES
ENDBATES

PGCOUNT

CUSTODIAN
PARENTID

CREATEDATE

CREATETIME

for the first time

Modified Date

Modified Time

Last Accessed Date

The date/time the attachment was last
changed, and then saved
The time the attachment was last
changed, and then saved
The time the attchment was last
opened, scanned, or even "touched"

MODDATE

MODTIME
LASTACCDATE

by a user or softare activity
Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the fie taes up

on the electronic media. Usually

Size

FILE

recorded in kilobytes, however may
be reported in single bytes
the attachment including

The name of

File Name

SIZE

the extension denoting the application

FILENAME
in which the file was created
Relative path of submitted native files
NATIVELINK
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native file if available

Native link

Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadataan d0 ther. II£ orma tion

Document Info /
Metadata
Beginning Bates number
Ending Bates number

reqUlremen ts fìor

t fi

na ive i es

Description

Page Count

The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document

Custodian

The name of

Creation Date
Creation Time

Modified Date
Modified Time

Last Accessed Date

the ori,ginal custodian of

the fie

Concordance
Field Name
BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN

The date attachment was saved at the location on
the electronic media for the first time
The time the attchment was saved at the
location on the electronic media for the first time

CREATETIME

The date/time the attchment was last changed,
and then saved

MODDATE

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

CREATEDATE

MODTIME
LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time

scanned, or even "touched" by a user or softare

LASTACCTIME

activity
Size

The amount of space the file taes up on the
electronic media. UsualIy recorded in kilobytes

FILESIZE
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FileName

the fie including the extension
denoting the application in which the file was
created

FILENAME

Native link

Relative path of submitted native fies

NATIVELlNK

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

The name of

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iso 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives

· For Productions over i 0 gigabytes
o IDE, EIDE and SAT A hard disk drives, formatted in
Windows-compatible, un

compressed data in a USB 2.0

external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,
· Bat~s ranges and custodians,

· total number of records,
images or fies,

· total number of
· list of

fields in the order in which they are listed in the data files,

· date and time format, and

· confirmation that the number of fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Patrick K. Howard
308 Dickman Drive SW
Ruskin, Florida 33570
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Howard:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "(cJounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition,whieh is eiclosed. Please notethat the- set foith in the enclosed documents for

your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

the time of

On August 29,2013, the Federal Trade Commission's Office of Administrative Law

Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

Issued Pursuant

1. TO

2. FROM

Patrick K. Howard
308 Dickman Drive SW

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Ruskin, Florida 33570

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Offce of the United States Attorney for
the Middle District of Florida
400 North Tampa Street

5. DATE AND TIME OF DEPOSITION

Suite 3200

December 2, 2013, at 9:00 a.m.

Tampa, FL 33602
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

The delivery of

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be fied within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available
online at http://bit ly/FTCRulesofPractice. Paper copies are

Secretary of the Commission, accompanied by an
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed

by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

available upon request.

RETURN OF SERVICE
I hereby cert that a duplicate original of the within
subpoena was duly served: (chek the method us
(' in person.

-Pby.reistered.mai/~ Ii~f ~, i¥ /M/;;l tt :tDl) 4dWlJ~f cI.'(/-V

';5.uw.~-I ~(1"C#~ /'v£¿ 7. ll ttl) (2)
(' by leaving copy at principal offce or pfac~ ¿f business, to wit:

ÌiJr/C/l Ii j/QlJad
YDtf í)/C~P1M iJ'll 3 tJ

RUk/n / Fi /; 6'7 0
on the person named herein on:

October 25, 2013
(Mon. da. and yaar)

Matthew Smith
(Nama of person making servoa)

Paralegal
(OfclallllJ)

CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & ShoW, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004

reed.mbinsein@dinmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

ll

'Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIV LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)
)
)
)

DOCKET NO. 9357

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI
Commission Rule 3.3 I (d) states: "In order to protect the parties and thrd paries

against improper use and disclosure of confidential infomiation, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3 .31 (d). Pursuant to Commission Rule 3.3 i (d), the protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM CÅr~

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
i. As used in this Order, "confidential material" shall refer to any document or portion
that contans privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal inormation" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
thereof

birth (other than year), and any sensitive

identification number, passport number, date of

health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or portion thereof submitted by a respondent or a third pary during a
Federal Trade Comnùssion investigation or durng the course of
this proceeding that is
entitled to confdentiality under the Federal Trade Commssion Act, or any reguation,
interpretatioIl or precedent concerning documents in the possession of

the Commission,

as well as any information taken from any portion of sucl) document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting

such confidential material shall also be treated as confidential material for the puroses of

this Order where the submitter has requested such confidential treatment.
3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive docwnent or portion thereof as confidential material, including documents
:J

obtained by them from third pares puruant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
part a copy of

this Order so as to infonn each such third par of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
portion or portions of the document considered to be confdential materiaL. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over ths proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commssion as experts or
consultats for this proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving this mattr; (c) outside counsel of

their law

record for any respondent, theIr associated attorneys and other employees of

fi(s), provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultants,

outside counsel in the preparation or hearing of

provided they are not afliated in any way with a respondent and have signed an

agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the puroses of the preparation and hearng of this proceeding, or

any appeal therefrom, and for no other purpose whatsoever, provIded, however, that the
Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaed in any pleading, motion, exhibit
the Commission, the Secreta

or other paper filed or to be fied with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment unti furher order of the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy

of

the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected materiL.

the paper that does not reveal confidential materiaL. Furher, if
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10. If counsel plans to introduce into evidence at the heaing any document or transcript
containing confidential material produced by another pary or by a third part, they shall

provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or transcript be granted in camera treatment. If
that par wishes in camera treatment for the document or transcript, the par shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of the public record. Where in camera treatment is granted, a duplicate copy of
such document or trscript with the confidential material deleted therefrom may be
placed on the public record.

i 1. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of
the discovery request shall promptly notify
the submitter of
receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in writing and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
the discovery request or anyone else covered by

construed as requiring the recipient of

this Order to challenge or appeal any order requiring production of confidential material,
to subject itselfto any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In

the Commission's
Rule 4.1 i
(e) of
(e), to discovery requests in another proceeding that are

addition, nothing herein shall

limit the applicabilty of

Rules of

1

Practice, 16 CFR 4.1

directed to the Commssion.
12. At the time that any consultant or other person retained to assist counsel in the
ths action concludes participation in the action, such person shall return to

preparation of

counsel all copies of documents or portions thereof designated confdential tht are in the

possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion ofthis proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retur documents
Rule 4.12 of
the Rules of
Practice, 16 CFR 4.12.

shal be governed by the provisions of

13. The provisions of

this Protective Order, insofar as they restct the communcation

and use of confidential discovery material, shall, without written permission of the
submitter or fuer order of

the Commssion, continue to be binding after the conclusion

of this proceedig.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of

Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
ProviDyn, Inc.
c/o Hamish Davidson

2812 Spring Road SE,
Suite 130
Atlanta, GA 30339
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357
Dear Mr. Davidson:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c )ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission), commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . .." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain ofProviDyn, InC.'s documents. The subpoena and its schedule and
exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of
the
Protective Order. If
you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the
CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

~C;

Sincerely,

Megan Cox
Enclosure (i)

cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

ProviDyn, Inc.
c/o Hamish Davidson
2812 Spring Road SE

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Suite 130

Atlanta, GA 30339
This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith
Federal Trade Commission

Matthew Smith

601 New Jersey Avenue, N.W
Room NJ-8100
Washington, D.C. 20001

5. DATE AND TIME OF PRODUCTION

November21,2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission

601 New Jersey Ave, N.W, Room NJ-8100

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

~

Washington, DC 20001
(202) 326-2282

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

Cp

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 7O-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your appearance,
You should present your claim to counsel
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.
A copy of

the Commission's Rules of Practice is available

online at hitp'//t;t !y1EI.Bci!eJii:ct;çe.. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certif that a duplicate oriinal of the within

subpona was duly served: (chec the metho used)
(' in person.

(' by registered mail.

(i by leaving copy at principal offce or place of business, to wit:

ProviDyn, Inc. c/o Hamish David

, , r r .

.---- -~-"-'-' ... .,_. -_..'-_.__.......- "'."'.'

2812 Spnng Road SE Suite 130
Atïanta, GA S"0339

b¡ $)..! tlyndØ
Unperson
iJdD¡;j.t/jôI3:4
/W/lIJIiJ
c/./r~/;W,h)~nl,l
?/';!b)
on the
named
herein
on: tl 1 (.
á 7¡:;ü(,
:z
October 25, 2013
(Month. day. and year)

Matthew Smith
(Name of person makng servce)

Paralegal

. - . .... .' _... -. -_... -... -. -- p-- -- --_._-

(Ofcial titl)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)

In the Matter of

)
)

LabMD, Inc.,
a corporation

)

DOCKET NO. 9357

)

)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
PROVIDYN, INC.
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of
the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean ProviDyn, Inc. ("ProviDyn"), its wholly or parially owned
subsidiaries, unncorporated divisions, joint ventures, operations under assumed names,
and affiiates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of

the foregoing.

4. "Complaint" means the Complaint issued by the Federal Trade Commission in the

above-captioned matter on August 28, 2013.
-1-

5. The term "Containing" means containing, describing, or interpreting in whole or in par.

6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwse), regardless of origin or
location, of any wrtten, typed, printed, transcribed, fimed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, char, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar, journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwse), regardless of

origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drives,

cell phones, Blackberr, PDA, or other storage media, and such techncal assistance or
instrctions as wil enable conversion of such ESI into a reasonably usable form.

7. The term "Documents Sufficient to Show" means both documents that are necessary

and documents that are sufficient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of
the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be constred to be outside its scope.

9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

10. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.

11. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwse might be construed to be outside the scope.

12. The term "Person" means any natural person, corporate entity, partnership, association,
joint ventue, governental entity, or other legal entity.
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13. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; ( c) a home or other physical address, including street name and name of city or
town; (d) date of

birth; (e) Social Security number; (f) medical record number; (g) ban

routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
14. The terms "Relate" or "Relating to" mean discussing, constitutig, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

15. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of
personal information maintaned by or for LabMD.
16. "Subpoena" means the Subpoena to ProviDyn, Inc., including this Schedule and
Exhibits, and including the Definitions, Instrctions, and Specifications.

17. "You" or "Your" means ProviDyn, Inc., or the "Company."

18. The use of the singular includes the plural, and the plural includes the singular.

19. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwse specified, the time period covered by a
document request shall be limited to the period from January 1,2006 to present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash this subpoena must be filed within ten days of service thereof.
3. Protective Order: On August 29, 2013, the Cour entered a Protective Order governing

discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.
4. Document Identifcation: Documents that may be responsive to more than one
specification of

this Subpoena need not be submitted more than once; however, the

Company's response should indicate, for each document submitted, each specification to

which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manpulated or otherwise rearanged; if documents are removed
-3-

from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwse stated, legible photocopies (or electronically
native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of

rendered images or digital copies of

receipt of

this Subpoena. Further, copies of originals may be submitted in lieu of

they are true, correct, and complete copies of
the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
originals only if

the authenticity of

the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or court oflaw; and provided further that you shall retain the
original documents and produce them to Commission staff
upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commssion counsel named above
before sending those materials to discuss ways to protect such information durng
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Securty number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and

other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of health care to an
individuaL.
7. Scope of Search: These requests relate to documents that are in your possession or under

your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for

8. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of

production of

materials, a schedule that describes the nature of

the documents,

communications, or tangible things not produced or disclosed in a maner that wil
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
-4-

individually for each item witheld: (a) the document control number(s); (b) the full title
the withheld material is a document) and the ful fie name (if
the withheld material is
(if
in electronic form); (c) a description of
the material witheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiiations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
the material; (i) the names, titles, business addresses, email addresses or other
of
electronic contact information, and relevant affiiations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of the document must be
produced.

Regularly Conducted Activity: Attached as Exhibit B is a
Regularly Conducted Activity, which may reduce the need to
subpoena you to testifY at future proceedings in order to establish the admissibility of

9. Certification of

Certification of

Records of

Records of

documents produced in response to ths subpoena. You are asked to execute this

Certification and provide it with your response.

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5,2014.

11. Document Retention: The Company shall retain all documentary materials used in the
preparation of

this Subpoena. We may require the

responses to the specifications of

submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of
whether the Company believes such documents are protected
from discovery by privilege or otherwise.

Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy

12. Electronic Submission of

documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media tyes will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.
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(1) Electronically Stored Information: Documents created, utilzed, or maintained

business should be delivered to the

in electronic format in the ordinar course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
trggers, types, sequences, materialized views, synonyms, database links,

directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (I)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load fie and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the

following metadata fields in a standard ASCII delimited Concordance DAT file:
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(a)

For electronic mail: begin Bates or unique document identification
number ("DoclD"), end Bates or DoclD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, înc1uding the Bates or DoclD of the

attachments C'AttachIDs") delimited by a semicolon, MD5 or SHA Hash

, i

value, and link to native fie;

!

(b) For email attachments: begin Bates or DodD, end Bates or DoclD,

parent email ID (Bates or DoclD), page count, custodian, source
location/fie path, file name, fie extension, file size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;
(c) For loose electronic documents (as retrieved directly from network file

stores, hard drives, etc.): begin Bates or DodD, end Bates or DoclD, page
count, custodian, source media, fie path, fiename, fie extension, fie size,

author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file; and
(d) For imaged hard-copy documents: begin Bates or DodD, end Bates or

DodD, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of
business.
(4) If

you intend to utilze any de-duplication or email threading software or services

when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if
your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what maner you may use such software or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of

viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in

-7-

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
all packages containing electronic media sent
through the U.S. Postal Service or other delivery services as follows:

(e) Please mark the extenor of

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production

letter, which includes:

transmittal

records and all underlying
images, emails, and associated attachments, native fies, and databases in
thé production; and

(a) A summar of

the number of

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commssion counsel named above will provide a

sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of business or the
implementation of
the Company's document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of the content of
such documents.

the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. Ifbooks and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." Ifthere is no reasonable way for the Company to make an estimate, provide an
explanation.

14. Incomplete Records: If
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15. Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Mattew Smith, Federal Trade
Commssion, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
to the request shall be addressed to the attention of
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. All communications between the Company and LabMD.

2. All documents related to work the Company performed for LabMD, including but not
limited to: estimates or proposals for work; contracts; statements of work; service
agreements; invoices; security assessments of any kind, including server or network
scans; penetration tests; forensic reports or analyses of any securty incident; or internal
records, notes or work papers.

3. Documents sufficient to show all softare the Company provided, installed, or
maintained for LabMD, including but not limited to the version(s) and capabilities of all
operating system software, data backup software, database software, biling software, or
antivirus software.
4. Documents sufficient to show the settings the Company configured or deployed for all
softare the Company provided to LabMD or supported for Lab
MD.

5. Documents suffcient to show any hardware the Company provided to or installed for
LabMD, including, but not limited to servers, workstation computers, firewalls, routers,
or switches.

6. Documents suffcient to show the settings the Company configued or deployed for all
hardware the Company provided to LabMD or supported for LabMD.

October 24,2013

By:
Na~~
Laura Riposo Vanruff
Megan

Cox

Margaret Lassack

RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commssion
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
80 i Pennsylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinmore.com
Counsel for Respondent LabMD, Inc.

BY:~

October 24,2013

Federal Trade Commssion
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMRICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

,

'!

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI
Commission Rule 3 .31 (d) states: "In order to protect the parties and third paries
against improper use and disclosure of confidential infonnation, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.3 1 (d). Pursuant to Commission Rule 3 .31 (d), the protective order set forth in the

appendix to that section is attached veratim as Attachment A and is hereby issued.

:DMC~

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
For the puiose of

protectig the interests of

the parties and thid paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT iS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third
pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultats or experts for puroses of this proceeding.
thereof

2. Any document or porton thereof submitted by a respondent or a third par during a

Federal Trade Commission investigation or during the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any reguation,
inteipretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taen from any portion of sucl1 document, shall be treated as
confidential material for purposes of
this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with inormal discovery requests,

disclosure requírements, or discovery demands in this proceeding may designate any
responsive document or porton thereof as confidential material, including documents
obtained by them frm third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
par a copy of

this Order so as to inform each such third pary of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defied in Paragraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
porton or portions of the document considered to be confidential material. Confdential
infonnation contained in electronic documents may also be designated as confdential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retaied by the Commission as expert or

consultants for this proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of

the

iT law

finn(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the tenns of
the protective order; and (e) any witness or deponent
who may have authored or received the infonnation in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the puroses of the preparation and hearng of ths proceeding, or

any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commssion may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
the Commission, the Secreta

or other paper filed or to be fied with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afr filing any paper containing
confidential material, the fiing pary shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furher, if the protection for any
such material expires, a pary may file on the public record a duplicate copy which also

contains the formerly protected material.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd part, they shall

provide advance notice to the other pary or third par for puroses of allowing that
part to seek an order that the document or transcript be granted in camera treatment. If
that par wishes in camera treatment for the document or transcript, the par shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
11. If any party receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of the discovery request shall promptly notify

receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
the submitter of

ths Protective Order and a

business days before production, and shall include a copy of

cover letter that wiH apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery l'equest or anyone else covered by

this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non~compliance with any such order, or to seek any
relief
from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential materiaL. In
addition, nothng herein shall

limit the applicabilty of

Rule 4.1 i (e) of

the Commission's

Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.
Rules of

12. At the time that any consultant or other person retained to assist counsel in the
this action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of ths proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
preparation of

submitters, provided, however, that the Commission's obligation to retur documents
shall be governed by the provisions of
Rule 4.12 of
the Rules of
Practice, 16 CFR 4.12.

13. The provisions ofthis Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without wrtten permission of the
submitter or fuher order ofthe Commssion, continue to be binding after the conclusion
of this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

Co

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testifY as follows:

the records produced by ProviDyn, Inc. and

2. I have authority to certifY the authenticity of

attached hereto.

3. The documents produced and attached hereto by ProviDyn, Inc. are originals or true

copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set forth by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

those matters;

the regularly conducted activity ofProviDyn, Inc.; and

c) Were made by the regularly conducted activity as a regular practice ofProviDyn,
Inc.

I certfY under penalty of perjur that the foregoing is tre and correct.

Executed on

,2013.

Signature

Exhibit C

United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Piivacy and Identity Protcction

October 24, 2013

VIA FEDERAL EXPRESS
Robert Hyer
39 Groveview Ave.

Bluffton, SC 29910
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357
Dear Mr. Hycr:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "( cJounsel for a party may sign and issue a subpoena,
on a form provided by the Secretar (oftheCommissionJ, requiring a person to appear and give
Commission's Rules of

testimony at the takng of a deposition to a party requesting such subpoena. . . ." 16 C.F .R. §

3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition,

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or

at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

other issues with you

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Robert Hyer

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

39 Groveview Ave.

Bluffon, SC 29910

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3, PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

A. Willam Roberts & Associates
10 Pinckney Colony Road
Suite 300
Okatie, SC 29909

5. DATE AND TIME OF DEPOSITION

December 2,2013, at 9:00 a.m.
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission

Chief Judge D. Michael Chappell

601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

October

SIGNED

24, 2013
GENERAL INSTRUCTIONS

TRAVEL EXPENSES

APPEARANCE
The detivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal servce and may subject you to a penalty
imposed by law for failure to comply.

The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

This

affdavit of service ofthe document upon counsel

the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

A copy of the Commission's Rules of Practice is available
online at Dttp:llbit.y/FTCRulštsofPractice. Paper copies are
available upon request.

subpoena does not require approval by OMS under

.!

RETURN OF SERVICE
( hereby certfy that a duplicate original of the within
subpoena was duly served: (check the metod used)
(' in person.

-Cby.registered'm8Hiy /Uq./ Gpf4if tJ J/l 2t)!).l ¡fnt~/t r/Yuy,

. . . pw;;ur" -t ()mI1ÌØ~ rv/¿ 11./(11) (2)
(' by leaving copy at pnncipal offce or place of business, to wit:

ÍÌlwf !-y-v
$q GíD(C'ýt1øw Ave.

3U1I7/ SC '21'11D
on the person named herein on:

October 25, 2013
(Month. day. and year)

Matthew Smith
(Name of person makng saMee)

Paralegal
(Ofcial utle)

CERTIFICATE OF SERVICE
This is to certifY that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:

Michael D. Pepson
Regulatory Counel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michaeLpepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD¡ Inc.

October 24, 2013

By:

¡f fl=

rMattew S'mith

Federal Trade Commission
Bureau of Consiuuer Protection

UNITED STATES OF AMRICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIV LAW JUDGES

)

In the Matter of

)

LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)
)

DOCKET NO. 9357

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the parties and third pares

against improper use and disclosure of confidential information, the Administrative Law
Judge shal issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Comiission Rule
3.31
(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued

ORDERED:

:Dm
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29,2013

ATTACHMENT A
For the

purose of

protecting the interests of

the paries and thid paries in the

above~captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shal govern the handling of all Discovery
Material. as hereafer defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
thereof

that contas privileged. competitively sensitive information. or sensitive personal

information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit cad number, driver's license number, state~issued
identification number, passport number, date ofbirth (other tha year), and any sensitive
health
information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, trancript of oral
testimony, Of electronically

stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("'FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons

retained as consultants or expert for puroses of this proceeding.
2. Any document or porton thereof submitted by a respondent or a third pary during a
Fedral Trade Commission investigation or dunngthe course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of
the Commssion,
as well as any inormation taen from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the purposes of
ths Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third pattIespursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
such third par of
his, her, or its rights
herein.

pary a copy ofthís Order so as to inform each

5. A designation of confidentiality shall constitute a representation in good faith and afer

careful detemuation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the matrial so designated constitutes
confdential material as defined in Paragraph 1 of this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containig such material (in such maner as will not interfere with the legibilty thereof),

ùrif an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
porton or portons of
the document considered to be confidential materiaL. Confdential
inormation contaned in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
medimn on which the docmnent is produced. Masked or otherwise redacted copies of

documents may be produced where the portons deleted contai privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commssion and its employees, and personnel retained by the Commission as experts or
consultants for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
fin(s), provided

they are not employees of a respondent; (d) anyone retaied to assist

outide counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
ageement to abide by the terms of the protective order; and (e) any witness or deponent

who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragrph 7 of this
Order shall be only for the puroses of the preparation and heanng of ths proceeding, or

any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commssion Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
1

or other paper filed or to be fied with the Secretar of the Commssion, the Secretar
shall be so informed by the Par fiing such papers, an such papers shall be filed žn

camera. To the extent that such material was originally submitted by a thrd pary, the
par including the materials in its papers shal immediately notify the submitter of such

inclusion. Confidential material contaned in the papers shall continue to have in camera
the Administrative Law Jude, provided, however, that
such papers may be furnished to persons or entities who may receive confidential

treatment until further order of

material pursuant to Paragraphs 7 or 8. Upon or aftr filing any paper containing

confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL Furher, if the protection for any
such material expires, a pary may fie on the public record-auplicate-copy-which-aloo
contans the formerly protected materiaL
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10. If counel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd par, they shall
provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If
th pary 'wishes in camera treatment for the document or transcript, the pary shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of the public record. Where in camera treatment is granted, a duplicate copy of
such document or tracript with the confidential material deleted therefrom may be

placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confdential material submitted by
another pary or third party, the recipient of
the discovery request shal promptly notify
the submitter of
receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wnting and be received by the submitter at least 10
this Protective Order and a
business days before production, and shall include a copy of
cover letter that will apprise the submitter of its rights hereunder. Nothg herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confdential material,
to subject itself to any penalties for non~compliance with any such order, or to seek any
relief
the Administrative Law Judge or the Commission. The recipient shall not
from
oppose the submitter's effort to challenge the disclosure of confidential material. In
the Commission's
addition, nothing herein shall
Rule 4.1 i
limit the applicabilty of
(e) of
construed as requiring the recipient of

Rules of Practice, 16 CFR 4.1 1 (e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
prepartion of ths action concludes paricipation in the action, such person shall return to
counsel ail copies of documents or portions thereof designated confdential that ar in the
:1

possession of such person, together with all notes, memoranda or other papers containing
confidential inforniation. At the conclusion

of

ths proceeding, including the exhaustion

of judicial review, the parties shal return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retu documents
shall be governed by the provisions of
the Riles of
Practice, 16 CPR 4.12.
Rule 4.12 of
13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the

submitter or fuer order of the Commssion, continue to be binding afr the conclusion

of this proceedig.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Prott:ction

October 24,2013

VIA FEDERAL EXPRESS
Rosalind Woodson
5331 Nathan Drive NW
Lilburn, GA 30047-5858
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Ms. Woodson:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(c)ounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the takng of a deposition to a party requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
Commission's Rules of

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
2. FROM

1. TO

Rosalind Woodson
5331 Nathan Drive NW
Lilburn, GA 30047

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
listed in Item 8, in the proceeding described in Item 6.
Item 5, and at the request of Counsel

3. PLACE OF DEPOSITON 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel
Federal Trade Commission
Southeast Region
225 Peachtree Street, NE, Suite 1500

5. DATE AND TIME OF DEPOSITION

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc" Docket 9357

8, COUNSEL AND PARTY ISSUING SUBPOENA

7, ADMINISTRATIVE tAW JUDGE

Laura Riposo VanDruff, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326.2999

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

October 24, 2013
GENERAL INSTRUCTIONS
iJ

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR-QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commissiol''sules of Practice require that fees and
mileage be paid by the party that requested your

appearance. You should pre~~laim to COUAI
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get-i:rior-approvalfrem-Ceunsel---------listed in Item

3.

with Commission Rule 3.34(c), 16 C,F.R. § 3,34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-e (rev. 1/97)

A copy of the Commission's Rules of Practice is available
online at htt¡:;lIbit.y/FTCRules~fPn:rctil:aPap-ercupies-crre
available upon request.

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
i hgreby certify that a duplicate original of the within
. su poena was duly served: (check the method used)

r mperson.

-C--y.registemrme.br /fìi~M' Qr ()w)/I, 20/3.. ¡)wn1h-¡.f Jvli~vi pvl' ,)ë/4'r

. -f Co(lm~.L rvú' '/ '/ t~,) (;2)
r j leavmg copy at principal offce or place of business to wit'

'1 f)Çl¡/lii ¡JDJ(ittJ/J ' '
533 J N tdlr kJll( Nld
). iï bwrl i 64 SOD t¡7
on the person named herein on:

October 25,2013
(Month, day. and year)

Matthew Smith
(Name of peon making service)

Paraiegal
(Offcialtílle)

CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michaeLpepson@causeofaction.org
Reed Rubinstein
Dinsmore & Shohl, LLP
80 i Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsellor Respondent LabMD, Inc.

October 24,2013

By:

ÄdK
Matthew Smith

Federal Trade Commission

Bureau of Consumer Protection

UNTED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRA TIVE LAW JUGES

In the Mater of
LabMD, Inc.,
a corporation,
Respondent.

)
)
)

)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI

Commission Rule 3.31(d) states; "In order to

'protect the paries and third paries

against improper use and disclosure of confidential infonnation, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuantto Commission Rule 3.31
(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM~JI

D. Michael Chappell
Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For
the purose of
protecting the interests of
the paries and third paries in the
above-captioned matter against improper use and disclosure of confidential informtion
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confdential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined,

1. As used in ths Order, "confidential material" shall refer to any document or portion
thereof

that conta privileged~ competitively sensitive inormation, or sensitÌve personal

information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number~ taxpayer identification number, financial account
number, credit card or debit card number~ driver's license number, state-issued
ídentificationnumber, passport number, date of

birth (other than

year), and any sensitive

health information identifiable by individual, such as an individual's medical records.
"Document" shall
refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third

its
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of ths proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or during th course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of
the Commission,
as well as any information taken from any portion of suel) document, shal be trated as
confdential material for purposes of
this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puioses of

this Order where the submitter has requested such confidential tratment.

3, The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or porton thereof as confidential matenal, including documents
obtaned by them from third partes pursuant to discovery or as otherwise obtained.
4. The pares, in conducting discovery from third paries, shall provide to each third
pary a copy of
this Order so as to inform each such third pary of
his, her, or its rights
herein.

5. A designation of confdentiality shall constitute ä representation in good faith and after
careful determnation that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes
confdential matenal as defined in Pargraph 1 of this Order.
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6. Material may be désignated as confdential by placing on or affixing to the document
containing such material (in such manner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies ths proceeding, together with an indication of the
the document considered to be confidential material.. Confdential
porton or portions of
inormation contained in electronic documents may also be designated as confidential by
placing the designtion "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
medium Oil which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portions deleted contai privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commssion as expers or

consultats for this proceeding; (b) judges and other cour personnel of any cour having
outside counsel of
jurisdiction over any appellate proceedings involving ths matter; (c)
record for any respondent, their associated attorneys and other employees of their law
firm(s), provided they are not employees ofa respondent; (d) anyone retained to assist
this proceeding including consultats,

outside counsel in the preparation or hearing of

provided they are not affliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7

of

ths

Order shall be only for the puroses of the preparation and hearng of this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
Practice;
such material, use or disclose confidential material as provided by its Rules of
the
Federal
Trade
Commission
Act;
or
any
other
legal
obligation
sections 6(f) and 21 of

imposed upon the Commission. .

9. In the event that any confidential material is contained in any pleading, motion, exhibit
the Commission, the Secreta
or other paper fied or to be filed with the Secretar of
shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third part, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contaned in the papers shall continue to have in camera
treatment until furher order of the Administrative Law Judge, provided, however, that
such papers may be furnshed to persons or entities who may receive confidential
pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
material
confidential material, the filing pary shall file on the public record a duplicate copy of
the protection for any
the paper that does not reveal confidential materiaL. Furher, if
such material expires, a par may fie on the public record a duplicate copy which also
contans the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the heaing any document or transcript
containing confidential material produced by another pary or by a thid par, they shall

provide advance notice to the other pary or third part for purses of allowing that

par to seek an order that the document or trancrpt be granted in camera treatment If
that par vi.'shes in camera treatment for the document or trascript, the party shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such aii order is granted, all documents and transcripts shall

the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confidential material deleted therefrom may be
placed on the public record.
be par of

11. If any par receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of the discovery request shal promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
a
cover letter that will apprise the submitter of its rights hereunder. Nothg herein shall be

business days before production, and shall include a copy afthis Protective Order and

constred as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothng herein shall limit the applicabilty of

Rule 4.11 (e) of

the Commission's

are

Rules of Practice, 16 CFR 4.1 i (e), to discovery requests in another proceeding that

directed to the Commssion.

12. At the time that any consultant or other person retained to assist counsel in the
preparation of

ths action concludes paricipation in the action, such person shall retu to

counsel all copies of documents or portons thereofdesignated confidential that are in the
possession of
such person, together with all notes, memoranda or other papers contaning
confidential inormation. At the conclusion of tls proceeding, including the exhaustion

judicial review, the parties shaH return document..: obtained in this action to their
submitters, provided, however, that the Commssion's obligation to retur documents

of

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions ofthis Protective Order, insofar as they restict the communication
and use of confdential discovery material, shall, without wrtten permission of the
submitter or further order of
the Commission. continue to be binding after the conclusion
of

this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Consumer Protection

Bureau of

Privacy and Identity Protection

Division of

October 24,2013

VIA PROCESS SERVER
Custodian of
Records
Office of the Cour Liaison

Sacramento Police Deparent
901 G Street
Sacramento, CA 95814
Re: In the Matter ofLabMD, Inc., FTC Docket

No. 9357

To Whom It May Concern:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(cJounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission J, commanding a person to produce and
Commission's Rules of

permit inspection and copying of designated books, documents, or tagible things. . .." 16

C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
Sacramento Police Deparment's documents. The subpoena and its
schedule and exhibits are enclosed.

duces tecum for certain of

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of
the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the

CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

~G:

Sincerely,

Megan Cox
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Custodian of Records of the Sacramento Police Dept.
Office of the Court Liaison

901 G Street
Sacramento, CA 95814

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.
3. PLACE OF PRODUCTION

4. MATERIAL WILL BE PRODUCED TO

Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21, 2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

. Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission

Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

DATE SIGNED
October

SIGNATURE OF COUNSEL ISSUING SUBPOENA

M"'i. ~ &.

24, 2013

--íf
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 70-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

mileage be paid by the party that requested your appearance.
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.
You should present your claim to counsel

A copy of the Commission's Rules of Practice is available
online at http://b¡t.y/FTCR!J,~~r,æ.act;ce. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly servd: (chec

!he metod used)

(è in person.

r by registered mail.

r by leaving copy at principal offce or place of busines!$to wit: D\, ¡J

C w.dtM rl ;i~/ch vf ~ J~ ~ f1/,l, ltH.

d/lk ol.l¡¡, awi ti~i\~
Clo (-G-4Ieï--- ----~.- ---..-.-.
Ò6(t-~~:".~. CA... "llftlif:
);y o"te ~n ife~1lrein on:

October 25. 2013
(Month, day, and year)

Matthew Smith
(Name of person making sece)

Paralegal
(Ofcial iiUa)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)
)

In the Matter of

)

LabMD, Inc.,
a corporation

)
)
)
)

DOCKET NO. 9357

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO

CUSTODIAN OF RECORDS, SACRANTO POLICE DEPARTMENT
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,

2013, under Commission Rule of

N. W., Washington, DC 2000 i.

DEFINITIONS
1. '"All documents" means each document, as defined below, that can be located,

discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.
3. '"Complaint" means the Complaint issued by the Federal Trade Commission in the

above-captioned matter on August 28,2013.

4. The term '"Containing" means containing, describing, or interpreting in whole or in par.

5. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
-1-

location, of any wrtten, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, char, graph, paper, index, map, tabulation,
manual, guide, outlne, script, abstract, history, calendar, diar, journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwse), regardless of

origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active; archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberr, PDA, or other storage media, and such technical assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
6. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

7. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be withi the scope of

any document request.

8. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.
9. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessar, in order to bring within the scope of any document request all documents that

otherwise might be construed to be outside the scope.

10. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

11. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birt; (e) Social Securty number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
12. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,
-2-

analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.

Records, Sacramento Police
Deparent, including this Schedule and Exhibits, and including the Definitions,
Instructions, and Specifications.

13. "Subpoena" means the Subpoena to Custodian of

14. "You" or "Your" means the Sacramento Police Department, including Karina Jestes.
the singular includes the plural, and the plural includes the singular.

15. The use of

16. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from June 5, 2007 to present.
Practice § 3.34(c), any
motion to limit or quash this subpoena must be fied within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29, 2013, the Court entered a Protective Order governing
discovery material in this matter. A copy of
the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identifcation: Documents that may be responsive to more than one

this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
document is responsive. If any documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
specification of

identifying the document( s) previously provided and the date of submission. Documents

should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or file, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of

rendered images or digital copies of

receipt of

this Subpoena. Furher, copies of originals may be submitted in lieu of

the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
originals only if

they are true, correct, and complete copies of

-3-

the copy should it be necessary to introduce such copy into evidence in
any Commission proceeding or court of law; and provided further that you shall retain the

the authenticity of

original documents and produce them to Commission staffupon request. Copies of

materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commssion counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more of

the following: date of

birt,

Social Securty number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of health care to an
individual.

7. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information' in the possession, custody, or control of
your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
Privilege: Pursuant to the Federal Trade Commission's Rule of
Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are witheld from production based on a
claim of
privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the natue of the documents,
communications, or tangible things not produced or disclosed in a maner that wil
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the withheld material is a document) and the full file name (if
the withheld material is
(if
in electronic form); (c) a description of
the material witheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

8. Claims of
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example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation oflaw. If only par of
a responsive document is privileged, all non-privileged portions ofthe document must be
produced.
9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of
Records of
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

Requests: This request for documents shall be deemed continuing
in natue so as to require production of all documents responsive to any specification

10. Continuing Nature of

included in this request produced or obtaied by you prior to the close of discovery,
which is March 5, 2014.

11. Document Retention: You shall retain all documentar materials used in the preparation
of responses to the specifications of this Subpoena. We may require the submission of
additional documents at a later time. Accordingly, you should suspend any routine
procedures for document destrction and take other measures to prevent the destruction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.

(1) Electronically Stored Information: Documents created, utilized, or maintained
business should be delivered to the

in electronic format in the ordinar course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structued data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
-5-

directories, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

(b) All ESJ other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to

interpret the contents); and

(c) Each electronic file should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinar course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of

the original

documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load file and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT fie:
(a) For electronic mail: begin Bates or unque document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of
the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native file;
(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source
location/file path, file name, fie extension, fie size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;
-6-

(c) For loose electronic documents (as retrieved directly from network fie

stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, fie path, fiename, fie extension, fie size,

author, date and time created, date and time modified, date and time
printed, MDS or SHA Hash value, and lin to native fie; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DoclD, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of business.
(4) If

you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counel named above to determine
whether and in what maner you may use such software or services when
producing materials in response to this Subpoena.

(S) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
( c) All electronic media shall be scanned for and free of viruses;

(d) Data encrytion tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production

transmittal letter, which includes:
(a) A sumar of

records and all underlying

the number of
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images, emails, and associated attachments, native files, and databases in
the production; and
(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of business or the
implementation of a document retention policy but you have reason to believe have been
in existence, state the circumstances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
responsive, and identify Persons having knowledge of
the content of such documents.

you are unable to answer any question fully, supply such
information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. Ifbooks and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of
such estimates. Estimated data should be followed by the notation "est." If there is no
reasonable way for you to make an estimate, provide an explanation.

14. Incomplete Records: If

is. Questions: Any questions you have relating to the scope or meaning of anything in this

request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Mattew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered

to the request shall be addressed to the attention of

between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:

Erick Garcia or Josie Marinez Maldanado.

1. All documents related to the investigation of

2. All communications between you and LabMD.

3. All documents related to LabMD.
4. All records of communications you received from individuals who contacted you related
to

LabMD.

October 24,2013

~

By: 4f f /2/.. A. - Gx
Laura Riposo Vanruff
Cox
Margaret Lassack

Megan

RyanMehm
Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100
Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcox1@:fc.gov
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CERTaICATE OF SER~CE
Ths is to certfy that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Reguatory Counsel

Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

~

Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

)

)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERI
Commission Rule 3.31 (d) states: "In order to protect the paries and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3 .31 (d). Pursuant to Commission RuIe 3 .31 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:D M C~.pfUl/
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29,2013
:i

ATTACHMENT A
For the purose of
protecting the interests of
the pares and third paries in the
above~captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
1. As used in ths Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state~issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individua's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
thereof

testmony, or electronically stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commssion ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons

retained as consultants or expei;s for puroses of this proceeding. .
2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Comnùssion investigation or durng the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of
the Commission,
as well as any information taen from any portion of sucn. document, shall be treated as
confidential material for purposes of this Order. The identity of a third par submitting

such confidential material shall also be treated as confidential material for the pùroses of

ths Order where the submitter has requested such confidential treatment.
3. The pares and any thrd paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or porton thereof as confidential material, including docwnents
obtained by them from third parties puruant to discovery or as otherwse obtaed.

4. The paries, in conducting discovery from third paries, shall provide to each third
party a copy of
this Order so as to Inform each such thd par of
his, her, or its rights
herein.
5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or afxing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
porton or portions of the document considered to be confdential materiaL. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwse redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shal indicate at the appropriate point that portions have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for ths proceeding; (b) judges and other cour personnel of any court having

jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of
their law
record for any respondent, their associated attorneys and other employees of
fi.(s), provided they are not employees of a respondent; (d) anyone retained to assist

outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragrph 7 of this
this proceeding, or
the preparation and hearng of
any appeal therefrom, and for no other purose whatsoever, provided, however, that the
Order shall be only for the puroses of

Commission may, subject to takng appropriate steps to preserve the confidentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
other legal obligation
sections 6(f) and 21 of
the Federal Trade Commssion Act; or any
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the
par including the materials in its papers shall immediately notify the submitter of such

inclusion. Confidential material contained in the papers shall continue to have in camera
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the fiing party shall fie on the public record a duplicate copy of
the protection for any
the paper that does not reveal confidential materiaL Furer, if
treatment until furher order of

such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid party, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or trancript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the pary shall fie
an appropriate motion with the Administrative Law Judge within 5 days afer it receives

such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or trscript with the confidential material deleted therefrom may be

placed on the public record.
11. If any par receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another par or third par, the recipient of
the discovery request shall promptly notify
the submitter of
receipt of such request. Unless a shorter time is mandated by
an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Adminstrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothing herein shall limit the applicabilty of Rule 4.1 1 (e) ofthe Commission's
Rules of Practice, 16 CFR 4 .11 (e), to discovery requests in another proceeding that are
directed to the Commission.
12. At the tie that any consultant or other person retained to assist counsel in the
preparation of

ths action concludes participation in the action, such person shall return to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memorada or other papers containing
this proceeding, including the exhaustion

confidential information. At the conclusion of
of

judicial review, the parties shall return documents obtained in this action to their

submitters, provided, however, that the Commission's obligation to retur documents
shall be governed by the provisions of
Rule 4.12 of
Practice, 16 CFR 4.12.
the Rules of
13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order ofthe Commission, continue to be binding after the conclusion
of ths proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testify as follows:

the records produced by the Sacramento

2. I have authority to certify the authenticity of

Police Deparment and attached hereto.
3. The documents produced and attached hereto by the Sacramento Police Deparment are

originals or true copies of

regularly conducted activity that:

records of

a) Were made at or near the time of

the matters set forth by, or

the occurence of

those matters;

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

the Sacramento

Police Deparent; and
c) Were made by the regularly conducted activity

as a regular practice of

Sacramento Police Deparment.

I certify under penalty of perjury that the foregoing is tre and correct.
Executed on

,2013.

Signatue

the

Exhibit C

BCP PRODUCTION
GUIDE

As 0(08118/2011

Bureau of Consumer Protection Production Guide

An eDiscovery Resource
. ¡

This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. Bep has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v i 0.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
file in the production, and
· a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata
fields, and native file links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.
c. Extracted Text IOCR
Submit text:

· as document-level text files,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode textfiles and wil request replacementfiles if
received.

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
IDs), use a consistent number of numerals to prevent issues with image display, using
leading zeros where necessar. Do not use a space to separate the prefix from numbers.

Acceptable fonnats (as long as you are consistent)
· ABC-FTCOOOOOO 1
· ABCFTCOOOOOO 1

Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escription

S
Svrn
b 0I

Field Separator

0

Quote Character

P

Multi Entry delimiter

@

..Return:: Val ue in data

~

A scn Ch aracter

20
254
174
126

g. Image Files
BCP only accepts image fies that are:
· 300 DPI
· single-page Group IV TIFF fies

· or color JPEG image fies where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info I
Meta

Description

data

Beginning Bates number
Ending Bates number
Page Count
Custodian

The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.

· Submit Microsoft Access files and other multimedia fies
in native format with metadata only.
· Submit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.
Metadata for Emails
Document Info I
Metadata
Beginning Bates number

Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIME

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records
(attachments)

The beginning bates number(s) of
attachments delimited bv comma
Location of email in personal
foldersfDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other message svstems

Location or "Path"
Message ID

the email

CUSTODIAN

RECIPIENT

SENT

ATTACHMNTID
FlLEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count
Custodian

Parent Record
Creation Date

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of

pages in the

document
The name of

the original custodian of

the fie

Beginning bates number of parent
email
The date attachment was saved at the
location on the electronic media for

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
CUSTODIAN
PARENTID

CREATEDATE

the first time
~

The time the attachment was saved at

Creation Time

the location on the electronic media

CREATETIME

for the first time

Modified Date

Modified Time
Last Accessed Date

The date/time the attchment was last

changed, and then saved
The time the attachment was last

changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MODDATE

MODTIME

LASTACCDATE

by a user or softare activity

Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the fie taes up

on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

Size

FILESIZE

The name of
the attachment including
the extension denoting the application FILENAME
in which the fie was created
Relative path of submitted native files
NATIVELINK
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native fie if available

File Name

Native link
Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata and other information requirements for native fies
Document Info I
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian
Creation Date

Creation Time

Modified Date

Modified Time
Last Accessed Date

Concordance

Description

Field

The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name of

the original custodian of

the fie

The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time

The date/time the attachment was last changed,
and then saved
The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

Name

BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE

CREATETIME

MODDATE
MODTIME

LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the file takes up on the
electronic media. Usually recorded in kilobytes

LASTACCTIME
FILESIZE
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The name of

File Name

the fie including the extension

denoting the application in which the fie was
created

FILENAME

Native link

Relative path of submitted native fies

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iSO 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions over 10 gigabytes

o IDE, EIDE and SAT A hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or fies,
· list of fields in the order in which they are listed in the data files,
· date and time format, and

· confirmation that the number of fies on the volume match the load
files.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of
Division of

Consumer Protection
Privacy and Identity Protection

October 24, 2013

VIA FEDERA EXPRESS
Sandy Sprigs, Georgia Police Deparment
c/o Roger Jones, Records Section Supervisor
7840 Roswell Road
Suite 301

Sandy Springs, GA 30350
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Jones:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(cJounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the CommissionJ, commanding a person to produce and
pennit inspection and copying of designated books, documents, or tangible things. . . ." 16
C.F.R. § 3.34(b). This letteris to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of
Sandy Springs Police Departent's documents. The subpoena and its
schedule and exhibits are enclosed.

On August 29,2013, the Federal Trade Commission, Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge

D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.

Any documents you produce to the Commission that are confidential must include the
the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on

notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragrph 6 of

the

CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.
Sincerely,

~&

Megan Cox
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Sandy Springs Police Department
c/o Roger Jones, Records Section Supervisor

7840 Roswell Road, Suite 301
Sandy Springs, GA 30350

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

Room NJ-8100
Washington, D.C. 20001

5. DATE AND TIME OF PRODUCTION

November 21, 2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Federal Trade Commission

Megan Cox, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, N.W.. Room NJ-8100
Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

Chief Judge D. Michael Chappell

DATE SIGNED

October 24,2013

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with

Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affdavit of service of
the document upon counsel listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.
FTC Form 70-E (rev. 1/97)

~

SIGNATURE OF COUNSEL ISSUING SUBPOENA

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance.
You should present your claim to counsel
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at !:)lgit1w'FTGRulesofE:gçtíçe.. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
J hereby certify that a duplicate original of the within
subpoena was duly served: (ch the method use)
r in

person.

r by reistered mail.

(è by I~aving copy atiPrinCiPa~ J2JC~ or

place of business, to wit:

J~ Spo" tJ f'//o. Gpk~~ ¡.
CIt' ~1~&:.:!~ '.. ~~~leç!?Æ~ etfJYIJw~

7f 'to- R~l,llll;¡&.l~.3Q(
!y r. ~714ftt¡lgffi~t¡FdJ"'(MV"'¡'/;
t~1 r_' 11f~Xi)
on the person named ~erein on: I
October 25, 2013
(Mon. day, and year)

Matthew Smith
(Name of pe makg sece)

P.car~.I~9.~I. ..
(OffalliUe)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)

In the Matter of

)
)
)

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)
)

)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
THE SANDY SPRINGS POLICE DEPARTMENT
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
4. The term "Containing" means containing, describing, or interpreting in whole or in paii.

5. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
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location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar,joumal, agenda, minute,

code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwse), regardless of

origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such techncal assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
6. The terms "each," "any," and "all" shall be constred to have the broadest meanng

whenever necessary to bring withn the scope of any document request all documents that
might otherwse be construed to be outside its scope.

7. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any inormation that might otherwise be construed to be within the scope of
any document request.

8. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.
9. "Or" as well as "and" shall be constred both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

10. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

11. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Securty number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
12. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concernng, embodying, summarzing, reflecting, explaining, describing,
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analyzing, identifyng, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

13. "Subpoena" means the Subpoena to the Sandy Springs Police Deparment, including this
Schedule and Exhibits, and including the Definitions, Instrctions, and Specifications.

14. "You" or "Your" means the Sandy Springs Police Departent, including David Lapides.
the singular includes the plural, and the plural includes the singular.

15. The use of

16. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from May 1, 2007 to present.
Practice § 3.34(c), any
motion to limit or quash this subpoena must be fied within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29,2013, the Cour entered a Protective Order governng

the protective order is enclosed as Exhbit A,

discovery material in this matter. A copy of

with instrctions on the handling of confidential information.

4. Document Identifcation: Docwnents that may be responsive to more than one
this Subpoena need not be submitted more than once; however, your
response should indicate, for each docwnent submitted, each specification to which the
docwnent is responsive. If any documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
specification of

stored and without being manipulated or otherwise rearanged; if docwnents are removed

from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
docwnents came. In addition, nwnber by page (or fie, for those documents produced in
native electronic format) all docwnents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of
original docwnents, provided that the originals are retained in their state at the time of
receipt of

this Subpoena. Furter, copies of originals may be submitted in lieu of

originals only if
they are true, correct, and complete copies of
the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of
the copy should it be necessary to introduce such copy into evidence in

-3-

any Commission proceeding or cour of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if

necessary to interpret them or render them

intellgible.
6. Sensitive Personally Identifable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For puroses of
these requests, sensitive personally identifiable information
includes: an individual's Social Securty number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Securty number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or futue
physical or mental health or conditions of an individual, the provision of
individual, or the past, present, or future payment for the provision of

health care to an
health care to an

individuaL.
7. Scope of Search: These requests relate to documents that are in your possession or under

your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
dOcuments were received from or disseminated to any other person or entity.
8. Claims of

Privilege: Pursuant to the Federal Trade Commission's Rule of

Practice

3.3 8A, 16 C.F.R. § 3.3 8A, if any documents are withheld from production based on a

claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the natue of the documents,
communcations, or tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item witheld: (a) the document control number(s); (b) the full title
the withheld material is
(ifthe withheld material is a document) and the full fie name (if
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
( e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
material; (j) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
-4-

confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessar to support the assertion of protected status by operation of law. If only par of
a responsive document is pnvileged, all non-pnvileged portions of

the document must be

produced.
9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Certification of
Records of
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in natue so as to require production of all documents responsive to any specification
included in this request produced or obtained by you pnor to the close of discovery,

which is March 5, 2014.

11. Document Retention: You shall retain all documentar materials used in the preparation
of

responses to the specifications of

this Subpoena. We may require the submission of

additional documents at a later time. Accordingly, you should suspend any routine
procedures for document destrction and take other measures to prevent the destrction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of
whether you believe such documents are protected from discovery by
privilege or otherwse.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information C'ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.
(1) Electronically Stored Information: Documents created, utilzed, or maintained

business should be delivered to the
FTC as follows:
.
in electronic format in the ordinar course of

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extacted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including strctued data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
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directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recogntion ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to

interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of
business should be submitted in an electronic format when at all possible.
These documents should be tre, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load file and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a stadard ASCII delimited Concordance DA T file:
(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of
the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;
(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source
location/file path, fie name, file extension, fie size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;
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(c) For loose electronic documents (as retrieved directly from network fie

stores, hard drives, etc.): begin Bates or DocID, end Bates or DodD, page
count, custodian, source media, file path, fiename, fie extension, file size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DodD, end Bates or

DocID, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary course of
business.
(4) If

you intend to utilize any de-duplication or email theading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilze such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such softare or services when

producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
( c) All electronic media shall be scaned for and free of viruses;

(d) Data encrytion tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCryt, PGP, and
SecureZip encrypted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
all packages containing electronic media sent

(e) Please mark the exterior of

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production
transmittal

letter, which includes:

records and all underlying

(a) A sumary ofthe number of
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images, emails, and associated attachments, native files, and databases in
the production; and
(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer files). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of a document retention policy but you have reason to believe have been
in existence, state the circumstances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
responsive, and identify Persons having knowledge of
the content of such documents.
14. Incomplete Records: If

you are unable to anwer any question fully, supply such

information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. If books and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of
such estimates. Estimated data should be followed by the notation "est." If

there is no

reasonable way for you to make an estimate, provide an explanation.
15. Questions: Any questions you have relating to the scope or meanng of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive
to the request shall be addressed to the attention of
Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:
1. All documents related to Karalyn Garett.

2. All communcations between you and LabMD.
3. All documents related to LabMD.

October 24,2013

~

By: gj PifJA/' ~
Laura Riposo Vanruf
Megan

Cox

Margaret Lassack

RyanMehm
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcox1@ftc.gov
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CERTIFICATE OF SERVICE
Ths is to certfy that on October 24,2013. I served via electonic mail delivery a copy of
the foregoing document to:
Michael D.Pepson

Regulatory Counsel
Cause of Action
1919 Pennsylvana
Avenue, NW. Suite 650
Washin~on, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl. LLP
801 Pennylvana Avenue. NW
Suite 610
Washin~on, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

~

Matthew Smith

Federal Trade Commssion
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRA TIVE LAW JUGES

)

In the Matter of

)
)
)
)

LabMD, Inc.~
a corporation,
Respondent.

DOCKET NO. 9357

)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI

Commission Rule 3.3

1

(d) states: "In order to protect the paries and third paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F .R.

§ 3 .31 (d). Pursuant to Commission Rule 3 .31 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

nMc~.J

D. Michael Chappell

Chief Administrative Law Judge
Date: August 29) 2013

ATTACHMENT A
For the purose of

the paries and third paries in the

protecting the interests of

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive inormation, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
thereof

identification number, passport number, date of

birt (other than year), and any sensitive

health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third

par. "Commission" shall refer to the Federal Trade Commssion ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons

retained as consultants or experts for puroses of this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par durng a

this proceeding that is
confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taen from any portion of sucli document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
Federal Trade Commission investigation or during the course of

entitled to

such confidential material shall also be treated as confidential material for the puroses of

ths Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third pares pursuant to discovery or as otherwse obtained.

4, The paries, in conducting discovery from third pares, shall provide to each third
party a copy of

this Order so as to inform each such third pary of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determination that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of

the .

portion or portions of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 935T' or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portons deleted contan privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for ths proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of

their law

record for any respondent, their associated attorneys and other employees of

fi(s), provided they are not employees of a respondent; (d) anyone retained to assist

ths proceeding including consultants,

outside counsel in the preparation or hearing of

provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the puroses of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, tht the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaed in any pleading, motion, exhibit
the Commission, the Secretar

or other paper filed or to be fied with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third pary, the
pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after fiing any paper containing
confidential material, the fiing party shan fie on the public record a duplicate copy

of

the protection for any
such material expires, a pary may file on the public record a duplicate copy which also
the paper that does not reveal confidential materiaL. Furher, if

contains

the formerly protected materiaL.
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10. If counel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a tlúd part, they shall

provide advance notice to the other pary or third par for puroses of allowig that

part to seek an order that the document or trancript be granted in camera treatment. If
that pary wishes in camera treatment for the document or trascript, the pary shall fie
i
I
. i

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is grated, all documents and transcripts shall
be par of

the publíc record. Where in camera treatment is granted, a duplicate copy of

such document or trascript with the confdential material deleted therefrom may be
placed on the public record.
i 1. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd pary, the recipient of the discovery request shall promptly notify
the submitter of

receipt of such request. Unless a shorter time is mandated by

an order of

a cour such notification shall be in wrting and be received by the submitter at leas 10

ths Protective Order and a

business days before production, and shall include a copy of

cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of

the discovery request or anyone else covered by

this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
addition, nothing herein shall
limit the applicabilty of
Rule 4.11(e) ofthe Commission's
Rules of
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.
12. At the tie that any consultant or other person retained to assist counsel in the
prepartion of

ths action concludes participation in the action, such person shall return to

counsel all copies of documents or portions thereof designated confdential that are in the
possession of such person, together with all notes, memoranda or other papers containing
ths proceeding, including the exhaustion

confidential information. At the conclusion of

of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or furter order of
the Commission, continue to be binding after the conclusion
this proceeding.
of
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

I,

, have personal knowledge of

the facts set forth below

and am competent to testify as follows:

the records produced by the Sandy Springs

2. I have authority to certify the authenticity of

Police Department and attached hereto.
3. The documents produced and attached hereto by the Sandy Springs Police Department

are originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;
the Sandy Springs

Police Deparment; and
c) Were made by the regularly conducted activity as a regular practice of

Springs Police Departent.

I certify under penalty of

Executed 011

perjury that the foregoing is tre and correct.

,2013.

Signatue

the Sandy

Exhibit C

BCP PRODUCTION
GUIDE

As of 08/18/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of

incompatibilty with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certain types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:

· an Opticon image load file (OPT) containing a line for every image
fie in the production, and
· a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning
All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of

your compliance with BCP's request.

c. Extracted Text IOCR

Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text files and w il request replacement files if
received.

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using

IDs), use a consistent number of

leading zeros where necessar. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
· ABCFTCOOOOOO 1

Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load files:

Descripiion
.t

S
)ymb0i

Field Separator
Quote Character
Multi Entry delimiter
-'Return~ Value in data

0
P
@

-

ASCII Ch arac er

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
· 300 DPI
· single-page Group iV TIFF fies

· or color JPEG image files where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load file.
Document Info /
Metadata

Description

Beginning Bates number
Ending Bates number

The beginning bates number for the

document
The ending bates number for the
document
The total number of

Page Count

pages in the

document
Mailbox where the email resided

Custodian

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.
· Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attchments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number

Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of

document

pages in the

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

the email

CUSTODIAN

RECIPIENT

-¡

From

The oerson who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records
(attachments)

The beginning bates number(s) of
attachments delimited by comma
Location of email in personal

Location or "Path"

Message 10

foJders/Deleted Items/Sent Items

MS Outlook Message 10 or similar
number in other messalZe svstems

A TTACHMNTID
FILEPATH

MESSAGE10

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number

Page Count
Custodian

Description
The beginning bates number for the
document
The ending bates num ber for the

document
The total number of pages in the
document
The name of
the original custodian of
the fie

Parent Record

Creation Date

Beginning bates number of parent
email
The date attachment was saved at the
location on the electronic media for

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

PARENT10
CREATEDATE

the first time
The time the attachment was saved at

Creation Time

Modified Date

Modified Time

Last Accessed Date

Last Accessed Time

the location on the electronic media
for the first time

The date/time the attachment was last
changed, and then saved

The time the attchment was last
changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"
by a user or softare activity
The time the attchment was last
opened, scanned, or even "touched"
by a user or softare activity

CREATETIME

MODDATE

MODTIM
LAST ACCDATE

LAST ACCTIME
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The amount of space the fie takes up
on the electronic media. Usually

Size

recorded in kilobytes, however may

FILE

SIZE

be reported in single bytes
The name of
the attachment including
the extension denoting the application

FileName

FILENAME

in which the fie was created
Relative path of submitted native fies

Native link

NATIVELlN

such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native fie if available

Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other files and attchments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata an d other information reaUlrements
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count

Custodian

Creation Time

Modified Date

Modified Time
Last Accessed Date

-

tii es
Concordance
Field Name

Description
The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name of

Creation Date

fior native

the original custodian of

the fie

The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time
::-he-atettie-tne-ttaGlmenL was last changed,

and then saved

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE
CREATETIME

MODDATE

MODTlME
LAST ACCDATE

activity
The time the attachment was last opened,

Last Accessed Time

scanned, or even "touched" by a user or softare

LASTACCTIME

activity
Size

The amount of space the fie taes up on the
electronic media. Usually recorded in kilobytes

FILE

SIZE

5

The name of

FileName

the fie including the extension

denoting the application in which the fie was

FILENAME

created
Native link

Relative path of submitted native files

NATIVELlN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native file if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iSO 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions over 10 gigabytes

o IDE, EJDE and SAT A hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or files,
· list of

fields in the order in which they are listed in the data fies,

· date and time format, and

· confirmation that the number of fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Consumer Protection
Division ofPnvacy and Identity Protection
Bureau of

October 24, 2013

VIA FEDERAL EXPRESS
Scott Moulton
303 Eagle Ridge Place

Canton, GA 30114
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Moulton:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(cJounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony
at the taking of a deposition to a party requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
The Commission's Rules of Practice also provide that "( c Jounsel for a party may sign and
issue a subpoena, on a form provided by the Secretary (of the CommissionJ, commanding a
person to produce and permit inspection and copying of designated books, documents, or
tangible things. . .." 16 C.F.R. § 3.34(b). Complaint Counsel has also issued a subpoena duces
tecum for certain of your documents. The subpoena and its schedule and exhibits are enclosed.

On August 29, 2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.

Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6
the
of
Protective Order. If
you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the

CD.

I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Scott Moulton

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

303 Eagle Ridge Place
Canton, GA 30114

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITON 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo Van

Federal Trade Commission

Druff or other designated counsel

Southeast Region

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method

prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your

The Commission's Rules of Practice require that any

appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

motion to limit or quash this subpoena must comply

listed in Item 8.

MOTION TO LIMIT OR QUASH

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the

A copy of the Commission's Rules of Practice is available
online at http://bit ly/ETCRulesofPractice. Paper copies are

Secretary of the Commission, accompanied by an
affdavit of service of the document upon counsel

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

available upon request.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena wåS duly served: (ci the method use)
(' in person.

.pbY-~isterd'maH6r ¡:Ju1 ~5-0(l /).hJw 2 tf 2.o13? l)lV"/~lr/Nt/~)pw.:;Uh?f-

-. Commlh.;/)/1 rVfi a. q (a) (::21.
(' by leaving copy at principal offce or place of business, to wit: .

!;u of /'4 D V /-i

303 tá1J 7?tJtf ~~æ

C~ 64 giJ/It./
.I

on the persn named herein on:

October 25, 2013
(Monlh. day, and year)

Matthew Smith
(Name of person making servce)

Paralegal
(Otcl llUe)

CERTIFICATE OF SERVICE
Ths is to certfy that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org

Reed Rubinstein
Dinmore & Shohl, LLP
801 Pennsylvana Avenue, NW

Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

1M
Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection

SUBPOENA DUCES TECUM
Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Scott Moulton

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

303 Eagle Ridge Place
Canton, GA 30114

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith
Federal Trade Commission
601 New Jersey Avenue, N.W.

Matthew Smith
5. DATE AND TIME OF PRODUCTION

Room NJ-8100
Washington, D.C. 20001

November 21,2013

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100

Federal Trade Commission

Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

DATE

SIGNED

~

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

prescribed by the Commission's Rules of Practice is

mileage be paid by the part that requested your appearance.

legal service and may subject you to a penalty
imposed by law for failure to comply.

You should present your claim to counsel listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
servce or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accompanied by an affdavit of service of
the document upon counsel listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.
FTC Form 70-E (rev. 1/97)

A copy of the Commission's Rules of Practice is available
online at tttr,'/JA!:dT,ÇBIJ1§ofPracti,,e.. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate onginal of the within
subpoena was duly served: (check the meth usd)
r in

person.

.G-by-restered.mai/~by kJj fitI iJ ()d,;L2/l ,Z()/J./ ~wm~AI- JlietUf i pw-sIltýlj;

a"IY%,1I rúf¿ Lj tl CCi)(J.)
r by leaving copy at pnncipal offce or place of business, to wit

Scott Moulton

3Ò3Eagle RicigePI:ic.ê -----...... cäriIöii: GA 3011.4....
on the

person named herein on:

October 25, 2013
(Month, day, an year)

Matthew Smith
(Name of person making serce)

~~r~I~~al
(Oficlie)

UNITED STATES OF AMERICA
BEFORE THE FEDERA TRADE COMMISSION

)

In the Matter of

)
)
)
)
)

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
SCOTT MOULTON
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following matenal be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bnng within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communcations, or email contacts.

3. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
4. The term "Containing" means containing, describing, or interpreting in whole or in part.

5. "Document" means the complete original and any non-identical copy (whether different
from the onginal because of notations on the copy or otherwise), regardless of origin or
-1-

location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwrtten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar,
journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored inormation
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberr, PDA, or other storage media, and such technical assistance or
instrctions as will enable conversion of such ESI into a reasonably usable form.

6. The terms "each," "any," and "all" shall be constred to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwise be construed to be outside its scope.

7. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any infonnation that might otherwise be construed to be within the scope of
any document request.

8. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.
9. "Or" as well as "and" shall be constred both conjunctively and disjunctively, as
necessar, in order to bring within the scope of any document request all documents that

otherwise might be construed to be outside the scope.

10. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

11. "Personal Information" means individually identifiable infonnation from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of

birth; (e) Social Securty number; (f) medical record number; (g) ban

routing, account, and check numbers; (h) credit or debit card infonnation, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
12. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,
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analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in part.
13. "Subpoena" means the Subpoena to Scott Moulton, including this Schedule and

Exhibits, and including the Definitions, Instructions, and Specifications.
14. "You" or "Your" means Scott Moulton.

the singular includes the plural, and the plural includes the singular.

15. The use of

16. The use of a verb in any tense shall be constred as the use of the verb in all other tenses.
INSTRUCTIONS

1. Applicable Time Period: Unless otherwse specified, the time period covered by a
document request shall be limited to the period from January 1,2011 to present.

Practice § 3.34(c), any
motion to limit or quash this subpoena must be fied within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29,2013, the Cour entered a Protective Order governing
discovery material in this matter. A copy of
the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
document is responsive. If any documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
specification of

identifYing the document(s) previously provided and the date of

submission. Documents

should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwse stated, legible photocopies (or electronically
native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
rendered images or digital copies of

receipt of

this Subpoena. Furher, copies of originals may be submitted in lieu of

the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in
originals only if

they are true, correct, and complete copies of

-3-

any Commission proceeding or cour of law; and provided further that you shall retain the
upon request. Copies of

original documents and produce them to Commission staff

materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and

other individually identifiable health information relating to the past, present, or future
health care to an
individual, or the past, present, or future payment for the provision of
health care to an

physical or mental health or conditions of an individual, the provision of

individuaL.
7. Scope of

Search: These requests relate to documents that are in your possession or under
your actual or constrctive custody or control, including, but not limited to, documents

your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
and information in the possession, custody, or control of

8. Claims of

Practice
any documents are witheld from production based on a
privilege or any similar claim, you shall provide, not later than the date set for
Privilege: Pursuant to the Federal Trade Commission's Rule of

3.38A, 16 C.F.R. § 3.38A, if
claim of
production of

materials, a schedule that describes the nature of

the documents,

communications, or tangible things not produced or disclosed in a maner that wil
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the withheld material is a document) and the full file name (if
the witheld material is
(if
in electronic form);.(c) a description ofthe material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact inormation to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiiations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney renderig legal advice to a client in a
-4-

confdential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of

the document must be

produced.

Regularly Conducted Activity: Attached as Exhibit B is a
Regularly
Conducted Activity, which may reduce the need to
Records of
subpoena you to testifY at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

9. Certification of

Records of

Certification of

Requests: This request for documents shall be deemed continuing

10. Continuing Nature of

in natue so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

11. Document Retention: You shall retain all documentary materials used in the preparation
of

responses to the specifications of

this Subpoena. We may require the submission of

should suspend any routine
procedures for document destruction and take other measures to prevent the destruction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of
whether you believe such documents are protected from discovery by
privilege or otherwise.
additional documents at a later time. Accordingly, you'

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confiim with
Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.

(1) Electronically Stored Information: Documents created, utilized, or maintained
business should be delivered to the

in electronic format in the ordinar course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algoriths intact. All database productions (including strctured data

must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, fuctions, queues,
document systems)

trggers, types, sequences, materialized views, synonyms, database links,
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directories, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinar course
business should be submitted in an electronic format when at all possible.
These documents should be tre, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
of

document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identifcation number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load fie and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessar to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT fie:
(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
the
complete attachment identification, including the Bates or DoclD of
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;
(b) For email attachments: begin Bates or DocID, end Bates or DoclD,

parent email ID (Bates or DocID), page count, custodian, source
location/file path, fie name, file extension, fie size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie;
-6-

(c) For loose electronic documents (as retrieved directly from network file
stores, hard drives, etc.): begin Bates or DocID, end Bates or DodD, page
count, custodian, source media, fie path, filename, file extension, tie size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DodD, end Bates or

DocID, page count, source, and custodian; and where applicable, fie
folder name, binder name, attchment range, or other such references, as
necessar to understand the context of the document as maintained in the

ordinary course of business.
(4) If you intend to utilize any de-duplication or email threading software or services

when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilze such
softare, you must contact the Commission counsel named above to determine

whether and in what maner you måy use such softare or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of

viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, POP, and
SecureZip encrypted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encrytion
should be discussed and approved by the FTC; and
( e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production

transmittal letter, which includes:
(a) A summar of

records and all underlying

the number of
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images, emails, and associated attachments, native fies, and databases in

the production; and
(b) An index that identifies the corresponding consecutive document

identification number(s) used to identitY each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of business or the
implementation of a document retention policy but you have reason to b.elieve have been
in existence, state the circumstances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
the content of such documents.
responsive, and identify Persons having knowledge of

you are unable to answer any question fully, supply such
information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. Ifbooks and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of
such estimates. Estimated data should be followed by the notation "est." Ifthere is no
reasonable way for you to make an estimate, provide an explanation.

14. Incomplete Records: If

15. Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Mattew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.

to the request shall be addressed to the attention of

-8-

SPECIFICATIONS
Demand is hereby made for the following documents:

1. All communications between you and LabMD.

2. All documents considered to prepare the affidavit you executed on Januar 12,2012, in
the matter captioned LabMD, Inc. v. Tiversa, Inc., Docket No. 11-cv-04044 (N.D. Ga.).
3. All contracts between you and LabMD.
4. All documents related to work you performed for LabMD.
5. All documents related to compensation received by you, Forensic Strategy Services,
LLC, or any other entity, for services you provided to LabMD.

October 24, 2013

~.

By: 1j;~~
Laura Riposo Vanruff
Cox
Margaret Lassack
Megan

RyanMehm
Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvana Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcox1@ftc.gov

-9-

CERTIFICATE OF SERVICE
This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@di~more.com
Counsel for Respondent LabMD, Inc.

By:

October 24,2013

¿/~
Mattew Smith

Federal Trade Commission
Bureau of Consumer Protection

-10-

Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
LAW JUGES

OFFICE OF ADMINISTRATIVE

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIVE ORDER GOVERNNG DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the paries and thrd paries

against improper use and disclosure of confidential information. the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31
(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

:Dm ~,j

ORDERED:

D. Michael Chappell

Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governg
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in ths Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive information, or sensitive personal
infonnation. "Sensitive personal information" shall refer to, but shal not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
thereof

testimony, or electronically stored infonnation in the possession of a par or a third
pary. "Commission" shall refer to the Federal Trade Commssion ("FTC"), or any of
its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.

2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or during the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taen from any portion of sucli document, shall be treated as
confdential material for puiposes ofthis Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the puiposes of
this Order where the submitter has requested such confidential treatment.
3. The paries and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in ths proceeding may designate any

responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
his, her, or its rights

pary a copy ofthis Order so as to inform each such thrd pary of

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determnation that the material is not reasonably believed to be aleady in the

public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.

2

6. Material may be designated as confidential by placing on or afxing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the
appropriate notice that identifies this proceeding, together with an indication of
portion or portions of the document considered to be confdential materiaL Confdential
infonnation contaned in electronic documents may also be designated as confdential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidentia material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for ths proceeding; (b) judges and other cour personnel of any cour having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
fin(s), provided they are not employees of a respondent; (d) anyone retaied to assist

this proceeding including consultants,

outside counsel in the preparation or hearing of

provided they are not afliated in any way with a respondent and have signed an

agreement to abide by the tenns ofthe protective order; and (e) any witness or deponent
who may have authored or received the infonnation in question.
8. Disclosure of confdential material to any person described in Paragraph 7 of

ths

Order shall be only for the puroses of the preparation and hearng of ths proceeding, or
any appeal therefrom, and for no other purose whatsoever. provided, however, that the

Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material. use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaned in any pleading, motion, exhibit
or other paper fied or to be fied with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd pary, the
pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of
the Administrtive Law Judge, provided. however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if the protection for any

such material expires, a pary may file on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
they shall

containing confidential material produced by another pary or by a third par,

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or trancript be granted in camera treatment. If
that par wishes in camera treatment for the document or trcript, the party shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or third pary, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery i-quest or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject Itselfto any penalties for non-compliance with any such order, or to seek any
relief
from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
addition, nothing herein shall
limit the applicability of
Rule 4.1 1
(e) ofthe Commission's
Rules of Practice, 16 CFR 4.11 (e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
this action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of
this proceeding, including the exhaustion
of judicial review, the paries shall return documents obtained in this action to their
submitters, provided, however, that the Commis.sion's obligation to return documents
preparation of

j

shall be governed by the provisions of

13. The provisions of

Rule 4.12 of

the Riles of

Practice, 16 CFR 4.12.

this Protectve Order, insofar as they restrict the communication

and use of confidential discovery material, shall, without written permission of the
submitter or fuer order of
the Commssion, continue to be binding afer the conclusion
of this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

I,

the facts set fort below

, have personal knowledge of

and am competent to testifY as follows:

the records produced by Scott Moulton and

2. I have authority to certifY the authenticity of

attached hereto.
3. The documents produced and attached hereto by Scott Moulton are originals or true

copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurence of

the matters set fort by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;

Scott Moulton; and

c) Were made by the regularly conducted activity as a regular practice of Scott
Moulton.

I certifY under penalty of perjur that the foregoing is true and correct.
Executed on

,2013.

Signature

Exhibit C

BCP PRODUCTION
- GUIDE

-I
,

As ofOSI1SI2011

Bureau of Consumer Protection Production Guide

An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
file in the production, and
. a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata

fields, and native fie links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of

your compliance with BCP's request.

c. Extracted Text IOCR

Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode textfiles and

received.

wil request replacementfiles if

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.

IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
. ABC-FTCOOOOOO 1
· ABCFTCOOOOOO 1

Unacceptable format
. ABC 0000001

f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
DescnptlOn

Svmb0

Field Seoarator
Quote Character
Multi Entry delimiter
..Return? Value in data

0

1 II
ASC Ch aracter

P
@

-

20
254
174
126

g. Image Files
BCP only accepts image fies that are:
· 300 DPI
· single-page Group IV TIFF fies

· or color JPEG image files where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Coflections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Document Info /
Mctadata
Beginning Bates number
Ending Bates number

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of

Page Count

pages in the

document
Maìlbox where the email resided

Custodian

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.

· Submit Microsoft Access fies and other multimedia fies
in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of

document

pages in the

Concordancc Field

Name
BEGBATES
El\TDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCe

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records

The beginning bates number(s) of
attachments delimited by comma
Location of email in personal
folderslDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other message systems

(attachments)

Location or "Path"

MessageID

the email

CUSTODIAN

RECIPIENT

A TT ACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count
Custodian

Concordance Field
Name

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
The name ofthe original custodian of
the fie

Parent Record

Creation Date

Creation Time

Beginning bates number of

parent

email

The date attachment was saved at the
location on the electronic media for
the first time

The time the attachment was saved at
the location on the electronic media

BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN
PARENTID

CREATEDATE

CREATETIME

for the first time

Modified Date

Modified Time
Last Accessed Date

The date/time the attachment was last
changed, and then saved

The time the attachment was last

changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MODDATE

MODTIME
LASTACCDATE

by a user or softare activity

Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the fie takes up
on the electronic media. Usually

Size

FILESIZE

recorded in kilobytes, however may
be reported in single bytes
The name of

FileName

the attachment including

the extension denoting the application

FILENAME

in which the file was created
Relative path of submitted native fies

Native link

NATIVELIN

such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native file if available

Hash.

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Met ada ta

t fies

d th . f;

an 0 er lD ormation requirements f;or na ive I
Document Info I
Description
Metadata
Beidnning Bates number The beginning bates number for the document
Ending Bates number
The ending bates number for the document
Page Count
The total number of pages in the document

Custodian

Creation Date

The name of

the original custodian of

the file

The date attachment was saved at the location on
the electronic media for the first time

Concordance
Field Name
BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN
CREATEDATE

Creation Time

The time the attachment was saved at the
location on the electronic media for the first time

CREATETIME

Modified Date

The date/time the attachment was last changed,
and then saved

MODDATE

Modified Time

Last Accessed Date

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

MODTIME
LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the fie takes up on the
electronic media. Usually recorded in kilobytes

LASTACCTIME
FILESIZE
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The name of

FileName

the fie including the extension

denoting the application in which the fie was

FILENAME

created
Native link

Relative path of submitted native fies

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to Bep.

a. Media BCP Accepts
Submit any of

the following:
. For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iso 9660
specifications
o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
. For Productions over 10 gigabytes

o IDE, EIDE and SA TA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any fonnat, accompany the submission with a letter that includes all of

the

following:
. volume name,
. Bates ranges and custodians,
. total number of records,
. total number of images or files,

. . list of fields in the order in which they are listed in the data fies,
. date and time format, and
. confirmation that the number of

fies on the volume match the load

fies.
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United States of Amerca

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division ofPiivacy and Identity

Protection

October 24, 2013

VIA FEDERAL EXPRESS
Trend Micro Inc.
c/o Jorge Young
10101 N. De Anza Blvd
Cupertino, CA 95014
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Mr. Young:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c )ounsel for a party may sign and issue a subpoena,
the Commission), commanding a person to produce and
on a form provided by the Secretary (of
permit inspection and copying of designated books, documents, or tangible things. . . ." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
Trend Micro Inc.'s documents. The subpoena and its schedule and
duces tecum for certain of
exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in

the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
discovery in the case. A copy of

Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 ofthe
you produce confidential documents in electronic format, such as on a CD
Protective Order. If
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the
CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.
Sincerely,

Megan

Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

~~
Cox

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)

Issued

2. FROM

Trend Micro Inc.
c/o Jorge Young, General Counsel
10101 N. De Anza Blvd.
Cupertino, CA 95014

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
listed in Item 9, in
the proceeding described in Item 6.
This

Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel

4. MATERIAL WILL BE PRODUCED TO

3. PLACE OF PRODUCTION

Matthew Smith
Federal Trade Commission
601 New Jersey Avenue, N.W.
Room NJ-8100

Matthew Smith

5. DATE AND TIME OF PRODUCTION

November 21,2013

Washington, D.C. 20001
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits. including the Protective Order Governing Discovery MateriaL.

9. COUNSEL AND PARTY ISSUING SUBPOENA

8. ADMINISTRATIVE LAW JUDGE

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001
(202) 326-2282

Federal Trade Commission

Washington, D.C. 20580

October

k.~ Gx

SIGNATURE OF COUNSEL ISSUING SUBPOENA

DATE SIGNED

24, 2013

GENERAL INSTRUCTIONS

TRAVEL EXPENSES

APPEARANCE
The delivery of this subpoena to you by any method
prescnbed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that

any

motion to limit or quash this subpoena must comply with

Commission Rule 3.34(c), 16 CFR. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
the document upon counsel listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.
FTC Form 7D-E (rev.

1/97)

The Commission's Rules of Practice require that fees and

mileage be paid by the part that requested your appearance.
You should present your claim to counsel

liste in Item 9 for

payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.
A copy of the Commission's Rules of Practice is available
online at bfp://bit.y/ETCRulesofPractice. Paper copies are
available upon request.

This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (chec th method used)
(' in person.

(' by registered malL.

(i by leaving copy at principal offce or place of

business, to wit:

~iJ M~uo ltie..

cJv ..Qf Yo~, CI.I; / Co~t
/D(O( N. ~ A,i't¡. gi"j.

CUllbh~o, Cit Q50lo/
j C i (t: ~N1.M ()q;i, -iq( 201$ £ ~/l"..lt l¡~~. ;k"'Uih I I Í' ~H:" /"(/ L/. L/"A) ¡/O)
tit
r~ ""V" on the person named herein on: ¡P t r _. '" r Ii ¿,, -i" . k. Z 7 i - \A

October 25,2013
(Month. day, and year)

Matthew Smith
(Name of person making servce)

Paralegal
(Offciall"te)

UNITED STATES OF AMERICA
BEFORE THE FEDERA TRADE COMMISSION

)
)
)
)

In the Matter of

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)

)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURUSANT TO SUBPOENA TO

TREND MICRO INC.
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

PEFINITIONS
1.

"All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
control, or the control of
mail account, electronic device, or any other location under your
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
the means by which it is
information, regardless of
transfer, or dissemination of
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Company" shall mean Trend Micro IncJ' ("TrendMkicë):iItLwQQUY_Ql'-arially owned
subsidiares, unincorporated divisions, joint ventues, operations under assumed names,
resellers, and affiliates, and all directors, officers, employees, agents, consultants, and
other persons working for or on behalf of the foregoing.

4. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.
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5.

The term "Containing" means containing, describing, or interpreting in whole or in par.

6. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, fimed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwrtten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manua, guide, outline, script, abstract, history, calendar, diar,
journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otheiwise), regardless of
origin or location, of any electronically created or stored infomiation, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drves, thumb or flash drives,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instrctions as will enable conversion of such ESI into a reasonably usable form.

7. The term "Documents Suffcient to Show" means both documents that are necessar

and documents that arc suffcient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of
the underlying documents.
8. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessar to bring withn the scope of any document request all documents that
might otherwise be construed to be outside its scope.

9. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any infomiation that might othervise he construed to he within the scope of
any document request.

i o. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.

11. "Or" as well as "and" shall be constred both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.

12. The term "Person" means any natual person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

13. "PersonalInformation" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
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city or

number; (c) a home or other physical address, including street name and name of
town; (d) date of

birth; (e) Social Security number; (f) medical record number; (g) ban

routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; (j)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
14. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,

analyzig, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.

15. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

16. "Subpoena" means the Subpoena to Trend Micro Inc., including ths Schedule and
Exhibits, and including the Definitions, Instrctions, and Specifications.

17. "You" or "Your" mean Trend Micro Inc., or the "Company."
18. The use of

the singular includes the plural, and the plural includes the singular.

19. The use of a verb in any tense shall be constred as the use of the verb in all other tenses.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwse specified, the time period covered by a
document request shall be limited to the period from January 1, 2006 to present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash this subpoena must be filed within ten days of service thereof.
3. Protective Order: On August 29,2013, the Cour entered a Protective Order governing

discovery material in this matter. A copy ofthe protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this
Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
specification of

identifying the document(s) previously provided and the date of

submission. Documents

should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
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folder, binder, cover, container, or electronic media or fie paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unque
Bates identifier, and indicate the total number of documents in yoUr submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of
origil documents, provided that the originals are retained in their state at the time of
receipt of this Subpoena. Further, copies of originals may be submitted in lieu of
originals only if
they are tre, correct, and complete copies of
the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessary to introduce such copy into evidence in

any Conuission proceeding or cour oflaw; and provided fuer that you shall retain the
upon request. Copies of

original documents and produce them to Commission staff

materials shall be produced in color if necessary to interpret them or render them

intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contans sensitive personally identifiable information or sensitive health

information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such inormation dming
production. For purposes ofthese requests, sensitive personally identifiable information

includes: an individual's Social Security number alone; or an individual's name or
the followig: date of
birth,
Social Securty number, driver's license number or other state identification number, or a

address or phone number in combination with one or more of

foreign countr equivalent, passport number, financial account number, credit card

number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health inormation relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of
health care to an
individuaL.

7. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constrctive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

8. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of PractIce

any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, ur tangible things not produced or disclosed in a manner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item witheld: (a) the document control number(s); (b) the full title
3.38A, 16 C.F.R. § 3.38A, if

(if

the withheld material isa document) and the full file name (if
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the witheld material is

the material withheld (for example, a letter,
in electronic form); (c) a description of
memorandum, or emaìl), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; (j) the factul basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portons of

the document must be

produced.
9. Certifcation of Records of Regularly Conducted Activity: Attached as Exhibit B is a

Regularly Conducted Activity, which may reduce the need to
Records of
subpoena you to testifY at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certfication and provide it with your response.

Certification of

10. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

11. Document Retention: The Company shall retain all documentary materials used in the
preparation of

this Subpoena. We may require the

responses to the specifications of

submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation durng
whether the Company believes such documents are protected
its pendency, irrespective of
from discovery by privilege or otherwse.

12. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submittng any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types wil be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.
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(1)

Electronically Stored Information: Documents created, utiized, or maintained
business should be delivered to the

in electronic format in the ordinar course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and .PowerPoint
fies, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and .
algorithms.
intact. All database productions (including strctued data
document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages,

procedures, fuctions, queues,

triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group IV, 300 DPI, single-page Tagged Image File

(b) All ESI other

Format ("TIFF") or as color JPEG images (where color is necessar to

interpret the contents); and
( c) Each electronic fie should be assigned a unique document identifier

("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following

requirements:
(a)

Each page shall be endorsed with a document identification number
(which can be a Bates numberor-a-documentcontroLnumberJ;-and-------

(b) Logical document determination should be clearly rendered in the

accompanying load file and should correspond to that of the original
document; and

(c) Documents shall be prodt.c~l.i-in color where necessary to interpretthein
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should-inc1ude-the

following metadata fields in a standad ASCII delimited Concordance DAT fie:
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(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DodD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, ce, bec, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;

(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DodD), page count, custodian, source
location/file path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;
(c) I'or loose electronic documents (as retrieved directly from network file

stores, hard drves, etc.): begin Bates or DocID, end Bates or DocID, page

count, custodian, source media, fie path, fiename, file extension, fie size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DodD, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinar course of business.

(4) If

you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
softare, you must contact the Commission cOlUsel named above to determine

whether and in what maner you may use such software or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
( c) All electronic media shall be scaned for and free of virses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCryt, POP, and
SecureZip encrypted media. The passwords should be provided in

-7-

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

though the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X~RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production

transmittal letter, which includes:
(a) A sumar of

records and all underlying

the number of

images, emails, and associated attachments, native fies, and databases in

the production; and
(b) An index that identifies the corresponding consecutive document

identification number( s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
had copy and in machine-readable form (provided that the Commission

counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of business or the
the Company's document retention policy but you have reason to
implementation of
believe have been in existence, state t.lie circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)..
to which they are responsive, and identify Persons.ha~dngJmow1edge_of.he_contenLof
such documents.

14.

the Company
is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
complete
the information, and the source from which the
made by the Company to obtain
answer may be obtained. Ifbooks and records thaLprmådeaccurateanswersare.noL___
Incomplete Records: If

available, enter best estimates and describe how the~e_stimat.es_w_er~_d_eriy~e_d,.ind_udingJb~__.__

sources or bases of such estimates. Estimated data should be followed by the notation
"est." If there is no reasonable way for the Company to make an estimate, provide an
explanation.
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15. Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
VanDruff. at (202) 326-2999. or Megan Cox, at (202) 326-2282. Documents responsive
Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W.. Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
to the request shall be addressed to the attention of

SPECIFICATIONS
Demand is

hereby made for the following documents:

1. All communications between the Company and LabMD.

2. All documents related to the work the Company perfonned for LabMD, including but not
work; service
limited to: estimates or proposals for work; contracts; statements of
agreements; invoices; securty assessments of any kind, including server or network
scans; penetration tests; forensic reports or analyses of any security incident; or internal
records, notes or work papers.
3. Documents sufficient to show all software that the Company provided, installed, or
maintained for LabMD, including the version(s) and capabilities of all antivirus softare,
spyware softare, or security software.

4. Documents sufficient to show how the softare that the Company sold, provided,
installed, or maintained for LabMD was configured, including the settngs provided by

the Company at the time the software was sold, installed, or provided to LabMD.

October 24,2013

By:

Alain Sh

Laura Riposo Vanruff
Cox
Margaret Lassack
RyanMehm
Megan

~

Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100
Washington, D.C. 20580
Telephone: (202) ;326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcox1@ftc.gov

-9-

CERTIFICATE OF SERVICE
This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
Avenue, NW
801 Pennsylvana
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

By:

October 24,2013

¡!ML
Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRTIV LAW JUDGES

In the Matter of
LabMD, Inc.~

a corporation,
Respondent.

)

)
)

)

DOCKET NO. 9357

)

)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.31 (d) states: "In order to protect the parties and third paries
against improper use and disclosure of confidential information~ the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.3 i (d). Pursnant to Commission Rule 3.31 (d), the protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

:DM~d/

ORDERED:

D. Michael Chappell
Chief Administrative Law Judge

Date: August

29, 2013

ATTACHMENT A
For the purose of

protecting the interests of

the paries and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in
connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governg
Confidential Material ("Protective Order") shall govem the handling of all Discovery
Matrial, as hereafer defined.
1. As used in ths
Order, "confidential material" shall refer to any documen.t or portion
thereof that contais privileged, competitively sensitive information. or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,

an in.dividual's Social Security number, taxpayer identification number. financial account

credit card or debit card number, driver's license number, state-issued
birth (other than year), and any sensitive
heath infonnatIon identifiable by individua, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
number,

identification number, passport number, date of

testimony, or electronically stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any ofits
employees, agents, attomeys, and all other persons actÍng on its behalf, excluding persons
retained as consultants or expert for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par durng a
FederdI Trade Commission investigation or durng the course of
this proceeding that is
entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of

the Commission,

information taken from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third pary submitting
such confidential material shall. also be treated as confidential material for the puroses of
this Order where the submitter has requested such confidential treatment.
as well as any

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requiements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtaned by them from third pares pursuant to discovery or as otherwse obtained.
4. The paries. in conducting discovery from third pares, shall provide to each third
pary a copy of

ths Order so as to inform each such third par of

his, her, or its rights

herein.

5. A designation of confiderttiality shall constitute a representation in good faith and after
careful determation that the material is not reasonably believed to be aleady in the
public domain and that cOl.sel believes the material so designated constitutes
confdential material as defined in Paragraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affxing to the document
containing such material (in such maner as wiH not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder Of box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
porton or portions of the document considered to be confidential materiaL. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designtion "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portons deleted contai privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.
7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retaied by the Commission as experts or
consultats for this proceeding; (b) judges and other court personnel of any court having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
fir(s), provided they are not employees of a respondent; (d) anyone retaied to assist

outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragrph 7 of ths
Order shall be only for the puroses of the preparation and hearng of ths proceeding, or

any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commssion may, subject to taing appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules ofPractice~
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper fied or to be fied with the Secretar of the Commission, the Secretar
shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally subnùtted by a third par, the

par including the materials in its papers shall innnediately notify the submitter of such

inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order ofthe Administrative Law Judge, provided, however. that
such papers may be furnished to persons or entities who may receive confidential
matenal pursuant to Paragraphs 7 or 8. Upon or afr fiing any paper containg

confidential material, the filing pary shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if the protection for any
such material expires, a party may file on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcnpt

contanig confidential material produced by another pary or by a thid part, they shall
provide advance notice to the other pary or third pary for puroses of allowing that
par to seek an order that the document or trancript be granted in camera tratment. If
that par wishes in camera tratment for

the document or transcript, the part shall fie

an appropriate motìon with the Administrative Law Judge within 5 days afer it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or trscript with the confidential material deleted therefrom may be
placed on the public record.

11. If any pay receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd par, the recipient of
the discovery request shal promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
this Protective Order and a
business days before production, and shall include a copy of
its rights hereunder. Nothing herein shall be
cover letter that will
apprise the submitter of
construed as requiring the recipient of

the discovery request or anyone else covered by

ths Order to challenge or appeal any order reuiring production of confidential material,
to subject itselfto any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confdential material. In
Rule 4.1 1
limit the applicabilty of
(e) ofthe Commission's
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are

addition, nothing herein shall
Rules of

direted to the Commission.
12. At the tie that any consultant or other person retained to assist counsel in the
preparation of

ths action conciudesparticipation in the action, such person shall retu to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers contaning
this proceeding, including the exhaustion
confidential information. At the conclusion of
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to retur documents
the Rules of
Practice, 16 CFR 4.12.
shal be governed by the provisions
of Rule 4.12 of
13. The provisions of

this Protectve Order. insofar as they restrict the communication

and use of confidential discovery material, shall, without written permission of

the

submittr or fuer order of the Commission, continue to be binding after the conclusion
of

this proceeding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1.

I,
and

, have personal knowledge of the facts set fort below
am competent to testify as follows:
the records produced by Trend Micro Inc.

2. I have authority to certify the authenticity of

and attached hereto.

3. The documents produced and attached hereto by Trend Micro Inc. are originals or true

copies of records of reguarly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set fort by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;

Trend Micro Inc.;

and
c) Were made

by the regularly conducted activity as a regular practice of Trend

Micro Inc.

I certify under penalty of perjur that the foregoing is true and correct.
Executed on

,2013.

Signature

Exhibit C

BCP PRODUCTION
GUIDE

As of08/I8/20ll

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of incompatibil ity with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
cm or subpoena. Please contact the Commission counsel identified in cm or subpoena

to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submittedto BCP. BCP has additional
requirements pertaining to metadata, format, etc., for certin types of documents. See
section 2 of

these instructions (entitled "Preparing Collections") for details.

a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
file in the production, and
· a Concordance delimited data load fie (OAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.
c. Extracted Text IOCR

Submit text:

· as document-level text files,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode rextfiles and wil request replacement files !f
received.

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using

IDs), use a consistent number of

leading zeros where necessar. Do not use a space to separate the prefix from numbers.

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
· ABCFTCOOOOOO 1
Unacceptable format

. ABC 000000 I

f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escrintion

S
)ymb0i

Field Senarator
Quote Character

0
P

Multi Entr delimiter

@

":Retum;: Value in data

~

ASCII Ch arc.ter

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
· 300 DPI
. single-page Group iv TIFF fies

· or color JPEG image files where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page

Count

Custodian

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES

ENDBATES

PGCOllNT
CUSTODIAN

b. Preparing Emaif & Attachments

Emaif: Submit TIFF images with extracted text of email

Attachments:
. Submit Microsoft Excel and PowerPoÎnt fies in native

fonnat with extracted text and metadata.
. Submit Microsoft Access fies and other multimedia fies

in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
. Preserve the parent/child relationship in email by including

a reference ttl attachmen.
. Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load file. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load file.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page

Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document

~

Concordance Field

BEGBATES
ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

the email

CUSTODIAN

RECIPIENT

From

The oerson who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TIMERCVD

Child records

The beginning bates number(s) of
attachments delimited bv comma
Location of emaìl in personal

(attchments )

Location or "Path"

folders/eleted Items/Sent Items

MessageID

MS Outlook Message ID or similar
number in other messaiie systems

ATTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page

Count

Custodian

Parent Record
Creation Date

Concordance Field

Description

Name

The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
The name of
the original custodian of
the file
Beginning bates number of

parent

email
The date attachment was saved at the
location on the electronic media for
the first time

BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN
PARENTID

CREATEDATE

The time the attchment was saved at
Creation Time

the location on the electronic media

CREATETIME

for the first time

Modified Date
Modified Time
Last Accessed Date

The date/time the attachment was last
changed, and then saved

The time the attachment was last
changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MODDATE

MODTIME
LASTACCDATE

by a user or softare activity

Last Accessed Time

The time the attchment was last
opened, scanned, or even "touched"
bv a user or software activity

LASTACCTIME
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The amount of space the fie takes up
the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

Size

on

FileName

the extension denoting the application

The name of

FILESIZE

the attachment including
FILENAME

in which the file was created
Relative path of submitted native fies

Native link

NATIVELINK
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH

Hash

original native fie if available

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

t ti

Metadata an d 0ther. ID
fì ormation requirements fìor na ive
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page

Count

Custodian

Creation Date
Creation Time

Modified Date
Modified Time

Last Accessed Date

i es
j Coo,",,.."

Description

Field

The beginning bates number for the document
The ending bates number for the document
The total number of pages in the document
The name of

the original custodian of

the fie

The date attachment was saved at the location on

the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time

The date/time the attchment was last changed,
and then saved
The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

Name

ATES
ENDBATES
PGCOUNT
CUSTODIAN

CREATEDATE

CREATETIME

MODDATE

MODTlME
LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the fie takes up on the
electronic media. Usually recorded in kJlobytes

LASTACCTIME
FILESIZE
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the file including the extension

The name of

FileName

denoting the application in which the fie was

FILENAME

created
Native link

Relative path of submitted native fies

NATIVELIN

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native file if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instrctions to submit them to RCP.

a. Media BCP Accepts
Submit any of the following:
. For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iso 9660
specifications
o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
. For Productions over 10 gigabytes

A hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
o IDE, EIDE and SAT

b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,

· Bates rangesMd c\.stQdial1~,
. total number of

records,

. total number of images or fies,
. list of fields in the order in which they are listed in the data fies,

. date and time format, and
. confirmation that the number of

fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bure'dU of Consumer Protection
Division of

Privacy and Identity Protcction

October 24,2013

VIA FEDERAL EXPRESS
U.S. Bank National Association, ND
c/o Christopher Rochelle

Merchant Data Compromise
7300 Chapman Hwy

Knoxvile, TN 37920
l
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Rochelle:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c Jounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission J, commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . .." 16
c.P.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of
U.S. Bank National Association, ND's documents. The subpoena and
its schedule and exhibits are enclosed.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 ofthe
Protective Order. If
you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the
CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.

~~

Sincerely,

Megan

Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

Cox

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

U.S. Sank National Association, ND
c/o Christopher Rochelle
Merchant Data Compromise
7300 Chapman Hwy
Knoxville, TN 37920

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21, 2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel
Federal Trade Commission

Chief Judge D. Michael Chappell

601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001
(202) 326-2282

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

dn _IÂ.. Gx

ír -

Ocober 24, 2013

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 70-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

mileage be paid by the part that requested your appearance.
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
You should present your claim to counsel

prior approval from counsel

listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at htp,/IQ,:lyfFTCRu!esofPracticE'. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

~~. I

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (ctck lIe med used)
(' in person.

(' by registered mail.

(ê by leaving copy at principal OffC78 or,lace of business to wit.

l) S. 6MK N~í'7,, /lJ""C4l"'l N75 .
cIt: CAn'¡lop..-v R r)tM/(,

l1iE~Jul i)-~m:~
7-$30 - 6'&'.t-H/'- -------it ~I t~vn On %z¡;tt Io!;/E~t¡¡.;¡tÎ)~/?Vr~uwir# C!1101ØHht ß6. rt $I(~J Ci)
on the person name1: herem on:

October 25, 2013
(Month. day, and yea)

_._-~,..__. - - ."

Matthew Smith
(Name of person making servce)

. _ _ _ _f=~raleg_ClI
(Ofcial titie)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

)
)
)

LabMD, Inc.,
a corporation

)

DOCKET

NO. 9357

)
)

)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
U.S. BANK NATIONAL ASSOCIATION, ND
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following matenal be produced to the Federal Trade Commission, 601 New Jersey Avenue,
2013, under Commission Rule of

N. W., Washington, DC 20001.

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. "Approved Scanning Vendors" shall be defined as it is used by the Company in its PCI
DSS compliance program.

3. "Attestations of Compliance" shall be defined as it is used by the Company in its PCI
DSS compliance program.
4. The term "Communication" includes, but is not limited to, any transmittal, exchange,
the means by which it is
information, regardless of
transfer, or dissemination of
accomplished, and includes all communications, whether written or oral, and all
discussions, meetings, telephone communications, or email contacts.
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5. "Company" shall mean U.S. Ban National Association, ND, ("U.S. Bank National"), its
wholly or partially owned subsidiares, unincorporated divisions, joint ventures,
operations under assumed names, and affliates, and all directors, offcers, employees,
agents, consultants, and other persons working for or on behalf of

the foregoing.

6. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28, 2013.
7. The term "Containing" means containing, describing, or interpreting in whole or in par.

8. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, fimed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, file, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, char, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary,joumal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
different
("ESI"). ESI means the complete original and any non-identical copy (whether
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,

cell phones, Blackberr, PDA, or other storage media, and such techncal assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
9. The term "Documents Suffcient to Show" means both documents that are necessar

and documents that are sufficient to provide the specified information. If sumaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlyig documents.
Zl

10. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessar to bring within the scope of any document request all documents that
might otherwse be constred to be outside its scope.

11. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

12. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.
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13. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any document request all documents that
otherwise might be construed to be outside the scope.
14. "Payment Card" shall mean the MasterCard Worldwide and Visa Inc.'s credit, debit, or
charge card presented by a consumer to purchase goods or services.

15. "Payment Card Industry Data Security Standard" or "PCI DSS" shall mean the
information securty standard for organizations that handle payment card information, as
established by the Payment Card Industry Security Standards CounciL.

16. "Payment Card Companies" shall mean MasterCard Worldwide and Visa Inc.

17. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governental entity, or other legal entity.

18. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Securty number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.

19. "Qualified Security Assessors" shall be defined as it is used by the Company in its PCI
DSS compliance program.
20. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarizing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

21. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

22. "Self-Assessment Questionnaires" shall be defined as it is used by the Company in its
PCI DSS compliance program.
23. "Subpoena" means the Subpoena to U.S. Bank National Association, ND, including this
Schedule and Exhibits, and including the Definitions, Instructions, and Specifications.

24. "You" or "Your" means U.S. Ban National Association, ND, or the "Company."
25.

The use of

the singular includes the plural, and the plural includes the singular.
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.,

the verb in all other tenses.

26. The use of a verb in any tense shall be constred as the use of

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1,2006 to present.

Practice § 3.34(c), any
motion to limit or quash this subpoena must be fied within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29, 2013, the Court entered a Protective Order governing

the protective order is enclosed as Exhbit A,

discovery material in this matter. A copy of

with instrctions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of
this Subpoena need not be submitted more than once; however, the
Company's response should indicate, for each document submitted, each specification to
which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic foimat) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwse stated, legible photocopies (or electronically
native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of

rendered images or digital copies of

receipt of this Subpoena. Furher, copies of originals may be submitted in lieu of
originals only if
they are tre, correct, and complete copies of
the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of

the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or cour of law; and provided furter that you shall retain the
original documents and produce them to Commission staff
upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commssion counsel named above
before sending those materials to discuss ways to protect such information during
these requests, sensitive personally identifiable information
production. For purposes of
-4-

includes: an individual's Social Security nwnber alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or future payment for the provision of
health care to an
individual.

7. Right to Financial Privacy Act: The documents demanded by this Subpoena exclude

any materials for which prior customer notice is required under the Right to Financial
Privacy Act ("RFPA"), 12 U.S.C. §§ 3401, et seq.

(1) The RFPA, 12 U.S.C. § 3401(5), defines "customer" as any person or authorized
representative of
that person who utilzed or is utilizing any service ofa financial
institution, or for whom a financial institution is acting or has acted as a fiduciary,
in relation to an account maintained in the person's name.

(2) The RFPA, 12 U.S.C. § 3401(4), defines "person" as an individual or a
parership of five or fewer individuals.

(3) The records demanded herein relate to either (a) an account or accounts at the
Company in the name of a corporation or other entity that is not an individual or
parership of
five or fewer individuals; or (b) an account or accounts at the
Company in the name of a person associated with a financial transaction or class
of financial transactions and this CID demands only that information which may
be disclosed without notice pursuant to the RFPA, 12 U.S.C. § 3413(g).
8. Right to Financial Privacy Act - Certficate of Compliance: You should produce the

responsive information and materials only after reviewing the Certificate of Compliance
with the Right to Financial Privacy Act, 12 U.S.C. §§ 3401, et seq., which has been
attached as Exhibit B.
9. Exclusion of Su~picious Activity Reports: The documents demanded by this Subpoena

exclude Suspicious Activity Reports, which should not be produced.

10. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constrctive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.

Practice
any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for

11. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of
3.38A, 16 C.F.R. § 3.38A, if
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production of materials, a schedule that describes the nature of the documents,
communications, or tangible thngs not produced or disclosed in a maner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item witheld: (a) the document control number(s); (b) the full title
(if the withheld material is a document) and the full file name (if the withheld material is
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affliations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent inormation
necessar to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of
the document must be
produced.

Regularly Conducted Activity: Attached as Exhibit C is a
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

12. Certification of

Certification of

Records of

Records of

13. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

14. Document Retention: The Company shall retain all documentar materials used in the
preparation of responses to the specifications of this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destrction and take other measures to
prevent the destrction of documents that are in any way relevant to this litigation during
its pendency, irrespective of

whether the Company believes such documents are protected

from discovery by privilege or otherwse.

Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy

15. Electronic Submission of

documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types wil be
-6-

United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Chris Maire

2719 Gettysburg Lane, SE
Maretta, GA 30067
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357
Dear Mr. Maire:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(cJounsel for a party may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requirig a person to appear and give
testimony
at the taking of a deposition to a pary requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set forth in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.
Commission's Rules of

On August 29, 2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confidential information disclosed in
discovery in this matter. A copy of the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

~

Laura Riposo VanDruff
Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Chris Maire

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

2719 Gettysburg Lane, SE

Marietta, GA 30067

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

Federal Trade Commission
Southeast Region

5. DATE AND TIME OF DEPOSITION

225 Peachtree Street, NE, Suite 1500

Atlanta, GA 30303

December 2, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001
(202) 326-2999

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your

appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.
A copy of the Commission's Rules of Practice is available
online at .!lt1.ulesoæractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE

r in person. it
I hereby certify that a duplicate original of the within
subpoena was duly served: (ch the method us

or 2if ~O)3d tJ't/),kAl ck/,'y.

~ 4 ¡:fhl ~"" rJ ~",l (L;"¡" "" L 'I!II..lti)
(' by leaving copy at principal offce or place of business, to wit:

C Å,.ø. M~~rtí.71 q (; -fcS hWß lvl. r J l

Marlè, If", / H JÐD 17
on the person named herein on:

October 25, 2013
(Month, day, an year)

Matthew Smith
(Name of pers mang seiice)

Paralegal
(Ofcil title)

CERTIFICATE OF SERVICE

This is to cert that on October 24,2013, I served via electronic mail delivery a copy of

the foregoing document to:

Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org

Reed Rubinstein
Dinmore & Shohl, LLP
801 Pennylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By: S6th
Federal Trade Commssion
Bureau of Consumer Protection

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)

)
)
)
)
)

DOCKET NO. 9357

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERI
Commission Rule 3 .31 (d) states: "In order to protect the paries and third paries
against improper use and disclosure of confidential information, the Admnistrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31

(d), the protective order set fort in the

appendix to that section is attached verbatim as Attchment A and is hereby issued.

ORDERED:

:DMC~

D. Michael Chappell
Chief Admiistrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of

protecting the interests of

the parties and thid paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

1. As used in ths Order, "confidential material" shall refer to any document or portion
that contans privileged, competitively sensitive inormation, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
thereof

testimony, or electronically stored infonnation in the possession of a par or a third

pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or portion thereof submitted by a respondent or a thrd par during a

Federal Trade Commission investigation or durng the course of this proceeding that is
entitled to confidentiality under the Federal Trade Commssion Act, or any regulation,
interpretation, or precedent concerning documents in the possession of
the Commission,
as well as any information taen from any porton of sucli document, shall be trated as
confdential material for purposes of
this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the purposes of
tIiis Order where the submitter has requested such confidential treatment.

3. The paries and any thrd paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or porton thereof as confidential material, including docwnents
obtained by them from third paries pursuant to discovery or as otherwse obtaed.

4. The paries, in conducting discovery from third paries, shall provide to each third
this Order so as to Ínfonn each such thid par of
his, her, or its rights

pary a copy of

herein.

5. A designation of confdentiality shall constitute a representation in good faith and afer
careful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of
the document considered to be confdential materiaL. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 935T' or any other
appropriate notice that identifies this proceeding, on the face of the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for ths proceeding; (b) judges and other cour personnel of any cour having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
fir(s), provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultats,

outside counsel in the preparation or hearing of

provided they are not afliated in any way with a respondent and have signed an

agreement to abide by the terms of the protective order; and ( e) any witness or deponent
who may have authored or received the information in question.
8. Disclosure of confidential material to any person described in Paragraph 7 of

this

Order shall be only for the puroses of the preparation and hearng of this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Rules of Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper filed or to be fied with the Secretar of the Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furher order of
the Administrtive Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after filing any paper containing
confidential material, the fiing pary shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if
the protection for any
such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thid par, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If

that par wishes in camera treatment for the document or transcript, the part shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or third party, the recipient oftbe discovery request shall promptly notify
the submitter of
receipt of such request. Unless a shorter time is inandated by
an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
the discovery request or anyone else covered by

construed as requiring the recipient of

this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
addition, nothig herein shall
limit the applicabilty of
Rule 4.1 i
(e) ofthe Commission's
Rules of
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion oftls proceeding, including the exhaustion
of judicial review, the paries shall retu documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
preparation of

shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrct the communication
and use of confidential discovery material, shall, without written permission of the
submitter or furter order of the Commission, continue to be binding after the conclusion
of

this proceeding.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of
Division of

Consumer Protection
Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Visa Inc.

c/o David Bitar
900 Metro Center Boulevard
Foster City, CA 94404
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Bitar:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state that "(cJounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . . ." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
duces tecum for certain of
Visa Inc.'s documents. The subpoena and its schedule and exhibits
Commission's Rules of

are enclosed.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commission that are confidential must include the
the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of

the

CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2282.
Sincerely,

If~

Megan Cox
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Visa Inc.
c/o David Bitar

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

900 Metro Center Boulevard

Foster City, CA 94404

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21, 2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Federal Trade Commission

Megan Cox, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

Chief Judge D. Michael Chappell

DATE

SIGNED

~

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 24, 2013

""A.
'%

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The onginal and ten
copies of
the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
the document upon counsel listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

FTC Form 70-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance.
You should present your claim to counsel listed in Item 9 for
payment. If
you are permanently or
temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel
listed in Item 9.
A copy of the Commission's Rules of Practice is available
online at jiìtp'/Lbitbi/FTCRulesofPractica. Paper copies are

available upon request.
This subpoena does not require approval by OMB under
the Paperwork Reducton Act of 1980.

RETURN OF SERVICE
I hereby certif that a duplicate original of the within

subpoena was duly served: (ch the methd used)
(' in person.

(' by reistered mail.

(è by leaving copy at principal offce or place of business, to wit

Visa Inc. c/o David Bitar
. 900 "Mëiro Cël1tërBoulevard

" Foster city;-ëA9:.04 --

~ ,L ~;'.a~k~jjjjTiL¡;;';J.¡.'rAl)y'o(fJ.J(/¿",t/p lj""~M Nt. ~~l¡.)(i)
on the person named herein on:
October

25, 2013

(Month, day, and year)

Matthew Smith
..--(Nam of pen maklg serce)

~arale~al"
(Ofcial titl)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)

In the Matter of

)

)
)

LabMD, Inc.,
a corporation

DOCKET NO. 9357

)
)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO VISA INC.
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
N.W., Washington, DC 20001.
2013, under Commission Rule of

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, dilgent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.

2. "Approved Scanning Vendors" shall be defined as it is used by the Company in its PCI
DSS compliance program and Cardholder Information Security Program.

3. "Attestations of Compliance" shall be defined as it is used by the Company in its PCI
DSS compliance program and Cardholder Information Security Program.
4. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.

5. "Company" shall mean Visa Inc. ("Visa"), its wholly or parially owned subsidiaries,
unincorporated divisions, joint ventures, operations under assumed names, and affliates,
-1-

and all directors, offcers, employees, agents, consultants, and other persons working for
or on behalf of the foregoing.

6. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28,2013.

7. The term "Containing" means containing, describing, or interpreting in whole or in par.

8. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwse), regardless of origin or
location, of any wrtten, typed, printed, transcribed, filmed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated
or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,

handwrtten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar,

joural, agenda, minute,

code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drves, thumb or flash drives,
cell phones, Blackberr, PDA, or other storage media, and such techncal assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
9. The term "Documents Sufficient to Show" means both documents that are necessary
and documents that are sufficient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of
the underlying documents.
10. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessar to bring within the scope of any document request all documents that

might otherwise be construed to be outside its scope.

11. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwse be constred to be within the scope of

any document request.

12. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees and agents.

13. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessary, in order to bring withn the scope of any document request all documents that
otherwse might be construed to be outside the scope.
-2-

14. "Payment Card" shall mean the Company's credit, debit, or charge card presented by a
consumer to purchase goods or services.

15. "Payment Card Industry Data Security Standard" or "PCI DSS" shall mean the
inforn1ation security standard for organizations that handle payment card information, as
established by the Payment Card Industry Security Standards CounciL.

16. The term "Person" means any natual person, corporate entity, parership, association,
joint venture, governental entity, or other legal entity.

17. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Securty number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.

18. "Qualified Security Assessors" shall be defined as it is used by the Company in its PCI
DSS compliance program and Cardholder Information Security Program.
19. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,.

containing, concerning, embodying, summarizing, reflecting, explaining, describing,

analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in part.

20. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

21. "Self-Assessment Questionnaires" shall be defined as it is used by the Company in its
PCI DSS compliance and Cardholder Information Security Program.
22. "Subpoena" means the Subpoena to Visa Inc., including this Schedule and Exhibits, and

including the Definitions, Instructions, and Specifications.
23. "You" or "Your" means Visa Inc., or the "Company."

24. The use of

the singular includes the plural, and the plural includes the singular.
the verb in all other tenses.

25. The use of a verb in any tense shall be construed as the use of

-3-

INSTRUCTIONS
1.

Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1,2006 to present.

.i

,

Practice § 3.34(c), any
motion to limit or quash this subpoena must be filed within ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

3. Protective Order: On August 29, 2013, the Cour entered a Protective Order governing

discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of

this Subpoena need not be submitted more than once; however, the

Company's response should indicate, for each document submitted, each specification to

which the document is responsive. If any documents responsive to this Subpoena have
been previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwse rearanged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of
native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of

receipt ofthis Subpoena. Further, copies of originals may be submitted in lieu of

originals only ifthey are tre, correct, and complete copies ofthe original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of

the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or cour of law; and provided furer that you shall retain the
original documents and produce them to Commission staff upon request. Copies of
materials shall be produced in color if necessary to interpret them or render them
intelligible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Securty number alone; or an individual's name or
address or phone number in combination with one or more of
the following: date of
birth,
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Social Securty number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or future
physical or mental health or conditions of an individual, the provision of
health care to an
individual, or the past, present, or futue payment for the provision of
health care to an
individuaL.
7. Right to Financial Privacy Act: The documents demanded by this Subpoena exclude

any materials for which prior customer notice is required under the Right to Financial
Privacy Act ("RFPA"), 12 U.S.C. §§ 3401, et seq.

(1) The RFPA, 12 U.S.c. § 3401(5), defines "customer" as any person or authorized
representative of
that person who utilized or is utilizing any service ofa financial
institution, or for whom a financial institution is acting or has acted as a fiduciar,
in relation to an account maintained in the person's name.

(2) The RFPA, 12 U.S.c. § 3401(4), defines "person" as an individual or a
parnership of five or fewer individuals.

(3) The records demanded herein relate to either (a) an account or accounts at the
Company in the name of a corporation or other entity that is not an individual or
partnership of five or fewer individuals; or (b) an account or accounts at the
Company in the name of a person associated with a financial transaction or class
of financial transactions and this CID demands only that information which may
be disclosed without notice pursuant to the RFPA, 12 U.S.C. § 3413(g).
8. Right to Financial Privacy Act ~ Certificate of Compliance: You should produce the

responsive information and materials only after reviewing the Certificate of Compliance
with the Right to Financial Privacy Act, 12 U.S.C. §§ 3401, et seq., which has been
attached as Exhbit B.
9. Exclusion of Suspicious Activity Reports: The documents demanded by this Subpoena

exclude Suspicious Activity Reports, which should not be produced.

10. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constrctive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, officers, employees, or other agents or consultants, whether or not such

documents were received from or disseminated to any other person or entity.
Privilege: Pursuant to the Federal Trade Commission's Rule of
Practice
3.38A, 16 C.F.R. § 3.38A, ifany documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for

11. Claims of

production of

materials, a schedule that describes the natue of

the documents,

communications, or tangible things not produced or disclosed in a maner that wil
-5-

enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the witheld material is a document) and the full fie name (if
the witheld material is
(if
in electronic form); (c) a description of
the material witheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affliations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communcation, or prepared by an attorney in anticipation of litigation
regarding a specifically identifed claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive document is privileged, all non-privileged portions of

the document must be

produced.
12. Certification of Records of Regularly Conducted Activity: Attached as Exhibit C is a
Certification of
Records of
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.

13. Continuing Nature of Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

14. Document Retention: The Company shall retain all documentary materials used in the
preparation of responses to the specifications of this Subpoena. We may require the
submission of additional documents at a later time. Accordingly, the Company should
suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this litigation during
its pendency, irrespective of
whether the Company believes such documents are protected
from discovery by privilege or otherwise.
15. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.
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(l) Electronically Stored Information: Documents created, utilzed, or maintained

business should be delivered to the

in electronic format in the ordinary course of

FTC as follows:

(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extracted text and metadata.

Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algontls intact. All database productions (including structured data

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, fuctions, queues,
trggers, types, sequences, matenalized views, synonyms, database links,

directones, Java, XML schemas, and other elements, including the use of any
report wrters and custom user data interfaces;

(b) All ESI other than those documents descnbed in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
rendenngs as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessary to
interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
business should be submitted in an electronic format when at all possible.
the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:
of

These documents should be true, correct, and complete copies of

(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load file and should correspond to that of the onginal
document; and

(c) Documents shall be produced in color where necessar to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the

following metadata fields in a stadard ASCII delimited Concordance DAT file:
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(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;

DocID, end Bates or DocID,
parent email ID (Bates or DocID), page count, custodian, source
location/file path, fie name, fie extension, fie size, author, date and time
created, date and time modified, date and time pnnted, MD5 or SHA Hash
value, and link to native file;

(b) For email attachments: begin Bates or

(c) For loose electronic documents (as retrieved directly from network fie

stores, hard dnves, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, fie path, fiename, file extension, fie size,
author, date and time created, date and time modified, date and time
pnnted, MD5 or SHA Hash value, and link to native fie; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DocID, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinary cöurse of business.
(4) If

you intend to utilze any de-duplication or email threading software or services

when collecting or reviewing inormation that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilze such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such software or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encrytion removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropnate, Windows-

compatible, media;
(c) All electronic media shall be scanned for and free of viruses;

(d) Data encrytion tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
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SecureZip encrypted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompaned by a production

transmittal letter, which includes:
records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(a) A summar of

the number of

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commission counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit D. This
guide provides detailed directions on how to fully comply with this instruction.
16. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of business or the
implementation of
the Company's document retention policy but you have reason to
believe have been in existence, state the circumstances under which they were lost or
destroyed, describe the documents to the fullest extent possible, state the specification(s)
to which they are responsive, and identify Persons having knowledge of
the content of

such documents. .

the Company is unable to answer any question fully, supply
such information as is available. Explain why such answer is incomplete, the efforts
made by the Company to obtain the information, and the source from which the complete
answer may be obtained. If books and records that provide accurate answers are not
available, enter best estimates and describe how the estimates were derived, including the
sources or bases of such estimates. Estimated data should be followed by the notation
"est." If
there is no reasonable way for the Company to make an estimate, provide an
explanation.

17. Incomplete Records: If
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18. Questions: Any questions you have relating to the scope or meang of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Matthew Smith, Federal Trade

to the request shall be addressed to the attention of

Commssion, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered

between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
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SPECIFICATIONS
Demand is hereby made for the following documents:

1. Documents sufficient to show LabMD' s PCI DSS merchant level, including any change
in merchant leveL.
2. All data securty assessments provided to the Company related to LabMD, including the

following: any PCI DSS Self-Assessment Questionnaires; assessments by Qualified
Security Assessors; Attestations of Compliance with the PCI DSS; or any Reports on
Compliance.

3. All communications between or among the Company, LabMD, or any third pary
regarding LabMD's compliance with PCI DSS.
4. All external vulnerability scans provided to the Company related to LabMD.
5. Documents sufficient to identify all Qualified Securty Assessors and Approved Scanng
Vendors that have relationships with LabMD, including for each the point of contact,
address, telephone number, email address, and facsimile number.

6. All communications between or among the Company, LabMD, or any third pary about
any securty incident at any point in time.
7. All forensic reports or analyses relating to any security incident.

8. Documents suffcient to show all acquiring bans that have a relationship with LabMD,

including for each the point of contact, address, telephone number, email address, and
facsimile number.
October 24,2013

By:
~a=
AJ
Laura Riposo Vanruff

Cox
Margaret Lassack
Megan

RyanMelu
Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov
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CERTIFICATE OF SERVICE
This is to certify that on October 24, 2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel

Cause of Action
1919 Pennsylvania
Avenue, NW, Suite 650
Washington, D.C. 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610

Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24, 2013

By:

g

Federal Trade Commission

Bureau of Consumer Protection
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRA TIVE LAW JUGES

In the Matter of

)
)

LabMD, Inc.)
a corporation,
Respondent.

)
)

)

DOCKET NO. 9357

)
)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL
Commission Rule 3.3 i (d) states: "In order to protect the paries and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31(d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM~

D. Michael Chappell

Chief Administrtive Law Judge

Date: August 29,2013

ATTACHMENT A
For the purose of protecting the interests of the parties and third paries in the

above-captioned matter against improper use and disclosure of confidential infonnation
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

i. As used in this Order, '.confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive information, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
thereof

birth (other than year), and any sensitve

identification number, passport number, date of

health infomiation identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
testimony, or electronically stored infomiation in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.

2. Any document or porton thereof submitted by a respondent or a third par durng a
Federal Trade Commission investigation or durng the course of
this proceeding that is

entitled to confidentiality under the Federal Trade Commssion Act, or any reguation,
interpretation, or precedent concerning documents in the possession of

the Commission,

as well as any information taen from any porton of sucli document, shall be treated as

confdential material for purposes of
this Order. The identity ofa third pary submitting
such confidential material shall also be treated as confidential material for the puroses of

ths Order where the submitter has requested such confidential treatment.
3. The pares and any third paries, in complying with informal discovery requests,

disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential matena1. including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.
4. The paries. in conducting discovery from third pares. shall provide to each third
pary a copy of

this Order so as to inform each such third par of

herein.

his, her, or its rights

5. A designation of confidentiality shall constitute a representation in good faith and after
caeful determation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Pargraph 1 ofthis Order.

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibility thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portons of the document considered to be confidential material. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portons deleted contai privileged matter,
provided that the copy produced shall indicate at the appropriate point that portons have

been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presidig ov~r this proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or

consultants for ths proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of their law
finn( s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not afliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of ths
the preparation and hearng of
this proceeding, or

Order shall be only for the purposes of

any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to tang appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its Ru1es of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.
9. In the event that any confidential material is contained in any pleading, motion, exhbit
the Commission, the Secretar

or other paper filed or to be filed with the Secretar of

shall be so informed by the Par filing such papers, and such papers shall be fied in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until fuher order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the fiing pary shall fie on the public record a duplicate copy of
the protection for any

the paper that does not reveal confidentíal materiaL. Furer, if

such material expires, a party may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.

3

10. If counsel plans to introduce into evidence at the heaing any document or transcript
containing confidential material produced by another pary or by a thd par, they shall

provide advance notice to the other pary or third par for puroses of allowing that
par to seek an order that the document or transcript be granted in camera treatment. If

that pary \\'Îshes in camera treatment for the document or transcript, the pary shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
1 1. If any par receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another par or third par, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any

relief from the Administrative Law Judge or the Commission. The recipient shall not

oppose the submitter's effort to challenge the disclosure of confdential material. In
the Commission's
(e), to discovery requests in another proceeding that are

addition, nothing herein shalllímit the applicabilty of
Rules of

Practice, 16 CFR 4.1 1

Rule 4.
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(e) of

directed to the Commission.

12. At the time that any consultant or other person retained to assist counsel in the
prepartion of ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers contaning
confidential information. At the conclusion of tls proceeding, including the exhaustion
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commssion's obligation to retur documents
shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the
submitter or fuher order of the Commission, continue to be binding after the conclusion
of this proceedig.
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Exhibit B

CERTIFICATE OF COMPLIANCE WITH RFPA
Ths certfies that the provisions of the Right to Financial Privacy Act of 1978 ("RFP A")

have been complied with as to the attached Subpoena. We are seeking inormation pursuat to
the exception set fort in Section 3413(h) of RFP A.

The information obtained will be used to determne whether the legal entities named or
referred to in the Subpoena are in compliance with laws adminstered by the Federal Trade
Commission. See 12 U.S.C. § 3413(h)(1)(A). The inormation may be transferred to another
governent agency or deparent consistent with RFP A.
According to RFP A, good faith reliance on this certificate relieves a financial institution
and its employees and agents of any liabilty to customers in connection with the requested
disclosures offinancIal records. See 12 U.S.C. § 3417(c).

~~l

Maneesha Mithal
Associate Director
Division of
Privacy and Identity Protection
Federal Trade Commssion
Date: October 24,2013

Exhibit C

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.C. § 1746

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testify as follows:

the records produced by Visa Inc. and

2. I have authority to certify the authenticity of

attached hereto.
3. The documents produced and attached hereto by Visa Inc. are originals or true copies of

records of regularly conducted activity that:
a) Were made at or near the time of

the occurrence of

the matters set forth by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

c) Were made by the regularly conducted activity as a regular practice of

I certify under penalty of perjur that the foregoing is true and correct.
Executed on

,2013.

Signature

those matters;
Visa Inc.; and
Visa Inc.

Exhibit D

BCP PRODUCTION
GUIDE

As of 08118/2011

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
cm or subpoena. Please contact the Commission counsel identified in cm or subpoena

to discuss any specific issues you may have with collecting, fonnatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a fonnal request, please note: The
following protocols apply to ALL fonnats submitted to BCP. BCP has additional
requirements pertaining to metadata, fonnat, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v 10.05. With the production, you
must submit:

· an Opticon image load file (OPT) containing a line for every image
fie in the production, and
· a Concordance delimited data load file (DAT) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning
All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP will request replacement for any infected media,
which may affect the timing of

your compliance with BCP's request.

c. Extracted Text IOCR

Submit text:

· as document-level text files,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text

received.

files and wil request replacement

files if

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
dedùplicate within a custodian's document set.
e. Labeling & Numbering Files

For image file names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.
IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOOI
· ABCFTCOOOOOOI
Unacceptable format

· ABC 0000001
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escnption

S
Svm
b0l

Field Separator
Quote Character
Multi Entry delimiter
-(Return:: Value in data

0
P
@

-

ASCII Ch aracter

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
. 300 DPI
· single-page Group iV TIFF fies

· or color JPEG image fies where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color jPEG) images with OCR text

2

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info /
Meta

Beginning Bates number
Ending Bates number
Page

Description

data

Count

Custodian

The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.

· Submit Microsoft Access fies and other multimedia fies
in native format with metadata only.
· Submit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attchments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of

document

pages in the

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided

To

Recipient(s) of

From

The oerson who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received
The beginning bates number(s) of
attachments delimited by comma
Location of email in personal
folders/Deleted Items/Sent Items
MS Outlook Message ID or similar
number in other messa¡;e svstems

TlMERCVD

Child records

(attachments)

Location or "Path"
Message ID

the email

CUSTODIAN
RECIPIENT

A TTACHMNTID
FILEPATH
MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian
Parent Record

Creation Date

Concordance Field
Name

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
The name of
the original custodian of
the file
Beginning bates number of

parent

BEGBATES

ENDBATES

PGCOUNT
CUSTODIAN

email

PARETlD

The date attachment was saved at the
location on the electronic media for

CREATEDATE

the first time

The time the attachment was saved at
Creation Time

the location on the electronic media

CREATETlM

for the first time

Modified Date

Modified Time

Last Accessed Date

The date/time the attachment was last

changed, and then saved
The time the attachment was last

changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MODDATE

MODTlM
LASTACCDATE

by a user or softare activity

Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LAST ACCTIME

by a user or softare activitv
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The amount of space the file takes up
on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

Size

FILE

SIZE

The name of
the attachment including
the extension denoting the application FILENAME
in which the fie was created
Relative path of submitted native files
NATIVELIN
such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native fie if available

FileName
Native link

Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

t

t fies

an d 0ther. in
tì orma ion requirements fìor na ive i
Document Info /
Description
Metadata
Beginning Bates number The beginning bates number for the document

Me tada ta

Ending Bates number

Page Count
Custodian
Creation Date

:i

Creation Time
Modified Date

Modified Time

Last Accessed Date

The ending bates number for the document
The total number of pages in the document
The name of
the original custodian of
the file
The date attachment was saved at the location on
the electronic media for the first time
The time the attachment was saved at the
location on the electronic media for the first time
The date/time the attachment was last changed,
and then saved
The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

Concordance
Field Name
BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN

CREATEDATE
CREATETIME

MODDATE
MODTIME
LASTACCDATE

activity
The time the attachment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the file takes up on the
electronic media. Usually recorded in kilobytes

LAST ACCTIME

FILE

SIZE
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The name of

FileName

the fie including the extension

denoting the application in which the fie was
created
Relative path of submitted native files

Native link

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

Hash

FILENAME
NATIVELThH(

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iso 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions over 10 gigabytes

o IDE, EIDE and SA TA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure

o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,
· Bates ranges and custodians,
. total number of records,

· total number of images or fies,
· list of fields in the order in which they are listed in the data fies,
· date and time format, and
· confirmation that the number of

fies on the volume match the load

fies.
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of

Consumer Protection

Division of Privacy and Identity Protection

October 24, 2013

VIA FEDERAL EXPRESS
Michael Daugherty
637 East Pelham Road, NE
Atlanta, GA 30324
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Daugherty:

".1

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of Practice state that "( c )ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission), commanding a person to produce and
permit inspection and copying of designated books, documents, or tangible things. . .." 16
C.F.R. § 3.34(b). This letter is to notify you that Complaint Counsel has issued a subpoena
your documents. The subpoena and its schedule and exhibits are
duces tecum for certain of
enclosed.

On August 29,2013, the Federal Trade Commission's Office of Administrative Law
Judges issued a Protective Order Governing Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confidential information produced in
discovery in the case. A copy of the Protective Order signed by Chief Administrative Law Judge

D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.

Any documents you produce to the Commission that are confidential must include the
the
Protective Order. If you produce confidential documents in electronic format, such as on a CD
or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragraph 6 of

the CD.

I would be pleased to discuss any issues regarding production of documents at your
earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

t~y.17

Laura Riposo VanDruff
Enclosure (1)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA DUCES TECUM
Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
2. FROM

1. TO

Michael Daughert

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

637 East Pelham Road, NE

Atlanta, GA 30324

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
listed in Item 9, in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WlLL BE PRODUCED TO
Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 21,2013

Washington, D.C. 20001
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.
9. COUNSEL AND PARTY ISSUING SUBPOENA

8. ADMINISTRATIVE LAW JUDGE

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

Washington, D.C. 20580

(202) 326-2999

~ìd

SIGNATURE OF COUNSEL ISSUING SUBPOENA

DATE SIGNED

October 24, 2013

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the
Commission, accmpanied by an affdavit of service of
It'.e document upon counsel Hsted in Item 9, and upon ;:ll
other parties prescribed by the Rules of Practice.
FTC Form 7G-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and

mileage be paid by the part that requested your appearance.
listed in Item 9 for
You should present your claim to counsel
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
listed in Item 9.
prior approval from counsel

A copy of the Commission's Rules of Practice is available
online at !iiip..iljllFTCRl!les9lP.laçti.çe. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly served: (check the metho used)
(' in person.

ß by registered maby U" l~~ Q/1 O,kbt). tt ;2 /3 .¡ d'iJt) hI- rtl)~) l"f-owol Ir

an'I1(/~ ruk ~ 'i (ei)(;i)

(' by leaving copy at principal office or place of business, to wit:

Michael Daugherty

637 East Pelham Road, NE

Atlanta, GA 30324
on the person named herein on:

October 25, 2013
(Month, day, and year)

Matthew Smith
(Name of person making servce)

Paralegal
(Ofcial litie)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

In the Matter of

LabMD, Inc.,
a corporation.

)
)
)
)

DOCKET NO. 9357

)
)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
MICHAEL DAUGHERTY
Pursuat to Complaint Counsel's attached Subpoena Duces Tecum issued October 24,
2013, under Commission Rule of
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue, NW,
Washington, DC 2000 i .

DEFINITIONS
i. "All documents" means each document, as defined below, which can be located,

discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your officers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from whom you can obtain such documents by request or which you have a
legal right to bring within your possession by demand.

2. The term "Communication" includes, but is not limited to, any transmittl, exchange,
transfer, or dissemination of information, regardless of the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.

3. "Complaint" means the Complaint issued by the Federal Trade Commission in the
above-captioned matter on August 28, 2013.
4. The term "Containing" means containing, describing, or interpreting in whole or in par.

5. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwse), regardless of origin or
location, of any written, typed, printed, transcribed, fimed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated
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or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diar, journal, agenda, minute,

code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwise), regardless of
origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instat messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,
cell phones, Blackberr, PDA, or other storage media, and such technical assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
6. The terms "each," "any," and "all" shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that
might otherwse be construed to be outside its scope.

7. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be construed to be within the scope of
any document request.

8. "Manuscript" means the work currently titled The Devil Inside the Beltway, but shall
also include any previous iterations of

the work referred to by other titles.

9. "Or" as well as "and" shall be constred both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that
otherwse might be construed to be outside the scope.

4. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governmental entity, or other legal entity.

5. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
6. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarzing, reflecting, explaining, describing,

analyzing, identifying, stating, referrng to, dealing with, or in any way pertaining to, in
whole or in par.
-2-

7. "Subpoena" means the Subpoena to Michael Daugherty, including this Schedule and
Exhibits, and including the Definitions, Instructions, and Specifications.
i
i

8.

"You" or "Your" means Michael Daugherty.

9.

The use of

10.

The use of a verb in any tense shall be constred as the use of the verb in all other tenses.

. i

the singular includes the plural, and the plural includes the singular.

INSTRUCTIONS
1. Applicable Time Period: Unless otherwse specified, the time period covered by a

document request shall be limited to the period from January 1,2006 to the present.
Practice § 3.34(c), any

2. Petitions to Limit or Quash: Pursuant to Commission Rule of

motion to limit or quash this Subpoena must be tiled within ten days of service thereof
3. Protective Order: On August 29,2013, the Court entered a Protective Order governing

discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one
specification of
this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
document is responsive. If any documents responsive to this Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of submission. Documents
should be produced in the order in which they appear in your files or as electronically
stored and without being manipulated or otherwise rearranged; if documents are removed
from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of
native electronic files) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of

receipt of ths Subpoena. Furher, copies of originals may be submitted in lieu of

originals only if they are true, correct, and complete copies of the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to
the authenticity of the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or court of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of

-3-

materials shall be produced in color if necessar to interpret them or render them
intelligi ble.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Complaint Counsel named above before
sending those materials to discuss ways to protect such information during production.
For purposes of
these requests, sensitive personally identifiable information includes: an
individual's Social Security number alone; or an individual's name or address or phone
number in combination with one or more of
the following: date of
birth, Social Security
number, driver's license number or other state identification number, or a foreign country
equivalent, passport number, financial account number, credit card number, or debit card
number. Sensitive health information includes medical records and other individually
identifiable health information relating to the past, present, or future physical or mental
health or conditions of an individual, the provision of

health care to an individual, or the

health care to an individuaL.

past, present, or future payment for the provision of

Search: These requests relate to documents that are in your possession or under

7. Scope of

your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of
your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
Privilege: Pursuant to the Federal Trade Commission's Rule of
Practice
3.38A, 16 C.F.R. § 3.38A, if any documents are withheld from production based on a
claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communcations, or tangible things not produced or disclosed in a maner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the witheld material is a document) and the full fie name (if
the withheld material is
(if
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (0 the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affiiations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessar to support the assertion of protected status by operation of law. If only par of

8. Claims of
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a responsive document is privileged, all non-privileged portions of the document must be
produced.
9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Records of
Regularly Conducted Activity, which may reduce the need to
Subpoena you to testify at future proceedings in order to establish the admissibility of
documents produced in response to this Subpoena. You are asked to execute this
Certification and provide it with your response.
Certification of

Requests: This request for documents shaH be deemed continuing

10. Continuing Nature of

in natue so as to require production of all documents responsive to any specification

included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

1 1. Document Retention: You shall retain all documentar materials used in the preparation
of
responses to the specifications of
this Subpoena. We may require the submission of
additional documents at a later time. Accordingly, you should suspend any routine
procedures for document destrction and take other measures to prevent the destrction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise.
12. Electronic Submission of

Documents: The following guidelines refer to the production

of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with

Complaint Counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load files.
(I) Electronically Stored Information: Documents created, utilized, or maintained

business should be delivered to the

in electronic format in the ordinary course of

FTC as follows: .
(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
files, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data

document systems) must include a database schema that defines the tables,
fields, relationships, views, indexes, packages, procedures, functions, queues,
triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;
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(b) All ESI other than those documents described in (l )(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessary to
interpret the contents); and

(c) Each electronic file should be assigned a unique document identifier
("DodD") or Bates reference.
"in the ordinar course

(2) Hard Copy Documents: Documents stored in hard copy

business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:
of

(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load file and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessary to interpret them
or render them intelligible.
(3) For each document electronically submitted to the FTC, you should include the

following metadata fields in a standard ASCII delimited Concordance DAT file:
(a) For electronic mail: begin Bates or unique document identification

number ("DodD"), end Bates or DodD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DodD of the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;
(b) For email attachments: begin Bates or DodD, end Bates or DodD,

parent email ID (Bates or DodD), page count, custodian, source
location/file path, fie name, file extension, file size, author, date and time
created, date and time modified, date and ti,me printed, MD5 or SHA Hash
value, and link to native file;
(c) For loose electronic documents (as retrieved directly from network file

stores, hard drives, etc.): begin Bates or DodD, end Bates or DodD, page
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count, custodian, source media, file path, fiename, fie extension, file size,
author, date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file; and
(d) For imaged hard-copy documents: begin Bates or DodD, end Bates or

DodD, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessar to understand the context of the document as maintained in the
ordinar course of business.

(4) If you intend to utilize any de-duplication or email threading softare or services

when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
softare, you must contact the Complaint Counsel named above to determine

whether and in what maner you may use such software or services when
producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned tor and free of viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in
advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
(e) Please mark the exterior of all packages containing electronic media sent

through the u.s. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAYBE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production

transmittal letter, which includes:
the number of
records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(a) A summar of
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(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer file(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Complaint
Counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Complaint Counsel named above will provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to comply fully with this instruction.
13. Documents No Longer In Existence: If documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of business but

you have reason to believe have been in existence, state the circumstaces under which
they were lost or destroyed, describe the documents to the fullest extent possible, state the
specification(s) to which they are responsive, and identify Persons having knowledge of
the content of such documents.
you are unable to answer any request fully, supply such
information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. If books and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of

14. Incomplete Records: If

such estimates. Estimated data should be followed by the notation "est." If

there is no

reasonable way for you to make an estimate, provide an explanation.
15. Questions: Any questions you have relating to the scope or meaning of anything in this

request or suggestions for possible modifications thereto should be directed to Laura
VanDruff, at (202) 326-2999. Documents responsive to the request shall be addressed to
the attention of
Matthew Smith, Federal Trade Commission, 601 New Jersey Avenue,
NW, Washington, D.C. 20001, and delivered between 8:30 a.m. and 5:00 p.m. on any
business day to the Federal Trade Commission.
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SPECIFICA TIONS
Demand is hereby made for the following documents:
1. All drafts of

the Manuscript that were reviewed by any third party prior to the Manuscript's

publication.

2. All comments received on drafts of the Manuscript.
the Manuscript, including

3. All documents related to the source material for drafts of

documents referenced or quoted in the Manuscript.

4. All promotional materials related to the Manuscript, including, but not limited to, documents
posted on social media, commercials featuing you, and presentations or interviews given by
you.

October 24, 2013

By:

Alain Sheer
Laura Riposo VanDruff
Megan
Cox
Margaret Lassack
Ryan
Mehm
Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100
Washington, DC 20580
Telephone: (202) 326-2999 (Vanruff)

Facsimile: (202) 326-3062
Electronic mail: lvandruff@ftc.gov
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CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michael. pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

¡Y

Matthew Smith

Federal Trade Commission
Bureau of Consumer Protection

Exhibit A

,. ,

UNITED STATES OF AMRICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRA TIVE LAW J'JDGES

)

In the Matter of

)

LabMD, Inc.,
a corporation,
Respondent.

)
)
)
)

)

DOCKET NO. 9357

PROTECTIVE ORDER GOVERNNG DISCOVERY MATERI
Commission Rule 3.31 (d) states: "In order to protect the parties and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.31
(d), the protective order set forth in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:D lY rip:i.d
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29,2013

ATTACHMENT A
For the purose of

protecting the interests of

the parties and thid paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
1. As used in this Order, "confidential material" shall refer to any document or portion
thereofthat contains privileged, competitively sensitive inormation, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit cad or debit card number, driver's license number, stae-issued

birth (other than year), and any sensitive
identification number, passport number, date of
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
testimony, or electronically stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons

retained as consultants or experts for puroses of this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a

this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taen from any portion of such document, shall be treated as
confdential material for puroses of this Order. The identity of a third pary submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.
Federal Trade Commission investigation or during the course of

3. The parties and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtaned by them from third paries pursuant to discovery or as otherwse obtained.
4. The paries, in conducting discovery from third parties, shall provide to each third
his, her, or its rights
this Order so as to inform each such third pary of
party a copy of
herein.

S. A designation of confdentiality shall constitute a representation in good faith and after
careful determnation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designted consitutes

confdential material as defined in Paragraph 1 of this Order.
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6. Matenal may be designated as confidential by placing On or affixing to the document
containing such material (in such maner as will not interfere with the legibilty thereof),
or if an entire folder or box of documents is confdential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confidential material. Confidential
inormation contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding, on the face of
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropnate point that portions have
been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over ths proceeding, personnel assisting the Administrtive Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other cour personnel of any court having

jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
their law
record for any respondent, their associated attorneys and other employees of
fi(s), provided they are not employees of a respondent; (d) anyone retained to assist

this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
the protective order; and (e) any witness or deponent
agrement to abide by the terms of
who may have authored or received the information in question.
outside counsel in the preparation or hearing of

8. Disclosure of confidential material to any person described in Paragraph 7 of ths
this proceeding, or
the preparation and hearng of

Order shall be only for the puroses of

any appeal therefrom, and for no other purse whatsoever, provided, however, that the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
Practice;
such material, use or disclose confidential material as provided by its Rules of
the Federal Trade Commission Act; or any other legal obligation
sections 6(1) and 21 of
imposed upon the Commission.

9. In the event that any confidential matenaI is contaed in any pleading, motion, exhibit
or other paper fied or to be filed with the Secretar of the Commission, the Secreta

shall be so informed by the Part fiing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a thrd par, the

par including the matenals in its papers shall immediately notify the submitter of such

inclusion. Confidential material contained in the papers shall continue to have in camera
the Administrative Law Judge, provided, however, that
treatment until furher order of
such papers may be furnished to persons or entities who may receive confdential
matenal pursuant to Paragraphs 7 or 8. Upon or after fiing any paper containing
confidential material, the fiing pary shall fie on the public record a duplicate copy of
the paper that does not reveal confidential matenal. Furer, if the protection for any

such material expires, a pary may file on the public record a duplicate copy which also
contains the formerly protected materiaL.

3

10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd pary, they shall
provide advance notice to the other pary or third part for purpses of allowing that

par to seek an order that the document or transcnpt be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcnpts shall
the public record. Where in camera treatment is granted, a duplicate copy of
be par of
such document or trscript with the confdential material deleted therefrom may be

placed on the public record.

11. If any pary receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosure of confidential material submitted by
another pary or thrd party, the recipient of the discovery request shall promptly notify

receipt of such request. Unless a shorter time is mandated by an order of
a cour such notification shall be in wrting and be received by the submitter at least 10
this Protective Order and a
business days before production, and shall include a copy of

the submitter of

cover letter that will apprise the submitter of its rights hereunder. Nothig herein shall be

construed as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to any penalties for non-compliance with any such order, or to seek any
to subject itself
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's effort to challenge the disclosure of confidential material. In
Rule 4.11(e) of

the Commission's

addition, nothng herein shall limit the applicabilty of
Rules of
";1

Practice, 16 CFR 4.1 1

(e), to discovery requests in another proceeding that are

directed to the Commission.
12. At the time that any consultant or other person retaned to assist counsel in the

preparation of ths action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
this proceeding, including the exhaustion
confidential information. At the conclusion of
of judicial review, the parties shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

this Protective Order, insofar as they restct the communication
13. The provisions of
and use of confidential discovery material, shall, without written permission of the
submitter or further order of the Commssion, continue to be binding after the conclusion
of this proceding.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testify as follows:

the records produced by Michael Daugherty

2. I have authority to certify the authenticity of

and attached hereto.

3. The documents produced and attached hereto by Michael Daugherty are originals or tnie

copies of records of regularly conducted activity that:
the occurrence of

a) Were made at or near the time of

the matters set forth by, or

from information transmitted by, a person with knowledge of

b) Were kept in the course of

the regularly conducted activity of

those matters;
Michael Daughert;

and
c) Were made by the regularly conducted activity as a regular practice of

Daughert.

I certify under penalty of

Executed on

perjur that the foregoing is tnie and correct.

,2013.

Signature

Michael

:i

Exhibit C

BCP PRODUCTION
GUIDE

As of

Bureau of Consumer Protection Production Guide
An eDiscovery Resource
This guide explains what the Bureau of Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
CID or subpoena. Please contact the Commission counsel identified in CID or subpoena
to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certin types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@ 2008 v i 0.05. With the production, you
must submit:

· an Opticon image load file (OPT) containing a line for every image
fie in the production, and

· a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning

All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of

your compliance with BCP's request.

c. Extracted Text IOCR
Submit text:

· as document-level text files,
· named for the beginning Bates number, and
· organized into a folder separate from images.
Rep cannot accept Unicode text

received.

files and l1Jil request replacement jìles if

08/1

8/201 i

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.
IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
. ABC-FTCOOOOOOI
. ABCFTCOOOOOOI
Unacceptable fonnat

. ABC 0000001

f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
Description

Svmb01

Field Separator
Quote Character

0
P

Multi Entr delimiter

@

-(Return:? Value in data

~

ASCII Character

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
. 300 DPI
. single-page Group iV TIFF fies

. or color JPEG image files where color is necessary to interpret

content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color JPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info /
Metadata
Beginning Bates number
Ending Bates number

. Description

The beginning bates number for the
document
The ending bates number for the
document
The total number of

Page Count

pages in the

document
Mailbox where the email resided

Custodian

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attachments:
· Submit Microsoft Excel and PowerPoint files in native
format with extracted text and metadata.

· Submit Microsoft Access files and other multimedia fies
in native format with metadata only.
· Submit other fies and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
. Preserve the parent/child relationship in email by including

a reference to all attachments.
· Produce attchments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.
Metadata for Emails
Document Info /
Metadata
Beginning Bates number
Ending Bates number

Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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Mailbox where the email resided

CUSTODIAN

Recipient(s) ofthe email

RECIPIENT

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATESENT

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received

TlMERCVD

The beginning bates number(s) of
attachments delimited bv comma
Location of email in personal
foldersfDeleted Items/Sent Items
MS Outlook Message ID or similar
number in other message systems

A TTACHMENTID

Custodian
To

Child records

(attachments)
Location or "Path"
Message ID

Metadata for Attachments
Document Info I
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian
Parent Record

Creation Date

Creation Time

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of pages in the
document
the original custodian of
The name of
the file
Beginning bates number of parent
email
The date attchment was saved at the
location on the electronic media for
the first time

The time the attachment was saved at
the location on the electronic media

FILEPATH
MESSAGEID

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
CUSTODIAN
PARENTID

CREATEDATE

CREATETIME

for the first time

Modified Date

Modified Time

Last Accessed Date

The date/time the attachment was last

MODDATE

changed, and then saved

The time the attachment was last
changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

MODTIME
LAST ACCDA TE

by a user or softare activity

Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"
by a user or software activity

LASTACCTIME
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The amount of space the fi Ie takes up

on the electronic media. Usually

Size

recorded in kilobytes, however may
be reported in single bytes
the attachment including

The name of

FileName

FILESIZE

the extension denoting the application

FILENAME

in which the file was created
Relative path of submitted native fies

Native link

such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the

Hash

NATIVELINK
HASH

original native fie if available

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint fies in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
file. Alongside each piece of infonnation, BCP recommends a corresponding field name
for the delimited data load file.

Metadata an dother.ID~ormation requirements ~or native tii es
Document Info /
Metadata
Beginning Bates number
Ending Bates number
Page Count
Custodian

Creation Date
Creation Time
Modified Date

Modified Time

Last Accessed Date

Concordance
Field Name

Description
The beginning bates number for the document
The ending bates number for the document
The total number of DageS in the document
The name of

the original custodian of

the fie

The date attachment was saved at the location on
the electronic media for the first time

The time the attachment was saved at the
location on the electronic media for the first time
The date/time the attachment was last changed,
and then saved

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

BEG

BATES

ENDBATES
PGCOUNT
CUSTODIAN

CREATEDATE

CREATETIME
MODDATE
MODTIME
LAST ACCDA TE

activity
The time the attchment was last opened,

Last Accessed Time
Size

scanned, or even "touched" by a user or softare

activity
The amount of space the file takes up on the
electronic media. Usually recorded in kilobytes

LAST ACCTIME

FILESIZE
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The name of the fie including the extension
denoting the application in which the fie was

FileName

FILENAME

created
Native link

Relative path of submitted native fies

NATIVELINK

Hash

The SHA (Secure Hash Algorithm) or MD5
Hash for the original native fie if available

HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

a CD-R CD-ROM optical disks formatted to ISO 9660
specifications

a DVD-ROM optical disks for Windows-compatible personal
computers
a USB 2.0 flash drives

· For Productions over i 0 gigabytes
a IDE, EIDE and SA TA hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
a USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

the

following:
· volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or fies,
· list of fields in the order in which they are listed in the data files,
· date and time format, and

· confirmation that the number of fies on the volume match the load
files.
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United States of America

FEDERA TRAE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Division of Privacy and Identity Protection

October 24,2013

VIA FEDERA EXPRESS
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW
Suite 650
Washington, DC 20006
Re: In the Matter of LabMD. Inc., FTC Docket No. 9357
Dear Mr. Pepson:

Enclosed are Complaint Counsel's First Set of

Requests for Production and

Interrogatories to your client, LabMD, Inc.

Judge Chappell's Scheduling Order requies the paries to confer regarding the "format
for the production of electronically stored information" withn seven days of service of document
requests. Scheduling Order (Addl Provisions) ir 11 (Sept. 25,2013). We would be pleaed to

discuss these and related issues at your convenience. . You may reach me at (202) 326-2999.
Sincerely,

Laura Riposo Vanruff
Enclosure (1)
cc: Reed Rubinstein (via email)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)

In the Matter of

)

)
)
)
)

LabMD, Inc.,
a corporation.

DOCKET

NO. 9357

)

COMPLAINT COUNSEL'S FIRST SET
OF INTERROGATORIES TO RESPONDENT
(NUMBERS 1-9)
Practice § 3.35, 16 C.F.R. § 3.35,

Pursuant to the Federal Trade Commission's Rile of

and the Cour's Scheduling Order, dated September 25,2013, Complaint Counsel requests that
Respondent respond to these Interrogatories within 30 days and furnish the requested
information to Complaint Counsel at the Federal Trade Commission, 601 New Jersey Avenue,
NW, Washington, DC 20001 or at such time and place as may be agreed upon by all counseL.

DEFINITIONS

1: "Communication" includes, but is not limited to, any transmittal, exchange, transfer, or
dissemination of information, regardless of the means by which it is accomplished, and
includes all communications, whether written or oral, and all discussions, meetings,
telephone communcations, or email contacts.
~

2. "Consumer" means a natural person.
3. "Each," "any," and "all" shall be construed to have the broadest meaning whenever

necessary to bring within the scope of any Interrogatory all information that might
otherwise be construed to be outside its scope.
4. "FTC" or "Commission" means the Federal Trade Commission.

5. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be constred to be within the scope of

any Interrogatory.

6. "LabMD," "Company," or "Respondent" mean Respondent LabMD, Inc., its directors,
offcers, employees, attorneys, accountants, independent contractors, consultants, agents,
predecessors, divisions, subsidiaries, affiiates, parnerships, and joint ventures.

7. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any Interrogatory all information that
otherwse might be construed to be outside the scope.
8. "Person" means any natural person, corporate entity, parership, association, joint
venture, governental entity, or other legal entity, including the Company.

9. "Personal Information" means individually identifiable information from or about a
Consumer including, but not limited to: (a) first and last name; (b) telephone number;
(c) a home or other physical address, including street name and name of city or town;
birth; (e) Social Security number; (f) medical record number; (g) bank routing,
(d) date of
account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history;
G) health insurance company name and policy number; or (k) a persistent identifier, such
as a customer number held in a "cookie" or processor serial number.
10. The terms "Relate" or "Relating to" mean in whole or in par discussing, constituting,
commenting, containing, concerning, embodying, summarzing, reflecting, explaining,
describing, analyzing, identifying, stating, referring to, dealing with, or in any way
pertaining to.

11. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

Personal Information maintained by or for LabMD.

12. "Security Practices" mean formal or informal policies, standards, guidelines,
mechanisms, practices, defenses, or measures related to preventing or detecting Securty
Incidents, including: protecting Consumers' Personal Information; assessing security
risks on computer networks; preventing employees from accessing Personal Information
not needed to perform their jobs; training employees to safeguard Personal Information;
authenticating users to computer networks; maintaining and updating the operating
systems of computers and other devices on computer networks; or employing measures to
prevent or detect unauthorized access to Personal Information on computer networks.
13. "You" or "your" means LabMD.
14. The use of

the singular includes the plural, and the plural includes the singular.

15. The use of a verb in any tense shall be constred as the use of the verb in all other tenses.
16. The spellng of a name shall be construed to include all similar varants thereof.

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by an
Interrogatory shall be limited to the period from January 1,2006 to December 31, 2010.

2. Interrogatory Responses: Provide a separate and complete sworn response for each

Interrogatory and subpar. Preceding each response, the Interrogatory shall be set forth in
full.
3. Available Information: These Interrogatories seek answers based on information or

knowledge in your possession, custody, or control, including information reasonably
available to you and your agents, attorneys, or representatives.

4. Referencing Documents in Interrogatory Responses: To the extent that an
Interrogatory may be answered by referencing a document, it is permissible to attach the
document as an exhbit to the answer and refer to the document in the answer. If any
such document contains more than one page, you must refer to the page and section
where the relevant reference(s) can be found. 16 C.F.R. § 3.35(c).

the Interrogatories, you claim any
ambiguity in either the Interrogatory or any applicable definition or instruction, identify
in your response the language you consider to be ambiguous and state the interpretation
you are using in responding.

5. Interpreting Interrogatories: If, in answering any of

the Interrogatories fully
you are unable to answer any of
and completely and after exercising due diligence to secure the information necessary to
make full and complete responses. Specify the reason(s) for your inability to answer any
portion or aspect of such Interrogatory. For each Interrogatory that canot be answered
in full, describe the efforts made to locate information needed for such answer.

6. Incomplete Responses: State if

7. Objections: All objections to any Interrogatory must be raised in your initial response or

you object to any Interrogatory or a par of any Interrogatory, state
with specificity the precise grounds upon which you rely so that the Administrative Law
Judge or other administrative or judicial entity may determine the legal sufficiency of
your objection, and provide the most responsive information you are wiling to provide
without an order compellng response(s).
wil be waived. If

Privilege: If
you object to any Interrogatory or any portion of any
Interrogatory on the ground that it requests information that is privileged or immune from
production based on any similar claim, provide, not later than the date set for responses, a

8. Claims of

schedule that describes the nature of

the applicable privilege(s) or similar c1aim(s),

including all information required by 16 C.F.R. §3.38A, in a manner that wil enable
Complaint Counsel to assess the claim(s).
9. Continuing Nature of

Requests: These Interrogatories are continuing and require

prompt amendment of any prior response if you lear, after acquirng additional
information or otherwse, that the response is in some material respect incomplete or
incorrect. 16 C.F.R. § 3.31(e).

10. Failure to Respond: You are hereby advised that Complaint Counsel wil move to

preclude you from presenting evidence regarding responsive matters you fail to set forth
in your anwers to these Interrogatories.
11. Questions: Any questions you have relating to the scope or meanng of anyting in these
Interrogatories or suggestions for possible modifications thereto should be directed to
Laura Riposo VanDruff at (202) 326-2999. Documents produced in conjunction with
Interrogatory responses shall be addressed to the attention òfMatthew Smith, Federal
Trade Commission, 601 New Jersey Avenue, NW, Washington, DC 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.

INTERROGATORIES
1. Identify by name and job title all Persons with authority from LabMD to access Personal

Information regarding Consumers, including, but not limited to, Persons who performed
tasks related to biling by LabMD for services provided.
2. For each Person identified in response to Interrogatory No.1, state the types of

Personal

Information that the Person had authority to access.
3. Identify all file sharing applications downloaded to or installed on any LabMD computer,

stating for each when the application was downloaded or installed, what version(s) were
downloaded or installed, to which computer(s) the applications were downloaded or
installed, and when the applications were updated.
4. Identify each inquiry or investigation by a state or federal agency regarding LabMD's

Security Practices.
5. Describe each Security Incident not previously disclosed to the Commission or its staff.
Include in your description the dates and circumstances of
the Security Incident; the types
and volumes of Personal Information accessed or disclosed; and the names and addresses
of all Consumers whose Personal Information was accessed or disclosed.

6. For each each substantially different Communcation from LabMD to Consumers relating

to any Security Incident, describe how LabMD developed the list of Consumers to whom
the Communication was directed.
;.,'i

7. State the names and addresses of all Consumers who requested credit monitoring services

after receiving a Communication from LabMD related to any Security Incident.
8. State, as a percentage of

the total number of

tested, the proportion of Consumers who:
a. Are uninsured;
b. Have commercial health insurance;

c. Have Medicare; and
d. Have Medicaid.

Consumers whose samples LabMD has

9. For each month beginning in May 2008, state the cost of any changes to made LabMD's

Securty Practices.

October 24,2013

By:

~

Alain Sheer

Laura Riposo Vanruff
Cox
Margaret Lassack
RyanMehm .
Megan

Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100
Washington, DC 20580
Telephone: (202) 326-2999 (Vanruff)

Facsimile: (202) 326-3062
Electronic mail: lvandruff@ftc.gov

CERTIFICATE OF SERVICE
This is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvana Avenue, NW
Suite 650
Washington, DC 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & ShohI, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, DC 20004

reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

BY:~Federal Trade Commission
Bureau of Consumer Protection

Exhibit A

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)
)
)
)
)
)
)

In the Matter of

LabMD, Inc.,
a corporation.

DOCKET NO. 9357

COMPLAINT COUNSEL'S FIRST SET OF REQUESTS
FOR PRODUCTION OF DOCUMENTS TO RESPONDENT

(NMBERS 1-28)
Practice § 3.37, 16 C.F.R. § 3.37,

Pursuat to the Federal Trade Commission's Rule of

and the Cour's Scheduling Order, dated October 22,2013, Complaint Counsel requests that
Respondent produce the documentary materials identified below for inspection and copying
within thirty (30) days at the Federal Trade Commission, 601 New Jersey Avenue, NW,
Washington, DC 20001.

DEFINITIONS

1. "AIl Documents" means each Document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
Documents possessed by: (a) you, including Documents stored in any personal or nonCorporate Respondent electronic mail account, electronic device, or any other location
under your control, or the control of your officers, employees, agents, or contractors;
(b) your counsel; or (c) any other person or entity from which you can obtain such
Documents by request or which you have a legal right to bring within your possession by
demand.

2. "Communication" includes any transmittal, exchange, transfer, or dissemination of
the means by which it is accomplished. Examples of
Communcations include all discussions, meetings, telephone conversations, letters,
information, regardless of

memoranda, and electronic maiL.
3. "Consumer" means a natual person.

4. "Containing" means containing, describing, or interpreting in whole or in par.
5. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, trascribed, filmed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated
or made, including any advertisement, book, pamphlet, periodical, contract,
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten
note, working paper, screen shot, routing slip, char, graph, paper, index, map, tabulation,
manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,
code book, or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different
from the original because of notations, different metadata, or otherwse), regardless of

origin or location, of any electronically created or stored information, including
electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, cell phones, Blackberry,
PDA, or other storage media, and such technical assistance or instructions as wil enable
conversion of such ESI into a reasonably usable form.

6. "Documents Suffcient to Show" means both Documents that are necessary and
Documents that are suffcient to provide the specified information. If summaries,
compilations, lists, or synopses are available that provide the information being
requested, these may be provided in lieu of the underlying Documents.
7. "Each," "any," and "aU" shall be construed to have the broadest meaning whenever

necessary to bring within the scope of any request for production all Documents that
might otherwise be construed to be outside its scope.

8. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwise be constred to be within the scope of

any request for production.

9. "LabMD," "Company," or "Respondent" means Respondent LabMD, Inc., its
directors, offcers, employees, attorneys, accountants, independent contractors,
consultants, agents, predecessors, divisions, subsidiaries, affiliates, parnerships, and joint
ventures.

10. "LabMD IT Contractors" means all contractors or vendors, consulted or retained by
LabMD, providing products or services related to Security Practices, including the
following: Automated PC Technologies, Inc.; Brian Bissel; Gary Clark; Cypress
Communications, Inc.; Managed Data Solutions; ProviDyn, Inc.; Trend Micro Inc.; and
Traincor.
i i. "LabMD IT Staff' means all information technology employees of LabMD, including

the following: Brandon Bradley, Matt Bureau, Jeremy Dooley, Nicole Ellott, Pat
Marin, Jennfer Par, Alison

Howard, Robert Hyer, Cur Kaloustian, Chris Maire, Jeff

Simmons, and Denise Vincent.
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12. "Or" as well as "and" shall be construed both conjunctively and disjunctively, as
necessar, in order to bring within the scope of any request for production all Documents

that otherwise might be construed to be outside its scope.

13. "P2P Application" means any peer-to-peer fie sharing application, including LimeW\re
and Napster.

14. "P2P Network" means computers using compatible P2P Applications.
15. "Person" means any natural person, corporate entity, parnership, association,

joint

ventue, govenuental entity, or other legal entity, including the Company.

16. "Personal Information" means individually identifiable information from or about a
Consumer including: (a) first and last name; (b) telephone number; (c) a home or other
physical address, including street name and name of city or town; (d) date of birth;
(e) Social Security number; (f) medical record number; (g) ban routing, account, and

check numbers; (h) credit or debit card information, such as account number;
(i) laboratory test result, medical test code, or diagnosis, or clinical history; U) health
insurance company name and policy number; or (k) a persistent identifier, such as a
customer number held in a "cookie" or processor serial number.
17. "Relate" or "Relating to" means in whole or in par discussing, implementing, testing,

constituting, commenting, containing, concerning, embodying, summarizing, reflecting,
explaining, describing, analyzing, identifying, stating, referring to, dealing with, or in any
way pertaining to.

18. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

Personal Information maintained by or for LabMD.

19. "Security Practices" mean formal or inormal policies, standards, guidelines,
mechanisms, practices, defenses, or measures related to preventing or detecting Security
Incidents, including: protecting Consumers' Personal Information; assessing security
risks on computer networks; preventing employees from accessing Personal Information
not needed to perform their jobs; training employees to safeguard Personal Information;
authenticating users to computer networks; maintaining and updating the operating
systems of computers and other devices on computer networks; or employing measures to
prevent or detect unauthorized access to Personal1nformation on computer networks.

20. "Tivcrsa" mean Tiversa Holding Corporation, and its wholly or parially owned
subsidiaries, and all directors, officers, and employees of the foregoing.
21. "You" or "your" means LabMD.
22. The use of

the singular includes the plural, and the plural includes the singular.

23. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.
3

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
request for production shall be limited to the period from January 1,2006 to

December 31,2010.
2. Prior Productions: If any Documents responsive to a request previously have been

supplied to the Commission, you may comply with the request by identifying the
Document(s) previously provided by Bates number and the date(s) of submission.

3. Document Identification: Documents that may be responsive to more than one request
need not be submitted more than once. Documents should be produced in the order in
which they appear in your fies or as electronically stored and without being manipulated
or otherwse rearranged; if
Documents are removed from their original folder, binders,
covers, containers, or electronic source in order to be produced, then the Documents shall
be identified in a manner so as to clearly specify the folder, binder, cover, container, or
electronic media or file paths from which such Documents came. In addition, number by

page (or file, for those Documents produced in native electronic format) all Documents in
your submissions with a unique Bates identifier, and indicate the total number of
Documents in your submission.

4. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic fies) may be submitted in lieu of
original Documents, provided that the originals are retained in their state at the time of
receipt of

this First Set of

Requests for Production of

Documents. Furter, copies of

originals may be submitted in lieu of originals only if they are tre, correct, and complete
copies of
the original Documents; provided, however, that submission of a copy shall
the copy should it be necessar

constitute a waiver of any claim as to the authenticity of

to introduce such copy into evidence in any Commission proceeding or cour of law; and
provided fuher that you shall retain the original Documents and produce them to
Commission staff upon request. Copies of materials shall be produced in color if
necessar to interpret them or render them intellgible.
5. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable inormation or sensitive health
information of any individual, please contact Complaint Counsel before sending those
materials to discuss ways to protect such information during production. For puroses of
these requests, sensitive personally identifiable information includes: an individual's
Social Security number alone; or an individual's name or address or phone number in
combination with one or more of
the following: date of
birth, Social Security number,
driver's license number or other state identification number, or a foreign country
equivalent, passport number, financial account number, credit card number, or debit card
number. Sensitive health information includes medical records and other individually
identifiable health information relating to the past, present, or futue physical or mental
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health care to an individual, or the

health or conditions of an individual, the provision of

health care to an individuaL.

past, present, or future payment for the provision of

6. Scope of Search: These requests relate to Documents that are in your possession or under

your actual or constrctive custody or control, including Documents and information in
the possession, custody, or control of

your directors, offcers, employees, attorneys,

accountants, independent contractors, consultants, agents, predecessors, divisions,
subsidiaries, afliates, parerships, and joint ventures, whether or not such Documents

were received from or disseminated to any other person or entity.
7. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of Practice

3.38A, 16 C.F.R. § 3.38A, if any Documents are withheld from production based on a
claim of privilege or any similar claim, Respondent shall provide, not later than the date
set for production of materials, a schedule that describes the nature of the Documents,
Communications, or tangible things not produced or disclosed in a maner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item withheld: (a) the document control number(s); (b) the full title
the withheld material is a Document) and the full fie name (if
the withheld material is
(if
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the Document, from which and to which each Document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiliations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affliations of all recipients
of
the material; (i) the names, titles, business addresses, email addresses or other
electronic contact information, and relevant affiiations of all persons copied on the
material; u) the factual basis supportng the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a
confidential communication, or prepared by an attorney in anticipation of litigation
regarding a specifically identified claim); and (k) any other pertinent information
necessary to support the assertion of protected status by operation of law. If only par of
a responsive Document is privileged, all non-privileged portions of the Document must
be produced.

8. Continuing Nature of Requests: These requests for production shall be deemed
continuing in natue so as to require production of all Documents responsive to any
specification included in these requests promptly upon obtaining or discovering different,
new, or further information prior to the close of discovery.

9. Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
Documents. Before submitting any electronic production, you must confrm with the
Complaint Counsel named above that the proposed formats and media types wil be
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acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.

(1) Electronically Stored Information: Documents created, utilized, or maintained
business should be delivered to the

in electronic format in the ordinar course of

FTC as follows:
(a) Spreadsheet and presentation programs, including but not limited to

Microsoft Access, SQL, and other databases, as well as Microsoft Excel
and PowerPoint fies, must be produced in native format with extracted

text and metadata. Data compilations in Excel spreadsheets, or in
delimited text formats, must contain all underlying data un-redacted with
all underlying formulas and algorithms intact. All database productions
(including structured data document systems) must include a database
schema that defines the tables, fields, relationships, views, indexes,
packages, procedures, fuctions, queues, trggers, types, sequences,

materialized views, synonyms, database link, directories, Java, XML
schemas, and other elements, including the use of any report writers and
custom user data interfaces;
(b) All ESI other than those Documents described in (l)(a) above must be

provided in native electronic format with extracted text or Optical
Character Recognition (OCR) and all related metadata, and with
corresponding image renderings as converted to Group iv, 300 DPI,
single-page Tagged Image File Format (TIFF) or as color JPEG images
(where color is necessary to interpret the contents);
(c) Each electronic file should be assigned a unique document identifier

("DodD") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinar course
of business should be submitted in an electronic format when at all possible.
These Documents should be tre, correct, and complete copies of
the original
Documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following

requirements:
(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of

the original

Document; and

( c) Documents shall be produced in color where necessary to interpret them
or render them intellgible;
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(3) For each Document electronically submitted to the FTC, you should include the
following metadata fields in a standard ASCII delimited Concordance DAT file:
(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DocID, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DocID of
the
attachments (AttachIDs) delimited by a semicolon, MD5 or SHA Hash
value, and link to native fie;
(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source
location/fie path, file name, file extension, file size, author, date and time
created, date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native fie; .
(c) For loose electronic Documents (as retrieved directly from network

fie stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID,
page count, custodian, source media, fie path, fiename, fie extension,

fie size, author, date and time created, date and time modified, date and
time printed, MD5 or SHA Hash value, and link to native fie;
(d) For imaged hard copy Documents: begin Bates or DodD, end Bates or

DocID, page count, source, and custodian; and where applicable, fie
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the Document as maintained in the
ordinar course of business.

(4) If

you intend to utilize any de-duplication or email threading software or services
when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
softare, you must contact the Complaint Counsel namèd above to determine

whether and in what manner you may use such software or services when
producing materials in response to these requests.
(5) Submit electronic productions as follows:

(a) With passwords or other do.cument-level encryption removed or otherwse

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of viruses;
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(d) Data encryption tools may be employed to protect privileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encryted media. The passwords should be provided in

advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC.
(e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic fies and images shall be accompanied by a production

transmittal letter which includes:

records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(a) A summar of

the number of

(b) An index that identifies the corresponding consecutive
document identification number(s) used to identify each person's
Documents and, if submitted in paper form, the box number containing
such Documents. If
the index exists as a computer file(s), provide the
index both as a printed hard copy and in machine-readable form (provided
that the Complaint Counsel named above determines prior to submission
that the machine-readable form would be in a format that allows the
agency to use the computer files). The Complaint Counsel named above

wil provide a sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit A.
This guide provides detailed directions on how to comply fully with this instruction.
10. Documents No Longer In Existence: If Documents responsive to a paricular
specification no longer exist for reasons other than the ordinar course of

business or the

the Company's document retention policy but the Respondent has
reason to believe have been in existence, state the circumstances under which they were
lost or destroyed, describe the Documents to the fullest extent possible, state the
specification(s) to which they are responsive, and identify Persons having knowledge of
the content of such Documents.
implementation of

11. Failure to Respond: You are hereby advised that Complaint Counsel wil move to

preclude you from presenting evidence regarding responsive matters you fail to set forth
in your answers to these Requests for Production.

12. Questions: Any questions you have relating to the scope or meaning of anything in these
requests or suggestions for possible modifications thereto should be directed to Laura
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Riposo Vanruff at (202) 326-2999. Documents responsive to the request shall be
addressed to the attention of
Mattew Smith, Federal Trade Commission, 601 New Jersey
Avenue, NW, Washington, DC 20001, and delivered between 8:30 a.m. and 5:00 p.m. on
any business day to the Federal Trade Commission.

REQUESTS
Produce the followig:

1. All Documents LabMD received from Tiversa.

2. All Documents LabMD provided to Tiversa.

3. All Documents relating to purchasing, maintaining, servicing, updating, or replacing
software used on LabMD's computer networks, including operating system software,
data backup software, database software, biling and invoicing software, antivirus.
software, patching software, or software relating to computer security.

4. All Documents relating to purchasing, maintaining, servicing, updating, or replacing
hardware used on LabMD's computer networks, including servers, computers, firewalls,
routers, or switches.
5. All Documents relating to "walk around" or manual inspections, conducted by LabMD

IT Staff, LabMD IT Contractors, or LabMD management, of computers and other
hardware on or with access to LabMD's computer networks.
6. All Docum~nts created by LabMD IT Staff or for LabMD that depict or otherwse

represent LabMD's computer networks' architecture or topology, including detailed
blueprints or schematics.

7. All emails between LabMD IT Staff and Michael Daugherty or John Boyle relating to
Security Practices.

8. All Communications between Michael Daugherty or John Boyle and LabMD IT

Contractors relating to Security Practices.
9. All Documents relating to LabMD's Security Practices regarding accessing LabMD's

computer network from remote locations, including policies or procedures relating to the

use ofLabMD laptop computers. .
10. All Documents relating to searches ofP2P Networks for LabMD documents, including

the results of such searches.

11. All Documents contained in folders for sharing on LabMD computers rung one or
more P2P Applications, including folders designated by the LimeWire or Napster
applications installed on Rosalind Woodson's computer.
9

12. For the period from Januar 1,2006 though the present, Documents Sufficient to Show

the dates and circumstances of any Security Incident(s) not previously disclosed to the
Commission or its staff, including Documents Sufficient to Show the types and volumes
of
Personal Information accessed or disclosed during the incident(s) and the identity of
all individuals whose Personal Information was accessed or disclosed.
13. For the period from January 1,2006 through the present, all internal and external

LabMD's Security Practices, including formal and informal audits,
evaluations, or reviews, and reports assessing whether the Security Practices comply with
federal or state law.
assessments of

14. All Documents related to information provided by LabMD to the Sandy Springs, Georgia

Police Deparent, including Officer David Lapides.
15. All Documents related to LabMD's Security Practices provided by or for LabMD to Visa

Inc., MasterCard Worldwide, U.S. Ban National Association, ND, Elavon, Inc., or any

of their subsidiaries, or any other financial institution that provides services to LabMD
relating to the processing of credit or debit card transactions, including PCI DSS selfassessment questionnaires, assessments by qualified securty assessors, Attestations of
Compliance with PCI DSS, or any Reports on Compliance.
16. All Documents relating to Communications with Consumers regarding any Security

Incident(s), including each substantially different Communcation from LabMD to
Consumers, all records of calls received by LabMD's Notification Hotline, all emails
received at the address NotificationHotline@labmd.org, and all
letters received at
LabMD's Letter Notification Deparment.
17. For each substantially different Communication from LabMD to Consumers relating to

every Consumer to whom

any Securty Incident(s), Documents Suffcient to Show

LabMD directed the Communcation.

18. All Documents relating to Communications with LabMD's referring physicians or other
health care professionals regarding any Securty Incident(s), including each substantially
different Communication from LabMD to LabMD's referring physicians or other health
care professionals.
19. For each substantially different Communication from LabMD to referring physicians or

other health care professionals, Documents Sufficient to Show every referrng physician
or health care professional to whom LabMD directed the Communication.
Health and Human Services
relating to LabMD's Security Practices, including all Communcations relating to any

20. All Communications with the United States Department of

Securty Incidents.
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21. All Documents, including personnel files, relating to the duties, compensation,
performance, productivity, or compliance with LabMD policies of each curent and

former LabMD employee.
22. All confdentiality agreements executed by current and former LabMD employees.

Understanding of and Compliance with LabMD's Ethics Policy and
Employment Policy executed by LabMD curent and former employees.

23. All Statements of

24. All contracts between LabMD and its referring physicians.
25. All contracts between LabMD and health insurance providers.

26. Documents Sufficient to Show the extent to which actual or allowable reimbursements to

LabMD by governent and private health insurance providers equal, exceed, or are less
than charges submitted by LabMD to health insurance providers.
all ofLabMD's expenditures for information technology
products or services that relate to Security Practices.

27. Documents Sufficient to Show

28. All financial statements, budgets, and other financial reports regularly prepared by or for

LabMD, including operating statements, balance sheets, income statements, profit and
loss statements, cost center reports, and statements of earings.

October 24,2013

By:

~

Alain Sheer
Laura Riposo VanDruff
Megan
Cox
Margaret Lassack
RyanMehm
Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvana Avenue, NW
Room NJ -8100
Washington, DC 20580
Telephone: (202) 326-2999 (Vanruff)

Facsimile: (202) 326-3062
Electronic mail: Ivandruff@ftc.gov
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CERTIFICATE OF SERVICE
Ths is to certify that on October 24,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennylvana Avenue, NW
Suite 650
Washington, DC 20006
michael.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, DC 20004
reed.rubinstein@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 24,2013

By:

/J~

It' .

Mattew Smith

Federal Trade Commssion
Bureau of Consumer Protection
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United States of America

FEDERAL TRADE COMMISSION
WASHINGTON, DC 20580

Bureau of Consumer Protection
Privacy and Identity Protection

Division of

October 29,2013

VIA FEDERA EXPRESS
Karalyn Garett
79 Claudia Drive
Apt. 349
West Haven, CT 06516
Re: In the Matter of LabMD, Inc., FTC Docket No. 9357
Dear Ms. Garett:

The Commission recently initiated an adjudicative proceeding against LabMD, Inc. The
Commission's Rules of
Practice state that "(c)ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of
the Commission), requiring a person to appear and give
testimony at the takng of a deposition to a party requesting such subpoena. . .." 16 C.F.R. §
3.34(a). This letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set fort in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counsel to find a mutually convenient date for your deposition.

On August 29,2013, the Federal Trade Commission's Offce of Administrative Law
Judges issued a Protective Order Governing Discovery Material ("Protective Order") in the
above-referenced action. The Protective Order protects confdential information disclosed in
discovery in this matter. A copy of
the Protective Order is enclosed.
I would be pleased to discuss the scheduling of your deposition or other issues with you
at your earliest convenience. You may reach me at (202) 326-2999.

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)
Wiliam Sherman (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

.

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)

1. TO

2. FROM

Karalyn Garrett

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

79 CLAUDIA DR APT 349
WEST HAVEN CT 06516

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding descnbed in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Ofce of the United States Attorney Laura Riposo VanDruff or other designated counsel
District of Connecticut .
Connecticut Financial Center
157 Church Street
23rd Floor
New Haven, CT 06510

5. DATE AND TIME OF DEPOSITION

December 6, 2013, at 9:00 a.m.

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 29,2013
GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your

appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in partcular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accmpanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescnbed
by the Rules of Practice.
FTC Form 70-C (rev.

1/97)

A copy of the Commission's Rules of Practice is available
online at http://bit.y/FTCRulesofPractice. Paper copies are

available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly servd: (chec /h method us)
(' in person.

_ /u/i .,/, L/ Cal (2)

-Çby-teedmsil:- ~ ~I ~,yI¡1 Ûc/Jj~ to/3.t dWØ'J,i Jjl'F ~..u.: ~ a~",~,.ø;..
( by leavmg copy at pnncipal offce or place of

bus

J1G.¡.(yn C&nd
7q CIt,fAth~ lJ/\l 4lf JtlC¡

ljl¡r HPli!1 C r 06510
on the person named herein on:

October 30,2013
(Monh. day. and year)

Matthew Smith
(Name of person making seMC9)

Paralegal
(Ofcial tille)

mess, to wit:

. CERTIFICATE OF SERVICE
This is to certifY that on October 29,2013, I served via electronic mail delivery a
copy of

the foregoing document to:
on
Regulatory Counel
Cause of Action
Michael D. Peps

1919 Pennsylvana Ave., NW, Suite 650
Washington, D.C. 20006
michaeI.pepson@causeofaction.org
Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinstein@dinsmore.com

Willam A. Sherman, II
Dinsmore & ShohI, LLP
801 Pennsylvania Avenue, NW
Suite 610
Washington, D.C. 20004
wiliam.sherman@dinsmore.com
Counsel for Respondent LabMD, Inc.

October 29, 2013

BT-/~
Matthew Smith

Federa Trade Commssion
Bureau of Consumer Protection

UNTED STATES OF AMRICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)
)

DOCKET NO. 9357

)
)
)

PROTECTIV ORDER GOVERNING DISCOVERY MATERIL
Commission Rule 3.3l(d) states: "In order to protect the partes and third paries

against improper use and disclosure of confidential informaton, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3 .31 (d). Pursuant to Commission Rule 3 .31 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachent A and is hereby issued.

ORDERED:

:Dwi e~Pf'd/
D. Michael Chappell

¡1

Chief Administrative Law Judge
Date: August 29,2013

ATTACHMENT A
For the purose of protecting the interests of the pares and third paries in the

above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governing
Confdential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafer defined.

1. As used in this Order, "confidential material" shall refer to any document or porton
thereof that contains privileged. competitively sensitive information, or sensitive personal
inormation. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial accoimt
. number, credit card or debit card number, drver's license number, state~issued
identification number, passport number, date of

birth

(other than year), and any sensitive

such as an individual's medical records.
"Document" shall refer to an discoverable wrting, recordig, transcript of oral
health information identifiable by individual,

testimony, or electronically stored information in the possession of a par or a third

par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its

employees, agents, attorneys. and all other persons actig on its behalf, excluding persons
retained as consultants or expert for puroses ofthis proceeding.

2. Any document or portion thereof submitted by a respondent or a third pary during a
this proceeding that is

Federal Trade Commission investigation or during the course of

entitled to confdentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taen from any portion of such document, shall be treated as
confdential material for puroses of
this Order. The identity of a third pary submitting
such confdential material shall also be treated as confidential material for the puroses of
ths Order where the submitter has requested such confidential treatment.
3. The paries and any third pares, in complying with informal discovery requests,

disclosure requirements, or discovery demands in ths proceeding may designate any

responsive document or portion thereof as confidential material, including documents
obtaned by them frm third pares puruant to discovery or as otherwse obtaed.
4. The pares, in conducting discovery from third paries, shall provide to each third

pary a copy of ths Order so as to infonn each such thid pary of his, her, or its rights
herein.

5. A designation of confidentiality shal constitute a representation in good faith and afer
caefu detennination that the material is not reasonably believed to be aleady in the

public domain and that counsel believes the material so designated constitutes
confdential material as defied in Paragraph 1 of
this Order.
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6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
portion or portions of the document considered to be confidential matería1. Confdential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
the CD or DVD or other
appropriate notice that identifies this proceeding,
on the face of
medium on which the document is produced. Masked or otherwise redacted copies of

documents may be produced where the portons deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portons have

been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrtive Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commssion and its employees, and personnel retaned by the Commssion as experts or

. consultants for this proceeding; (b) judges and other cour personnel of any court having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of
record for any respondent, theIr associated attorneys and other employees of

their law

fi(s), provided they are not employees of a respondent; (d) anyone retained to assist

outside counsel in the preparation or hearing of this proceeding including consultants,
provided they are not affliated in any way with a respondent and have signed an
agreement to abide by the terms of

the protective order; and (e) any witness or deponent

who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of ths
Order shall be only for the puroses of the preparation and hearing of this proceeding, or
any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commission may, subject to taking appropriate steps to preserve the confdentiality of
such material, use or disclose confidential material as provided by its RuIes of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. il the event that any confidential material is contaned in any pleading, motion, exhibit
or other paper fied or to be fied with the Secretar of the Commission, the Secreta

sha be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confdential material contained in the papers shall contiue to have in camera
treatment until further order of the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containig
confidential material, the filing pary shall fie on the public record a duplicate copy of
paper that does not reveal confidential materiaL. Furer, if
the
the
protection for any
such material expires, a par may file on the public record a duplicate copy which also

contans the formerly protected material.
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10. If counsel plans to introduce into evidence at the hearng any document or transcript
containing confidential material produced by another par or by a thrd party, they shall
provide advance notice to the other pary

or third par for puroses of allowing that

par to seek an order that the document or trancript be granted in camera treatment. If
that pary wishes in camera treatment for the document or trscript, the pary shall fie

an appropriate motion with the Administative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or trancript with the confdential material deleted therefrom may be
placed on the public record.

11. If any part receives a discovery request in any investigation or in any other
proceeding or matter that may require the disclosur of confdential material submitted by

the discovery request shall promptly notify
receipt of such request. Unless a shorter time is mandated by an order of
a cour, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of ths Protective Order and a
another par or thrd par, the recipient of

the submitter of

cover letter that will apprise the submitter of its rights hereunder. Nothing herein shall be

the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
construed as requiring the recipient of

relief

from the Adminstrative Law Judge or

the Commission. The recipient shal not

oppose the submitter's effort to challenge the disclosur of confidential material. In
addition, nothing herein shall
Rules of

Practice, 16 CFR 4.11

diected to the Commission.

Rule 4.1 I
the Commission's
(e) of
(e), to discovery requests in another proceeding that are

limit the applicabilty of

12. At the time that any consultant or other person retaned to assist counel in the
preparation of

ths action concludes partcipation in the action, such person shall retur to

counsel all copies of documents or portions thereof designated confidential that are in the
possession of such person, together with all notes, memoranda or other papers containing
confdential infonnation. At the conclusion of this proceedig, including the exhaustion
of judicial review, the paries shall retu documents obtaed in ths action to their
submitters, provided, however, that the Commission's obligation to retur documents
Rule 4.12 of
the Rules of
Practice, 16 CFR 4.12.

shal be governed by the provisions of

13. The provisions of
this Protective Order, insofar as they restrict the communcation
and use of confdential discovery material, shall, without Written pennission of the

submitter or fuer order of the Commission, continue to be binding afer the conclusion

of this proceeding.
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United States of America

FEDERA TRADE COMMISSION
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WASHIGTON, DC 20580
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Burau of Consumer Protection
Division of

Privacy and Identity Protection

October 29,2013

VIA FEDERA EXPRESS
Southeast Urology Network, P.C.
c/o Michael Alabaster
Suite 1

995 S. Yates Road
Memphis, 1N 38119
Re: In the Matter of

LabMD, Inc., FTC Docket No. 9357

Dear Mr. Alabaster:

The Commssion recently initiated an adjudicative proceeding against LabMD, Inc. The
Practice state tht "(c)ounsel for a pary may sign and issue a subpoena,
on a form provided by the Secretary (of the Commission), requirng a person to appear and give
testimony at the takng of a deposition to a pary requesting such subpoena. . . ." 16 C.F.R. §
3.34(a). Ths letter is to notify you that Complaint Counsel has issued a subpoena for your
deposition, which is enclosed. Please note that the date set fort in the enclosed documents for
the time of
your deposition is simply a placeholder; we look forward to working with you and
LabMD's counel to fid a mutualy convenient date for your deposition.
Commission's Rules of

Practice also provide that "(c)ounel for a par may sign and
the Commssion), commanding a
person to produce and permit inspection and copying of designated books, documents, or
The Commssion's Rules of

issue a subpoena, on a form provided by the Secretar (of

tangible thgs. . .." 16 C.F.R. § 3.34(b). Complait Counsel has also issued a subpoena duces
tecum for certain of

Southeast Urology

Network, P.Co's documents. The subpoena and its

schedule and exhbits are enclosed.

On August 29,2013, the Federal Trade Commssion's Offce of Administrative Law
Judges issued a Protective Order Governg Discovery Material (the "Protective Order") in the
above-referenced action. The Protective Order protects confdential information produced in
discovery in the case. A copy of
the Protective Order signed by Chief Administrative Law Judge
D. Michael Chappell is enclosed as an exhibit to the subpoena's schedule.
Any documents you produce to the Commssion that are

Protective Order. If

confdential must include the

the
you produce confidential docwnents in electronic format, such as on a CD

notice "CONFIDENTIAL - FTC Docket No. 9357," in accordance with paragrph 6 of

or other media, you may place the "CONFIDENTIAL - FTC Docket No. 9357" designation on
the CD.

I would be pleased to discuss the scheduling of your deposition and any issues regarding
production of documents at your earliest convenience. You may reach me at (202) 326-2999.
Sincerely,

Enclosures (2)
cc: Michael Pepson (via email)

Reed Rubinstein (via email)

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 a.F.R. § 3.34(a) (2010)
1. TO

2. FROM

Southeast Urology Network, P.C.
c/o Michael Alabaster

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Suite 1

995 S. Yates Road
Memphis, TN 38119

This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE
Laura Riposo VanDruff or other designated counsel

United States Attorney's Office

Interview Room 821
167 N. Main Street, Suite 800

5. DATE AND TIME OF DEPOSITION

Memphis, Tennessee 38103

December 6,2013, at 9:00 a.m.
6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. ADMINISTRATIVE LAW

JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Laura Riposo VanDruff, Complaint Counsel
Federal Trade Commission
601 New Jersey Ave, NW, Room-8100
Washington, DC 20001

Chief Judge D. Michael Chappell

Federal Trade Commission

(202) 326-2999

Washington, D.C. 20580
DATE SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 29,2013
GENERAL INSTRUCTIONS

APPEARANCE
this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.
The delivery of

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel
listed in Item 8.

with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be fied within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescribed

by the Rules of Practice.
FTC Form 70-C (rev. 1/97)

A copy of the Commission's Rules of Practice is available
online at http://bit.y/FTCRulesofPractice. Paper copies are

available upon request.
This subpoena does not require approval by OM8 under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certfy that a duplicate original of the within
subpoena was duly served: (chek /he method us
C in

person.

C by registered mail.
(ê by leaving copy at pnncipal offce or place of business, to wit:

Southeast Urology Network, P.C
Suite 1

995 S. Yates Road

Memphis, TN 38119 J_' (. )
Jr ~I Gtu-ØJf tJ:h~)'1,..213£ "~f.¡' fÁll-y ?i.Ml..l C,-u0t Nt. ~ t./ ((I) 2
on the person named herein on:

October 3D, 2013
(Month. day, and year)

Matthew Smith
(Name 01 person makng serce)

Paralegal
(OfclaJ UUe)

UNITED STATES OF AMERICA

BEFORE THE FEDERAL TRAE COMMISSION

)

In the Matter of

)

)

LabMD, Inc.,
a corporation

)

DOCKET NO. 9357

)
)

)

COMPLAINT COUNSEL'S NOTICE OF DEPOSITION
PURSUANT TO SUBPOENA TO
SOUTHEAST UROLOGY NETWORK, P.e.
the Federal Trade

PLEASE TAKE NOTICE, pursuant to Rules 3.33(a) and (c)(l) of

Practice, 16 C.F.R. §§ 3.33(a) and (c)(l), that Complaint Counsel will
take the deposition of Southeast Urology Network, P.C. ("Southeast Urology Network") or its
designee(s), who shall testify on Southeast Urology Network's behalf about matters known or
reasonably available to Southeast Urology Network.
Commission's Ru1es of

DEFINITIONS
1. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination of
information, regardless of
the means by which it is
accomplished, and includes all communcations, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.
2. The term "Containing" means containing, describing, or interpreting in whole or in part.
3. The terms "each," "any," and "all" shall be construed to have the broadest meanng

whenever necessar to bring within the scope of any document request all documents that
might otherwse be constred to be outside its scope.

4. "Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwse be constred to be within the scope of

any document request.

5. "LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, offcers, employees, and agents.
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6. "Or" as well as "and" shall be constred both conjunctively and disjunctively, as

necessar, in order to bring within the scope of any document request all documents that
otherwse might be construed to be outside the scope.

7. The term "Person" means any natural person, corporate entity, parnership, association,
joint venture, governmental entity, or other legal entity.

8. "Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of
birt; (e) Social Security number; (f) medical record number; (g) ban
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
9. The terms "Relate" or "Relating to" mean discussing, constituting, commenting,

containing, concerning, embodying, summarzing, reflecting, explaining, describing,
analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

10. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

11. "You" or "Your" means Southeast Urology Network, P.C.
12. The use of

the singular includes the plural, and the plural includes the singular.

the verb in all other tenses.

13. The use ofa verb in any tense shall be constred as the use of

DEPOSITION TOPICS
Southeast Urology Network, P.C. ("'Southeast Urology Network") is advised that it must
designate one or more offcer, director, managing agent, or other Person who consents to testify
on its behalf, and may set forth, for each Person designated, the matters on which he or she will
testify. The Persons so designated shall testify as to matters known or reasonably available to
Southeast Urology Network relating to the following topics:

the Federal Trade
Practice, 16 C.F.R. § 3.43, of documents produced in response to
the Federal Trade Commission's separate subpoena duces tecum to Southeast Urology
Network, P.C.

1. The authenticity and admissibilty under the provisions of

Rule 3.43 of

Commission's Rules of

2. Southeast Urology Network's relationship with LabMD.

3. The installation, operation, management, use, and support of computer hardware and
software provided to Southeast Urology Network by LabMD.
-2-

4. The types and volumes of personal information transmitted between Southeast Urology

Network and LabMD.
5. The means by which personal information, including patient information and lab results,

are transmitted between Southeast Urology Network and LabMD.
6. Southeast Urology Network's Communications with LabMD, including contracts

between Southeast Urology Network and LabMD and any guidance LabMD provided to
Southeast Urology Network related to Southeast Urology Network's use of

hardware and

software provided to Southeast Urology Network by LabMD.

7. Any Secunty Incidents at LabMD.

October 29,2013

By: .

_tJh~

Alain Sheer
Laura Riposo VanDruff
Megan
Cox
Margaret Lassack
RyanMehm

Complaint Counsel
Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100

Washington, D.C. 20580
Telephone: (202) 326-2999 (Vanrut)

Facsimile: (202) 326-3062
Electronic mail: Ivandruff@ftc.gov
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CERTIFICATE OF SERVICE
This is to certfy that on October 29,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennylvania Avenue, NW, Suite 650
Washigton, D.C. 20006

michael.pepson@causeofaction.org
Reed Rubinstein

Dinsmore & ShoW, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washington, D.C. 20004
reed.rubinsein@dinsmore.com

Counsel for Respondent LabMD, Inc.

October 29, 2013

By:
Matthe Smith

Federal Trade Commission
Bureau of Consumer Protection

-4-

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

Southeast Urology Network, P.C.
c/o Michael Alabaster

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

Suite 1

995 S. Yates Road
Memphis, TN 38119

This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things, at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.
3. PLACE OF PRODUCTION

4. MATERIAL WILL BE PRODUCED TO

Matthew Smith

Matthew Smith

Federal Trade Commission
601 New Jersey Avenue, N.W.

5. DATE AND TIME OF PRODUCTION

Room NJ-8100

November 27, 2013

Washington, D.C. 20001

6. SUBJECT OF PROCEEDING

In the Matter of LabMD, Inc., Docket 9357

7. MATERIAL TO BE PRODUCED

See attached Schedule and Exhibits, including the Protective Order Governing Discovery MateriaL.

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Megan Cox, Complaint Counsel

Chief Judge D. Michael Chappell

DATE

Federal Trade Commission

Federal Trade Commission
601 New Jersey Ave, N.W., Room NJ-8100
Washington, DC 20001

Washington, D.C. 20580

(202) 326-2282

SIGNED

~Cy

SIGNATURE OF COUNSEL ISSUING SUBPOENA

October 29, 2013

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be fied within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 70-E (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance.
You should present your claim to counsel
listed in Item 9 for
payment. If you are permanently or temporarily living
somewhere other than the address on this subpoena and it
would require excessive travel for you to appear, you must get
prior approval from counsel

listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at http://bit ly/FTCRulesofPractice. Paper copies are

available upon request.
This subpoena does not require approval by OMB under
the Paperwork Reduction Act of 1980.

RETURN OF SERVICE
I hereby certify that a duplicate original of the within
subpoena was duly servd: (check Uie me used
(' In person.

(' by registered mail.

(ë by leaving copy at principal offce or place of business, to wit:

Southeast Urology Network, P.C
995 S. Yates Road, Suite 1
Memphis, TN 38119

Jrhl¡/pp-ø I/ dÆÁr2r 2¿;;Æ4lWn,jt-t J./w¡ ;i~ll,t/Ø:M/~' ~t ~)(2)
on the person named herein on:

October 3D, 2013
(Month. day, and year)

Mathew Smith
(Name of peon makng servce)

Paralegal
(Ofci tiue)

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRAE COMMISSION

)
)

In the Matter of

)

LabMD, Inc.,
a corporation

)

DOCKET NO. 9357

)

)
)

COMPLAINT COUNSEL'S SCHEDULE FOR
PRODUCTION OF DOCUMENTS PURSUANT TO SUBPOENA TO
SOUTHEAST UROLOGY NETWORK, P.e.
Pursuant to Complaint Counsel's attached Subpoena Duces Tecum issued October 29,
Practice § 3.34(b), Complaint Counsel requests that the
following material be produced to the Federal Trade Commission, 601 New Jersey Avenue,
2013, under Commission Rule of

N.W., Washigton, DC 20001.

DEFINITIONS

1. "All documents" means each document, as defined below, that can be located,
discovered or obtained by reasonable, diligent efforts, including without limitation all
documents possessed by: (a) you, including documents stored in any personal electronic
mail account, electronic device, or any other location under your control, or the control of
your offcers, employees, agents, or contractors; (b) your counsel; or (c) any other person
or entity from which you can obtain such documents by request or which you have a legal
right to bring within your possession by demand.
2. The term "Communication" includes, but is not limited to, any transmittal, exchange,
transfer, or dissemination ofinformation, regardless of
the means by which it is
accomplished, and includes all communications, whether wrtten or oral, and all
discussions, meetings, telephone communications, or email contacts.
3. "Complaint" means the Complaint issued by the Federal Trade Commission in the

above-captioned matter on August 28,2013.
4. The term "Containing" means containing, describing, or interpreting in whole or in par.

5. "Document" means the complete original and any non-identical copy (whether different
from the original because of notations on the copy or otherwise), regardless of origin or
-1-

location, of any written, typed, printed, transcribed, fimed, punched, or graphic matter of
every type and description, however and by whomever prepared, produced, disseminated

;..1

or made, including, but not limited to, any advertisement, book, pamphlet, periodical,
contract, correspondence, fie, invoice, memorandum, note, telegram, report, record,
handwritten note, working paper~ routing slip, chart, graph, paper, index, map, tabulation,
manual, guide, outlne, script, abstract, history, calendar, diary,
journal, agenda, minute,
code book or labeL. "Document" shall also include electronically stored information
("ESI"). ESI means the complete original and any non-identical copy (whether different

from the original because of notations, different metadata, or otherwse), regardless of

origin or location, of any electronically created or stored information, including, but not
limited to, electronic mail, instant messaging, videoconferencing, and other electronic
correspondence (whether active, archived, or in a deleted items folder), word processing
fies, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or
electronic tapes, disks, computer fies, computer or other drives, thumb or flash drves,
cell phones, Blackberry, PDA, or other storage media, and such technical assistance or
instructions as wil enable conversion of such ESI into a reasonably usable form.
6.

The terms "each," "any," and ..all" shall be construed to have the broadest meaning
whenever necessar to bring withn the scope of any document request all documents that
might otherwise be construed to be outside its scope.

7.

.'Includes" or "including" means "including, but not limited to," so as to avoid
excluding any information that might otherwse be construed to be within the scope of
any document request.

8.

"LabMD" means LabMD, Inc., the named defendant in the above-captioned matter, and
its directors, officers, employees and agents.

9.

"Or" as well as .'and" shall be construed both conjunctively and disjunctively, as
necessar, in order to bring withn the scope of any document request all documents that

otherwise might be construed to be outside the scope.
10.

The term ..Person" means any natual person, corporate entity, partnership, association,

joint ventue, governental entity, or other legal entity.
1 1.

'.Personal Information" means individually identifiable information from or about an
individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, including street name and name of city or
town; (d) date of

birth; (e) Social Security number; (f) medical record number; (g) ban

routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; 0)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a '.cookie" or processor serial number.
12.

The terms "Relate" or "Relating to" mean discussing, constituting, commenting,
containing, concerning, embodying, sumarizing, reflecting, explaining, describing,
-2-

analyzing, identifying, stating, referring to, dealing with, or in any way pertaining to, in
whole or in par.

13. "Security Incident" means any instance of attempted or actual unauthorized access to or
unauthorized disclosure of

personal information maintained by or for LabMD.

14. "Subpoena" means the Subpoena to Southeast Urology Network, P.C., including this

Schedule and Exhibits, and including the Definitions, Instructions, and Specifications.
15. "You" or "Your" means Southeast Urology Network, P.C.

16. The use of the singular includes the plural, and the plural includes the singular.

the verb in all other tenses.

17. The use of a verb in any tense shall be construed as the use of

INSTRUCTIONS

1. Applicable Time Period: Unless otherwise specified, the time period covered by a
document request shall be limited to the period from January 1,2005 to present.

Practice § 3.34(c), any
motion to limit or quash this subpoena must be fied withi ten days of service thereof.

2. Petitions to Limit or Quash: Pursuant to Commssion Rule of

3. Protective Order: On August 29, 2013, the Court entered a Protective Order governing

the protective order is enclosed as Exhibit A,
with instructions on the handling of confidential infonnation.
discovery material in this matter. A copy of

4. Document Identification: Documents that may be responsive to more than one
specification of
this Subpoena need not be submitted more than once; however, your
response should indicate, for each document submitted, each specification to which the
document is responsive. If any documents responsive to ths Subpoena have been
previously supplied to the Commission, you may comply with this Subpoena by
identifying the document(s) previously provided and the date of

submission. Documents

should be produced in the order in which they appear in your fies or as electronically
stored and without being manipulated or otherwise rearanged; if documents are removed

from their original folders, binders, covers, containers, or electronic source in order to be
produced, then the documents shall be identified in a maner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such
documents came. In addition, number by page (or fie, for those documents produced in
native electronic format) all documents in your submission, preferably with a unique
Bates identifier, and indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic fies) may be submitted in lieu of
original documents, provided that the originals are retained in their state at the time of
receipt of

ths Subpoena. Furher, copies of originals may be submitted in lieu of

-3-

originals only if
they are tre, correct, and complete copies of
the original documents;
provided, however, that submission of a copy shall constitute a waiver of any claim as to

the authenticity of the copy should it be necessar to introduce such copy into evidence in

any Commission proceeding or cour of law; and provided further that you shall retain the
original documents and produce them to Commission staff upon request. Copies of

materials shall be produced in color if necessary to interpret them or render them
intellgible.
6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health
information of any individual, please contact the Commission counsel named above
before sending those materials to discuss ways to protect such information during
production. For purposes of
these requests, sensitive personally identifiable information
includes: an individual's Social Security number alone; or an individual's name or
address or phone number in combination with one or more of

the following: date of

birt,

Social Security number, driver's license number or other state identification number, or a
foreign country equivalent, passport number, financial account number, credit card
number, or debit card number. Sensitive health information includes medical records and
other individually identifiable health information relating to the past, present, or futue
physical or mental health or conditions of an individual, the provision of
individual, or the past, present, or future payment for the provision of

health care to an
health care to an

individuaL.

7. Scope of Search: These requests relate to documents that are in your possession or under
your actual or constructive custody or control, including, but not limited to, documents
and information in the possession, custody, or control of your attorneys, accountants,
directors, offcers, employees, or other agents or consultants, whether or not such
documents were received from or disseminated to any other person or entity.
8. Claims of

Privilege: Pursuant to the Federal Trade Commission's Rule of

Practice

3.3 8A, 16 C.F.R. § 3.3 8A, if any documents are witheld from production based on a

claim of privilege or any similar claim, you shall provide, not later than the date set for
production of materials, a schedule that describes the nature of the documents,
communications, or tangible things not produced or disclosed in a maner that will
enable Complaint Counsel to assess the claim of privilege. The schedule shall state
individually for each item witheld: (a) the document control number(s); (b) the full title
(if the withheld material is a document) and the full fie name (if the witheld material is
in electronic form); (c) a description of
the material withheld (for example, a letter,
memorandum, or email), including any attachments; (d) the date the material was created;
(e) the date the material was sent to each recipient (if different from the date the material
was created); (f) the email addresses, if any, or other electronic contact information to the
extent used in the document, from which and to which each document was sent; (g) the
names, titles, business addresses, email addresses or other electronic contact information,
and relevant affiiations of all authors; (h) the names, titles, business addresses, email
addresses or other electronic contact information, and relevant affliations of all recipients
of the material; (i) the names, titles, business addresses, email addresses or other
-4-

electronic contact information, and relevant affiliations of all persons copied on the
material; G) the factual basis supporting the claim that the material is protected (for
example, that it was prepared by an attorney rendering legal advice to a client in a
confdential communication, or prepared by an attorney in anticipation oflitigation
regarding a specifically identified claim); and (k) any other pertinent information

;..,

necessary to support the assertion of protected status by operation oflaw. If only par of
a responsive document is privileged, all non-privileged portions of

the document must be

produced.
9.

Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a
Records of
Regularly Conducted Activity, which may reduce the need to
subpoena you to testify at future proceedings in order to establish the admissibilty of
documents produced in response to this subpoena. You are asked to execute this
Certification and provide it with your response.
Certification of

10.

Continuing Nature of
Requests: This request for documents shall be deemed continuing
in nature so as to require production of all documents responsive to any specification
included in this request produced or obtained by you prior to the close of discovery,
which is March 5, 2014.

11.

Document Retention: You shall retain all documentar materials used in the preparation
of
responses to the specifications ofthis Subpoena. We may require the submission of
additional documents at a later time. Accordingly, you should suspend any routine
procedures for document destruction and take other measures to prevent the destruction
of documents that are in any way relevant to this litigation during its pendency,
irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise.

12.

Electronic Submission of Documents: The followig guidelines refer to the production
of any Electronically Stored Information ("ESI") or digitally imaged hard copy
documents. Before submitting any electronic production, you must confirm with
Commission counsel named above that the proposed formats and media types will be
acceptable to the Commission. The FTC requests Concordance load-ready electronic
productions, including DAT and OPT load fies.
(1) Electronically Stored Information: Documents created, utilzed, or maintained

in electronic format in the ordinar course ofbusIness should be delivered to the
FTC as follows:
(a) Spreadsheet and presentation programs, including but not limited to Microsoft
Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint
fies, must be produced in native format with extracted text and metadata.
Data compilations in Excel spreadsheets, or in delimited text formats, must
contain all underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured data
document systems) must include a database schema that defines the tables,
-5-

fields, relationships, views, indexes, packages, procedures, fuctions, queues,

triggers, types, sequences, materialized views, synonyms, database links,
directories, Java, XML schemas, and other elements, including the use of any
report writers and custom user data interfaces;

(b) All ESI other than those documents described in (l)(a) above must be
provided in native electronic format with extracted text or Optical Character
Recognition ("OCR") and all related metadata, and with corresponding image
renderings as converted to Group iv, 300 DPI, single-page Tagged Image File
Format ("TIFF") or as color JPEG images (where color is necessar to

interpret the contents); and

(c) Each electronic fie should be assigned a unique document identifier
("DocID") or Bates reference.

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course
of
business should be submitted in an electronic format when at all possible.
These documents should be true, correct, and complete copies of the original
documents as converted to TIFF (or color JPEG) images with corresponding
document-level OCR text. Such a production is subject to the following
requirements:

(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and
(b) Logical document determination should be clearly rendered in the

accompanying load fie and should correspond to that of the original
document; and

(c) Documents shall be produced in color where necessar to interpret them
or render them intellgible.
(3) For each document electronically submitted to the FTC, you should include the

following metadata fields in a standard ASCII delimited Concordance DA T file:
(a) For electronic mail: begin Bates or unique document identification

number ("DocID"), end Bates or DodD, mail folder path (location of
email in personal folders, subfolders, deleted or sent items), custodian,
from, to, cc, bcc, subject, date and time sent, date and time received, and
complete attachment identification, including the Bates or DodD of
the
attachments ("AttachIDs") delimited by a semicolon, MD5 or SHA Hash
value, and link to native file;
(b) For email attachments: begin Bates or DocID, end Bates or DocID,

parent email ID (Bates or DocID), page count, custodian, source.
location/fie path, file name, fie extension, file size, author, date and time
-6-

created, date and time modified, date and time pnnted, MD5 or SHA Hash
value, and link to native fie;

(c) For loose electronic documents (as retneved directly from network file

stores, hard drves, etc.): begin Bates or DocID, end Bates or DocID, page
count, custodian, source media, fie path, fiename, fie extension, file size,
author, date and time created, date and time modified, date and time
pnnted, MD5 or SHA Hash value, and link to native file; and
(d) For imaged hard-copy documents: begin Bates or DocID, end Bates or

DocID, page count, source, and custodian; and where applicable, file
folder name, binder name, attachment range, or other such references, as
necessary to understand the context of the document as maintained in the
ordinar course of
business.
(4) If

you intend to utilze any de-duplication or email threading software or services

when collecting or reviewing information that is stored in your computer systems
or electronic storage media, or if your computer systems contain or utilize such
software, you must contact the Commission counsel named above to determine
whether and in what manner you may use such softare or services when

producing materials in response to this Subpoena.
(5) Submit electronic productions as follows:

(a) With passwords or other document-level encrytion removed or otherwise

provided to the FTC;
(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media;
(c) All electronic media shall be scaned for and free of

viruses;

(d) Data encryption tools may be employed to protect pnvileged or other

personal or private information. The FTC accepts TrueCrypt, PGP, and
SecureZip encrypted media. The passwords should be provided in
advance of delivery, under separate cover. Alternate means of encryption
should be discussed and approved by the FTC; and
all packages containing electronic media sent
through the U.S. Postal Service or other delivery services as follows:

(e) Please mark the exterior of

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.
(6) All electronic files and images shall be accompanied by a production

transmittal letter, which includes:
-7-

(a)

A sumar of
the number of
records and all underlying
images, emails, and associated attachments, native files, and databases in
the production; and

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if
submitted in paper form, the box number containing such documents. If
the index exists as a computer fie(s), provide the index both as a printed
hard copy and in machine-readable form (provided that the Commission
counsel named above determines prior to submission that the machinereadable form would be in a format that allows the agency to use the
computer fies). The Commission counsel named above wil provide a
sample index upon request.

We have included a Bureau of Consumer Protection Production Guide as Exhibit C. This
guide provides detailed directions on how to fully comply with this instruction.

13. Documents No Longer In Existence: If documents responsive to a particular
specification no longer exist for reasons other than the ordinary course of business or the
implementation of a document retention policy but you have reason to believe have been
in existence, state the circumstances under which they were lost or destroyed, describe
the documents to the fullest extent possible, state the specification(s) to which they are
responsive, and identify Persons having knowledge of the content of such documents.

you are unable to answer any question fully, supply such
information as is available. Explain why such answer is incomplete, the efforts made by
you to obtain the information, and the source from which the complete answer may be
obtained. If
books and records that provide accurate answers are not available, enter best
estimates and describe how the estimates were derived, including the sources or bases of

14. Incomplete Records: If

such estimates. Estimated data should be followed by the notation "est." If

there is no

reasonable way for you to make an estimate, provide an explanation.
15. Questions: Any questions you have relating to the scope or meaning of anything in this
request or suggestions for possible modifications thereto should be directed to Laura
Vanruff, at (202) 326-2999, or Megan Cox, at (202) 326-2282. Documents responsive

Matthew Smith, Federal Trade
Commission, 601 New Jersey Avenue, N.W., Washington, D.C. 20001, and delivered
between 8:30 a.m. and 5:00 p.m. on any business day to the Federal Trade Commission.
to the request shall be addressed to the attention of
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SPECIFICATIONS
Demand is hereby made for the followig documents:
1. All contracts between you and LabMD.
2. All documents related to how patient information and lab results are transmitted between
you and LabMD.
3. All communications between you and LabMD regarding any security incident.

October 29,2013

BY:~~
Al
Laura Riposo Vanruff
Cox
Margaret Lassack
Megan

RyanMehm
Complaint Counsel

Bureau of Consumer Protection
Federal Trade Commission
600 Pennsylvania Avenue, NW
Room NJ-8100
Washington, D.C. 20580
Telephone: (202) 326-2282 (Cox)

Facsimile: (202) 326-3062
Electronic mail: mcoxl@ftc.gov

-9-

CERTIFICATE OF SERVICE
This is to certify that on October 29,2013, I served via electronic mail delivery a copy of
the foregoing document to:
Michael D. Pepson
Regulatory Counsel
Cause of Action
1919 Pennsylvania Avenue, NW, Suite 650
Washington, D.C. 20006
michae1.pepson@causeofaction.org

Reed Rubinstein
Dinsmore & Shohl, LLP
801 Pennsylvana Avenue, NW
Suite 610
Washigton, D.C. 20004

reed.rubinsein@dinmore.com
Counsel for Respondent LabMD, Inc.

October 29,2013

By:

~

Matthew Sooth
Federal Trade Commission
Bureau of Consumer Protection
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Exhibit A

~¡

UNITED STATES OF AMERICA
FEDERAL TRADE COMMSSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.~
a corporation,

Respondent.

)

)
)
)

DOCKET NO. 9357

)

)
)

PROTECTIVE ORDER GOVERNG DISCOVERY MATERIL
Commission Rile 3.31 (d) states: "In order to protect the parties and thrd paries

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set fort in the appendix to this section." 16 C.F.R.
§ 3.31(d). Pursuant to Commission Rule 3.3
1 (d), the protective order set fort in the
appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:Dm c~dI
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29,2013

ATTACHMENT A
For the puiose of
protecting the interests of
the pares and third paries in the
above-captioned matter against improper use and disclosure of confidential information

submitted or produced in connection with this matter:

IT is HEREBY ORDERED THAT this Protective Order Governng
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.
1. As used in ths Order, "confidential material" shall refer to any document or portion
thereof

that contai privileged, competitively sensitive information, or sensitive personal

information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit cad or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable wrting, recording, transcript of oral
testimony, or electronically stored information in the possession of a pary or a third
par. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any ofits
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses of
this proceeding.
2. Any document or porton thereof submitted by a respondent or a third par during a
Federal Trade Commission investigation or during the course of
this proceeding that is
entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of
the Commission,
as well as any information taken from any portion of such document, shall be treated as
confdential material for purposes of this Order. The identity of a third par submitting
such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The paries and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwse obtained.
4. The paries. in conducting discovery from third pares, shall provide to each third
pary a copy of

ths Order so as to inform each such third pary of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determnation that the material is not reasonably believed to be aleady in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Paragraph 1 of
this Order.

2

6. Material may be designated as confdential by placing on or affixing to the document
containing such material (in such maner as wiI not intedere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of
the
porton or portions of

the document considered to be confdential material. Confdential

information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confdential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultats for this proceeding; (b) judges and other cour personnel of any cour having
jurisdiction over any appellate proceedings involving ths matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
firn(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of this proceeding including consultants,

provided they are not afliated in any way with a respondent and have signed an

the protective order; and (e) any witness or deponent
who may have authored or received the information in question.
agreement to abide by the terms of

8. Disclosure of confidential material to any person described in Paragraph 7 of
Order shall be only for the puroses of

the preparation and hearng of

ths
this proceeding, or

any appeal therefrom, and for no other purose whatsoever, provided, however, that the

Commssion may, subject to taking appropriate steps to preserve the confidentiality of
Practice;
sections 6(f) and 21 of
the Federal Trade Commission Act; or any other legal obligation
such material, use or disclose confidential material as provided by its Riles of

imposed upon the Commission.

9. In the event that any confidential material is contaied in any pleading, motion, exhibit
or other paper filed or to be filed with the Secretar ofthe Commission, the Secreta

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third par, the

pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until furer order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or afer filing any paper containing
confidential material, the filing party shall file on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Furer, if
the protection for any
such material expires, a pary may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.
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10. If counsel plans to introduce into evidence at the hearing any document or transcript
containing confidential material produced by another pary or by a thd part, they shall
provide advance notice to the other pary or third part for puroses of allowing that

par to seek an order that the document or trancript be granted in camera treatment. If

that pary wishes in camera treatment for the document or transcript, the party shall fie
an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or trscript with the confdential material deleted therefrom may be

placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confdential material submitted by
another par or third par, the recipient of
the discovery request shall promptly notify
the submitter of
receipt of such request. Unless a shorter time is mandated by
an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of
this Protective Order and a
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
construed as requiring the recipient of
the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself to any penalties for non"compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential material. In
addition, nothng herein shall
limit the applicability of
the Commission's
Rule 4.11 (e) of
Rules of
Practice, 16 CFR 4.11(e), to discovery requests in another proceeding that are
directed to the Commission.

12. At the time that any consultant or other person retained to assist counel in the
preparation of ths action concludes participation in the action, such person shall return to
counsel all copies of document.c; or portions thereof designated confidential that are in the

possession of such person, together with all notes, memoranda or other papers containing
confidential information. At the conclusion of ths proceeding, including the exhaustion
of judicial review, the parties shal return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of

Rule 4.12 of

the Rules of

Practice, 16 CFR 4.12.

13. The provisions of
this Protective Order, insofar as they restrict the communication
and use of confidential discovery material, shall, without written permission of the

submitter or fuher order of the Commission, continue to be binding afer the conclusion

of this procedig.
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Exhibit B

CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY
Pursuant to 28 U.S.c. § 1746

1.

, have personal knowledge of the facts set forth below

I,

and am competent to testify as follows:

the records produced by Southeast Urology

2. I have authority to certify the authenticity of

Network, P.C. and attached hereto.
3. The documents produced and attached hereto by Southeast Urology Network, p.e. are

originals or true copies of records of regularly conducted activity that:
a) Were made at or near the time of

the occurence of

the matters set forth by, or

from information transmitted by, a person with knowledge of those matters;

the regularly conducted activity Southeast Urology

b) Were kept in the course of

Network, P.C.; and
c) Were made by the regularly conducted activity as a regular practice of

Urology Network, P.C.

I certify under penalty of perjury that the foregoing is tre and correct.
Executed on

,2013.

Signature

Southeast

Exhibit C

BCP PRODUCTION
GUIDE

As of

Bureau of Consumer Protection Production Guide

An eDiscovery Resource
i
This guide explains what the Bureau of
Consumer Protection (BCP) at the Federal
Trade Commission (Commission) generally requires in response to a Civil Investigative
Demand (CID) or a subpoena. The suggested formats are based on BCP's experience
with many different submissions; follow them to organize your submission and minimize
the chance of
incompatibility with BCP's processes and systems.

This resource is intended as guidance and does not supersede instructions in any
ciD or subpoena. Please contact the Commission counsel identified in CID or subpoena

to discuss any specific issues you may have with collecting, formatting, or submitting
documents.
1. Getting Started: Protocols for All Submissions

Before processing documents in response to a formal request, please note: The
following protocols apply to ALL formats submitted to BCP. BCP has additional
requirements pertining to metadata, format, etc., for certain types of documents. See
section 2 of
these instructions (entitled "Preparing Collections") for details.
a. Concordance Version and Load Files

BCP uses LexisNexis@ Concordance@2008 v 10.05. With the production, you
must submit:

· an Opticon image load fie (OPT) containing a line for every image
fie in the production, and

· a Concordance delimited data load fie (DA T) containing a line for
every document in the production, with Bates references, metadata
fields, and native fie links where applicable.
b. Virus Scanning
All electronic documents and production media shall be scanned and free of
viruses prior to shipping to BCP. BCP wil request replacement for any infected media,
which may affect the timing of
your compliance with BCP's request.
c. Extracted Text IOCR
Submit text:

· as document-level text fies,
· named for the beginning Bates number, and
· organized into a folder separate from images.
BCP cannot accept Unicode text files and wil request replacement files if
received.

08118/2011

d. Deduplication

You must have the approval of Commission counsel to globally de-dupe or to
apply email threading. You do not need prior approval of Commission counsel to
deduplicate within a custodian's document set.
e. Labeling & Numbering Files

For image fie names, bates numbers and document identification numbers (Doc
numerals to prevent issues with image display, using
leading zeros where necessary. Do not use a space to separate the prefix from numbers.
IDs), use a consistent number of

Acceptable formats (as long as you are consistent)
· ABC-FTCOOOOOO I
· ABCFTCOOOOOO I
Unacceptable format

· ABC 000000 I
f. Recommended Delimiters
BCP strongly recommends using these delimiters in delimited data load fies:
D escriptlOn

S
symb 0I

Field Separator
Quote Character
Multi Entry delimiter
-(Return:: Value in data

0
p
@

~

ASCII Ch aracter

20
254
174
126

g. Image Files

BCP only accepts image fies that are:
· 300 DPI
· single-page Group iV TIFF fies

· or color lPEG image fies where color is necessary to interpret
content
h. Date & Time Format

Submit date and time data in separate fields so Concordance can load it.

2. Preparing Collections

a. Preparing Scanned Documents

Submit TIFF (or color lPEG) images with OCR text
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Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.
Document Info I
Metadata

Description

Beginning Bates number

Ending Bates number
Page Count
Custodian

The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document
Mailbox where the email resided

Concordance Field

Name
BEGBATES

ENDBATES

PGCOUNT
CUSTODIAN

b. Preparing Email & Attachments

Email: Submit TIFF images with extracted text of email

Attchments:
· Submit Microsoft Excel and PowerPoint fies in native
format with extracted text and metadata.

· Submit Microsoft Access files and other multimedia fies
in native format with metadata only.
· Submit other files and attachments as images with extracted
text and metadata.

Metadata & Other Information Requirements
· Preserve the parent/child relationship in email by including
a reference to all attachments.
· Produce attachments as separate documents and number

them consecutively to the parent emaiL.

· Include the following metadata fields and information in
the delimited data load fie. Alongside each piece of
information, BCP recommends a corresponding field name
for the delimited data load fie.
Metadata for Emails
Document Info I
Metadata
Beginning Bates number

Ending Bates number
Page Count

Description
The beginning bates number for the
document
The ending bates number for the
document
The total number of
pages in the
document

Concordance Field

Name
BEGBATES
ENDBATES

PGCOUNT
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Custodian

Mailbox where the email resided
the email

CUSTODIAN

To

Recipient(s) of

From

The person who authored the email

FROM

CC

Person(s) copied on the email

CC

BCC

Person(s) blind copied on the email

BCC

Date Sent

Date the email was sent

DATE

Time Sent

Time the email was sent

TIMESENT

Subject

Subject line of email

SUBJECT

Date Received

Date the email was received

DATERCVD

Time Received

Time the email was received
The beginning bates number(s) of

TIMERCVD

Child records

(attachments)

attchments delimited by comma

Location or "Path"

Location of email in personal

Message ID

RECIPIENT

SENT

ATTACHMNTID

folders/De1eted Items/Sent Items

FILEPATH

MS Outlook Message ID or similar
number in other message systems

MESSAGEID

Metadata for Attachments
Document Info /
Metadata
Beginning Bates number

Ending Bates number
Page Count
Custodian

Parent Record
Creation Date

Concordance Field

Description

Name

The beginning bates number for the
document
The ending bates number for the
document
The total number of

pages in the

document
The name of

the original custodian of

the file
Beginning bates number of

parent

email
The date attachment was saved at the
location on the electronic media for

BEGBATES

ENDBATES

PGCOUNT
CUSTODIAN
PARENTID

CREATEDATE

the first time
Creation Time

The time the attchment was saved at
the location on the electronic media

CREATETIM

for the first time

Modified Date

The date/time the attachment was last
changed, and then saved

Modified Time

The time the attachment was last
changed, and then saved
The time the attachment was last
opened, scanned, or even "touched"

Last Accessed Date

MODDATE
MODTIME
LASTACCDATE

by a user or softare activity

Last Accessed Time

The time the attachment was last
opened, scanned, or even "touched"

LASTACCTIME

by a user or softare activity
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The amount of space the fie taes up

on the electronic media. Usually
recorded in kilobytes, however may
be reported in single bytes

Size

The name of

File Name

FILESIZE

the attachment including

the extension denoting the application

FILENAME

in which the fie was created
Relative path of submitted native fies

Native link

NATIVELIN

such as Excel spreadsheets
The SHA (Secure Hash Algorithm) or
MD5 (Message Digest) hash for the
HASH
original native fie if available

Hash

c. Preparing Native Files

a. Submit Microsoft Access, Excel, and PowerPoint files in native
format with extracted text and metadata.
b. Submit other fies and attachments as images with extracted text and

metadata.

Metadata & Other Information Requirements
Include the following metadata fields and information in the delimited data load
fie. Alongside each piece of information, BCP recommends a corresponding field name
for the delimited data load fie.

Metadata an dother. infìormation requirements
Document Info /
Meta

data

BeginniD! Bates number
Ending Bates number
Page Count
Custodian

Creation Date

Creation Time

Modified Date

Modified Time
Last Accessed Date

fì

or native fi
i es

Description
The beeinning bates number for the document
The ending bates number for the document
The total number of
DageS in the document
The name ofthe original custodian of
the file
The date attchment was saved at the location on

the electronic media for the first time
The time the attachment was saved at the

Concordance
Field Name
BEGBATES
ENDBATES
PGCOUNT
CUSTODIAN

CREATEDATE

location on the electronic media for the first time

CREATETIME

The date/time the attachment was last changed,
and then saved

MODDATE

The time the attachment was last changed, and
then saved
The time the attachment was last opened,
scanned, or even "touched" by a user or softare

MODTIME
LASTACCDA TE

activity
The time the attachment was last opened,
Last Accessed Time

Size

scanned, or even "touched" by a user or softare

activity
The amount of space the fie takes up on the
electronic media. Usually recorded in kilobytes

LASTACCTIME
FILESIZE
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The name of

File Name

the fie including the extension

denoting the application in which the fie was
created
Relative path of submitted native fies

Native link

The SHA (Secure Hash Algorithm) or MD5

Hash

Hash for the original native fie if

available

FILENAME

NATIVELIN
HASH

3. Submitting Your Production

Once you've prepared documents according to this guide, follow these
instructions to submit them to BCP.

a. Media BCP Accepts
Submit any of

the following:
· For Productions under 10 gigabytes:

o CD-R CD-ROM optical disks formatted to iso 9660
specifications

o DVD-ROM optical disks for Windows-compatible personal
computers
o USB 2.0 flash drives
· For Productions Ql 10 gigabytes

o IDE, EIDE and SAT A hard disk drives, formatted in
Windows-compatible, uncompressed data in a USB 2.0
external enclosure
o USB 2.0 flash drives
b. Submit a Production Transmittal Letter
For any format, accompany the submission with a letter that includes all of

following:

the

· volume name,
· Bates ranges and custodians,

· total number of records,
· total number of images or fies,
· list of fields in the order in which they are listed in the data files,
· date and time format, and
· confirmation that the number of

fies on the volume match the load

fies.
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EXHIBIT 2

~

UNITED STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580
Offce of I.he Secretary

August 28, 2013
Stephen F. Fusco, Esq.
Counsel for Respondent LabMD, Inc.
LabMD, Inc.
2030 Powers Ferry Road
Building 500
Suite 520
Atlanta, Georgia 30339

Re: In the Matter of LabMD, Inc.
Docket No. 9357

Dear Stephen:
Enclosed is the official service copy ofthe in camera versIon of
the Administrative
Complaint ("Complaint") issued in the above-captioned matter. As recited in the Complaint and pursuant to Rule 3.12 of the Commission's Rules of

Practice, 16 C.F.R. § 3.12 - "(al

respondent shall fie an answer within 14 days after being served with the complaint."! This

letter serves to notify you of certain policies affecting Part 3 administrative proceedings.
1. Notices of Appearance

Pursuant to Rule 4.1(d), 16 C.F.R. § 4.1(d), "any attorney desiring to appear before the
Commission or an Administrative Law Judge on behalf of a person or pary shall fie with the
Secretary of
the Commission a written notice of appearance." A copy of
the Notice of
Appearance form is available online at http://www.ftç,ovltc/ftc-232.¡¿. All attorneys

appearing on behalf of the parties, or on behalf of any third parties, must enter a Notice of
Appearance. The Notice of Appearance fonn should be accompanied by language "stating the
basis for eligibility under this section and including the attorney's jurisdiction of
admission/qualification, attorney identification number, if applicable, and a statement by the
appearing attorney attesting to his/her good standing within the legal profession." ¡d.
2. Filings
For all filings that must be fied with the Offce of

the Secretary, we ask that the paries

email a courtesy copy to the Administrative Law Judge at oalj@ftc.gov and to the Secretary at
secretary@ftc.gov. Each such courtesy copy should be transmitted at or shortly after the time of
A complete copy of

http://bi t. i y/FTCRulesofPractice.

the Commission's Rules of

Practice is available online at

Stephen Fusco, Esq.

August 28, 2013
Page 2
any fiing with the Office of

the Secretary. Please note that the oalj@f1ç"gov and

pleadings filed with the
the Secretary, or in accordance with instructions by the Omce of Administrative Law

secretary@ftc.gov accounts are to be used only for courtesy copies of
Office of

Judges. The subj ect line of all submissions to oalj@ftc.gov or secretary@ftc.gQ'y shall set forth

only the Docket Number and the title of the submission.
li. FTC E-File System

Parties in Part 3 administrative proceedings may fie public fiings through FTC E-File,
the Commission's electronic fiing system.2 FTC E-File is modeled after the ECF filing system
used in federal district courts nationwide and conforms to the guidance provided by the Federal
Rules of Civil Procedure with respect to electronic fiing systems. As with the ECF fiing
system, all documents submitted through FTC E-File (a) must be public; (b) must be submitted
in .PDF format; and (c) must first be properly redacted to remove all nonpub1ic information.3

Please note that electronically fiing a document via FTC E-File does not constitute
service on the parties in the matter and does not fulfill any additional requirements that the
Administrative Law Judge assigned in this matter or the Commission may establish regarding the
submission of courtesy copies.
Parties cannot use FTC E-File to file documents containing in camera or otherwise
confidential material or labeled "IN CAMERA" or "CONFIDENTIAL." Each such document
must instead be filed in paper form, with a CD or a DVD containing the electronic version, in
.1

Room B-1 13 of

the Office of

the Secretary.4

the FTC E-File User
Manual is available at https://ftcefie.gov/FTC_E-filingfser Manual-Filers.pdf, or you can
contact Dolores Wood at (202) 326-2506 or dwood@ftc.gov, or Bernita Lofty at (202) 326-3 i 17
or bloftv@ftc.gov.
Should you have any questions regarding FTC E-File, a copy of

2

Federal Trade Commission: 16 C.F.R. Parts 3 and 4: Rules of Practice:
Final Rule, 74 Fed. Reg. 20205,20208 (May 1,2009). Commission Rule 4.2(c)(3)(i), 16 C.F.R.

§ 4.2(c)(3)(i), consequently provides that public electronic copies of documents filed in Part 3
proceedings "shall be fied as the Secretary shall direct, or through such electronic system as the
Commission may provide..." and Commission Rule 4.2(b), 16 C.F.R. § 4.2(b), provides that
"( e )very page of each such document shall be clearly and accurately labeled 'Public'...."
3

Redactions must be effected by completely deleting the in camera or otherwise

confidential material before filing. Simply masking the in camera or otherwise confidential

material -- through the use, for example, of a white type font -- is insufficient.
4

See Rule 4.2(c)(3)(ii), 16 C.F.R. § 4.2(c)(3)(ii).

Stephen Fusco, Esg.

August 28, 2013
Page 3

B. Filings Before the Administrative Law Judge

Please make sure that fiings directed to the Administrative Law Judge bear the following
caption:
UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

This wil ensure the filing is properly directed to the Offce of Administrative Law Judges
for consideration.
C.Filings Before the Commission

In the event a party files a dispositive motion, such as a motion to dismiss, a motion to
strike, or a motion for summary decision (and responses and replies thereto),5 or an interlocutory
motion appealing a decision by the Administrative Law Judge, such pleadings should be fied for
consideration by the Commission.
All pleadings for consideration by the Commission (rather than by the Administrative
Law Judge) should include the following caption:
UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS:

Edith Ramirez, Chairwoman
Julie Brill

Maureen K. Ohlhausen
Joshua D. Wright

The caption should not include any reference to the recusal or non-paricipation of any
particular Commissioner, as those terms only refer to a particular Commissioner's vote on a
specific motion.

When filing pleadings for consideration by the Commission, the party should also deliver
the filing to the Document Processing Section in Room H-113 of
the

12 paper copies of

Headquarters Biulding, located at 600 Pennsylvania Avenue, N.W., Washington, D.C. 20580.6 In

addition, the party should email a courtesy copy of each such filing to Donald Clark
(dclark@ftc.gov) and April Tabor (ataboriãftc.gov).

5

See Rule 3.22 (a), 16 C.F.R. § 3.22 (a).

6

See Rule 4.2(c)(1), 16 C.F.R. § 4.2(c)(l).

Stephen Fusco, Esq.

August 28, 2013
Page
4

3. Subpoenas

In the event a pary wishes to effect the issuance of a subpoena to a third par, pursuant
to Rule 3.34(a) and (b), that pary should complete the appropnate subpoena form7 and deliver

.such form to Bernita Lofty via email at blofty@ftc.gov or via mail or hand delivery to 600
Pennsylvania Avenue, N.W., Room H-l13, Washington, D.C. 20580. Upon receipt, the
Document Processing Section will affix the Commission seal to the subpoenas so that they can
be signed and issued, and the Section wil notify you when they are ready to be picked up.

As a reminder, before mailing or delivering a given subpoena, please make sure that the
field on the subpoena labeled "Counsel and Pary Issuing Subpoena" (field 8 or 9) includes the
name and contact information (including phone number) of the counsel to whom any responses
or questions should be addressed and expressly identifies the party you represent, i.e., Complaint
Counselor Respondent.
* * *

If you have any questions regarding this letter, please contact either April Tabor,
at atabor@ftc.gov, or me at dclark@ftc.gov. Thank you for your attention.

dincer1JJ ,W--

~~rk
Secretary

7

Copies of the four types of subpoenas -- Subpoena Ad Testificandwn Deposition,
Subpoena Ad Testificandum Adjudicative Hearing, Subpoena Duces Tecum, and Subpoena To
Permit Inspection of

Premises -- are attached to this letter. If a pary requires a witness to travel

In order to provide testimony at an adjudicative hearing, counsel should use Form 1157, a copy
which is attached to this letter, to seek reimbursement for all or some of
of
the travel expenses
the witness incurs.

SUBPOENA AD TESTIFICANDUM
DEPOSITION

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(8), 16 C.F.R. § 3.34(8) (2010)
1. TO

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
This subpoena requires you to appear and give testimony at the taking of a deposition, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF DEPOSITION 4. YOUR APPEARANCE WILL BE BEFORE

5. DATE AND TIME OF DEPOSITION

6. SUBJECT OF PROCEEDING

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c). 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the CommissIon, accompanied by an

affdavit of service of the document upon counsel
listed in Item 8, and upon all other parties prescnbed

by the Rules of Practice.
FTC Fonn 70-e (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the party that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and it would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.

A copy of the Commission's Rules of Practice is available
online at btp'lIbít.yLFTCRufesofPractice. Paper copies are
available upon request.
This subpoena does 'not require approval by OMB under
the Paperwork Reduction Act of 1980.

SUBPOENA AD TESTIFICANDUM
ADJUDICA riVE HEARING

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Rule 3.34(a), 16 C.F.R. § 3.34(a) (2010)
1. TO

2. FROM

AMERICA
FEDERAL TRADE COMMISSION
UNITED STATES OF

This subpoena requires you to attend and give testimony at an adjudicative hearing, at the date and time specified in
Item 5, and at the request of Counsel
listed in Item 8, in the proceeding described in Item 6.

3. PLACE OF ADJUDICATIVE HEARING 4. YOUR APPEARANCE WILL BE BEFORE

5. DATE AND TIME OF ADJUDICATIVE HEARING

6. SUBJECT OF PROCEEDING

7. ADMINISTRATIVE LAW JUDGE

8. COUNSEL AND PARTY ISSUING SUBPOENA

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is

legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply
with Commission Rule 3.34(c), 16 C.F.R. § 3.34(c),
and in particular must be filed within the earlier of 10
days after service or the time for compliance. The
original and ten copies of the petition must be filed
before the Administrative Law Judge and with the
Secretary of the Commission, accompanied by an

affdavit of service of the docume nt upon counsel
listed in Item 8, and upon all other parties prescribed
by the Rules of Practice.
FTC Form 70~D (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your
appearance. You should present your claim to Counsel
listed in Item 8 for payment. If you are permanently or
temporarily living somewhere other than the address on
this subpoena and It would require excessive travel for
you to appear, you must get prior approval from Counsel

listed in Item 8.

A copy ofthe Commission's Rules of Practice is available
online at .bp:/lbit.YiFTCRulesofPractjee. Paper copies are
available upon request.
This subpoena does not require approval by OMS under
the Paperwork Reduction Act of 1980.

SUBPOENA DUCES TECUM

Provided by the Secretary of the Federal Trade Commission, and
Issued Pursuant to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)
1. TO

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
This subpoena requires you to produce and permit inspection and copying of designated books, documents (as defined in
Rule 3.34(b)), or tangible things. at the date and time specified in Item 5, and at the request of Counsel
listed in Item 9, in
the proceeding described in Item 6.

3. PLACE OF PRODUCTION 4. MATERIAL WILL BE PRODUCED TO

5. DATE

AND TIME OF PRODUCTION

6. SUBJECT OF PROCEEDING

7. MATERIAL TO BE PRODUCED

B. ADMINISTRATIVE LAW JUDGE

9. COUNSEL

AND PARlY ISSUING SUBPOENA

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method

prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty
imposed by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
particular must be filed within the earlier of 10 days after

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance.
listed in Item 9 for
you are pennanently or temporarily living
somewhere other than the address on this subpoena and it

You should present your claim to counsel
payment. If

would require excessive travel for you to appear, you must get
prior approval from counsel listed in Item 9.

A copy of the Commission's Rules of Practice is available
online at http://bjt ly/FTCRulesofPractice. Paper copies are

service or the time for compliance. The original and ten

available upon request.

copies of the petition must be filed before the
Administrative Law Judge and with the Secretary of the

This subpoena does hot require approval by OMS under

Commission, accompanied by an affdavit of service of
listed in Item 9, and upon all
other parties prescribed by the Rules of Practice.

the document upon counsel

FTC Form 70-E (rev. 1/97)

the Paperwork Reduction Act of 1980.

SUBPOENA TO PERMIT INSPECTION OF PREMISES
Provided by the Secretary of the Federal Trade Commission, and
to Commission Rule 3.34(b), 16 C.F.R. § 3.34(b)(2010)

1. TO 2. FROM
Issued Pursuant

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
This subpoena requires you to permit inspection of premises, at the date and time specified in Item 5, and at the request
of Counsel

listed in Item 9, in the proceeding described in Item 6.

3. PLACE OF INSPECTION

4. PREMISES WILL BE INSPECTED BY

5. DATE AND TIME OF INSPECTION

6. SUBJECT OF PROCEEDING

7. PREMISES TO BE INSPECTED

8. ADMINISTRATIVE LAW JUDGE

9. COUNSEL AND PARTY ISSUING SUBPOENA

Federal Trade Commission

Washington, D.C. 20580
DATE

SIGNED

SIGNATURE OF COUNSEL ISSUING SUBPOENA

GENERAL INSTRUCTIONS

APPEARANCE
The delivery of this subpoena to you by any method
prescribed by the Commission's Rules of Practice is
legal service and may subject you to a penalty imposed
by law for failure to comply.

MOTION TO LIMIT OR QUASH
The Commission's Rules of Practice require that any
motion to limit or quash this subpoena must comply with
Commission Rule 3.34(c), 16 C.F.R. § 3.34(c), and in
partiCUlar must be filed within the earlier of 10 days after
service or the time for compliance. The original and ten
copies of the pelíion must be filed before the
Administrative law Judge and with the Secretary of the

Commission, accompanied by an affdavit of service of
the document upon counsel listed in Item 9, and upon all
other parties prescrbed by the Rules of Practice.
FTC Form 70.F (rev. 1/97)

TRAVEL EXPENSES
The Commission's Rules of Practice require that fees and
mileage be paid by the part that requested your appearance.

listed in Item 9 for
payment. If you are permanently or temporarily living somewhere
other than the address on this subpoena and it would require
excessive travel for you to appear, you must get prior approval
You should present your claim to counsel

from counsel

listed in Item 9.

the Commission's Rules of Practice is available online
at httP'llbjt ly/FTRulesofPractjce. Paper copies are available
upon request.

A copy of

This subpoena does not require approval by OMS under the
Paperwork Reduction Act of 1980.

Standard Fonn 1157 (Rov. 4-80)

Ptevious ediUons obsolete

CLAIMS FOR WITNESS ATTENDANCE FEES, TRAVEL, AND
MISCELLANEOUS EXPENSES

Departent at the Treasury
I TFRM 4.2000

1157-107

NSN 754D-0D-34-4347
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PART I - ATTENDANCE CERTIFICATION
1. Generallnformatlon
a. Witness Name

d. Case Name

b. Witness Address
Street

e. Case Number

f. District or Location

State

City

Nor

c. U.S. Citizen; Yes C

Zip
Alien: Legal r'

g. SSN or Tax ID Number

lIegalC

2. Travel and Attendance Infonnatlon
a. Dates of

Travel from ResIdence to Case Location;

From

To

b. Dates of

Travel from Case Location to Residence:

From

To

From

To

c. Dates of Attendance:

3. Certlfcatlon

I certIfy that the witness named above attended In the case or maler Indicated and Is entitled to the statutory allowances for attendance and travel. In the procedings belore
Uniled States Magistrate where mom than lour wilnesses were called. the Magistrate also certifies that the approval and certificate of the U.S. Attomey were first obtained.

(Date)

(Titei

(Sivnaturel

PART II - WITNESS CLAIM FOR FEES AND ALLOWANCES
Rate

1. Attendance Fees
a. Fact, Pretrial Conference & Detained Witness
Total Attendance Fees..... ...... .... ........ ...... ........ .............. ........ ...

2. Mileage Allowance (Indicate type of privately owned vehicle) :
OAuto o

Motorcycle o

Aitplane

Rate

a. From Residence to Case Location (and Return)

b. From HotellMotel to Court (or Court to Hotel/Motel)

Total Mileage Allowance........_.....................................................

3. Subsistence Per Diem Rate: or HRGA Rate:
HRGA: High Rate Geological Area

Rate

a. Meals

b. Lodging

TotaISubsistenceAllowance................ ..........

$

4. MIscellaneous Allowances (See Item 8 Below)

Amount Claimed
$

a. Common Carrier
b. Parking Fees, Tolls, Taxi Fares

$

Total Miscellaneous Allowances ........................

$

5. Total Amount Claimed (Items 1-4, Part II) ........................
6. Less Outstanding Check or Cash Advances ........................

$

7. Net Amount Claimed by WItness ........................

$

8. Use this space to Itemize your expenses from item 4, Part ii above. Receipts are required for all
common carriers, hotels, parking fees, and for all other single Items in excess of $75.00.

Paid by Check No_

Paid by

$
¡:;/gnature or ,.ayeoi

I

IVaIO)

9. Witness Certiflcallon

i certify that the above data is correct and that payment has not been received, and thaI at the time of travel and atlendance I (was) (was not) a U.S. Government employee and i
(was) (was not) a citizen 01 the United States. (If not a citizen. present your Afien Registration Recrd with this form.) I (did) (did not) receive a Government Transportation
Requesllo pay for my offcial travel.

(Signature)

(Date)

Z1

Standard Fonn 1157 (Rov. 4.80)

Dopartent or the Treasuiy
I TFRM 4.2000

1157-107

CLAIMS FOR WITNESS ATTENDANCE FEES, TRAVEL, AND
MISCELLANEOUS EXPENSES

Previous editions obsolete
NSN 754ll0D-34-4347
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PART III M RESERVED FOR FINANCE OFFICE
1. Computation
a. New Amount Claimed by Witness (From Item 7, Part II)

$

b. Adjustments Due to Any Differences (Explain Differences)

$

C. Amount Authorized for Payment

d.By
2. Accounting Classifcation Data

Title

Date

1023099

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
COMMISSIONERS:

Edith Ramirez, Chairwoman

Julie Bril
Maureen K. Ohlhausen
Joshua D. Wright

)
)
)
)
)
)
)

In the Matter of
LabMD, Inc.,
a corporation.

DOCKET NO. 9357

NONPUBLIC

)

COMPLAINT
The Federal Trade Commission ("Commission"), having reason to believe that LabMD,
Inc. ("LabMD" or "respondent"), a corporation, has violated the provisions of
the Federal Trade
Commission Act, and it appearing to the Commission that this proceeding is in the public

interest, alleges:

RESPONDENT'S BUSINESS
business

i. Respondent LabMD is a Georgia corporation with its principal office or place of

at 2030 Powers Ferry Road, Building 500, Suite 520, Atlanta, Georgia 30339.
2. The acts and practices of respondent alleged in this complaint have been in or affecting

the Federal Trade Commission Act.

commerce, as "commerce" is defined in Section 4 of

3. @nce at least 2001, respondent has been in the business of conducting clinical laboratory

tests on specimen samples from consumers and reporting test results to consumers' health
care providers.
4. Respondent files insurance claims for charges related to the clinical laboratory tests with
health insurance companies. Uñsured consumers typically pay the part of respondent's
charges not covered by insur~ce; uninsured consumers are responsible for the full
amount of
the charges. Consumers in many instances pay respondent's charges with

credit cards or personal checkS"
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5. Respondent tests samples from consumers located throughout the United States.

6. In pedorming tests, respondent routinely obtains information about consumers, including,
but not limited to: names; addresses; dates of
birth; gender; telephone numbers; Social
Security numbers ("SSN"); medical record numbers; ban account or credit card
infonnation; health care provider names, addresses, and telephone numbers; laboratory
tests, test codes and results, and diagnoses; clinical histories; and health insurance
company names and policy numbers (collectively, "personal information").
7. Respondent has accumulated and maintains personal information for nearly one milion

consumers.
8. Respondent operates computer networks in conducting its business. The computer

networks include computers, servers, and other devices in respondent's corporate offices
and laboratory, computers used by its personnel in different parts of
the country, and
computers that respondent provides to some health care providers.

9. Among other things, respondent uses the computer networks to: receive orders for tests
from health care providers; report test results to health care providers; fie insurance
claims with health insurance companies; prepare bils and other correspondence to
consumers; obtain approvals for payments made by consumers with credit cards; and
prepare medical records. For example, respondent's biling deparment uses the
computer networks to generate or access documents related to processing claims and
payments, such as:
(a) monthly spreadsheets of insurance claims and payments ("insurance aging

reports"), which may include personal information such as consumer names, dates
of

birt, SSNs, the American Medical Association current procedural terminology

("CPT") codes for the laboratory test conducted, and health insurance company
names, addresses, and policy numbers;

payments received from consumers ("Day Sheets"), which may
include personal information such as consumer names, SSNs, and methods,
amounts, and dates of payments; and

(b) spreadsheets of

(c) copies of consumer checks, which may include personal information such as

names, addresses, telephone numbers, payment amounts, bank names and routing
numbers, and ban account numbers ("copied checks").
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RESPONDENT'S SECURTY PRACTICES
10. At all relevant times, respondent engaged in a number of practices that, taken together,

failed to provide reasonable and appropriate security for personal information on its
computer networks. Among other things, respondent:
(a) did not develop, implement, or maintain a comprehensive information security

program to protect consumers' personal information. Thus, for example,
employees were allowed to send emails with such information to their personal
email accounts without using readily available measures to protect the
information from unauthorized disclosure;
(b) did not use readily available measures to identify commonly known or reasonably

foreseeable security risks and vulnerabilities on its networks. By not using
measures such as penetration tests, for example, respondent could not adequately
assess the extent of the risks and vunerabilities of its networks;
(c) did not use adequate measures to prevent employees from accessing personal

information not needed to perfomi their jobs;
(d) did not adequately train employees to safeguard personal information;
(e) did not require employees, or other users with remote access to the networks, to

use common authentication-related security measures, such as periodically
changing passwords, prohibiting the use of
the same password across applications
and programs, or using two-factor authentication;
(f) did not maintain and update operating systems of computers and other devices on

its networks. For example, on some computers respondent used operating
systems that were unsupported by the vendor, making it unlikely that the systems
would be updated to address newly discovered vulnerabilities; and
(g) did not employ readily available measures to prevent or detect unauthorized

access to personal information on its computer networks. For example,
respondent did not use appropriate measures to prevent employees from installng
on computers applications or materials that were not needed to perfbmi their jobs
or adequately maintain or review records of activity on its networks. As a result,
respondent did not detect the installation or use of an unauthorized fie sharing
application on its networks.
11. Respondent could have corrected its securty failures at relatively low cost using readily
available security measures.
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12. Consumers have no way of independently knowing about respondent's security failures

and could not reasonably avoid possible hars from such failures, including identity
theft, medical identity theft, and other hars, such as disclosure of sensitive, private
medical information.

PEER-TO-PEER FILE SHAG APPLICATIONS
13. Peer-to-peer ("P2P") file sharng applications are often used to share music, videos,

pictures, and other materials between persons and entities using computers with the same
or a compatible P2P application ("P2P network").

14. P2P applications allow a user to both designate fies on the user's computer that are
available to others on a P2P network and searh for and access designated files on other
computers on the P2P network.
15. After a designated fie is shared with another computer, it can be passed along among

other P2P network users without being downloaded again from the original source.
Generally, once shared, a fie canot with certainty be removed permanently from a P2P
network.
16. Since at least 2005, security professionals and others (including the Commission) have

warned that P2P applications present a risk that users wil inadvertently share fies on
P2P networks.

SECURITY INCIDENTS
17. In May 2008, a third par informed respondent that its June 2007 insurance aging

report (the "P2P insurance aging fie") was available on a P2P network through
Limewire, a P2P fie sharing application.

18. After receiving the May 2008 notice that the P2P insurance aging file was available
through Limewire, respondent determined that:

(a) Limewire had been downloaded and installed on a computer used by respondent's
biling department manager (the "billng computer");
hundreds of

(b) at that point in time, the P2P insurance aging fie was one of

fies that

were designated for sharing from the billng computer using Limewire; and

(c) Limewire had been installed on the biling computer no later than 2006.
19. The P2P insurance aging fie contains personal information about approximately 9,300

birt, SSNs, CPT codes, and, in many instaces,
health insurance company names, addresses, and policy numbers.
consumers, including names, dates of
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20. Respondent had no business need for Limewire and removed it from the billng computer

in May 2008, after receiving notice.
2 i. In October 20 I 2, the Sacramento, Californa Police Deparment found more than 35 Day

Sheets and a small number of copied checks in the possession of individuals who pleaded
no contest to state charges of identity theft. These Day Sheets include personal
information, such as names and SSNs, of several hundred consumers in different states.
Many of these consumers were not included in the P2P insurance aging fie, and some of
the information post-dates the P2P insurance aging fie. A number of
the SSNs in the
Day Sheets are being, or have been, used by people with different names, which may
indicate that the SSNs have been used by identity thieves.

VIOLATION OF THE FTC ACT
22. As set forth in Paragraphs 6 through 21, respondent's failure to employ reasonable and
appropriate measures to prevent unauthorized access to personal information, including
dates of
birt, SSNs, medical test codes, and health information, caused, or is likely to
cause, substantial injur to consumers that is not offset by countervailng benefits to
consumers or competition and is not reasonably avoidable by consumers. This practice
was, and is, an unfair act or practice.
23. The acts and practices of respondent as alleged in this complaint constitute unfair acts or
practices in or affecting commerce in violation of Section 5(a) of

the Federal Trade

Commission Act, 15 V.S.C § 45(a).

NOTICE
Notice is hereby given to the respondent that the twenty-eighth day of April, 2014, at
10:00 a.m., is hereby fixed as the time, and the Federal Trade Commission offces at 600
Pennsylvania Avenue, N.W., Room 532-H, Washington, D.C. 20580, as the place when and
where a hearing wil be had before an Administrative Law Judge of

the Federal Trade

Commission, on the charges set forth in this complaint, at which time and place you wil have
the right under the Federal Trade Commission Act to appear and show cause why an order
should not be entered requiring you to cease and desist from the violations of law charged in this
complaint.

You are notified that the opportunity is afforded you to fie with the Federal Trade
Commission an answer to ths complaint on or before the fourteenth (14th) day after service of it

the complaint are contested shall contain a
the facts constituting each ground of defense; and specific admission,
denial, or explanation of each fact alleged in the complaint or, if
you are without knowledge
thereof, a statement to that effect. Allegations ofthe complaint not thus answered shall be
deemed to have been admitted.
upon you. An answer in which the allegations of

concise statement of

Page 5 ofB

If you elect not to contest the allegations of fact set fort in the complaint, the answer
shall consist of a statement that you admit all of the material facts to be true. Such an answer
shall constitute a waiver of hearings as to the facts alleged in the complaint and, together with the
complaint, will provide a record basis on which the Commission shall issue a final decision
containing appropriate findings and conclusions, and a final order disposing of
the proceeding.
In such answer, you may, however, reserve the right to submit proposed findings of
fact and
conclusions of
law under Rule 3.46 of
the Commission's Rules of
Practice for Adjudicative
Proceedings.
Failure to answer within the time above provided shall be deemed to constitute a waiver
your right to appear and to contest the allegations of the complaint, and shall authorize the
Commission, without fuher notice to you, to find the facts to be as alleged in the complaint and
to enter a final decision containing appropriate findings and conclusions and a final order
disposing of the proceeding.
of

The Administrative Law Judge shall hold a prehearng scheduling conference not later
than ten (10) days after the answer is fied by the respondent. Unless otherwise directed by the
Administrative Law Judge, the scheduling conference and further proceedings wil take place at
the Federal Trade Commission, 600 Pennsylvania Avenue, N.W., Room 532-H, Washington,
D.C.
the parties' counsel as early as practicable before
20580. Rule 3.21(a) requires a meeting of
the prehearing scheduling conference, but in any event no later than five (5) days after the
answer is filed by the respondent. Rule 3.3 i

(b) obligates counsel for each par, within'five (5)

days of receiving respondent's answer, to make certain disclosures without awaiting a formal
discovery request.

The following is the form of order which the Commission has reason to believe should
issue if
the facts are found to be as alleged in the complaint. If, however, the Commission
should conclude from record facts developed in any adjudicative proceedings in this matter that
the proposed order provisions might be inadequate to fully protect the consuming public, the
Commission may order such other relief as it finds necessary or appropriate.

Moreover, the Commission has reason to believe that, if the facts are found as alleged in
the complaint, it may be necessar and appropriate for the Commission to seek relief to redress

injur to consumers, or other persons, partnerships or corporations, in the form of restitution for
past, present, and future consumers and such other types of reI ief as are set forth in Section 1 9(b)

ofthe Federal Trade Commission Act. The Commission wil deteimine whether to apply to a
the adjudicative proceedings in this matter and such other
cour for such relief on the basis of
factors as are relevant to consider the necessity and appropriateness of such action.
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ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:
1. "Conunerce" shall mean as defined in Section 4 of the Federal Trade Commission Act,
15 U.S.C. § 44.
2. Unless otherwise specified, "respondent" shall mean LabMD, Inc., and its successors and

assigns.
3. "Affected Individual" shall mean any consumer whose personal information LabMD has

reason to believe was, or could have been, accessible to unauthorized persons before the
date of service of this order, including, but not limited to, consumers listed in the
Insurance File and the Sacramento Documents.
4. "Insurance File" shall mean the file containing personal infonnation about approximately

birth, Social Security numbers, health
insurance company names and policy numbers, and medical test codes, that was available
to a peer-to-peer fie sharing network though a peer-to-peer fie sharng application
installed on a computer on respondent's computer network.
9,300 consumers, including names, dates of

5. "Personal infonnation" shall mean individually identifiable information from or about an

individual consumer including, but not limited to: (a) first and last name; (b) telephone
number; (c) a home or other physical address, inc1 uding street name and name of city or
town; (d) date of
birth; (e) Social Security number; (f) medical record number; (g) bank
routing, account, and check numbers; (h) credit or debit card information, such as account
number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; u)
health insurance company name and policy number; or (k) a persistent identifier, such as
a customer number held in a "cookie" or processor serial number.
6. "Sacramento Documents" shall mean the documents identified in- Appendix A.

I.
IT IS ORDERED that the respondent shall, no later than the date of
service.
of this order,
establish and implement, and thereafter maintain, a comprehensive information security program
that is reasonably designed to protect the securty, confidentiality, and integrity of
personal
information collected from or about consumers by respondent or by any corporation, subsidiary,
division, website, or other device or affiliate owned or controlled by respondent. Such program,
the content and implementation of which must be fully documented in writing, shall contain
administrative, technical, and physical safeguards appropriate to respondent's size and
complexity, the natue and scope ofrespondents activities, and the sensitivity of

information collected from or about consumers, including:
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the persona

A. the designation of an employee or employees to coordinate and be accountable for

the information security program;

B. the identification of material internal and external nsks to the security,
confidentiality, and integrty of personal information that could result in the
unauthorized disclosure, misuse, loss, alteration, destruction, or other compromise

of such information, and assessment of the suffciency of any safeguards in place
to control these risks. At a minimum, this nsk assessment should include
consideration of nsks in each area of relevant operation, including, but not limited
to: (1) employee training and management; (2) information systems, including
network and software design, information processing, storage, transmission, and
disposal; and (3) prevention, detection, and response to attacks, intrusions, or
other systems failures;
C. the design and implementation of reasonable safeguards to control the

nsks identified though nsk assessment, and regular testing or monitoring
of

the effectiveness of

the safeguards' key controls, systems, and

procedures;
D. the development and use of

reasonable steps to select and retain service providers

capable of appropnately safeguarding personal information they receive from

respondent, and requiring service providers by contract to implement and
maintain appropriate safeguards; and

respondent's information security

E. the evaluation and adjustment of
program in light of

the results of

the testing and morutoring required by

Subpar C, any material changes to respondent's operations or business
arangements, or any other circumstances that respondent knows or has
reason to know may have a material impact on the effectiveness of its

information security program.

II.
IT is FURTHER ORDERED that, in connection with its compliance with Par I
this
of
order, respondent shall obtain initial and biennial assessments and reports ("Assessments") from
a qualified, objective, independent third-pary professional, who uses procedures and stadards
generally accepted in the profession. Professionals qualified to prepare such assessments shall
be: a person qualified as a Certified Information System Securty Professional (CISSP) or as a

Certified Information Systems Auditor (CISA); a person holding Global Information Assurace

Certification (GIAC) from the SysAdmin, Audit, Network, Secunty (SANS) Institute; or a
similarly qualified person or organzation approved by the Associate Director for Enforcement,
Bureau of
Consumer Protection, Federal Trade Commission, Washington, D.C. 20580. The
reporting period for the Assessments shall cover: (1) the first one hundred and eighty (180) days
after service of
the order for the initial Assessment, and (2) each two (2) year perod thereafter
for twenty (20) years after service of
the order for the biennial Assessments. Each Assessment
shall:
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A. set forth the specific administrative, technical, and physical safeguards that
respondent has implemented and maintained during the reporting period;
B. explain how such safeguards are appropriate to respondent's size and

complexity, the nature and scope ofrespondents activities, and the sensitivity of
the personal inforniation collected from or about consumers;
C. explain how the safeguards that have been implemented meet or exceed the

this order; and

protections required by the Par I of

D. certify that respondent's security program is operating with sufficient
effectiveness to provide reasonable assurance that the security, confidentiality,
and integrity of personal information is protected and has so operated throughout
the reporting period.

the

Each Assessment shall be prepared and completed within sixty (60) days after the end of

reporting period to which the Assessment applies. Respondent shall provide the initial

Consumer Protection, Federal
Trade Commission, Washington, D.C. 20580, within ten (10) days after the Assessment has been
prepared. All subsequent biennal Assessments shall be retained by respondent until the order is
tenninated and provided to the Associate Director for Enforcement within ten (10) days of
request. Unless otherwise directed by a representative ofthe Commission, the initial
Assessment, and any subsequent Assessments requested, shall be sent by overnight courier (not
the U.S. Postal Service) to the Associate Director for Enforcement, Bureau of
Consumer
Assessment to the Associate Director for Enforcement, Bureau of

Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, D.C.

20580, with the subject line In the Matter of LabMD, Inc., FTC File NO.1 023099. Provided,
however, that in lieu of overnight courier, assessments may be sent by first-class mail, but only if
an electronic version of any such assessment is contemporaneously sent to the Commission at
Debrief@ftc.gov.

III.
IT IS FURTHER ORDERED that respondent shall provide notice to Affected
this order unless an
appropriate notice has already been provided, as follows:
Individuals and their health insurance companies within 60 days of service of

A. Respondent shall send the notice to each Affected Individual by first class mail,
only after obtaining acknowledgment from the Commission or its staff
form and substace of

the notice satisfies the provisions of

that the
the order. The notice

must be easy to understand and must include:
1. a brief description of why the notice is being sent, including the

approximate time period of the unauthorized disclosure, the types of
personal information that were or may have been disclosed without
authorization (e.g., insurance information, Social Security numbers, etc.),
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and the steps respondent has taken to investigate the unauthorized
disclosure and protect against futue unauthorized disclosures;
2. advice on how Affected Individuals can protect themselves from identity

theft or related harms. Respondent may refer Affected Individuals to the

Commission's identity theft website (ww.ftc.gov/idtheft), advise them to
contact their health care providers or insurance companes ifbills don't
arive on time or contain irregularities, or to obtain a free copy of their

credit report from ww.annualcreditreport.com and monitor it and their
accounts for suspicious activity, or take such other steps as respondent
deems appropriate; and
3. methods by which Affected Individuals can contact respondent for more

information, including a toll-free number for 90 days after notice to
Affected Individuals, an email address, a website, and mailing address.
the notice to each Aftècted Individual's health

B. Respondent shall send a copy of

insurance company by first class maiL.
C. If

respondent does not have an Affected Individual's mailing address in its
possession, it shall make reasonable efforts to find such mailing address, such as
by reviewing online directories, and once found, shall provide the notice
described in Subpart A, above.

iv.
IT is FURTHER ORDERED that respondent shall maintain and, upon request, make
available to the Federal Trade Commission for inspection and copying:

A. for a period of five (5) years, a print or electronic copy of each document relating
to compliance, including, but not limited to, notice letters required by Part II of
this order and documents, prepared by or on behalf of respondent, that contradict,
qualify, or call into question respondent's compliance with this order; and
preparation of each Assessment
this order, all materials relied upon to prepare the
Assessment, whether prepared by or on behalf of respondent, including, but not
limited to, all plans, repoits, studies, reviews, audits, audit trails, policies, training
materials, and assessments, and any other materials relating to respondent's
compliance with Parts I and II of this order, for the compliance period covered by

B. for a period of

three (3) years afer the date of

required under Part II of

such Assessment.
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v.
IT is FURTHER ORDERED that respondent shall deliver a copy of

this order

to: (1)

all current and future principals, officers, directors, and managers; (2) all curent and future
employees, agents, and representatives having responsibilities relating to the subject matter of
this order; and (3) any business entity resulting from any change in structure set forth in Part VI.

Respondent shall deliver this order to such curent personnel within thirty (30) days after service
of this order, and to such future personnel within thirty (30) days after the person assumes such
position or responsibilities. For any business entity resulting from any change in structure set
forth in Par VI, delivery shall be at least ten (10) days prior to the change in structure.

VI.

IT is FURTHER ORDERED that respondent shall notify the Commission at least
thirt (30) days prior to any change in respondent that may affect compliance obligations arising

under this order, including, but not limited to, a dissolution, assignment, sale, merger, or other
action that would result in the emergence of a successor company; the creation or dissolution of a
subsidiar, parent, or affiliate that engages in any acts or practices subject to this order; the
proposed fiing of a banptcy petition; or a change in either corporate name or address.
Provided, however, that, with respect to any proposed change in the corporation about which
respondent lears less than thirt (30) days prior to the date such action is to tae place,

respondent shall notify the Commission as soon as is practicable after obtaining such knowledge.
Unless otherwise directed by a representative ofthe Commission, aU notices required by this Part
shall be sent by overnght courier (not the U.S. Postal Service) to the Associate Director for

Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania
Avenue NW, Washington, D.C. 20580, with the subject line In the Matter ofLabMD, Inc.,
FTC File No. 1023099. Provided, however, that in lieu of overnght courier, notices may be sent
by first-class mail, but only if an electronic version of any such notice is contemporaneously sent
to the Commission at Debrief@ftc.gov.

VII.

IT is FURTHER ORDERED that respondent, withín sixty (60) days after the date of
this order, shall fie with the Commission a true and accurate report, in writing, setting
forth in detail the manner and form of
their compliance with this order. Within ten (10) days of
receipt of written notice from a representative of the Commission, they shall submit additional
true and accurate written reports. Unless otherwise directed by a representative of the
Commission in writing, all notices required by this Part shall be emailed to Debrief@ftc.gov or
service of

sent by overnight courier (not the u.s. Postal Service) to the Associate Director for Enforcement,
Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW,
Washington, D.C. 20580, with the subject line In the Matter ofLabA1D, Inc., FTC File No.
1023099.

Bureau of
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VIII.
Ths order will terminate twenty (20) years from the date of its issuance, or twenty (20)
years from the most recent date that the United States or the Federal Trade Commission files a
complaint (with or without an accompanying consent decree) in federal cour alleging any
violation of the order, whichever comes later; provided, however, that the filing of such a
complaint wil not affect the duration of:

A. any Part in tils order that terminates in less than twenty (20) years;
B. this order's application to any respondent that is not named as a defendant in such

complaint; and

C. this order if such complaint is filed after the order has terminated pursuant to this

Par.
Provided, further, that if such complaint is dismissed or a federal court rules that each respondent
did not violate any provision of
the order, and the dismissal or ruling is either not appealed or
upheld on appeal, then the order will terminate according to this Par as though the complaint
had never been filed, except that the order will not terminate between the date such complaint is
filed and the later of
the deadline for appealing such dismissal or ruHng and the date such
dismissal or ruling is upheld on appeaL.

IN WITNESS WHEREOF, the Federal Trade Commission has caused ths complaint to
be signed by its Secretary and its offcial seal to be hereto affxed, at Washington, D.C. this
twenty-eighth day of August, 2013.
By the Commission.
.j,

~i..

Donald S. Clark
Secretary
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0511/27
13-4.37
0.00
051/27
13
QMO,207 13
-12.00
06l12001
13
-114.00
Cõ/2!07
13
-119.00
0!i0121
13
-12.00
06Jl'oo7
13
-119.00
05/2001 13 ..114.00
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05101
13
..12.00
05012001
13
-33.00
0510107
13
-41.00
05001 13
-12.00
05/001
13
-41.00
of51207
13
~.OO
06/1207
13
..12.00
060/201 13 .12.00

-

0911/2007 13
.20.54
06111201
13
06/011207 13 .a.61
-9.69

06/1207 13 -111.60
Rèport Summary

ChargCl

Pafønt
Inventory

SiiøTox
Managed Carii

0.00
0.00
0.00
0.00

Charli63 Subtotal

Grodlla

In&urmca
PaUont

SilesTax
Ptiipaymét Reelvod
. Ptepiiymit Of88
Man4d Car

0.00
0.00

a.on
0.00
0.00
0.00
0,00

CredIts SUbtota

Adju6lmelil:

0.00

Debit
Credit

-87.71

Charge Baclc

0.00
0.00

Rèfd.

(l~iiiBllce

Pags 1

lABMD,lNOORPORATE

O.Oil

Adjullllti SUbtota

-87.1

All Loootlona Tota

.841.11

..847:7'-

1;:1
. .. :l ~);.
t ¿t;:R~:~;

_.' ;I.., '_'.
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---

iK'J..~,~..~..

'.'J;;t;-t~~~B.-;roJij?J'jWi.~í:f~.;:n~W.Jt.F."\f-~
OßtUll2007 13

.-=.. . -~13.ãó .

Oll1127 13

-19.80
-22.80

OOKll/2oo7 13

06Kl1127 13

-æ.OO

OOKl1I2 is

.104.00
-70.75
-29.66
-22.00
-22.00

001/2007 13
061112001 13

OO11207 13
0r11207 13

0lf27 13

-4.4

06Kl127 13

...OO
-25.00

OLW112007 13

001/27 13

:..16

OLW1/2007 13

-5.60
-2.60

061D~07 13
061/2007 13
06101/21 13

~1.96
00.08

()1/2 13

-4.10
-4,37
-4,37
-5.00
-4.00
-4.00
-2.93
-4.11
.110.00
-4.37
-4.37
-54.19
.4.16
.110.00
-12.00
-16.00
-110.00
.100.60
-12.60
-12.25
-50.00

0610112007 13

I
--

...
-- --

OB,11201 13
0l1/2007 13

0i12007 13
06101/2007 13

æKl112007 13

06101/207 13.
~11207 1S
061J27 13

00112 13

08101127 13
OtM.l1/2 13

08,11 f27 13
0611127 13
08101/207 13

00112 13
08101,'2007 13

001JW07 13
001/2007 13
06101127 13

Repor Summary
Chargoi

Mnt

Illntory

ti Sale: Tal

Managed cats

o.ao
0.00
0.00
0.00
0.00

C!tgelS Subtotal

Cllltt

ImnmCÐ
PaUnt
Sal91Tax
Propayment Reolved

Prepavmint Oft
Mfl1IgoùCiira
Cretltø SUbtotal

Adjustants

0.0(1

.1W,01

0.0

Refunds

D.OO
O.f.O

Chargs Blck

AdJustnt1Sublottl
All Locaons T ot

fl'

0.00
0.00
0.00

Debit

Crolt

i . Rõpõrt Bii!ll

0.00

-13..01

0.00
0.00
-1323.01

... . -'--'"-=:=-1323.~1
r
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;~~~~/'
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00101127 13

06/01/207 13

0601127 13

OMi1127 13
06l1~OO1 13
OB/o112oo7 13

06/0 112001 13
06/0112007 13

03101127 13

-10.6
.10AO
-110.00
-106.00

.1.85

.2.6
-Ð.6
.1.03

.1,0

00/01/2007 13

-41.00
-4.10
-41.00
-16.75
-B.OO
-14.62
-10.44
-165.00
-41.00

00112007 13
00/0112007 13

Oeml207 13
0õ10112007 13

08/01/27 13

_ min

-60.00

OMl1i2007 13

06/012007 13

.
...
--

. e.oêef'¡.Ú ,:;; !~.rt~j.,.

0610112001 13
06/01/2007 13
06/01/2007 13

(l6/O 1/2007 13

061J21 13
06101f27 13
06101127 13
061011200 13
06/0112007 13

Ori112007 13

-12..
-10.32

-8.8
-o.6a

-2200
-2£00

.22

.2200

0610112007 13
06/0112007 13

-liOO.OO

06/01/27 13

.1oom

06/0112 13
0t112007 13

DSm/207 13
06¡\112001 . 13

OB¡\1127' 13

001/2007 13
06/01/2007 13

06101/21 13
06/01/207 13

0001127 13
06/01/2001 13

OMl112007 13
06/01/27 13
0611/2001 13

06/01127 13

0810127 13
06l1/m07 13

-25.00

-5.00
-a.60

-8.M
-14.62
-25.00
-8.21

-a.84

-a.a4

-3.8

.22.00
.2,40
20.00
-20.00
-32.20
-4.80
-24.00

-1li.OO
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,:,"" ':"; iAinl/ _

. -. 00101127 ," 13' . --. ...., . .~

.27.50
-16.21
-20.00
-24.68
.13.80
.25.00
-8.20
.41.00
-11.40
.21.85

0610127 13
00101/207 13

08112007 13
06/1/2007 13
061112001 13

061121 13
061127 13
Q8I12007 13
06l0112007 13

II
II

II..
--11-.
.
11-.
11

061,011Z7 13

06112007 13

001/27 13

-11.0
-8.00

..2.0

00112007 13

-2200

0811207 13

.475.20
-14.06

0t127 13
06/01127 13
06/1/207 13

061J27 13
061127 13
061/2001 13

00127 13

-EM6

-5.48
-13.20

-148.2
.110.00
.29.00

0611127 13

.1-4.00

ll112007 13

-29.00
-29.00
-17.00
-12.5()

0611121 13

001127 13
061r.7 13

00127 13
08127 13
061/2007 13
06112007 13

001t:7
061127
001127
oal200
06/207
06l/27

13
13
13
13
13
13

-21.811

.56.00
.20.00
-108.00
-25.70

-0.00
-82.00
-22.00
.22.00
-2.40

00127 13

.-82.00

C610112007 13

-22.00
.22.00
-2.40

06/207 13
061112007 13

06/2007 13

061l27 13

.110.0

00112007 13
06ro/207 13
06101127 13

.110.00
.12.00
-222.76
-64.00

0611/2007 13

-3f.50

06/2007 13

.36.90
-21.66
-12.26
-22.60
-2.30
.2.18
-3.06
-1.25
-60.00
-8.64
-21.80
.62.00
.10.00
-10.40
-11.00
.10.00

0I127 13
081/27 13

0601J27 13
00,0112007 13
06/0112007 13
0610112007 13

06/011207 13

061/2007 13
00101127 13
OEJ1120G7 13
06/01/207 13

0811207 11
06101/207 13
00,'01127 13

C61127 13
Ca/0112G7 13

...00

C8l1127 13

-16.0

reI01(!007 13

-62.50
-25.70
.ß4.19
-92.00
-90.00
-110.00

06101127 13
001012007 13

0B1127 13
C8/0112007 13
Co601/2007 13

1
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061riOO7
13
4.10
061/21
13
-00.00
0610112007
O61/2oo7 13
13 -21.85
-315
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O6IB1!27 13 -41.00
Report Summary
Chal1l&

Pint

Invootory

Sal&8Tl!
Managed C¡ire

Charu8s Subt
CI'Itß

Illracli
Paf!lnt
Siloo Tii

Pnpiiyil Recved

Prepiiont Off
Miinii Car

0.00
0.00
0.00
0.00
0.00

0.00

-3700.37
0.00
0.00
0.00
D.OD

Credit, Subttal

Adjstment

Olblt

O.DO

CNldit

0.00
0.00
0.00

Refunds
Chorgo Sacks

Adjstmens Suboi

AllloilJna Tot
I Roper! BlIltinco

-300.37

-..._--0.00

-370D.37

-_-.._---

-37ñ .=
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067 13

...
..
._--

\ -11.00

.12.

0607 13
0607 13

-4.~\'":

06l0007 13

-6.0

OOlOfJ7 13

-25.00
-12.00

0t7 13

-4.00

06/07 13
O(lll7 13

-41.00
-41.00
-73.09
-20.64

OelOBJ7 13

-9.61

06J8I7 13

-15.60
-67.00

llßI07 13
061OBI7 13

OßJ7 13
06l0007
0518107
06/0811
0t8I001
0610817
066Ioo7
001loo7
0661007

-9.6¡)

13
13
13
13
13
13
13
13

-12.6
-592
-1'.M
-2200

000607 13

-14.00
-11.00
-22.00
.22.00

00080T 13

-27.68

06/0812001 13

-27.6&

06XlT 13

-0.00

Qt8I7 13

-4.00

067 18

-125.00
-7.20

OOoo7 13

081l1 13

.7.11l

06/Oll7 13
OO/(Sl7 13

.6s,g6

06/081007 13

-204.24

-0.64

06!7 13

II

~'k';.~.£~~~di-l_;'; ,

06/07
06lO7
061O7
06/0T

o.()
-7.8

13
13
13
13

-6.51

06161007 13
OelOIJ127 13

06lOll7 1:3

06l0ar7 13

06l1J7 ill

06/OIJ7 13
06l02007 13

08108f7 13

068t7 13
0061007 13
00106/7 13

O6T
13
0B7 13
068J7 13
066107 13
0610Bl07 13
06/1ll07 13

oe007 13
0l8I07 1a
OOll07 13
061OMOO7 13

0l8/007 13
06/081007 13

06108/7 13

oalOfJ 13
00108107 18
061081001 13

06/0817 13
(J6108/07 13

'.'

-72.97
-20.74
-60.00
-27.50
-17.25
.50.00

44.26
-6.12
-1.60
-a.02
-3.06

-too
-3.0:!
-3.06

-16.1
-6.15
-21.85
.21.85
-11.00
-11.00

-14.42 .
-6.12
.4.37
-8.20
-10.00
.2.20

.2.50
-41.00
.7.26
-21.65
-21.86

06101l07 13
06812007 13

-156.3

06A812oo7 13

-0.70
.21.70

061~37 13

-5.QO
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0610812007 13

06Kl1l7 13

06007 13
C610007 13
OORl07 13

-110.0

088/2007 13

-11.00
-4.00
-27.60
-10.25
-160.00
-20.00

06¡\'27 13

ooOOl 1i

OMl8127 13

00817 13

06108/2007 13
0610812007 13

-9.60

06ll7 13

06 13

-75.00
-132.12
-110.00

0&007 13

-110.00

06.m00T 13

---

06108/7 13

-s.&7

oa~8J007 13

-t.12

001 13

-0.95

06/200 13

06107 13
oa8f7 13

-22.0

06'1 13

tl1207 13

-3.10
-5.40
-2.20

...1l

OtW81207 13

-2.60
-2.60
-2.30

00/0817 13

08,12007 13

OiCi7 13
0M7
13
0M8I07 13

.1.60
-2.00
-1.00
-11.30

0ß
13
ool207 13

...
--

-MO
.1.80
-3.60
-1.80

00081007 13
061081007 13

068I007 13

06127 13
0lm.7 13

-!.GO

-12.

061012007 13

-a.13

06181007 13

.a.3

06108/007 13

-24.47
-47.80

OfJIl7 13
06~007 13

-6.00

RQPon Summary

Chares

Patlent

Invenry
Sal¡¡ Tax

ManagedC8l'

0.00
0.00
0.00
0.00

Charges Su!iota

Clldlts

InsumnC9
Patient

Sal/¥ Tax
Prepyrmt Rocelvad
Prepament Ofet
Manalj Caré

CradJú Subtotal

Adjustnls

L l'ii¡iort Salance

t@~;:,¡r... '"'\:'.:c\ifi~nt.', " ..
-3.00
-20.60
-5,90
-41.00

0.00

0.00
-3125,62
0.00
0.00
0.00

I),D
-3125.62

Deit

G.OO

Credit
Riifunds
Chlllg& Back

0.00
0.00
0.00

AdJustrmmta Subttal

0.00

All LocaUons Totl

-3126.2
__ -3126.6Ž:J
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061/207 13

-1MO
-26.97

001/207 13
061/2.00 13

-3ui3

-14.62
-110.00

-2.00

.16.l

oti112007 13

-16.5

().i1127 13
06112007 13

~.OO

.i.59

00111ti007 13

-3.00
-3.00
.27J37
.12.26
-1.91
-26.00
-12.56

001ti00 13

-21.5

00/1112007 13

-30.67
-26.70
-õ.OO
-28.97
-3e.08
.100.00
-100.00

00111/207 13

0011127 1$
0011/27 13

0eJ112 13
08111121 13
00111127 13

00/11127 13

OMlf27 13
00111127 13
001112007 13

~ oa112oo7 13
001/2007 13
001112001 j 3

-3.76

061127' 13

-62.60

00/11/207 13

-(s.58

001127 1;i

-5.00

001fZ7 13

-Q.OO

00/11l21 13
00111J27 13

-5.00
.6.00
-6.16
-10.00

001112007 13

00112oo7 13
00112007 13
001111207 13

-3310

061111207 13

-79.20
.220.60
-5.00

0611/207 13
00111/20 13

-6.12

00111207 13

~.92

001127 13

.21.5

00111/27 13

0.00
-13.89
.172.76
-12.00
-4.40

061/207 13
00/11127 13

001/27 13
001/27 13
061112007 13

~.OO

06111/27 13
08112007 13

-36.37
-30.00
-7.31
-42.40
-20.64
-9.60
-9.61

001127 13
06/11127 13
0011/2007 13

0011127 13
0011/2001 13

00112007 13

.9.59

0611/27 13

-21.85
.ff.CO
-69.91

00111/2007 13

0611127 13
061/2007 13

0811127 13

---

0.00
-16.01

OO/11li7 13
00111127 13
06/11121 13

I

'cea..,.., . :.-. Airjl'.'

06111no07 13
CS/11I200 13
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-5.4

001/27 13

-21.e(;
-21.24

00/11127 13
0011/200 13

.14.62
-12.25

001/27 13
06/11/27 13

-5.13
-1.08

06H1127 13

-2.94-

06111:007 13

-6.60
-14.62
-17.00

06/1112007 13

061127 13
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0011;2007 13
001112007 13
01l11/:W07 13

0611127 13
0011127 13

-1.29
-6.12
-3.02

08l11l207 13
06111/201 13

II
.

I

-306

06/11127 13
08/11127 13

"16.67
-22.99

06/11/2(1)7 13

-2299

00/111207 13
Oe/111207 13
06/11/207 13

0611/27
001/207
0611127
061/207
0611/21

...07
-26.70
-26.70
-6.42

13
11
13
13
13

-4.00
.22,80
-25.10

-3.08

06/11127 13
00111127 13
06111207 13

-15.00
-10.40

001112007 13

-8.20
.22.00
-5.00
-16.23
"163.24
-73.67

"11.00

061/201 13
0611/2007 13

061/2007 13
06/111207 13

06111.27 13

I
Report Summary
Chiir¡as

Pclleni
Inventory

0.6
0.00

SlileaTai

0.0

Miinagiid C'iim

0.00
!l.00

Charges Si.tolal

CredIts

Insurance
FoteR!
Sales Tax
ProPlymon Rocelvod

pl'ymen omi

Maiøg Ciire

Ad~

¡MID

.2748.14
0.00
0.00
0.00
0.00

Crediiii Subtotal

.2748.(l

Deit

0.00

Credit
Refunds

-101).00

Charge Backs

piepor! Balance

~~~im.
"12.8
4.37
.16M3

06111/2001 13

0.00
0.00

Adjullfnta Subtotal

-100.00

All 1'00iationc Total

-2848.04

-iii"4Kon
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11110 ....~., "..

n

0011217
13-11.00
.62.59
OO12J7
13
.~
061121007
13
-12.6
00121007
13 .17.60
036.00
0012107
13
002/
13
.17.60
OOl1mJi
13
.1UO
0011217
13
-25.70
00112107 13
13 ...eo
-6.eo
00121007
062,001
13
.MO
OO/1?J7
13
~O.OO
00/12,001
13
. -11.00
' -20.00
0621007
13
061mi7
13
-11.00
ooJ12/7
13
-11.00
0012J001
13
-41.00
00/12100
13
039.74
06121001
13
-9.69
06112100(
13
-110.00
OOJ12Joo7
13 -27.68
.22.20
0612100
13
0012/2007
13 -4.37
...37
0012J007
13
00121007 13 .2.1.5
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00112100113
13 -4.10
-21.85
06l12f
06121
06t12J 13
13 ....10
-4.10

061121200713
13-3.10
-6.60
0012100
OO12f2007 13 -4.37

00112f
13
-21.5
0611217
13
-21.92
06112/07
06J1mo07 13
13 .1D1.21
.,0.00

00112/07
13 -10.00
-9.59
061121007
13
06112/20 13 -41.00

OO12107 13
13 -'00.00
06l2J7
-14.62
06112/rr
13
-2,01
0021007
13
-4.37
00/121 13 .110.00

08/12107
13
.11.)0
06/12107
13
-21.65
OS/121fJ 13 -21.115

OO/1m.007 13
13 -7.:31
-30.67
00/121207
00/121007 13 -54.00

l;:;/~:~~~;;S:~;t:~

"'Day Sheet ~ TransactIon Detail

"' .t:",.j .. li

Piie1

~ l.MD, INCORPORATED

~ LAaMO

~:'".'-:.W".:-

~da.Au9Usl 04, 2008,10:12 AM
.'

'. ,- .. bâùï. '.. 'Pn:dai;".:': 1?9.. . bli!iils . ;'Pfx.ëiiii:' .: . -. . Afou~':i
. " . . . -0:60
08412 13
.6.20

.' OOlOriOÖB . 13" "" . ..".,. . . .

08/ 13

-

.9.02
-29.62
-20.00

081200 13
06104100 13

0812 13

-2.56

OBI200a 13

0800 13

.9.02
20.00
-20.00

0810128 13

-5.69

08/1/208 13

0l1200 13

4.11

08104/28 13
084/2008 13

J..77
-2.49
-2.06
-4.37
-3.00
.1.81

08tn200 \13
08/200B 13

084I00 13'.

II
II

08~00 13~.

OMll2 13 ·

-1.BO

oaXl411 13

.10.0

OSl4J00B .:
004/08 13
OBAW20 13

-110.00
-28.10
-9.69
-$1.29
-7.20
-4.00

08.u/200 13
08104100 13
OOill4l ~ 3

1

08~008 13

08104/ is

...10
4.11
...11

OMl4l00 13
0641200 13

-73.93

OOXL41208 13

-29.50
-22.60

08,%' 13

&

0B1208 13

..;11

-2280

088 13

Report Summary
Chat'48

P:int

lnventory

Sal~Tax
Managed Care

20.00
0.00
0.00
0.00

Chall9s Subtotal

CredllB

Insiiii

:20.00

0.00

Pant

-83.8

Prepayment Recalvad

D.OG

Pt6payment Offset

0.00
0.00

6aleiiTax
Managed Caf9

0.00

Credits Subtota

..

AdJustments

Debit

0.00

Credit
Refunds
CIwCl Sucks
AdJUst01lts Subtotal

0.0(1

-5.06

0.00
0,00

All locans Total

~.2qr1 Biilànce-----==----.----=_=._=

0.00

-523.08

--23liC

Prie1

Day Sheet. Transaction Detail
LAMD.INCORPORATED

-I._-.
.

LAMO
Fllda, Auust 08,20 02:19 PM

. .:;i-:~".;¡;¡mm?r,à~C~í!T~T??1'òS$H;~~p'~YP:r.

': '~' ëtìai"

08/061 13

-. a,..': "7i¡'Arii"S~t...
.2Ma

06
13
OBJ08/ 13

.20il

-29.51
.131.54

08/0£100 13

OBlß/ 13

-M,2

08l0 13
082t 13

.20.66
.22.00
.20.00
-15.00

08J 13

OIl00 13

088/ 13

.100.0

0&6128 13

..O.OO

0l126 13

-16.&

08108120 13

.24.50
-14.40

08/2 13

08
13
OO/Q00 13

~.oo
...20

Oll 13

-20.00
.10.00

0B81oo6 13

00D8 13

.aO.OO

0810£1008 13

.a7.ag

00108100 13

-20.84
.10.60
-5.29
.6.06
-6.20

DelOtl08 1 a

-26.00

oloo 13

08108
08/08
081081
OSJ06

13
13
13
13

-4.11

OOIO 13

.219,24

00101l6 13

-26.00
.110.00
-16.79

06/OIl 13

08to6 13
0I
13
DB/l6lB 13

-2280
-2,4()

Report Summar
Palimt

Charges

lnvanlory

0.00
0.00

Sii Tax
Maniiged Cafe

0.00
0.00

Chllgos Subotal

Irirenci:

Cmdrts

Patien

Selii!lTax

0.00
0.00
.1301)86
0.00

Prepayment RecIved

O.Oll

tdaniiad Care

0.00
0.00

Prap;yrnll Of~
CNdlfS Subtota

Adjustments

$

Debit
Cradlt
Refunds
Charge ßllkG

Adjusens Subtotl

All LocaUonsToÚlI

I Yie-gõrtSâ¡aëÐ---------.

/

-1300.85

c.oo
0.00
0.110

0.00
0.01)

.1300.86

"._- --.-~.--"-:13Õ()-:::

.' -..i ~

,..~ .',
.,o!ti.í:-ii l/'

. . ~ ...
Day Sheet - TramisctlQn Detail

..,l:

P¡;a1

lAMD. INCORPORATeO

lr'\MD
Monda, Augut 11,2008, 10:14 AM

::~'.;;~" 'Lfg~1'~"'~'J,~ri¡~ii:;~Ql¡9rêt~!&"
(,.. êli. . iiY~" d

-

0811/200 13

01!111208 13

08l11128 13

.9.00

06111(206 13
08111/200 13

-11.0
.11.4

08/11/2 13
08/1112 13

-126.00
.2.06
.2.06

06112 13
08l11200 13

.M.56

08/11/200 13

.10.56

06/11ti8 13

.6.!i

08/1112 13
OBl11IZ 13

.1.93
-0.00

08/11/200& 13

-O.PO

061112 13

-0.90

08l11J2 13

II

.2.00

081126 13

-22.00

08/11/2006 13

-58.7

08111/2 13
08/11t2 13
08/11/2008 f3

-

~ WW~:!"Amoin.~~,";\J
08.5
.8.20

-81.96

-26.9
-100.29
-26.08
-25.00
-4.11
-6.77
-42.70
.21.78
-13.02

08111128 13
0B/1/200B 13

08/11128 13
0811112008 13

08/11/2 13

081112 13
08/111200 13
08/1112008 13

.1a02

Report Summar
Charges

Patent
Inventoiy

SlIeslax
Mmagtl Ciire

0.00
0.00
0.00
0.00

0.0

Charges Subttal

Crlllts

lnsurineø

Pii.nt

Sa/eslax

,'.

Prepayment Reciilved

PrpamiKt Ofot

Manage Cara

0.00

.7D9.7
0.00
0.00
0.00
0.00

Credltii Subtotal

AdIuienhJ

Døbrt

Crllt
Rofunds

Chorgl) Eliick

Adjusents Subtotal

_.._--~~

All LoClons Totat

lB!!?ort aii-- - - -

'709.91
0.00
0.00
0.00
0.00

-'-

0.00

.709.91

'-'--'._-

"::Ò¡L97-

P~1

Day Sheet. TransactJon Detail
l.MD,INCORPOTEO
lAMD

~.-.r;.,;;.

iÌ-;'.'!f'~ -:j-'

:..Xl1tt~."
Monctay,

Auguet 11, 200,

11:18

AM

061112 13

06/1112 13

0l1/28 13

.

()8/11/Z8 13
08/11/2008 13

081111200 13

081112 13
08l11f208 13

08111206 13
08/1112008 13

0811/200 13
08/11/200 13

081J2 13
08111/2008 13

08,1112 13

0811i2 13
08112oo8 13

Report Summary
Charg~

Paen

Inaiio

Sa/ØIiTii
Ml1naSlX Care

0.00
0.00
0.00
0.00

Chargll SublQ
Credits

I nSl

rDnce
Patlcml

sall/TI1

0.00
0.00

-378.2
0.00

Propaiirinl Rec:lved

D.Oll

Preaymeiit Ofset

0,1)

lIiinagod Cli

0.00

CredIts SUbtotal

M!ustmtnl.

0,00

CredIt

0.0(1

Charge 6øçla

0.00
0.00

Riind

I Rllport l3ala!l.oG

-37ß.3Z

O&
Adjustmnts 6ubfutl

0.00

All Locona Tota

47B.32

..-.------..j¡:32

.",~ ,

~:t\
Oay Sheet. Transaction Detalf

PerEl'

I.MD, INCORPORATED
LAMD

W"'
::.~

~

TlIda. AugiiSl 12.20.10:39 AM

O812f8 13

-5.60
-29.52
.0.77
-25.00
-20.58
-9.44
-70:16
-55.00

081212008 13
08/1212008 13

08/1/2008 13

.- I
---

oa/121tl 13
0812/008 13
08121208 13

08/12/6 13
08112/6 13
081121B 13

-15.PQ

-14M

..07

081mo6 13

08/12/008 13

-134.30

Oal121B 13

.11.8

08/1212008 13

-24,16
-11.31

08/2/ 13
oo/12J 13
081216 13

-11.2
-4.11
-20.66
-110.00
-S.84

06/121008 13
081121008 13

08121200 13

Report Summary
Chllriel

Patnt
Inventory

SafeiiTii
ManagedCol'

0.00
0.00
0.00
0.00

Chlll1BS Subtotal

Credìt

IniiraliCl
Plllcnt

0.01l

0.00

-39.60

SalesTaic
Prapiimiint Reèelvod

0.00
0.00
0.00

MiiaiødClml

O.OQ

Prapaymll Ofot

-679.0

Crødll SLlblof¡1

AIluetnlllntii

Plllt
Credit

0.00
0.00

Chare Backs

".00
0.00

Rofnda

( RB2Q!fããiã--

Adjuelmlin1 SubtQtal

0.00

All locsUorts Total

'*79.60

_==:679.60-

,~~~

Day Sheet. Transaction Detail

Page

LA8MD. INCORPORATED

LAMO

ilJda. August 12,2008,12:33 PM

"" 08112f 13 . . - ~

--

0812J6 13
08l1mt 13
08112/ 13

.13.02
-8.45

-28.8
.197.31

08121 13

.7100

...90

08l1mo 13
08/12J6 13

-6.83

08112108 13

.0.00

081121008 13

.5.90
-0.85
-8.77
-25.70
-3.00
.84.30
-4.96

,06/12J 13

0811mo 13
OB1mD 13

08112.8 13
00112/8 13

OB1m0 13
OO/12/B 13

-405

082Ø 13
00/1218 13
OB121 13

-0.5
-25,00
-41.00

081218 13

-0.71
-0.60

00121 13
082/8 13

-3.30

08/121 13

-0.61
-1.52
-0.68
-0.79
-0.69
-0.41
-0.61

08/1218 13
08112£8 13
Oiim.l8 13

---

:~¡;dP.oG~1š

08l12i 13
08112108 13

OLV12J8 13
081218 13
062/20 13

-0£1
-0.42
-3.86
-1.80

08/12JB 13
08/1216 13

08218 13
0&1216 13
0812Ì 13

-1.81

.1.80
03.86

08/1:l 13
081216 13
08/12/8
0611218
08/12/6
D8/12J8

13
13
13
13

08112l
081218
08112/
0012/6

13
13
13
13

-1.80
-1.81

-1.80
-20.66
-8.20
-41.00

-6.65
-5229

-6.00
-19AO

001218 , 13

.18,01

..~t4i ,"

1

'(';t:;

P~1

Day Sheet. Transaction Detail
lAMO,INCORPORAlE
LA8MP
Wedsday, August 13, 2Q08, 10:46 AM

OO113r.

0l3/2

II
-

09131B
06t31OO

0913/2
08l13l28
0813/8
083100

II .,
II..
--.
...
--.- -CharOR

08/13120

0013/20

OOf13/2
08/1/208
08131.08
0013/008

083/008
08312006

0813/2

0611ØlB

0813/28

081318
0813128
08l13fa
081131
08l1318
06/1318

09131

08l13f008

0813108

083,'28

0813127
0613/2003

0813/08

0813128
0813128
0813128
0ll13/2006

0.00

~.oo

.81.6
-14.79
-6.20

.a.20
.24,16

.~62
.11.2
-68.41
-11.31
-25.70

13

13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13

...B9

.9,6

-6.00
-4.31
.a.76
20.00
-20.00
-$22.60

-4.00
-4.00
.9.02

-25.0
M110.0I

-110.00
-41.00
0.00
.29.52

-m.52
-114.00

13

...73
-10.9

13
13
13

0811312008

0813/200

-22.0t7

13
13
13
13
13
13

13
13
13

081131008
061312008

.a.CO

13

08131008

083/008
0813/28

"¡;íi;.§~@~¡~!O:~ . ;--"1: . :':.~§;rifi~~::§t~r@p',*i*"i

13
13
13
13
13
13

-U.62

-1.83

. .l.n
-11.00

-11.9

13
13
13

.11.40

-0.0
.5.62

Report Summary
Patient

Inveory

3aeiTil
M;inagad Care

20.00
0.00
0.00
0.00

Charges Subtotal

CrGdlts

Iniiurice
Patient

SllesTaic
Prepiiir RlIwed

Prepment Offiit
Miiged Care

20.00

0.00
-1497.08
0.00
0.00
0.00
0.00

CrCldit:i Sublot!

Adlu5tim

DuM
Crodlt
Refunds
Charge Backs

r !'aport a~neå

-1497.08

0.00
.22.00
0.00
0.00

Adjustments Subttal

.22.DO

¡\I Loctions Total

-1499.08

.-------=:-- -------.--~119¡r1l

Day Sheet. Transaction Detail

Pi.u1

lABMD.IHOORlORATEO

~'-~.

'ïi ~'~'J~"

-...
...
---II

IIEI I t

lAMO
Moi, AIJyuat 18. 20. 11 :41 AM

.... ';'~ijm~~..~!i,fES'$d.'R.cS~;~iv';QI~~lsf""
088t28 13
oal1B1OO 13
08118l208 13
08/18f2Ot16 13

OBfeta 13
08118126 13
08118128 13

0818128 13
00181200 13

0811818 13

O6ll8 13

081818 13
0818108 13

0818JB 13
0818/20 13
08812008 13

OBN8tl 13
08/181200 13
0811812008 13
oa/1812006 13

061181008 13

08181008 13

0818100 13
OI31B/2008 13

08/18128 13
08/181008 13
013181208 13

088108 13
0818lOS 13
0011812006 13

Oll18100 13
081181200 13
OB/18t20a 13

OBl18ti 13
0816.2008 13

OS/18!28 13
08f1llooB 13

08118/00 13
0881'008 13
081181008 13

0B1ll 13
0818/008 13

081181 13
0818/2 13
08l1ll 13
Oßf1BJ2 13

081181 13
OSf1 5/2006 13

. . Ð.9i$§.ii-:':AiI~:~íÉ:t
-14.62
-5.14
-5.14
-2.26
-28.00
-12.00
-5.14
-11.00
-11.40

4.11
-4.11

-105.2
-10.00

.110.00
-ail.oo
-254.00

-145.1
.'\1.XL

20.00
-20.00
.20.00

4.10
-2.78
-1.30
.1.30

.187.8
.25.70
-9.69
-14.79
-106.67
-9.18
.9.18
.9.15
.1).16

-9.16

.9.16
-9.18
-9.1e

4.30
...CO

-a.00
-20.58
-5.73

-58.7
'¡.02
-12.50
.11.00
-11.40

;.~:
::'~:L:;:1 \
l." ",' .:.¡1 ç(

:......'.

Day Sheet - Transactfon Detail

~....~

..

Page

LAMO, lNCORPORATSD
LAMD
Tuesd1ll, Augist 19, 2000,11:11 AM

':'.i;'?-:g~~.ie~(~1P¡f/R~~ÐIáil¡¡t.~:'¡,:,:
. -Õa/19J200ß" 13 .,.. _..~ n ,'. ... ".
08/1/200 13
081112008 13
0611Ð1008 13

06/lH0B 13
Oll912006 13

00912008 13
2

081912008 13

0819108 13
08(11200 13

.
.
----.-=

OlJ1 e/200 13
08/19/200 13
08/912008 13

D6119f8 13
013912Ð08 13

OlJ1W2006 13

081912 13

08l9l 13
OBlll200 13

08/1912001 13

~9:w~':.~; ~".:J.lgi~!Í~.t
-12.78

-13.2
-4.4ó
.70.15
-4.00
-2.26
-2.28
-29.62
-29.62
-9.16

,0.8

.105.23
-40.00
.169.00
-8.20
-4.11

-ë.69

.l.17
06.92

-8.92

oa9J2 13

-47.81

08191006 13

-5.14
-5.14
-14.67
-5.14
-S.14

O!l1!l1200 13

0B912008 13
DBI9llOO8 13
OlJ1912008 13

OBtlJ200 13
08l19J2B 13

-1457

OlJ19/2006 13

-3.64
-30.00

08/19/28 13

08/9/26 13
08l9J26 13
00/191200 13
O!l19/200ß 13

089/2006 13

-3.114

-!!4

-5.14
-110.00
-110.00

08912008 13

-4.11
-4.11
-20.00

00119/200 13

-105.2

08/19/8 13
089/2008 13
oaI111/2008 13

061191200 13

081Ð1 13
0891200 13
08191 13
06119128 13

08N moos 13
08l11200B 13

OÐJ1l 13
0619/200 13
08119/008 13
D6f19/2008 13

08/19/200
0619/2006
08/19/200
08/19/200

13
13
13
13

-81.64
-7.00
-2.00
-2.95
.28.86
-4Z9.66
-8.20
-ëa,74
-3.91

-28.86
-2.60
-2.60
-15.00

-4.00
-20.00
-10.00
-175.38

....."!

1

;,.::~ ;.
". "\.
~';~~';:~1
Page

Day Shoat M Transaction Detail

I'

1

LAMO, INCORPORATED
LAMD
TIi, Augus 21, :W08, 04:57 PM

,;~~wÀ1fb'Ç.t~~~i~-

II
II
---

-5.00
-5.00

0811/2 13

-140.0
-110.0

0811128 13
OB1211200 13
08/2/28 13

-29.62
-11.47

-3.!i

081/2oo8 13
08/21/26 13

0!l1/28 13

-4.00
-4:10

0812112008 13

.13.6

08112008. 13
06121/200 13
0811/2006 13
08/.1/2008 13

-2.05
-2.05
-26.00
-25.70

08/211200 13

-58.7

08f1/2 13

.2.25

08/21J2 13

...26
-432

08211200 13
08/1/200 13
0/111200 13

.£

-c~M.;;~~~1l"r¿W

08l1J2006 13
08/.11200 13

.204
-12.50
-1.36
-4.59
-0.39
-0.39
-12.78
-20.78
-13.62
-2.85
-02.60
-26.99
-6.00

0Bl1J2 13
08l1J28 13
om1/2008 13

oa112 13
0l11: 11
0811128 11
08121128 13
08/1/208 13
08121mi8 13
082112005 13

08l1J28 13
0811200 13

-5.21

-20.00

0612112008 13

Report Summary

PatJnt

Chargrs

Inventory
Sai. 1'1I

ManaE' Cmi

0.00
0.00
0.00
0.00

Chargoo Subtotal

Credit

Inriuranca
Patlant

SaiTax

Prpaym9l Rølvri

Prepamet Of

Managed Caret
CredIts Subotal

Adlusnro

0.00

.906.7
0.00
0.00
0.00
0.00

Refunds

0.00
0.00
0.00

Chorgt Bar:1a

G.OD

Debit
CredIt

00.41

Adulltmeta Subtotal

0.06

Loctrons Total

-OO.41

All

r&i.iifB'iiançe

0.00

. -.- -'--'~90G-:j ..

..'

.. . ~J:

~~~l ~,.r~1¡4~;
;;

~--.,

~.

Day She&t. Transaction Detail

¡i~

Page

1

LAMO,INCDRPORAiED
LABMD

Wiinesday.August27. 2008, 10:27 A.IA

.- . ~0.~l!:Qg§ì"W~ilÈt~!l~Ó§iI~.f,J~L7"08l7loo8 13
08/21200 13
0817/208 13

. . iig;~~ß)¡mÆUÓ\Ø"i'~
-21,0
-æ.47
-29.52

QR712 is

-81.õ

08112008 13

-29.60
-12.00
.6.92

0027/2008 13

0812l2 13
OM!7/2008 13

-2200

06/71200 13

-10.00

08712 13

-4.00

08712008 13.

-25.00
-62.50
-56.40

08127128 13

08J712 13
08f712 13

-1ll.26

0Il7/00 13

-111.1:1

oar.172ooa 13

-32.03
-20.00
-25.00
-250.00

OB/2/2a 13
08/2/28 13
08/712005 13

Report Summar
ChagEllJ

Patlimt
Inventory

SalesTii

MansgedCara
Chiirgii Sublotal

Cr~¡ls

Iiisurace
PatIent

Sales Tal

Ptcpym-t Rllelv4l
prepDyment Ofset

JJhinagod Cam

0.00
0.00
0.00
0.00
0.00

0,00
-1059.69
0.00

0.0

0.00
0.00

Crølt5 SubtCltal

Adjustments

lJbit
Crslt

Refunds
Chaige BllCk&

~Rori1fiianlX

.1ll9.8

0.00
0.00
0.00
0,00

Adu eln Subtoti

0.00

All LocUonii Tobi

-1059.86

-1069.08

Day Shoot ~ Transaction Detall

Page

LAMD.INCORPORATi:D

lA~

WSC00da, Augua127. 208, 11:35 AM

l~::i~¥-tbßf\j~'fli~J:.:'?d.9:¡LfiQ!ó~~f'';
OBl2f2a 13
00/271: 13
0827f2G 13

-16.37
-6.92
-6.00
-344.00

08/7f. 13

0l712 13

--

t .Qiei~ï;. J .' ¡;'i~.~~Íj'r~l~:~~~ i"'

-:!Jl2

081212 13
0l3126 13

-11.18
.10.00

0827128 13

-2.00

.2.6

0!'712 13
0812t28 13

-Ul6

0612/2 13
061712 13

-198.00
-74.00
-4.10
-2.20

. 081f28 13
08/1/208 13

0M11!28 13

-2.5

Report Summary
Charges

~iiell
SalTaii

Inventory

Maniiw Carii
Clierges Sublob

Crod

loau\1

PaIØiit

SaliiTiu
Prepayment Relviid

Proayrn Offt
Mani¡¡iid Carii
Credlfs Subtotal

AdJUstto

Dabl
Credit

Rofnda
C hargii Backs

AdJul'onl$ 6ublo
All LoCllons Tola

~B!JIli;

0.00-

0.00
0.00
0.00
0.00

0.00
.731.98
0.00
0.00
0.00
0.00
-73T.sa

0.00
0.00
0.00
0.00
0.00
-737.lI8

"- -'rE&I_

1

).

Day Shoat ~ Transaction Detail

Pag!)

lA

l.MO. INCORPORATED
Weóll. Augu5127. 2008.12:06 PM

MtJ.i1~Nt~~~OC~~'f.J~~ÐliÎj~¡i~'.~-' - . :ç?5i¡?~'Íj'~~~~1~
0I7/00a 13

-22.00

oml200 13

.
.

-2200

0017/.008 13
061112008 13

-14.79
-25.70
-100.22
.20.52

0BJ/2OO8 13
06/712ooB 13

o6l:rwoa 13
08171008 13

-600

-1.00
-3.00
-3.75

081128 13

OB112 13

06l128 13
081712 13
081200 13
OM71208 13

-11.00
-22.00
-14.79
-20.00
.8.02
-20.00

08112 13

O8ti08 13

Ra¡xrt Summary
ClisrgGS

Paient

1),01

Invontory
SøleB Tax
Managed Cam

0.00
0.00
0.00

ChllgesSublota
Credits

Iniiiiranaa

Pnent

SolesTai
Prti"Qfl Roohled

Preayminl DfI
Managed Cora

0.00

0.00

-4.76
0.00
0.00
0.00
0.00

Credlls 6ublOiai

Adjustmls

Ooblt

0.00

Cno

0.li

CfiSlSj& Sack

0.00
0.00

Refnds

AdjUIStmtÐ SubloLiI

Al i.~lon8 Tobi
Roport Balance

-469.75

0.00

-49.75

_'-9.7S--.

1

J;.~:i~~~f':':::~:~~/.
Co

Day Sheet" TransactIon Detail

~ ~:.~¿)

Pl1O 1

lABMO,INCORPORA1EO

LAMD
Frley. August 29. 2008, 09:21 AM

~-~¡lt:

:irt~~~~~1.~~~5:ii~~ ~~:Plì¡ti.9!fi~
OOfZ12 13
tJ/2008 13
OOJ2/208 13

:~:;BJ:¡r~~~t;. .

0800 13

0l 13

-110.00
-110.00
-110.00
-14.79

-2.09

0012/2008 13

-2M9

08//200 13

-512.96
-15.00

00/2 13
0812 13

-20.613

-25.00
-12.50

08ri9l00 13

0U9J200 13

11.

I5 .~.i1t~15.&Íli:ß£~;j

00/2/200 13

..IMO

C81200 13
oa/200 13

0812 13

-125.00
-1M 7
-20.56
-113.60
-20.56
-5.00
.27.78
-13.02
-13.02
-13.02

OO121200B 13

-~9.G6

08f.J200a 13

00/2/200 13

O8ti06 13
081200 13
00/21200 13

OSi2l28 13
081:12008 13

.29,2
-3.82

00/20!l 13
~ 081212008 13

. 081200 13

-Z9.1í2

089/2006 13

-41.24
-34.73
.13.02

0612912 13
OOri9/21l08 13

-2.0

0812/2008 13

081/2 13

..4,0

00/29J2 13
oari9J2 13
0612008 13

-8.20

-I,OO

.ß..

0í9/2oo8 13

-6.16
-118.31
-87.61

OBri 13
08/206 13

Report Summary
ChargtM

C~lts

PntlM
Inventory

0.00
0.00

SiiElTax

O.IlO

MaI1Gg9d C¡¡ra
Charg&Q Subtotil

0.00

Insiminçs
Patlant
SaleiiTaie
pripaymont RGCived
Prayment Ofet
Managed Caré

0.00

0.00
-1BeB.15
O.ILO

0.00
0.00
0.00
-1890.16

Credit Subtotal

Adjustents

Lßoport S~lnnãó - _-=.-==-.-.:

Debit
Credit
Refunds

0.00
0.00
0.00

Charge l3çk8

a.110

AiiuslJ11nts SUbtotal

0.00

All (oi:IDns Totil

-189B.16

-:1890.7.L

;~~ ';:;:';:~~~~; ~

Day Sheet. TransactIon Detail

Pegal

lAMD, INCORPORATED

"L.'\ ,1
~",rl";:J'''

lAD

Frida. Aust 29, 200, oz;¡?a I'M

'r'd~ t ~~W4~£!~Wg§~\~;~Qiánç!IF
0808 13
OlOB 13
0l08 13
08 13
0l12 13
0812 13
DBI2 13
llf2008 13

-

...OO

-21.35
-19.32
-9.03
-9.05
-9.02
-1.93
.(.GO

Olooa 13
0!008 13

-0.90
.0.90

OIìf200B 13

.11a.O

OB008 13
0812 13

. .20.66

081208 13

.28.6

08128 13

.11.9
.110.0

-28.86

081'08 13

O8J2B 13

.(.10

Cil2oa 13

-4.80
.2.40

0812128 13

OB128 13

-11.BO

08lf2 13
O/l 13
O!l0B 13

.---

"'~~~~øw

-4.10

-12.5
-25.00
-41.00
-14.79

081200 13
08/29/2 13

O8ooa 13

-4i.12
20.00

Ð8ri9/200 13
0Br91200B 13

.2(1.00

0800 13

-23.00
-21.56

08l00 13

001200 13

-2B.66

Report Summary
Chargos

Patút

Inven

SaIatTax
Manag ClIe

2l.llO

0.0
0.00
0.0

Charges Subtl

Credfts

In8U,arula

-674.

S&lIiTax

0.00
0.00
0.00
0.00

PrÐiiant 0f
Manags Car

Cro Subttal

..74.93

DebIt

0.00
.0.10

Refunds

0.00
0.00

Cnilt
Chare ßacla

AdJustnte 511btl

All LoctIons Total

B9P.Ji.~lanC8

0.00

Patent
Prpaymiint Received

Adjustmiintis

. 20.00

-0.10
-666.03

- ----~-:Õ3.

P~1

Day Shaet. Transaction Detail
I..MO.INCORPORATED

lAMO
Wednes~ay, Sepbe 10. 20, 04:2 PM

~~i~~&iI~Fr~~~lIl\:QfMij.
OO10f.00 13
09110l2 13

"".30
-85.00
-34.76
-34.86

09110J08 13
09/1orzOoa 13

00110l 13
091012 13

.19.4Q
-128.10

00/101008 13

09 0i 13

-Z9.si

09/10l2 13

-2B.62
-6.14
-5.00

09/10108 13
0911012000 13

.---

.18.8

09/101008 13
09/101208 13
09J10f.00 13

-711.6

09J10!. 13

..O.OO

.13.2

00012 13

-25.00

.l.n

0911012 13

09110J 13
00/10l 13

-41.00
.9.46
-2,¡¡

09110J08 13

-2.5

0B110i'08 13
09110/200 13

-20.00

09/101 13

-11.0(1

RetÍrt Summary

Chatll

Pldllt
Inve
'fax

Sals

Managed Cam

0.00
0.00
0.00
0.00

ChargèS SubWl

Cridit

0.00

Patlerit
SarBaTax

.661.9

Preaymant Offt

ManilgadCam
Crll/lii Subtotal

:.

AdjUdÙlto

0.00

In lIe

Prepayllt RiillViid

Olllt
Credit

Rsfnds
Chare SlIks .

~9~rt Ball1ncQ

-4.11

.-.11

. 0901006 13

II

~itYli~

0.00
0.00
0.00
0.00

.aa1.8
0.00
0.00
0.00
0.00

Adjustmnts SUbtota

0,00

All l"oi;Uom¡ Totil

-61.ll
"'-'-=~@1:9EJ _ ~

??1:4;l - f~;:;
DayShost- Transaction Datall

~~.¿

Pag¡¡ 1

I.MD, INCORPORATED
LA13MD

e.r:i'~.

Wednes, Slbel 10. 2008.04:59 PM

- '~h"E~tl~Ìl~~.~~~P,ii~l':i~g~rßj.~fQij~
09/10/200 13

-28.09

0010/200 13
09110/200
00110/200
U9110r¿00
001101200
09/101200

..6.2

13
13
13
13
13

-5.14
.5.14

-1.9
-8.28

.8.28

09f10108 13

-8.2

091f 0l 13

-8.28

-8.2

00/101006 13
00/10/208 13

.

:C¥&idii\'i~~~~~i:

u9t1 0100 13

-2.00
-3.00

00110/2 13

-25.70
-14.62
-14.79

0010J 13
09110/200 13

09/10100 13
09012008 13

-6.61
.22.00

Repö Summary
Charges

Patlf1t

0.00

Invenfory

O.OD

Siik1Tro
Maiaged Care

0.01)

0.00
o.no

Chll aubtota

Cl'dlts

Iniwmn

pllen

SakiTax
Propaymant R0Clv'd

Prepaynt Oft
MllagsdCara

Crodltl8ubtta
Adjuritmentl

O&bll

CredIt

Refnds
Charge Backs
Adjustmets Subtotll
AlIloctlonli Total

ï~lIPõr8Iañë-

0.00

-28.10
0.0&
O,OG

C.OO

a.oo
-284.10

0.00
0.00
0.00
0.00

-.._..-

0.00

-284.10

- .:84: ..

tV,

..

......" :::f:.~

~'j~q ; t';1

;:A
t.l.~"

Day Sliaet M Transactlon Dotail

~

Page

1

LA6MD.INCORPORATED

. ~":

LABMD
Thuiiday. S\lr 11, 2000. Q9:46 AM

~t:\'E~~P,~l.~~f~~ii~"'Jl::

00111200 13

00111l2 13

- ~r~%~.~
.. . -26.7Ö

091111200 13
00/111208 13

-3.00
-10.00
-216.00
-294.00
-15.36

00/1112008 13
00/11/2008 13

-1M2

0911/208 13

00111J2 13

-11.8

09/W2008 13

-29.52
-20.56

00/1112Q08 13

OOl1ti08 13

-3.08

09/11/200 13
00/111200 13

-55.00
.39.38
-24.02

09111200 13
00/111200 13
09/111200 13
001111200 13

-B.7B

-a.HI
-15.00

09111208 13

-8,00

00/111208 13
09/11rl08 13

.110.tlO

.g.00
-5.00
-75.00

09111200 13
091111200 13

Report Summary
CltargS\l

Patient
Inventory

5a1aTaic

0.00
0.00
0.00

Managed Caro

O.OD

Chargo1i5ubtlal
Crodltii

AdJuul:nta

Insuninco

0.00

Pl1fleot
Salas T~x

-122.88

Prepaymt R"CllvBd

0.00
0.00

Pnipayment 0f
M iiaged Gam
Cr&dltii Subtotl

0.00

DoblL

Cr&dlt

Refunds

Chare Bac

BmDrt .ê.!~ _ .__.

0.00

O.Ol)

.1m.lI

0.00
0.00
0.00
0.00

Mlustmants Subtot

0.00

All LOCatOn!lTotal

.1228.ea

-1221:!!_.

!:c~). ;;i~'

~

Day Sheet - Transaction Detail

PA.i1

LAMD. INOORPORATEO

T~iP&~g..

LABMD.
Thuriday. September 11. 20, 10:02 AM

-0: ~~~i93¡jMi~~o)Ji~~4M!$P'io¡r~
OO/11ri 13

...:- r¿~~~~~;¡
-5.00
-226

OlJ/11ll0OB 13

OÐI11/i008 13
09111/2008 13

.22.80
-23.80

09/11lioo 13

-2200
-2280

09f11200 13
09111200 13

-4.65

09111/200 13

-19.32

.9.5

0911112008 13

09111/200 13
09/11/200 13

.9.02
-42.30
-26.70
-25.70

09l1ll00 13
09n112008 13

Report Summary

Chares

Ptder

Invamoi

Sis rii

Miuad Care

Char 5ubtill
Crodlis

Iniii.rnce

Patk

5a9s"fax

PrePlyrnt Recoliied

Praymant Of

M eniiod () era

0.00
11.00

0.00
0.08
(J.OO

0.00

-:i.BO
0.00
0.00
0.00
0.00

Cmdlts Subtotal
Adjusimenl9

Debit

Cret

RafncW
Chargo BIlk.

Rëi?äi~n-c.

.29.90
0.1)
0.00-

0.00
0.00

MJwitmßlb SubtQtal

0.00

All i.oaOI1 Total

.:l94.60

._.~._.-

..
./ ," .~.
~.'.

Day Shaet M Transactlon Detail

Page 1

LAMD, INCORPORA1EO
lABMD
.,
I

i:rlda, Se&lW 19, 20, 12:33 PM

-II
-

ffj:Ø;H1!E!~~~~1~im~i:9Jooñõ- ~
09/1918 13

~~:;~~i=tiJ

001912 13

OOf1Ql2 13

-200.00
-8.32
-1.68

0919128 13

-5.00

091191206 . 13

-(5.00
.20.50

09119108 13

09/19i 13
001912 13

-4.00
.110.0

0919ra. 13

-125.00
-14.41
-29.62
-5.81
-31.00
.71.10
-11.00
-33.00

OQ191 13
0919128 13
0019J28 13

00191208 13

0911918 13

091918 13

009/6 13

Re¡xrt Summary
Cliar¡i~

Pal~

lnvonoiy

SalaTál

M aiogei C!I
Chargus Subtotl

Crodlts

0.00
0.00
0.00
0.00
0.00

lnsurano

0.00

Patient

ol26.Q

f'aymoll Recv&d

0.00
0.00

Managod Cara

0.00

SÑo"fwt
Prll¡¡ment Offm

0.0

Cradlts 5¡ibtotal

Aiuatrools

Dobl
Credit
R&fundi¡

C/iaYgIiBaok

L!Wort sáfaii~

.826

0.00
0.00
0.00
0.00

Adjustments Subtotl

0.00

All LocIons Total

..26,O

"".:2ã,

..t.:Â~~.~'~x;j t

.\

.. ,t

Paga1

Day Sheet M TransactIon Døtall
LABMD. INCORPORATED

lABMD

:~irQP~'

Frida. Septeber 19.20. 01 :51 PM

'.1r~I¥:tQiW~¡~.&i:U;~ii~~~~ii~.'1;
09/1912008 13

09119120 13

'.20.52
-40.81

0919/2008 13
0019/2008 13

41.24

-22.26

09l19r.OOB 13

OØl19l2 13

.110.00

099/28 13

-a.OO

0!1llJ208 13

-6.00

09l1W2OS 13

-65.00

09191208 13

,

-' -'~~'iti*Ñ.ll~J
-110.00

.2.20

...5

091e/2a 13
0911912008 13
0\11912008 13

-10.00
-$$.00

Report Summary
Charges

P.ateit

lnviiior

SiiTax
Managed (:ii9

0.00
0.00
0.00
0.00

Chares Subtota

Crodils

0.00

Insurance
Patient
SalosTax
Prepayme Rocalvoo

o.on
.1238,53
0.00
0.00

Propaymo Ofet

o.G

M8llgêCar

0.00

Cr~lfa Subtota

AdJustiint

'Olblt
Crødlt

Refds
Charga l'acks

~rtB'1.lance

-1239.53

0.00
0.00
0.00
0.00

AdJwilmarr Subttal

0.00

All Locallons Totl

-1239.53

-..-..-----.-.---.-=-====:-===-=-=__:l~~~e;::=

\t;;~ll.~¡
'. .....

~/,~:ù2:\
Day Sheat" Transaction Detail
l.MD, INCORPOTED

,:!J0

LAMO

:~'T~~:~?
L \ ::~~~ ~~

Mti~. Sepemer 2., 208. 02:31 PM

_fld~.
~.....".

:PK~mrwkìm~Jl~;t&~@~')"l~la
09l208
13 .. . .. ..~. .,... .
098 13

---

0906
O9oa
09128
09/2

13
13
13
13

Qiè§~"ir~

'.:8:.:~

...."
(;.

.. : ~::;.~~

-1.

4BoJ .:~
-31.06
~15.00

09128 13
Olooa 13

.25.0
-25.00
-27.78

0W
13
G90B 13

-13,2

0900 13

-13.02
-13.02

09
13
091W0B 13

.25.70

0l/22 13

-19.32
...OS
-9.02
-29.62
-110.00

09/2,'2006 13

09/226 13

OQ~06 13 . \
Oll'2008 13

Report Summary
I'

Chargoo

Patient
Invenory
SalecTax

Maned Care

~¡

0.00
0.00
0.00
0.00
0.00

Charges SUbtot
Crcdfh

Jii&lncs

0.00

F'iillant

04.99

Praymonl Recied

0.00
0.00
0.00

SitITax
PrGpayment Oftaa

l\hil~dCau

Mil

CriMlts 8ubtotn

Adlustment6

DebIt

CreIt

Riini:.

Chargs Bai;l\

~rla¡¡lariëã-- -.---.. ...._--

0424.99

0.00
0.00
G.Oll

0.00

Adjustents Subtohi

0.00

AlllocatloneTota

042499

'-":424.00-'

"~"~~"'';: "':;'
.'~;;~~:1 : / ,
~..~

Day Sheet - Transaction Dotail

!:'"

Pag¡i t

I.MD, INCORPOTED
LAMO
Mcday. Soptebll 29. 208, 05:49 PM

~ll''' ~A1\" .

'l.:.:~~r' "', h!f.\'.ir~\~~~gt9:iM~~ù"pòßlfj~:f6Rrl!jùtili:' ,"
O91200a 13

0000 13

091291200 13

.
-_-.--.-- --

09112008 13

0012 13

, . .. '~~1C~iiiimt¡mN!¡'t:'.j
-7.39
-11.28
.105.22
-23.29
-22.00

O9B
13
091008 13

0911208 13

-i.91
-10.00
-11.00

091.f28 13

09l008 13

-11.81
-11.ß1

09121200a 13

-2IUí2

09l00 13

09/2 13

001200 13
09l1?00 13
ll91200a 13

09129 13
09/00 13

-29.62

-5.0
-87.69
-2.92
-3.08
-110.00

00J200 13

-22.00
-25.00
-1.37
-14.79
-5.90
-6.90
-20.00
.14.79

09/212008 13

-17o.0

0912126 13

0l/200 13
09l.l2oo8 13

0912J2 13
1l1200 13
09l1200 13
09l29i2a 13

0t
13
09I2B 13
099/ 13

09l21I2B 13

.9.80

-2õ.O
.55.00
-a.oo
-S.2S

091128 13

-19.32

0029128 13

-9.05
-11.2

OO/2S 13
001.12006 13

09/200 13
oøl291. 13

09/28 13

091291200 13
0912912008 13
09129/2008 13

Og1212008 13

001200 13
09J2oo8 13
09/212008 13

09/2008 13
0912126 13

-MS
-2135
.20.00
-4.40
-5.00
-1T.eo
...GO

-5.84
-4.11
-4.11
-33.00

-1.ll
.15.52

_:1

Day Shoat - Tranßactlon Detail

l'aue1

I.MD, INCORPORATED

l.BMO
Tuesay, Sepember 30,2008, 10:22 AM

";, ."~,~'tQa~~igdPr~:;tt~@t~gf - :

I
i

001208 13

.~~?$t~~""';
-3.00
-3.00

00128 13
Oel3J200 13
00125 13
0f/28 13

.2.Q
.0.82
.o.ß3
-1.08

09131200 13
OOI3/2El 13

.M3

00/3/2008 13

.o.BB

09J300 13

.0.78

091JB 13

.(.7ß

OG12 13
0l6 13

-4.41
-0.57
-2.34
-0.78
-1.30
.0.78
-21.35

09l008 13

0913128 13
0913128 13

09128 13

0913 13

09l3008 13

.1M7

0911' 13

-16.60
-15.00

09r. 13
O920B 13 .

-2.10

Ð98 13

.11.00
-6.17

091208 13

0030 13

.25.0

09/30f. 13

-13.58

09I3.l 13

...92

09131.008 13

llf2 13

-6.92
-11.70
.14.19
-10.00
-8.22

09/312008 13

.s.OO

Il
13
C9l2oa 13
O9IJ200 13
00131200 13

-14.79
0.0.00
.11.80

Ð9
13
oel3l208 13
Report Summary
Charaa

Pal/ant

Inventor

8:iTax
M enstd Cll

0.00
0.00
0.00
0.00
0.00

CliiifJ Subtota

CrodltB

Insunce
Patient

SBl6Tax
Preayment Rllcalvod
Pi'paymoot Ofset
Managod Caa

0.00
.392.00
0,00
0.00
0.00
0.00

-39200

CreIts Subtot.l

AdJustmrr

Dßblt
CredIt

RElndR
Charge Backa
AdjUstmot8 Subwlal
A1ll.ocelons Tolai

C@P.!i: Balance

0.00
0.00
0.00
0.00
0.00

-32.0o.

'------==.=_-;~
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09121
13
-6.92
OlJ08
13
-322.50
0912 13 .11.2
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lloa
13
.2200
09ØJ
13
09~B 13 .47.00
~3A6

09122/
13
.1210
09
13
-4.10
008
13
-5..w
1J8
.ß2,0
09~28
13
-29.62
09/22008
13
.29.52
O!l8
13
-33.00
OM28
13.20.66
.20.00
0S
13
-20.5
WI
13
09122l
13
-7,20
09/
13
-8.20
0912008 13 -8.00
Report Summary

Chargll

Pil;)nt
Iri1/GIt.ry

SafosTaJ

Credts

0.00
0.00
0.00

Managed Cara
ChargGl Subotal

O.lIO

InsU1snc
Pallèll
Sa/esTaii
Propaymw ~eallved

0.00
.704.22
0.00
0.00

PrepaymÐl Offset

O.On

Managad CarØ

0.00

0.00

CriWlúi Subtotal

Adjustments

Debit
Credit
Roful1ds
Chlll1e Barks

Ad.!wienls Subtal

All LocUons Total

Toiéíiriü-

.704.~
0.00
0.00
0.00
0.00
0.00

.70".22
-104.22

¿-l
..~(~t~~(
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Day Shoat ~ TransactIon Dntail
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091208 13

i
!

09OO 13

-21.62
.110.00
-3.75
-1:44
-48.39

09/22ì2008 13

.H~.32

092208 13

.

. .:_~ l.w..:.'t~Ai~IÍJJã:

-6.0

O9oa 13
Oom08 13
0922008 13
0912 13

-31Jl

008 13

-\l05

090t 13
0918 13

09122008 13

.9.02
-27.78
-13.02
-13.02
-13.02
,16.00
-25.00

I U 091oo8 13

.25.70

09/222008 13

09/2208 13

09/28 13

0912008 13

09126 13

.25.0

Report Summary

Charg

Pant

Inverory

811lilsTax

MQnagadCi:ra

0.00
0.00
0.00
0.00

Charge¡i Subto
Crodlls

Insuraca

Patit

SiiaaTax

'0.00

Prepaymen Olt

,0.00

MangtC;n
Debit

Credit
RÐfundii
Charge Backs

Adju$tmeri Subtol

All J.OcaUÐl1 Tolal

n~ijõrHjQll1nc&

0.00
~.9
0.00

P(opaiiment Re.celved

CreIts SublJ
Adjustment

0.00

G.OO

-424.99
0.00
0.00
0.00
0.00

0.00
-424.99

--:i;i:fi-
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0912/206 13
-7.39
09/'12008
13
.11.2
09129100
13
-106.22
0012006
.23.2
0912/200 13
13 .22.00
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OW9t:
13
.7.91
09121200
13
-4.00
09/212008 13 -11.00

00f1f2008
13 -11.81
-11.81
09/29/20 13

09/Wl2
13
-29.62
09128
13
-29.õ2
09121200
13
-500
00128
13
-81.00
00J21200
~~
091212
13 13
-3.08

00129/200 13
13 -2200
-110.00
09/212
O9l2ooa 1313-26.00
09J2ri008
-4.37

09l21200
.14.79
091.0/200 13
13 oS.GO

09ti/2008
13
-6.90
091200
13
.20.00
Cl/2
13 -14.79
OW12
09f20121313.170.60
-9.80

001212008
-25.00
09912 1313oÕ5.00

09/9!Z
13
-6.00
0l12/26
13
-8.2
09/2l2 13 _ 19.32

001212006
13 .9.06
-9.03
Ol1tiJ2ß
13
D912J200
13 -21.35
-9.02
09121200
13
091212008
13 .20,00
09J2f2a
13
-7.38
09200S
13
.2.02
09121200
13
-1160
09/212008
13
-3.60
09W/200
13
-ó.t1
00l2008
13
4.11
09I2J2006
13
-4.11
0912912008 13 -33.00

0912/200 13
13 .15.2
-l.l4
09121200
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0Ii:O/08
1
S
-3.00
0913
1
a'
-3.00
09130i
13
.
-2.04.
0913/28
13
-0.82
09rJI2B
13
.0.83
09l320
13
-1.08
0l0i8
13
-0.63
0I20
13
-0.(19
0et128
13
-0.78
00138
13
.0.78
09130l
13 -0.57
.4.41
0101
13
09130120
13 .0.78
-2.34
09~08
13
091312006
13-0.78
-1.30
09~308
13
09138 13 .21.35
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09130i8
13
-1M7
09l3
13
-18.õi
09l.0l8
13
-15.00
00012
13
-25.70
ooi30a
13
-11.00
09/30126
13
. .6.17
09~08
13
-25.00
Oll08 13
OIL/308
13 -13.õ
-6.92

00D12O13
13-11.70
~.9;a
OQs
OW01oa 13
13 .10.00
.14.79
09l38
09I3OlOO8
13
090/208 13 -4.11
-411
00/30128
13 -80.00
0~0/208 13
-1~79

00301208
13 -11.130
-5.00
0030,'2008 13
Report Summa

Charges .

Patient

InvenWr

SalllTox
Manageå Care

Chargea Subtotal

Credlti

Inllranotl
Patlent
SalesT¡ix
Prepayment Rocalved

Prapaynit O\fel
Managed Cara

Creits Subt

AdJustonls

'Debit
Credit

RElnds
Charge BIIGkt

AdlU!ln19 Subtotal
All loeitlonsTo1a1

!BaportBalimC& -- ::.=:-_.~

0.00
0.00
0.00
0.01
0.00

0.00
-392.00
0.00
0.00
0.00
O.ILO

.392.00
0.00
0.00
0.00
0.00

----0.00

--92.00

--:~!!(l-
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,~.J

P&J61

LAMD, INCOORAì'E:D

. LAMD

:. ,.~:~'

Tuesday, Mamh 10. 200, 12:31 PM

001Q12009
13
-5.0
031onOO
13
..2.00
031012000 13 -SO.DO
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03/10/2009
13 -11.04
.127.54
030/2009 13

03/101200
13 -10.00
-G3.0
03/101200
13
031012001313-20.00
-11.00
030f2
03/1012000
13 -25.00
03101200
13
-7.50
0301200 13 -75.00

031101200
13
-26.20
03101200
13
-5.14
03/10i2 13 -t2.60

03/10J2
1313-3.66
03110/200
.1.0
03110~
13
.1ß1
03110)00 13
13 -3.86
.1.&
03101200
031101200
13 -1.80
-1.81
0301200
13
0311012
13
-3.00
0310i9 13 -3.00

.

030129
1313-3.00
03t! 012009
-3.00

0301200
13 -26.00
-55.00
0310/2
13
03/1 OlCO
13-2.82
-5.77
03012
13
03,1012 13 -20.00
Report Summary
CharQi;

Pallen
IIl61ntry
SalHTax
MiUPgedCare

O.OlJ

0,0(1

0.00
0.00

Chargoii Subtotal

Crodlts

Insutaoo

~Ðnt

SalTax

0.00

0.00
-1174.66
0.00

Pri¡umenl Rooslvod

O.Ol)

Prüpamant Ofset

0.00
0.00

Maniged Care
CredIts Subtota

AdjuGtnta

Diill
COOII

Refnds
C hargo Backs

L ~ort Balani:e....... ..-.... _........

-1174.tl5

o.on
0.00
0.00
0.00

AdJustinnts Subtotal

0.00
--._........

AU l'ocUQns Tota

-1114.65

--fif4.iiš-

i~;ì2~

~.!I

Dáy Sheet ~ Transacton Oefull
LAMD, INCORPORATED

Page

LAMD
Tues, March 24. 200, 03:30 PM

03f24(OO 13
-50.00
03/241200
13
-56.20
0312400
13
M119.40
03124.2009
13-72.00
-26.00
03412
13
0312412000
13 .-0.00
roti4lGOO 13
-4UlO
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03124/2009 13 -11.69
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Rêporl Summary
Charges

PlIent
Invento
Sales
Tax
M ooegad Car

Chargee Sub~l

cres

Insrança

patan

SalllTBX

Pfepiiir~nt Rocelvii

l'epaynønt Oln

ManagcdCare

0.00
0.00
0.00
0.00

0.00

0.00
-415.20
0.00
0.00 .
0.00
0.00

Cradlta Subtotal

AiljUl$biltnl

Debit

-416.29

Cra!t

0.00
0.00

RElunds

(I.Q(

Chatll Baks

0.00

Adjustments Subtotl

0.00

Allocatloml Total

-415.29

Uiimrt BaiR.!~_._=~=-.=:"=~==-=""-=' ---'-' -.---- __~:_==__=_=:-._- -415.29--
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UNTED STATES OF AMERICA
FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES
AUG 1 !J 2m3
S(;CI1E!f\IW

In the Matter of
LabMD, Inc.,
a corporation,

Respondent.

)
)
)

)

DOCKET NO. 9357

)

)

)

ORDER DESIGNATING ADMINISTRATIVE LAW JUDGE
Pursuant to authority vested in the Federal Trade Commission and delegated to
the Chief Administrative Law Judgei
IT is ORDERED that D. Michael Chappell
i Chief Administrative Law Judge at
this Commission, bei; and hereby is, designated and appointed to take testimony and
receive evidence in this proceeding and to perform all other duties authorized by law.

ORDERED:

:DM~J/

D. Michael Chappe I
Chief Administrative Law Judge
Date: August 29,2013

UNITED STATES OF AMERICA

FEDERA TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUGES

In the Matter of
LabMD, Inc.,
a corporation,
Respondent.

Sf(;RClMlt

)

)
)
)

DOCKET NO. 9357

)
)

)

PROTECTIVE ORDER GOVERNING DISCOVERY MATERIAL

Commission Rule 3.3 1

(d) states: "In order to protect the paries and thid parties

against improper use and disclosure of confidential information, the Administrative Law
Judge shall issue a protective order as set forth in the appendix to this section." 16 C.F.R.
§ 3 .31 (d). Pursuant to Commission Rule 3 .31 (d), the protective order set forth in the

appendix to that section is attached verbatim as Attachment A and is hereby issued.

ORDERED:

:DM lzp~'U
D. Michael Chappell
Chief Administrative Law Judge

Date: August 29,2013

ATTACHMENT A
For the purpose of protecting the interests of the parties and third parties in the
above-captioned matter against improper use and disclosure of confidential information
submitted or produced in connection with this matter:

IT IS HEREBY ORDERED THAT this Protective Order Governing
Confidential Material ("Protective Order") shall govern the handling of all Discovery
Material, as hereafter defined.

1. As used in this Order, "confidential material" shall refer to any document or portion
that contains privileged, competitively sensitive information, or sensitive personal
information. "Sensitive personal information" shall refer to, but shall not be limited to,
an individual's Social Security number, taxpayer identification number, financial account
number, credit card or debit card number, driver's license number, state-issued
identification number, passport number, date of
birth (other than year), and any sensitive
health information identifiable by individual, such as an individual's medical records.
"Document" shall refer to any discoverable writing, recording, transcript of oral
testimony, or electronically stored information in the possession of a party or a third
pary. "Commission" shall refer to the Federal Trade Commission ("FTC"), or any of its
employees, agents, attorneys, and all other persons acting on its behalf, excluding persons
retained as consultants or experts for puroses ofthis proceeding.

thereof

2. Any document or portion thereof submitted by a respondent or a third party during a
this proceeding that is

Federal Trade Commission investigation or during the course of

entitled to confidentiality under the Federal Trade Commission Act, or any regulation,
interpretation, or precedent concerning documents in the possession of the Commission,
as well as any information taken from any portion of sucli document, shall be treated as
confidential material for purposes of this Order. The identity of a third party submitting

such confidential material shall also be treated as confidential material for the purposes of
this Order where the submitter has requested such confidential treatment.

3. The parties and any third paries, in complying with informal discovery requests,
disclosure requirements, or discovery demands in this proceeding may designate any
responsive document or portion thereof as confidential material, including documents
obtained by them from third paries pursuant to discovery or as otherwise obtained.

4. The paries, in conducting discovery from third paries, shall provide to each third
pary a copy of

this Order so as to inform each such third pary of

his, her, or its rights

herein.

5. A designation of confidentiality shall constitute a representation in good faith and after
careful determination that the material is not reasonably believed to be already in the
public domain and that counsel believes the material so designated constitutes
confdential material as defined in Paragraph 1 of
this Order.

2

6. Material may be designated as confidential by placing on or affixing to the document
containing such material (in such maner as wil not interfere with the legibilty thereof),
or if an entire folder or box of documents is confidential by placing or affxing to that
folder or box, the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, together with an indication of the
portion or portions of the document considered to be confdential materiaL. Confidential
information contained in electronic documents may also be designated as confidential by
placing the designation "CONFIDENTIAL - FTC Docket No. 9357" or any other
appropriate notice that identifies this proceeding, on the face of
the CD or DVD or other
medium on which the document is produced. Masked or otherwise redacted copies of
documents may be produced where the portions deleted contain privileged matter,
provided that the copy produced shall indicate at the appropriate point that portions have
been deleted and the reasons therefor.

7. Confidential material shall be disclosed only to: (a) the Administrative Law Judge
presiding over this proceeding, personnel assisting the Administrative Law Judge, the
Commission and its employees, and personnel retained by the Commission as experts or
consultants for this proceeding; (b) judges and other court personnel of any court having
jurisdiction over any appellate proceedings involving this matter; (c) outside counsel of
record for any respondent, their associated attorneys and other employees of
their law
firm(s), provided they are not employees of a respondent; (d) anyone retained to assist
outside counsel in the preparation or hearing of
this proceeding including consultants,
provided they are not affiliated in any way with a respondent and have signed an
agreement to abide by the terms of
the protective order; and (e) any witness or deponent
who may have authored or received the information in question.

8. Disclosure of confidential material to any person described in Paragraph 7 of this
Order shall be only for the purposes of the preparation and hearng of this proceeding, or
any appeal therefrom, and for no other purpose whatsoever, provided, however, that the
Commission may, subject to taking appropriate steps to preserve the confidentiality of
such material, use or disclose confidential matêrial as provided by its Rules of
Practice;
sections 6(f) and 21 of the Federal Trade Commission Act; or any other legal obligation
imposed upon the Commission.

9. In the event that any confidential material is contained in any pleading, motion, exhibit
or other paper filed or to be filed with the Secreta of the Commission, the Secretar

shall be so informed by the Par filing such papers, and such papers shall be filed in
camera. To the extent that such material was originally submitted by a third pary, the
pary including the materials in its papers shall immediately notify the submitter of such
inclusion. Confidential material contained in the papers shall continue to have in camera
treatment until further order of
the Administrative Law Judge, provided, however, that
such papers may be furnished to persons or entities who may receive confidential
material pursuant to Paragraphs 7 or 8. Upon or after fiing any paper containing
confdential material, the filing party shall fie on the public record a duplicate copy of
the paper that does not reveal confidential materiaL. Further, if
the protection for any
such material expires, a party may fie on the public record a duplicate copy which also
contains the formerly protected materiaL.

3

10. If counsel plans to introduce into evidence at the hearing any document or transcript

containing confidential material produced by another par or by a third party, they shall
provide advance notice to the other pary or third par for purposes of allowing that

party to seek an order that the document or transcript be granted in camera treatment. If
that par wishes in camera treatment for the document or transcript, the par shall fie

an appropriate motion with the Administrative Law Judge within 5 days after it receives
such notice. Except where such an order is granted, all documents and transcripts shall
be par of
the public record. Where in camera treatment is granted, a duplicate copy of
such document or transcript with the confdential material deleted therefrom may be
placed on the public record.
11. If any pary receives a discovery request in any investigation or in any other

proceeding or matter that may require the disclosure of confidential material submitted by
another party or third par, the recipient of
the discovery request shall promptly notify
the submitter of receipt of such request. Unless a shorter time is mandated by an order of
a court, such notification shall be in wrting and be received by the submitter at least 10
business days before production, and shall include a copy of this Protective Order and a
cover letter that wil apprise the submitter of its rights hereunder. Nothing herein shall be
constred as requiring the recipient of the discovery request or anyone else covered by
this Order to challenge or appeal any order requiring production of confidential material,
to subject itself
to any penalties for non-compliance with any such order, or to seek any
relief from the Administrative Law Judge or the Commission. The recipient shall not
oppose the submitter's efforts to challenge the disclosure of confidential materiaL. In
addition, nothing herein shall
limit the applicabilty of Rule 4.11 (e) of the Commission's
Rules of
Practice, 16 CFR 4.1 1
(e), to discovery requests in another proceeding that are
directed to the Commission.
12. At the time that any consultant or other person retained to assist counsel in the
preparationofthis action concludes paricipation in the action, such person shall return to
counsel all copies of documents or portions thereof designated confidential that are in the
possession of such perSon, together with all notes, memoranda or other papers containing
confdential information. At the conclusion of
this proceeding, including the exhaustion
of judicial review, the paries shall return documents obtained in this action to their
submitters, provided, however, that the Commission's obligation to return documents
shall be governed by the provisions of

13. The provisions of

Rule 4.12 ofthe Rules of

Practice, 16 CFR 4.12.

this Protective Order, insofar as they restrict the communication
the

and use of confidential discovery material, shall, without written permission of
submitter or further order of

the Commission, continue to be binding after the conclusion

of this proceeding.
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)
)

Tn the Matter of

)

LabMD, Inc.

Docket No. 9357

)
)

)

AFFIDAVIT OF MICHAEL DAUGHERTY
IN SUPPORT OF MOTION FOR PROTECTIVE ORDER
***********
The undersigned Michael Daugherty, herby states and affirms as follows;
1 . My name is Michael Daugherty, and I am the CEO of LabMD, Inc. ("LabMD").

I have personal knowledge of the matters set forth herein, except where stated on InfOlmation
and belief.

2. LabMD records payments received from referring physicians' patients (referred to
as "Day Sheets").
3. Day Sheets are kept in hard copy form only' and are not saved on LabMD's

computer network.
4. I am informed and thereon believe that in October 2012 members of the

Sacramento, Califomia police department found more than 35 ofLabMD's Day Sheets in the
possession and/or control of Josie Maldanado and Eric Garcia.
/11
I!

/1/

/('
Ii
11/

N.w 0413 01 :41p

LabMD

248-9242589

p.2

5. Given that Day Sheets are not saved on LabMD's computer network, I am

infol1ned and thereon believe that Josie Maldanaclo and Eric Garcia did not access the Day

Sheets from LabMD's computer network.

I declare under penalty ofpeijury that the foregoing is true and correct, executed this 4th
day of

November, 2013 in Wayiie County, Michigan.

'\
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EXHIBIT

4

UNITED STATES OF AMERICA

FEDERAL. TRADE COMMISSION
WASHINGTON. D.C, 20580

Pin...' Dial: 202.;\6.3321

Alain Sha.r
AlIomuy

FaM i 202.326.3629

Dlvlsiiin III Privacy amI Jdenliy Protoclloii

E.mail: Mhcun'flc.gciv

Januar 19,2010

Via Federal Express
Michael J. Daugherty
LabMD, Inc.
2030 Power Fenys Road
Bldg. 500, Suite 520

Atlanta, GA 30339
Dear Mr. Daughert:

As I discussed today with Mr. Boyle, the staff oflhe Federa! Trade Commission
("Commission") is conducting a non-public inquiry into LabMD, Inc. 's compliance with federal

law governng Infonnation security. According to infonnatíon we have received, a computer fie
(or ties) from your computer network Is available to users on a peer-to-peer fie sharing ("P2P")
network (hereinafter, "P2P breach"). l The fie (or fies) contains sensitive informalion about
consumers and/or employees that could be used to commit identity theft or fraud or cause other
types of bans to consumers and/or employees. i

Section 5 of the FTC Act prohibits deceptive or unfair acts or practices, such as
misrepresentations about privacy and security and praciices that cause substantial injury 10

i P2P networks are created when users Insiall compatible peer-io-peer fie sharing
applications on personal computers in homes ami businesses. The applications link these
computers together and can be used to share fies between the computers. Once a fie has been
shared, the original source of the fie carot remove the fie from the P2P networks Or control

access to it by other users on the networks.
For information about security concerns raised by the use ofpeer~to"peer fie sharing
applications and possible responses to them, see ihe enclosed Poar-to~Peer File Sharing: A
Guide For Bus/ness, www.tìc.goy/bcp/eduJpubslbusiness/ldtheftus46,shtm.
i One such fie Is fn.Vlranceaging_6.0S,07l.

consumers.' Accordingly, we seek to detennine whether your handling of sensitive inromiation
from or about conSUmers and/or employees raises any issues under Section 5.

We Invite you to meet wUh us in our Washington, D.C, offce to discuss this matter, or to

discuss this matter wilh us by telephone. lfpossible, we would like to meet during the week of
March 8, 2010. In advance or the meeting, we request that you provide us with the infonnation
. and documents listed below by Februar 22, 2010, Please reel free to submit any additional
to the Commission's understading of this malter.
information you believe would be helpful

Any materials you submit in response to this request, iind any additional Infonnation that you
mark "Confidential," wil be given confidential treatment,4
In preparing your response:
.,

Please provide all responsive documents in the possession, custody, or control of
LabMD, and Its parents. owners, subsidiaries, divisions, affliates, branches,jolnt
ventures, and agents (collectively, "LabMD", "you," or "your").
Please submit complete copies orall documents requested, even If

you deem only

par of a document to be responsive.
Responses to each request should describe in detail each material change or
update that has been made that concerns, refers, or relates to the request, as well
as the date the change or update was implemented and the reason(s) for the

change or update,
your response by Bates stamp or otherwise, and
Please number each page of
itemize your response according to the numbered paragraphs In this letter,
. irany document is undated, please indicate In your response the stamped page
numbers of

the document and the date on which you prepared or received It.

lfyou do not have documents that nre responsive to a particular request. please
a document provides only a parial
submit a written statement in response. If
response, please submit a written statement which, together with the document,
provides a complete response.
If you decide to withhold responsive material for any reason, Including an
applicable privilege or judicial order, please notify us before the date set for

J 1 S U.S,C. § 4S d( seq,

4 The Commission's procedures concerning public disclosure and confidential treatment
can be found at i 5 U.S.C. §§ 46(l) and 57b-2, and at Commission Rules 4.10 - 4.11 (16 C.F.R,
§§ 4.10-4.11),
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responding to this request and submit a list of

the Items withheld and the reasons

for withholding each.

Please do not'submit documents that contain any individual consumer's or
birth, Social Security number, driver's license or other
personal identification number, financial account infonnation. or medical
Infonnation. Ify,ou have responsive documents that include such information,
please redact the information before providing the documents.

employee's date of

We may seek additional informatIon from you at a later time. Accordingly, you
must retain all relevant records, documents, and materials (not only the
¡nfonnadon requested below, but also any other information that concerns,
reflects, or relates to this matter, Including mes and Information stored
electronical1y, whether on computers, computer disks and iapes, or otherwise)

until the final disposition ofthis inquiry or unti the Commission detennlnes that
retention Is no longer necessary.s This request is not subject to the Paperwork
Reduclion Act of J 980,44 U.S.C. § 3512.
A responsible corporate offcer or manager of LabMD shall sign the responses
the documents produced and responses given are complete and
and certify that
accurate.
For purposes of this letter, the tenn 4Ipersonal information" means individually
identifiable infonnation from or about an individual consumer, Including, but not
limited to: (a) first and last name; (b) home or other physical address, including
street name and name of city or town; (c) email address or other online contact
infonnation, such as an Instat messaging user identifier or a screen name: (d)
birth; (t) government-issued identification number,
telephone number; (e) date of
such as a driver's license, miltar identification, passport, or Social Security

number, or other personalldentlficatlon number; (g) financiallnfonnation,
including but not limited to: investment account infonnation; income tax
Infonnatlon; insurance policy infonnatlon; checking account information; and
credit, debit, and/or check-cashing card information, including card number,
expiration date, security number (such as card verification value), information
stored on the magnetic stripe ofthe card, and personal identification number: (h)

health Information, including, but not limited to: prescription medication and
dosage; prescribing physician name, address, IUd telephone number; health
insurer name, and insurance account and policy numbers; and medical condition
or diagnosis; (i) employment infonnation, Including, but not limited to, income,
employment, retirement, disability, and medical records; G) a persistent identifier,
such as a customer number held in a "cookie" or processor serial number, that is

S Failure to retain documenis that may be relevant to this matter may result in civil or
criminal liability. i 5 U .S.C. § 50.
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combined with oiher available data thaI identifies an individual consumer; or (k)
any informalion from or about an individual consumer thai is combined with any
this definition, an individual
orCa) ihrough (j above. For the purpose of
consumer shall include an "employee", and "employee" shall mean an agctil,
servanl, salesperson, associate, Independeni contractor, or other person directly or
indirectly under your control.

REQUESTS FOR DOCUMENTS AND INFORMATION
Please provide the documenis and information identified below.6 Unless oiherwise
Indlcaied, the time period covered by these requests is from Januar i, 2007 through the dale of

full and complete production of ihe documents and Information requested.
General

Information

I. IdentitY the compleie legal name of LabMD and all other names under which it does, or

has done, business, lis corporaie mailing address, and the date and siate ofincorporaiion.
2. Identil) and describe LabMO's parents, subsidiaries (whether wholly or partially owned),

divisions (whether incorporated or noi), affliates, braches, joini veniures, franchises,
operations under assumed names, and entlties over which It exercises supervision or
control. For each such enUty, describe in detalllhe nature of its relationship to LabMD.
3. Identify each lndivldunl or enilty having an ownership interest In LabMD, as wellils ihelr

individual ownership stakes and their positions and responsibilties wiihin LnbMD.

4. Provide documents suffc.ient to describe your business in detail. The response should
IdentifY and describe: each product and service you offer; each locution (both online and

offine) through which you offer such products and services; and. annually. your revenue,
number of employees, and number of customers.
Personal

Information

S. Provide documents that describe in detail the types of personal information you collect,

6 For purposes of

this letter: the word "any" shall be construed to include the word "all,"

and the word "all" sholl be construed to include the word "any;" the word "or" shall be constned
10 include the word "and," and the word "and" shall be construed to include the word "or;" the
word "each" shall be construed to include the word "every," and the word "every" shall be
construed to include the word "each;" and the term "document" means any precxisiing written or

the medium in which such material was created. and
any kind, regardless of
the method by which it is stored (e.g., computer fie, computer disk or tape,
microfiche. etc.).

pictorial material of
regardless of
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obtain, store, maIntain, prooess, transmit, handle, or otherwise use (collectively, "collect
and store") in conducting your business, how and where you collect and store the
information, and how you use the ¡nfonnalion. The response should Include, but not be
Ilmited to: documents suffcient to identify the tye(s) of personal Information you
collect and store, !he source(s) of each such type of infonnation (such as consumers,
employees, medical providers, healthcare plans, and Insurance companies), lind the
manner by which you collect or obtain the information (such as by paper documents or
electronically though a website); and documents or a narrtive that describe In detail how
you use each type of Information In conducting your business.

Security Practices

6. Identit by name, location, and operating system each computer network that you use

directly or indirectly to collect and store personal information, and provide for each such
network:
the network
and a narative that describes the componenls in detail and explains their
the
functions and how they operate together on the network. The description of
network components should IdentitY and locate (within the network): computers;
servers; firewaUs; routers¡ internet, private line, lind other connections;
connections to other internal and external networks¡ virtual private networks¡

(a) a high-level diagram (or diagrams) that sets out the components of

remote access equipment (such as wireless access points); websltes; and security
mechanisms and devices (such as intrsion detection systems). In responding,
please feel free to use blueprints and diagrams that set out in detail the
the network;
components, topology, and architecture of

(b) docwnents suffcient to IdentitY each computer, server, or other device where you
collect and store personal information and, for each such computer, server, or
device, each program, application, or other means (collectively, "databases") used
to collect and store personal infonnation; and

(c) documents that concern, relate, or refer to each database identified in the response
to Request 6(b), including, but not limited to: operating manuals; user guides;
communications with database vendors; database

schemes, diagras, and/or

blueprints (including table and field names); and documents suffcient to identitY

the length of time for which you maintain personal Information in the database.
7. Provide documents or a narative that describe in detail the flow path of

person

iii

information over each network identified In response to Req uest 6, including the initial
collecton point for personal information (such as a website), the entry and exit points to
Intermediate points within the network.
and from the network, and all
8. Provide documents suffcient to identify the policies, procedures, and practices you have
used on each network identlfi~d in the response to Request 6 to prevent unauthonzed
"5.

access to personal information collected and stored on the network. as well as the time
period during which such policies, procedures, and practices were written and
implemented. The response should include, but not be limited lo, documents that

concern, reflect, or relate to: controls on direct or remote access to personal Infonnation
(such as a firewall policy or a password policy); controls on accessing and/or
personal
downloading personal information without aulhorization~ the Iifecycle of
infonnatlon, including maintaining, storing, using, and/or destroying the information;
programs or applications on computers or work stations on
controls on the installation of
the network by employees or others; limits on the transmission of

personal information

within the network and between the network and other (internal or external) networks;
logging network activity and reviewing the logs; secure application and website
development: employee training; and plans for responding to security Incidents.
9. For each network identified in the response to Request 6, provide documents that

describe in detail each security policy, procedure, practice, control, defense, or other
measure (col1ectively, "security practice") used on the network. The response should

Include, but not be limited to:

(a) all documents that concern, reflect, or relate to each security practice, including,
but not limited to, practices to control the installation aneIor use ofP2P programs
(whether such programs are authorized or not);

(b) documents that set out the technical configurations of devices and programs you
use to enforce each security practice, Including, but not limited to, the
configurations of firewalls or other means used to control or block P2P
communications to and from the network and networks that connect to It;
(0) training or security awareness materials provided to netork users (such as

employees and third-part persons and entities with access to the network)
regarding your security practices, such as materials that concern security
generally or the use of and risks presented by P2P programs;

(d) documents that set out the frequency and extent to wluch such network users
receive trining or security awareness materials generally and as to the use of and

rIsks presented by P2P programs;

(e) documents suffcient to identify by name and title each employee who is, or has
been, responsible for coordInating seourity prctices on the network, and to
describe the responsibilties of each such employee;

(l) documents suffcient to Identify whether and, if so, when you conducted or

obtained (from another person or entity) a risk assessment to identify risks to the
security, integrity, and confidentiality ofpersonaJ information on the network;

(g) all docwnents that concern, reflect, or relate to testing.. monitoring, and/or

.6.

evaluations of

the effectiveness of

security practices used on the network,

including the dates when such activities were conducted and completed and plans
security
and procedures for future testing, monitoring; and/or evaluation of
practices; and

(h) documents that set out in detail all changes made to security practices on the
network based upon testing, monitoring, and/or evaluatIons identifed in the
response to Request 9(g).

10. Provide all doouments that concern, reflect, or relate to each rlsk assessment Identified in
the response to Request 9(t) and the security risks identified therein, ¡fany. For each
such assessment, 'the response should include, but not be limited to:
the assessment and the name Ilnd title

(a) documents suffcient to identifY the date of

of the person(s) responsible for conducting the assessment;
(b) a copy of the assessment;

(c) documents that describe in detail the steps taken in conducting the assessment;

(d) documents that concern, reflect, orrelate to specific risks identified in the
assessment and how you addressed each such risk; lind

(e) a copy of each (internal or external) report or other document that verifes,

confirms, challenges, questions, or otherwise concerns the assessment.

II. Provide documents suffcient 10 identify each third-part person or entity that, in the
course of providing services to you ("service provider"), receives, maintains, processes,
or otherwise Is permitted access to personal information collected lind stored by you.
12. For each servce provider Identified in the response to Request 1 J, provide:

(a)

(b)

documents suffcient to identitY the types of

personal infonnatlon to which the

service provider has access; .

the service provider's
accss to personal infonnation (such liS physical access to your offces, remote

documents suffcient to describe the malUel and form of

access to your computer network(s), or the mailng of

paper documents or

computer storage media);
(0)

a narative that explains in detail the business reasons why the service provider
has access to such Information;

(d)

copies of all contracts between you and the service provider;
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(e) documents that describe in detail the measures you took to select and retain the
service provider to ensure that it is capable ofappropriately protecting personal
infonnation you have provided or made available to the service provider; and

(f) documents that describe in detail how you monitor the service provider to
confinn that it has lmplemented and maintained security measures adequate to
such personal information.

protect the security, intgrity, and confidentiality of

Other Information

which you are aware (including,

13. Provide documents suffcient to IdentifY any instance of

lfapproprlate, the P2P breach) where personal infonnation from a network identified In

the response to Request 6 was or may have been shared or accessed without authorization
(the "intrusion"), and, for each such intrusion, Identli) when and how you first learned
about the intrusion, the network(s) involved, and all persons with knQwledge about it.
14. Separtely for each intrsion identified in the response to Request 13, provide all

documents prepared by or for you that identify, describe, investigate, evaluate, or assess;

(a) how the intrusion occurred;
(b) the time period over which it occurred;
(c) the security vulnerabilties that were or may have been exploited In the intrusion;

(d) the actual or suspected point or

entr;

(e) the path the Intruder followed from the (actual or suspected) point of entry to the

location of the personal inronnation that was or may have been compromised and
then in exporting or downloading the Inronnation (including all intennediate
points);
(f) the type(s) and amount(s) ofpersonallnfonnation that was or may have been

accessed without authorization; and
(g) the security measures you implemented in response to the intrusion.

Responsive documents should include, but not be limited to: preliminary, interim, draft,
and final reports that descrlbe. assess, evaluate, or test security vulnerabilties that were
or could have been exploited in the intrusion; (fonnal and informal) security audits or
forensic analyses of

the Intrsion prepared Internally and by third paries; security scans

(such as for packet capture tools, pasword haresting tools, rootkits, P2P progrs, and
unauthorized programs); incident reports; documents that Identify the Intruder; togs that

record the intruder's steps in whole or par in conducting the Intrusion; warings Issued
by antl~virus, intrusion detection, or other security measures; records of
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reviews by

network administrators Or others of logs and warnings; records setting out the routine
secunty activities and checklists perfonned by network administrators (such as veriiying

that scheduled jobs were authorized); and other docwnents that concern, reflect, or relate
meetings attended by you or your employees.

to the intrsion, such as minutes or notes of

15. Separtely for each intrsIon identified In the response to Request i 3 that was
accomplished or faciltated by

a P2P program and for the P2P breach ifnot identified in

the response to Request 13 ("collectively, "P2P intrusion''), IdentifY each P2P program

(including version number and upgrade) that was, or may have been, used in any way In

the intrusion. For each such progra:

(a) identify: the manufacturer, model, type, operating system, and netwrk location

of each computer or other electronic device On which the P2P program was

which the
program was downloaded to the breach computer; when and by whom the
program was downloaded and Installed on the breach computer; when the
program was removed from the breach computer; how long the program was
active on the computer; whether the default settings on the program were changed
after it was installed on the breach computer, and, irso, when, by whom, and in
what ways; wid whether you authorized the installation and use of the program on
the breach computer;
installed (collectively, the "breach computer"); the source from

(b) explain in detail your business need for using the program, ¡fany, and identify

who was using the program and why they were using It;

limitations you placed on use of the progra, including
security practices; and

(c) explain in detail all

(d) provide a copy of each ñle generated as a result ofll1ta11ing th program on the

breach computer, including, but not limited to, executable, history, and
configuration ties.
16. Separately for each P2P intrusion:

(a)

provide all logs, audits, assessments, or report that concern, reflect, or relate to

the intrsion;

(b)

identify the name of each folder and subfolder that was shared (uploaded or
downloaded) through the intrusion, the name (including file extension) and
each internal and external file (other than a purely music or video tie)
content of
that was shared, and the amount and type of personal information in each fie that
was shared; and

(c)

descnbe In detail each folder, subfolder, fie, and/or program (including
functionality) that was shared through the intrsion.
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17. Separately for each inlruslon identified in the response to Request 13, provide all

documents that concern, relate, or refer to fraud and/or Identity theft attributable 10 Ihe
Intrusion and to the consequences of
the fraud or identity iheft. Responsive documents
should Include, but not be limited to:
(a) fraud reports, alerts, or warings Issued by bank associations, banks, or other

entities; documents that assess, IdentifY, evaluate, estimate, or predict the number

of consumers or employees that have, or are likely to, suffer ftud or Identity
theft; claims made against you for fraud or identity Iheft such as by affdavits

fied by consumers or employees; and documents that assess, IdentifY, evaluate,
the dollar amount of fraud, identity theft, or other costs (such
as for increased frud monitoring or providing fraud insurance) attributable 10 the
intrusion;

estimate, or predict

(b) documents that concern, reflect, or relate to investigations of or complaints fled
with or against you relating to the intrusion, including, but not limited to, private
lawsuits, correspondence with you, and documents fied with Federal, State, or
local government agencies, Federal or State courts, and Beller Business Bureaus;
and

(c) documents or a narative that identifies how (such as by public announcement or
individual breach notification letter), when, how many, and by whom consumers
and/or employees were notifed that their persol1al infonnation was or may have
been obtained without authorization through the
"intrusion. Ifnotlflcation hIl
been made, explain why notification was made (e.g., compelled by law) and
provide a copy of each substantively different notification. If notification was not
provided as soon as you became aware of

the

intrusion or was not provided to all

affected consumers and/or employees or at all, provide a nartive explaining why
not.
18. Provide documents suffcient to idenlifY all policies, claims, and statements you have

made regarding Ihe collection, disclosure, usc, storage, destruction, and protection of
Information, Including any policies, claIms, or statements relating to how you

personal

secure personal information, and for each such policy, claim, or statement Identify the
date(s) when It was adopted or made, to whom It was distributed, and all means by which
it was distnbuted.

Privacy and
Pleae send all documents and infonnation to: Aloin Sheer, DivIsion of
Identity Protection, Federal Trade Commission, 600 Pennsylvania Ave., NW, Mail Stop NJ.
8122, Washington, D.C. 20580. Due to extensive delays resulting from security measures taen

to ensure the safety ofilems senl via the U.S. Poslal Service, we would appreciate receiving
these materials via Federal Express or a similar delivery service provider, if possible.
Thank you for your prompt attention to this matter. Please contact me (at
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202.326.3321)

.. I . ~

if

you have nny questions about this request or need anyaddltlonallnfonnation.7

~

Sincerel)',

Alain Sheer
Division of

Privacy and Identity Protection

I
i

7 The Commission has a longstanding commitment to a fair regulatory enforcement

you are a small business (under Small Business Administration stadards), you
have 8 right 10 contact the Small Business Administation's National Ombudsman at 1-888REGFAIR (1-888-734-3247) or ww.sba.gov/ombudsman rcgoring the faIrness ofthc
compliance and enforcement activities ofihe agency. You should understand, however, that the
National Ombudsman cannot change, stop, or delay a federal agency enforcement action. The
Commission strictly forbids retaliatory acls by its employees, and you will nol be penalized for
expressing a concern about these activities.

environment. If
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