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I dissent from the Commission’s decision to authorize the publication of staff’s report on
its Internet of Things workshop (“Workshop Report”) because the Workshop Report includes a
lengthy discussion of industry best practices and recommendations for broad-based privacy
legislation without analytical support to establish the likelihood that those practices and
recommendations, if adopted, would improve consumer welfare. 1 This approach differs from the
normal approach to a workshop report, which is to synthesize the record developed during the
proceedings, and not to make broad policy recommendations. An economically sound and
evidence-based approach to consumer protection, privacy, and regulation of the Internet of
Things would require the Commission to possess and present evidence that its policy
recommendations are more likely to foster competition and innovation than to stifle it.
The Commission has a long and well-regarded history of producing public reports that
examine novel, emerging or otherwise important issues. These reports are integral to the
Commission’s role in protecting consumers and competition in the marketplace. The genesis of
such reports varies. Congress may ask the Commission to investigate certain subject matter and
then to submit a report to them on the findings. 2 In preparing such Congressional reports, the
Commission sometimes will seek information using our authority under Section 6(b) of the
Federal Trade Commission Act to compel private parties to submit information for review. 3
Commission staff reports often are the result of extensive research, rigorous investigation into
certain industry sectors, practices or products, and economic analysis. 4 Reports taking advantage
of the Commission’s unique ability to collect and analyze data and to conduct economic analyses
to form the basis of its recommendations predictably have had significant impact on public
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policy debates. 5 Another category of reports prepared by staff include those that document
public workshops conducted by the Commission, as well as the public comment process that
usually accompanies such workshops. While these documentary reports rarely reflect
independent research or investigation, they can potentially serve a somewhat useful role in
synthesizing the discussion at the workshop, the comments placed on the public record, and the
Commission’s enforcement actions and policy positions relating to the workshop topic.
The Workshop Report falls into neither of these categories and thus raises several
concerns.
First, while documentary reports may serve a useful purpose in preserving a record of the
workshop proceedings and the accompanying public comment process, one must recognize that
merely holding a workshop – without more – should rarely be the sole or even the primary basis
for setting forth specific best practices or legislative recommendations. If the purpose of the
workshop is to examine dry cleaning methods 6 or to evaluate appliance labeling, 7 the limited
purpose of the workshop and the ability to get all relevant viewpoints on the public record may
indeed allow the Commission a relatively reasonable basis for making narrowly tailored
recommendations for a well-defined question or issue. But the Commission must exercise far
greater restraint when examining an issue as far ranging as the “Internet of Things” – a nascent
concept about which the only apparent consensus is that predicting its technological evolution
and ultimate impact upon consumers is difficult. A record that consists of a one-day workshop,
its accompanying public comments, and the staff’s impressions of those proceedings, however
well-intended, is neither likely to result in a representative sample of viewpoints nor to generate
information sufficient to support legislative or policy recommendations.
Second, the Commission and our staff must actually engage in a rigorous cost-benefit
analysis prior to disseminating best practices or legislative recommendations, given the real
world consequences for the consumers we are obligated to protect. Acknowledging in passing,
as the Workshop Report does, that various courses of actions related to the Internet of Things
may well have some potential costs and benefits does not come close to passing muster as costbenefit analysis. The Workshop Report does not perform any actual analysis whatsoever to
ensure that, or even to give a rough sense of the likelihood that the benefits of the staff’s various
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proposals exceed their attendant costs. 8 Instead, the Workshop Report merely relies upon its
own assertions 9 and various surveys that are not necessarily representative and, in any event, do
not shed much light on actual consumer preferences as revealed by conduct in the marketplace.
This is simply not good enough; there is too much at stake for consumers as the Digital
Revolution begins to transform their homes, vehicles, and other aspects of daily life. Paying lip
service to the obvious fact that the various best practices and proposals discussed in the
Workshop Report might have both costs and benefits, without in fact performing such an
analysis, does nothing to inform the recommendations made in the Workshop Report.
The abbreviated analysis underlying staff’s data minimization recommendation illustrates
the concerns I have with the Workshop Report’s failure to analyze costs and benefits in general.
In the Report, without limiting the scope of “data,” 10 staff identifies the benefits of data
minimization in terms of eliminating two scenarios: (1) the possibility that larger data stores
present a more attractive target for thieves; and (2) retention of large stores of data increase the
risk that data will be used in a way that deviates from consumers’ reasonable expectations. In
considering the costs of data minimization, staff merely acknowledges it would potentially
curtail innovative uses of data. Without providing any sense of the magnitude of the costs to
consumers of foregoing this innovation or of the benefits to consumers of data minimization, and
without providing any evidence demonstrating that the benefits of data minimization will
outweigh its costs to consumers, staff nevertheless recommends that businesses “develop policies
and practices that impose reasonable limits on the collection and retention of consumer data.” 11
Third, I remain unconvinced that the proposed framework described in the Workshop
Report – a combination of Fair Information Practice Principles as well as other concepts such as
“security by design” – is the proper framework to apply to the still-nascent Internet of Things. In
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contrast, I support the well-established Commission view that companies must maintain
reasonable and appropriate security measures; that inquiry necessitates a cost-benefit analysis.
The most significant drawback of the concepts of “security by design” and other privacy-related
catchphrases is that they do not appear to contain any meaningful analytical content. Relying
upon the application of these concepts and the Fair Information Practice Principles to the Internet
of Things can instead substitute for the sort of rigorous economic analysis required to understand
the tradeoffs facing firms and consumers. An economic and evidence-based approach sensitive
to those tradeoffs is much more likely to result in consumer-welfare enhancing consumer
protection regulation. To the extent concepts such as security by design or data minimization are
endorsed at any cost – or without regard to whether the marginal cost of a particular decision
exceeds its marginal benefits – then application of these principles will result in greater
compliance costs without countervailing benefit. Such costs will be passed on to consumers in
the form of higher prices or less useful products, as well as potentially deter competition and
innovation among firms participating in the Internet of Things.
Before setting forth industry best practices and recommendations for broad-based privacy
legislation relating to the Internet of Things – proposals that could have a profound impact upon
consumers – the Commission and its staff should, at a minimum, undertake the necessary work
not only to identify the potential costs and benefits of implementing such best practices and
recommendations, but also to perform analysis sufficient to establish with reasonable confidence
that such benefits are not outweighed by their costs at the margin of policy intervention. At this
juncture, I believe the Workshop Report either should set forth that evidence or, in the
alternative, request additional empirical evidence upon which to make future recommendations.
In the absence of such evidence, the Commission should decline to publish the Workshop
Report’s recommendations.
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