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Make smart shopping decisions, know your rights, and solve problems when you shop or donate to charity.
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            When trying to get a product fixed, you might find yourself in a fix. That’s why the FTC wants to hear what happened if you recently tried to get a product repaired.
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Learn about getting and using credit, borrowing money, and managing debt.
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            When it comes to small business loans, time is money. That was especially true early in the pandemic: when many small businesses were struggling to stay open, and Paycheck Protection Program (PPP) funds were limited. So, when Womply advertised that small businesses, including gig workers and one-person small businesses, could get fast PPP funding if they applied through the company, millions of applications came pouring in. The problem, says the FTC, is that Womply didn’t live up to its promises. And that hurt millions of small businesses.
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          Jobs and Making Money


What to know when you're looking for a job or more education, or considering a money-making opportunity or investment.
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            As a nanny or caregiver, you know that families and employers trust you to take care of their children or older adults. It’s the same trust that scammers want to build with you when they post ads for fake jobs to steal your money and personal information. So how do you spot the scam?
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          Unwanted Calls, Emails, and Texts


What to do about unwanted calls, emails, and text messages that can be annoying, might be illegal, and are probably scams.


View Unwanted Calls, Emails, and Texts



      




  




  


  
    
          Video

        
    

  
  
  
    
  




  


      

    
          
        
  
    
        
    

  
  
  
    


    
          Topics



      




  




  


            
  Topics

  

        
        	
        Unwanted Calls
              
	
        Unwanted Emails, Texts, and Mail
              


    


  

      

    
          
        

  
    
      
            
              

  
    
        
          
        Consumer Alerts
      


            
          
            

  
   
Fake shipping notification emails and text messages: What you need to know this holiday season
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Identity Theft and Online Security


How to protect your personal information and privacy, stay safe online, and help your kids do the same.


View Identity Theft and Online Security
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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Your home networks might have a range of wireless devices on them — from computers and phones to IP cameras, voice assistants, smart TVs, and connected appliances. Taking some basic steps to secure your home Wi-Fi network will help protect your devices from getting hacked — and your information from getting stolen.





	How Does My Home Wi-Fi Network Work?
	How To Secure My Home Wi-Fi Network





[bookmark: understand]How Does My Home Wi-Fi Network Work?


Your Wi-Fi network is your home’s wireless internet connection. It usually involves a wireless router that sends a signal through the air. You use that signal to connect to the internet. But unless your network is password protected, any device within range — whether yours, your guest’s, or a stranger’s — can pull the signal from the air and use your internet connection.


The upside of Wi-Fi? It lets you connect to the internet wirelessly. The downside? Others nearby who connect to your unprotected network might be able to see what you do online, including any personal information you look at or enter. And if anyone uses your network to commit a crime, like sending illegal spam, the activity could be traced back to you.


[bookmark: howto]How To Secure My Home Wi-Fi Network[bookmark: use]


Encrypt your network. Encryption scrambles the information sent through your network. That makes it harder for other people to see what you’re doing or get your personal information. To encrypt your network, simply update your router settings to either WPA3 Personal or WPA2 Personal. WPA3 is the newer — and best — encryption available, but both will work to scramble your information.


Older Router? No WPA3 or WPA2 options on your router? Older routers have WPA and WEP, which are outdated and not secure. If those are the only options listed, try updating your router software. Then check again to see if WPA2 or WPA3 are available. If they’re not, consider getting a new router to keep your information secure.


Change your router’s default settings. Change the default administrative username, password, and network name to something unique. Don’t use login names or passwords with your name, address, or router brand.


There are two passwords on your router that you’ll need to reset:


	The Wi-Fi network password: This is the one you use to connect your devices to the network. A unique and secure Wi-Fi network password prevents strangers from getting onto your network.



	The router admin password: This is the one that lets you into the administrative side of the device. There, you’re able to do things like change settings (including the Wi-Fi network password). If a hacker managed to log into the admin side of your router, the hacker could change the settings (including your Wi-Fi network password). That would undo any other security steps you may be taking.



To find instructions for changing your router’s admin and Wi-Fi network passwords, first find the name of your router’s manufacturer. Then go online and search for “how to change [your router manufacturer] admin password” and “how to change [your router manufacturer] Wi-Fi network password.” Still having trouble? Contact the manufacturer directly. 


Keep your router up to date. Before you set up a new router or make updates to your existing one, visit the manufacturer’s website to see if there’s a newer version of the software available for download. To make sure you hear about the latest version, register your router with the manufacturer, and sign up to get updates. If you got your router from your Internet Service Provider (ISP), like Verizon or Comcast, check with your ISP to see whether it sends out automatic updates.


[bookmark: limit][bookmark: secure]Turn off “remote management,” Wi-Fi Protected Setup (WPS), and Universal Plug and Play (UPnP) features. Some routers have features that can be convenient but weaken your network security. For example, enabling remote access to your router’s controls allows you to change settings over the internet. WPS lets you push a button on the router to connect a device to the internet instead of entering the Wi-Fi network password. Lastly, UPnP lets your devices find each other on the network. These features may make it easier to, say, add devices to your network or let guests use your Wi-Fi — but they can make your network less secure. 


Set up a guest network. Many routers let you set up a guest network with a different name and password. It’s a good security move for two reasons:


	Having a separate login means fewer people have your primary Wi-Fi network password.
	In case a guest (unknowingly) has malware on their phone or tablet, it won’t get onto your primary network and your devices.



Log out as administrator. Once you’ve set up your router or are done changing settings, don’t forget to log out as administrator. When you’re logged in as administrator, you’re able to change passwords and otherwise manage settings that control the security of your network. If a hacker got into your administrator account, they could easily get into your network and devices.


Turn on your router firewall. A firewall is an additional layer of protection that can help keep out viruses, malware, and even hackers. Most routers come with built-in firewalls, so check your settings to make sure your router’s firewall is turned on.


Protect your devices. Just as hackers can get to your data through unsecured networks, they can also get to your network through unsecured devices. To find advice on locking down your devices, read about keeping your devices secure.[bookmark: assume]
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