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          Shopping and Donating


Make smart shopping decisions, know your rights, and solve problems when you shop or donate to charity.


View Shopping and Donating
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            When trying to get a product fixed, you might find yourself in a fix. That’s why the FTC wants to hear what happened if you recently tried to get a product repaired.
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          Credit, Loans, and Debt


Learn about getting and using credit, borrowing money, and managing debt.


View Credit, Loans, and Debt



      




  




  


  
    
          Video

        
    

  
  
  
    
  




  


      

    
          
        
  
    
        
    

  
  
  
    


    
          Topics



      




  




  


            
  Topics

  

        
        	
        Credit and Debt
              
	
        Loans and Mortgages
              


    


  

      

    
          
        

  
    
      
            
              

  
    
        
          
        Consumer Alerts
      


            
          
            

  
   
Paycheck Protection Program lender pays the price for lying about loan processing times


        


    
          March 18, 2024


      






    
          Colleen Tressler

      






    
            Delays in processing loans needed by small businesses in an emergency — like the pandemic — can leave them struggling to stay open. And deceiving consumers about these delays violates the law. The FTC says that's what happened when small businesses applied for emergency Paycheck Protection Program loans from Biz2Credit Inc.
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          Jobs and Making Money


What to know when you're looking for a job or more education, or considering a money-making opportunity or investment.


View Jobs and Making Money
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            As a nanny or caregiver, you know that families and employers trust you to take care of their children or older adults. It’s the same trust that scammers want to build with you when they post ads for fake jobs to steal your money and personal information. So how do you spot the scam?
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          Unwanted Calls, Emails, and Texts


What to do about unwanted calls, emails, and text messages that can be annoying, might be illegal, and are probably scams.


View Unwanted Calls, Emails, and Texts
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Fake shipping notification emails and text messages: What you need to know this holiday season
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Identity Theft and Online Security


How to protect your personal information and privacy, stay safe online, and help your kids do the same.


View Identity Theft and Online Security
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          If your credit, ATM, or debit card is lost or stolen, federal law limits your liability for charges made without your permission, but your protection depends on the type of card — and when you report the loss.
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[bookmark: report]Report Loss Or Theft Immediately


If your credit, ATM, or debit card is lost or stolen, don’t wait to report it.


	
Call — or get on the mobile app — and report the loss or theft to the bank or credit union that issued the card as soon as possible. Federal law says you’re not responsible to pay for charges or withdrawals made without your permission if they happen after you report the loss. It’s important to act fast. If you wait until someone uses your card without permission, you may have to pay some or all of those charges. Check your statement or online account for the right number to call. Consider keeping the customer service numbers for your bank or credit union in your phone’s contacts, and keep them up to date.


	
Follow up immediately in writing. Send a letter to the card issuer and include your account number, the date and time when you noticed your card was missing, and when you first reported the loss. Keep a copy of your letter and your notes from calls with the bank or credit union.





[bookmark: watch]Watch Your Accounts


	Keep checking your account statements and call to report fraudulent charges ASAP. If you spot a charge you didn’t make, call to report it immediately. If you wait, you may have to pay for the charges, or lose the money withdrawn from your account.
	Follow up immediately in writing. Send a letter to the address used for billing disputes (credit cards) or errors (debit cards). Confirm that you reported the fraudulent charge or withdrawal. Include the date and time when you noticed your card was missing, and when you first reported the loss.
	Check if your homeowner's or renter's insurance covers you for card thefts. If not, ask your insurance company to include this protection in your policy going forward.
	Check your credit reports. Get copies of your free credit reports to monitor for accounts or charges you don’t recognize. If you suspect identity theft, visit IdentityTheft.gov to report it and get a recovery plan.



[bookmark: limit]How To Limit Your Losses


Under federal law, you have protections that help limit what you have to pay if your credit, ATM, or debit cards are lost or stolen.


	
	[bookmark: chart]

		
	Credit card 

		
	ATM/Debit card 

	
	
	You report your card’s loss before someone uses it

		
	You aren’t responsible for any charges you didn’t authorize

		
	You aren’t responsible for any transactions you didn’t authorize

	
	
	You report your card’s loss after someone uses it

		
	The maximum you might be responsible for is $50

		
	What you’re responsible for depends on how quickly you reported it

	
	
	Your account number is used but your card isn’t lost or stolen

		
	You aren’t responsible for any charges you didn’t authorize

		
	You aren’t responsible for any transactions you didn’t authorize if you reported the loss within 60 calendar days after your statement is sent to you 

	



 


If someone uses your ATM or debit card before you report it lost or stolen, what you owe depends on how quickly you report it.


	
	If you report your ATM or debit card lost or stolen…

		
	Your maximum loss is…

	
	
	…before any unauthorized charges are made

		
	$0

	
	
	…within 2 business days after you learn about the loss or theft

		
	$50

	
	
	…more than 2 business days after you learn about the loss or theft, but within 60 calendar days after your statement is sent to you

		
	$500

	
	
	…more than 60 calendar days after your statement is sent to you

		
	All the money taken from 

	your ATM/debit card account, and possibly more — for example, money in accounts linked to your debit account

	



[bookmark: protect]How To Protect Your Account Information


	Don’t share your account information. Don’t give your account number over the phone unless you made the call — and know why you need to share it. Never leave your account information out in the open.
	Protect your accounts by using multi-factor authentication, when available. Some accounts offer extra security by requiring two or more credentials to log into your account. This is called multi-factor authentication — a security practice that makes it harder for scammers to log in to your accounts if they get your username and password. To log in to your account, you’d need either:
	Something you have — like a passcode you get via text message or an authentication app.
	Something you are — like a scan of your fingerprint, your retina, or your face.



	Keep an eye on your accounts. Regularly check your account activity, especially if you bank online.
	Carefully check your ATM or debit card transactions because they take money from your account right away. Report any withdrawals you don’t recognize to your bank or credit union immediately.
	For your credit cards, open your monthly statements promptly. Compare the current balance and charges on your account with your receipts. Report any charges you don’t recognize as soon as you discover them.



	Keep your cards, PINs, receipts, and deposit slips safe — and dispose of them carefully.
	Carry only the cards you'll need. Don't carry the PIN for your ATM or debit card in your wallet, purse, or pocket. Never write your PIN on the card itself, or on any piece of paper that you could lose or someone could see.
	Cut up old cards. Be sure to cut through the account number, the magnetic strip on the back, and the security code — before you throw the pieces away in separate bags. If your card has a chip, it may be difficult to cut. You may want to destroy the chip by smashing it into pieces with a hammer.






[bookmark: avoid]Avoiding Credit Card Loss Protection Scams


Scammers sometimes contact you — by phone, text, email, or by messaging you on social media — and try to trick you into thinking you need to buy “credit card loss protection insurance.” They may say you need it because computer hackers can get into your credit card and charge thousands of dollars. Or they might say they’re from your credit card company’s “security department.” They’ll claim you just need to confirm your account number to activate your card’s protection feature — but you’ll end up getting charged. No matter the story, it’s a scam and they’re just after your account number. Reputable financial companies won’t contact you like this, and there’s no need to pay for this so-called protection. Federal law already protects you from unauthorized use of your credit card.


If you see a scam, fraud, or a bad business practice, tell the FTC. Go to ReportFraud.ftc.gov, the FTC’s website that makes it easy for you to report.
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