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Make smart shopping decisions, know your rights, and solve problems when you shop or donate to charity.
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            When trying to get a product fixed, you might find yourself in a fix. That’s why the FTC wants to hear what happened if you recently tried to get a product repaired.
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Learn about getting and using credit, borrowing money, and managing debt.
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            When it comes to small business loans, time is money. That was especially true early in the pandemic: when many small businesses were struggling to stay open, and Paycheck Protection Program (PPP) funds were limited. So, when Womply advertised that small businesses, including gig workers and one-person small businesses, could get fast PPP funding if they applied through the company, millions of applications came pouring in. The problem, says the FTC, is that Womply didn’t live up to its promises. And that hurt millions of small businesses.
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          Jobs and Making Money


What to know when you're looking for a job or more education, or considering a money-making opportunity or investment.
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            As a nanny or caregiver, you know that families and employers trust you to take care of their children or older adults. It’s the same trust that scammers want to build with you when they post ads for fake jobs to steal your money and personal information. So how do you spot the scam?
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What to do about unwanted calls, emails, and text messages that can be annoying, might be illegal, and are probably scams.


View Unwanted Calls, Emails, and Texts
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Fake shipping notification emails and text messages: What you need to know this holiday season
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Identity Theft and Online Security


How to protect your personal information and privacy, stay safe online, and help your kids do the same.


View Identity Theft and Online Security
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          They’re the worst of the worst: scams that target people who have already lost money to a scam. If you’ve experienced a scam, you may be targeted by a refund or recovery scam. In these scams, someone says they can help get your money back or recover the prize or item you never got. You just need to pay them first. If you do, you’ll lose more money.
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[bookmark: HowRefundAndRecoveryScamsWork]


How Refund and Recovery Scams Work


Whether it’s a refund scam promising to get your money back or a recovery scam claiming to get you the prize or products you were promised, the scheme usually follows a set pattern. Here’s how it happens:


	You’ve already paid a scammer. You may have given money to a timeshare resale scam, paid for a fake prize, or lost money to one of the many other ways scammers try to cheat you.
	Scammers buy lists of people who’ve paid scammers. They call it a “sucker list,” with information about people — like your name, address, and phone number, the kind of scam that tricked you, and how much money you paid. Scammers buy, sell, and trade these lists, expecting that people who have been scammed once are good targets for being scammed again.
	Scammers come calling — again. The scammer calls, emails, texts, contacts you on social media or sends a letter, claiming they’ll get back the money you lost or recover the prize or merchandise you never got. If you didn’t know you were scammed, no problem. The scammer, using the information they bought, can make up a story that sounds believable to “helpfully” tell you about the earlier fraud. 
	Scammers make you think you can trust them. The scammer may say they're with a government agency, a consumer advocacy group, a law firm, or some other organization. Or they pretend to be with the scammy company that took your money in the first place and say they’re offering refunds to dissatisfied customers. Sometimes, they claim they’re holding money for you, offer to file complaint paperwork with government agencies on your behalf, or say they can get your name at the top of a list for reimbursement. Whatever they say, it’s a lie designed to gain your trust — and your money.
	They tell you to pay. Before they can recover your money or merchandise, the person who contacted you says they need you to pay or give them personal or financial information. They may call the upfront money a “retainer fee,” “processing fee,” “administrative charge,” “tax,” “shipment and handling charge”. Or, they may say they need your social security number, checking, debit, or other financial account number so they can deposit a refund directly into your account. If you give them the money or personal or financial account information, your money will disappear, and they could steal your identity. 
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How To Recognize Refund and Recovery Scams


	Did someone contact you and ask for an upfront fee? That’s a scammer. No matter how someone unexpectedly contacts you — by mail, online, telephone, social media, or text message — don’t pay upfront. It’s a scam. 
	Did someone say they’re from a government agency like the Federal Trade Commission, a nonprofit group, or some other organization, and need payment or your personal information? That’s a scammer. Government agencies and legitimate organizations will never ask for money to help you get a refund. They will never ask for your financial account numbers or other personal information and will not guarantee that you’ll get your money back. Anyone who does any of these things is a scammer.
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How To Avoid Refund and Recovery Scams


	Don’t trust calls, letters, emails, texts, or messages on social media from someone who says they can recover money you lost in a scam for a fee. You’ll lose more money.
	Never pay upfront for a refund or help with a refund. That means never give any personal information like your social security number or financial information like bank account, credit card, or other payment information to get a refund. Anyone who asks for your personal or financial information or for upfront fees is a scammer.
	Know that only scammers will insist that you pay only with cash, gift cards, cryptocurrency, wire transfers through companies like Western Union or MoneyGram, or a payment app. Anyone who says you have to pay in any of these ways is a scammer.
	Don’t deposit a refund check for more money than you lost. Some scammers will say they made a mistake, to cash the check, keep the amount you’re due, and return the balance. That’s always a scam. It can take weeks for a bank to discover that a check it cleared was a fake. In the meantime, if you return money to the scammer, the bank will want you to repay that money.
	Research any organizations or government agencies that contact you. Search the organization’s name online, with words like “complaint,” “scam,” or “review.” Check with your state attorney general, too, to see if other people have complained about the organization. For government agencies, look up their number on your own. Then call to confirm that they contacted you. But don’t call a number they gave you or the number from your caller ID. 
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How To Get a Refund If You Already Paid a Scammer


Scammers often ask you to pay in ways that help them get your money quickly — and make it hard to get your money back. If you’ve paid a scammer, the sooner you act, the better. Here are some steps to try to stop a transaction, get a transaction reversed, or get a refund. 
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Report Refund and Recovery Scams


If you’ve lost money to a refund or recovery scam, or have information about the company or scammer who called you, report it


	to the FTC at ReportFraud.ftc.gov
	to your state attorney general



When you report these scammers, you help law enforcement stop them and alert others in your community to the scam.
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