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SECRETARY

UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

)
In the Matter of ) PUBLIC

)

LabMD, Inc., ) Docket No. 9357
a corporation, )
Respondent. )
)
)

COMPLAINT COUNSEL’S OPPOSITION TO RESPONDENT’S
MOTION IN LIMINE TO LIMIT THE TESTIMONY OF ERIC JOHNSON

The Court should deny Respondent’s Motion in Limine to Limit the Testimony of Eric
Johnson because Respondent has failed to meet its high burden of establishing that the
unspecified testimony it seeks to exclude is clearly inadmissible. Complaint Counsel seeks to
introduce testimony from Dean Johnson about facts related to a study that he conducted on
unauthorized disclosures of medical information, which Respondent contends is relevant to these
proceedings. Dean Johnson has personal knowledge of those facts, and Respondent waived its

argument to the contrary by not objecting to the testimony during its deposition of Dean Johnson.

BACKGROUND

On February 18, 2014, Respondent deposed M. Eric Johnson, Dean of Owen Graduate
School of Management, Vanderbilt University, pursuant to a subpoena that it issued on February
12, 2014. Respondent questioned Dean Johnson at length about facts relating to a study that he
conducted in 2008 entitled “Data Hemorrhages in the Health-Care Sector” (“Health-Care Data
Hemorrhages Study™), including his research methodology and findings, and how the study was

funded. See CX0721, Johnson Dep. Tr. with Compl. Counsel Designations (Attached as Exhibit
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A); CX0382, Health-Care Data Hemorrhages Study (Attached as Exhibit B).! Following
Respondent’s examination, Complaint Counsel exercised its right as the non-noticing party to
guestion Dean Johnson. Complaint Counsel also inquired about facts relating to Dean Johnson’s
Health-Care Data Hemorrhages Study, including his research methodology and findings, and the
consequences of the inadvertent disclosure of consumers’ personal information. See Ex. A
(CX0721) at 92-125. At no time during Complaint Counsel’s examination did Respondent
object that Dean Johnson’s testimony was based in speculation rather than fact, constituted
improper expert opinion, or otherwise lacked foundation. See id.

On February 27, 2014, Complaint Counsel supplemented its Preliminary Witness List in
light of additional information learned during discovery. Complaint Counsel’s Supplemental
Preliminary Witness List identified seven additional witnesses, including Dean Johnson.
Complaint Counsel stated that Dean Johnson would “testify about facts related to [the Health-
Care Data Hemorrhages Study], including his research methodology and findings . . . and the
consequences of inadvertent disclosures of consumers’ personal information.” Resp. Mot., Ex. 1
(Compl. Counsel Suppl. Prelim. Witness List) at 3.

On March 14, 2014, Respondent sent a letter requesting that Complaint Counsel agree to
“exclude any testimony [from Dean Johnson] about ‘consequences of inadvertent disclosures of

consumers’ personal information (“March 14 Letter”). See Resp. Mot., Ex. 2. The March 14

! Dean Johnson conducted the Health-Care Data Hemorrhages Study, which was published in
2009, while he was a professor at Dartmouth College. See Ex. B (CX0382) at 1; Ex. A
(CX0721) at 6, 9, 15. “Through an analysis of leaked files”—including the 1,718 page file
identified in the Complaint as the “P2P insurance aging file”—the study examines “data
hemorrhages stemming from inadvertent disclosures on internet-based file sharing networks.”
Ex. B (CX0382) at 1, 11-12; Compl. § 17. The study also examines “the consequences of data
hemorrhages, including privacy violations, medical fraud, financial identity theft, and medical
identity theft.” Ex. B (CX0382)at 1.
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Letter also noted that Respondent was “willing to meet and confer regarding this matter” in the
event that Complaint Counsel did not agree to limit Dean Johnson’s testimony as Respondent
requested. /d.

On March 26, 2014, Complaint Counsel served its Final Proposed Witness List, which
states that Dean Johnson will testify about the “facts related to [the Health-Care Data
Hemorrhages Study]” identified in Complaint Counsel’s Supplemental Preliminary Witness List.
Compl. Counsel Final Proposed Witness List (Mar. 26, 2014) at 16 (Attached as Exhibit C). The
same day, Complaint Counsel served its designations from Dean Johnson’s deposition. See
Ex. A (CX0721). On April 9, 2014, Respondent served its Final Proposed Witness List, which
states that Respondent expects to call Dean Johnson as a live witness to testify on several topics,
including “the facts underlying [the Health-Care Data Hemorrhages Study]” and
communications related to his research methodology. Resp. Final Proposed Witness List
(Apr. 9, 2014) at 3 (attached as Exhibit D). Respondent did not designate any testimony from
Dean Johnson’s deposition,

On April 22, 2014, more than one month after sending the March 14 Letter, Respondent
filed the present Motion. In the interim, Respondent did not request a time to meet and confer
about its objection to Complaint Counsel’s introduction of Dean Johnson’s testimony. The
parties nonetheless discussed the present Motion during their April 21, 2014 meet and confer
session on other motions in limine and motions for in camera treatment, which the parties filed

on April 22, 2014.
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ARGUMENT

I RESPONDENT HAS FAILED TO SHOW THAT THE UNSPECIFIED
TESTIMONY IT SEEKS TO EXCLUDE IS CLEARLY INADMISSIBLE

The party filing a motion in limine to exclude evidence faces a high burden. As this
Court has explained, “[e]vidence should be excluded on a motion in limine only when the
evidence is clearly inadmissible on all potential grounds.” In re McWane, Inc., No. 9351, 2012
WL 3719035, at *3 (F.T.C. Aug. 16, 2012} (citing Hawthorne Partners v. AT&T Techs., Inc.,
831 F. Supp. 1398, 1400 (N.D. Ill. 1993)); see also, e.g., In re Daniel Chapter One, No. 9329,
2009 FTC LEXIS 85, at *19 (Apr. 20, 2009) (same).

Respondent’s Motion should be denied because Respondent has failed to meet its high
burden of establishing that the Court should exclude all testimony from Dean Johnson about “the
consequences of inadvertent disclosures of consumers’ personal information.” Resp. Mot. at 4.
Respondent fails to identify any specific testimony that it seeks to exclude, much less
demonstrate that such unspecified testimony is “clearly inadmissible on all potential grounds.”
McWane, 2012 WL 3719035, at *3. By not identifying particular testimony from Dean Johnson
that it seeks to exclude, Respondent has failed to provide the Court with sufficient information to
make an informed ruling on the admissibility of the testimony at issue. See, e.g., Logan v.
Cooper Tire & Rubber Co., No. 10-3-KSF, 2011 WL 3475273, at *2-3 (E.D. Ky. Aug. 9, 2011)
(denying motion in limine because moving party “failed to identify any specific evidence that it
[sought] to exclude™ and court was therefore “unable to make an informed decision™); Landers v.
Nat'l R.R. Passenger Corp., No. Civ. 00-2233 (PAMIGL), 2002 WL 832588, at *3 (D. Minn.
Apr. 26, 2002) (denying motion in limine because court was not provided “sufficient information
to make an informed ruling on the admissibility of” the evidence at issue). Therefore, the Court

should deny Respondent’s Motion and reserve judgment until trial, when the Court will have the

-4-
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appropriate factual context—including Dean Johnson’s live testimony—to make an informed
ruling on the testimony that Respondent seeks to exclude. See In re POM Wonderful LLC, No.
9344, 2011 WL 2160775, at *2 (May 5, 2011) (“Courts considering a motion in limine may

reserve judgment until trial, so that the motion is placed in the appropriate factual context.”).

II. RESPONDENT SEEKS TO EXCLUDE ADMISSIBLE LAY TESTIMONY FROM
DEAN JOHNSON AND HAS WAIVED ITS OBJECTIONS TO IT

Respondent’s Motion also should be denied because, contrary to Respondent’s assertion,
Complaint Counsel seeks to introduce lay testimony from Dean Johnson that is based on fact, not
speculation or expert opinion. As Complaint Counsel’s witness lists state, and as its deposition
designations show, Complaint Counsel seeks to introduce testimony from Dean Johnson about
facts related to his Health-Care Data Hemorrhages Study, including his research methodology
and findings and the consequences of inadvertent disclosures of consumers’ personal
information. See Resp. Mot., Ex. 1 (Compl. Counsel Suppl. Prelim. Witness List) at 3; Ex. C
(Compl. Counsel Final Proposed Witness List) at 16; Ex. A (CX0721), at 92-125. Respondent
has repeatedly contended that the facts surrounding Dean Johnson’s Health-Care Data
Hemorrhages Study are relevant to these proceedings. See, e.g., Sched. Conf. Tr. (Sept. 25,
2013) at 26-28; Resp. Opp’n to Compl. Counsel Mot. for Protective Order Re: Rule 3.33 Dep.
(Feb. 26, 2014) at 3-5. Dean Johnson’s testimony about facts related to his Health-Care Data
Hemorrhages Study is based on his personal knowledge from conducting the study, and
Respondent waived its argument that any of Dean Johnson’s testimony lacked foundation by not
objecting to it during his deposition. See, e.g., In re WPMK, Inc., 42 B.R. 157, 159-60 (Bankr.
D. Haw. 1984) (ruling that objections based on lack of foundation not made during deposition
were deemed waived because they “might have been cured if presented at the deposition™); see

also Fed. R. Civ. P. 32(d)(3)(A) (waiver of objections).
iy
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CONCLUSION

For the foregoing reasons, Respondent’s Motion in Limine to Limit the Testimony of Eric
Johnson should be denied. Respondent has failed to meet its high burden of establishing that the

unspecified testimony from Dean Johnson that it seeks to exclude is clearly inadmissible,

Dated: April 29,2014 Respectfully submitted,
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UNIT=D STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

3 OFFICE OF ADMINISTRATIVE LAW JUDGES
__________________________ 5
4
In the Matter of
i DOCKET NO. 9357
6 LabMD, Inc.,
A corporation.
7
8 —mmmmmmmmmmmmmmemoo—ooaeo x
February 18, 2014
9 9:55 a.m.
10
11
12
13
14 Deposition of M. ERIC JOHNSON, PL.D.,
15 takar by Respondent, pursuant to subpoena,
16 at the offices of Henry H. Korn, PLLC, 220
17 East 42nd Street, New York, New York 1017,
18 befsore Alexis Perez Jenio, a Shorthand
19 Reporter and Notary Public of the State of
20 New York.
21
22
23
24
25
1
2 APPEARANCES:
3
4
5 DINSMORE & SHOHL, LLP
6 Attorneys for respondent
7 801 Pennsylvania Avenue, N.%.,
8 Suite 610
9 Washington, DC 20004
10 BY: WILLIAM A. SHERMAN, II
11
12
13 FEDZRAL TRADE COMMISSION
14 BUREAU OF CONSUMER PROTECTICN
15 600 Pennsylvania Avenue, N.W.
16 Mail Stop NJ-3158
17 Washington, DC 20580
18 BY: LAURA RIPOSO VAN DRUFF
19 ALATN SHEER
20
21
22
23
24
25
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APPEARANCES (Continued) :

DARTMOUTH COLLEGE,

OFFICE OF THE GENERAL COUNSEL
63 South Main Street, suite 301
Hanover, New Hampshire 03755

BY: KEVIN D. O'LEARY

PRESENT: MICHAEL J. DAUGHERTY, LakMD

Johnson
M. ERIC JOENSCN, Ph.D.,

called as a witness, having been duly

sworn, testified as follows:
EXAMINATION
BY MR. SHERMAN:

Q. Good morning, Dr. Johnson.
name is William Sherman. I represent
LabMD, and you're here by subpoena.
that correct?

A, Yes.

Q. I'm going to show you what will
be marked as Exhibit 1.

MR. SHERMAN:
RX and a number.

MR. SHEER: You guys have been
using RX-1 previously, so at some point
down the road you might think about
starting at a higher number.

MR. SHERMAN: Will you mark this
RX-1, please?

{One-page cover letter with
attached Subpoena ad Testificandum
marked Exhibit RX-1 for identification)
Q. I'm gshowing you what has been

My

Is

We're going to do

1 (Pages 1 to 4)
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————— =—__
5 ! 7
1 Johnson 1 Johnson
2 marked RX-1. If you could take a look at 2 A. Yes.
3 that for me and just confirm that you have 3 Q. Have you ever had your deposition
4 seen it, or your lawyer has advised you, 4 taken before?
5 and that it was sent to him and that you're 5 A. No.
6 here by virtue of this subpoena. 6 Q. Solet me go over a few kind of
7 MS. RIPOSO VAN DRUFEF: Counsel, 7 ground rules.
8  do you have a copy for me? 8 The court reporter is here.
9 MR. SHERMAN: Ido. Isuspect 9 She's taking down everything that we say,
10  that you've seen it, but you can have 10 and so it's important that you respond
11 my copy. 11 verbally with a "yes" or a "no" rather than
12 MS. RIPOSO VAN DRUFF: Thank you. 12 an "um-hmm" or an "uh-huh," because those
13 A. I think there may be some other 13 can be misconstrued or misunderstood.
14 things that are attached to this that I 14 Secondly, I'll be asking the
15 haven't seen before. 15 questions. And if you could wait until I
16 MR. O'LEARY: The last page -- 16 finish asking the question before you
17 well, our last page, anyway, I think 17 answer, and I'll wait until you answer
18 this was just a copy. 18 before asking you another, that will help
19 MR. SHERMAN: Yes. That's not 19 the court reporter also take down
20  even intended to be attached. I don't 20 everything we say. It doesn't translate
21 how that got attached. 21 well when we talk over one another.
22 Q. Other than that last page - 22 If at any time you wish to take a
23 A. Yes. 23 break, feel free to say, Hey, I need to
24 Q. -- which was inadvertently 24 take a break, and we'll do so. I'll just
25 attached, you would agree that you've seen 25 _ask that if there's a question on the
6 8
1 Johnson 1 Johnson
2 the document marked as RX-1? 2 table, that you respond to that question
3 A. Yes. 3 before taking a break.
4 Q. If you could, just give me your 4 At any time you are free to
5 educational background, starting with your 5 consult with your counsel. And although
6 college education. 6 this is basically an informal setting, it
7 A. Yes. Solhave Bachelor of 7 is just as important as if you were in
8 Science 1n economics from Penn State, a i 8 front of a court of law before a judge and
9 Bachelor of Industrial Engineering from ' 9 a jury, that you tell the truth, You
10 Penn State, a Master's of Industral 10 understand that, right?
11 Engineering from Penn State, and a Ph.D. 1n 11 A. Yes.
12 industrial engineering from Stanford. 12 Q. Those are usually the only ground
13 Q. Could you give me, let's say, the 13 rules that I have. And if you try to
14 past ten years of your employment history? 14 follow those, then I think it will do well
15 A. Past ten years would include time 15 for the court reporter, make for a nice,
16 as a nrofessor at Dartmouth College in the 16 clean transcript, and we'll move along
17 Tuck School of Business 1n various roles 17 pretty quickly. Agreed?
18 there, includiag drrector of the Center for 18 A. Yes.
19 Digiial Strategies. 19 Q. Okay. Thank you.
20 Q. Was that "digital strategies"? 20 So it seems that ten years wasn't
21 A. Um-hmm. Yes. 21 quite far back enough, because the past ten
22 Q. Let me back up. And it's 22 years you've been basically affiliated with
23 Dr. Johnson -- 23 Dartmouth College. Is that correct?
24 A, Yes. 24  A. Until six months ago. when I
25 g -- is that what you grefer? 25 !'oined Vanderbilt Universitz. Or more than

2 (Pages 5 to 8)
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9! I1
1 Johnson 1 Johnson
2 since months ago. In fact, it would be | 2 glance that I'm making right now leads me
3 July Ist. 3 to believe that I have not seen this
4 Q. So July Ist of 2013 you joined 4 before.
5 Vanderbilt. Is that correct? 5 Q. What I believe that document is
£ A hes 6 is a series of contracts and amendments
7 Q. In what capacity? 7 between Dartmouth College Board of Trustees
8  A. As dean of the business school. 8 and the Department of Homeland Security.
9 Q. Prior to Dartmouth College, how | 9 And if you look on the first page of that
10 were you employed? l 10 document, it states, ""Agreement No.
{1 A. As a professor at Vanderbilt 11 2006-CS-001-000001." Do you see that?
12 University. 12 A. Yes.
13 Q. In what area? 13 Q. And the title is "Cyber Security
14 A, The School of Management. 14 Collaboration and Information Sharing." Do
15 Q. Is it fair to say that your 15 you sece that?
15 employment history has basically been in 16 A. Yes.
17 academia, or have you worked in industry? 17 Q. Would you describe part of your
i8 A, Priorto that, I worked at 18 work at Dartmouth as being associated or
19 Hewlett-Packard. 19 related to cyber security collaboration and
20 Q. In what capacity? 20 information sharing?
21 A, As adevelopment engineer |21 A. Yes.
22 Q. Developing what? |22 Q. Butyou've not seen these
23 A. We were -- [ was partof 2 23 documents. Is that correct?
24 laboratory that was working on ‘ 24  A. Idon'tbelieve so. Not in this
25 computer-driven manufacturing. |25 form, anyways. :
10 ’ 12
1 Johnson |1 Johnson
2 Q. Soit's my understanding that 2 Q. Now, did you have any contact
3 Dartmouth College had a contract with the 3 with the Department of Homeland Security
4 Department of Homeland Security to do 4 with regard to your research?
5 certain research. Is that an accurate 5 A. Define "contact."
6 statement? 6 Q. Telephone calls, e-mails,
7 A. Yes. 7 meetings, negotiations, discussions of
8 Q. And as a result of that contract, 8 terms of contracts.
9 is it fair to say that the article "Data 9 A. This work was initiated by a
10 Hemorrhages in The Health Care Sector” was | 10 proposal to the Department of Homeland
11 written and published by you? 11 Security --
12 A. Yes. 12 Q. Who made the proposal?
13 Q. I'm going to show you whatI'd 13 A, -- which I participated in, along
14 like to have the court reporter mark as 14 with many others.
15 RX-2. 15 Q. Soyou did participate in the
16 (Homeland Security Grant Award 16 proposal for what you believe this contract
17  Terms and Conditions marked Exhibit ‘ 17 is associated with?
18  RX-2 for identification) 18 A. Yes.
19 Q. Have you taken a look at RX-2, 19 Q. And when was the proposal made?
20 please? 20 A. Priorto initiating the work.
21 A, Idon't believe I've seen this 21 But I would have to go back and look at my
22 document before. 22 calendar to look at the exact dates.
23 Q. You've not seen any part of that 23 Q. When did the work initiate?
24 document? 24  A. This was a multi-year grant, and
25

25 A, There are many pages here, but a

work was conducted over a number of years,

3 (Pages 9to 12)
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13 { 15
1 Johnson 1 Johnson
2 including 2008. But prior to 2008, 2007, 2 article "Data Hemorrhages in the Healthcare
3 and 2009, so in that time period. I would 3 Sector."” You're familiar with that
4 have to look at my calendar to know the 4 article. Is that correct?
5 exact dates. 5 A. Yes.
6 Q. AndI'm not asking you for exact 6 Q. You're the author of that
7 dates. 7 article. Is that correct?
8 But is it fair to then 8 A. Yes.
9 characterize your testimony as the work 9 Q. When was it published?
10 associated with these contracts initiated 10 A. It was published in 2009,
11 in 20077 11 Q. And are you aware of when the
12 A. There may have been grant 12 grant was awarded that, I guess, funded the
13 proposal efforts before that time. 13 research for this article?
14 Q. Well, I'm just interested in when 14  A. One clarification there is that
15 the work initiated. 15 this work wasn't solely funded by that
16 A. Sol guess you'll have to define 16 grant.
17 "work." 17 Q. Okay.
18 Q. Wel - 18  A. It was partially funded by that
19 MR. O'LEARY: Could I just ask a 19 grant. And the time period at which that
20  question-- 20 work was done is clearly outlined in the
21 MR. SHERMAN: Sure. 21 article itself.
22 MR. O'LEARY: -- that may be 22 Q. Well, when do you recall the work
23 kelpful? 23 being done?
24 MR. SHERMAN: Sure. 24  A. It was primarily done in 2008.
25 MR. O'LEARY: Are you asking 25 MR. SHERMAN: Why don't we mark
14 16
1 Johnson 1 Johnson
2 about the work on the proposal or the 2 the article as RX-3, then.
3 research that the grant funded? 3 (Article titled "Data Hemorrhage
) MR. SHERMAN: I'm asking him for 4  on the Healthcare Sector," Bates
5  the work on the research that the grant 5  stamped Eric Johnson - 000003 through
6  funded. 6 24, marked Exhibit RX-3 for
7 Q. AndI was using "work initiated" 7  identification)
8 because it was a term that you used that I 8 Q. So the article that we're
9 thought you might be comfortable with. 9 referring to is the article that's now been
10 A. Yeah 10 marked as RX-3. Would you agree?
11 Q. And I thought you might have had 11 A. 1agree.
12 a definition for it yourself, because you 12 Q. And you indicated in our
13 wused it. But if not, we're talking about 13 discussion about RX-2 that the article was
14 the work that initiated after the grant of 14 partially funded by the Department of
15 the proposal. 15 Homeland Security?
16 A. And the reason that I'm being 16  A. That's correct.
17 specific is that there were more than one 17 Q. Were there any other funding
18 grant from the Department of Homeland 18 sources for the work and the research that
19 Security over a number of years that were 19 went into the article?
20 related to cyber security, and you're 20  A. Aspart of a professor's job at
21 asking about one very specific one, so I 21 university, research is often funded as
22 just want to be sure that we're clear. 22 part of their salary.
23 Q. Okay. Then let's try to be more 23 Q. Any other sources of funding?
24 clear. 24  A. No, not that I'm aware of.

25 I'm interested in the

25 g ‘What is the Institute of

4 (Pages 13 to 16)
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Johnson
you indicated in your testimony, that this
funding for the proposal came through the
I3P. That's what it's called, isn't it?

MS. RIPOSO VAN DRUFF: Objection;
misstates testimony.

A. The proposal was prepared by
members of the [3P and submitted to the
Department of Homeland Security by those
members.

Q. And was the "Data Hemorrhaging"
article part of that proposal?

A. Yes.

Q. And was —

A. Though, of course, it was a
proposal at that time, so a proposal is not
specific in terms of the exact form of the
research.

Q. So would it be fair to say that
the "Data Hemorrhaging" article came about
as a result of the proposal?

A. Yes.

Q. And so there was funding granted
for that proposal?

A. Yes.

Vo ~IThWLn Wb —

e ol o B e e e R e
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20
21
22
23
24

17! 19
1 Johnson 1 Johnson
2 Information Infrastructure Protection? 2 Q. And it came through the
3 A It's a consortium of universities 3 Department of Homeland Security. Is that
4 and laboratories that work together to 4 correct?
5 conduct research on information security. 5 A, Yes.
6 Q. Did the consortium participate in 6 Q. So during the proposal process, I
7 the "Data Hemorrhaging" article? 7 think you've indicated that you
8 A, How do you define "participate"? 8 participated, and that you - well, let me
9 Q. Well, you said the consortium O put it this the way: Did you have meetings
10 worked together. Did they work together in 10 with the Department of Homeland Security
11 any respect, whether it be sharing research 11 during the proposal process that you
12 or ideas, on the "Data Hemorrhaging" 12 attended?
13 article? 13 A. The proposal itself was a written
14 A, The proposal that we referred to 14 proposal that was submitted to the
15 earlier, RX-2, was funded as part of a 15 Department of Homeland Security as part of
16 consortium effort, and, as you will see 16 a call for proposals. It would
17 from that document, there were many pieces 17 customarily, and I think in this case, go
18 to the project conducted by many different | 18 through a peer-review process.
19 researchers at different institutions. The 19 Reviews from that peer-review
20 work conducted on the "Data Hemorrhaging" 20 process would then be provided to the
21 article was conducted at Dartmouth College 21 research team, and the research team is
22 by myself. 22 often given the opportunity to respond to
23 Q. So was any portion of the funding 23 those reviews.
24 for the consortium used for the "Data 24 Q. Are those reviews conducted by
25 Hemorrhaging" article, other than, I think 25 the Department of Homeland Security?
18 20

Johnson

A. They're conducted by a peer
review group, typically not members of the
Department of Homeland Security. Though
the membership of that peer review is not
provided to the grant proposal writers. It
is what's called a "blind process."

Q. Sois it your understanding,
then, that upon submission of your
proposal, that the Department of Homeland
Security submits it to a peer review group
of their choosing for evaluation?

A. Yes.

Q. In terms of the "Data
Hemorrhaging" article, were there any other
persons from Dartmouth who worked on the
article with you?

A. Some graduate students. I think
some of them are mentioned in the
acknowledgments in the paper.

Q. That's the extent?

A. Yeah. Also, it's noted.

I think you asked specifically
from Dartmouth?

25 Q. 1did.

5 (Pages 17 to 20)
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21 23
1 Johnson 1 Johnson
2 A Okay. 2 A, Oh,RX-2. I'm sorry.
3 Q. And how many graduate students 3 Tiversa has been a research
4 from Dartmouth? 4 partner of mine for a number of years.
5 A. Ithink in this particular case, 5 Q. Howlong?
6 one in particular, though there may have 6 A. Priorto that work, at least two
7 been others who participated in some way in 7 or three years, maybe longer.
8 aless meaningful or substantial way. ‘8 Q. Soit's fair to say that Tiversa
9 Q. The one in particular, can you 9 has been a research partner of yours since
10 give me that person's name? 10 around 2005?
11 A. Nicholas Willey. 11 A. TIcouldn't be sure if that was
12 Q. Iseehim in the acknowledgments. 12 the initiation. It could have been
13 Is that correct? 13 earlier.
14  A. That's correct. 14 Q. And how did you initially come in
15 Q. And what was Mr. Willey's role? 15 contact with Tiversa?
16 What did he actually do? 16  A. Ibecame interested in studying
17 A. Mr. Willey would conduct 17 different forms of information breaches,
18 background research on areas related to the 18 and in particular, breaches that we would
19 paper, perform various data analysis 19 call inadvertent breaches, and I became
20 functions, creating graphics, looking for 20 aware of Tiversa because of my interests in
21 references. 21 that work.
22 Q. Inotice within the article there 22 Q. I'm still kind of -- you've told
23 are references to recorded complaints as 23 me gencerally how, I want to know more
24 noted by the FTC. Is that the type of 24 specifically.
25 background research Mr. Willey would have 25 Did you make a phone call to L
22 24
1 Johnson Johnson
2 done? Tiversa? Did you bump into someone on the
3 A. Looking for published related street that just so happened to be from
4 articles, yes. Tiversa?
5 Q. Anddo you know if Mr. Willey A. [think I was introduced to them
6 conducted that research with regard to FTC by a mutual friend.
7 and the recorded complaints that they had? Q. Do you recall who from Tiversa
8 A. Whatdo you mean by "conducted"? you were introduced to?
9 Q. Well,did he come up with the A. Ibelieve it was Chris -- and I

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25 Hemorrhaging" article?

information, or was it provided from some
other source?

A. [think it was referenced there
as a secondary resource source, what we
would call "literature review."

Q. Okay.

A. Iwould also say that that work
could have very well been work that I did.

Q. Okay. So this information wasn't
provided to you by the FTC?

A. That's correct.

Q. Dr. Johnson, I noticed in RX-2,
as I was skimming through it, that there is
no mention of Tiversa at all. How did
Tiversa become involved in the "Data
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think the last name is Gomery (sic). 1
wonder if he's mentioned here. No, I don't
think so.

Q. Gormley?

A. Gormley.

Q. Does that ring a bell?

A. There you go.

It's great when you know my
friends.

Q. That was a softball. I'm going
to let it go.

Have you done any other research
other than the "Data Hemorrhaging" article
that you've used Tiversa's technology for?

A. Yes.

25 2 What other research would that

6 (Pages 21 to 24)
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1 Johnson 1 Johnson
2 be? 2 Q. And so you did user searches in
3 A, We conducted a project examining 3 all four of the projects that I just named?
4 leaks or inadvertent disclosures from 4 MS. RIPOSO VAN DRUFF: Objection;
5 financial institutions. We also conducted 5 vague as to "user searches."
6 research examining criminal elements within 6 A. Inboth the financial sector and
7 peer-to-peer file sharing networks. You 7 health care sector projects, we gathered
8 can find in my vitae several papers related 8 information on user searches. But there
9 to that and related work. 9 were other elements of research where we
10 Q. Any other research with Tiversa? 10 were not looking at user searches.
11 A. Work after this, examined 11 Q. For example, that would be the
12 subsequent leaks from the health care 12 file sharing aspect of the research. Is
13 sector post high tech, which was the 13 that correct?
14 Federal incentive program that initiated 14 A, Yes. And subsequently, the
15 payments to hospitals to install 15 analysis of files we found in file sharing
16 information technology. 16 networks.
17 Q. Is that the extent of it? 17 Q. Let's look at RX-3, then, and
18 A. SolIthink in total there's a 18 maybe that will give us some more insight
19 series of several different projects 19 into how this actually works.
20 spanning banking and health care and 20 If you'll notice, at the top
21 identity theft. 21 right hand of every page there's your name
22 Q. And do all of these projects 22 and then there's a series of numbers. I
23 utilize Tiversa's technology to gather 23 will refer to the page based on that number
24 information concerning identity theft data 24 at the top right hand. Is that agreeable?
25 breaches, data leaks, things of that 25 A, Yup.
26 28
1 Johnson 1 Johnson
2 nature? 2 Q. Soon page3, which actually is
3 A, Yeah, specifically file transfers 3 the first page, you indicate in
4 on peer-to-peer file sharing networks, and 4 Footnote 1 -- and I'm going to read it, and
5 also search patterns of peer-to-peer file 5 correct me if I misstate something --
6 sharing users. 6 "Experiments described in this paper were
7 Q. You've named four projects: leaks 7 conducted in collaboration with Tiversa who
8 from financial institutions; criminal 8 has developed a patent-pending technology
9 elements within peer-to-peer networks; the 9 that, in real-time, monitors global P2P
10 "Data Hemorrhaging" article, which is RX-3; | 10 file sharing networks." Did I read that
11 and then a project also concerning leaks 11 correctly?
12 from the health care sector post high-tech. 12 A. Ibelieve so.
13 A. Yes. 13 Q. Do you have an understanding of
14 Q. For each of those projects, was 14 what that really means and what it is that
15 the technology that you used from Tiversa 15 Tiversa is able to do in terms of
16 focused in on file sharing and/or specific 16 monitoring file sharing networks?
17 users of peer-to-peer networks? 1% [ res
18 MS. RIPOSO VAN DRUFF: Objection; 18 Q. How does Tiversa monitor a file
19  compound. 19 sharing network?
20  A. Thatresearch was all using 20  A. They participate n that network
21 technology that examined file movement and 21 as arode 1a the network.
22 availability on peer-to-peer file sharing a2 Q. That's a different function than
23 networks -- and when we say "networks," the 23 using the network as a user. Would you
24 plural is intentional -- and also user 24 agree?
25 25 A, It could look similar.

searches in those networks.

7 (Pages 25 to 28)
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1 Johnson 1 Johnson
2 Q. "Itcould look similar" is your 2 asimilar way.
3 response, but is it different than what a 3 Q. Sois it fair to characterize
4 user would be doing on the network? 4 your testimony that, according to your
5 A, Different in what way? 5 understanding of Tiversa's technology, the
6 Q. Well, that is the question. 6 main difference that you can articulate is
7 You indicated that you understood 7 that Tiversa is able to participate on the
8 what that technology did, and my question, 8 network as a node multiple times?
9 atits core, is: How does the technology 9 MS. RIPOSO VAN DRUFF: Objection,
10 allow Tiversa to function differently than 10 Q. Because they have multiple
11 a user of the network? 11 computers.
12 MS. RIPOSO VAN DRUFF: Objection; 12 MS. RIPOSO VAN DRUFF: Misstates
13 foundation. | 13 prior testimony.
14 A. Ithink to an outside observer, 14 A. They would use multiple
15 that would be viewed as a user. 15 computers. The structure of these
16 Q. Okay. Well, what about to you, 16 peer-to-peer file sharing networks are such
17 how do they appear, based on your knowledge ' 17 that having multiple nodes is a distinct
18 of the technology and how it works? 18 advantage in terms of being able to capture
19 MS. RIPOSO VAN DRUFF: Objection; |19 the activity of users on the network.
20 vaguc as to "appear." | 20 Q. Whatdo you mean by "capture the
21 A. A typical user would participate i 21 activity"?
22 in the network through a single computer; 122 A. Typically, these networks allow
23 Tiversa would use multiple computers, thus, 23 users to share files and search for files.
24 looking like multiple users. 24 But when a user places a search in a
25 Q. Is that the only difference? 25 network, for example, using a LimeWire
30 32

Johnson Johnson
You described it as they client, they may only successtully see
participate in the network as a node? other holders of that file within a few
A Ornodes. nodes of them; that is to say, when they
Q. Or nodes. issue a search, that search is not

exhaustive of the entire network of users
who are operating at that moment using the
Gnutella network, LimeWire being a client
on the Gnutella network.

By having multiple nodes, they're
able to see multiple subnetworks, parts of
the network, and perform a more exhaustive
search than a single user.

Q. Would a single user be searching
for a file, whether that file be digital
video or data or a report, but Tiversa
would be looking at what that user was
looking for?

I'm just not understanding -- it
appears to me, and please correct me if I'm

A. That's, "users" and "nodes" are
equivalent in my nomenclature

Q. Are there any other differences
that you can articulate between how
Tiversa's technology allows them to
participate in the network, or on the
network, that's not typical of a typical
user?

MS. RIPOSO VAN DRUFF: Objection;

vague as to "typical.”

A. TI'm not sure I understand what
you're asking.

Q. Well, I'm asking — to your
understanding of Tiversa's technology, I'm
asking the same question: How does it
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21 allow them to participate on the network 21 wrong, that a user of the network is

22 which is different than a user? 22 searching for something. Is that correct?
23 MS. RIPOSO VAN DRUFF: Objection; 23  A. That's correct.

24  lacks foundation. 24 Q. But that Tiversa is searching for

o
wh

25 A. Other users could participate in Whatg the user?
8 (Pages 29 to 32)




PUBLIC

33 35
1 Johnson 1 Johnson
2 A, These networks are a little 2 search,
3 different than maybe the network you're 3 Q. Solet's turn to page 4 of RX-3.
4 envisioning. When a user issues a search, 4 In the first full paragraph on that page,
5 say that user wants a song from Madonna and 5 about, I don't know, one-third of the way
6 they issue a search for "Material Girl," 6 down that paragraph, there's a sentence.
7 that string, "Material Girl," is passed to 7 You say, "These files were inadvertently
8 other users of that network to see if they 8 published in popular peer-to-peer file
9 have a match. 9 sharing networks like LimeWire or BearShare
10 If a user doesn't have a match, 10 and could be easily downloaded by anyone
11 the string gets passed to another user and 11 searching for them." Do you see that
12 then to another user. But there's no 12 sentence?
13 guarantee when a user issues that search 13 A, Yes.
14 that that string, "Material Girl," will get 14 Q. DidI read it correctly?
15 passed to every computer on the network. 15 A. Yes.
16 In fact, typically, depending on the 16 Q. Your statement is that they could
17 network -- and there are many, many 17 be easily downloaded?
18 exceptions to what I'm saying here, because 18 A, Yes.
19 there are many different networks, all of | 19 Q. "Downloading"” is what?
20 them developed primarily by open-sourced 20  A. Issharing the file.
21 communities. 21 Q. So they could take the
22 But typically, that search would 22 information from the network, or from that
23 be passed to a limited number of computers, 23 individual working on the network who had
24 and some of those computers are users, may 24 the file that they were looking for, and
_25_be considered super nodes or iiber nodes, 25 download it onto their computer. Is that
34 36
1 Johnson 1 Johnson
2 which have information that might speed the 2 an accurate statement?
3 search, sending it to a more likely user. 3 A, Yes, butonly if the user was
4 But the key feature of these networks is 4 sharing that file.
5 that there's no one super user that knows 5 Q. Isee.
6 all the network, a key distinction from the 6 A. That is, making it publicly
7 failed Napster. 7 available on the network.
8 Napster was driven out of 8 Q. There's also another piece, isn't
9 business because they were maintaining a O there, which includes not only the users
10 list of every file by every user, allowing 10 sharing the file on the network, but the
11 you to quickly find the file. This one 11 other party has to be looking for the file.
12 looks more like a whispering game: I ask 12 1s that correct?
13 you; you ask Michael; Michael asks Kevin; 13 A. Thatis correct. Or, more
14 and we keep a little trail, so that if 14 precisely, looking for something that
15 Kevin does have the file, he knows kind of 15 somehow matches with that file. So a user
16 how to get back to the original requester. 16 searching for "lab," might only find songs
17 That is a layman's description of 17 with the name "lab." They might find
18 how these networks work. There are many 18 spreadsheets with "lab" in the title or in
19 technical subtleties, enhancements. The 19 the metadata of that file. They need not
20 networks are constantly changing, growing, 20 be searching for a specific file.
21 contracting. 21 Q. But they need to be searching for
22 Q. You used the term "string." Is 22 something that is related to a file which
23 that synonymous with the layman's term for 23 another user on the network is sharing?
24 “search"? 24 A Yes.
25 A, Asctoftextrelatedtoa 25 Q. _In terms of using Tiversa's
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provided access through an FTP server that
will allow us to review the files remotely.

Q. Were these the only two methods
used?

A. No, I think there may have been
others. Possibly, in some cases by e-mail,
though typically, only in cases of maybe a
single file.

Q. You describe in your paper, on
the very first page, you say that the
research focused on inadvertent
disclosures. Do you agree with that?

A. Yes.

Q. How do you know that the
disclosures were inadvertent?

A. Presumed inadvertent on our part.

Q. Because?

A. Because these networks were
primarily used by individuals sharing
music, video, and pictures. But it's
possible that users may wish to share some
of these files and had planned to do so, so
it's a presumption on our part.

—
SV~ Wn AW —

i
—

Ptk ke ko ok
VeI bWk

N BN b2
Wh—=Oo

b
5

37 39
1 Johnson 1 Johnson
2 technology for the "Data Hemorrhaging" 2 presumption?
3 article, how did you get the information? 3 A. In many cases, not all.
4 For example, you indicated that, in your 4 Q. And why do you think it was a
5 article, that during the first phase of 5 safe presumption at the time you were doing
6 your study, that there were 3,328 files 6 the research?
7 collected by random sampling. How did you 7 A, Well, first of all, some of the
8 collect the files? 8 files that were being shared would have
9  A. Ibelieve the paper explicitly 9 been harmful to the individuals, create
10 details exactly how we collected the files. 10 potential risks for those individuals.
11 Q. Well, it uses the 11 Q. Based on your work in this area
12 words "collected the files," and it does 12 with regard to peer-to-peer file sharing
13 give a frame work. I guess what I'm 13 networks, when you were doing the research
14 looking for is, were the files transferred 14 back in 2008, 2009 — is that fair to
15 from Tiversa to a computer at Dartmouth, or 15 say? -—- what was the level of awareness in
16 were the files printed off from Tiversa and 16 terms of users with regard to some of the
17 mailed to Dartmouth, or was Dartmouth given | 17 dangers of using peer-to-peer networks?
18 remote access to Tiversa's system and 18 MS. RIPOSO VAN DRUFF: Objection;
19 collection activities? 19  vague and as to state of mind of the
20 A. We used different methods to 20  users.
21 share information. Because of the size and 21 A. Much of our research,
22 extent of the findings and the file 22 particularly our first papers in each area,
23 transfer technology at that time, in some 23 were really there to create more awareness
24 cases the files were shipped to us on DVD 24 for the risks that we believed many users
25 _or hard drive; in some cases we were 25 weren't aware of.
38 40

Johnson

Q. And in 2008, would it be fair to
say that it was your position that, still,
many users were not aware of the file
sharing capabilities of these peer-to-peer
networks?

MS. RIPOSO VAN DRUFF: Objection;

vague as to "users."

A. Yes.

Q. Page 10 of your article sets out
the research method and analysis. And you
indicate that -- and this is the second
sentence under Section 4, "Research Method
and Analysis" -- "To collect a sample of
leaked data, we initially focused on
Fortune Magazine's list of the top ten
publicly traded health-care firms."

Why did you focus in on the top

ten?

A. We were following research
protocol from our work in banking, where we
believed that focusing on the largest
providers would give us a broad section, a
cross section, of the leak activity in the

25 ﬂ Do you think it was a safe 25 health care sector.
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2 Q. Was there also a consideration 2 Q. Okay. If we could go back to
3 given to focusing in on the top ten, that 3 RX-3, please, page 10. After the mention
4 there would be a more sophisticated system 4 of the top ten publicly traded health care
5 in place to protect the data? 5 firms, you indicate that, "...we developed
6 A. Possibly, but I don't think that 6 a digital footprint for each health care
7 was a specific objective we had in mind. 7 institution."
8 MS. RIPOSO VAN DRUFF: William, 8 Do you see that?
9  would this be a good time to take a 9 A Yes
10 break? 10 Q. Whatis a digital footprint?
11 MR. SHERMAN: Sure. 11 A. These would be, as it's described
12 (Four-page e-mail string marked 12 in the paper, terms related to those
13 Exhibit RX-4 for identification) 13 institutions.
14 EXAMINATION CONTINUED 14 Q. Soyouwould develop terms
15 BY MR. SHERMAN: 15 related to each institution?
16 Q. Keep that open, but we've marked 16 A. Yes.
17 a document, RX~4. 17 Q. You go on to say, "...for
18 We were talking about the top ten 18 example, names of the affiliated hospitals,
19 hospitals before we took a short break. 19 clinics, key brands, et cetera."
20 And if you could turn to the first page -- 20 A. Yes.
21 actually, it's the last page, but it's 21 Q. So those are the types of terms
22 marked "1 of 4." 22 you would use to search each of these top
23 What this appears to be is an 23 ten health care firms?
24 e~mail from you sent to Chris Gormley, and 24 A. Yes.
25 it appears to be a list of top ten 25 MR. SHERMAN: Can we mark this as
42 44
1 Johnson 1 Johnson
2 hospitals or health care facilities. 2 5, please?
3 A. Yup. 3 (Two-page e-mail string marked
4 Q. Isthat what that represents? 4  Exhibit RX-5 for identification)
5 A. Yeah, I think... Yeah, as I say 5 Q. I've shown you what's been marked
6 in the e-mail, Fortune top ten. I'm 6 as RX-5, and I'll ask you to look at that.
7 guessing that's what they were. 7 Can you tell us what that is,
8 Q. And so the entities listed on the 8 please?
9 last page of RX-4 represent the top ten 9 A. Ane-mail between myself and
10 hospitals that were the subject of the 10 Chris.
11 first phase of your research. Is that fair 11 Q. Andit's dated November 19, 2007.
12 to say? 12 TIs that correct?
13 A. Yes, though I'm not sure if this 13 A. Yup.
14 was our final list. We had also considered 14 Q. The subjectis "Medical probing
15 other ways to consider top ten, so I would 15 terms."
16 have to do a comparison to be sure that 16 Do you see that?
17 this was in fact the ones we used. 17 A, Yes
18 Q. Thereis a chart in your report 18 Q. And below that, there are some
19 on page 11. 19 terms.
20 A. Yup, looks like we got them. 20 What were these terms used for?
21 Q. So the chart on page 11 of RX-3, 21 A. They were added to the digital
22 is it your testimony that the list matches 22 footprint that we were using for each of

24

the list of entities listed on the last
page of RX-4?

25 A. Yup, it appears to.

23
24

those top ten organizations.
Q. So these were not the -- to your

25 recollection! thez were not the orig_inal
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1 Johnson 1 Johnson
2 terms that you were using to search; they 2 A, There were unique names in each
3 were additional terms? 3 one and names in common.
4 A, Yes, many of which were already 4 Q. On page 11, near the bottom third
5 included, in fact, in the original terms, 5 of that first paragraph, it says, "...
6 but we wanted to be sure that we had a good 6 files captured" -- well, let me go back a
7 list. 7 little further. "Of course, increasing the
8 MR. SHERMAN: Let's look at RX-6, 8 number of terms included in the digital
9  please. I'm going to show you what's I 9 footprint increased the number file matches
10 been marked as RX-6. 10 found but also [increased] false
11 (Four-page spreadsheet, first 11 positives..." What is a false positive?
12 page being blank, marked Exhibit RX-6 12 A. From our point of view, they were
13 for identification) 13 files unrelated to health care.
14 Q. You've been handed what's been 14 Q. Who made the determination that a
15 marked as RX-6, and I'd ask that you take a 15 file was a false positive?
16 look at that, particularly the second page 16 A, Wedid
17 and the fourth page. Can you identify what 17 Q. And that would be you and your
18 that is for us, please? 18 assistant?
19  A. Itlooks like the contents of a 19 A. Yes.
20 spreadsheet. 20 Q. Oryou and Tiversa?
21 Q. And if you look at the last page, Z1 A. The Dartmouth team.
22 do vou know what that is? 22 Q. Itgoes on to say, "...files
23  A. Itlooks like the metadata 23 captured that have nothing to do with the
24 associated with this particular file. 24 institution in question."” What is meant
25 Q. Would these be search terms that 25 by "captured"? -
46 48
1 Johnson 1 Johnson
2 were used on page 2 of this particular 2 A. Ones that were shared that we
3 exhibit? 3 were able to observe.
4 A. Idon'tthink so, in this case. 4 Q. How was the determination made
5 We had considered doing a study in the 5 about which of the captured files that you
6 insurance industry, but then decided to 6 were able to observe would actually be made
7 focus more squarely on health care. 7 available to Dartmouth by Tiversa? Or were
8 Q. Isee. 8 all of the captured files made available?
9 So let's go back to RX-3, please. 9 A, Ibelieve all the captured files
10 You indicate in the second paragraph under 10 were made available.
11 Section 4, "Research Method and Analysis. 1] Q. Okay. By one of the three or
12 With the help of Tiversa Inc., we searched 12 four ways that we discussed earlier?
13 P2P networks using our digital signature 13 A. Yes, comprising that sample of
14 over a two-week period (in January, 2008) 14 3,328 files.
15 and randomly gathered a sample of shared 15 Q. Under Figure 2 on page 11 of
16 files related to health care and these 16 RX-3, you indicate that 50 percent of the
17 institutions." Do you see that? 17 3,328 files were considered to be duplicate
18 A. Yes. 18 copies. Is that correct?
19 Q. DidI read it correctly? 19 A, Correct.
20 A. Yes. 20 Q. And how would you define a
21 Q. So the digital signature is the 21 "duplicate copy"?
22 same as a digital footprint? 22 A. Ifeelit's self-evident.
23 A. Yes. 23 Q. Well, would you tell us for the
24 Q. Was the digital signature 24 record, please?
25 different for each health care firm? 25 ___A. A copy that's the same as the
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1 Johnson 1 Johnson
2 other. 2 first sentence of the first full paragraph
3 Q. Well, in your report you say that 3 on that page, "The most common type of the
4 it's, "...the same file...that had spread 4 files found were newspaper and journal
5 or were on multiple IP addresses." 5 articles, followed by documents associated
6 A Yes 6 with students studying medicine."
7 Q. Soitwould not be a copy under 7 A. Yes.
8 the definition used in the article if it 8 Q. DidI read that correctly?
9 were not the same file that had spread or 9 A. Yes.
were on multiple IP addresses? 10 Q. And it's true, then, that those
MS. RIPOSO VAN DRUFF: Objection; 11 documents were not found to be dangerous or

argumentative.

Q. Correct?

A. Our technology allowed us not to
retrieve the same file from the same user
multiple times.

Q. But this seems to be indicating
that it was the same file that had spread
and was on multiple IP addresses, which
would indicate, correct me if I'm wrong,
that it's not the same user.

A. There are cases where it could be
the same user. I may have a file on my
laptop computer and be plugged into a

harmful to anyone. Is that correct?

A. Yes. Well, it depends. If
you're a medical textbook publisher, it's
harmful for you if people are sharing your
textbook.

Q. Right. I understand.

Below Figure 3 you indicate that,

"The set of dangerous documents discovered
contained several files that would
facilitate medical identity theft. One
such document was a government application
for employment asking for detailed
background information."

_network at work and receive an IP address {23 How is that information B
52
Johnson 1 Johnson
based on my work network, but then I go to . 2 considered dangerous?
the hotel and log in using a different ISP | 3 A. Dangerous in the sense that it
and get a different IP address. Same file; | 4 provides personal identifying information
two different IP addresses. | 5 about an individual which they may not wish
We couldn't distinguish between ‘ 6 to have broadly shared.

those. We could take -- we would end up [ 7 Q. Was the source of this file
with both of them. \ 8 known?

Q. Were there examples of the same | 9 A, Idon'tknow.
file shared from different sources? 10 Q. Page 13, the first full

A. Tbeclieve so. But it was not | 11 paragraph, you indicate, "More disturbing,
casy or possible always for us to be able ' 12 we found a hospital-generated spreadsheet

to tell if they were truly different
sources or just the scenario I described
earlier.

Q. Was that true in both phases of
the study in terms of trying to determine
the source of a captured file?

MS. RIPOSO VAN DRUFF: Objection

vague.
A. I'm not sure [ can answer that
question.
Q. Maybe we'll come back to it
later. It might make more sense.
You indicate on page 12 in the

13
' 14

| 15

16
1%
18
19
20
l21
22
23
24
25

of personally identifiable information on
recently-hired employees, including Social
Security numbers contract information, job
category, etc."
Did I read that correctly?

A. Yes.

Q. Now, obviously that's a dangerous
document —

A. Yes.

Q. --you would agree?

A. Yes.

Q. Did you determine the source of

that garticular document?
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2 MS. RIPOSO VAN DRUFF: Vague as 2 Dartmouth team's idea to do more specific
3  to "source." 3 and intentional searches?
4 A. The Dartmouth team, the focus of 4 A. Webecame aware of LimeWire's
5 our research was not sources, so we put 5 ability to, as we described, follow
6 really no effort into trying to determine 6 specific nodes. It's a functionality that
7 the source of any documents described in 7 LimeWire provides its users, because when
8 this paper. 8 you're searching for music and I find that
9 Q. Then let's move down to the 9 you have a similar taste in music that I
10 second full paragraph on page 13, where it 10 do, that I may want to see what other songs
11 reads, "As a second stage of our analysis, 11 you're sharing. So ifI search for
12 we then moved from sampling with a large 12 Madonna, "Material Girl," and find it on
13 net to more specific and intentional 13 your computer, I may believe that you have
14 searches..." Do you see that? 14 other songs from Madonna or related songs
15 A, Yes. 15 to "Material Girl" that I would appreciate.
16 Q. DidlI read that correctly? 16 Q. Was the second stage of the
17 A. Yes. 17 research done because you were not
18 Q. You would consider using the 18 satisfied with the type of information you
19 terms associated with the top ten health 19 had gotten during the first stage and
20 care firms, and also creating a digital 20 wanted more?
21 footprint or a digital signature containing 21 MS. RIPOSO VAN DRUFF: Objection;
22 terms associated with those top ten firms. 22 vague as to "satisfied."
23 both individually and generally, to be a ' 23 A. We certainly were interested in
24 broader net in terms of searching for 24 finding other examples, yes.
25 potential files to capture? 25 Q._ And did you communicate to -
54 56
1 Johnson 1 Johnson
2 A Yes 2 Tiversa that you were interested in finding
3 Q. Why? 3 more examples, or did Tiversa indicate to
4  A. Because many of those terms are 4 you that you could really find more
5 still vague, not specific, so they would 5 examples if you did A, B, C?
6 often uncover many, many unrelated, as we 6 A. We communicated to Tiversa that
7 report, files. 7 we were interested in finding more
8 Q. And so to do a more specific and 8 examples.
9 intentional search, what did you do? 9 Q. And did they guide you in how you
10 A. Well, first, I need to qualify 10 could possibly find more examples?

11 that by the fact that we didn't search, the 11 MS. RIPOSO VAN DRUFF: Objection;
12 Dartmouth team didn't search, any networks 12 vague as to "guide."”

13 for any files ourself. Tiversa did all the 13 A. Their own technology that we were

14 searching. 14 aware of allowed for more searching than we

b
Lh

had done in Phase 1, yes.
Q. It was a different type of
search, correct?

15 And, secondly, to answer your
16 question, we defined very specifically
17 exactly what Tiversa did in that step.

f—
~1 O

18 Q. Now, did the Dartmouth team 18 A. Correct.

19 suggest that Tiversa take these steps, or 19 Q. Infact--

20 did Tiversa suggest to Dartmouth that these 20  A. That's why we describe it in the
21 were the steps that needed to be taken to 21 paper.

22 do a more specific and intentional search? 22 Q. Infact, you described the search
23 A. Idon't think I can answer that 23 as, "One of the features enabled by

[\
i

LimeWire and other sharing clients is the
ability to examine all the shared files of
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your testimony, then, that the browse hosts
that were periodically examined for six
months who appeared promising for shared
files were not necessarily those that were
discovered by virtue of shared files in the
first stage?
MS. RIPOSO VAN DRUFF: Objection;

misstates prior testimony.

A. Idon't know if I could answer
that question. You have to ask Tiversa.

Q. Solet's go one sentence before
the last one I just read, where it
says, "Using information from the first
sampling, we examined shared files on hosts
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1 Johnson 1 Johnson
2 a particular user, (sometimes called 2 That sentence suggests that
3 'browse host'). Over the next since 3 information came from the first sampling,
4 months, we periodically examined hosts that 4 but you're indicating that some of it could
5 appeared promising for shared files." Did 5 have and some of it could not have. Is
6 I read that correctly? 6 that right?
7 A. Yes. 7 MS. RIPOSO VAN DRUFF: Objection;
8 Q. Howis it determined which browse 8  misstates prior testimony.
9 hests would be periodically examined over 9 A, What we're conveying there is
10 the next six months? 10 that we learned things in our first sample
11 A. Very much as I described for 11 that helped us.
12 music: Posts that had leaked were sharing 12 Q. That last paragraph, you indicate
13 files that appeared interesting. 13 that, "Using this approach, we uncovered
14 Q. And so is it fair, then, to say 14 far more disturbing files. For a medical
15 that, consistent with Stage 1, these hosts 15 testing lab, we found a 1,718-page document
16 were affiliated with the top ten health 16 containing patient Social Security numbers,
17 care firms? 17 insurance information, and treatment codes
18 MS. RIPOSO VAN DRUFF: Objection, 18 for thousands of patients."
19  misstates prior testimony -- 19 Did I read that correctly?
20 A. No. 20 A. Youdid
21 MS. RIPOSO VAN DRUFF: -- vague 21 Q. Isit fair to say that the browse
22  asto "affiliated." 22 host from which that information was
23 Q. So the hosts did not necessarily 23 captured, you can't identify who that is?
24 need to be affiliated with the top ten 24 A Ican't
25 health care firms that the broad net was 25 Q. Isit fair to say that the browse
58 60
1 Johnson Johnson
2 cast-- host whose file that information was
3 A. No. captured from, you don't know whether or
4 Q. -forin the first stage? not that browse host was identified in the
5 A. No. first stage of the research?
6 Q. Were these hosts users who had A. Idon't know.
7 leaked files that had been captured during Q. Do you know when you received
8 the first stage of the research? this particular file from Tiversa?
9 A. They could have been. A. Iknow the time frame. It's the
10 Q. Sois it fair to characterize time frame described in the paper. The

exact date, we could look, look it up.

Q. When did the — I understand that
during the first stage there were two weeks
in January of...

A. 2008.

Q. 2008 -- thank you -- where the
first stage was conducted. When did the
sixth month period begin for the second
stage?

A. Tt began shortly thereafter and
continued into the summer.

Q. Sois it fair to say that there
was no large gap of weeks between the first
stage and the second stage?

25 where we had found other dangerous data.” 25 A. There may have been weeks.

15 (Pages 57 to 60)



PUBLIC

61 63
J Johnson 1 Johnson
2 Q. Howmany? Do you know? 2 Q. Well, it says, "We are coming
3 A. Idon't. Idon't recall. 3 well on the medical files - finished going
4 Q. Not more than a month of weeks? 4 through all of the files. We are working
5 A. It could have been a month. 5 on the report right now. We turned up some
6 Q. It could have been a month. 6 interesting stuff..."
7 Could it have been longer than two months? 7 Is it your testimony that this
8 A. Potentially. Not longer than 8 was a conversation you were having about
9 six. 9 the files that were captured during
10 Q. Notlonger than six months. 10 Phase 1?
11 MR. SHERMAN: If we could mark 11 A. Yes.
12 thisas?7. 12 Q. Okay. And you go on to say, "Any
13 (Three-page e-mail chain marked 13 chance you could share a couple other of
14 Exhibit RX-7 for identification) 14 your recent medical finds that we could use
15 Q. I've handed you what's been 15 to spice up the report? You told me about
16 marked as RX-7. Please look at these pages 16 the one database your found that could
17 and let me know when you've reviewed them. | 17 really boost the impact of the report.
18 A. I'mreading it backwards. I'm | 18 Certainly will coordinate with you on the
19 sorry. | 19 report and release. I forgot to ask - did
20 (Pause) 20 you guys alse grab searches related to our
21 Okay. 21 digital signature?" Did I read that
22 Q. Ifwe start it at the back, is it 22 correctly?
23 fair to say that this is a series of 23 A. Yes.
24 e-mails between yourself and Chris Gormley? |24 Q. Based on your review of these
25 A, Yes. 25 communications set out in RX-7, would it be
62 64
1 Johnson 1 Johnson
2 Q. And if you — well, these e-mails 2 fair to say that this was prior to Stage 2
3 start on April 29, 2008. Is that correct? 3 of the research?
4 A Yes. 4 A. No.
5 Q. In the middle of the page it 5 Q. Okay. Would it be fair to say
6 says, "Eric, Medical is a treasure-trove of 6 that this was prior to your getting any
7 information, but it's not necessarily 7 results from Phase 2 of the research?
8 coming from big hospitals. We've got tons 8 A. No.
9 of individual practitioners (most notably 9 Q. Okay.
10 psychiatrists) who disclose (since they 10 A. Aswe discussed in this e-mail,
11 write up their findings). I'd like to give 11 we had already been talking about Phase 2.
12 you a quick call regarding the info - 12 Q. Well, where in these e-mails do
13 what's your number? I can't find your card : 13 you see a mention of Phase 2?
14 right now." Did I read that correctly? 14 A. Further files that Tiversa was
15 A. Yes. 15 finding.
16 Q. At what stage was the research in 16 Q. Okay.
17 April 29, 2008? Does this give you some 17 Had you received any of those
18 context as to where you were in the 18 files?
19 research during that period of time? 19 A. No.
20 MS. RIPOSO VAN DRUFF: Objection; 20 Q. The last sentence that's found on
21 vague as to "research.” 21 page 2, it says, "Did you guys also grab
22 A. Well, as you can see in the 22 searches related to our digital signature?"
23 subsequent e-mail, we're talking about the 23 A, Yes.
24 process of reviewing the files that we had 24 Q. Do yousee that?
25 found in Phase 1. 25 A. Yes.
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1 Johnson 1 Johnson
2 Q. Was the digital signature used in 2 apologize if I have: Who determined which
3 Phase 1 and Phase 2? 3 browser host was going to be monitored for
4 A. Phase |, 4 six months?
5 Q. Phasel. 5 A. Tiversa.
6 And when you state, "You told me 6 Q. Youhad mentioned that the
7 about the one database you found that could 7 network is constantly changing --
& really boost the impact of the report,” is 8 A. Yes
9 it correct to assume that through verbal or 9 Q. --expanding, contracting. Is
10 e-mail communications you had been told 10 that because there are, at any given time,
11 about a database that had been found by 11 a different number of users on a particular
12 Tiversa? 12 network that's being searched?
13 A. Yes. 13 A, Yes.
14 Q. And if we turn to page 15 of 14 (Six-page double-sided e-mail
15 RX-3, that paragraph is talking about a 15  string, Bates stamped Eric Johnson -
16 hospital where we found two spreadsheet 16 000001 and 2, 21 and 22, and 27 through
17 databases. Is this the same database that 17 34, marked Exhibit RX-8 for
18 was referenced in your e-mail of April 29, 18 identification)
19 2008? 19 Q. I've handed you what's just been
20 A. Possibly. 20 marked as RX No. 8, and I'll ask that you
21 Q. Possibly. 21 take alook at that and let me know when
22 If you look at the last sentence 22 you've reviewed it.
23 above Figure 5 on page 15 -- well, it's the 23 MS. RIPOSO VAN DRUFF: Counsel,
24 next-to-the-last sentence. It says, "In 24  may I just ask, the Bates skips from
25 this case, the hemorrhage came from an ) 21 -- excuse me, from 2 to 22. Is that
66 68
1 Johnson 1 Johnson
2 outsourced collection agency working for 2 deliberate?
3 the hospital." 3 MR. SHERMAN: This is deliberate
4 Now, you testified earlier that 4  because the report, the "Data
5 it wasn't the focus to identify sources. 5  Hemorrhaging" report, was in between
6 But this is a source that was identified. 6  that
7 Is that correct? 7 MS. RIPOSO VAN DRUFF: Okay. And
8 A. Yes. 8  then it skips to 27. That is also
9 Q. Why was this particular source 9  deliberate?
10 identified? 10 MR. SHERMAN: Yes, maybe what
11 A. It was possible. Sources weren't 11 was. Idon't know.
12 always possible. 12 MR. O'LEARY: I think his résumé,
13 Q. Oh. 13 maybe, was in there.
14 A. Sometimes it was self-evident 14 MR. SHERMAN: Yes, it was
15 from the file. 15 something that wasn't e-mails.
16 Q. Sowhatyou're saying is, based 16 MR. OLEARY: I think in my cover
17 on the information it was clear where this 17 letter I laid out some of the numbering
18 file came from? 18  challenges we had, since we were
19 A. Yes. 19  relatively new at it.
20 Q. And at other times, the 20 Q. InRX-8, the first pageis an
21 information on the captured files was not 21 e-mail from Carl Settlemyer to you dated

24

25 2 1 may have asked you thisg and I

so easily discernible as to where it came

from?
A. Yes.

22
23
24

February 3, 2009. Is that correct?
A. Yes.

Q. And he's requesting a copy of the

25 article. And the article is the "Data
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| Johnson 1 Johnson
2 Hemorrhaging" article. Is that correct? 2 well, it's an e-mail from you to
3 A. Yes. 3 Mr. Settlemyer. You indicate, "...leakage
4 Q. On page 2, your response to 4 1in the health care sector is more complex
5 Mr. Settlemyer is, "Yes Carl, I remember i 5 and (in some ways) frightening."
6 you." 6 What do you mean by "leakage in
7 Do you sce that? 7 the health care sector is more complex"?
8 A Yes. 8 And I suspect that you're comparing it to
9 Q. Where do you remember 9 leakage in the financial sector?
10 Mr. Settlemyer from? 10  A. Correct. The types of data, the
11 A. Ibelieve we met in and around 11 fact that the data may be personal
12 the time that I testified related to our 12 identifiable data, like in banking, data
13 work in banking. 13 that would be used to commit traditional
14 (). And where did you testify in 14 financial fraud or financial identity
15 relation to your work in banking? 15 theft, but also data that is much more
16 A. House committee. 16 personal in nature and could be used in
17 Q. And what year was that? 17 many other ways.
18 A. Possibly 2006, but I'm not 18 Q. So you described in your answer
19 certain. I would have to go look, 19 just now that the data was more complex. I
20 Q. After your testimony you 20 actually took the sentence meaning that the
21 indicated you met Mr. Settlemyer. Did you 21 leakage was more complex. Was that an
22 have subsequent conversations with 22 incorrect way to interpret that sentence?
23 Mr. Settlemyer other than what's located 23 A. I think my meaning there was the
24 here in these e-mails? 24 dataitself. There may have been, in my
25 A. Not that ] recall. 25 mind, some idea of the fragmented nature of .
70 72
1 Johnson 1 Johnson
2 Q. Ifllook at page 22, it's 2 health care, which is different than
3 another e-mail from Mr. Settlemyer to you 3 banking, meaning that there are many more
4 dated February 3rd. And he indicates, "We 4 small health care establishments.
5 have greatly appreciated your insights into 5 Q. Ifyou'll turn to page 27, that's
6 your work in the past." 6 an e-mail from Mr. Settlemyer to you dated
7 Does that refresh your 7 March 5, 2009, thanking you for sending the
8 recollection as to whether or not there 8 article and indicating that, "We'd like to
9 were other conversations with 9 discuss your research with you when you
10 Mr. Settlemyer about your work? 10 have...free time."
11 MS. RIPOSO VAN DRUFF: Objection; 11 MR. SHERMAN: Off the record,
12 asked and answered. 12 please.
13 A. [Ithink he's referring to the 13 (Off the record)
14 work on banking. 14 Q. Were there discussions about your
15 Q. Were there any conversations 15 research with Mr. Settlemyer and Mr. Sheer?
16 between you and Mr. Settlemyer about your 16 A. Ibelieveldid havea
17 work on banking? 17 conversation with them after this e-mail.
18 A. Atsome point we had a 18 Q. Didyou only have one
19 conversation in and around the time of that 19 conversation with them?
20 house testimony. 20 A, There may have been more than
21 Q. Wasitbefore or after the 21 one, but it was no more than one or two.
22 testimony? 22 Q. The subject matter of the
23 A. 1would say after, but I'm not 23 conversations, were they basically focused
24 certain. 24 in on your report?
25 Q. If you'll look down on page 22 as 25  A. And my research in this area.
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73 75
l Johnson 1 Johnson
2 Q. And your research in the area. 2 BY MR. SHERMAN:
3 Did you exchange any documents 3 Q. Dr. Johnson, you've just been
4 with them, with the FTC? 4 handed what's been marked as RX-9. Please
5 A. [think this paper, which is 5 take a look at that and let me know when
6 referenced in this e-mail. 6 you've reviewed it,
7 Q. That's the only document you 7 A. Yeah, ready.
8 shared with them? 8 Q. Ifyou'll go to page 24 of RX-9,
9 A. That's the only one I recall 9 this appears to be a confidentiality
10 sharing with the FTC. 10 agreement, or at least an unsigned
11 Q. If you'lllook at the last page 11 confidentiality agreement, between Tiversa
12 of RX-8 -- well, it's the next-to-the-last 12 and yourself. Is that correct?
13 page, actually, because the pages are two 13 A. Yes.
14 sided. It's an e-mail from Carl Settlemyer 14 Q. Was this ever executed?
15 to you dated December 8, 2010. It 15 A. Ibelieve so.
16 indicates, "You and I have had several 16 Q. And was this in connection with
17 conversations in the past about the 17 the research that we discussed early on in
18 availability of sensitive information on i 18 the deposition here today?
19 P2P file-sharing networks. Would you have 19  A. It was put in place prior to our
20 some time on Thursday or Friday to speak 20 original work with them in 2005, somewhere
21 with me briefly about some potential work 21 in there.
22 we may have for you on that subject?" 22 Q. OkKkay. And does this refresh your
23 What was the potential work that 23 recollection that at least as early as 2005
24 they had for you on the subject? 24 you were working with Tiversa?
25 A. At that time, I recall the FTC 25 A. Yes.
74 76
1 Johnson 1 Johnson
2 was interested in building educational 2 Q. Ifyou'lllook at Paragraph 3(a),
3 material for the general public on the 3 itindicates that you were permitted to
4 dangers of file sharing, and I think on 4 disclose confidential information to your
5 that phone call, they -- we discussed the 5 employer and other representatives, but
6 possibility of participating in the 6 only to the extent it was reasonably
7 creation of that educational material. 7 necessary in order for you to evaluate the
8 Q. Was there any discussion of LabMD 8 technology.
9 or the 1,718-page file that you found from 9 MS. RIPOSO VAN DRUFF: I'm sorry,
10 them? 10 Counsel, did you read that as
11 A. Not that I recall. 11 "employer” or "employee"?
12 Q. Did you participate with the FTC 12 MR. SHERMAN: I probably said
13 in creating informational or educational 13 "employer," but it does say
14 materials for the public? 14  "employees."
15 A. No. 15 Q. Butonly to the extent reasonably
16 MR. SHERMAN: Let's take a 16 necessary in order for you to evaluate the
17 ten-minute break. 17 techmology.
18 MS. RIPOSO VAN DRUFF: Sure. B Did you do any formal evaluation
19 ~ (Recess) 19 of Tiversa's technology?
20 (Two-page double sided 2 A0 BYes
21 confidentiality agreement, Bates 21 Q. And what did that evaluation
22 stamped Eric Johnson - 000023 through 22 consist of?
23 26, marked Exhibit RX-9 for 23 A, We conducted a series of
24  identification) 24 experiments to determine 1f in fact they
25 EXAMINATION CONTINUED 25 were able to discover files, as they
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1 Johnson 1 Johnson
2 claimed. 2 was directed to Dean Johnson?
3 Q. And when you say "we," is that 2 3 MR. SHERMAN: I'm sorry, I did.
4 team of individuals from Dartmouth? 4  Andit's actually directed to Chris
5 A, Yes. 5 Gormley, Tagliaferri, and Griffin
6 Q. And so what was the process of 6  Schultz.
7 evaluating? Did you search for specific 7 Q. Do you know who those people are?
8 files, or did you search in specific 8 A. They're Tiversa employees.
9 business sectors? How was the evaluation 9 Q. Do you know what Mr. Hopkins is
10 done? 10 referring to when he says, "I'm done with
11 A. We ourselves created files which 11 Dartmouth"?
12 we then distributed to users in other 12 A. [think he was referring to a
13 places of the country and world who would 13 file collection process.
14 subsequently make those files available 14 Q. Would that be for the first
15 through a file-sharing network. And then 15 phase?
16 we instructed Tiversa to find those files. 16  A. Ibelieve that's likely that's
17 Q. Whatinformation did you give 17 what he's referring to there. I'm not
18 Tiversa in order for them to find the 18 certain. It wasn't written to me.
19 files? 19 Q. It appears that it was
20 A. Search strings. 20 subsequently sent to you, however, by
21 Q. And how specific were the search 21 Mr. Gormley on March 18, 2008.
22 strings? 22 MS. RIPOSO VAN DRUFF: Objection;
23 A. They were specific. 23 lacks foundation.
24 Q. Can you describe how specific, or 24 A, March -- it looks like March.
25 give me an example of a file that was 25 Q. March 18th?
78 80

Johnson
created and shared via a P2P network, and
then certain information given to Tiversa
for them to find that file?
A. The name of the file, parts of
the name or name of the file. I think --
my recollection is we gave them the name of
the file, but...
(Two-page e-mail string marked
10  Exhibit RX-10 for identification)
11 Q. You've been handed what's been
12 marked as RX-10. Please review that and
13 let me know when you're ready to testify
14 about it.
15 A. I'mready.
16 Q. RX-10 appears to be — or it
17 contains an e-mail at the bottom of the
18 first page from Samuel Hopkins to yourself,
19 Keith Tagliaferri, and Griffin Schultz. Is
20 that correct?
21 A. Yes.
22 Q. It's dated March 18, 20087
23 A. Yes.
24 MS. RIPOSO VAN DRUFF: I'm sorry,

25 Counsel, did you say that that e-mail

D00 -1 N b Wb —

1 Johnson
2 A, TI'mlooking at my reply, the
3 26th, but possibly.
4 Q. Inthe middle of the page there
5isa--
6 A. Sometime in March.
7 Q. Inthe middle of the page there
8 isa "From" and "To" -- "From," "Sent,"
9 "To," and "Subject"” line. "From" is Chris
10 Gormley of Tiversa, and "To" is yourself.

i 11 1Is that correct?

12 A. Yes.
13 Q. Dated March 18, 2008?
14 A. Yes.

15 Q. And your response, however, at
16 the top was sent March 26, 2008. Is that
17 right?

18 A. Yes.

19 Q. And it's your belief that this is

20 referencing documents captured during
21 Phase 1 of -- or Stage 1 of the research on
22 data hemorrhaging?

23 A Yes

24 Q. Areyou aware of whether Tiversa

25 was gaid for allowing Dartmouth to use its
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the tenets of academic freedom give faculty
wide range of the research subjects they
choose.

Q. Were the funding sources for the
research made aware of Tiversa's
participation in the research?

A. Yes.

Q. And your communication and
involvement with Tiversa is ongoing because
you have current communication in the
research in which they're involved?

__MS. RIPOSO VAN DRUFF: Objection,

14
15
16
17
18
19
20
21
22
23
24
25

81 83
1 Johnson 1 Johnson
2 technelogy for this research? 2 misstates prior testimony.
3 A. We did not have any financial 3 A. No.
4 relationship with Tiversa. 4 Q. Are you aware of whether Tiversa
5 Q. From 2005 through -- 5 has an ongoing research partnership with
6 A. ‘Bver 6 Dartmouth?
7 Q. --through the present? 7 A No.
8 A, 'Yes, 8 Q. You're not aware?
9 Q. Do you know what was in it for 9 A. Not aware.
10 Tiversa to allow you to use this 10 Q. So what was the last research
11 technology? 11 project that you did with Tiversa?
12 MS. RIPOSO VAN DRUFF: Objection; 12 A. There was a subsequent project in
13 speculation, vague as to "in it." 13 2009 that may have continued into 2010.
14  A. We were research partners, as you 14 I'd have to check my records, but certainly
15 can see, and they valued the time we spent 15 not within the last couple of years.
16 conducting the research. 16 (Four-page excerpt from
17 Q. Allright. 17 "Information Governance; Flexibility
18 A. As you might also notice, we 18  and Control Through Escalation and
19 weren't very high on their priority list of 19  Incentives," dated April 24, 2008,
20 things to do because there's some gaps in 20  marked Exhibit RX-11 for
21 time here. 21 identification)
22 Q. Is Tiversa mentioned in each 22 Q. Dr. Johnson, you've been handed
23 published article in which they -- 23 what's been marked as RX-11, and I ask if
24 A, Yes. 24 you recognize that?
25 Q. --assisted? 25 A. Yes.
82 84
1 Johnson 1 Johnson
2 Is there an internal review board 2 Q. Whatis that?
3 at Dartmouth for research projects like the 3 A, [Itappears to be a working paper,
4 ones you've been doing with Tiversa? 4 or part of a working paper.
5 A. There is a committee on the 5 Q. 1 will submit for the record that
6 protection of human subjects. 6 this paper was 30 pages long, and I
7 Q. And that's the only internal 7 provided an excerpt here of the first four
8 review of research projects that Dartmouth 8 pages. But you do recognize it as a paper
9 has in place to review research subjects 9 on which you are listed as a co-author or
10 that its professors take on? 10 co-contributor?
11 A. There are other reviews of 11 A. Yes.
12 faculty members and their research 12 Q. And this paper was about
13 productivity, but of projects themselves, 13 information governance. It's entitled

"Information Governance: Flexibility and
Control Through Escalation and Incentives."
Is that correct?

A. Yes.

Q. And April 24, 2008, is that the
publication date?

A. This appears to be a working

paper.
Q. And what is --
A. So this --
Q. What is a working paper?

A. This would be a pre-publication
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A. No, I hadn't done any research on
how widely used the rule of least access
was at that time.

Q. Do you think that the rule of
least access is beneficial to organizations
who have information that they want to
protect from inadvertent sharing or sharing
intentionally?

A. Ttcanbe. It depends on the
circumstances and need of the employees for
the information.

Q. Soif an employee needs the
information to do their job, they should be
given access to that information. Is that
correct?

A. That's correct.

s —
85 87
1 Johnson I Johnson
2 version of a paper that was not probably | 2 Q. And if they don't need it to do
3 complete at that time, though I could check 3 their job, then the rule of least access
4 the dates to determine if that were true. 4 suggests that they should not be given
3 Q. I want to turn you to page 3 of 5 access to that information?
6 the paper. And in the first full paragraph ‘ 6 A. That's correct. However, as we
7 on that page there's mention of "the rule 7 describe in this paper, there are many
8 of least access." 8 areas in between,
9 Can you define what the rule of 9 Q. Yes.
10 least access is? And I know it may say 10 On page 4, second sentence of the
11 whatitis in the paper, but could you 11 first full paragraph it states, "For
12 testify to what it is for us, please? 12 example, all tellers in a bank perform
13 A. The idea is that within an 13 roughly the same job and receive the same
14 organization, that employees are given 14 set of privileges. This approach works
15 access to information based on the needs of 15 well for organizations with a few dominant
16 their jobs but are not provided information 16 roles that do not change."
17 beyord those needs. 17 Did I read that correctly?
18 Q. At the time this research was 18 A. Yes.
19 being done, was that a widely-acceptable 19 Q. So, paraphrasing, is it fair to
20 practice of organizations, that you were 20 say that the rule works well in those
21 aware of, in terms of information 21 organizations where a group of people
22 governance? 22 perform roughly the same function and
23 MS. RIPOSO VAN DRUFF: Objection; 23 therefore are given access to the same
24  vague as to "widely acceptable,” calls 24 information?
25 for an expert opinion. 125 MS. RIPOSO VAN DRUFF: Objection
86 88
1 Johnson 1 Johnson
2 A. Ifyounotice, in the paper we 2  to form; misstates prior testimony.
3 reference other work describing the rule of 3 AndI further object to the extent that
4 least access. 4  the witness does not have a complete
5 Q. Have you done any research in 5 copy of this working paper that appears
6 terms of how widely used this rule of least 6  inexcerpted form of RX-11.
7 access is being applied, or was being 7 A, Inthat paragraph, we're
8 applied, in various business sectors at 8 describing role-based access, which often
9 that particular time? 9 employs concepts from the rule of least

access. But role based, as indicated in
that paragraph, segments employees into
roles, and then in that role they're given
a set of privileges, which is uniform
across that role. It may not always be the
case that that is the least access needed
by every individual in that role.

Q. Soit's fair to say that the
least access rule starts out generally, and
then it can be tailored to the needs of the
organization that is applying it?

MS. RIPOSO VAN DRUFF: Objection

to form; misstates prior testimony.

A. The least access rule in
implementation would drive the necessity

for each individual in the organization to
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Johnson
have specifically-tailored access policies.
Rolz-based puts individuals into groups
where they share the same access in that
role,

MR. SHERMAN: Okay. If we take
like a five-minute break, I may be
finished.

MS. RIPOSO VAN DRUFF: Certainly.
Thank you, William.

(Recess)

EXAMINATION CONTINUED
BY MR. SHERMAN:

Q. A couple of more questions.

Let's look at RX-3, which is your

"Data Hemorrhaging."

A. Yes.

Q. On page 19 you indicate that,
"Coupled with the portability of data,
inadvertent disclosures are inevitable."

And I guess you're coupling that with,
"information access within many health care
systems is lax and the need for better
monitoring and information controls to
detect and symptom leaks." Is that

Johnson
correct?

A. Yes.

Q. Solguess that you're not saying
that -- well, what are you saying? What
are you saying? Are you saying that it's
inevitable that some information is going
to get out?

A. Yes.

Q. That because there's no perfect
security?

A. 1believe that's true today.

Q. Soif an organization had the
latest technology, written policies, rules,
procedures, is it your position that it
would be inevitable that some information
would get out if someone wanted to get it?

MS. RIPOSO VAN DRUFF: Objection;
incomplete hypothetical, calls for an

expert opinion.

A. There's a broad difference
between what we discuss in this paper as
inadvertent disclosure versus an active
hacker. I do believe that inadvertent
disclosures can be controlled and managed.

89 |
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| 1 Johnson
2 Preventing every type of hacker is more
| 3 troublesome.
4 Q. What about, for lack of a better
5 word, an ill-intended employee?
6 A. Wecall those insider --
7 MS. RIPOSO VAN DRUFF: I'm sorry,
8  to interrupt, but objection. It's an
9  incomplete hypothetical, and it calls
10 for an expert opinion.
I Q. You call those?
12 A. Aninsider.
13 Q. Yes, an insider. Are there any
14 perfect security measures that can be taken
15 against insiders?
16 MS. RIPOSO VAN DRUFF: Objection;
17  incomplete hypothetical, calls for an
18 expert opinion.
19 A. There certainly are many measures
20 that firms can take. Perfect, that's
21 another challenge.
22 MR. SHERMAN: Okay. I have no
23 further questions.
24 MS. RIPOSO VAN DRUFF: Before we
125 po off the record, I just want to state .
92
Johnson
that to the extent that respondent
counsel wishes to use RX-11 at any

point further in this proceeding,

complaint counsel objects because it is

an incomplete document. And if we can

go off the record, please.

{(Off the record)
9 EXAMINATION

| 10 BY MS. RIPOSO VAN DRUFF:

| 11 Q. Good afternoon, Dean Johnson, |
12 introduced myself to you this morning, but
13 my name is Laura VanDruff and I am an
14 attorney with the Federal Trade Commission.

| 15 Today, I'm serving in the role as complaint
16 counsel in the matter of LabMD. With me
17 today is my colleague Alain Sheer.

00~ O\ W b WD e

18 Before this morning, have we met,
' 19 Professor Johnson?
2 &8 &
| 21 Q. Have we spoken before?
| 22 A. No.
23 Q. Prior to the research that led
124 to--
25 MS. RIPOSO VAN DRUFF. Well, for

23 (Pages 89 to 92)



PUBLIC

—_—— =
93 | 95
1 Johnson 1 1 Johnson
2 the benefit of the record I am gong to 2 Q. Hasany government agency ever
3 mark as CX0382 a document, an identical 3 directed you to search for documents that
4 copy of which appears as RX-3. This is 4 were created by LabMD?
5 for our housekeeping, because the judge 5 A. Ne.
6 wants unique exhibii numbers for every 6 Q. Hasany government agency ever
7 document. 7 predicated its funding of your research on
8 MR. O'LEARY: Could I just say 8 you finding customer information obtained
9 that 1t's actually not an exact 9 by LabMD?
10 duplicate of RX-3 because of what's i0 A, No.
11 included at the back of RX-3, which 1 11 Q. Did the Federal Trade Commission
i2  think 1s our error, But the first 12 or its staff contribute in any way to the
i3 pages, you know, 3 through 21, are the 13 research that resulted in the paper that
i4 same as RX-3. 14 appears at CX382?
1 MS. RIPOSO VAN DRUFF: Thank you i A i
16 for that clarification. 16 Q. Did the Federal Trade Commission
17 Q. Dean Johnson, for the benefit of ' 17 or its staff ever review a draft of the
18 the record, may I ask you to please {8 manuscript that resulted in the paper that
19 identify the document that | have now 19 appears at CX382 before it was finalized
20 replaced that appears at CX382? 20 for publication?
21 A, Yes. 21 A. No.
22 Q. What is the document that appears 22 Q. Dean Johnson, do you have an area
23 at 3822 23 of interest on which you focus your
24 A, It's a paper that we presented at 24 research?
25 the Financial Crypto and Data Security 125 A _Information tecknology.
% | 96
1 Johnson 1 Johnson
2 Conference in February of 2009 2 Q. Did your work at HP contribute to
3 Q. And is it 2 complete copy of that 3 that area of interest?
4 paper? & A Nes
5 A. Yes. & Q. How did it contribute?
6 Q. Prior to the research that led to 5 A, We were developing information
7 the paper that's been marked as TX382, have 7 systems to run factories.
8 you ever heard of LabMD? | 8 Q. Have you prepared similar
9 A. No. 9 articles regarding the risk to corporations
10 Q. Had you ever heard of 10 and to individuals created by the
11 Mr. Daughterty? 11 inadvertent disclosure of consumers'
12 A. No. 12 personal information?
3 Q. And the research that led to the i3 A Yes
14 paper that has been marked as CX382, were 14 Q. Have those articles been
15 you specifically Jooking for documents that 15 published in peer-reviewed literature?
16 related to LabMD? 16 08 e
17 A. No. 17 Q. Have you presented at national
18 Q. Were you specifically looking for 18 academic conferences?
19 the sensitive personal information of i e b
20 LabMD's customers? 20 Q. Have you testified before
21 A. No. 21 Congress?
22 Q. Have you ever conducted research 28 B s
23 in which you specifically looked for 23 Q. Did you develop a particular
24 documents from LabMD? | 24 interest in P2P file sharing?
25 A. No. 2 S0 DS

— e
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1 Johnson 1 Johnson
2 Q. And why is that? 2 Q. And have they been published by
3 A. Because 1t allows an unusual view 3 peer-reviewed journals?
4 into the problems of inadvertent & [ Nes
5 disclosure. 5 Q. I'dlike you to direct your
5 Q. And what do you mean by "an 6 attention to the document that's been
7 unusual view"? 7 marked as CX382, a copy of the "Data
8 A, Well, as we describe m our 8 Hemorrhaging" paper, and specifically to
9 papers, there are many different ways that 9 the page that appears at Bates 0000010. In
10 information can be inadvertently disclosed. 10 the first full paragraph, the third line
[1 Forexample, if I lose my laptop on the 11 describes P2P users copying files that have
12 trawn, or if I put something on the flash 12 been exposed.
13 drive and then forget 1t at the cleaners, 13 What is the risk to a sensitive
14 those in fact become mmadvertent 14 file after it has been exposed on a P2P
15 disclosures. 15 network?
16 But they're more challenging ic 16 A. That file faces the risk that
17 study. particularly in the broader sense. i7 someone wishing to exploit its contents
18 And we chose to study inadvertent | 18 would be able to retrieve it.
19 disclosures 1n peer-to-peer file sharing 19 Q. Is there also a risk that it will
20 because 1t allowed us the cpportunity to 20 be saved by someone other than the user
21 see the kinds of files that could be 21 from whom the file was originally taken?
22 1nadvertently disclosed. 22 A. Yes.
23 Note that the same files that get | 23 Q. Is there a risk that a sensitive
24 loston a laptop are the same files that 24 file will be re-shared on a P2P network?
.25 often are disclesed in peer-to-peer file 25 _A. Yss.
98 { 100
1 Johnson 1 Johnson
2 shanng. And thereby, peer-to-peer file 2 Q. Describe that risk.
3 sharing for us was really more of a place 3 MR. SHERMAN: Objection; vague.
4 that allowed us to study a much broader 4  You may answer.
5 problem. 5 A, Files that are shared cn P2F
6 Q. And the broader problem is what? 6 networks are often viewed and used by
7 A. Inadvertent disclosure. 7 others who then re-share them. And it'sa
8 Q. Earlier today you described for 8 concept that we coined "the digital wind,”
9 Mr. Sherman how P2P technology works. Do 9 the 1dea that as soon as the files are made
10 you remember that testimony? 10 available, they, like a newspaper blowing
11 A, Yes, 11 1n the wind, they seem to blow around.
12 . How did you develop that 12 But, unlike digital wind, as they blow they
i3 understanding? 13 seem to muitiply.
14 A 1developed that understanding in 14 Q. What do you mean by "multiply"?
15 the conduct of this research, though I will 15 A, Youhave multiple instances of
16 be quick to say that I'm not an expert in 16 the same file on different user accounts.
17 that technology. 17 Q. And how does that affect the
18 Q. But have you designed experiments 18 likelihood that a sensitive file may be
19 to track the movement of consumer 19 misused?
20 information across P2P networks? 20 A, Itincreases the likelihood.
21 Al BYies. 21 Q. Do the materials shared on P2P
272 Q. And have those experiments been 22 networks vary from day to day?
23 reviewed by the editorial boards of 2y 8 s
24 peer-reviewed journals? 24 Q. Whyis that?
25 A, Yes. 25 A Because users are constantly
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joiming and leaving the network, so at any
pomt 1n time, the number of users on the
network is changing. And, 1n fact, what
the users may be sharing is also changing.

Q. Soifl were to search for a
particular document by its title today and
I did not find it, what conclusions could I
draw about the document's availability on s
P2P network?

MR. SHERMAN: Objection; calls
for speculation. You may answer.

A. You couldn't conclude anything.

Q. Why not?

A. There are two reasons: one 18
that the individual may not be
participating 1n the network at that time;
and, second, that you may not have found
the file, even if the user 1s participating
in the network af that time.

Q. And under what circumstances
would 1 not find the file if the user were
participating in the network at that time?

A. If'that user were distant from
you in the network - "distant” meaning

[ e e e e e
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Johnson
that there were many people between you and
them -- your search may never reach them.

Q. Andifl, in 2608, were to search
for a particular document by its title and
did not find it, what conclusions could I
draw about the document's availability on
the P2P network?

MR. SHERMAN: Objection; calls
for speculation. You may answer.

A. You couldn't conciude anything
12 because moments later it could be
available.

Q. And in 2008, wzs it also true
that a document could reside on a distant
node that my search would not reach?

AL Yes,

Q. When an individual runs a search
on a P2P network and the search identifies
a file, could that file have been found if
the computer on which the file was located
had not been running a file-sharing
application?

24 A, No.

25 2 I'd like to returm your
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Johnson
attention, please, to the document that I
marked as CX382. This is the "Data
Hemorrhaging” paper. And I would ask you
to turn to the page that's been Bates
labeled 14.
On page 14 appears Figure 4.
What is Figure 47
A. TFigure 4 1s an insurance aging
report. It's a screenshot of a redacted
page from that report.
Q. Is this an excerpt of a LabMD
document?
A. Thbelieve it is an excerpt from a
LabMD document.
Q. How do you know?
A. The portion that was redacted at
the top indicated that 1t was LabMD.
Q. And you know that because you
performed the redaction?
A. Yes, we performed the redaction
to publish 1t.
Q. And I direct your attention to
the preceding page of Bates 13.
___In the last paragraph that_

Johnson
appears on page 13, the paper states that,
"For a medical testing laboratory, we found
a 1,718-page document containing patient
Social Security numbers, insurance
information and treatment codes for
thousands of patients." Do you see that
text?

A, Yes.

Q. And did I read it correctly?

A Wes

Q. Does this refer to a LabMD
document?

AN Sdes

Q. And is it the document that's
excerpted at Figure 4?7

A. Yes

Q. The final sentence into that
paragraph reads, "All together, almost
9,000 patient identities were exposed in a
single file, easily downloaded from a P2P
network." Do you see that text?

A. Yes.
Q. And did I read it correctly?
A. Yes.

—_——
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105

Johnson

Q. What did you mean by "easily
downloaded™?

A, That a user who came upon this
file could, with a click of the mouse,
download the file.

Q. Later in the paper, at page 14,
you describe the LabMD file and other data
identified using your research methodology
as having been found -- excuse me, this
appears on page 17. If I may direct your
attention to page 17, Dean Johnson.

AY Nes

Q. You explain at page 17 in the
final sentence in the second paragraph
that, "...these files were found without
extraordinary effort and certainly far less
effort than eriminals might be economically
incented to undertake.” Do you see that
text?

A.

Q.

A,

Q.

Yo

Did I read it correctly?

e

What did you mean by that?
I meant that those files were in_

Johnson
fact available on a P2P file sharing
network, that they could be discovered by
anyone looking for them, and that those who
are financially motivated to find them
would and could invest far more in looking
for them than we had.

Q. [Idirect your attention to
page 18 of the document that's been marked
as CX382. And in Figure 8 you catalog the
user-issued searches that you discovered in
your research. What is a user-issued
search?

A. So this ts a search term that was
typed in by a peer-to-peer file sharing
user and observed by Tiversa.

QQ. So earlier today counsel for
LabMD asked you questions about the search
terms that you used in identifying files.
How do the search terms that appear in
Figure 8 at page 18 of CX382 compare with
the search terms that you used in Phase 1
of the study?

MR. SHERMAN: Objection;
mischaracterizes the testimony.

107

Johnson

A.  Asevident from Figure 8, many of
them are just common medical terms, some of
which we used in our own digital footprint.

Q. But Figure 8 represents search
terms that users as opposed to researchers
were using on the peer-to-peer network. Is
that correct?

A. That's correct.

Q. And in the right-most column
appears, about a third of the way down, the
term "lytec medical billing." Are you
familiar with Lytec?

A. No.

Q. Do you know whether Lytec is 2
type of billing software?

A. Tdon't know.

Q. Do you know whether it was used
by LabMD?

A. [don't know that.

Q. Do you know whether it was used
to generate the 1,718-page file that's
excerpted in Figure 4 of the document that
appears in CX382?

A. Tdon't know that.

108

Johnson

Q. I'dlike to talk for a moment
about the consequences of the inadvertent
disclosure of consumer-sensitive personal
information.

Are there consequences associated
with inadvertent disclosure of
consumer-sensitive personal information?

AT Yics

3. What are they?

A. Consumers can fall vietim to
various forms of identity theft, including
financial identity theft, and 1n this case,
med:cal identity theft.

Q. Let's start with identity theft.

What is identity theft?

A. The use of personal information
to allow a malicious individual to open
bank accounts, make financial charges,
other forms of fraud.

Q. What costs to an individual
consumer are associated with identity
theft?

A. The costs range dramatically from

the inconvenience of hav‘ln% your credit

27 (Pages 105 to 108)



e T e s I ]
o0 ~1 N B W

et

SR I o o T O o
o L N e O

]
i

ND QC =0 OGN LA B BT e

i0
11
12
13
14
15
16
17
I8
19
20
21
22
23
24

_the problem. Unlike financial, ora

PUBLIC

the person's 1dentity to obtain medical
treatment. In other cases, medical
identity theft can allow individuals to
commit financial fraud against payers,
hospitals.

Q. Are there consequences for
individual consumers that stem from medical
identity theft?

A. The consequences can be more

challenging than even financial theft.
Q. Why is that?
A. Because 1t's very hard to correct

110

Johnson
financial system, where a credit card can
quickly be cancelled, in health care, 1f
someone is using your wdentity to recelve

38
[

treatment, their own medical record becomes
commingled with yours. That can lead to
medical errors 1n the future or to
misdiagnoses. It also can lead to a long
string of financial cbligations that payers
will then itrack an individual to try to
have them pay for treatment they never
recerved.

MR. O'LEARY: Can we just go off

the record for just a minute?
MS. RIPOSO VAN DRUFF: Certainly.
(Off the record)

Q. SoI'dlike to direct your
attention to page 8 of the document that
appears at CX382, the "Data Hemorrhaging"
paper.

And I direct your attention to

the second full paragraph. The third
sentence you describe that, "PHI" -- and
there I believe you're referring to

25_personal health information — gquote, "can
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1 Johnson l 1 Johnson
2 card cancelled to real financial loss in 2 be sold and resold before theft occurs."
3 cases where loans or other financial 3 Do you see that text?
4 attacks are placed against the individual. -+ A Yes
5 Q. You describe medical identity | & Q. Did I read it correctly?
6 theft. . 6 A, Maybe I'm not in the right place.
7 What is medical identity theft? 7 I'm looking at PHI, but I'm not...
8 A. The usec of a persen's 1dentity to 8 MR. O'LEARY. It's here
O commit medical fraud. ¢ (indicating).
10 There are many different cases or | A. Oh, here. Yup. Okay, I see it.
11 types of medical 1dentity theft. Sometimes I'm sorry.
12 it could be as simple as masquerading as Q. No, that's fine.

And I mischaracterized, I think,
what PHI stands for. In that sentence I
believe that PHI, which is defined on
page 4 of CX382, refers to "protected
health information.” Is that correct?

A. Correct.

Q. And on page 8 you say that, "PHI
can be sold and resold before theft
occurs." Is that correct?

A. Correct.

Q. What does that mean?

A. That the value of PHI enables

) criminals to sell it multiple times to

112
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multiple 1ndividuals.

Q. And soin the immediate aftermath
of an inadvertent disclosure of an
individual's protected health information,
if medical identity theft has not occurred
in the immediate aftermath, does that mean
that it will not occur?

A. No.

Q. And why not?

A Because that information has a
long life, a much longer life than a Visa
card number

Q. Directing your attention to
page ten of CX382, the second full
paragraph begins, "Ironically, individuals
who experience identify theft often never
realize how their data was stolen." Do you
see that text?

A. Yes.

Q. What are you referring to there?

A. We're referring to case examples
where individuals had expenenced 1dentity
theft and they themselves often didn't

realize how or whz that had occurred.
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1 Johnson 1 Johnson
2 Q. And why couldn't they track it 2  A. A hashisa unique identifier of
3 back to a specific incident? 3 a file based on its size and contents.
4 A. "They" being the patients? 4 Q. AndifI were to change a single
5 Q. Yes. 5 character in a file, say, add a space
6 A.  Because, again, n this case, 6 between two words, would the hash of the
7 unlike a credit card, where you might know 7 original file and the hash of the edited
8 where you've used 1it, the PHI often moves 8 file be identical?
9 between different providers in the health 9 A.  No, they would change.
10 care system: without their knowledge. 10 Q. Did you evaluate the hashes of
11 Q. So that's the movement of 2 11 documents in order to eliminate duplicates,
12 patient's data. But with respect to an 12 as you've described on page 11 of the
13 individual who has experienced identity 13 document that's been marked as CX3827?
14 theft, why is it that they don't realize 14 A, Yes, though in many cases we alsc
15 how their data was stolen, as described in 15 did this through manual evaluation.
16 your paper at page 10? 16 Q. Ifsomeone were to search for a
17 A. Well, given that they may not 17 specific document on a P2P network, would
i8 even be aware of who in the heaith care 18 it help to have that document's hash?
19 network even had their data, their ability 19 A. I'm not sure.
20 to know where 1t was stolen from or how 1t 20 MS. RIPOSO VAN DRUFF: I'd like
21 was disclosed is exceedingly limited. +21 to just take a 10-minute break, if we
22 Q. Isthere anything else that 22  may, and then I think we can wrap up
23 complicates an individual consumer's 23 quickly.
24 ability to track back the source of 24 THE WITNESS: Sure.
25 identity theft? 25 (Recess)
114 116
1 Johnson 1 Johnson
2 A. In particular, medical identity 2 EXAMINATION CONTINUED
3 theft? 3 BY MS. RIPOSO VAN DRUFF:
4 Q. Let's focus on medical identity 4 Q. Earlier today, on counsel for
5 theft, yes. 5 LabMD's examination, you distinguished
6 A. Well, in particular, for medical 5 between inadvertent disclosures and
7 1dentity theft, because unlike in the 7 intrusions by an active hacker. Do you
& financial the system where there are credit 8 remember that testimony?
9 monitoring services and credit scores and 3 A Gos
10 widespread sharing of financial activity 10 Q. And ]I believe it was your
11 and credit worthiness, very httle to none 11 testimony -- correct me if I'm mistaken --
12 of that exists in the health care sector. 12 that inadvertent disclosures can be
13 Q. Earlier this morning counsel for 13 controlled and managed. What did vou mean
14 LabMD asked you questions about eliminating | 14 by that?
15 duplicates. This references text that 15 A, Weil, as we discussed this
16 appears on page 11. Do you remember that 16 morning,. the access to information 1s a key
17 testimony? 17 piece of nadvertent disclosures, and so
18 A. Yes. 18 limiting access to individuals, and not
19 Q. AndIrefer your attention to the 19 just the access, but also their ability to
20 paragraph that appears below Figure 2. I 20 copy the information or move the
21 believe that you were asked, and I'm 21 wnformation around.
22 paraphrasing, how you eliminated 22 Q. Are there other things that 2
23 duplicates. And my question is: The text 23 company can do to control or manage
24 of your paper on page 11 refers to a hash. 24 inadvertent disclosures of consumers'
25 What is a hash? 25

sensitive gersonal information?
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A. There are many, many things far
beyond our work, but efforts to eliminate
the use of peer-to-peer file sharing within
the organization is a start.

But things like encryption,
encrvpting all sensifive information, so
that even if it was inadvertently shared 1t
wouldn't be lost or exposed, disabling
technologies on laptops or phones that

117
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Tiversa's technology, that it "monitors
global P2P file sharing networks," and you
pointed out that the plural was
intentional.

A. Yes.

Q. What did you mean by that?

A. That there are several popular
networks. Gnutella, which we mentioned
earlier is just one of them, but FastTrack

1
i1 allow the transfer of information, so 11 is another. EMule is a third. And then
12 removing ports on a laptop, for example, 12 there are many more recent ones that keep
i3 segregating information on a computer, 13 growing on the Internet.
14 personal and private, or, more 14 Q. And so, in the first sentence of
15 specificallv, sensitive information and 15 Footnote 1 in the document that has been
16 nonsensitive information. 16 marked as Document CX382, when you say that
So there are. There are many. 17 Tiversa "monitors global P2P file-sharing
Q. Counsel for LabMD asked you a 18 networks," plural, what did you mean?
number of questions and showed you 19 A, Imeant that they are actively
documents relating to your communications 20 monitoring many different networks. And in
21 with Tiversa, and in particular, with 21 particular, why that's relevant for me and
22 Mr. Gormley. Is that correct? 22 my research, is that it allows -- the
23 A. Correct. 23 collaboration with them allows us to look
24 Q. And earlier this morning you 24 at many networks. Individual users might
25 didn't remember Mr. Gormley's last name, 25 only participate in one, but there are many L
118 120
1 Johnson 1 Johnson
2 correct? 2 different networks.
3 A. Yes. 3 Q. Aand so, for example, Tiversa's
4 Q. Butyou characterized him, in 4 technology is not limited to users who are
5 what I think was a joke, as a friend of 5 using the LimeWire client, is it?
6 yours. Is that correct? 6 A. That's correct, it's not.
7  A. Introduced by a mutual friend. 7 LimeWire operates on the Gnutella network.
8 Q. SoMr. Gormley is not a friend of 8 There are other clients that operate on
9 yours -- 9 Gnutella, but there's yet a whole other set
10 A. That's correct. 10 of clients that operate on eMule or
11 Q. --is that right? 11 FastTrack.
12 A. That's correct. 12 Q. Counsel for LabMD asked you about
13 Q. Infact, he's a research 13 the way that you searched for files in
14 associate of yours? 14 Phase 1 of the research that resulted in
15  A. That's correct. 15 CX382. Do you remember that testimony?
16 Q. I'm going to follow up on 16 A, Yes.
17 something that you said in response to a 17 Q. AndI believe it was your
18 question from counsel of LabMD about 18 testimony, and correct me if I am mistaken,
19 Footnote 1 in documents that counsel for 19 that you were only able to download a file
20 LabMD marked as RX-3 but that I've also 20 if the user made the file, quote,
21 marked as CX382. And I would ask you to 21 publically available. Do you remember that
22 take a look at Footnote 1. 22 testimony?
23 A. Yes. 23 A. Yes.
24 Q. You made a point to note that, in 24 Q. What do you mean by "publicly

25 the first sentence, where you described

25

available"?
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1 Johnson 1 Johnson
2 A. Itmeans that the file was shared 2 Q. This morning in a response to
3 in the directory that was accessed by a 3 counsel for LabMD you described the browse
4 file-sharing client that they had resident 4 host function in LimeWire. Do you remember
5 on their computer. 5 that testimony?
6 Q. And absent a file-sharing client, £ 1 s
7 would there be a way to access that file? 7 Q. Ifauser were using LimeWire and
8 A. No. 8 found a file that he or she wanted, what
9 Q. Counsel for LabMD also asked you 9 would the browse host function allow that
10 about your impression of the level of 10 user to then do?
11 awareness of the risks opposed by P2P 11 A. It would allow the user to see
12 file-sharing applications. 12 other files the same user was sharing.
13 Do you remember that testimony? 163 Q. So would it allow the user who
14 A. Yes. 14 had conducted the search to view all other
15 Q. In describing the awareness of 15 files that the user on whose computer the
16 the risks of P2P file-sharing applications 16 search had located a file was making
17 in 2008, would you draw a distinction 17 publicly available?
18 between the awareness of ordinary consumers | 13 A. Yes.
19 and the awareness of information security 19 Q. And could that user then download
20 professionals? 20 any files that he or she chose?
21 A. 1think even further, I think Al A. Yes
22 there was awareness within the research 22 Q. Okay. I'd like to return your
23 community. Ithink even among computer 23 attention, please, to RX-9, which is
24 security professionals during that time, I 24 probably in this pile here.
25 would say that there was awareness, but not 25 A. Oh, gotyou. Yes.
122 124
1 Johnson 1 Johnson
2 as deep as you might believe. And 2 Q. Okay. So RX-9, counsel for LabMD
3 certainly, among the consumer public, not 3 asked you a number of questions about pages
4 deep at all. 4 2 -- well, about page 2 of the document.
5 Q. Well, let's set aside the 5 Page 1 of the document is -- well, can you
6 comsumer public. But security 6 describe page 1 of the document that
7 professionals were aware of the risks posed 7 appears at RX-9?
8 by P2P file-sharing applications, correct? 8 A. Arewe looking at the same...
9 A. They were, though I think that 9 Q. No, I'm asking for the very first
10 many may not have realized how pervasively 10 page that appears on RX-9.
11 they were being used within organizations. 11 A, It appears to be the bottom an
12 Q. How could a security professional 12 e-mail from another document.
13 have evaluated whether a peer-to-peer 13 Q. And so, does page 1 of RX-9 bear
14 file-sharing application was used within 14 anmy relationship to pages 2, 3, and 4 of
15 his or her organization? 15 RX-9?
16 MR. SHERMAN: Objection; calls 16 A. No.
17 for speculation. You may answer. 17 Q. So just to be clear, page 1 of
18 A. There arc several different 18 RX-9 includes the e-mail signature block of
19 approaches. One would be to look for large 19 Mr. Settlemyer, an attorney at the Federal
20 amcunts of traffic going to and from a { 20 Trade Commission. Is that right?
21 particular computer within their network. 21 A. That's right. And it's also
22 Direct inspection of the computers 22 listed in the upper right-hand corner as
23 themselves, that is, inspecting the 23 Eric Johnson - 000023. And I'm just here
24 applications that were running on that 24 referencing page 1, but I think we've been
25 computer, could be another approach. l 25 referencing these numbers.
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Q. Terrific. Yes, that's a very
helpful clarification. Thank you, Dean
Johnson.

Did Mr. Settlemyer have anything
to do with the confidentiality agreement
between you and Tiversa?

A. No.

Q. Counsel for LabMD asked you about
the process by which you evaluated
Tiversa's technology --

A. Yes.

Q. -- do you remember that
testimony?

A Yest

Q. Did you draw any conclusions
about Tiversa's technology?

& Yes. We concluded that they had
substantial capabilities to locate and
chserve files on peer-to-peer file sharing
nstworks.

Q. And that's the reason that you
partnered with them in your research?

A, Yes.

MS. RIPOSO VAN DRAFF: Subject to

125

O 00 ~1 O\ bW N

127

Johnson
complaint counsel that the statement in
there says, "It is important to note that
all of these files were found without
extraordinary effort and certainly far less
effort than criminals might be economically
incented to undertake."”

And you said, yes, they could be
found by anyone looking for them.

A. Yes.

Q. Yetyou used Tiversa's
substantial capabilities to find the files?

A. Yes.

Q. And, in fact, you've described
circumstances under which files could not
be found by anyone looking for them for the
mere reason that the file may be located
too many hosts away for them to actually
find the file, correct?

A. For an individual user, yes.

Q. For an individual user.

And are we then assuming that
criminals may not be individual users; they
may be some vast organization with the
capabilities of Tiversa?

B bt et et ek ek ek et el ek e
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any limited redirect, I'm happy to

tender.

MR. SHERMAN: Okay. 1 have a
couple of questions. And we don't have
to switch, because I'm going to be very
quick.

MS. RIPOSO VAN DRUFF: Okay.

MR. SHERMAN: I think.

RE-EXAMINATION
BY MR. SHERMAN:

Q. So you just said that Tiversa had
substantial capabilities to locate files,
correct?

A. Yes.

Q. And that's why you partnered with
them in your research of file sharing on
peer-to-peer networks?

A. Yes.

Q. You, moments ago, however,
testified that on page 17 of the hemorrhage
study -- and I don't care which one you
use --

A. Yup. Okay.

126
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A. We believe some are.

Q. Some are.

But the file just isn't available
to anyone looking for them, then, is it?

A. They have tc have the same
client -- operate on the same network,
excuse me. And certainly, if my computer
is not turned on, or if I'm not sharing,
they're not going to be able to see it.

Q. So there are a variety of
factors, including the technology that they
might be using, that would determine
whether or not they would be able to find
the file that they're looking for, correct?

A. Yes.

Q. Are there any security measures
in place for the documentation that was
captured and utilized in the "Hemorrhaging"
study by Dartmouth?

A. Yes.

MS. RIPOSO VAN DRUFF: Objection;
vague as to "security measures."

Q. So those documents are protected

25 from third—garg_z access?
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1 Johnson 1 Johnson
2 A Yes. 2
3 Q. In what manner? 3
4 A, They're, first of all, not on a 4
5 computer that's on the Internet; secondly, 5
6 thev are in encrypted password-protected 6
7 files; third, they are stored in secured 7 M. ERIC JOHNSON, Ph.D.
8 rooms. 8
9 MR. SHERMAN: I have nothing 9 Subscribed and sworn to
10 further. 10 before me this  day
11 MS. RIPOSO VAN DRUFF: Nor do L. 11 of 2014
12 MR, O'LEARY: So, just before we 12
13  go off the record, since there's a 13
14 nondisclosure agreement between Eric 14
15 and Tiversa, we would like to have RX-9 | 15
16  and 10 and 4 and 5 and 7 marked as 16
17  confidential. 17
18 MS. RIPOSO VAN DRUFF: Wehaveno |18
19  objection. 19
20 MR. O'LEARY: Hopefully that 20
21 doesn't interfere with your ability to 21
22 use them. 22
23 And the witness will read and 23
24  sign, please. 24
25 (Time noted: 2:00 p.m.) 25 _
130 132
1 Johnson ‘ 1
2 February 18, 2014 2 CERTIFICATE
3 3
4 ERRATA 4 STATE OF NEW YORK )
5 5 ) ss.
6 PAGE/LINE CHANGE/REASON 6 COUNTY OF NEW YORK)
7 7
8 8 I, Alexis Perez Jenio, a Shorthand
9 9 Reporter and Notary Public within and for
10 10 the State of New York, do hereby certify:
11 11 That M. ERIC JOHNSON, Ph.D., the
12 12 witness whose deposition is hereinbefore set
13 13 forth, was duly sworn by me and that such
14 14 deposition is a true record of the testimony
15 15 given by such witness.
16 16 I further certify that I am not
17 17 related to any of the parties to this action
18 18 by blood or marriage and that I am in no way
19 19 interested in the outcome of this matter.
20 20
21 21
22 22
23 23 ALEXIS PEREZ JENIO
24 24
25 25
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Data Hemorrhages in the Health-Care Sector

M. Eric Johnson

Center for Digital Strategies
Tuck School of Business
Darmmouth College, Hanpver NH 03753
{M.Eric.Johnson/@darmmouth.edu

Abstract, Confidential datn hemomhoging from health-care providers pose
financiol risks to firms and medical risks fo patients. We examine the
consequences of dato hemorrhages including privacy violations, medical fraud,
financinl identity thell, and medical identity theft. We also examine the tvpzs
and sources of data hemorrhages. focusing on inadvenem disclosures. Through
an anolysis of leaked files, we evamine data hemorhagzs stemming from
inadverent disclosures on imemet-based fle sharing nenwarks.  Ws
characlerize the security risk for 2 group of health-caze organizations using a
dir=st analysis of leaked files. These fles contained highly sensitive medical
and personal information that covld be malicieusly exploited by criminals
sezking 10 conmit medical and financial ideatity thefl W also pressnt '
evidence of the threat by exmmining user-issued seurches. Qur analysis
demonstrales both the substaniial threat and velnesability for the health-care
sector and the unigue compizxiny exhibited by Uie US heolih-care system.

Kevwords: Health-care intormation. identity theft, data Jeaks, sesudty.

1 Introduction

Data breaches and inadvertent disclosures of customer informetion heve .plagued
sectors from banking 1o retail. In many of these cases, lost customer inléfmation
translates directly into financial losses through fraud and identiny theft. The health-
care sector also suffers such dafa bemorrhages, with muliiple consequences. In some
cases, the losses hove transfated to privecy violations and embamrassment. In other
cases, criminals exploit the information to commit fraud or medical ideniity theft.

} Experiments described in this paper were conducted in collaboration with Tiversa who has
deveiopsd a patent-pending technology {hat, in real-time, moniters global P2P file sharing
networks. The suthor gratefully acknowledges the assistance of Nicholas Willey, This research
was parnially supported by the U.S. Depariment of Homeland Security under Granl Award
Nuwmber 2006-CS-001-00000). under the auspices of the Institute for Information Infrastructure
Protection (13P). The views and conclusions contained v this document are those of the
authers and should not be interpreted s necessarily representing the official policies, either
expressed or implied, of the U.S. Depanment of Homsiand Security, the 13P, or Dartmouth

College.
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Given the highly frogmented US health-care system, dara hemorrhages come from
many differeni sources——ambulajory health-care providers, acutg-cars hospitals,
physician groups, medical laborateries, insurance carriers, back-offices of health
mainienance organizations, and outsourced service providers such’ as billing,
collection, and transcription firms.

In this paper we analyze the threats and wulnerabilities to medical data. We first
explore the consequences of data hemorrhages, including a look al how criminals
exploit medical data, in particular through medical identity theft. Next, we examine
types and sources of data bemorrhages through a direct analvsis of inadvertent
disclosures of medical information ¢n publically available, intemnet-based file sharing
nerworks, \We present an analysis of thousands of files we uncovered, These files
were inadvertently published in-popular peer-to-peer file sharing networks like
Limewire and Bearshare and could be easily downloaded by anyone searching for
them. Originating from health-care firms, their suppliers, and patients themselves, the
files span everything from sensitive patient eorrespondence te business documents,
spreadsheets, and PowerPoin: files. We found multiple files from major health-care
firms that contained private emplores and paticnt information for literally tens of
thousands. of individuals, including addresses, Sozial Security Numbers, birth dates,
and treatment billing information, Disturbingly, we also found private patient
information including medical. diagnoses and psychiairic evalusions. Finally, ws
present evidence, fromi user-issued searches on these nehworks, that individuals are
worzing 1o find medical data—likely for malicious exploitation.

The extended enterprises of health-core providers ofien tnctude meny technically
unsdphistlcatad partners whe are mure likely 1o feak information, As compared with
earlier swdies we conducted in the banking sector (Johnson 2008), we find that
tracking and stopping medical data hemorrhages is more complex and passibly harder
to centrol given the fragmented nature of the US health-care system. We document
the risks and eall for bener control of sensitive heaith-cars informaiion.

2 Consequences of Data Hemorrhages

Data hemorshages from the health-care seclor are diverse, from leaked business
information and employee personslly identifiable informatian (PII) fo patient
protected health information (PHI), which is individunlly identifiable health
information. While some hemorrhages ere related to business information, like
marketing plans or financial documents, we focus on the more disturbing relecses of
individually identiftable information and protected health information. In these cases,
the consequences range from privacy violations {including viclations of both state
privacy laws and federal HIPPA standards) to more serious frand ind theft (Figure 1),

On one hand, heaith-care data hemorthages fuel financial identity thefr. This
cecurs when Jeaked patient or employee information is nsed lo commit traditional
financial freud. For example, using social security numbers and other identity
information to apply for fraudulent loans, take-over bank accounts, or charge
purchases w credit cards. On the other hand, PHI is often used by criminals 1o
commil iraditional medical fraud, which typically involves billing payers {e.g.,
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Medicaid/Medicare or private heulth-care insurance) for treatment never rendered.
The US General Accounting Office estimated that 10% of health expenditure
reimbursed by Medicare s paid to  fraudsters, including - identity thieves and
fraudulent heatth service providers ‘Bolin and Clark 2004; Lafferty 2007). .

PHI can also be very valuable 1o criminals who are intent on committing medical
identity theft, The crime of medical identity theft represents the intersection of
medical fraud and identity theft (Figure I). Like medical fraud, it invélves fraudulent
charzes and like financial identity theft, it involves the theft of identity, It is unique in
that it involves a medical identity (patent identification, insurance information,
medical hisworics, preseriprions, leat resuits..,) that may be used to obtain medical
services or prescription drugs (Bull et al. 2003). Leaked instrance information can be
used to {raudulently obtain service, but unlike a credit card the spending limits are
much higher—=charges con guickly reach tens of thousands or even millions of
dollars. And unfike financial credit, there is less monitoring and reporting, - Sadly,
beyond the financial Josses, medicai identity theft carries other personal consequences
for victims as it ofisn results in errgnecus changes 1o medical records that are difrficult
and time consuming to corFect. Such erroheous information could impaet care qualigy
or impade later ¢fforts to obtain medical, life, or disability insurance, '

For example, recent medical identity thefl cases have involved the sale of health’

identitizs to illecal immigrants (Mezsmer 2008). These forms of thefi arz a problem
impacting payers, patients, and health-care providers. Payers and providers both see
financial losses from freudulent bilting. Patients are also harmed when they are billed
for services they did not receive, and when eronecus information appears 2 their
medical record.

Berwezn 1998 and 2006, the FTC recorded complaints of over ninewen thousand
cases of medical identity thefl with rapid grorwth in the past five years. Mony belisve
these complaints rapresént the tip of the growiag fraud problem, with some estimates
showing vpwards of a quartsr-miilicn cases a vear {Dixon 2006, 12-13). Cumently.
there is no single agency tasked with tracking, investigaiing. or prosecuting these
crimes (Lafferry 2007) so reliable data on the extent of the problem does not exist.

. Privacy Violations Mecical [dentizy Theft

a

) N
L . m
ia ;
g ]

o -é I&enﬁt}‘ Theft Iz

)
!
A

b v — ——t

Fig. 1. Consequences of data hemorrhages,
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The crime of financial identity theft is well understood with clear underlying
metives. A recent FTC survey estimated that 3.7% of Americans were victims of
some sort of identity theft (FTC 2007), Significant media coverage has alerted the
public of the financial damgers that can arise when a thief assumes your identity,
However, the dangers and associaled costs of medical identity theft are less well
understood and largely overlooked. Of course, PHY (including insurancs policy
information and governnient identity numbers) can be frandulently used for financial
gain at the expense of firms and irdividuals. However, when a medical identity is
stolen and used to obtain care, it may also result in life-threatening amendments to a
medical file. Any consequential inaccuracies in simple emries, such as allergy
diagnoses and blood-typing results; can jeopardize patient lives. Furthermore, like
financial identity theft, medical identity theh represents a growing financial burden on
the privale and public sectors. -

Individuals from several different groups participmie in the crime of medical
identity theft: the uninsured, hospital emplovees, organized ¢rime rings, illegal aliens,
wanted criminals, and drug abusers. In many cases the theft is drivén by greed, but in
other case the underlying motive is simply for the uninsured 1o reczive medica)l care.
Withoul medical insurmnee, these individuals are unnbie 1o obtain the expensive care
thar they require, such as complicated surgeries or organ transplants. However, if
they assume the idendry of a well insured individual, hespirals will provide full-
sc"vice care, For example, Carol Ann Hutchins of Pennsylvania assurmed another
woman's identity after finding a lost wallel (Weraschagin 2006).. With the insurance
idearification card inside the wallet Futchins was able to obtain cars and medication
on 40 separate occasions at medical fhcilities across Penmsylvania and Ohio,
accumulating a total bill of 516,000. Had it not been for the victim's carsful
examination of her monthly billing sarement, it is kel that Hutchins wouid have
continued to fraudulently receive care undetected. Hutching served a 3-month jail
sentence for her crime, but because of privacy lews and practices, any resuiting
damage dene to il victim’s medical record was difficult and costly to erase.

Hospitai empleyess historically comprise the largest known group of individuals
involved in uaditional medicul fraud. They may alier patient records, use patient data
1o open credit card nccounts, overcharge for and falsify services rendered, create
phony patien!s, and more. The crimes committed by hospital employees are often the
largest, mest intricate, and the most costly.

Take for example the case of Clzveland Clinic front desk eleck coordinator, lsis
Machado who sold the medical information of more than 1,100 patients, to her cousin
Femmando Ferrer, Jr, the owner ¢f Advanced Medical Claims Inc. of Florida.
Fernando then provided the information to others who used the stolen identities to fila
an estimated $7.1 miltion in fraudulent claims (USDC 20086).

Individuals sbusing prescription drugs also have a motive to commit medical
{dentity thefi. Prescription drug addiets can use stolen identitics fo receive muftipte
prescriptions st different pharmacies. Drugs obtained through this method may also
be resold or traded. Roger Ly, a Nevada pharmacist aflegedly filed and filled 35 false
prescriptions for Oxyeontin and Hydrocondone in the name of customers, Medicare
and insurance paid for the drugs that Ly, allegedly, then resald or used recreationally
(USA 2007). The total valve of drugs sold in the vnderground prescription market
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likely exceeds $1 billion (Peterson 2000), Sometimes, the crimes involving
prescription drugs ace less serious; a Philadelphia man stole a.coworker™s insurance
identification card to acquire a Viagra prescriplion, which he filled on 38 separate
occasions. The plan finatly backfired when the cowarker h2 was posing as attempted
lo fill his own Viagra prescription and discovered that one had already been filled at
another pharmacy. The cost to his company's insutance plan: over §3,000 (PA 2006),

Wanted criminals also have a sirong molive to commit medicnl ‘jdentity theRt, If
they check into a hospital under thsir own name, they might b quickly opprehended
by law enforcement, Therefore, career criminals need to design schemes to obtain
care. Joe Henslik, a svanted bank robber working as an ad salesman, found it eusy to
obuin Joe Ryan's Social Security number as par: of a routine ‘business transaction
(BW 2007). Henslik then went cn o receive $41,888 worh of medical care and
surgery under Ryan's name. It tock Ryan two years o discover that he had been a
victim of medical identity theft. Even after discovery, he found.it difficult © gain
aceess to his medical records, since his own siznature didn't maich that of Henslik's’
forgeny.

Anndorie Sachs experienced a similar situation when her medical identity was used
1o give birth 0 a drug addicted baby (Reavy 2006), Sachs had lost her purse prior to
ths incident and had accordingly eancelled her stolen credit cards, but was unaware of
the risk of medical ID theft. The baby, which-was abindened at the hespital by the
mother, tested positive for illegal drug us, prompring child services 1o contact Sachs,
who had four children of her own. Forunamly, since Sachs did not malch the
description of the woman who gave birih at the hospital, the problem did not esealate
further. I Suchs was not able to preve her identisy, she could have Jost custedy of her
children, and becn charged with chiid abuse. Ferthermore, before Lhe hospiral betame
aware of the crime, the baby was issued a Social Securitv number in Sachs name,
which could cause complications for the child larer in life. Like Sachs, few
individuals consider their insurance cards 10 be-as valuable as the other items they
carry in their wallet. Morsover, medical transactions appearing oa a bill may not be
scrutinized as closedy as fnancial trensactions wvith 4 bank or credit card, -

Nlegal immigrants aiso represent a block of-individuals with @ cléor motive o
comriit medical idensity theft, In the case of a severe nizdical emeraency, they will
not be refused care in most instances, but if an illegal immigrant requires expensive
surgery, castly prescriptions, of other non-emergernicy ¢are, they have few options.
One of the most shocking and well documentsd cases comes from Southern
California, where a Mexican resident fooled the state insuiafce program, Medi-Cal,
into beheving that ke was a resident and therefore emitled to health care coverage
(Hanson 1994). Mr. Hermillo Meave, was transferred to Califomia from a Tijuana,
Mexieo hospital with heari problems, but told the California hospital that he was from
San Diego, and provided the hospitai with a Medi-Cal ID card and number. Alhough
the eircumstances surrounding Mr. Meave's arrival wers suspicious, the hospital went
aheed and completed a heart transplent on Mr. Meave. The iotal cost of the operation
was an astounding one millicn doilars. Oaly after the surgery did the hospital
determine that Mz, Meave actually lived and worked in Tijuana and was therefare not:
entitled to Medi-Cal coverage.

Perhaps emboldened by the success of Hermillo Meave, 2 family from Mexico
sought a heart transplant for 2 dying relative just three months Jater at the very same
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hospital. - This iime, fraud investizators were able to distover the plot before the
surgery could be completed. While processing the paperwork for the patient who wes
checked in as Rene Garcia, Medi-Cal authorities found nine other individuals around
the state, using the same name and [D number. The hospital had the family arrested
and jailed for the attempted fraud, which had cost the hospital $200,000, despite the
lack of surgery. The family told investigators that they had paid £75,000 in order to
obtain the ID and set up the surgety. The irafficking of identities between Mexico
and Califarnia is commonplace, but the- sale of Medi-Cal identities adds s new
dimension to the crime. The disparity in care between California hospitals and
Mexican focilities makes the motivetion o commit medical identity thef clear:
falsified identification is a low-cost licket to world-class care,

Finally, ideatity. theft criminals often operate in crime rings, sometimes using
claborate ruses 1o gather the identities of hundrzds individuals. In a Houston case,
criminals nllegedly siaged parties in nesdy arsas offering medical deals as well as
food and entertainment (LISDJ 2007). At the parties, Medicaid numbers of residents
were obtained and then used {o dill Medicaid for alecohol and substance sbuse
counseling. The scheme even included fraudulent reports, written by ‘cerified’
counselors. The fraudulent compary managed to bill iviedicaid for §3.5M worth of
services, of which theyv received $1.8M. In this case, no medical care was actually
administered and the medical identity thedl was commiited purely for {inancial
rezsons.,

In summary, there are many reasor’s why Individuals eagnge in medica! identiry
thefi, including avoiding law eaforcemsent, obtaining care that they have no way of
affording, or simply making themselves rich. Many tactics ere used including frst
hand by physicai thefy, insioers. and harvesting lecked data. As we saw, PHI can be
sold and resold before theit oceurs—as in the case of the nine Garcies. The thief may
be someune an individual knows well or it could be someone who they've naver met.

For health-care providers, the {irs: step in redacing such crime is better protection
of PHI by: 1) controlling access within the enterprise to PHI; 2} securing networks
and compuicrs from direct intruders; 3) monitoring networks {(iniernal and extemal)
for PIf and PHI transmissions and disclosures; 4) avoiding inadvertent disclosures of
information.. Often loese access and inadvertent disclosures are linked, When access
policies zllow many individuals to viev:, move, and store dota in poriable documents
and spreadshesis, the risk of inadvertsmt disclosure increasss.

3 Inadvertent Datas Hemorriages

Despite the much trumpeted enactment of the Health Insurance Portability and
Accountability Act (HIPAA), data losses in the heafth-care secior continue at a
dizzying pace, While the criginal legislation dates back ta 1996, the privacy rules
regulating the use and disclosure of medical records did not become effective until
2004. Moreover, the related security rules, which mandate computer and building
safeguards to secure records, became cffective' in 2005, While finns and
organizations have invested fo protect their systems against direct intrusions and

hackers, many recent the data hemorthages have come from inadvertent sourtes: For
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example, laptops at diverse heclth organizations including Kaiser Permanente
(Bosworth 2006), Nemorial Hospital {South Bend TN} {Tokars 2008), the U.S,
Department of Veterans Administration (Levitz and Hechinger 2006), and National
Institutes of Health (Nakashima znd Weiss 2008) were lost or siolen—in each case
inadvertently disclosing personal ard business information. -

Organizations have mistakenly posted on the web many differsnt types of sensitive
information, from legal to medical to financial. For example, Wuesthoff Medical
Center in Florida inadvertently posted names, Socia) Security numbers and personal
medical information of mere than 500 patients (WFTV 2008). Insurance and health-
care information of 71,000 Georgit residents was accidentally posted on Internet for
several days by Tampa-based WellCare Health Plans (Hendrick 2008).

The University of Pittsburgh Medical Center inadverently posted patient
information of nearly 80 individuals including names-and medical images. In one
case, @ patient's radiclogy image was posted along with his Secial Security number,
insurance informarion, medications, and with information on previous medical
screenings and procedures (Twed:, 2007). Harvard University and its pharmaey
perner, PhermaCars (now part of CVS Coremark), experienced a  similar
embarrassment when students shewed they could easily gain accsss to [ists of
prescription drugs bought by Harvard sudents (Russell 2003). Even technology firms
likze Google and AOL have suffered the embarrassiment of inadverient web posting of
sensiiive information (Clabum 2007, Qlson 2006)—in thzir cases, customear
information.  Still other [irms have sezn their internal information and fnelectual
properTy appear on music file-sharing networks (Dedvila 2007), blogs, YouTube. and
NivSpacs (Totty 2007). In each case. the resuii was the same: sensitive informaricn
inadversently leaked creating embamassment, vulnerabilities. and financial losses for
the firm, its invesors, and customess, In a recsat data loss, Pfizer fuces a class uction
suit fron: angry emplovess who had their personal informiation inndveriantly disclosed
on a popular musie netwerk (Vijayan 2007). In this paper we examine health-core
leaks from a common, but widely misunderstood sourcs of inadvenient disclosurs:
peersta-peer file-sharing networks,

In our pasi research, we showed' that peer-to-peer (P2P) file-sharing nenworks.
represented a significant security 1isk to firms operating within the banking sector
(Johnson and Dynes, 2007; Johnson 2008). Fife sharing bucame popular during the
late 19505 with rise of Napster. In Just two' years before its court-ordered closure in
2001, Mapster enabled t2ns of millions of users to share MP3-formaned song files,
Through its demise, it opened the door for many new P2P file-sharing networks such
as Gnutella, FastTrack, e-donkey, and Bintorreny, with related software clients such as
Limewire, KaZaA, Morpheus. eMuls, and BearShare, Today P2P iraffic levels are
still growing with as many as ten million simultapeous users (Meanecke 2006). PP
glients allow users to place shared files in a particular folder that is open for other
users to search, However, there are many weys that other confidential files become
exposed to the network (see Johnson et al. 2008 for a detailed discussion). For
example a user; 1) accidentally shares folders containing the {nformation—in some
cases confusing client interface designs can facilitate such accidents (Good and
Krekefberg (2003)); 2) stores music ard other data in the same folder that is shared—

this can happen by mistake or bezause of poor file organization; 3) dawnloads -
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malware that, when exccuted, exposes files; or 4) installs sharing client software that
has bugs, resulting in unintentional sharing of file direstorics.

While these networks are most popularly used 1o trade copyrighted material, such
as music and video, any material can be exposed and searched for including
databases, spreadsheets, Microsoft Word documents, and other common corporate file
formats. The original exposure of this maierial over P2P networks is mast likely done
by accident rather than maliciously, but the impact of a single exposure can quickly
balloon. Afier a sensitive file has been exposed, it can be copied many times by
vinually anonymous P2P users, us they capy the file from one another and expose the
file to more peers. Criminals are knewn to ¢ngage in the sale and trafficking of
valuable information and-dafa. In earlier studies using “heneypot” experiments
(experiments that expose data for the purpose of observing how it is stolen}, we
showed how criminals steal and us: both consumer data and corporate information
(Johnson et al. 2008), When this lesked information happens to be privaie customer
information, organizations are faced with costly and poinful consequences resulting
from fraud, customer notification. and-consumer backlash,

Ironically, individuals who experieace identity thefi often never realize how their
data was stolen. Vhile there are many ways personal health-care dats ean be
exposed, we will show in the next section how daa hemorshages in P2P networks
represzai a missing link in the “causaliry chain.” Far worse than losing a lapiop ora
stornge deviee with patient dafa (Rebenstein 2008), inadvertent disclosures on P2P
networks allow many eriminals access (o the information, each with different levels of
scphistication and nbility to exploit the information. And unlike an inadvertent web
posting, the disclosures are far less Jikeiy to be noticed and comrected (since few
organizations monitor P2P and the networks ace constantly changing making a file
interminenty available 1o o subset of users), Clzarly, such hemorrhages violate the
privacy and security rules of HIPAA, which call for health-care orgenizations to
ensure {mplementation of edminisirative safeguards (in the form of technical
sefeguards und poficies, personnel and physical safeguards) to monitor and control
intra and inter-organizational information access,

4 TResearch Method and Apalysis

To explore the vulnerability and threct of medical information leakage, we examined
health-care data disclosures and search- activity in peer-to-pesr file sharing networks.
To collect a sample of leaked data, we initially focused on Fortume Magazine's list of
the top ten publically traded health-care fimms (Fortune Magazine (Uscem 2007)).
Together those firms represented nearly 570B in US health-care spending (Figure 2).
To gather relevant files, we developed a digital footprint for each health-care
institution. A digital fooiprint represents key terms that are related to the fim—{or
example names of the affiliated hospitals, clinics, key brands, ete. Searching the
internet with Google or P2P networks using those terms will ofien find files related to
those institutions. With the help of Tiversa Inc,, we searched P2F networks using our
digital signature over a 2-week pericd (in January, 2008) and randomly gathered a
sample of shared files related to health care and these institutions. Tiversa's servers
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ond software allowed-us lo sample in the four most popular nerworks (2ach-of which
supports the most popular clients} including Goutella (2.g, Limewire, BearShare),
FastTrack (e.g., KaZaA, Groksier), Aries (Aries Galaxy), and e-donkey (e:.g.. eMule,
EDonkey2K). Files containing any one or combination of these terms in our digital
footprint were captured, We focussd on files frem the Microséft Oftice Suite (Word,
Powerpoinl. Excel, and Access). Cf course, increasing the number of terms included
in the digital footprint increases the number file matches found, but also increases
false positives—files captured that have nothing to do with the institution in question:

Given tie Jarge number of hospitals within these ten organizations (more than 500). -

our goal was to gather a sample of files fo characterize the ongoing data hemorrhage.
Since users randomly jein P2P networks 1o get and share media (and (ken depart), the
nerwork s constanily changing, By randemly sampling oveér a [4.day peried, we
collected 3,328 fiies for further {minual) analysis,

i 5iopan

Sasnes 77

Fig. 2. Revenue of the top ten US heaith-care firms (Useem 2007).

Of 3,328 documeats in our sample, 50.3% could be immediatelr idemtified ns
duplicaie copies of the same fle (same hash) that had spread or were on maltiple 1P
addresses, leaving us with 1.654 documents o categorize. While duplicate files were
not downloaded from the same IP address, duplicate files were collected when a
target file had spread to multiple skaring clients. They were also collected from users
who joined the network at different 1P addresses (what we call an IP shift), Through a
manual analysis of the remaining 1,634 files, we found that 7196 wers not relevant to
health care or the organizations uncer consideration and were downloaded because
our search terms overlapped with other subject matter. This was the result of the size’
and quality of our digital footprint. By casting a large net, we found more files but
also many that were not related to the health-care sector. Of the remaining 475
docuracnts, 86 were mapually evaluated as duplicate files, With this cross section of
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data associated with the health-care crganizations, we categorized each file evaluating
the dangers associated with it. Figure 3 shows a catzgorization of the 389 unique,
relevant files, .ok ‘

The most common type of files found \werc newspaper and joumnal articles,
followed by documents associated with students studying medicine. This should not
come as o surprise as many P2P users are students. Interestingly, we found entire
medical texts being shared, We alsy found many documents dealing directly with
medical issues, such as billings, letters 1o hospitais, and insurance claims. Many of
these documents were leaked by patients themselves, For example, we found several
patient-gencrated spreadsheets containing details of medical treatments and costs—
likely for iax purposes. Other-documents discoversd included hospital brochures and
flyers, which were intended for public consumption. Finally there were job listings,
cover fefters, and résumés, all likely saved on computers of job-seekers, The lack
inierest in sharing these files for a typical P2P user makes it readily apparant that they
were likely shared by mistake, However, all of the files weren’t so innocvous. Afier
categorizing the files, we found that sbout 5% of the files racoversd by our loosely
tuned search werz sensitive or could 2¢ used t6 comnil medical or financial identity

theft.

Rl L
BAELET ki g e

T i gt et s A4 st s .. e i amm  en pot t r

Fig. 3. Summary of unique relevant files,

The set of dangerous documents discovered contained several files that would
facilitofe medical identity theft. One such document was a government application
for employment asking for detailed background information. The document
contained the individual’s Social Security number, full name, date of birth, place of
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birth, mother’s. maiden name, hisiory of residence and acquaintances, schooling
history, and empleyment history (the individual had worked at one of the hospitals
under study). Despite the document’s three-page forward highlighting the privacy act
measures undertaken by the govemnment to protect the information in the document,
and the secure Data Hash code stamped at the bottom of every page along with the
bolded iext ‘PRIVACY ACT INFCRMATION', this doctiment somehow ended up
on to a P2P network.

More disturbing. we found a hospital-generated spreadsheet of personally
‘identifiable information on recenily-hired employees including Social Security
npumbers, comac! information, job eategory erc. Another particularly sensitive
document was an Acrobat form used for creating patient prescriptions: The scanned
blank document was signed by a physician and allowed for anvone to fill.in the
patient's name and prescription information. This document could be uszd for
medicat fraud by prescription drug dealers and abusers, Additienally, the doctar’s
own pursonal information was included in the document, giving criminals the
opportunity {o forze other dacuments in his name, Finally, another example we found
was 2 veung individual's medical sard. This person was suffering from various
aiiments and was required to ke2p a card detailing his preseription information. The
card included his doctor’s name, parsat’s names, address, and other personal
information. A person with a copy o ihis identitication card could potentinlly pose as
the patent end attempt io provure prascription drugs. All of these dangerous files
werz found with a relarively simple sample of files published for anvone to find.

As a second siaze of our analysis, we then moved from sampling with a large net
to more spazific and inrentional searches, [Tsina information from the first sampling,
we examinad shar2d files on hosts where we had found other dangerous data. One of
ibe features enabled by Limewire and other sharing clients is Lhe ahility to examine alt
the sharad files ol a particular user (comefimes called “browse host™), Over the next
six moaths, we periadically examinec hosts that appeared promising for shared fles.

Using this approach. we unvovered for more disturbing files. For 2 medical testing
laberatery, we found a 1,713-page document cuntaining patiem Social Security
numbers, insurancs information, ord treatment codes for thousands of patients.
Figure 4 shows a redactzd excerpt of just a single page of lhe insurance nging report
contining patient name, Sactal Security number, date of birth, insurer, greup nurtber,
and ideatification number. All together, almost 9,000 patient identities were exposed
in e singie file. easily downloaded from a P2P netvork.
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Fig. 4. Excerpt of an insurance agniog report, It containg 1718 pages of paticnt names,
social security numbers, and dajes of Lirth, Insurers, group nombers, and fdentification
numbers (exposing nearly 3000 patients), Personally Identifiable Tnformation has been
redacted to protect the identifies of the disclosers and patients.
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For a hospital system, we found two spreadsheel databases that contained detailed
information on over 20,000 patients including Social Securiey numbers, contact
details, and insurance information. Llp o 82 fields of information (see Figure 5) were
recorded for each patient—representing the contents of the popular HCFA form, In
this case, the hemorthage come frem an outsourced collection ageney working for the

hospital, However, besides the patients and hespital s¥stem, muny other

1. FAFAbilumber

2. puoviderflame -

1. provioerAddressiined

4. provideCitySialeZip

5. provicerPlnLaNumber
6, providierfedeslianid

7. pailaniFistame

8. " pati=nmilddisnitial
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11, patlestPhone

2. patsalAddressiimel
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14. patiemCity
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18, palizrtSinkDste

19, palleriSmploeiiame
20, patlani tavarigdrassiing
21. patle=EmployerAddresslire
2. paliemiEmployerClly

23. paiieniZmpioyerSiste
24. palientEmployerZipCads
25, patteniEmployerPrcnes
26, caseType

Z7. edmissionDste

28,
2.
0.
K18
2.
3.
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7.

u“,
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48.
8,
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51
52.
53,
54,
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guznaniePhone
gum')luf.McrE-s 1-1'1
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guarantarCity
guarzntorStzle

, guarznte:ZnCade

guemEniordinhdele
gusrEntorEmployaMame
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toislFayments

tolalAdjusiments

scideniCode
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B Mkssme.‘hrr.t
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88, firstinsuranceSiale
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Fig. 5. File contents for over 20,000 patients io on Inadvertent disclosure.
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organizations were comprised, The data disclosed in this file welil-illustrates the
complexity of US health care with many different constitnencies represented,
including 4 major hospitals, 333 different insurance carriers acting on behaif of 4,029
patient emplovers, and 266 different weating doctors (Figure 6). Each of these
constituents was expased in. this disclosure, Of course, the exposure of sensitive
patient health-infermation may -be the most alarming to citizens. Figure 7 shows one
verv small section of the spreadsheet (just thres colemns of 82} for a few patients (of
the nearly 20,008). Note that the diagnosis code (IDC code)} is included for each
potient,  For example, code 34 is sireptococcal sore throat; 42 is AIDS; 151.9 is
maliznant neoplasm of stomach {cancer); 29 is alcohol-induced mental disorders; and
340 is multiple sclerosis. In total the file contained records on 201 patients with
different forms of mental illness, 326 with cancers, 4 with AIDS, and thousands with
other serious and less serious diagneses,

First Insurance

, =G

335 Separate Latiis

Patient Nnmes

/ 20,25 namas ]
Transaction | Hospital |2 PatientSSN's
Processor | System N 13,239 55%"s ]

P2P Disclosura Physicions
Sourcs bdocwrs |
Employers
1,029 erganizations _‘

Fig, 6. Hemorrhage exposcd 2 Jarge array of bealth-care constirnents.
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Fig. 7. Dlsclosures expose extrenmly personal dingnosis information.’ A very small sectian
“of a sprendshest for o few (of over 20,000} patients shawing IDC dingnosis cades {sex
httpfwww.emshhs.gov/ACDY ProviderDiaguasticCodes! or  hteprfwwiw.ied98atacoms).
Pereonally 1dentiflable Iaformation has not been included In the illustrafion (o protect the
identitles of (he patients and physicians.

For a m=nral health center, we found patient psychiatric evaluntions. All worid be
considered extremely-personal and some were disturbing, We found similer ¢linical
evaloations leaking from Alabama to Nebraska to California.

Of course, these are just few of many files we uncovered. Far a group of
anesthesiologists, we found over 330MRB of data comprising patient billing repons.
For z drug and alcoho! rehab center, we found similar billing information. From an
AlIDs clinic we found a spreadshest with 232 clients including address, Social
Security number, and date of birth. And the list goes on. I is imponiant to note that
all of these files. were found withoul extraordinary effort and certainly far less effort
than criminals might be economicallv incented o undertake.

With the vulnerability wel! established, we also investigated the search activity in
P2P networks to see if users were looking for health-care data hemorrhages. Again,
using our simple digital signature we captured a sample of user-issued searches along
with our files. Figure 8 lists 2 sample of these searches and clearly shows that users
are searching for very specific health-care related data in P2P networks.
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Fig. 8. Selextinn of User-Issued searches that containt the word medieal or hosptial

5 Conclusion

Data hemorrhages from the health-care sector are clearly a significant threat to
providers, pavers, and patients, The inadvertent disclosers we found and decumented
in this report point fo the larger problem facing the induswy. Clearly, such
hemiorrhages may fuel many types of crime.  While medical fraud has long been a
signiiicant problem, the crime of medical identity theft is sl in its infaney. Today,
many of the well-documented crimes appear to be committed out of medical need,
However, with the growing opportusiry to commit more significant crimes nvolving
large financial rewards, more and mere advanced schemes and metheds, such as P2P-
fueled identity theft, will Tikely develop. For criminals to profit, they don't need to
“steal” an ideatity, but only fo borrow it for a few days, while they bili the insurer
carrier thousands of dollars for fabricated medical bills. This combination of medical
fraud along with identity theft adds a valuable page 1o the playbook of thieves looking
for easy tarzets. Stopping the supply of digital identities is one key to helting this

type of illegal activity.
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The Health Insurance Privacy Accountability Act (HIPAA) was created to protect
patients frorn having sensitive medical information from beeoming public or used
dgainst them. However, some of the provisions of the act make medical identity thefi
more difiicult to track, identify, and correct. Under HIPAA, when 2 patient’s medical
record has been aliered by someone else using their ID, the process to correct the
record is difficult for the patient. The erroneous information in the mediceal file may
remain for yedrs, Also due 1o the intricacies of HIPAA, people who have been
victims of medical identiry theft may find it difficult to even know what has been
changed or added io their record. Since the thieF's medical information is contained
within the victim’s file, it is given the same privacy protections as anyone under the
act. Withow the ability to remove erroneous informaiicn, or figure out the changes
containzd in a medical record, repairing the damages of medical identity theft can be &
very taxing process.

However, HIPAA is also o posilive force in the fight against idemity theft
Tnsiitutions have bzen fined and required to implement derailed corrective action
plans 1o address inadvertent disclosures of identifiable electronic patient information
(HHS 2008). In the case of Isis Machada mentioned earlier, she was charged and
fined under HIPAA for disclosing individually identifinble medical records. HiPAA
contains rules and punishments for offending medical professionals, which arz
historically the lazgest group of health-care frand perpetrators, This protection of
patznt jdentities does discourage inappropriate wses of medical information and
reduces the chanes of hemorthagss. Nevenheless, HTPAA con do litile to stop
putients from disclosing their medical identities vohmiadily to individuals posing as
heafth care providers. or poorly managing their ovn compuierized documents.

Tighter comurols on patient information are a good stan, but censumers still need to
be educated of the dangers of lost health-care information and how to secure their
information on perscnal computers. Hospitals and athers conczmed with medical
identity theft have beaun to undenale measures in order to eurb medical identity
thefi. One of the simpiest and most effective measures put in place by hospiwals is 10
request photo ideatification for admitance 1o the hospital, [n many cases. when a
request for photo idemification Is made, the individual will give up on obtaining care
and simply leave the hespital, never to retum again. Of course, this measure will
likely lose its efficacy in time s criminals become aware of the change in policy.
Once a few personal identifiers have been acouired. such as date of birth and Social
Security number, & criminal can obtain sesmingly valid photo-ID. In the fumre,
insurance - cormpanies may peed (o begin issuing their own tamper-prool photo
identification 10 help stop medical identiry theft.

Finaily, health-carz providers and insurers must enact better monitoring and
information controls to detect and stop leaks. Information access within many healtis-
care systems is lax. Coupled with the porability of data, inadvertent disclosures are
insvitable. Berter control over information access governance (Zhao and Johnson
2008) is an important step in reducing the hemorthages documented in this report,
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF THE ADMINISTRATIVE LAW JUDGES

)
In the Matter of )
)

LabMD, Inc., ) Docket No. 9357
a corporation, )
Respondent. )
)

COMPLAINT COUNSEL’S FINAL PROPOSED WITNESS LIST

Pursuant to the Court’s Revised Scheduling Order, dated October 22, 2013, Complaint
Counsel hereby provides its Final Proposed Witness List to Respondent LabMD, Inc. (*LabMD”
or “Respondent”). This list identifies the witnesses who may testify for Complaint Counsel at
the hearing in this action by deposition and/or investigational hearing transcript, affidavit,
declaration, or orally by live witness.

Subject to the limitations in the Scheduling Order and Revised Scheduling Order entered
in this action, Complaint Counsel reserves the right:

A) To present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orally by live witness, from the custodian of records of
any party or non-party from whom documents or records have been obtained—
specifically including, but not limited to, those parties and non-parties listed
below—to the extent necessary to demonstrate the authenticity or admissibility of
documents in the event a stipulation cannot be reached concerning the

authentication or admissibility of such documents;



B)

C)

D)

E)

F)

G)

H)

PUBLIC

To present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orally by live witness, from persons listed below and any
other person that Respondent identifies as a potential witness in this action;

To amend this Final Proposed Witness List to be consistent with the Court’s
ruling on any pending motions, inciuding any motions iz limine filed in this
matter;

To question the persons listad below about any topics that are the subjects of
testimony by witnesses to be called by Respondent;

Not to present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orzlly by live witness, from any of the persons listed
below;

To question any person listed below about any other topics that the person
testified about at his or her deposition or investigational hearing, or about any
matter that is discussed in any documents to which the person had access and
which are designated as exhibits by either party or which have been produced
since the person’s deposition was taken;

To present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orally by live witness, from any persons, regardless
whether they are listed below, to rebut the testimony of witnesses proffered by
Respondent;

For any individual listed below as being associated with a corporation,
government agency, or other non-party entity, to substitute a witness designated

by the associated non-party entity; and
.
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I) To supplement this Final Proposed Witness List in light of Respondent’s Final
Proposed Witness List and Exhibit List, or as circumstances may warrant.
Subject to these reservations of rights, Complaint Counsel’s Final Proposed Witness List

is as follows:

Current and Former LabMD Employees

1. John Boyle, former LabMD Vice President of Operations, in his individual
capacity
Mr. Boyle will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; LabMD'’s
information-technology (“IT”) related expenditures; management of LabMD’s compliance
program; facts relating to the security incidents alleged in Paragraphs 17-21 of the
Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other
matters as to which he has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

2, John Boyle, former LabMD Vice President of Operations, LabMD designee
Mr. Boyle will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; LabMD’s IT-
related expenditures; management of LabMD’s compliance program; facts relating to the
security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues addressed

in the investigational hearing of LabMD; any documents introduced into evidence by

" -
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Respondent or Complaint Counsel as to which LabMD has knowledge; or any other matters
as to which LabMD has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

3. Brandon Bradley, former LabMD IT employee
Mr. Bradley will testify about LabMD’s computer networks, including, but not

limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which he and other LabMD employees had access;
LabMD’s IT-related expenditures; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition; any
documents introduced into evidence by Respondent or Complaint Counsel as to which he has
knowledge; or any other matters as to which he has knowledge that are relevant to the
allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief,

4. Sandra Brown, former LabMD finance or billing employee
Ms. Brown will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which she and other LabMD employees had access; facts relating
to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues
addressed in her deposition; any documents introduced into evidence by Respondent or
Complaint Counsel as to which she has knowledge; or any other matters as to which she has
knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relicf.

5. Matt Bureaun, former LabMD IT employee
Mr. Bureau will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
-4
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the personal information to which he and other LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of
the Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other
matters as to which he has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

6. Michael Daugherty, LabMD President and Chief Executive Officer, in his
individual capacity

Mr. Daugherty will testify about LabMD’s computer networks, including, but not
limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which he and other LabMD employees had access;
LabMD’s IT-related expenditures; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition or
investigational hearing; any documents introduced into evidence by Respondent or
Complaint Counsel as to which he has knowledge; or any other matters as to which he has
knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relief.

T Michael Daugherty, LabMD President and Chief Executive Officer, LabMD
designee

Mr. Daugherty will testify about LabMD’s computer networks, including, but not
limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of

the Complaint; any other issues addressed in his deposition; any documents introduced into

-5
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evidence by Respondent or Complaint Counsel as to which LabMD has knowledge; or any
other matters as to which LabMD has knowledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief.

8. Jeremy Dooley, former LabMD Communications Coordinator and IT employee
Mr. Dooley will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of
the Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other
matters as to which he has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

9, Kim Gardner, former LabMD Executive Assistant

Ms. Gardner will testify about LabMD’s computer networks, including, but not
limited to, remote access thereto; [.abMD’s security policies and practices, and employee
training; the personal information to which she and other LabMD employees had access;
information relating to the wind down of LabMD’s business operations and the
corresponding relocation of LabMD’s business premises; facts relating to the security
incidents alleged in Paragraphs 17-21 of the Complaint; any other issues addressed in her
deposition; any documents introduced into evidence by Respondent or Complaint Counsel as
to which she has knowledge; or any other matters as to which she has knowledge that are
relevant to the allegations of the Complaint, Respondent’s affirmative defenses, or the

proposed relief.



PUBLIC

10. Karalyn Garrett, former LabMD finance or billing employee
Ms. Garrett will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which she and other LabMD employees had access; facts relating
to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues
addressed in her deposition; any documents introduced into evidence by Respondent or
Complaint Counsel as to which she has knowledge; or any other matters as to which she has
knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relief.

11.  Patricia Gilbreth, former LabMD finance or billing employee
Ms. Gilbreth will testify about LabMD’s computer networks, including, but not

limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which she and other LabMD employees had access;
facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any
other issues addressed in her deposition; any documents introduced into evidence by
Respondent or Complaint Counsel as to which she has knowledge; or any other matters as to
which she has knowledge that are relevant to the allegations of the Complaint, Respondent’s
affirmative defenses, or the proposed relief.

12.  Nicotra Harris, former LabMD finance or billing employee

Ms. Harris will testify about LabMD’s computer networks, including, but not limited
to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which she and other LabMD employees had access; facts relating

to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues

o
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addressed in her deposition; any documents introduced into evidence by Respondent or
Complaint Counsel as to which she has knowledge; or any other matters as to which she has
knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relief.

13.  Patrick Howard, former LabMD IT employee
Mr. Howard will testify about LabMD’s computer networks, including, but not

limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which he and other LabMD employees had access;
LabMD’s IT-related expenditures; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition; any
documents introduced into evidence by Respondent or Complaint Counsel as to which he has
knowledge; or any other matters as to which he has knowledge that are relevant to the
allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.

14. Lawrence Hudson, former LabMD sales employee
Ms. Hudson will testify about LabMD’s computer networks, including, but not

limited to remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which she and other LabMD employees had access;
facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any
other issues addressed in her deposition; any documents introduced into evidence by
Respondent or Complaint Counsel as to which she has knowledge; or any other matters as to
which she has knowledge that are relevant to the allegations of the Complaint, Respondent’s

affirmative defenses, or the proposed relief.
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15.  Robert Hyer, former LabMD IT Manager and former LabMD contractor
Mr, Hyer will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of
the Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other
matters as to which he has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

16.  Curt Kaloustian, former LabMD IT employee
Mr. Kaloustian will testify about LabMD’s computer networks, including, but not

limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which he and other LabMD employees had access;
L.abMD’s IT-related expenditures; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in his investigational hearing;
any documents introduced into evidence by Respondent or Complaint Counsel as to which he
has knowledge; or any other matters as to which he has knowledge that are relevant to the
allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.

17.  Eric Knox, former LabMD sales employee
Mr. Knox will testify about LabMD’s computer networks, including, but not limited

to remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; facts relating
to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues

addressed in his deposition; any documents introduced into evidence by Respondent or
-9.



PUBLIC

Complaint Counsel as to which he has knowledge; or any other matters as to which he has
knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relief.

18.  Chris Maire, former LabMD IT employee
Mr. Maire will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of
the Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other
matters as to which he has knowledge that arc relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed' relief.

19.  Jeff Martin, former LabMD IT employee and former LabMD contractor
Mr. Martin will testify about LabMD’s computer networks, including, but not limited

to, remote access thereto; LabMD’s security policies and practices, and employee training;
the personal information to which he and other LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of
the Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other
matters as to which he has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

20.  Jennifer Parr, former LabMD IT employee
Ms. Parr will testify about LabMD’s computer networks, including, but not limited to,

remote access thereto; LabMD’s security policies and practices, and employee training; the
.10 -
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personal information to which she and other LabMD employees had access; LabMD’s IT-
related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of
the Complaint; any other issues addressed in her deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which she has knowledge; or any other
matters as to which she has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

21.  Alison Simmons, former LabMD IT employee
Ms. Simmons will testify about LabMD’s computer networks, including, but not

limited to, remote access thereto; LabMD’s security policies and practices, and employee
training; the personal information to which she and other LabMD employees had access;
facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any
other issues addressed in her deposition or investigational hearing; any documents introduced
into evidence by Respondent or Complaint Counsel as to which she has knowledge; or any
other matters as to which she has knowledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief.

22, LabMD, designee(s) to be determined
The LabMD designee(s) will testify about LabMD’s computer networks, including,

but not limited to, remote access thereto; LabMD’s security policies and practices, and
employee training; the personal information to which LabMD employees had access;
LabMD’s IT-related expenditures; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in its deposition; any
documents introduced into evidence by Respondent or Complaint Counsel as to which

LabMD has knowledge; or any other matters as to which LabMD has knowledge that are
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relevant to the allegations of the Complaint, Respondent’s affirmative defenses, or the
proposed relief. The designee(s) will also testify about any other topics listed in the

deposition notice that was issued by Complaint Counsel to LabMD in this action.

Current and Former Clients of LabMD

23.  Letonya Randolph, Midtown Urelegy, PC (“Midtown Urology”) employee,
Midtown Urology designee

Ms. Randolph will testify about Midtown Urology’s relationship and communications
with LabMD; computer hardware and software provided to Midtown Urology by LabMD,
and the maintenance thereof; the transmission of personal information between Midtown
Urology and LabMD; any other issues addressed in her deposition; any documents
introduced into evidence by Respondent or Complaint Counsel as to which Midtown Urology
has knowledge; or any other matters as to which Midtown Urology has knowledge that are
relevant to the allegations of the Complaint, Respondent’s affirmative defenses, or the
proposed relief. She will also testify about facts relating to the documents produced in
response to Complaint Counsel’s subpoena duces tecum to Midtown Urology in this action,
and the admissibility of those documents into evidence in the hearing in this action.

24.  Barbara Goldsmith, Midtown Urology, PC (“Midtown Urology™) employee
Ms. Goldsmith will testify about facts relating to the documents produced in response

to Complaint Counsel’s subpoena duces tecum to Midtown Urology in this action, and the
admissibility of those documents into evidence in the hearing in this action.

25.  Jerry Maxey, Southeast Urology Network (“S.U.N.”) employee, S.U.N. designee
Mr. Maxey will testify about S.UN.’s relationship and communications with LabMD;

computer hardware and software provided to S.U.N. by LabMD, and the maintenance

thereof; the transmission of personal information between S.U.N. and LabMD; any other
w0
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issues addressed in his deposition; any documents introduced into evidence by Respondent or
Complaint Counsel as to which S.U.N. has knowledge; or any other matters as to which
S.U.N. has knowledge that are relevant to the allegations of the Complaint, Respondent’s
affirmative defenses, or the proposed rzlief. He will also testify about facts relating to the
documents produced in response to Cemplaint Counsel’s subpoena duces tecum to S.UN. in
this action, and the admissibility of those documents into evidence in the hearing in this

action.

Contractors and Other Individuals and Entities
Who Have Provided Services or Equipment to LabMD

26. Lou Carmichael, former LabMD consultant
Ms. Carmichael will testify abcut LabMD’s security policies and practices,

compliance program, and employee training; any other issues addressed in her deposition;

any documents introduced into evidence by Respondent or Complaint Counsel as to which
she has knowledge; or any other matters as to which she has knowledge that are relevant to
the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.

27. Hamish Davidson, President of ProviDyn, Inc.

Mr. Davidson will testify about facts related to the documents produced in response
to Complaint Counsel’s subpoena duces tecum to ProviDyn, Inc. in this action, and the
admissibility of those documents into evidence in the hearing in this action.

28.  Allen Truett, former Chief Executive Officer of Automated PC Technologies,
Inc.

Mr. Truett will testify about LabMD’s computer networks, including, but not limited
to, remote access thereto; the products and/or services that he and his company, Automated

PC Technologies, Inc., provided to LabMD, including, but not limited to the security features
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of those products and/or services; the communications between LabMD and Mr. Truett or
Automated PC Technologies, Inc.; the facts underlying and set forth in the affidavit that Mr.
Truett executed on May 20, 2011, which LabMD submitted to Commission staff during the
Part II investigation; any other issues addressed in his deposition; any documents introduced
into evidence by Respondent or Complaint Counsel as to which he has knowledge; or any
other matters as to which he has knowledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief.

29.  Peter Sandrev, Broadvox employee, Cypress Communications, LLC (“Cypress”)
designee

Mr. Sandrev will testify about LabMD’s computer networks, including, but not
limited to the products and/or services that Cypress has provided to LabMD, including but
not limited to any security features of those products and/or services; any other issucs
addressed in his deposition; any documents introduced into evidence by Respondent or
Complaint Counsel as to which Cypress has knowledge; or any other matters as to which
Cypress has knowledge that are relevant to the allegations of the Complaint, Respondent’s
affirmative defenses, or the proposed relief. He will also testify about facts relating to the
documents produced in response to Complaint Counsel’s subpoena duces tecum to Cypress
in this action, and the admissibility of those documents into evidence in the hearing in this

action.

Other Individuals and Entities

30. Robert Boback, Chief Executive Officer of Tiversa Holding Corporation
(“Tiversa”), Tiversa designee

Mr. Boback will testify about Tiversa’s understanding and use of peer-to-peer file
sharing applications and networks; Tiversa’s communications with LabMD; facts relating to

-14 -
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how Tiversa obtained multiple copies of the “P2P insurance aging file” referenced in
Paragraph 17 of the Complaint and the different IP addresses from which Tiversa obtained
copies of that file; other facts relating to the security incident alleged in Paragraphs 17-20 of
the Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel as to which Tiversa has knowledge; or any
other matters as to which Tiversa has knowledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief. Mr. Boback will also
testify about facts relating to the documents produced in response to Complaint Counsel’s
subpoena duces tecum to Tiversa in this action, and the admissibility of those documents into
evidence in the hearing in this action.

31.  Erick Garcia
Mr. Garcia will testify about facts relating to the security incident alleged in

Paragraph 21 of the Complaint.

32. Karina Jestes, Detective, Sacramento, CA Police Department
Detective Jestes will testify about facts relating to the security incident alleged in

Paragraph 21 of the Complaint, including but not limited to, facts relating to her investigation
of the conduct underlying the pleas of no contest to California charges of identity theft
entered by Erick Garcia and Josie Martinez Maldanado; her training and experience as it
relates to identity theft; any other issues addressed in her deposition; any documents
introduced into evidence by Respondent or Complaint Counsel as to which she has
knowledge; or any other matters as to which she has knowledge that are relevant to the
allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.

Detective Jestes will also testify about facts relating to the documents produced in response
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to Complaint Counsel’s subpoena duces tecum to the Custodian of Records of the
Sacramento, CA Police Department in this action, and the admissibility of those documents
into evidence in the hearing in this action.

33. M. Eric Johnson, Dean of Owen Graduate School of Management, Vanderbilt
University

Dean Johnson will testify about facts related to his study entitled “Data Hemorrhages
in the Health-Care Sector,” including his research methodology and findings; the “P2P
insurance aging file” referenced in Paragraph 17 of the Complaint; facts relating to the
security incident alleged in Paragraphs 17-20 of the Complaint; peer-to-peer file sharing
applications and networks and the consequences of inadvertent disclosures of consumers’
personal information; any other issues addressed in his deposition; any documents introduced
into evidence by Respondent or Complaint Counsel as to which he has knowledge; or any
other matters as to which he has knowledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief.

34. Roger Jones, Records Section Supervisor, Sandy Springs, GA Police Department
Mr. Jones will testify about facts related to the admissibility of documents that were

produced in response to Complaint Counsel’s subpoena duces tecum to the Sandy Springs,
GA Police Department into evidence in the hearing in this action.

35. David Lapides, Detective, Sandy Springs, GA Police Department
Detective Lapides will testify about his communications with LabMD and other facts

relating to the security incident alleged in Paragraph 21 of the Complaint; any other issues
addressed in his deposition; any documents introduced into evidence by Respondent or
Complaint Counsel as to which he has knowledge; or any other matters as to which he has

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
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defenses, or the proposed relief. Detective Lapides will also testify about facts relating to

documents that were produced in respcnse to Complaint Counsel’s subpoena duces tecum to

the Sandy Springs, GA Police Department in this action, and the admissibility of those
documents into evidence in the hearing in this action.

36.  Susan McAndrew, Deputy Director for Health Information Privacy, Office for
Civil Rights, or other designee, U.S. Department of Health and Human Services
(“HHS”)

Ms. McAndrew, or another designee of HHS, will testify about the existence or non-
existence of any evaluations by HHS of LabMD’s compliance with the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”), the Health Information Technology
for Economic and Clinical Health Act (“HITECH”), and the regulations promulgated under
HIPAA and HITECH.

37.  Jonn Perez, Trend Micro Inc. employee

Mr. Perez will testify about facts related to the admissibility of documents that were
produced in response to Complaint Counsel’s subpoena duces tecum to Trend Micro Inc.

38. Euly Ramirez, Supervisor, Sacramento, CA Police Department
Ms. Ramirez will testify about facts related to the admissibility of documents

produced in response to Complaint Counsel’s subpoena duces fecum to the Custodian of
Records of the Sacramento, CA Police Department into evidence in the hearing in this action.

39. Matt Wells, Trend Micro Inc. employee

Mr. Wells will testify about facts related to the admissibility of documents that were

produced in response to Complaint Counsel’s subpoena duces fecum to Trend Micro Inc.
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40. Kevin Wilmer, Investigator, Federal Trade Commission, Bureau of Consumer
Protection, Division of Privacy and Identity Protection

Mr. Wilmer will testify about the process used to identify the individuals listed in
Appendix A (designated as “CONFIDENTIAL”) to Complaint Counsel’s Initial Disclosures
as “Individuals Associated with 9-Digit Numbers Listed in the Day Sheets Referenced in
Paragraph 21 of the Complaint Whose Names Are Not Listed in Those Day Sheets,” which
has been produced at FTC-010907.

41. Nathaniel Wood, Assistant Director, Federal Trade Commission, Bureau of
Consumer Protection, Division of Consumer and Business Education

Mr. Wood will testify about facts related to the admissibility of certain documents
produced as part of Complaint Counse!’s Initial Disclosures into evidence in the hearing in

this action.

Expert Witnesses

42.  Raquel Hill, PhD

Professor Hill is an Associate Professor at Indiana University, School of Informatics
and Computing, and a Visiting Scholar at Harvard University’s School of Engineering and
Applied Science, Center for Research on Computation and Society. Her research focuses on
trust and security for distributed computing environments and privacy of medical related
data. She received both her Bachelor of Science and Master of Science in Computer Science
from the Georgia Institute of Technology. She received her PhD in Computer Science from
Harvard University in 2002.

Professor Hill will testify, from her perspective as an expert in computer security,
data privacy, and networking systems, regarding whether LabMD: (1) failed to provide

reasonable and appropriate security for consumers’ personal information within its computer
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network and (2) could have corrected any such security failures at relatively low cost using
readily available security measures. Her testimony is based on transcripts and exhibits from
investigational hearings and depositiors of Respondent, its current and former employees,
and third parties; correspondence and documents submitted by Respondent and third parties
in connection with the pre-complaint investigation or this litigation; and industry and
government standards, guidelines, and vulnerability databases that establish best practices for
information security practitioners.

43. Rick Kam, CIPP/US
Mr. Kam is a Certified Information Privacy Professional (CIPP/US), and is the

President and Co-Founder of ID Experts, a company specializing in data breach response and
identity theft victim restoration. In this role, Mr. Kam has had the opportunity to work on
data breach incidents as part of ID Experts’ incident response team. ID Experts has managed
hundreds of data breach incidents, protzcting millions of affected individuals and restoring
the identities of thousands of identity theft victims. Within the healthcare industry, Mr. Kam
has worked with organizations ranging in size from individual providers and small clinics to
large hospital systems and health insurance companies. Mr. Kam also serves in leadership
roles of organizations addressing identity theft, medical identity theft, and data breach risk
and remediation, and he presents regularly at conferences and frequently publishes pieces
regarding these and other subjects.

Mr. Kam will testify, from his perspective as an expert in identifying and remediating
the consequences of identity theft and medical identity theft, about the risk of harm,
particularly from medical identity theft. to consumers whose sensitive personal information

LabMD disclosed without authorization. Mr. Kam will also testify about consequences of
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the risk of unauthorized disclosure caused by LabMD’s failure to provide reasonable and
appropriate security for consumers’ personal information maintained on its computer
network.

44. James Van Dyke
Mr. Van Dyke is the Founder and President of Javelin Strategy & Research

(“Javelin”). Among other services, Javelin produces an annual study of identity theft in the
United States. Under Mr. Van Dyke’s leadership, Javelin’s study provides a comprehensive
analysis of identity fraud in the United States, which is used extensively by industry and
other stakeholders. Mr. Van Dyke presents regularly to thought leaders on issues relating to
identity theft and security.

Mr. Van Dyke will testify, from his perspective as an expert in identity theft,
regarding the risk of injury to consumers whose personally identifiable information has been
disclosed by LabMD without authorization and to consumers whose personally identifiable

information was not adequately protected from unauthorized disclosure.
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Dated: March 26,2014 Respectfully submitted,

Alain Sheer

Laura Riposo VanDruff
Megan Cox

Margaret Lassack

Ryan Mehm

John Krebs

Jarad Brown

Complaint Counsel

Federal Trade Commission

600 Pennsylvania Avenue NW
Room NJ-8100

Washington, DC 20580

Telephone: (202) 326-2282 - (Cox)
Facsimile: (202) 326-3062
Electronic mail: mcox1@ftc.gov
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CER CATE OF SERVICE

I hereby certify that on March 26, 2014, I caused a copy of the foregoing document to be
delivered vig electronic mail and by hand to:

The Honorable D. Michael Chappeli

Chief Administrative Law Judge

Federal Trade Commission

600 Pennsylvania Avenue, NW, Room H-110
Washington, DC 20580

I certify that I caused a copy of the foregoing Complaint Counsel’s Final Proposed
Witness List to be served via electronic mail on:

Michael Pepson

Lorinda Harris

Hallee Morgan

Robyn Burrows

Kent Huntington

Daniel Epstein

Cause of Action

1919 Pennsylvania Avenue, NW, Suite 650
Washington, DC 20006

michael. pepson{@causeofaction.org
lorinda.hams(@causeofacticn.org
hallee.morgan(@causeofaction.org
robyn.burrows@causeofaction.org
kent.huntington@causeofaction.org
daniel epstein@causeofaction.org
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Reed Rubinstein

Sunni Harris

William A. Sherman, I1

Dinsmore & Shohl, LLP

801 Pennsylvama Avenue, NW, Suite 610
Washington, DC 20004
reed.rubinstein@dinsmore.com
william.sherman@dinsmore.com
sunni.harris@dinsmore.com

Counsel for Respondent LcbMD, Inc.

March 26, 2014 By: ﬁ%@z
M )

Federal Trade Commission
Bureau of Consumer Protection
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

COMMISSIONERS: Edith Ramirez, Chairwoman
Maureen K. Ohlhausen
Joshua D. Wright

DOCKET NO. 9357
In the Matter of

LabMD, Inc.,
a corporation.

S e S Nt St S’

RESPONDENT’S FINAL PROPOSED WITNESS LIST

Pursuant to the Court’s Revised Scheduling Order, dated October 22, 2013, Respondent

hereby provides its Final Proposed Witness List to Complaint Counsel. This list identifies the

fact witnesses who may testify for Respondent at the hearing in this action by deposition and/or
investigational hearing transcript, declaration, or orally by live witness.

Subject to the limitations in the Scheduling Order and Revised Scheduling Order entered

in this action, Respondent reserves the right:

A. To present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orally by live witness, from the custodian of records of
any party or non-party from whom documents or records have been obtained—
specifically including, but not limited to, those parties and non-parties listed
below—to the extent necessary to demonstrate the authenticity or admissibility of
documents in the event a stipulation cannot be reached concerning the
authentication or admissibility of such documents;

B. To present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orally by live witness, from persons listed below and any
other person that Complaint Counsel identifies as a potential witness in this
action;
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C. To amend this Final Proposed Witness List to be consistent with the Court’s
ruling on any pending motions, including any motions in limine filed in this
matter;

D. To question the persons listed below about any topics that are the subjects of
testimony by witnesses to be called by Complaint Counsel;

E. Not to present testimony by deposition and/or investigational hearing
transcript, declaration, or live orally, from any of the witnesses listed below;

F. To question any person listed below about any other topics that the person
testified about at his or her deposition or investigational hearing, or about any
matter that is discussed in any documents to which the person had access and
which are designated as exhibits by either party or which have been produced
since the person’s deposition was taken,;

G. To present testimony by deposition and/or investigational hearing transcript,
affidavit, declaration, or orally by live witness, from any persons, regardless
whether they are listed below, to rebut the testimony of witnesses proffered by
Complaint Counsel;

H. For any individual listed below as being associated with a corporation,
government agency, or other non-party entity, to substitute a witness designated
by the associated non-party entity; and

I. To supplement this Final Proposed Witness List as circumstances may warrant.
Subject to these reservations of rights, Complaint counsel’s Final Proposed Witness list is

as follows:

1. Daniel Kaufman, Bureau of Consumer Protection’s Rule 3.33 Witness

We expect that Mr. Kaufman will testify live about the FTC’s regulatory scheme
regarding data security, any published or unpublished FTC standards, guidelines or
regulations which the FTC requires Covered Entities like LabMD to meet regarding the
security of Protected Health Information from 2005 to the present; the initiation and
evolution of the FTC’s standards, guidelines and regulations regarding data security and
what these regulations and guidelines required Covered Entities like LabMD to have in
place at all relevant times from 2005 to the present; the media by which the FTC alerted
or informed Covered Entities like LabMD that these standards, guidelines and regulations
existed.
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2. Robert Boback, Chief Executive Officer of Tiversa Holding Corporation (“Tiversa®)
We expect that Mr. Boback will testify live, as Tiversa’s corporate designee, about
Tiversa’s technology and its use on peer-to-peer file sharing protocols and networks;
Tiversa’s communications with the FTC, Eric Johnson and Dartmouth; facts relating to
the “P2P insurance aging file” referenced in Paragraph 17 of the Complaint; and other
facts relating to the security incident alleged in Paragraphs 17-20 of the Complaint. We
also expect that Mr. Boback will testify about facts relating to the documents produced in
response to Complaint Counsel’s subpoena duces tecum to the organization that produced
Tiversa’s document to the FTC in this action and the admissibility of those documents
into evidence in the hearing in this action. We also expect that Mr. Boback will testify
about any Civil Investigative Demands which resulted in the production of documents
from Tiversa to FTC.

3. Eric Johnson, former Associate Dean of the Tuck School of Business at Dartmouth
We expect that Mr. Johnson will testify live to the facts underlying his study entitled
“Data Hemorrhages in the Health-Care Sector”; communications with the FTC, Tiversa,
and/or Health and Human Services regarding LabMD, the 1718 file and his research
methodology in general and specifically in relation to locating and downloading the
1718; facts relating to the security incidents alleged in Paragraphs 17-21 of the
Complaint; and facts relating to affirmative defenses asserted in the Answer.

4. Allen Truett, former Chief Executive Officer of Automated PC Technologies, Inc.
We expect that Mr. Truett will testify live about LabMD’s computer networks, including,
but not limited to, remote access thereto; the products and/or services that he and his
company, Automated PC Technologies, Inc., provided to LabMD, including but not
limited to the security features of those products and/or services; the communications
between LabMD and Mr. Truett or Automated PC Technologies, Inc.; the facts
underlying and set forth in the affidavit that Mr. Truett executed on May 20, 2011, which
LabMD submitted to Commission staff during the Part II investigation; and the facts
relating to affirmative defenses asserted in the Answer.

5. Karina Jestes, Detective, Sacramento, CA Police Department
We expect that Detective Jestes will testify by designation about facts relating to the
security incident alleged in Paragraphs 10 and 21 of the Complaint; those consumers
affected by the security incident alleged in Paragraphs 10 and 21 of the Complaint; facts
relating to meetings and communications between her and the FTC; facts relating to the
documents produced in response to Complaint Counsel’s subpoena duces tecum to the
Custodian of Records of the Sacramento, CA Police Department in this action and the
admissibility of those documents into evidence in the hearing in this action.

6. Robert Hyer, former LabMD IT Manager and former LabMD contractor
We expect that Mr. Hyer will testify live about LabMD’s computer networks, including,
but not limited to, hard ware and soft ware, remote access thereto; LabMD’s security
policies and practices, and employee training; the protected health information to which
he and other LabMD employees Lad access; and facts relating to affirmative defenses
asserted in the Answer.
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Jeff Martin, LabMD IT employee and former LabMD contractor

We expect that Mr. Martin will testify by designation about LabMD’s computer
networks, including, but not limited to, hard ware and soft ware, remote access thereto;
LabMD’s security policies and practices, and employee training; the protected health
information to which he and other LabMD employees had access; facts relating to the
security incidents alleged in Paragraphs 17-21 of the Complaint; and facts relating to
affirmative defenses asserted in the Answer.

Allison Simmons, former LabMD IT employee

We expect that Ms. Simmons will testify by designation about her knowledge of
LabMD’s searches for the 1718 file on P2P networks; facts relating to the security
incidents alleged in Paragraphs 17-21 of the Complaint; and facts relating to affirmative
defenses asserted in the Answer.

Chris Maire, former LabMD employee

We expect that Mr. Maire will testify by designation about LabMD’s computer networks,
including, but not limited to, hard ware and soft ware, remote access thereto; LabMD’s
security policies and practices, and employee training; the protected health information to
which he and other LabMD employees had access; facts relating to the security incidents
alleged in Paragraphs 17-21 of the Complaint; and facts relating to affirmative defenses
asserted in the Answer.

John Boyle, former LabMD employee

We expect that Mr. Boyle will testify live about LabMD’s computer networks, including,
but not limited to, remote access thereto; hard ware and soft ware, LabMD’s security
policies and practices, and employee training; the protected health information to which
he and other LabMD employees had access; facts relating to the security incidents
alleged in Paragraphs 17-21 of the Complaint; and facts relating to affirmative defenses
asserted in the Answer.

Michael Daugherty, President CEO of LabMD, Inc.

We expect that Mr. Daugherty will testify live about LabMD’s computer networks;
LabMD’s security policies and practices, and employee training; LabMD employees;
facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; and
facts relating to affirmative defenses asserted in the Answer.

Lou Carmichael, former LabMD consultant

We expect that Ms. Carmichael will testify by designation about LabMD’s security
policies and practices, hard ware and soft ware, compliance program, and employece
training; facts relating to the security incidents alleged in Paragraphs 17-21 of the
Complaint; and facts relating to affirmative defenses asserted in the Answer.

Rick Wallace, former Tiversa Employee
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We expect that Mr. Wallace will testify live about Tiversa’s technology and its use with
peer-to-peer file sharing applications and networks; Tiversa’s communications with the
Federal Trade Commission (“FTC”) and Dartmouth College; facts relating to the “P2P
insurance aging file” as referenced in Paragraph 17 of the Complaint; Mr. Wallace’s and
Tiversa’s participation and role in Dartmouth’s research for the article by Eric Johnson,
titled; “Data Hemorrhages in the Health-Care Sector.”

Chris Gormley, Tiversa Employee

We expect that Mr. Gormley will testify by designation about Tiversa’s technology and
its use with peer-to-peer file sharing applications and networks; Tiversa’s
communications with the Federal Trade Commission (“FTC”) and Dartmouth College;
facts relating to the “P2P insurarce aging file” as referenced in Paragraph 17 of the
Complaint; Mr. Gormley’s and Tiversa’s participation and role in Dartmouth’s research
for the article by Eric Johnson, titled; “Data Hemorrhages in the Health-Care Sector.”

Rosalind Woodson, Former LabMD Employee

We expect that Rosalind Woodson will testify live about her use of a P2P file sharing
application on her work station computer and her knowledge of LabMD’s policies
regarding such use, as well as her knowledge of the “1718 File.”

David Lapides, Detective Sandy Springs, GA Police Department

We expect that Detective Lapides will testify by designation about his communications
with LabMD and the Bureau of Consumer Protection and documents provided to him
relating to the security incident alleged in Paragraph 21 of the Complaint; or any other
matters as to which he has knewledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief. Detective Lapides
will also testify about facts relating to documents that were produced in response to
Complaint Counsel’s subpoena duces tecum to the Sandy Springs, GA Police Department
in this action, and the admissibility of those documents into evidence in the hearing in
this action.

Curt Kaloustian, former LabMD IT employee

We expect that Mr. Kaloustian will testify live about his knowledge of LabMD’s
computer networks, including, but not limited to, remote access thereto; LabMD’s
security policies and practices, and employee training; the protected health information to
which he and other LabMD employees had access; LabMD’s IT-related expenditures;
facts relating to the sccurity incidents alleged in Paragraphs 17-21 of the Complaint;
Respondent’s affirmative defenses, or the proposed relief.

Kim Gardner, former LabMD Executive Assistant

We expect that Ms. Gardner will testify by designation about LabMD’s security policies
and practices, and employee training; the protected health information to which she had
access; information relating to the wind down of LabMD’s business operations and the
corresponding relocation of LabMD’s business premises; facts relating to the security
incidents alleged in Paragraphs 17-21 of the Complaint; any other issues addressed in her
deposition; any documents introduced into evidence by Respondent or Complaint
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Counsel about which she has knowledge; or any other matters as to which she has
knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relief.

19. Peter Sandrev, Broadvox employee, Cypress Communications, LLC (“Cypress”)

20

.

21.
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.

designee

We expect that Mr. Sandrev will testify by designation about LabMD’s computer
networks, including, but not limited to the products and/or services that Cypress provided
to LabMD, including but not limited to any security features of those products and/or
services; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel about which Cypress has knowledge; or
any other matters as to which Cypress has knowledge that are relevant to the allegations
of the Complaint, Respondent’s affirmative defenses, or the proposed relief. He will also
testify about facts relating to the documents produced in response to Complaint Counsel’s
subpoena duces tecum to Cypress in this action, and the admissibility of those documents
into evidence in the hearing in this action.

Eric Knox, former LabMD sales employee

We expect that Mr. Knox will testify by designation about LabMD’s computer networks,
including, but not limited to remote access thereto; LabMD’s security policies and
practices, and sales employee training; the protected health information to which he and
other LabMD sales employees had access; facts relating to the security incidents alleged
in Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition; any
documents introduced into evidence by Respondent or Complaint Counsel about which
he has knowledge; or any other matters about which he has knowledge that are relevant
to the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed
relief.

Kevin Wilmer, Investigator, Federal Trade Commission, Bureau of Consumer
Protection, Division of Privacy and Identity Protection

We expect that Mr. Wilmer will testify by designation about the process used to identify
the individuals listed in Appendix A (designated as “CONFIDENTIAL”) to Complaint
Counsel’s Initial Disclosures as “Individuals Associated with 9-Digit Numbers Listed in
the Day Sheets Referenced in Paragraph 21 of the Complaint Whose Names Are Not
Listed in Those Day Sheets,” which has been produced at FTC-010907, as well any other
issues addressed in his deposition.

Lawrence Hudson, former LabMD sales employee

We expect that Ms. Hudson will testify by designation about LabMD’s computer
networks, including, but not limited to remote access thereto; LabMD’s security policies
and practices, and sales employee training; the protected health information to which she
and other LabMD sales employees had access; facts relating to the security incidents
alleged in Paragraphs 17-21 of the Complaint; any other issues addressed in her
deposition; any documents introduced into evidence by Respondent or Complaint
Counsel as to which she has kncwledge; or any other matters as to which she has
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knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative
defenses, or the proposed relief.

Letonya Randolph, Midtown Urology, PC (“Midtown Urology”) employee,
Midtown Urology designee

We expect that Ms. Randolph will testify by designation about Midtown Urology’s
relationship and communications with LabMD; computer hardware and software
provided to Midtown Urology by LabMD, and the maintenance thereof; the transmission
of protected health information between Midtown Urology and LabMD, if any; any other
issues addressed in her deposition; any documents introduced into evidence by
Respondent or Complaint Counsel about which Midtown Urclogy has knowledge; or any
other matters about which Midtown Urology has knowledge that are relevant to the
allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.
She will also testify about facts relating to the documents produced in response to
Complaint Counsel’s subpoena duces fecum to Midtown Urology in this action, and the
admissibility of those documents into evidence in the hearing in this action.

Nicotra Harris, former LabMD finance or billing employee

We expect that Ms. Harris will testify by designation about LabMD’s computer networks,
including, but not limited to, remote access thereto; LabMD’s security policies and
practices, and employee training; the protected health information to which she and other
LabMD billing employees had access; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in her deposition; any
documents introduced into evidence by Respondent or Complaint Counsel about which
she has knowledge; or any other matters about which she has knowledge that are relevant
to the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed
relief.

Jeremy Dooley, former LabMD Communications Coordinator and IT employee

We expect that Mr. Dooley will testify by designation about LabMD’s computer
networks, including, but not limited to, hard ware and soft ware; remote access thereto;
LabMD’s security policies and practices, and employee training; the protected health
information to which he and other LabMD employees had access; LabMD’s IT related
expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of the
Complaint; any other issues addressed in his deposition; any documents introduced into
evidence by Respondent or Complaint Counsel about which he has knowledge; or any
other matters about which he has knowledge that are relevant to the allegations of the
Complaint, Respondent’s affirmative defenses, or the proposed relief.

Jerry Maxey, Southeast Urology Network (“S.U.N.”) employee, S.U.N. designee

We expect that Mr. Maxey will testify by designation about S.U.N.’s relationship and
communications with LabMD; computer hardware and software provided to S.U.N. by
LabMD, and the maintenance thereof, the transmission of protected health information
between S.U.N. and LabMD); any other issues addressed in his deposition; any documents
introduced into evidence by Respondent or Complaint Counsel about which S.U.N. has
knowledge; or any other matters about which S.U.N. has knowledge that are relevant to
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the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed
relief. He will also testify about facts relating to the documents produced in response to
Complaint Counsel’s subpoena duces tecum to S.U.N. in this action, and the admissibility
of those documents into evidence in the hearing in this action.

Jennifer Parr, former LabMD IT employee

We expect that Ms. Parr will testify by designation about LabMD’s computer networks,
including, but not limited to, ahrd ware and soft ware; remote access thereto; LabMD’s
security policies and practices, and employee training; the protected health information to
which she and other LabMD employees had access; LabMD’s IT related expenditures;
facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any
other issues addressed in her deposition; any documents introduced into evidence by
Respondent or Complaint Counsel about which she has knowledge; or any other matters
about which she has knowledge that are relevant to the allegations of the Complaint,
Respondent’s affirmative defenses, or the proposed relief.

Karalyn Garrett, former LabMD finance or billing employee

We expect that Ms. Garrett will testify by designation about LabMD’s computer
networks, including, but not limited to, remote access thereto; LabMD’s security policies
and practices, and employee training; the protected health information to which she and
other LabMD employees had access; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in her deposition; any
documents introduced into evidence by Respondent or Complaint Counsel about which
she has knowledge; or any other matters about which she has knowledge that are relevant
to the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed
relief.

29. Patricia Gilbreth, former LabMD finance or billing employee

30.

We expect that Ms. Gilbreth will testify by designation about LabMD’s computer
networks, including, but not limited to, remote access thereto; LabMD’s security policies
and practices, and employee training; the protected health information to which she and
other LabMD employees had access; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in her deposition; any
documents introduced into evidence by Respondent or Complaint Counsel about which
she has knowledge; or any other matters about which she has knowledge that are relevant
to the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed
relief.

Patrick Howard, former LabMD IT employee

We expect that Mr. Howard will testify by designation about LabMD’s computer
networks, including, but not limited to, remote access thereto; LabMD’s security policies
and practices, and employee training; the protected health information to which he and
other LabMD employees had access; LabMD’s IT-related expenditures; facts relating to
the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues
addressed in his deposition; any documents introduced into evidence by Respondent or
Complaint Counsel about which he has knowledge; or any other matters about which he
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has knowledge that are relevant to the allegations of the Complaint, Respondent’s
affirmative defenses, or the proposzd relief.

Sandra Brown, former LabMD finance or billing employee

We expect that Ms. Brown will testify by designation about LabMD’s computer
networks, inchiding, but not limited to, remote access thereto; LabMD’s security policies
and practices, and employee training; the protected health information to which she and
other LabMD employees had access; facts relating to the security incidents alleged in
Paragraphs 17-21 of the Complaint; any other issues addressed in her deposition; any
documents introduced into evidence by Respondent or Complaint Counsel about which
she has knowledge; or any other matters about which she has knowledge that are relevant
to the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed
relief.

Brandon Bradley, former LabMD IT employee

We expect that Mr. Bradley will testify by designation about LabMD’s computer
networks, including, but not limited to, remote access thereto; LabMD’s security policies
and practices, and employee training; the protected health information to which he and
other LabMD employees had access; LabMD’s IT-related expenditures; facts relating to
the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues
addressed in his deposition; any documents introduced into evidence by Respondent or
Complaint Counsel about which he has knowledge; or any other matters about which he
has knowledge that are relevant to the allegations of the Complaint, Respondent’s
affirmative defenses, or the proposed relief.

Erick Garcia
We expect that Mr. Garcia will testify by designation about facts relating to the security
incident alleged in Paragraph 21 of the Complaint.

Adam Fisk

We expect Adam Fisk to testify live and give an expert opinion about the technology
behind the program known as LimeWire; the operation of peer to peer networks; the
adequacy of LabMD’s network security hard ware, soft ware policies practices and
procedures; and to offer rebuttle testimony with regard to Complaint Counsel’s expert
Rachel Hill’s opinion.
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_s/ William A. Sherman, Il
Reed D. Rubinstein, Esq.

William A. Sherman, II, Esq.

Dinsmore & Shohl, LLP

801 Pennsylvania Ave., NW Suite 610

Washington, DC 20004

Phone: (202) 372-9100

Fax: (202) 372-9141

Email: reed.rubinstein@dinsmore.com
william.sherman@dinsmore.com
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Ryan Mehm, Esq.

John Krebs, Esq.

Division of Privacy and Identity Protection
Federal Trade Commission
600 Pennsylvania Ave., N.W.
Mail Stop NJ-8122
Washington, D.C. 20580

By: /s/ William A. Sherman. II
William A. Sherman, II
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