UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

._','u

Office of the Secretary

April 11, 2012

VIA EMAIL AND COURIER DELIVERY

Seth Silber, Esq. Douglas H. Meal, Esq.
Wilson Sonsini Goodrich & Rosati Ropes & Gray, LLP
1700 K Street, N.W. Prudential Tower
Fifth Floor 800 Boylston Street
Washington, D.C. 20006-3817 Boston, MA 02199-3600
ssilber@wsgr.com douglas.meal@ropesgray.com
RE: Petition of Wyndham Hotels & Resorts, LLC and Wyndham Worldwide

Corporation to Quash, or Alternatively, Limit Civil Investigative Demand

Dear Messrs. Silber and Meal:

On January 20, 2012, the Federal Trade Commission (“FTC” or “Commission”) received
the petition filed by Wyndham Hotels and Resorts (“WHR”) and its parent company Wyndham
Worldwide Corporation (“WWC,” and collectively with WHR, “Wyndham,” or “Petitioners”).
This letter advises you of the Commission’s disposition of the petition, effected through this
ruling by Commissioner Julie Brill, acting as the Commission’s delegate.

For the reasons explained below, the petition is granted as to modifying the definition of
personal information and one CID Instruction and denied in all other respects. The documents
and information required by the CID must now be produced on or before April 23, 2012,
consistent with modifications to the CID definitions and instructions described below. You have
the right to request review of this ruling by the full Commission.? Any such request must be filed
with the Secretary of the Commission within three days after service of this letter ruling.® The
timely filing of a request for review of this ruling by the full Commission does not stay the return
dates established by this ruling.*

! See 16 C.F.R. § 2.7(d)(4).
216 C.F.R. § 2.7().

3 1d. This letter ruling is being delivered by e-mail and courier delivery. The e-mail copy
is provided as a courtesy, and the deadline by which an appeal to the full Commission would
have to be filed should be calculated from the date on which you receive the original letter by
courier delivery.

“1d.



l. INTRODUCTION

In early 2010, WHR disclosed that an intruder or intruders had gained access to its
computer networks and to networks belonging to independently-owned Wyndham-branded
hotels. Later press reports indicated that breaches of its computer network occurred on three
occasions between July 2008 and January 2010.> Among the information compromised in these
repeated breaches were payment cards for more than 619,000 people.® The exposure of this
information can result in harms including identity theft, financial fraud, and the basic
inconvenience of replacing stolen card numbers.’

In response, on April 8, 2010, FTC staff commenced an investigation and delivered to
WHR a voluntary request for information (*Access Letter”) that included both interrogatories
and document requests. Though the letter was addressed to an official at WHR, the letter defined
“Wyndham?” to include not only WHR but also “its parents, subsidiaries, affiliates, franchisees,
hotels managed by franchisees that use the Wyndham trade name, and agents.”® After
discussions, staff and WHR agreed to limit an initial production to two custodians, although staff
reserved the right to identify additional custodians based on the materials produced. The letter
called for a response by May 10, 2010, but WHR did not respond to the interrogatories until July
19, 2010, and did not complete production of documents until October 2010.

Upon review, staff identified deficiencies in the production, most notably that WHR
produced a large number of completely irrelevant and nonresponsive materials. WHR also failed
to produce information that was obviously relevant to the investigation, such as supporting
documents and information referenced in forensic reports that the company did provide.

In November 2010, Commission staff informed WHR of these deficiencies and the need
to obtain documents from additional custodians. During these negotiations, WHR expressed an
interest in pursuing settlement. The company stated, however, that it could not respond to the
Access Letter and negotiate settlement simultaneously, and it asked staff to suspend the
document collection. In January 2011, staff agreed to do so, but informed WHR that it reserved
the right to demand resumption of document collection and to pursue additional custodians
should settlement discussions fail.

° Pet., Exh. 3,at 1 n.1.
® See, e.g., Pet. Exh. 5, at 4 (proposed complaint).

" See, e.g., Data Breaches and Identity Theft: Hearing Before the S. Comm. on
Commerce, Science, and Transportation, 109th Cong. 3-4, 10 (2005) (statement of Deborah Platt
Majoras, Chairman of the Federal Trade Commission).

8 pet., Exh. 3, at 2.



Staff pursued settlement discussions with WHR over the next nine months. Staff and
WHR were unable to reach settlement terms, and on September 19, 2011, WHR informed staff it
would not enter into a settlement on the terms staff proposed.

Accordingly, in September 2011, staff informed WHR that it would resume the
investigation. Soon thereafter, WHR agreed to provide a certification as to the completeness of
the materials it had produced to date in response to the Access Letter. WHR provided this
certification on December 1, 2011.

The FTC issued a CID to WHR on December 8, 2011 pursuant to Resolution P954807, a
“blanket resolution” issued by the Commission on January 3, 2008. This Resolution authorizes
FTC staff to use compulsory process in investigations

[t]Jo determine whether unnamed persons, partnerships, corporations, or others are
engaged in, or may have engaged in, deceptive or unfair acts or practices related to
consumer privacy and/or data security, in or affecting commerce, in violation of Section
5 of the Federal Trade Commission Act, 15 U.S.C. § 45, as amended. Such investigation
shall, in addition, determine whether Commission action to obtain redress of injury to
consumers or others would be in the public interest.’

1. ANALYSIS

A. The CID was lawfully issued and Petitioners have sufficient notice of the
nature and scope of the investigation.

Petitioners’ principal objection, which they restate in various ways, is that the CID and
its authorizing resolution are deficient for failing to inform them sufficiently of the nature and
scope of the investigation. We find this complaint not credible, coming as it does nearly two
years after the investigation commenced. As the petition acknowledges, there have been
substantial ongoing communications since FTC staff first contacted Petitioners in April 2010. As
Petitioners readily admit, they have already reviewed and produced over one million pages of
documents at significant expense; presumably, Petitioners did not do so without some
understanding of why
those documents had been requested.*® Moreover, Petitioners admit that the “CID did not come
as a surprise[,]” because they undertook to certify their prior productions in anticipation.**
Indeed, staff presented Petitioners with a draft complaint, Petitioners responded with a 60-page

% pet., Exh. 1.
10 pet., at 35.

1d., at 10.



“white paper,” and both parties have engaged in detailed and lengthy settlement negotiations.*?
In light of these facts, we find that the nature and scope of the investigation are quite clear to
Petitioners and consequently that their claim of insufficient notice is specious.™

More important, it is well-established that a CID is proper if it “state[s] the nature of the
conduct constituting the alleged violation which is under investigation and the provision of law
applicable to such violation.”** In the present matter, we find that the authorizing resolution
adequately delineates the purpose and scope of the investigation: “[t]o determine whether
unnamed persons, partnerships; corporations, or others are engaged in, or may have engaged in,
deceptive or unfair acts or practices related to consumer privacy and/or data security, in or
affecting commerce, in violation of Section 5 of the Federal Trade Commission Act, 15 U.S.C. 8
45, as amended” (emphasis added). The description of the subject matter of the investigation,
coupled with a citation to the statutory prohibition on “unfair or deceptive acts or practices”
satisfies that requirement.'® This has put WHR on notice as to the purpose, scope, and legal basis
for the Commission’s investigation. There is no need to either state the purpose of an
investigation with greater specificity, or tie the conduct under investigation to any particular
theory of violation.*®

121d., at 7-9 and Exh. 7.

13 Cf. Assocs. First Capital Corp., 127 F.T.C. 910, 915 (1999) (“In sum, the notice
provided in the compulsory process resolutions, CIDs, and other communications with
Petitioners more than meets the Commission’s obligation of providing notice of the conduct and
the potential statutory violations under investigation.”).

115 U.S.C. § 57b-1(c)(2). See also 16 C.F.R. § 2.6.

> FTC v. O’Connell Assoc., 828 F. Supp. 165, 170-71 (E.D.N.Y. 1993) (quoting FTC v.
Invention Submission Corp., 965 F.2d 1086, 1090 (D.C. Cir. 1992)); see also FTC v. Carter,
636 F.2d 781, 788 (D.C. Cir. 1980). Petitioners attempt to distinguish O’Connell on the grounds
that the resolution in that case was an omnibus resolution, not a blanket one, and it was used on
the basis of a tip to authorize compulsory process to a new recipient as part of an ongoing
investigation. The issue of whether a resolution is blanket or omnibus is not relevant because
either is an acceptable form of resolution. Furthermore, the resolution upheld in O’Connell
stated only that the nature and scope of that investigation involved Section 5 and the Fair Credit
Reporting Act. O’Connell, 828 F. Supp. at 167 & n.1. This description is at least as specific as
“consumer privacy and/or data security,” the description at issue here. Finally, just as in
O’Connell, the CID here was issued as part of a pre-existing, ongoing investigation. In fact,
considering the history of the investigation before the CID was issued, Petitioners here had far
greater information about what staff was investigating than did O’Connell Associates.

18 Invention Submission, 965 F.2d at 1090; FTC v. National Claims Serv., Inc., No. S 98-
283 FCD DAD, 1999 WL 819640, at *2 (E.D. Cal. Feb. 9, 1999) (citing EPA v. Alyeska
Pipeline Serv. Co., 836 F.2d 443, 477 (9th Cir. 1988)).



Moreover, contrary to Petitioners’ contention, the resolution is not invalid because it is a
so-called “blanket resolution.” According to Petitioners, Sections 2.4 and 2.7 of the
Commission’s Rules of Practice, 16 C.F.R. 88 2.4, 2.7, require resolutions to be tailored to the
facts of each investigation.'” But no such requirement arises under the Commission’s Rules. Rule
2.4 states that the Commission “may, in any matter under investigation adopt a resolution
authorizing the use of any or all of the compulsory processes provided for by law.”® That
provision does not require a separate investigational resolution for each investigation, as
Petitioners seem to suggest.'® Likewise, Rule 2.7 simply states that the Commission may,
pursuant to a resolution, issue compulsory process for documents or testimony.” This rule does
not address the contents or form of the authorizing resolution. Accordingly, the resolution in this
case satisfies the Commission’s Rules.?*

17 pet., at 16-18 (citing 16 C.F.R. §§ 2.4, 2.7).
16 C.F.R.§2.4.

1% The narrowly tailored resolution that Petitioners desire is known as a “special
resolution,” and is one of three possible types suggested for FTC staff in the Commission’s
Operating Manual. See FTC Operating Manual, Chapter 3.3.6.7.4.1t0 3.3.6.7.4.4. The
Commission has repeatedly rejected the proposition that such specificity is required in every
investigation. See, e.g., D. R. Horton, Inc., Nos. 102-3050, 102-3051, at 4 (July 12, 2010) (“The
Commission is not required to identify to Petitioners the specific acts or practices under
investigation™), available at http://www.ftc.gov/os/quash/100712hortonresponse.pdf; Dr.
William V. Judy, No. X000069, at 4-5 (Oct. 11, 2002) (sustaining validity of CIDs issued
pursuant to an omnibus resolution),
available at http://www.ftc.gov/os/quash/021011confirmanthonyltr.pdf; In re Assocs. First
Capital Corp., 127 F.T.C. at 914 (“[R]ecitation of statutory authorities provides adequate notice
to Petitioner as to [the] purposes of the investigation.”). To the extent that courts have
considered the issue, they also have rejected the proposition that the Commission is so
constrained. FTC v. National Claims Serv., Inc., No. S 98-283 FCD DAD, 1999 WL 819640, at
*2; O’Connell, 828 F. Supp. at 170-71.

216 C.F.R. § 2.7(a).

2! petitioners also contend that the resolution fails to conform to the FTC’s Operating
Manual. Pet., at 17-18. However, the sufficiency of staff’s compliance with the Operating
Manual is of no concern to Petitioners because the Operating Manual confers no rights on them.
See FTC Operating Manual, Chapter 1.1.1 (“Failure by the staff or the Commission to adhere to
procedures outlined by this Operating Manual does not constitute a violation of the Rules of
Practice nor does it serve as a basis for nullifying any action of the Commission or the staff.”)
See also FTC v. Nat’l Bus. Consultants, Inc., 1990 U.S. Dist. LEXIS 3105, 1990-1 Trade Cas.
(CCH) 1 68,984, at *29 (E.D. La. 1990) (reading Chapter 1.1.1 to find that the Operating
Manual was “not binding™).



Petitioners also challenge the resolution as insufficiently specific in light of the
legislative history of the Federal Trade Commission Improvements Act of 1980, which added
a new Section 20 of the FTC Act.®® Petitioners allege that this legislative history shows that
Congress intended the FTC to provide more than “a vague description of the general subject
matter of the inquiry . . .[,]”? and that the resolution here does not meet Congress’s expectations.

We reject this argument for the same reason we rejected Petitioners’ other arguments: the
Commission’s resolution satisfies the requirements of the statute.?* It informs Petitioners of the
nature of the conduct constituting the alleged violation—unfair or deceptive acts or practices
involving consumer privacy and/or data security—and it identifies the applicable provision of
law—Section 5 of the FTC Act. Moreover, even as Congress expressed its desire for specific
notice, it nonetheless cautioned against reading too much into Section 20: “[T]his requirement is
not intended to be overly strict so as to defeat the purpose of the act or to breed litigation and
encourage the parties investigated to challenge the sufficiency of the notice.”® We find that the
resolution meets all legal requirements.?®

Finally, Petitioners claim that the CID exceeded the FTC’s jurisdiction by requesting
information about employees, a group it contends is distinct from “consumers” for purposes of
Section 5. Pet., at 28-32. We need not entertain this claim because challenges to the FTC’s
jurisdiction or regulatory coverage are not properly raised through challenges to investigatory
process. See, e.g., FTC v. Ken Roberts Co., 276 F.3d 583, 586 (D.C. Cir. 2001) (citing United
States v. Sturm, Ruger & Co., 84 F.3d 1, 5 (1st Cir. 1996). However, we choose to adopt this
modification because staff already offered to modify the CID definitions to exclude employee
information. Pet., Exh. 11, at 3.

%2 pet., at 18, 20-21, 24.
%S, Rep. No. 96-500, at 23 (1979).

% See 15 U.S.C. 57b-1(c)(2) (“Each civil investigative demand shall state the nature of
the conduct constituting the alleged violation which is under investigation and the provision of
law applicable to such violation.”); see also O’Connell, 828 F. Supp. at 170-71; Dr. William V.
Judy, No. X000069, at 4-5 (rejecting a challenge to a resolution based on the legislative history
of Section 20), available at http://www.ftc.gov/os/quash/021011confirmanthonyltr.pdf.

%53, Rep. No. 96-500, at 23 (1979).

26 Ken Roberts Co., 276 F.3d.



B. The CID is not overbroad, unduly burdensome, or indefinite.

Petitioners also advance a series of arguments about the CID specifications, claiming that
the CID is overbroad and asks for information not reasonably related to the investigation, in
particular, information related to WHR’s corporate parent WWC and its affiliates.?’

An administrative subpoena is valid if the requested information is “reasonably relevant”
to the purposes of the investigation.”® Reasonable relevance is defined broadly in agency law
enforcement investigations. As the D.C. Circuit has stated, “The standard for judging relevancy
in an investigatory proceeding is more relaxed than in an adjudicatory one . . . . The requested
material, therefore, need only be relevant to the investigation—the boundary of which may be
defined quite generally, as it was in the Commission’s resolution here.”* Courts thus place the
burden on Petitioners to show that the Commission’s determination is “obviously wrong” and
that the information is irrelevant.®

Here, as Petitioners admit, Commission staff provided an explanation of the relevance of
these requests.®! More generally, staff’s investigation focuses on a series of breaches of WHR’s
data security processes that are managed by other Wyndham entities.®* In light of this, CID
specifications that probe the details of the information security systems developed by Petitioners
and their affiliates are relevant to this investigation. Petitioners have not met their burden of
showing that this information is irrelevant, or that the Commission’s request for it is “obviously
wrong.”

27 pet., at 33-36.

%8 Linde Thomson Langworthy Kohn & Van Dyke, P.C. v. RTC, 5 F.3d 1508, 1516 (D.C.
Cir. 1993) (citing Invention Submission Corp., 965 F.2d at 1089; FTC v. Anderson, 631 F.2d
741, 745 (D.C. Cir. 1979); FTC v. Texaco, Inc., 555 F.2d 862, 874 (D.C. Cir. 1977)).

2% Invention Submission Corp., 965 F.2d at 1090 (emphasis in original; internal citations
omitted) (citing Carter, 636 F.2d at 787-88, and Texaco, 555 F.2d at 874 & n. 26).

% Invention Submission Corp., 965 F.2d at 1090 (citing Texaco, 555 F.2d at 882) (“The
burden of showing that the request is unreasonable is on the subpoenaed party.”)); Texaco, 555
F.2d at 877 n.32. Accord FTC v. Church & Dwight Co., Inc., 756 F. Supp. 2d 81, 85 (D.D.C.
2010).

%! pet., at 33 (citing Pet., Ex. 11, at 2).

%2 pet., Exh. 11, at 2.



Petitioners further claim the CID is unduly burdensome, for the following reasons: (1)
they have already spent over $5 million in responding, including producing over one million
pages, and staff should now have enough information; (2) responding to the interrogatories will
require six months and significant additional costs; (3) responding to the document requests that
ask for “all documents” relating to a given subject will require about 10 weeks and $1 million to
produce documents from an additional three custodians; and (4) responding to the document
requests that ask for “documents sufficient to identify” a given subject are “hugely burdensome
and will require 6 months and $2.75 million to produce documents from the same three
custodians. In sum, Petitioners claim that responding to the CID will require an additional $3.75
million, on top of what they have spent to date, and 1 to 2 years’ additional time.*

Of course, the recipient of a CID must expect to incur some burden in responding to a
CID.* The responsibility of establishing undue burden rests on Petitioners,* who must show
that compliance threatens to seriously impair or unduly disrupt the normal operations of their
business.* Likewise, a CID is not unreasonably broad where the breadth of the inquiry is in
large part attributable to the magnitude or complexity of the subject’s business operations.*’
Petitioners’ estimate is not insubstantial, but we find that they have not sustained their burden.

First, Petitioners’ estimate is neither specific nor detailed and does not account for factors
that may reduce the cost and time of production. For one, Petitioners have not sufficiently
addressed the availability of e-discovery technology, such as advanced analytical tools and
predictive coding, to enable fast and efficient search, retrieval, and production of electronically
stored information (ESI).® While Petitioners do tally the potential costs of an ESI production
and refer to a vendor, these costs are unsupported by any detailed breakdown or itemization.*

33 pet., at 36-39; see also Pet., Exh. 4, at 2-4.
% See FTC v. Shaffner, 626 F.2d 32, 38 (7th Cir. 1980); Texaco, 555 F.2d at 882.

% See Texaco, 555 F.2d at 882; In re Nat | Claims Serv., Inc., 125 F.T.C. 1325, 1328-29
(1998). See also EEOC v. Maryland Cup Corp., 785 F.2d 471, 476 (4th Cir. 1986); FTC v.
Standard American, Inc., 306 F.2d 231, 235 (3d Cir. 1962) (appellants have the burden to show
unreasonableness of the Commission’s demand and make a record to show the “measure of
their grievance rather than [asking the court] to assume it”) (citing Oklahoma Press Publ’g Co.
v. Walling, 327 U.S. 186, 217-18 (1946); United States v. Morton Salt Co., 338 U.S. 632, 654
(1950)).

3 See Shaffner, 626 F.2d at 38: Texaco, 555 F.2d at 882.
37 See Texaco, 555 F.2d at 882.

% See, e.g., Zubulake v. UBS Warburg LLC, 217 F.R.D. 309, 318 (S.D.N.Y. 2003)
(Sheindlin, J.) (“Electronic evidence is frequently cheaper and easier to produce than paper
evidence because it can be searched automatically, key words can be run for privilege checks,

8



Petitioners’ estimate also does not account for the effect of Instruction K, which permits
Petitioners to identify, without having to reproduce, documents that were previously provided to
the Commission.*’ To the extent that Petitioners’ cost estimate includes production of duplicate
materials, Instruction K permits Petitioners to avoid this expense and reduces the potential
burden. Though Petitioners respond that staff, and not they, should bear the burden of avoiding
duplicative document requests,** Petitioners are the ones with the most information about their
document collections and productions to date. In fact, Petitioners have already identified the
areas of overlap between the Access Letter and the CID.* The Access Letter instructed
Petitioners to identify which of the documents produced answered the specifications in the
Access Letter.*® It is not unduly burdensome for Petitioners to compare their Access Letter
response with the CID to identify duplicates.

and the production can be made in electronic form obviating the need for mass photocopying.”);
John Markoff, Armies of Expensive Lawyers, Replaced by Cheaper Software, NEW YORK
TIMES, Mar. 5, 2011, at Al, available at,
http://www.nytimes.com/2011/03/05/science/05legal.html).

%9 pet., Exh. 4, at 2-4. The lack of factual support for the claim of undue burden is
underscored by the fact that the estimated costs appear out of proportion to the number of
custodians involved. According to the declaration from Korin Neff, WHR spent approximately
$2.5 million per custodian for its first production, and now estimates that it will spend
approximately another $3.75 million for three custodians, or $1.25 million per custodian, in
response to the CID. Id. One explanation for the cost of the production to date may be the fact
that WHR produced a large number of irrelevant and nonresponsive materials, including, among
others, multiple copies of third party software licenses, in various languages; numerous
magazines and newsletters not specific to WHR; and, human resources materials. This may
explain why WHR could generate more than one million pages from only two individuals.

0 pet., Exh. 1, at 7 (“K. Documents that may be responsive to more than one
specification of this CID need not be submitted more than once; however, your response should
indicate, for each document submitted, each specification to which the document is responsive.
If any documents responsive to this CID have been previously supplied to the Commission, you
may comply with this CID by identifying the document(s) previously provided and the date of
submission.”).

41 pet., at 39.

%2 See Pet., Exh. 2, at Exhs. C, D. As Petitioners point out, WHR has already responded
to 42 out of the 89 interrogatories and subparts in the CID, and 25 of the 38 document requests
and subparts. Pet., Exh. 2, at 2.

*3 See Pet., Exh. 3, at 2 (“Please Bates stamp your response and itemize it according to
the numbered paragraphs in this letter.”).



Second, Petitioners have not established that this will seriously disrupt their operations.
As expressed in Texaco and other key cases, some cost to recipients of process is expected, and
the burden posed by this cost is evaluated in relation to the size and complexity of a recipient’s
business operations. In Texaco, for instance, the court affirmed enforcement of a subpoena that
the company claimed would require 62 work-years and $4 million for compliance.* As in that
case, it appears that the burden here may be a consequence of size—in 2010, Wyndham had an
annual revenue of more than $3.8 billion—as well as the complexity of the corporate structure
Wyndham has adopted.* Thus, full compliance with the CID, even if it were to reach the
estimates included in the petition, is unlikely to “pose a threat to the normal operation of”
Wyndham “considering [its] size.”*°

Third, Petitioners have claimed that the requests that ask for documents “sufficient to
describe” the subject of the request present a “huge cost” and “extreme burden,” particularly
because the companies do not keep records in the manner called for.*’ It is unclear why a request
that calls for documents “sufficient to describe” should be more burdensome than a request that
calls for “all documents”; by definition, documents “sufficient to describe” should involve fewer
than “all documents.” The fact that Petitioners do not keep records in the manner that matches
the request is not unusual and by itself does not present a basis for quashing these requests.
Because staff often does not know how a CID recipient keeps its records, staff crafts its requests
broadly, but provides a recipient flexibility in responding by allowing the recipient to produce
those documents “sufficient to describe.”

Fourth, the fact that Petitioners have already produced information to staff does not
establish either that staff has sufficient information, or that further requests are unduly
burdensome. The obligation is on Petitioners to show that the CID is unduly burdensome, not on
staff to show that the CID is necessary.*®

*“ Texaco, 555 F.2d at 922 (Wilkey, J., dissenting).

* Wyndham Worldwide Corp., Annual Report (Form 10-K), at 34 (Feb. 22, 2011).
% ETC v. Rockefeller, 591 F.2d 182, 190 (2d Cir. 1970).

*" Pet., at 38-39. See also Pet., Exh. 10, at 6.

%8 Cf. United States v. AT&T, Inc., No. 1:11-cv-01560, 2011 WL 5347178, at *6 (D.D.C.
Nov. 6, 2011) (“There is no requirement that AT&T demonstrate to Sprint’s satisfaction that the
legal theories AT&T wishes to consider require documents beyond those [Sprint previously]
supplied to DOJ . .. ."”).

10



Fifth, we find that Petitioners have not sufficiently availed themselves of the meet-and-
confer process required by the FTC’s Rules of Practice and the CID itself.** As we have
previously said, this meet-and-confer requirement “provides a mechanism for discussing
adjustment and scheduling issues and resolving disputes in an efficient manner.”® Thus, the
meet-and-confer requirements offer a critical opportunity for the recipient of a CID to engage
with staff in a meaningful discussion aimed at reducing the burden of compliance. Here,
Petitioners did not engage in a good faith exchange with staff intended to identify and discuss
issues of burden.®® Instead, Petitioners raised many of the same arguments found in this petition,
often verbatim, and did not respond to legitimate requests from staff for specific proposals for
narrowing or limiting the CID’s scope. While staff was apparently willing to compromise on
several issues, Petitioners demanded blanket and arbitrary caps on the number of document
requests, interrogatories, and custodians. Petitioners cannot claim undue burden when they
themselves undertook an inadequate meet-and-confer with staff.

Despite Petitioners’ failure to carry their burden, we conclude that some modifications to
the CID instructions may lessen Petitioners’ costs of compliance. Accordingly, we amend the
instructions to permit Petitioners to submit documents in lieu of interrogatories. This
modification will allow Petitioners to avoid the time and expense of preparing interrogatory
responses. In addition, to the extent that a document may be responsive to multiple
interrogatories or document requests, Petitioners need not produce multiple copies but, pursuant
to Instruction K, discussed above, may produce one copy of a relevant document, and then
indicate each specification or interrogatory to which the document is responsive. This should
mitigate the costs of compliance.

Finally, Petitioners argue that the CID is indefinite. This claim appears to restate several
of Petitioners’ other objections, including their claim of a lack of notice of the purpose and scope
of the investigation, overbreadth, and burden.® For the reasons discussed above, this claim of
indefiniteness is without basis.

16 C.F.R. § 2.7(d)(2); Pet. Exh. 1, at 5.
% Firefighters Charitable Found., Inc., FTC File No. 102-3023, at 3 (Sept. 23, 2010).
*! See Pet. Exhs. 9-15.

52 pet., at 39-40.

11



C. The CID was not issued for an improper purpose.

Petitioners claim that the size and timing of the CID shows that its true purposes were
either to coerce settlement, or to obtain discovery outside of the rules of civil procedure. The
facts of the investigation refute this conclusion. Mid-investigation, Petitioners expressed an
interest in exploring settlement talks as a means of resolving the matter short of a full-blown
investigation and consequent possible law enforcement action. At Petitioners’ request, staff
voluntarily allowed them to suspend their production, in order to reduce the burden on
Petitioners. But staff also advised Petitioners that they would resume their investigation should
settlement talks fail. And, as Petitioners admit, when the CID was issued, it was no surprise.>® In
light of these circumstances, there is no evidence of improper purpose, either to coerce
settlement or to obtain information outside of the information necessary to complete the
investigation.

I11.  CONCLUSION AND ORDER

For the foregoing reasons, IT ISHEREBY ORDERED THAT the Petition of
Wyndham Hotels & Resorts and Wyndham Worldwide Corporation to Quash, or Alternatively,
Limit Civil Investigative Demand be, and it hereby is, DENIED IN PART AND GRANTED
IN PART.

IT ISFURTHER ORDERED THAT the Definition T, “Personal information,” be
amended to exclude employee information as follows:

“Personal information” shall mean individually identifiable from or about an individual
consumer, including, but not limited to: (1) first and last name; (2) home or other
physical address, including street name and name of city or town; (3) e-mail address or
other online contact information, such as instant messenger user identifier or a screen
name; (4) telephone number; (5) date of birth; (6) government-issued identification
number, such as a driver’s license, military identification, passport, or Social Security
number, or other personal identification number; (7) financial information, including but
not limited to: investment account information; income tax information; insurance policy
information; checking account information; and payment card or check-cashing card
information, including card number, expiration date, security number (such as card
verification value), information stored on the magnetic stripe of the card, and personal
identification number; (8) a persistent identifier, such as a customer number held in a
“cookie” or processor serial number, that is combined with other available data that
identifies an individual consumer; or (9) any information from or about an individual
consumer that is combined with any of (1) through (8) above.

3 1d., at 10.

12



IT ISFURTHER ORDERED THAT the CID Instructions be modified to include the
following instruction:

“Q.  Submission of Documents in lieu of Interrogatory Answers: Previously
existing documents that contain the information requested in any written Interrogatory
may be submitted as an answer to the Interrogatory. In lieu of identifying documents as
requested in any Interrogatory, you may, at your option, submit true copies of the
documents responsive to the Interrogatory, provided that you clearly indicate the specific
Interrogatory to which such documents are responsive.”

IT ISFURTHER ORDERED THAT all other responses to the specifications in the
Civil Investigative Demand to Wyndham Hotels & Resorts and Wyndham Worldwide
Corporation must now be produced on or before April 23, 2012.

By direction of the Commission.

Donald S. Clark
Secretary
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