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1. Biased face surveillance hurts people.

The Commission brings this action against Rite Aid over its use of face surveillance
technology to “drive and keep persons of interest out of [its] stores.”! The technology alerted
employees when it identified a supposed match between a customer and the images in Rite Aid’s
database.” The Commission charges that the technology produced thousands of incorrect
matches.?

We often talk about how surveillance “violates rights” and “invades privacy.” We should;
it does. What cannot get lost in those conversations is the blunt fact that surveillance can hurt
people. In its complaint, the Commission alleges:

e A Rite Aid employee stopped and searched an 11-year-old girl because of a false match.*
The girl’s mother reported that she missed work because her daughter was so distraught
about the incident.’

e Rite Aid employees called the police on a customer because the technology generated an
alert against an image that was later described as depicting “a white lady with blonde
hair.”® The customer was Black.

e Many other customers — people shopping for food, medicine, and other basics — were
wrongly searched, accused, and expelled from stores. Sometimes, they were humiliated
in front of their bosses, coworkers, or families.’

Sadly, we’ve heard this all before. Two years ago, a mom in Detroit dropped her teenage
daughter off at a local skating rink. But she couldn’t get in. A face recognition system used by
that skating rink mistakenly blocked her entry. She’d never been there before. But a computer
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told security that she’d been in a fight there earlier that year — with 97% confidence.® In Detroit
alone, at least three people have been falsely accused of a crime because of facial recognition
technology.” Some have been arrested in front of their family.'® All have been Black.'!

It has been clear for years that facial recognition systems can perform less effectively for
people with darker skin and women.!? In spite of this, we allege that Rite Aid was more likely to
deploy face surveillance in stores located in plurality-non-White areas than in other areas.!® Rite
Aid then failed to take some of the most basic precautions. The Commission alleges Rite Aid
gave a presentation that identified only a single risk with expanding its face surveillance
program: “[m]edia attention and customer acceptance”;'* that it used low-quality images that
were unsuitable for automated analysis, including those captured using closed-circuit TV
cameras and media reports;'” that it trained store employees to “push for as many enrollments as
possible”;'® and that it typically did not include confidence intervals to help store-level

employees better gauge whether a match might be a false positive.!”
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The result was a system that malfunctioned frequently and spectacularly.'® The problems
were so obvious that employees expressed frustration about the accuracy of the system.!® Many
people are frightened and frustrated by retail theft. But it is easy to see how biased surveillance
systems like this one make stores less safe.

People encountering these facts for the first time may reflect on the fact that “shopping
while Black” was a problem long before the age of commercial face surveillance. A decade ago,
then-President Barack Obama famously remarked that “[t]here are very few African-American
men in this country who haven’t had the experience of being followed when they were shopping
in a department store” — including him.?

One key difference with face surveillance is that a computer is telling a person that the
customer is suspicious. And people trust computers. This is in part because of “automation bias”
— a human tendency to believe that what a machine tells us must be true.?!

I1. Today’s settlement offers a strong baseline for what an algorithmic fairness
program should look like.

The attached Order has many strengths. First and foremost, it flat-out bans Rite Aid from
using face surveillance for five years,** and requires deletion of biometric data collected in
connection with the operation of the system.?® Going forward, if Rite Aid decides to take up such
a system in the future, the Order:

e forces Rite Aid to tell people when they are enrolled in the system, and tell them how to
contest their entry into that system; %*

e forces Rite Aid to tell consumers when it takes some action against them based on that
enrollment that could hurt them, and tells them how to contest those actions;?’

e forces Rite Aid to answer those complaints quickly;?®
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e requires robust testing, including testing for statistically significant bias on the basis of

race, ethnicity, gender, sex, age, or disability — acting alone or in combination;?’

e requires detailed assessment of how inaccuracies may arise from training data, hardware
issues, software issues, probe photos, and differences between training and deployment
environments; 28

e requires ongoing annual testing “under conditions that materially replicate” conditions in
which the system is deployed; *°

e requires that Rite Aid shut down the system if it cannot address the risks identified
through this assessment and testing;*° and

e creates an opportunity for the Commission to conduct ongoing compliance monitoring.*!

Commission Staff worked hard to reach this agreement under unusual and complex
circumstances. [ applaud them for it.

Having recognized those strengths, I want to be clear about two things. First, I want
industry to understand that this Order is a baseline for what a comprehensive algorithmic fairness
program should look like. Beyond giving people notice, industry should carefully consider how
and when people can be enrolled in an automated decision-making system, particularly when that
system can substantially injure them. In the future, companies that violate the law when using
these systems should be ready to accept the appointment of an independent assessor to ensure
compliance.

Second, no one should walk away from this settlement thinking that this Commission
affirmatively supports the use of biometric surveillance in commercial settings. While I believe
we have obtained the strongest possible settlement with the evidentiary record and legal posture
with which we have been presented, there is a powerful policy argument that there are some
decisions that should not be automated at all; many technologies should never be deployed in the
first place. I urge legislators who want to see greater protections against biometric surveillance to
write those protections into legislation and enact them into law.

ITII.  This case is part of a broader trend of algorithmic unfairness.

It is my view that Section 5 of the FTC Act requires companies using technology to
automate important decisions about people’s lives — decisions that could cause them substantial
injury — to take reasonable measures to identify and prevent foreseeable harms. Importantly,
these protections extend beyond face surveillance. Indeed, the harms uncovered in this
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investigation are part of a much broader trend of algorithmic unfairness — a trend in which new
technologies amplify old harms.

We see it in hiring when employers develop résumé screening models, trained on their
predominantly male workforce, that spuriously reject women.>? We see it in housing when
advertising platforms steer housing ads away from people based on their sex and estimated race
or ethnicity.*® And we see it in credit when a lender’s pricing models charge applicants who
attended a Historically Black College or University higher rates for refinancing a student loan
than similarly situated applicants who did not.>*

Algorithmic unfairness is pernicious. It hurts people invisibly and at scale. And it tends to
harm people because of who they are, reifying patterns of discrimination deeply embedded in our
nation’s history.*> Algorithmic unfairness hurts people who are already hurting. I am proud that
this Commission is moving to confront it.
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