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Abstract 

Despite the prevalence of data breaches, there is a limited 
understanding of individuals’ awareness, perception, and re-
sponses to breaches that affect them. We provide novel in-
sights into this topic through an online study (n=413) in which 
we presented participants with up to three data breaches that 
had exposed their email addresses and other personal infor-
mation. Overall, 73% of participants were affected by at least 
one breach, 5.36 breaches on average. Many participants at-
tributed the cause of being affected by a breach to their poor 
email and security practices; only 14% correctly attributed 
the cause to external factors such as breached organizations 
and hackers. Participants were unaware of 74% of displayed 
breaches and expressed various emotions when learning about 
them. While some reported intending to take action, most par-
ticipants believed the breach would not impact them. Our 
fndings underline the need for user-friendly tools to improve 
consumers’ resilience against breaches and accountability for 
breached organizations to provide more proactive post-breach 
communications and mitigations. 

1 Introduction 

Data breaches, the disclosure of sensitive personal informa-
tion to unauthorized parties, are on the rise [30, 63]. The aver-
age user has accounts with 191 online services [18]. Mean-
while, the Have I Been Pwned (HIBP) breach database lists 
over 480 breached online services and over 10M compro-
mised accounts [29]. The Identity Theft Resource Center 
reported 1,108 breaches that occurred in the United States 
in 2019, which exposed over 164M sensitive records [30]. 
The sheer number of breaches makes it challenging to track 
the total number of records involved [35] and notify affected 
consumers [83]. Facing a plethora of data breaches [30, 63], 
consumers rarely take recommended protective measures in 
response [1, 31, 99]. 
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Prior work has primarily studied consumers’ general re-
actions to data breaches [1, 31, 37] or has focused on indi-
vidual breaches in isolation such as the Equifax [99] and 
Target breaches [27, 41]. By contrast, we conducted an on-
line study (n=413) in which we leveraged the HIBP database 
to present participants with, and have them refect on, spe-
cifc data breaches that had exposed their email address and 
other personal information. With this novel approach, we gath-
ered 792 detailed breach-specifc responses (up to three per 
participant), covering 189 unique breaches and 66 different 
exposed data types. Our quantitative and qualitative analyses 
contribute valuable insights into individuals’ awareness, per-
ception, and responses to specifc data breaches that affected 
them. We further tease out interactions between individuals’ 
awareness, concern, and self-reported action. Our fndings 
answer the following research questions: 

RQ1 [Breach status] What factors infuence the likelihood 
that an email address is involved in a data breach? 

Overall, 73% of our participants experienced at least one 
breach and 5.36 breaches on average. An email address’s 
likelihood of being exposed in a breach signifcantly corre-
lated with the email account’s age and utilization. 

RQ2 [Perception] What do participants perceive as the 
causes of being involved in data breaches and related impacts, 
and to what extent do their perceptions align with reality? 

Only 14% of our participants accurately attributed the cause 
of being affected by a breach to external factors such as 
breached organizations and hackers. Others blamed their 
email or security behaviors for making themselves a victim 
or viewed breaches as inevitable. Most participants expected 
little impact from shown breaches despite realizing certain 
risks. 

RQ3 [Awareness] What factors infuence participants’ 
awareness of data breaches that affected them? 

Participants were unaware of most data breaches presented 
(74%). Those who knew they were affected by a specifc 
breach had primarily learned about it from the breached 



organization or third-party services. Participants were more 
likely to be aware of older rather than recent breaches. 

RQ4 [Emotional response] What are participants’ emotional 
responses to data breaches that affected them? 

Most participants rated their concern regarding breaches as 
low (56% slightly/somewhat concerned, 19% no concern). 
Certain breached data types such as physical address and 
password raised more concern than others. Participants ex-
pressed emotions ranging from upset, angry, annoyed, frus-
trated, surprised (or not) to violated and fatigued. 

RQ5 [Behavioral response] What factors infuence partici-
pants’ likelihood to take action in response to data breaches 
that affected them? 

Participants reported having already or being very likely to 
change their passwords and review credit reports/fnancial 
statements in response to over 50% of shown breaches. Par-
ticipants were more likely to take action with increased 
concern and prior awareness, suggesting that better commu-
nication about breaches could increase individuals’ tendency 
to take protective actions. 

Our fndings demonstrate the need for more proactive com-
munications of data breaches and stronger protections for 
affected individuals. Rather than burdening consumers to take 
action, breached organizations should be held responsible 
for increasing awareness and providing appropriate mitiga-
tions. Furthermore, our fndings highlight the need for usable 
privacy tools to help affected individuals be more resilient 
against future breaches. 

2 Background and Related Work 

Data breaches. Data breaches have multifaceted conse-
quences. Breached organizations can bear substantial costs 
to repair the aftermath, including patching system vulnera-
bilities, compensations to affected individuals, and resolving 
potential lawsuits [71, 72]. There are also invisible and hard-
to-measure costs in rebuilding the breached organization’s 
reputation [39, 94] and affected individuals’ trust [1, 12, 49]. 
For affected individuals, exposed data puts them at risk of 
account compromise [18, 66, 77, 87], phishing [59], and iden-
tity theft [70, 74, 81]. Though it may take years before leaked 
data is misused, the harm can be profound when it happens. 
For instance, victims of identity theft may have ruined credit 
reports or have to fle for bankruptcy due to abuse of credit [5]. 
Identity theft is also traumatizing: in a 2017 survey by the 
Identity Theft Resource Center [43], 77% of respondents re-
ported increased stress levels, and 55% reported increased 
fatigue or decreased energy. Thus, some researchers [16, 81] 
have argued that data breaches cause compensable harms 
due to the substantial risk of future fnancial injury and the 
emotional distress imposed on victims. 

Breached organizations are often legally required to notify 
affected victims [22, 61] and offer compensations such as dis-
counts [13] or free credit/identity monitoring [76]. Services 
like HIBP [29] and Firefox Monitor [53] examine third-party 
breach reports and notify signed-up users. Some companies 
automatically reset passwords for users whose credentials ap-
peared in password dumps [26, 95]. Additional measures for 
victims include two-factor authentication (2FA) that increases 
the diffculty of misusing leaked credentials and warnings 
that fag social engineering and phishing attacks [46,60]. Nev-
ertheless, no solution is perfect: attackers can bypass 2FA 
without obtaining the secondary token [19, 32], and phishing 
warnings have low adherence rates [3, 4, 21]. 

Security mental models and behaviors. How individu-
als perceive the causes and impacts of data breaches relates 
to mental models of security and privacy. Mental models — 
an individual’s internalized representation of how a system 
works [56] — have been studied for computer security [91], 
security warnings [9], smart home security [97], and the Inter-
net [36]. Respective studies consistently fnd that unawareness 
and misconceptions of security risks create hurdles for adopt-
ing effective mitigation strategies. Even when individuals 
correctly assess risks, they may still not react accordingly due 
to bounded rationality and cognitive biases [2] or not having 
experienced negative consequences [100]. 

We investigate two aspects that may impact how individu-
als respond to data breaches: awareness, i.e., whether and how 
individuals learn about a breach, and perception regarding a 
breach’s potential causes and impacts. For awareness, prior 
research has documented various channels individuals lever-
age to learn about security advice, including media, peers, 
family, workplace, and service providers [15, 65, 67]. For 
data breaches specifcally, respondents of RAND’s 2016 US 
national survey [1] reported frst learning of a breach from 
the breached organization’s notifcation (56%), media reports 
(28%), or third-parties (16%). Additionally, prior research has 
shown that consumers understand the potential impacts of 
data breaches, such as identity theft and personal information 
leakage [31,37,99]. Our study complements these fndings by 
prompting participants to refect on both causes and impacts 
of specifc breaches that affected them, providing insights on 
how these perceptions link to their emotions and behaviors. 

Consumer reactions to data breaches. Data breach vic-
tims are advised to take a range of actions depending on the 
information exposed [85,86,90], such as changing passwords 
if account credentials are exposed or requesting new cards 
and reviewing statements if fnancial information is exposed. 
In the US, victims are further urged to place a credit freeze, 
check credit reports, and fle taxes early if their Social Security 
number (SSN) is exposed [47, 84, 85]. 

Nevertheless, studies on breaches in general [1, 31, 37] 
and on specifc breaches [27, 41, 88, 99] show that con-



sumers rarely take recommended protective measures in re-
sponse [31, 99, 100]. While consumers report increased con-
cern about identity theft [6, 31] and diminished trust in the 
breached organization [12, 55], such risk perception and at-
titudinal change often do not result in action. Consumers 
tend to accept compensations provided by the breached or-
ganization [1, 51] but do not go further; they continue using 
existing credit cards [51] and the same password for different 
accounts [25], thereby fueling credential stuffng attacks that 
cause account compromises [30]. 

Several studies have examined the determinants of con-
sumers’ behavioral reactions to data breaches: knowledge 
of available measures [99], perception of clear evidence in-
dicating being affected [50], cognitive biases [99], peer in-
fuence [14, 41], and media coverage [15]. Tech-savvy and 
non-tech-savvy individuals also differ in their needs for guid-
ance related to mitigating actions [6]. Furthermore, breach 
notifcations to victims are often ambiguous in communicat-
ing risks and priority among recommended actions [8, 89, 98]. 
These issues, coupled with the overwhelming amount of se-
curity advice for end-users [68, 69], may pose challenges for 
affected individuals to act on provided advice. 

Methodologically, prior work primarily asked participants 
to recall past experiences with generic breaches [1, 31] or de-
scribe intended reactions in hypothetical scenarios [28,37]. By 
contrast, we apply a novel approach to examine participants’ 
responses to specifc breaches that exposed their information. 
Our study covers a multitude of breaches varying in size and 
types of exposed information rather than one breach as a case 
study [27, 51, 88, 99]. Our approach increases ecological va-
lidity and mitigates recall bias as participants are confronted 
with breaches that affect them. Similar refection studies have 
yielded insights into users’ attitudes and behaviors in other 
contexts, such as password creation behaviors [58, 92] and 
reactions to online tracking [93] or advertising inference [64]. 

3 Method 

Our study addresses our fve research questions as follows. To 
identify what factors infuence an email address’s likelihood 
of being involved in a breach (RQ1), we collected details 
about participants’ email usage and demographics. To identify 
perceptions regarding the causes of being involved in a breach 
and related consequences (RQ2), we asked participants to 
speculate why their email address may have or have not been 
involved in any data breaches, and any associated impacts 
they expect or have experienced. For each specifc breach, 
we asked participants if they were previously aware of it and, 
if so, how (RQ3). To assess emotional responses, we asked 
participants to describe how they feel about the breach and 
rate their concern (RQ4). We further asked participants to 
self-report what they did in response to the breach and rate 
the likelihood of taking (or having taken) ten provided actions 
(RQ5). We ran regression models to examine the relationship 

between email usage, breached data types, awareness, concern, 
and behavioral reactions. Our study was approved by our 
Institutional Review Boards (IRB). 

3.1 Survey Instrument 
As we were motivated to understand participants’ responses 
to real-world breaches at scale, we conducted an online sur-
vey with data pulled from Have I Been Pwned (HIBP).1 We 
built a survey platform which queried the HIBP web service 
API using email addresses provided by study participants. To 
protect participants’ confdentiality, we only maintained email 
addresses in ephemeral memory to query HIBP. At no point 
did we store participants’ email addresses. We then used the 
query results, i.e., the breaches in which a participant’s email 
address was exposed, to drive the remainder of the survey. 
The survey consisted of three main parts (see Appendix A). 

Part 1: Email address-related questions. After consent-
ing, we asked participants for their most commonly used email 
address. We clearly noted that the email address will only 
be used to query HIBP and that we will never see it (Ap-
pendix A.2). Once a participant entered an email address, we 
asked a few questions about it. Participants who indicated that 
the email address belonged to someone else or was fabricated 
were given the option to enter a different email address or 
leave the study. Next, we asked participants about their email 
habits as a potential infuencing factor of the email’s involve-
ment in breaches (RQ1). This included frequency of checking 
their email, primary use of the account (professional/personal 
correspondence or account creation), how long it has been 
used, and the number of other email accounts the participant 
used. We then used the provided email address to query HIBP. 

Part 2: Breach-related questions. We next informed par-
ticipants whether their email address was exposed in any data 
breaches without stating the specifc number or giving more 
details. To answer RQ2, we asked participants to speculate 
why their email address was or was not part of data breaches. 
Participants whose email address was not part of any breach 
were given the opportunity to enter a different email address 
until a provided email address had associated breaches. If they 
did not provide another email, they continued with part 3. 

We randomly selected up to three breaches, displayed one 
by one, to ask breach-related questions while limiting poten-
tial fatigue. We displayed a breach’s description, logo, name, 
and types of compromised data as provided by HIBP (Fig-
ure 1). We explicitly stated that these were actual breaches 
(see Appendix A), and no participants doubted the validity of 
shown breaches in their qualitative responses. For each breach, 
we asked about participants’ awareness (RQ3), emotional re-
sponse (RQ4), and actions taken or intended to take (RQ5). 

1https://haveibeenpwned.com 

https://haveibeenpwned.com


Figure 1: Sample breach information shown to participants. 

For emotional response, participants provided open-ended 
responses, then rated their concern level on a 5-point Likert 
scale regarding the breach in general and for each type of 
exposed data. For behavioral response, participants described 
their reactions (open-ended) before rating their intention to 
take (or whether they had taken) ten provided actions sourced 
from prior work [85, 86, 90]. The respective breach infor-
mation was visible at the top of the page when participants 
answered all these questions. 

Part 3: Demographics, attention check, and debrief. We 
collected participants’ demographics including age, gender, 
education, whether they had a background in IT or law, and 
household income. We also included two attention check 
questions: one asking them to identify the name of a breach 
shown during the study (only for participants whose email 
address was part of at least one breach), and a generic attention 
check (see Appendix A.4). Finally, we showed participants 
a list of all breaches associated with their provided email 
address and links to resources on data breach recovery to help 
them process and act on this potentially new information. 

3.2 Recruitment 

We recruited participants via Prolifc,2 an online research 
platform similar to Amazon Mechanical Turk with more de-
mographically diverse subjects [57], between August and 
October 2020. We balanced participants’ age and gender dis-
tributions in data collection. After the frst 171 participants, 
we realized and corrected a storage error that caused missing 
data in income and ratings for taken/intended actions. We note 
in Section 5 how we accounted for this in our analyses. Par-
ticipants were compensated $2.50 for an average completion 
time of 13.37 minutes ($11.22/hour). 

3.3 Analyses 
We collected data from 416 participants; three participants 
were excluded as they did not respond to any open-ended 
questions meaningfully, resulting in 413 participants in total. 
We based our sample size on our planned analyses: Bujang et 
al. [11] suggest n=500 or n=100+50×#IVs as the minimum 
sample size for logistic regressions. For the linear regression 
(RQ4), G*Power suggests n=127 for detecting medium ef-
fects ( f 2=.15), with α=.05, β=.80. With 413 participants 

2https://prolific.co 

(435 email-specifc responses; 792 breach-specifc responses) 
we met or exceeded these thresholds. 

97% of participants passed our generic attention check. Of 
the 302 participants who were shown at least one breach, 
only 55% passed the breach-specifc attention check, whereas 
the rest chose “none of these” (42%) or a decoy option 
(3%). We reviewed open-ended responses from participants 
who failed this attention check, and all of them were de-
tailed and insightful. We also did not fnd signifcant cor-
relations between this attention check’s performance and 
participants’ breach-specifc responses about awareness (chi-
squared test, χ(1)=.06, p=0.8), concern level (Mann Whit-
ney test, W=58395, p=0.2), and whether they had taken ac-
tion (chi-squared test, χ(1)=.29, p=0.6). Thus, we did not 
exclude any of these participants as our fndings suggest the 
question was not a reliable exclusion criterion. 

Qualitative analysis. We analyzed participants’ open-
ended responses using inductive coding [75]. For Questions 
7, 10, 14, 16, and 18, a primary coder created an initial code-
book based on all responses. Multiple coders then iteratively 
improved the codebook. A second coder analyzed 20% of 
responses to each question to ensure high inter-rater reliabil-
ity [45]. Cohen’s κ were 0.89 (Q7), 0.73 (Q10), 0.74 (Q14), 
0.81 (Q16), and 0.78 (Q18). We resolved all coding discrepan-
cies through discussions. Appendix B includes the codebook, 
with common themes highlighted. 

Statistical analysis. We conducted regressions to identify 
infuential factors with respect to breach status (RQ1), aware-
ness (RQ3), emotional response (RQ4) and behavioral re-
sponse (RQ5). We included a random-intercept for individual 
participants to account for repeated observations between mul-
tiple breaches. However, for models corresponding to RQ1 
the random effects were close to zero and caused a bound-
ary singularity ft, so we conducted single-level regressions 
instead. For all models, we treated participant demographics 
(age, gender, education, occupational background) as control 
variables: we report a model’s output with participant demo-
graphics when it has a signifcantly better ft than the model 
without; otherwise, we opt for the simpler model in report-
ing the results. We treated participants’ responses of concern 
level on a 5-point Likert scale as a continuous variable in our 
regressions, which has limitations, as we discuss below. 

3.4 Limitations 

As with most surveys, parts of our fndings rely on self-
reported data, which is prone to biases. For instance, prior 
work has shown a gap between self-reported behavioral in-
tentions and actual behaviors in security contexts [34] and 
beyond [78]. We do not imply that all participants would take 
actions they reported. Nevertheless, participants’ self-reported 
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intentions to act can inform future research and mechanism 
design to better protect consumers against data breaches. 

HIBP’s API does not return breaches marked sensitive such 
as those involving adult sites. Accessing these breaches re-
quires sending a confrmation message to participant-provided 
email addresses for ownership verifcation. We decided not 
to do this as it may suggest to participants that we store their 
email addresses even though we do not. 

Our study only included data breaches involving email ad-
dresses, which may not represent all breaches (e.g., only 4% 
of breaches recorded by Privacy Rights Clearinghouse [63] 
included email addresses). Relatedly, the email-focused na-
ture of these breaches means it is diffcult to track whether 
and how breached organizations in our sample notifed af-
fected individuals and how that impacts consumer reactions, 
because existing breach notifcation databases mostly docu-
ment letter-based notifcations [98]. Future research can look 
into breaches that expose a broader range of data types and 
consider organizations’ handling of breaches when feasible. 

Regarding our analyses, we considered several options of 
treating the Likert responses of concern level: ordinal, nomi-
nal, or continuous. Treating concern as ordinal would intro-
duce square and cubit effects into the model — these effects 
are diffcult to interpret and inconsistent with the scale. Treat-
ing concern as nominal would lose information about the 
scale’s ordering and prevent comparisons across all levels 
(e.g., with “not at all concerned” as the baseline, the regres-
sion would not describe the difference when moving up or 
down the scale between “slightly concerned” and “extremely 
concerned”). Treating concern as continuous would require 
a more cautious interpretation of the p-values in the analy-
sis, and it assumes equal differences between the scale items. 
After discussions with our university’s statistical consulting 
service, we followed their advice and decided to treat concern 
as a continuous variable. While this comes with the limita-
tions mentioned above, it also allows a more straightforward 
and meaningful interpretation of results, which we prioritize 
to make the results more accessible. 

4 Data Description 

Participant profle. Table 1 summarizes our 413 partic-
ipants’ demographics and breach status. Our participants 
were almost evenly distributed between men and women but 
skewed educated and younger. 122 (30%) described having a 
background in information technology; 25 (6%) in law. 

In total, participants provided 435 email addresses. 421 
(97%) accounts were solely owned by the participant, and ten 
were shared with someone else. Four were either someone 
else’s account or a made-up address for the study, and so 
were removed from the data. Participants whose initial email 
address was not exposed in any breach could scan another: 
393 participants (95%) scanned only one email address, 18 
scanned two addresses, and only two scanned three addresses. 

Total 
Num. (%) 

W/ Breaches 
Num. (%) 

W/o Breaches 
Avg. (Med./Std.) 

Breaches 
Men 199 139 (70%) 60 (30%) 4.49 (2/5.97) 

Women 212 162 (76%) 50 (24%) 6.11 (4/6.28) 
Non-Binary 2 1 (50%) 1 (50%) 11.00 (11/11.00) 

18-24 77 56 (73%) 21 (27%) 3.90 (2/5.15) 
25-29 51 35 (69%) 16 (31%) 4.25 (2/4.90) 
30-34 42 33 (79%) 9 (21%) 6.55 (3/8.72) 
35-39 49 29 (59%) 20 (41%) 4.63 (1/7.05) 
40-44 45 26 (58%) 19 (42%) 4.36 (2/5.04) 
45-49 32 29 (91%) 3 (9%) 6.59 (4/6.05) 
50-54 39 30 (77%) 9 (23%) 6.72 (6/6.16) 
54-59 34 30 (88%) 4 (12%) 6.12 (5/4.82) 
60-64 27 19 (70%) 8 (30%) 6.52 (3/6.85) 

65+ 17 15 (88%) 2 (12%) 8.24 (8/6.06) 

Some High School 
High School or Equiv. 

Some College 
Associate (voc./occ.) 

Associate (aca.) 
Bachalor 
Masters 

Professional 
Doctorate 

IT Background 
No IT Background 

Prefer not to say 

Law Background 
No Law Background 

Prefer not to say 

No Data 
<$15K 

$15K-$25K 
$25K-$35K 
$35K-$50K 
$50K-$75K 

$75K-$100K 
$100K-$150K 

>$150K 

1 
46 
88 
14 
20 

140 
83 
5 

16 

122 
278 
13 

25 
374 
14 

170 
16 
22 
28 
26 
45 
38 
37 
24 

0 (0%) 1 (100%) 0.00 (0/0.00) 
35 (76%) 11 (24%) 4.59 (3/4.61) 
70 (80%) 18 (20%) 5.67 (3/6.63) 

14 (100%) 0 (0%) 8.07 (6/6.51) 
19 (95%) 1 (5%) 6.10 (4/5.99) 

108 (77%) 32 (23%) 6.04 (4/6.56) 
46 (55%) 37 (45%) 4.10 (2/5.68) 
4 (80%) 1 (20%) 11.60 (13/7.71) 
6 (38%) 10 (62%) 1.44 (0/2.26) 

67 (55%) 55 (45%) 3.82 (1/6.30) 
224 (81%) 54 (19%) 5.91 (4/6.06) 
11 (85%) 2 (15%) 8.00 (9/6.41) 

14 (56%) 11 (44%) 5.80 (2/9.63) 
278 (74%) 96 (26%) 5.29 (3/5.93) 
10 (71%) 4 (29%) 6.36 (5/6.25) 

115 (68%) 55 (32%) 4.45 (2/6.21) 
15 (94%) 1 (6%) 7.81 (4/8.59) 
20 (91%) 2 (9%) 6.77 (4/5.79) 
26 (93%) 2 (7%) 5.89 (3/5.37) 
19 (73%) 7 (27%) 4.58 (2/5.35) 
40 (89%) 5 (11%) 8.04 (7/6.50) 
28 (74%) 10 (26%) 6.95 (4/6.61) 
22 (59%) 15 (41%) 4.05 (2/4.63) 
13 (54%) 11 (46%) 3.92 (2/5.34) 

Total 413 302 (73%) 111 (27%) 5.36 (3/6.23) 

Table 1: Participant demographics and breach status (n=413). 

For the 431 owned or shared email accounts, we further 
asked participants how long they had been using the email 
account, how frequently they checked it, and what they pri-
marily used it for. The majority of email accounts were used 
for an extended period (mean: 8.75 years, median: 8). Most 
(81%) were checked daily; the rest were checked less fre-
quently (14% weekly, 4% monthly, and 1% yearly). Partic-
ipants reported multiple uses for their email address (mean: 
2.74, median: 3): 74% were used for personal correspondence, 
followed by signing up for medium-sensitive accounts like 
social media (68%), signing up for sensitive accounts like 
banking (51%), signing up for low-value accounts (49%), and 
professional correspondence (32%). 

Overview of breaches. We observed 189 unique breaches 
across 431 email addresses queried against HIBP. 302 (70%) 
email addresses, or 73% of participants, were exposed in one 
or more breaches. The average number of breaches per email 
address was 5.12 (median: 3, sd: 6.21, max: 46), or 5.36 per 
participant (median: 3, sd: 6.23). The number of breaches per 
email address formed a long-tail distribution: 34% of email 
addresses appeared in 1 to 5 breaches, and only 2% were 



associated with 21 or more breaches. 
For the 189 unique breaches, we examined their date, the 

total amount of breached accounts, and the types of com-
promised data according to HIBP. The majority (69%) of 
breaches occurred in 2015–2019; 15 breaches occurred in 
2020. The average number of breached accounts captured 
by HIBP was 46.52M (median: 4.79M; sd: 125M), indicat-
ing a distribution skewed by several large breaches (max: 
772.90M). 66 different data types were leaked in our sam-
ple’s breaches. The average number of leaked data types per 
breach was 4.86, and the maximum was 20 (median: 4, sd: 
2.58). Aside from participants’ email addresses (which were 
present in all breaches as HIBP uses them as references), 
the other commonly breached data types included passwords 
(162, 86%), usernames (110, 58%), IP addresses (82, 43%), 
names (74, 39%), and dates of birth (47, 25%). The frequency 
distribution of data types in our sample’s breaches falls off 
steeply (see Figure 2), suggesting a broad range of leaked 
data types with a much smaller set of commonly leaked data. 

We used Cisco’s website content taxonomy3 for cross-
referencing breached organizations’ industry, excluding 25 
(13%) non-applicable cases.4 Gaming companies were rep-
resented the most in our sample (40, 21%). Other repre-
sented industries included general business (17, 9%), comput-
ers/Internet (16, 8%), shopping (10, 5%), and online commu-
nities (10, 5%). We used Alexa’s ranking of global websites5 

as of October 14, 2020 as a proxy for a breached organiza-
tion’s popularity.6 Excluding 33 organizations with missing 
data, the average ranking was 650.73K (median: 24.85K, sd: 
1,768K). 19 organizations appeared in the top 1K list, indi-
cating that while the majority of organizations in our sample 
were not mainstream, a few were relatively well-known. 

5 Results 

5.1 RQ1: Likelihood of Breaches 

We conducted a logistic regression on whether an email ad-
dress had been breached in relation to the email account’s 
age, checking frequency, and purpose of use. Results in Ta-
ble 2 show that an email address was signifcantly more 
likely to be breached as the account’s age in years increased 
(ORage =1.35, p<.001), as it was checked daily instead of 
weekly (ORweekly

=2.30, p=.03), and as it was used for per-daily
sonal correspondence (ORno 

yes =2.13, p=.02). Additionally, the 

3https://talosintelligence.com/categories 
4These breaches were spam lists or aggregate credential stuffng lists, or 

the breached organizations were no longer active. 
5https://alexa.com/topsites 
6We used rankings at the time of analysis rather than historic ranking 

(i.e., the ranking when the breach occurred) because (1) Alexa only provides 
ranking data for the last four years; and (2) we anticipate that current ranking 
would better refect participants’ impression of the organization’s popularity 
at the time when they took our study. 
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Figure 2: Frequency of the leaked data types for 189 breaches, 
excluding email address (appears in all breaches). 44 other 
types occurring twice or fewer. 

signifcant intercept indicates that an email address was sig-
nifcantly unlikely to be associated with any breach if the 
email account was just created, checked weekly, and not 
used for any correspondence or account creation purposes 
(ORintercept =0.14, p=.002). Essentially, the less frequently 
used and newer an email address is, the less likely it is to be 
exposed in a data breach. 

We further conducted a quasi-Poisson regression on the 
number of breaches per email address with the same indepen-
dent variables as above. We chose quasi-Poisson regression 
because the dependent variable is count data with a skewed 
distribution [96]. Results in Table 3 show how the number 
of breaches increases with an email account’s age: for every 
one year of increase in age, the expected number of breaches 
increases by a factor of exp(0.08) = 1.08 (p<.001). In other 
words, the number of breaches increases 8% per-year of use, 
compounding yearly (see Figure 3). A possible explanation is 
that the older an email address is, the more it has been used for 
account registrations, which increases its presence in organiza-
tions’ databases. The signifcant intercept in Table 3 confrms 
this fnding: a new and rarely used email address is more im-
mune to breaches. Furthermore, the number of breaches per 
email address differed among age groups: compared to young 
adults (18-34), the number of breaches decreases by a factor 
of exp(−0.29) = 0.75 (p=.045) for middle-aged adults (35-
54) and by a factor of exp(−0.35) = 0.71 (p=.02) for older 
adults (55+). 

RQ1: What factors infuence the likelihood that an email 
address is involved in a data breach? Our results suggest 
that an email account’s age, checking frequency, and purpose 
of use are signifcant factors correlating with the email ad-
dress’s presence in a breach. Both models capture email age’s 
infuences: for each year of increase, the email address is 

https://talosintelligence.com/categories
https://alexa.com/topsites
https://exp(�0.35
https://exp(�0.29
https://exp(0.08
https://ORweekly=2.30


Table 2: Logistic regression for breach status of an email 
address (leaked vs. not leaked). 

Est. OR 95% CI p-value 

(Intercept) −1.95 0.14 [0.04, 0.49] .002 

Freq. Checked 
daily (vs. weekly) 0.83 2.30 [1.07, 4.99] .03 

Prof. Corr. 
yes (vs. no) −0.02 0.98 [0.51, 1.87] .94 

Pers. Corr. 
yes (vs. no) 0.76 2.13 [1.13, 4.03] .02 

Acct. Creat. 
yes (vs. no) 0.31 1.36 [0.60, 3.07] .46 

Email age 
years 0.30 1.35 [1.26, 1.46] < .001 

Age: 35-54 
(vs. 18-34) −0.51 0.60 [0.29, 1.23] .16 

Age: 55+ 
(vs. 18-34) −0.60 0.55 [0.27, 1.10] .09 

Gender: men 
(vs. women) −0.24 0.79 [0.43, 1.45] 0.45 

Edu.: =Bach. 
(vs. <Bach.) 0.25 1.28 [0.65, 2.53] 0.48 

Edu.: >Bach. 
(vs. <Bach.) −0.62 0.54 [0.25, 1.16] .11 

Occu.: IT/law 
yes (vs. no) −0.51 0.60 [0.31, 1.17] .14 

1.35x more likely to be part of a breach or gains 1.08x more 
breaches than the previous year. Conversely, the signifcant 
intercept in both models suggests that a new and rarely used 
email address is less likely to be involved in a breach. While 
these results are somewhat intuitive, they indicate the perva-
siveness of data breaches: most email addresses queried in 
our study had appeared in one or more breaches even though 
they were only used in ordinary ways. 

5.2 RQ2: Perceived Causes and Impacts of Be-
ing Affected by Breaches 

We asked participants to speculate why or why not their email 
address was part of a data breach and name any experienced 
impacts or anticipated future impacts from a specifc breach. 

Perceived reasons for being affected by breaches. We an-
alyzed 302 open-ended responses to Question 10 in which 
participants speculated why their email address was exposed 
in one or more data breaches. The most common explanation, 
cited in 159 (53%) cases, was that it was due to participants’ 
own email-related practices. Specifcally, 70 (23%) mentioned 
using the email address to sign up for many different sites 
(e.g., “it’s on the website of every business I have an online 
relationship with”). Another 31 (10%) mentioned the email’s 

Table 3: Quasi-poisson regression regarding the number of 
breaches per email address. 

Est. Exp (Est.) SE p-value 

(Intercept) 0.67 1.94 0.26 .01 

Freq. Checked 
daily (vs. weekly) 0.36 1.43 0.19 .06 

Prof. Corr. 
yes (vs. no) −0.11 0.89 0.12 .33 

Pers. Corr. 
yes (vs. no) 0.29 1.34 0.15 .06 

Acct. Creat. 
yes (vs. no) −0.18 0.83 0.15 .22 

Email age 
years 0.08 1.08 0.01 < .001 

Age: 35-54 
(vs. 18-34) −0.29 0.75 0.14 .045 

Age: 55+ 
(vs. 18-34) −0.35 0.71 0.14 .02 

Gender: men 
(vs. women) −0.18 0.84 0.12 .13 

Edu.: =Bach. 
(vs. <Bach.) 0.17 1.18 0.12 .18 

Edu.: >Bach. 
(vs. <Bach.) −0.17 0.84 0.16 .29 

Occu.: IT/law 
yes (vs. no) −0.05 0.95 0.14 .70 

age as a relevant factor, saying it had been used for a long time. 
23 (8%) expressed that breaches were inevitable, especially 
for an old or widely-used email address (e.g., “there are a lot 
of companies or organizations that have my email [address] 
and chances are one of them is going to get hacked”). Fur-
thermore, in 31 (10%) cases, participants mentioned using 
the email to sign up for seemingly sketchy websites, some-
times with a clear intention to do so despite knowing that the 
website might be insecure. 

Participants mentioned other insecure behaviors as poten-
tial reasons for being affected by a breach in 31 (10%) cases. 
13 cases referred to password-related behaviors, such as using 
simple passwords, reusing a password across accounts, or not 
changing passwords frequently. Incautious clicking behavior 
was mentioned fve times (e.g., “because I was not careful 
with what emails I clicked”). Other participants indicated their 
exposure to breaches was due to infrequent monitoring of the 
email account, easily guessed answers for security questions, 
or being signed into the email account for too long. While 
these are indeed insecure behaviors, password choices do not 
impact one’s likelihood of being involved in a breach; they 
impact a breach’s consequences by increasing the possibil-
ity of account hijacking due to credential stuffng. Similarly, 
clicking on untrustworthy links may make the email address 
appear in spam lists, which will be reported by HIBP if found 
on the public web. However, this action on its own does not 



Figure 3: Number of breaches vs. age of email address (years); 
curve represents an 8% increase in number of breaches per 
year as estimated by the quasi-Poisson regression. 

increase one’s vulnerability to breaches. 
Only 42 (14%) of participants accurately attributed the 

cause of being affected by a breach to external factors unre-
lated to their behaviors. 26 (9%) blamed it on lax security 
measures by the breached organization (e.g., “these compa-
nies did not try hard enough to keep information private”). 
16 (5%) blamed it on bad actors such as hackers and scam-
mers targeting the breached organization (e.g., “hackers are 
devious devils and learn to adapt faster than organizations 
can protect users”). Another 15 (5%) suspected their email 
address was sold by the breached organization or a third party. 
Nevertheless, nine participants incorrectly placed blame on 
their email provider’s security (e.g., “I feel like Hotmail has 
poor security and cannot block as many spam emails com-
pared to Gmail”). 

Perceived reasons for not being affected by breaches. 
Question 7 asked participants to speculate why their email 
address was not involved in any data breach. Among the 
136 provided responses, 78 (57%) mentioned cautious email 
practices. Specifcally, 31 (23%) reported using their email ad-
dress to sign up for trusted sites only, sometimes with careful 
examination of the website (e.g., “I try as much as possible 
to scrutinize websites before dropping any of my details”). 18 
(13%) mentioned that their email address was relatively new 
or did not get used much, which is indeed a relevant factor, 
as shown by our regression results in Section 5.1. Ten further 
mentioned limiting the email to specifc purposes, such as 
correspondence with friends and family members only. 

Eight participants described using multiple email accounts 
for different purposes, e.g., using one email address for cor-
respondence exclusively and another for account registration 
on “low-value” sites. Such behavior would likely reduce the 
likelihood of breaches involving high-value email addresses. 
However, breaches involving low-value email addresses may 
still have real impacts such as account hijacking. 

21 (15%) participants cited their security practices as rea-
sons for not being affected. Nine participants mentioned their 
password practices, such as using strong/unique passwords 
and changing passwords regularly. Less frequently mentioned 
were two-factor authentication, anti-virus, frewall, and VPN. 
None of these behaviors are likely to prevent data breaches 

despite potentially having other positive security outcomes. 

Experienced and anticipated impacts of data breaches. 
Participants with at least one breach were asked to describe a 
given breach’s experienced or potential impacts (Question 16). 
Of the 792 responses, more than half assessed the breach’s 
impact as none (343, 43%) or very little (85, 11%); another 77 
(10%) were unsure. Only 19 (4%) breaches were perceived 
as having a large impact. In 135 (17%) cases, participants de-
scribed emotional feelings without naming concrete impacts, 
such as “no impact just rage.” 

In 149 (19%) instances, participants described specifc ex-
perienced impacts or anticipated future impacts. The most 
prevalent was an increase in spam emails, text messages, etc. 
Some participants reported scam phone calls, and others an-
ticipated identity theft as a potential impact (e.g., “I suppose 
now that someone has all that information about me they 
could impersonate me, open credit lines in my name, scam 
my family and friends”). Participants who had experienced 
adverse events described emotional stress and resulting behav-
ioral changes, such as avoiding phone calls due to frequent 
scams or frequently checking emails for suspicious activities 
after account compromises. 

Notably, participants with and without experienced impacts 
differed in assessing the impact’s severity. Most participants 
who described anticipated impacts but had not experienced 
them did not foresee real consequences (e.g., “the only things 
that [would] really happen is . . . scammers . . . occasionally 
attempt to access some of my older accounts that hold no 
sensitive information”). This underlines that participants’ per-
ception of impacts after being affected by breaches largely 
depends on individual circumstances. The fnding also aligns 
with prior work [99, 100] showing that people don’t adopt 
secure behaviors until experiencing actual harms. 

RQ2: What do participants perceive as the causes of be-
ing involved in data breaches and related impacts, and to 
what extent do their perceptions align with reality? Our 
results indicate that relatively few participants (42 out of 302, 
14%) correctly attributed the cause of their victimhood to ex-
ternal factors such as the breached organization and hackers. 
Instead, most participants referred to their insecure behaviors 
related to email, passwords, etc., in explaining why their email 
address appeared in a breach. Most participants reported little 
to no experienced or anticipated impacts. When participants 
named concrete consequences, they mostly referred to spam 
and identity theft, though the perceived severity varied sub-
stantially. 

5.3 RQ3: Awareness of Breaches 
Among the 792 breach-specifc responses, 590 (74%) re-
ported unawareness of being affected by the breach before 
our study. Only 143 (18%) reported prior awareness, and 



Table 4: Logistic regression regarding prior breach awareness. 

Est. OR 95% CI p-value 

(Intercept) −4.24 0.01 [0.002,0.09] < .001 

Freq. Checked 
daily (vs. weekly) 0.31 1.37 [0.45, 4.16] .58 

Prof. Corr. 
yes (vs. no) −0.06 0.94 [0.45, 1.98] .88 

Pers. Corr. 
yes (vs. no) 0.22 1.25 [0.50, 3.10] .63 

Acct. Creat. 
yes (vs. no) 0.77 2.15 [0.70, 6.63] .18 

Email age 
years 0.04 1.04 [0.98, 1.11] .17 

Breach age 
years 0.20 1.22 [1.09, 1.35] < .001 

Age: 35-54 
(vs. 18-34) −0.41 0.66 [0.27, 1.61] .36 

Age: 55+ 
(vs. 18-34) −0.94 0.39 [0.15, 1.00] .049 

Gender: men 
(vs. women) 0.74 2.09 [1.00, 4.37] .049 

Edu.: =Bach. 
(vs. <Bach.) −0.79 0.45 [0.20, 1.00] .051 

Edu.: >Bach. 
(vs. <Bach.) −0.18 0.84 [0.31, 2.22] .72 

Occu.: IT/law 
yes (vs. no) 0.50 1.65 [0.72, 3.77] .23 

the other 8% were unsure. Participants who were previously 
aware of the breach mostly learned about it from the breached 
organization (45, 31%) or third-party notifcation services 
(45, 31%). Less common sources included news media (17, 
12%), credit/identity monitoring services (14, 10%), bank or 
credit card companies (3, 2%), experiencing adverse events (3, 
2%), and someone else (3, 2%). In nine instances, participants 
could not remember how they learned about the breach. 

Using a mixed-effect logistic regression to identify factors 
that might impact awareness (excluding “unsure” responses), 
we included the same email-related factors from Table 2 as 
independent variables. Additionally, we included breach age 
(i.e., the time lapse between a breach’s occurrence and the par-
ticipant taking our study), hypothesizing that participants are 
more likely to recall and report awareness of recent breaches. 

Results in Table 4 show a signifcant intercept, indicating 
that participants were more likely to be unaware of a breach 
if they have a newer email address and the breach just oc-
curred (ORintercept =0.01, p<.001). Participants were also sig-
nifcantly more likely to be aware of a breach as the breach’s 
age in years increased (ORbreach_age =1.22, p<.001). Older 
participants were less likely to be aware of breaches than 
young participants (OR18−34 =0.39, p=.049), and men were55+ 
more likely to be aware of a breach than women in our sample 
(ORwomen=2.09, p=.049), though p-values in both cases are men 

close to 0.05. These fndings align with prior work in which 
adopting protective behaviors differed by age [38] and gen-
der [79, 100]. Other demographic variables and email-related 
factors are not signifcantly correlated with prior awareness. 

RQ3: What factors infuence participants’ awareness of 
data breaches that affected them? Participants were un-
aware of 74% of the breaches presented in our study, suggest-
ing that current methods of informing consumers about data 
breaches might be ineffective. Prior awareness primarily came 
from interactions with the breached company or third-party 
notifcation services. Notably, participants were signifcantly 
more likely to be aware of older breaches. A longer time-lapse 
might provide participants with more opportunities to learn 
about the breach, and once aware, participants’ memory of 
the breach does not seem to fade away. 

5.4 RQ4: Emotional Response and Concerns 
towards Breaches 

Participants indicated their concern using a 5-point Likert item 
for each shown breach (Question 15) and for each data type 
leaked in a breach (Question 17). We also asked participants 
to describe their feelings regarding the breach (Question 14, 
open-ended). 

Quantitative ratings of concern level. Among 792 breach-
specifc responses, the median concern level regarding the 
breach was “somewhat concerned.” Less than half reported 
either no concern (151, 19%) or being very/extremely con-
cerned (197, 25% combined). Figure 4 shows concern levels 
for commonly leaked data types. Participants were most con-
cerned about leaks of physical address (52% very/extremely), 
passwords (47% very/extremely), and phone number (42% 
very/extremely). Other leaked data types that participants felt 
less concerned about were employer information (38% not at 
all), social media profle (42% not at all), job title (46% not 
at all), and gender (65% not at all). 

We sought to identify factors that might impact concern 
level through a mixed-effect linear regression on overall con-
cern Likert responses. We included email address-related fac-
tors and prior awareness as independent variables, hypothe-
sizing that participants would be more concerned about fre-
quently used email addresses or if they had not been aware 
of a breach. We also included the number of breached data 
types and the breach status of data types for which more than 
50% of responses were “somewhat concerned” or above in 
Figure 4, namely password, physical address, phone number, 
date of birth, IP address, and name.7 We hypothesized that 
as the amount or sensitivity of leaked data types increases, 
the concern level would increase. Additionally, we included 

7Email address was not included because it was exposed in all breaches 
in our sample, making no positive vs. negative cases. 
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Figure 4: Overall concern (Question 15) about the breach and 
levels of concern for the 13 most commonly leaked informa-
tion types in our sample breaches (Question 17). 

the breaches’ age since participants might be more concerned 
about recent breaches. 

The regression results do not reveal any signifcant 
factors impacting overall concern except the intercept 
(bintercept =2.52, SE=.31, p<.001), indicating that partici-
pants likely default to between “slightly concerned” and 
“somewhat concerned.” The model’s f 2 = 0.03 indicates a 
small effect size. The absence of infuential factors on con-
cern may be due to data types known to trigger more concerns, 
such as fnancial information and social security numbers, be-
ing underrepresented in our sample’s breaches (see Figure 2). 
Even relatively sensitive data types in our sample still had a 
fair number of “not at all/slightly concerned” responses. 

Various emotions in qualitative responses. Figure 5 
shows the wide range of emotions refected in participants’ 
open-ended responses about their feelings after learning of 
a breach affecting them. In 237 (30%) cases, participants 
reported feeling upset (including annoyed, frustrated, mad, 
and angry), mostly toward the breached organization. The 
upset came from not having been properly informed (e.g., “I 
was very disappointed . . . they hid the fact that there was a 
data breach from everyone for three months”), the organi-
zation’s poor security measures (e.g., “don’t run an entirely 
online business if you cant do basic security”), or violation 
of consumers’ trust (e.g., “I joined this site to read a story 
my granddaughter had written and thought it was completely 
safe”). These emotions align with the “risk as feelings” theory, 
which highlights that people experience dread and outrage in 
comprehending risks [80], and that such affective responses 
greatly infuence their subsequent decision-making, some-
times overriding cognitive assessments [48]. 

Mirroring the Likert responses, feeling unconcerned about 
a breach was common (185, 23%). Many participants believed 
that the exposed data was not sensitive (e.g., “I had only used 
the free version of that site, so I had not entered any payment 

Figure 5: Code frequencies for feelings after frst learning 
about a breach (n = 792); red bars indicate negative feelings, 
gray neutral, blue positive, according to Emolex ratings [52]. 

information”). Others were unconcerned because they rarely 
interacted with nor knew the breached organization (e.g., “I 
don’t even know what this site is, so I don’t think that them 
having my info . . . is a huge deal”). Some were unconcerned 
due to confdence in their security habits, including regularly 
changing passwords (25), avoiding password reuse (10), and 
enabling 2FA (4). A few participants were unconcerned due 
to a lack of experienced impacts (e.g., “I’m not especially 
worried because I haven’t detected any suspicious activity”) 
or optimism bias (e.g., “I feel like a drop in the bucket since 
there were 711 million emails affected”). 

104 (13%) responses reported feeling unsurprised whereas 
66 (8%) reported feeling surprised. Unsurprised participants 
explained that they never trusted the breached organization or 
already knew about the breach. Conversely, surprised partici-
pants stated that they had never used the breached organiza-
tion’s service or trusted the organization. 

In another 75 (9%) cases, participants expressed confusion 
due to unfamiliarity with the breached organization or not 
remembering having an account. Other prominent emotions 
included fatigued (43, 5%), violated (40, 5%), indifferent (33, 
4%), scared (29, 4%), unsafe (18, 2%), relieved (18, 2%), or 
curious about why the breach happened (13, 2%). Those who 
expressed fatigue stressed that breaches were inevitable (e.g., 

“It’s the internet and things WILL be leaked somehow, either 
by hackers or by incompetence at the company that is hold-
ing your information anyhow”). This attitude is akin to the 
“digital resignation” phenomenon [20]: many people’s inac-
tion in the face of privacy infringements are not necessarily 
because they do not care, but because they are resigned and 
convinced that surveillance is inescapable. Notably, neutral 
emotions, like curiosity, or positive emotions, like relief, were 
rare. Participants were relieved when sensitive data like f-
nancial information was not involved or that they were now 
aware of the breach and could take proper action. 
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Figure 6: Intention to take actions within the next 30 days. 

RQ4: What are participants’ emotional responses to data 
breaches that affected them? While some leaked data 
types (e.g., password, physical address, and phone number) 
triggered heightened concerns, overall participants reported 
low concern about data breaches: 56% were slight or some-
what concerned, and 19% were not at all concerned. However, 
participants expressed a rich set of (mostly negative) emotions 
beyond concerns, such as feeling upset with the breached or-
ganization and feeling fatigued by the sheer number of data 
breaches nowadays. 

5.5 RQ5: Behavioral Reactions to Breaches 

For the 143 breaches participants were already aware of be-
fore our study, we further asked if they had taken any action in 
response (Questions 18). The most common action taken was 
to change passwords (87, 61%). 15 specifed they changed the 
password for the breached account, and 27 mentioned chang-
ing the password across multiple accounts that might use the 
leaked password. Five further mentioned changing their email 
account’s password; this could be due to a misconception 
that their email account, not the account with the breached 
organization, was compromised. Participants also described 
other password-related practices triggered by the breach, such 
as using unique passwords, using a password manager, and 
making passwords more complicated. 

Participants reported having taken a variety of actions re-
lated to their account with the breached organization. 18 
(13%) deleted or deactivated the account, and one mentioned 
reviewing accounts on other websites and deleting them as 
needed. Five mentioned enabling 2FA for the breached organi-
zations’ account, for other accounts, or for their email account. 
Four reported checking the breached organization’s account 
to see if it stored any sensitive data or if there had been any 
suspicious activity. In 31 (22%) cases, participants reported 
doing nothing in reaction; the percentage was lower than that 
in Ponemon’s 2014 survey (32%) [31], but still substantial. 

Additionally, we asked all participants with at least one 
breach to indicate, for each breach, how likely they were 

Table 5: Logistic regression on taking actions. 

Est. OR 95% CI p-value 

(Intercept) −3.27 0.04 [0.002, 0.61] 

Awareness 
yes (vs. no) 5.97 390.48 [45.72, 3334.79] < 0.001 

Breach age 
years −0.03 0.97 [0.77,1.21] .77 

Num. of types 
numeric .12 1.13 [0.85,1.50] .39 

Password 
yes (vs. no) −0.18 0.84 [0.18,3.79] .82 

Physical Addr. 
yes (vs. no) −0.26 0.77 [0.16,3.71] .75 

Phone Num. 
yes (vs. no) −0.29 0.75 [0.19,3.02] .69 

Date of birth 
yes (vs. no) −0.24 0.79 [0.17,3.62] .76 

IP Addr. 
yes (vs. no) −0.20 0.82 [0.26,2.64] .74 

Name 
yes (vs. no) −0.19 0.83 [0.21,3.22] .79 

Concern 
numeric 0.80 2.22 [1.28,3.86] .005 

to initiate ten provided actions within the next 30 days or 
whether they had taken action already. We only include 500 
breach-specifc responses in the following analysis due to 
a data storage issue, excluding incomplete responses. Fig-
ure 6 shows the results. Of the ten provided actions, chang-
ing the password for the breached organizations’ account or 
other accounts were the most popular, receiving more than 
half of likely/already done responses. “Review credit reports 
and/or fnancial statements” had the highest percentage of 
already done (30%). By contrast, most participants selected 
“not likely” for four actions — “use a credit/identity monitor-
ing service,” “place a credit freeze on my credit reports,” “fle 
a complaint with a consumer protection agency,” and “take 
legal action against the breached organization.” This fnding 
is understandable given that most leaked data types such as 
email addresses and passwords are considered “non-sensitive 
records” according to ITRC’s report [30]. 

We sought to understand factors that would impact the 
likelihood of having taken any of the ten provided actions 
through a mixed-effect logistic regression. For independent 
variables, we discarded variables related to email habits since 
many of the listed actions were unrelated to one’s email ac-
count. We kept all other independent variables from the con-
cern regression model, namely prior awareness, the breach’s 
age, the number of breached data types, and the breach sta-
tus of six data types with relatively high concern levels. We 
further included overall concern Likert responses as an in-
dependent variable. Results in Table 5 show a signifcant 
intercept, indicating that participants were likely to default 



to inaction with no leaked data and no prior awareness or 
concern (ORintercept=0.04, p=.02). Being aware of a breach 
signifcantly increased the likelihood of having taken any 
of the listed actions (ORno 

yes =390.48, p<.001). This is unsur-
prising given that participants who were unaware of being 
affected had little motivation to engage in protective measures. 
Additionally, more concern was signifcantly correlated with 
a higher likelihood of having taken action: for a one-unit in-
crease of concern on the 5-point Likert scale, the odds of hav-
ing taken action increase by 2.22 (ORconcern =2.22, p=.005). 

RQ5: What factors infuence participants’ likelihood to 
take action in response to data breaches that affected them? 
Participants’ intention to act varies among protective mea-
sures: they were more amenable to change passwords and 
check credit reports/fnancial records than other actions. The 
regression results reveal that awareness and concern drive 
the likelihood of taking action, while other factors such as 
the leaked data types do not impact the outcome. Our fnd-
ings suggest that to motivate consumers to react to breaches, 
they must frst be aware that the breach occurred and feel 
concerned enough to invest in mitigation efforts. 

6 Discussion 

We examined individuals’ awareness, perception, and re-
sponses to specifc data breaches that had exposed their email 
addresses and other information. Compared to RAND’s 2016 
survey [1], in which 44% reported already knowing about 
a breach before receiving a notifcation, participants’ prior 
awareness was much lower in our sample. This fnding is 
concerning as our results suggest that unawareness creates a 
substantial barrier for taking mitigating action. Participants 
also reported a lower level of overall concern than in prior 
work [31, 37]: this might result from a methodological dif-
ference, as our participants refected on specifc breaches af-
fecting them rather than on breaches in general [1, 31] or 
on hypothetical scenarios [37]. Another possible reason is 
that the leaked data types in the HIBP database are mostly 
categorized as non-sensitive records [30]. While participants 
named potential consequences of data breaches such as more 
spams and increased risks of identity theft, similar to prior 
work [37, 99], many considered these events would have little 
to no impact on their lives. Most participants also exhibited 
misconceptions about what led to themselves being affected 
by breaches, blaming their own email or password behaviors 
rather than the breached organization. 

Set stricter legal requirements for notifying consumers. 
Our study refects a sad reality that many individuals are un-
aware that they are affected by breaches, at least for breaches 
exposing email addresses. Current breach notifcation require-
ments, mechanisms, and tools fail to reach data breach victims. 

Nonetheless, awareness was a crucial trigger of taking action, 
according to our regression results. 

Stricter regulatory requirements may help establish high 
standards for breach notifcations, which in turn raise aware-
ness. Simply requiring companies to send the notifcation is 
not enough as the notifcation also needs to be effective [8,98]. 
For instance, prior work highlights the role of media reports 
in informing and shaping attitudes of data breaches [1, 15]. 
Our fndings indicate that notifcations from breached organi-
zations or third-party services are more relevant. Given that 
individuals may not stick with one channel to learn about 
breaches, breached organizations could be mandated to notify 
consumers in multiple channels instead of the most conve-
nient one, and obtain confrmation from victims that the noti-
fcation was received. Regarding when to notify, Art. 34 of 
Europe’s General Data Protection Regulation (GDPR) spec-
ifes that consumer-facing notifcations are only needed for 
breaches that “result in a high risk” to data subjects [22]. We 
argue that this should be done for all breaches, given that 
many court cases struggle to assess risks and harms caused 
by data breaches [81]; this requirement would also be more 
in line with consumer preferences [54]. Alternatively, less 
ambiguous criteria should be set for high-risk breaches, e.g., 
in California, consumer-facing notifcations are mandated 
when the breach involves unencrypted personally identifable 
information [82]. 

Use novel approaches in notifying consumers. Prior re-
search on SSL warnings [3, 23, 24] shows that in-browser 
warnings effectively raise threat awareness and encourage 
safer practices. Similarly, data breach notifcations could ex-
plore approaches beyond letters and emails, such as in-situ 
methods whereby visiting affected sites leads to a notifca-
tion [17], as recently pursued by some browsers and password 
managers that warn users if saved passwords appeared in 
credential dumps [44, 62]. 

Notifcations should also consider non-adherence: among 
participants who were already aware of a breach before our 
study, 22% reported doing nothing in response to that breach; 
emotions like fatigue and resignation were also noted. Draw-
ing from warning design literature on mitigating fatigue in 
email-based notifcations [7,42], one could build systems that 
highlight unread breach notifcations in email clients, similar 
to Gmail’s reminders to reply to emails [10]. The contents of 
such emails could also be automatically parsed and reformat-
ted to guide attention to important details. 

Address misconceptions. Participants commonly blamed 
their own email habits or security practices for data breaches, 
and such misconceptions exacerbate a power asymmetry — 
rather than demanding that organizations improve security 
measures or that regulators hold them accountable, partici-
pants blamed themselves. Consumers should be reminded that 
the root cause of breaches is security issues in the breached 
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organization, and there are actions that can hold the breached 
organization accountable, such as fling a complaint with a 
consumer protection agency (e.g., the Federal Trade Commis-
sion for US breaches). 

Participants also differed regarding perceived impacts of 
breaches. Those who had not experienced adverse impacts 
mostly did not take data breaches seriously. Conversely, those 
who had experienced an adverse event reported emotional dis-
tress and resulting behavioral changes. Indeed, not everyone 
would experience the negative consequences of not reacting 
to data breaches, but the cost is real and immediate when the 
consequences manifest. Breach notifcations and education 
materials should stress that good security practices, such as 
using unique passwords and 2FA, can dampen the severity 
of a breach’s impact even though they do not decrease one’s 
likelihood of being affected by a breach. While these pre-
cautionary measures might not provide instant gratifcation, 
they could be worthy investments considering the substantial 
hassles and trauma in recovering from identity theft [43] or 
other repercussions of breaches. 

Develop tools to help consumers react to breaches. 
While consumers may not be able to prevent breaches from 
occurring, actions are available for mitigating the aftermath 
of a breach. Our fndings show that some straightforward ac-
tions, such as changing passwords, had high adoption rates 
or intention to adopt. Yet, the majority of provided actions 
were much less popular (see Figure 6), indicating the need to 
offer more relevant and usable protective measures to affected 
individuals. 

One of our key fndings is that extensive use of an email 
account (e.g., use it for a long time and check it frequently) 
signifcantly increased the email address’s likelihood of being 
involved in a breach. Yet, simply asking users to reduce their 
usage or abandon their email account is not a viable solu-
tion, as it also diminishes the email account’s utility. Instead, 
drawing from some participants’ descriptions of creating ded-
icated email accounts for registration on low-value sites, we 
see the promise of more automated tools to offer unique email 
aliases for account registration. Such features could further 
be integrated into other technologies with broader adoption, 
such as browsers or password managers, to create a more 
streamlined experience (e.g., through auto-flling). Recent re-
spective efforts include “Sign in with Apple”8 and “Firefox 
Relay”9, both of which support the generation of a unique, 
random email address during account registration, which is 
forwarded to a user’s real inbox. However, both products are 
currently limited to their respective ecosystems. The effec-
tiveness, awareness, and adoption of such tools, as well as 
how individuals manage multiple email aliases in general, are 
open questions for future research. 

8https://support.apple.com/en-us/HT210318 
9https://blog.mozilla.org/firefox/firefox-relay/ 

Increasing responsibilities of breached organizations. 
Our participants exhibited a low awareness of data breaches, 
which in turn serves as a precursor to the low intention for 
certain protective measures. This lack of awareness and self-
protection among participants indicates that breached organi-
zations should play a more active role in protecting affected 
individuals. Notifying victims should not absolve breached 
organizations from further responsibility — they should fur-
ther ensure that consumers have viable remediation solutions 
and assist in the recovery process, such as offering support 
in identity restoration. Rather than defaulting to conventional 
credit and identity monitoring services, which are known to 
provide little preventative protection [40], breached organi-
zations could offer victims email alias generators, password 
managers, or other more promising mitigation tools by part-
nering with respective service providers. Regulators should 
also set and frequently revisit requirements for the types of 
services breached organizations must offer as compensation. 

Importantly, breached organizations have fnancial incen-
tives for transparent post-breach communications and active 
mitigation. Prior work shows that data breach notifcations 
provide a venue for impression management and repairing 
damaged trust [33]. Moreover, breached organizations that 
provide affected individuals with free credit monitoring ser-
vices face a lower likelihood of lawsuits [73]. Regulators 
should also create meaningful incentives for organizations to 
act accordingly. For instance, the GDPR’s threat of substan-
tial fnes has resulted in a heightened effort by organizations 
worldwide to overhaul their privacy and security programs. 

7 Conclusion 

Our study provides insights into individuals’ awareness, per-
ception, and responses to data breaches. We applied a novel 
method that presented participants with specifc data breaches 
exposing their email addresses and other information. Our 
fndings reveal some concerning aspects, such as participants’ 
low awareness of breaches that affected them and miscon-
ceptions about the causes and impacts of being involved in 
these breaches. We outline potential avenues for addressing 
these identifed issues — improving consumers’ awareness of 
breaches affecting them, developing novel and useful tools 
to help consumers mitigate the impacts of breaches, and in-
creasing the responsibility and accountability of breached 
organizations. 
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Appendix 

A Survey Material 

A.1 Informed consent 

Study Title: Awareness, Risk Perception, and Reaction Toward Data 
Breaches 
Principal Investigators: REDACTED 
Purpose of this Study: We are conducting a research study to understand 
how users perceive and react to data breaches. 
Description of your involvement: If you agree to be part of the research 
study, we will ask you to complete an online survey where you will be asked 
to review data breach records associated with one of your email addresses 
based on a public database of security breaches (haveibeenpwned.com) and 
answer a few questions about the displayed records. We anticipate the survey 
will take about 15 minutes. 
Requirements: To participate in the study, you must (1) be 18 years old or 
older; and (2) currently live in the United States. 
Benefts: You may not receive a direct beneft from participating, but this 
study will help us develop better systems and technologies that empower 
Internet users to protect themselves against data breaches. 
Risks: The risks and discomfort associated with participation in this study 
are no greater than those ordinarily encountered in daily life or during use of 
the Internet. 
Compensation: You will be compensated $2.50 upon completing the survey. 
Confdentiality: By participating in the study, you understand and agree 
that the REDACTED may be required to disclose your consent form, data 
and other personally identifable information as required by law, regulation, 
subpoena or court order. Otherwise, your confdentiality will be maintained 
in the following manner: 

Your data and consent form will be kept separate. Your research data 
will be stored securely and will only be accessible to the study team. By 
participating, you understand and agree that the data and information gathered 
during this study may be published in an academic journal or conference 
paper. You will not be asked to provide any direct personal identifers in the 
study apart from your email address. We do not track or store your email 
address as part of this study, and we will not be able tie your email address 
to any results or analysis. All records of your email address will reside only 
in temporary storage to facilitate the lookup of data breaches your email 
address was involved in and will be deleted following the completion of this 
task. The researchers will never see your email address. 
Right to Ask Questions & Contact Information: If you have questions 
about this research, you may contact the study team at REDACTED 

The REDACTED Institutional Review Board has determined that this 
study is exempt from IRB oversight. 
Voluntary Consent: By proceeding to the next page, you are agreeing to 
participate in this study. Please be sure that we have answered any questions 
you may have about the study, and you understand what you are being asked 
to do. You may contact the researchers at any time by emailing REDACTED 
if you think of a question later. 

STATEMENT BY PERSON AGREEING TO PARTICIPATE IN THIS 
STUDY I have read this informed consent document and the material con-
tained in it has been explained to me. I understand each part of the document, 
all my questions have been answered, and I freely and voluntarily choose to 
participate in this study. I can choose to withdraw from this research project 
at any time without penalty. 

https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CIV&sectionNum=1798.82
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=CIV&sectionNum=1798.82
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs
https://www.identitytheft.gov/databreach
https://blog.mozilla.org/firefox/what-to-do-after-a-data-breach/
https://blog.mozilla.org/firefox/what-to-do-after-a-data-breach/
https://www.tomsguide.com/us/data-breach-to-dos,news-18007.html
https://www.tomsguide.com/us/data-breach-to-dos,news-18007.html
https://www.wired.co.uk/article/facebook-netflix-password-reset
https://www.wired.co.uk/article/facebook-netflix-password-reset
https://haveibeenpwned.com


A.2 Email address-related questions 
We are going to ask you to enter your most commonly used email address at 
the bottom of this page. We will use your email address to look up whether 
your email address has been disclosed in any data breaches (also called “secu-
rity breaches”), using the public lookup service for data breaches haveibeen-
pwned.com. If your email address was involved in any data breaches, we will 
ask you some questions about those breaches. 

Privacy Notice: We do not track or store your email address as part of this 
study, and we will not be able tie your email address to any results or analysis. 
All records of your email address will reside only in temporary storage to 
facilitate the lookup of data breaches your email address was involved in and 
will be deleted following the completion of this task. The researchers will 
never see your email address. 

To access information about breaches, your email address will be commu-
nicated to haveibeenpwned.com, a public service not operated by us, which 
maintains a database of data breaches involving email addresses. Communica-
tion with haveibeenpwned.com will occur on secure and encrypted channels, 
and haveibeenpwned.com also does not permanently store email addresses 
used in queries. As described in their privacy policy: “Searching for an email 
address only ever retrieves the address from storage then returns it in the 
response, the searched address is never explicitly stored anywhere.” 

If you have any further concerns about providing your email address, you 
may opt-out of the survey at this time. We will remove any record of your 
participation. Note that if you choose to opt out, you will not be compensated. 

1. Please enter your most commonly used email address. After the task, 
you may search for another email address, but for now, we are primarily 
interested in breaches that may have involved your most commonly 
used email address. [free text] 

2. Thank you for providing your email address. Please tell us more about 
this email address. Whose email address is it? ◦ It is my own account / 
I have sole ownership of this account ◦ It is my shared account / I 
share the account with someone else (e.g., a partner or family member) 
◦ It is someone else’s account / someone else has sole ownership of 
this account ◦ I made up an email address just for this study 

3. How often do you check emails in this account? ◦ Every day ◦ A few 
times a week ◦ A few times a month ◦ A few times a year 

4. What do you use this email account for? Choose all that apply. ◦ For 
professional correspondence (e.g., with colleagues, business partners) 
◦ For personal correspondence (e.g., friends and family members) ◦ 
Account creation / signup for sensitive accounts (e.g., banking, taxes, 
etc.) ◦ Account creation / signup of medium sensitive accounts (e.g., 
social media, online shopping) ◦ Account creation / signup for low 
value accounts (I used it when I’m prompted to sign up but don’t really 
care) ◦ Other [free-text] 

5. Approximately for how long have you been using this email account? 
[number entry] ◦ year(s) ◦ month(s) ◦ week(s) ◦ day(s) 

6. How many other email addresses/accounts do you regularly use? (Not 
counting the one you entered) [number entry] 

A.3 Breach-related questions 
(if email not involved in a data breach) Your email address has not been 
part of any of the data breaches recorded by haveibeenpwned.com. That 
is great news for you, but we still would like to ask you some further ques-
tions. 

7. In your opinion, what might be reasons that your email address has 
not been part of any data breach? [free text] 

8. Do you believe another email address that you regularly use is more 
likely to have breaches? [yes/no] 

9. Would you like to take this survey with that email address instead? 
[yes/no] (if yes return participant to questions in Appendix A.2, if no 
continue to demographic questions in Appendix A.4) 

(if email involved in a data breach) Your email address was part of a data 
breach: According to haveibeenpwned.com your email address was part of 
one or more data breaches. 

10. In your opinion, what might be reasons that your email address has 
been part of data breaches? [free text] 

We will now ask you questions about three of these breaches. We will 
show you the full data breach history for your email address at the end of the 
survey. 

(for up to three data breach, the following . . . ) 
Your email address was part of the following breach 

[img and description of breach (see Figure 1)] 

Please make sure you read the description of this breach, since we will now 
ask you a few questions with respect to this breach (the description of the 
breach will be available to you while answering the questions). 

11. In your opinion, what might be reasons that your email address has 
been part of data breaches? [free text] 

12. Prior to this study, were you aware that you are affected by this breach? 
◦ yes ◦ no ◦ unsure 

13. (if yes aware) How did you frst become aware that you are affected 
by this breach? ◦ I was notifed by the breached company. ◦ I was 
notifed by my bank or credit card company. ◦ I was notifed by a third-
party breach notifcation service (e.g., Have I Been Pwned, Firefox 
Monitor, Breach Clarity). ◦ I was notifed by my credit monitoring 
or identity theft monitoring service (e.g., LifeLock, Credit Karma). 
◦ Someone else (e.g., a romantic partner or a family member) told 
me about it. ◦ I found out myself through negative events in real 
life (e.g., suspicious activity on my credit card, locked out of online 
accounts.) ◦ I learned about the breach through news media. ◦ I do 
not remember. ◦ Other [free text] 

14. (if yes aware) Please describe how you felt when you learned that your 
information was part of this breach 
(if no/unsure aware) Please describe how you feel after now learning 
that your information was part of this breach. [free text] 

15. (if yes aware) How concerned were you when you learned that your 
information was part of this breach? 
(if no/unsure aware) How concerned are you after now learning that 
your information was part of this breach? ◦ Not at all concerned ◦ 
Slightly concerned ◦ Somewhat concerned ◦ Very concerned ◦ 
Extremely concerned 

16. (if yes aware) Please describe how you think this breach has or will 
impact your life. If you suspect or have experienced impacts resulting 
from this breach, please describe them. 
(if no/unsure aware) Please describe how you think this breach will 
impact your life. If you suspect or have experienced impacts resulting 
from this breach, please describe them as well. [free text] 

17. How concerned are you about the following data being compromised 
in this breach? [for each data type in the breach as provided by HIBP] 
◦ Not at all concerned ◦ Slightly concerned ◦ Somewhat concerned 
◦ Very concerned ◦ Extremely concerned ◦ I don’t know ◦ Does 
not apply to me (the company does not have my real information) 

18. What did you do, if anything, after learning that your information was 
part of this breach? Please explain why. [free text] 

19. Regarding this specifc breach, please select how likely you are to 
initiate each the of the following actions within the next 30 days, or 
whether you have taken the action already. ◦ Not likely ◦ Somewhat 
likely ◦ Very likely ◦ I did/do this already ◦ This does not apply 
to me / I don’t understand 
(For each of the following actions:) • Change the password of my 
account for the breached company, if it exists • Change the password 
of other accounts that used the same password • Delete or deactivate 
my account for the breached company, if it exists • Enable two-fac-
tor authentication on my account for the breached company, if it is 
available • Use a credit or identity monitoring service (e.g., LifeLock, 
Identity Guard, IdentityForce, Credit Karma, Credit Sesame) • Use 
a breach notifcation service (e.g., Firefox Monitor, Breach Clarity, 
Have I Been Pwned) • Take legal action against the breached company 
• Review my credit reports and/or, bank/credit card statements for 
suspicious activity • File a complaint against the breached company 
with a consumer protection agency (e.g., FTC, CFPB, State Attorney 
General) • Place a credit freeze on my credit reports 
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20. Are there any other actions you would like to initiate within the next 
30 days or other actions you have already taken? [free text] 

A.4 Demographics & attention checks 
21. Which of the following breaches were you asked about in this study? 

[multiple choice of the correct answer and four decoys] 

22. What is your age? ◦ 18-24 ◦ 25-29 ◦ 30-34 ◦ 35-39 ◦ 40-44 ◦ 
45-49 ◦ 50-54 ◦ 54-59 ◦ 60-64 ◦ 65+ ◦ Prefer not to say 

23. What is your gender? ◦ Man ◦ Woman ◦ Non-Binary ◦ Prefer not 
to answer ◦ Other [free text] 

24. What is the highest level of education you have completed? ◦ Less 
than high school ◦ High school or equivalent ◦ Some college, no 
degree ◦ Associate’s degree, occupational ◦ Associate’s degree, 
academic ◦ Bachelor’s Degree ◦ Master’s Degree ◦ Professional 
degree ◦ Doctoral degree ◦ Prefer not to say 

25. What is the shape of a red ball? ◦ Red ◦ Blue ◦ Square ◦ Round 
◦ Prefer not to answer 

26. Which of the following best describes your educational background or 
job feld? ◦ I have an education in, or work in, the feld of computer 
science, computer engineering, or IT. ◦ I do not have an education in, 
or work in, the feld of computer science, computer engineering, or IT. 
◦ Prefer not to answer 

27. Which of the following best describes your educational background 
or job feld? ◦ I have an education in or work-in/practice law or other 
legal services. ◦ I do not have an education in or work-in/practice 
law or other legal services. ◦ Prefer not to answer 

28. What was your total household income before taxes during the past 
12 months? ◦ Under $15,000 ◦ $15,000 to $24,999 ◦ $25,000 to 
$34,999 ◦ $35,000 to $49,999 ◦ $50,000 to $74,999 ◦ $75,000 to 
$99,999 ◦ $100,000 to $149,999 ◦ $150,000 or above ◦ Prefer 
not to say 

A.5 Debrief 
Information on breaches your email address was part of: Thank you for 
completing our study. Please note that the information about data breaches 
we showed to you is real. Your email address, and potentially other personal 
information has been part of these breaches and could be used by criminals 
to steal your identity or access your accounts. 

List of breaches your email address was part of: Below is the full list 
of breaches in which the email address you entered was involved according 
to haveibeenpwned.com. Please note that you can always obtain the same 
results by checking your email address on haveibeenpwned.com, which, in 
addition, also provides records with sensitive breaches upon the verifcation 
of your email account. Please keep in mind that this list only refects breaches 
that are registered in the haveibeenpwned.com database, your information 
may have been exposed in other breaches. 

Resources for breach recovery and further reading Here is a list of 
resources to help you prevent or recover from harm due your information 
being exposed in data breaches, as well as help you better protect yourself 
from data breaches in the future. 
• Resources about recovering from a data breach: 

– Federal Trade Commission: Identity theft recovery steps 

– Federal Trade Commission: Credit Freeze FAQs 

– Firefox Monitor: What to do after a data breach 

– Norton: What to do after 5 types of data breaches 

• Resources about protecting yourself against future breaches: 

B Qualitative Codebook 

In the following we provide our unifed codebook with the primary codes, 
their respective counts, and their frst-level sub-codes. 

– Firefox Monitor: How to create strong passwords 

– Firefox Monitor: Steps to protect your online identity 
• bad actors (17): company sell data, hackers, department stores • be-

haviour (94): continue use as before, insecure, keep using email, secure 
practice, email practice, insecure practice • cannot recall (17): confused, 
unconcerned, surprised, concerned • consequence experienced (97): com-
promised accounts, information disclosure, spam, data on the dark web, scam, 
attempted login, other account with same pwd, email disclosure, identity theft, 
social media account hacked, physical, fnancial disadvantage, unrecognized 
new account, past event, reputation, job offer missed, upset, site breached 
• consequence potentially (92): spam, identity theft, compromised accounts, 
information misuse, fnancial disadvantage, scam, physical, fnancial account 
hacked, information disclosure, stalking, other account with same password, 
unrecognized new account • data not relevant (84): outdated, fake data, 
not sensitive, unique password, not primary email, little data, will be caught 
by spam flter, so much data out there, account not used, unimportant pass-
word, unique username • data relevant (3): sensitive • defense intended to 
be put into place as reaction to breach (180): change password, monitor 
email, use secure passwords, monitor suspicious activity, monitor fnancial 
information, do not use facebook login for shopping sites, increase protec-
tive measures, change email, be more cautious, 2FA enabled, limit online 
disclosure, review accounts, stop using, reduced use email, check suspicious 
emails, signing up to websites less often, new email account, learn more 
about breach, reduced use site, close account, scan computer frequently, 
re-link security accounts, change fnancial information, change employer, 
monitor accounts, use vpn, review fnancial information, unique password, 
change username, use password manager, go after companies, learn about 
safeguarding, solve issues as they appear, security checkup, check fnancial 
information, protective measures, stop using email, protect email, stop using 
service, tor, investigate, strong password, location setting, no reuse pass-
word, be more careful, legal action • defense put into place as reaction to 
breach (226): use password manager, change password, reduced use site, 
change emails, protective measures, 2FA enabled, change password creation 
strategy, unique password, no cc info in unused apps, actions caused by 
other breach, close account, change username, remove email from accounts, 
use secure passwords, review fnancial information, use breach monitors, be 
more cautious, review account information, update browser, check suspicious 
emails, change email, stop using site, nothing, changed info, check account, 
2fa enabled, limit data disclosure, unsubscribed from mailer, change info, 
reviewed prior steps, monitoring, check fnancial, email practices, contacted 
company, changed email, unsubscribed, changed password, delete account, 
learn about breach, antivirus, called credit card company, recover hacked 
account, careful disclosure, no reuse password, strong password • defense 
put into place pro-actively before breach (40): use secure passwords, 2FA 
enabled, be cautious, change password, don’t answer phone calls, review 
fnancial information, unique password, use password manager, monitor ac-
counts, monitor emails, unique email, protective measures, monitor credit 
reports, spam flter, stop using site, change email, account not used, monitor 
fnancial information • do not know hibpwnd (2) • feeling (929): uncon-
cerned, concerned, violated, annoyed, negative, skeptical, uncomfortable, 
fatigued, paranoid, cautious, hopeful, upset, scared, unsurprised, would have 
been contacted, overwhelmed, disappointed, unsure, reassured, don’t care, 
curious, not worried, relief, insecure, no fear, worried, unhappy, not important 
enough, confused, indifferent, surprised, unsafe, ashamed, regret, informed, 
used to breaches, no blame on company, upset • frst breach (1) • immedi-
ately informed (1) • impact (525) impact little, impact none, impact large, 
impact positive, impact unsure, impact negative, unconcerned • needs more 
info (1) • not hacked into a lot (1) • third party (11): bad security, good 
security at company • unclear (2) 
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