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Motivation

* While smart home adoption grows, privacy is a concern:

— Secondary use
— Appropriation

Exploring the dark underbelly of smart
home technology

* Violation of the home’s privacy norms

0000

« Spanning of long-settled boundaries
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Our Goal

Enable developers to derive actionable
steps toward respecting the privacy of
smart home users in a personalized way.
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How?

1. Predict Allow/Deny preferences
2. ldentify preference-changing circumstances

3. Predict dollar value of smart home privacy
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Scenario #1
The manufacturer/developer of your smart home device is accessing or inferring Indoor
location, for example, the precise location such as the room you are in (e.g., bathroom,

living room, etc.).

They are using this information for User tracking and profiling, for example, to create a
virtual profile of your person that most accurately represents you.

S C e n ar I O - B aS e d S u rV e How do you feel about the data collection in the scenario described above if you were given
no additional information about the scenario?

on Amazon Mechanical Turk (N=698)

Very Somewhat uncomfortable Somewhat Very
uncomfortable uncomfortable nor comfortable comfortable
comfortable

If you had the choice, would you allow or deny this data collection?

Allow

Deny
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Survey Data — Act

ionable Steps
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The value of privacy in the smart home
= Pay for extra privacy = Take to give away privacy
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What could make users less comfortable?
Consent not given -

Data sensifive-

Beyond primary use-

Data not handled securely -
User is not aware-
Manufacturer unknown -
User cannot control -

Not used for safiety -

User cannot benefit-
Collected more frequently -
Stored permanently -

Not used for product improvement-
Not used for the common good -
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What could make users more comfortable?

Consent given -

User can control-

Data not sensitive -

User is aware-

Data handled secumnsly -

Primary use onlly -

Used for safety -

Stored shortly-
User can benefit-
Manufacturer well known -
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=
=

Used for the common good -
Used for product improvement-
Collected less firequently -
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Machine Learning Models

Built with PySpark and scikit-learn
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Actionable steps from model predictions

#  Attribute Purpose What if... (situational factor selected) % more comfortable % less comfortable

1 Any Any user can control or not? 84.6% 15.4%
2  Any Any data handled securely or not? 43.9% 56.1%
3  Any Any used only for primary purposes or not? 32.9% 67.1%
4  Any Any user is aware or not? 63.3% 36.7%
5 Any Any used for safety or not? 69.8% 30.2%
6 Any Targeted ads  user can control or not? 95.5% 4.5%
7 Any Targeted ads  user is aware or not? 79.9% 20.1%
8 Indoor location Any used only for primary purposes or not? 36.2% 63.8%
9 Indoor location Any user can control or not? 92.1% 7.9%
10 Indoor location Any user has consented or not? 57.1% 42.9%
11  Indoor location Any manufacturer well known or not? 51.8% 48.2%
12 Age of people at home  Any manufacturer well known or not? 73.6% 26.4%
13 Any Home safety = manufacturer well known or not? 13.8% 86.2%
14 Any Home safety  used only for primary purposes or not? 5.5% 94.5%
15 Energy use Targeted ads  user is aware or not? 68% 32%
16  Energy use Targeted ads  user can benefit or not? 86.8% 13.2%

Table 2. Model predictions for the “average” user in the scenarios data set. Percentages indicate the number of scenarios for which
“more” or “less” comfortable was predicted when the situational factor is present i.e. “checked.” Comfort changes can be identified us-
ing combinations within information flows considering specific attributes, purposes, or devices, as well as for any levels of such factors.
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Value Prediction

* Average user in data set, $49 voice assistant

Willing to Protect | Willing to Accept

After Purchase $28.01 $44.48

Before Purchase $31.24 $38.03
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Discussion

e Secondary uses not OK, circumstances do apply

e Consumers are loss averse, but many expect
privacy by default

* “So what? Adoption will grow regardless”

 Prevent the home from becoming a place
where privacy is no longer included by

default
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Takeaway

A smart home developer can reproduce our
work to identify [in]appropriate data practices
and take actionable steps towards respecting

the privacy of their user base at scale.
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Thank you!

« PETS paper: http:/bit.do/what-if-smart-home
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