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Talking Toys Are Getting Smarter: Should We Be Worried? 
Internet-connected talking dolls like Hello Barbie that can actuallyconverseare bewitdiing kids but unsettling parents. Are they really the 

menace critics have madethem out to be? 
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The Original 
“Smart” Toys 
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One of the Largest Hacks Yet 
Exposes Data on Hundreds of 

Thousands of Kids 
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Banned In Germany: Kids' Doll Is Labeled 
An Espionage Device 
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Internet of Things Teddy Bear 
Leaked 2 Million Parent and Kids 
Message Recordings 
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Research Questions 

 What are the privacy expectations and concerns of 
parents for connected toys? 

 What are children’s mental models of their privacy when 
interacting with the toy? 

 What parental controls do parents wish to exercise? 



 

 
 

 
 

User Study 

Hello Cognitoys 
Barbie Dino 



 
 

     
  
  

  

 

   
 

   
 

 

   

User Study Methods 
 Parent-Child pairs 
 Recruited by sharing announcement with local parent groups, emailing 
listservs, Facebook 

 9 Interviews conducted with 2 researchers 

Child & Parent 
introduced to 
both toys 

Parent sets up Barbie through app, experiences 
web interfaces + interview 

wrap up Child plays with Dino and then Barbie + 
interview 

~15 min ~30 min ~5min 



  
 

 

  
  

 
 

Microphone, speaker, and tri-color 
LED lights embedded in the 

necklace 

Press and hold down belt buckle to 
activate speech recognition. Note: 
Speech recognition is not ‘On’ 

unless pushed. 



Ed to,.s c Conversations 

Recommended JI Play All • 

  
 

   
 
  

 

Hello Barbie website interface: 
 Organized in “Conversations” 
 Contains recordings of all 
interactions 

 Encourages sharing on social 
media (Facebook, Twitter) 



 
   

 
 

Gender 
neutral 

Mouth 
lights up 

Activation 
button 
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Interview Questions 
Parent Child 

What do you expect to be in the toy’s 
manual and privacy policy? What would you talk about with the toy? 

How do you feel about the ability to 
monitor what your child says to the toy? 

Would you share what your child said 
to the toy on social media? 

Do you think the toy can remember 
what you say to it? 

Would you tell the toy a secret? 



Permission to play with Hello Barbie TM 

The Hello Barbie Com panion App and the speech processrn9 serv,ces for H ello Barbie 

ere operated by Toy Talk, Inc. We need your peml.s.sion for your children to p lay wilh 

Kello Barbi e. P lasse read the explanation below for more delails. 

---------------------

' give permission. 

lnform•tion fOI' P;JAnta 

We a.Ir.ad for yoor email adch,sa so we can 11114 permsaion ror yoor child lo use H•llo Barbie. 
Hello Balbi. 01volvas IN! recoteLJ'lQ of nudio. 

We 11H ltl-rvt0nlif9& &o ~r children c;an lalk with Hdo Barbi• . Wa alliO 11&41 lhe&e 
recoldlngs io snare 1he great 9IUfl )'Olli ct.ulren aeia1e wllh you, 10 le9I and Improve CU" !lefVlce9 

anc lecroofovie& 1n area& I<& s,-cti r-ecognibon, ar,d for other ra&eerdl ancl development ard 

data a111•1l~ls ~-We do not u!I<! lhi,,,e tt!COI~ o, thm oooterll lo oonl8c! children or lo 

adverii&e Ix> them. 

For chlld:ec, uridefo 13 lo eritc,y He-llo Barbie, we n91!d yoor perm'!slon ID oo'led. U!M! or dl!ldose 

&Ud\ infcrmalia> To giYu )IOU' pormission, poose dim tho i give pe,mission" butltlt1 alxMI. This 

permJuJon v.111 apply to all Hello Barb!. cols "81 ~ added 10 yaur ToyTalk acaiunt ToyTslk ""111 

not collect, use or disclose 0ny pen;cmal ,nk>lmafon from )'QK child in oonnecbon with 
Hello Balbi. ~ yot. do not give YDIM' perml!Slon. 

 
   
 

 
  

 
 

 

 Findings: Privacy 
 Focuses on “Permission” giving 
 Explains how they use 
recordings 
• To share with parent 
• Test and improve services 
and technologies 

 Reassures: Do not use these to 
contact or advertise to children 



   
  

  
 

  
  

  

 

Privacy: Parents on Recording 
“I would want to be present when they used it. I don’t think it’s 
something I would let my child use with somebody else unless I 
knew a lot more about it because it seems like it’s a little 
interactive, and I don’t know where this recording stuff is 
going. It feels permanent when you’re speaking into her, like is 
she recording me and who can see or get this information?” 

PARENT-2 



   
   

  
   

  

   
   

 

 

Privacy: Parents on Recording 
“My initial response is I don’t have time to go through all 
these. Like I’m not going to click and listen. I have to be sorting 
through all the photos she took of herself on my phone because 
my phone is always full. This is just one more pile of media I 
would have to determine what’s useful, should I save it, should I 
get rid of it, where should I put it? I think my initial inkling is 
don’t even look at it so you don’t have to make any decisions 
about what to do with it.” 

PARENT-8 



  
      

   
     

  

 
   

 

Privacy: Children on Recording 
“Hey, did you know that Barbie doll, when you’re all done, 
everything that you share with her would end up on the 
computer so we could talk about it? Would that make it fun for 
you?” 

“That’s pretty scary.” 
PARENT-9 

CHILD-9 
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Privacy: Parents on Sharing 
“I think past a certain age you need to respect your 
child’s privacy and idea that they might not want 
what they say to be shared amongst your gaggle of 
friends. I think for some people it works, for me 
personally it’s not something that I would use. ” 

“The child is not consenting to the 
questions they ask Barbie to be 
shared on Facebook.” 

PARENT-4 

PARENT-6 
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Children’s Privacy Expectations 
Do you think the toy can remember what you told it? 

Some 
Maybe Yes, but 

deletes it 

N/A 

NoYes 



. . - . - 0000 

•• ••• 0000 
I I I I I I 

 
  

   

Children’s Privacy Expectations 
Would you tell the toy a secret? 

NoYes Maybe 
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Children’s Privacy Expectations 
Do you think your parent could hear what you said to the toy? 

Probably 
Depends Probably 

not 

NoMaybe 



INTRODUCING 

a~~on echo 
Always read and f y, connected 

ast. Just ask. ' 

Manage everyd 
tasks effortless~i 

  Toys vs. Other Connected Devices 
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Recommendations 
Security & Privacy 

 Providing recording 
indicators 

 Reevaluate the need to 
record and store 
 Data deletion practices 
 Local storage 



 
 

Recommendations 
Consider non-toys with child users 



  
  

   
 
 

 
 
   

   
   

Contact 
Emily McReynolds 
University of Washington 
emcr@uw.edu 
@emilynexus 
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