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IN THE UNITED STATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF GEORGIA 
ATLANTA DIVISION 

FILED IN CLERK'S OFFICE 
US.O.C · Atlanta 

) 

) 

AUG 2 9 2012 

JA~E~·?fT~N, Clerk 
By. - ,. . . - _,_ •. . // 

f'l/i,H~~/i,,¥·· FEDERAL TRADE ,
COMMISSION, 

Petitioner, 
V. 

LABMD, INC., and 

MICHAEL J. DAUGHERTY, 

Respondents. 

. 
) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

Misc. No. 

1= 12-cv-3005 

PETITION OF THE FEDERAL TRADE COMMISSION FOR AN ORDER 
TO ENFORCE CIVIL INVESTIGATIVE DEMANDS 

Petitioner, the Federal Trade Commission ("FTC" or "Commission") 

petitions this Court, pursuant to Sections 16 and 20 of the Federal Trade 

Commission Act ("FTC Act"), 15 U.S.C. §§ 56 and 57b-1, 28 U.S.C. §§ 1337 and 

1345, and Fed. R. Civ. P. 81 (a)(5), for an order requiring respondents, Lab MD, 

Inc. ("LabMD") and Michael J. Daugherty, to comply with Civil Investigative 

Demands ("CID"), a type of administrative compulsory process, issued to 

respondents on December 21, 2011. The CIDs direct LabMD and Mr. Daugherty 
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to appear for testimony and to respond to interrogatories, require LabMD to 

produce documents in response to a document request, and instruct both 

respondents to provide a sworn verification as to these responses. The CIDs were 

issued in the course of a non-public investigation concerning possible violations by 

respondents of Section 5 of the FTC Act, 15 U.S.C. § 45(a), with respect to unfair 

or deceptive acts or practices involving consumer privacy and/or data security. 

The Declaration under penalty of perjury of Alain Sheer, which verifies the 

allegations of this Petition, is attached hereto as Petition Exhibit 1. 

In support of its Petition, the Commission alleges as follows: 

I. The Commission is an administrative agency of the United States, 

organized and existing pursuant to the FTC Act, 15 U .S.C. § 41 et seq. The 

Commission is authorized by Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), to 

prohibit, inter alia, "unfair or deceptive acts or practices in or affecting 

commerce." 

2. In order to determine whether violations of Section 5 may have 

occurred, Section 3 of the FTC Act, 15 U.S.C. § 43, empowers the Commission to 

prosecute any inquiry necessary to its duties in any part of the United States. 

Section 6 of the Act, 15 U .S.C. § 46, empowers the Commission to gather and 

compile information concerning, and to investigate from time to time, the business 
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and practices of persons, partnerships or corporations engaged in or whose 

business affects commerce, with certain exceptions not relevant here; and Section 

20 of the FTC Act, 15 U.S.C. § 57b-l, empowers the Commission to issue CIDs to 

require any person, inter alia, to produce documentary material, to file written 

reports or answers, and to give oral testimony relating to any Commission law 

enforcement investigation. 

3. This Court has jurisdiction over respondents and the authority to 

enforce the CIDs pursuant to Section 20( e) of the FTC Act, which provides, in 

pertinent part as follows: 

Whenever any person fails to comply with any civil 
investigative demand duly served upon him under this 
section, or whenever satisfactory copying or reproduction 
of material requested pursuant to the demand cannot be 
accomplished and such person refuses to surrender such 
material, the Commission, through such officers or 
attorneys as it may designate, may file, in the district 
court of the United States for any judicial district in 
which such person resides, is found, or transacts 
business, and serve upon such person, a petition for an 
order of such court for the enforcement of this section. 

15 U.S.C. § 57b-l(e). 

4. Respondent LabMD, Inc., is a Georgia corporation located at 2030 

Powers Ferry Road, Building 500, Suite 520, Atlanta, Georgia, 30339. It performs 

medical testing services for patients in Georgia and other parts of the United States. 
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Pet. Exh. 1 ,r 3. Respondent Michael J. Daugherty is the owner and president of 

Lab MD. Pet. Exh. 1 ,r 1. Respondents engage in commerce throughout the 

country, including in this district, as the term "commerce" is defined in Section 4 

of the FTC Act. 15 U.S.C. § 44. As respondents have engaged in commerce in 

this district, and maintain documents and information responsive to the CIDs 

within this district, the Northern District of Georgia is a jurisdiction within which 

respondents "reside, [are] found, or transact[] business .... " Thus, venue is proper 

under Section 20 of the FTC Act. 15 U.S.C. § 57b-l(e). 

5. On January 3, 2008, the Commission issued a "Resolution Directing 

Use of Compulsory Process in Non public Investigation of Acts and Practices 

Related to Consumer Privacy and/or Data Security." The resolution authorized any 

and all compulsory process available to the Commission to be used in 

investigations 

To determine whether unnamed persons, partnerships, 
corporations, or others are engaged in, or may have 
engaged in, deceptive or unfair acts or practices related to 
consumer privacy and/or data security, in or affecting 
commerce, in violation of Section 5 of the Federal Trade 
Commission Act, 15 U .S.C. 45, as amended. 

File No. P954807 (Jan. 3, 2008). 

6. In 2009, FTC staff learned that some consumers' personally-

identifiable and sensitive health information was available on easily-accessible 
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peer-to-peer ("P2P") file sharing networks, Pet. Exh. 1 ,r 4, a matter that raised 

concern in light of the ease with which users share and transfer files and 

information directly between individual computers on P2P networks. See, e.g., 

FTC Staff Report, "Peer-to-Peer File-Sharing Technology: Consumer Protection 

and Competition Issues," available at 

http://www.ftc.gov/reports/p2p05/050623p2prpt.pdf (June 2005); see also United 

States v. Gabel, No. 10-60168, 2010 WL 3927697, at *2 & n.3 (S.D. Fla. Sep. 16, 

201 0)(describing the operations of P2P networks). 

7. Staff undertook an inquiry to determine whether disclosures of 

consumers' sensitive personal information were attributable to failures to employ 

reasonable data security measures in violation of Section 5(a) of the FTC Act, 15 

U .S.C. § 45(a), or whether they violated any other statutes or regulations enforced 

by the Commission. Pet. Exh. 1 ,r 4. As part of this inquiry, Commission staff 

consulted with several third parties with expertise in P2P networks, including 

Tiversa, Inc. Id. 

8. In the course of this inquiry, the Commission issued a CID in order to 

obtain copies of electronic files that were located on P2P networks and that 

contained sensitive information. Pet Exh. 1 ,r 5. Included among those files was a 

spreadsheet (the "1,718 File") that contained personally-identifiable information 
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and sensitive health information for about 9,000 LabMD patients, including patient 

names, Social Security numbers, birth dates, health insurance provider names and 

policy numbers, and medical treatment codes. Id. 

9. In 2010, after reviewing the files and consulting with other law 

enforcement agencies, FTC staff expanded the investigation by issuing voluntary 

access requests to several of these entities, including Lab MD. Pet. Exh. 1 ,r 6. The 

purpose of these access letters was to determine if these entities had violated laws 

enforced by the Commission by failing to use reasonable and appropriate security 

measures to safeguard sensitive information. Id. 

l 0. Though LabMD responded to the Commission's voluntary access 

requests, there were gaps in the materials and information produced. Pet. Exh. 1 ,r 

7. Accordingly, on December 21, 2011, the Commission issued separate CIDs, 

duly signed by a member of the Commission, to LabMD and Mr. Daugherty, 

pursuant to Resolution P954807 quoted above. Id.; see also Pet. Exhs. 2, 3. 

11. The CIDs sought to complete the investigation by obtaining 

information about, inter alia, LabMD's written and informal data security policies 

and practices and Mr. Daugherty's involvement in these practices. Pet. Exh. l ,r 7; 

Pet. Exhs. 2, 3. To this end, the CIDs directed Mr. Daugherty and one or more 

representatives of LabMD to appear and testify at investigational hearings with 
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FTC staff. Pet. Exhs. 2, 3. The CIDs further required LabMD and Mr. Daugherty 

to respond to a limited set of interrogatories, and also required LabMD to respond 

to a single request for documents related to its data security practices that had not 

already been produced to the Commission in response to the voluntary access 

requests. Id. The CIDs instructed LabMD and Mr. Daugherty to provide the 

interrogatory responses and documents by January 13, 2012, and scheduled the 

investigational hearings for January 23, 2012. Id. Finally, the CIDs required the 

recipients to certify that they had complied with the CID requirements. Id. 

12. Commission Rule 2. 7( d)(l) provides a procedure for the recipient of a 

subpoena to file a petition to quash or limit the subpoena that raises "all assertions 

of privilege or other factual or legal objections to the ... civil investigative 

demand" within twenty days of the date of service. 16 C.F.R. § 2.7(d)(l). 

Commission Rule 2.7(f) further provides that a petitioner may request review of an 

initial ruling on a petition to quash by the full Commission. 16 C.F.R. § 2.7(f). 

13. On January 10, 2012, pursuant to Commission Rule 2.7(d), 16 C.F.R. 

§ 2. 7( d), Lab MD and Mr. Daugherty filed timely petitions to limit or quash the 

CIDs. Pet. Exhs. 4, 5. In their petitions, LabMD and Mr. Daugherty raised a 

number of claims challenging the FTC 's authority to investigate their data security 

practices. See generally Pet. Exh. 4. 
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14. By letter ruling, Commissioner Julie Brill denied the petitions to limit 

or quash on April 20, 2012, finding the arguments factually and legally 

unsupported. Pet. Exh. 6. Commissioner Brill's ruling set a deadline of May 11, 

2012, for all responses other than testimony and ordered that investigational 

hearings be held at such dates and times as Commission staff may direct in writing. 

Id. at 13. The ruling notified Lab MD and Mr. Daugherty of their right to request 

review of the ruling by the full Commission, but noted that such review would not 

stay the ruling's compliance schedule. Id. at 1-2. 

15. On April 25, 2012, pursuant to Commission Rule 2.7(f), 16 C.F.R. § 

2.7(f), LabMD and Mr. Daugherty submitted a request for review by the full 

Commission. Pet. Exh. 7. On June 21, 2012, the Commission affirmed the April 

20, 2012, ruling denying the petitions to limit or quash the CIDs. Pet. Exh. 8. 

16. On June 25, 2012, following the Commission's ruling, FTC staff 

contacted respondents to discuss compliance with the CIDs. Pet. Exh. 1 ,i 11. In 

response, by letter dated June 29, 2012, respondents renewed the objections raised 

in their unsuccessful petitions to quash and refused to make any representations 

regarding any plans to comply with the CIDs. Pet. Exh. 9. To date, LabMD and 

Mr. Daugherty have taken no steps to comply. Pet. Exh. 1 ,i 12. 

17. The CIDs are within the Commission's authority; the information and 
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documents sought are reasonably relevant to the Commission's investigation; and 

the CIDs do not impose an unreasonable burden on either respondent. Further, 

respondents' failure to comply with the CIDs greatly impedes the Commission's 

ongoing investigation, and prevents the Commission from completing its 

investigation in a timely manner. Pet. Exh. I ,-i 13. 

Prayer for Relief 

WHEREFORE, the Commission invokes the aid of this Court and prays: 

a. For the immediate issuance of an order directing respondents to 

appear and show cause why they should not comply in full with the CIDs; 

b. For a prompt determination of this matter and an order requiring 

respondents to fully comply with the CIDs within ten ( I 0) days of such order, or at 

such later date as may be established by the Commission; 

c. For such other relief as this Court deems just and proper. 

9 

Case 1:12-cv-03005-WSD  Document 1  Filed 08/29/12  Page 9 of 10 



• • 
Respectfully submitted, 

WILLARD K. TOM 
General Counsel 

JOHN F. DALY 
Deputy General Counsel for Litigation 

LESLIE RICE MELMAN 
Assistant General Counsel for Litigation 

BURKE W. KAPPLER 
BRADLEY D. GROSSMAN 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Washington, D.C. 20580 
Telephone: (202) 326-2043 (Kappler) 
Telephone: (202) 326-2994 (Grossman) 
Fax: (202) 326-24 77 
Email: bkappler@ftc.gov 
Email: bgrossman@ftc.gov 

/27_ /~/£¼::e_. 
LOCAL COUNSEL: sl-l?yan T. Holte' 

RYANT. HOLTE 
Georgia Bar No. 156327 
CINDY A. LIEBES 
Georgia Bar No. 451976 
Federal Trade Commission 
Suite 1500 
225 Peachtree Street, NE 
Atlanta, GA 30303 

Dated: August 29, 2012 Telephone: (404) 656-1360 (Holte) 
Telephone: (404) 656-1359 (Liebes) 
Fax: (404) 656-1379 
Email: rholte@ftc.gov 
Email: cliebes@ftc.gov 
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 1 

Declaration of Alain Sheer 
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IN THE UNITED ST ATES DISTRICT COURT 

FOR THE NORTHERN DISTRICT OF GEORGIA 
ATLANTA DIVISION 

) 

FEDERAL TRADE ) 
) COMMISSION, 
) 
) 

Petitioner, ) 

V. ) 
) 

LABMD, INC., and ) 

) 
MICHAEL J. DAUGHERTY, ) 

) 
Respondents. ) 

DECLARATION OF ALAIN SHEER 

Pursuant to 28 U.S.C. § 1746, I declare as follows: 

1. I am an attorney employed by the U.S. Federal Trade Commission ("FTC" 

or "Commission") in Washington, D.C. I am the managing attorney of a 

Commission investigation of the data security practices of LabMD, Inc. 

("LabMD") and its owner and president, Michael J. Daugherty (FTC File 

No. 1023099). The purpose of the investigation is to determine whether 

LabMD's data security practices constitute "unfair or deceptive acts or 

practices" in violation of Section 5 of the Federal Trade Commission Act, 15 

u.s.c. § 45. 
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2. I am authorized to execute a declaration verifying the facts that are set forth 

in the Petition of the Federal Trade Commission for an Order To Enforce 

Civil Investigative Demands. I have read the petition and exhibits thereto 

(hereinafter referred to as "Pet. Exh."), and verify that Pet. Exhs. 2 through 9 

are true and correct copies of the original documents. The facts set forth 

herein are based on my personal knowledge or information made known to 

me in the course of my official duties. 

3. LabMD, Inc. is a Georgia corporation located at 2030 Powers Ferry Road, 

Building 500, Suite 520, Atlanta, Georgia, 30339. It performs medical 

testing services for patients in Georgia and other parts of the United States. 

4. In 2009, after learning about some consumers' personally-identifiable 

information and sensitive health information available on peer-to-peer 

("P2P") file sharing networks, Commission staff began an inquiry to 

determine whether such disclosures were attributable to "unfair or deceptive 

acts or practices" in violation of Section 5 or violations of other statutes or 

regulations enforced by the Commission. As part of this inquiry, staff 

consulted with several third parties, including Tiversa, Inc., a data security 

and investigation firm that specialized in searching P2P networks. 
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5. In the course of this inquiry, using administrative compulsory process, 

Commission staff in the fall of 2009 obtained copies of computer files that 

had been found on P2P networks and contained sensitive information. The 

files, which apparently were related to a number of different entities, 

included the spreadsheet that LabMD and Mr. Daugherty now call the 

"1,718 File." This spreadsheet contains personally-identifiable information 

and sensitive health information for about 9,000 patients, including patient 

names, Social Security Numbers, birth dates, health insurance provider 

names and policy numbers, and standardized medical treatment codes. 

6. In 2010, after reviewing the files and other information and consulting with 

other law enforcement agencies, Commission staff formally expanded the 

investigation by issuing voluntary access requests (known as "access 

letters") to nine of these entities, including LabNID. The purpose of these 

access letters was to obtain information to use to determine if these entities 

had violated laws enforced by the Commission (such as the Federal Trade 

Commission Act and the Gramm-Leach-Bliley Act) by failing to use 

reasonable and appropriate security measures to safeguard sensitive 

information. All these entities received substantially similar access letters. 

3 

Case 1:12-cv-03005-WSD  Document 1-1  Filed 08/29/12  Page 4 of 6 



• • 
LabMD provided some information and documents in response to the access 

letter and follow-up requests. 

7. In order to fill gaps in the materials and information Lab MD had produced 

( such as in its written and informal data security practices and Mr. 

Daugherty's involvement in them), staff asked the Commission to issue 

CIDs to LabMD and to Mr. Daugherty pursuant to resolution P954807. 

Resolution P954807 authorizes the use of compulsory process, including 

CIDs, 

To determine whether unnamed persons, partnerships, 
corporations, or others are engaged in, or may have 
engaged in, deceptive or unfair practices related to 
consumer privacy and/or data security, in or affecting 
commerce, in violation of Section 5 of the Federal Trade 
Commission Act, 15 U.S.C. § 45, as amended. 

8. The CIDs were issued on December 21, 2011. Pet. Exhs. 2 , 3. The CID to 

Mr. Daugherty required testimony on three topics and responses to two 

interrogatories; the CID to LabMD required testimony on three topics and 

responses to three interrogatories and also included a document request. 

LabMD and Mr. Daugherty did not comply and instead filed timely petitions 

to limit or quash the CIDs. Pet. Exhs. 4, 5. 

9. On April 20, 2012, Commissioner Julie Brill, acting as the Commission's 

delegate, denied the petitions to limit or quash in their entirety. Pet. Exh. 6. 
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In response, LabMD and Mr. Daugherty requested review of Commissioner 

Brill's ruling by the full Commission. Pet. Exh. 7. 

10. On June 21, 2012, the Commission affirmed Commissioner Brill's ruling 

and denied the petitions. Pet. Exh. 8. 

11. On June 25, 2012, Commission staff called Stephen F. Fusco, counsel for 

LabMD and Mr. Daugherty, to discuss compliance with the CIDs in light of 

the Commission's June 21, 2012, order, and followed up with a letter as to 

compliance. By letter dated June 29, 2012, Mr. Fusco stated that he would 

not take any position about LabMD's and Mr. Daugherty's compliance with 

the CIDs. Pet. Exh. 9. 

12. To date, Commission staff has not received any documents or information 

from LabMD or Mr. Daugherty in response to the CIDs or the Commission 

ruling denying the petitions to limit or quash. 

13. LabMD's and Mr. Daugherty's failure to comply with the CIDs has 

burdened, delayed, and impeded the Commission's investigation. 

I declare under penalty of perjury that the foregoing is true and correct. 

Executed on ~I Z.:::}- , 2012. 

/~ 
Alain Sheer 
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 2 

Civil Investigative Demand to LabMD, Inc. (Dec. 21, 2011) 

(Public Version) 
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1. • 

United States of America 
Federal Trade Commission 

CIVIL INVEST/GA T/VE DEMAND 
TO 

LabMD-lnc. 
2030 Powers Ferry Road, Bid. 500, Suite 520 Atlanta, Ga 30339 
Attn: Stephen F. Fusco, General Counsel 

This demand Is: issued PLirSUant to Section 20 of the Federal Trade Commission Act, 15 U.S.C. § 57b-1. In the course 
of an lnvestigalic:m to determine whether there Is, has been, or may be a violation of any laws administered by the 
Federa'I Trade C001mission by conduct, activities or proposed action as described in Item 3. 

2. ACTION REQUIRED 

Ix You are required (O appear and testify. 

LOCA TlON OF HEARING YOUR. APPEARANCE Will BE BEFORE 

FTC - .Soulheasl Region 
Z25 Peachtree Street NE Alain Sheer or other duly de.signaled person 
Suite 1500 

Atlanta. Ga 30303 
DATE AND TIME OF HEARING OR DEPOSITION 

fx You are required to produce all documents described in the attached schedule that are In your possession, custody, or 
control, and to make them available at your address Indicated above forinspection and copying or reproduction at the 
date and time specified below. 

fx You are required to·answer the Interrogatories or provide the written report described on the-attached schedule. Answer 
.each interrogatory or report separately and fully in writing. Submit your answers or report to the Records Custodian 
named In Item 4 on or before the date specified below. 
DATE AND TIME THE DOCUMENTS r,Al)ST BE AVAILABLE 

JAN 1 3 :i.D1L 

3. sUaJECT OF INVESTIGATION 

See attached resolution. 

4. RECORDS cus:roDIAN/DEPUTY RECORDS CUSTODIAN 5. CO~MISSJON COUNSEL 
Rulh Vodalkon/Kevln Havens Alain Sheer 
Federal Trade. Commlsslo~. Oivislon of Privacy and Identity Proleclion Federal Trade Commission. Division of Prl11acy<and ldentlly Prolecllon 
601 New Jcr.;ey Ave .. NW 601 New Jersey Ave .. NW 
Meil Slop NJ-~100 Mail SI01> NJ-81 O_O 
Washinglon, OC 20001 Washlnglon, DC 20001 

DATE ISSUED COMMISSIONER'S SIGNATURE 

~i-. 
YOUR RIGHTS TO REGULATORY ENFORCEMENT FAIRNESS 

Tlie delivery of lhis demand io you by any melhod presclibed by lhe Convnission's ThB FTC ha• a longstanding commiln,onl lo a loir regulatory enf<>rcernenl enviro,,ment. 
_Rule• of P,adice is legal service and '113Y subject you lo a penalty imposed by law fer If you MO a small business (under Small ·Bus;ness Adm,nislralio,, standards); you have 
la,lure lo·comply. The production of documents-or lhe subrniss,on of answors. and report a righl lo conlHt:1 lhe Small Businoss Adminislrulion's Nalional Ombudsmnn al 1-888-
in response to this demandmu1t be made under a.sworn co·riificate, in 1he rorm prinled REGl'AIR (1-888-734-3247) or www.sba.gov/ombudsrnan regarding I/IA fairness of lhe 
on lhe second pa9_e or u,,; dem:md. by Iha oorson 10 whom lhi1 demand is dirociod or. if r.ornplittncn and en1orcenienl ::tctivilies of.the .tgency. ·vou should undersra.nd, howover. 
eol a nalurol persoo. by A perf_on or por•ons havir,g knowledge of lhe facls and lh6I Iha Na110i,af Ombudsman r.~nnol char,g1,, slop, or d_efay.a lederal agency 
crrcumsfnnces cf such production or responsible for answering ear.h inlerrognto,y or eritorce,nent·aclion. 
mporl Queslion. This demand dons not 1e~uin1 approval_ by 0MB 1mrJer lho Paperwork 
R~<.fur.lion Act of 1980 The FTC slriclly forbids· rnt11lia1ory acts byi ils omptoyees. and :,ou will nor be penallzcd 

for expres~ing a concern llbOul tho·se .lctivilies. 

PETITION TO LIMIT OR QUASH TRAVEL EXPENSES 
The CornmiS!iiOn's Rules o( Practice reqUire·lhal any· potillon ·10 limit or Quash rhi!I U~fJ the f!nr.losed trovnl vouchbr to daim comµensalior1 to wt,ict, you are-ohlitl"d as ,1 

dt:tmand be filod wilhin 20 c1?yS oner ,mrvice, or. it the ·f'!IUm c1afe i~ IP.~s U1;in 20 duys wilmtR!i to, the Commi,sion. The r,ompleted lr11vol voucher and lhiv dP.mand should. be 
af!er s~rvico, prior lo the relurn datB The originaJ and lwelvo copies of lho p"°tilion musl preser?led lo Com~ssion Counsol for payment. Jf you a,e 1>:errnanC!rilly or lemporanly 
ha lilr.d 1,11;fh lhF! Secreltuy of 1he federnl Tr.ado Commissron. arid ono r.npy ~liuuld be lrvinq somowfir.ro othor than lhB atld'rnss on this domand nnd it wnufd r11quire excessive 
sBnl 10 tne Commlss,on Counsel n~med in Hem 5. rravftl kar you to -:1nr~m. you musl gr.t pr!or approv·,if trnm Comm!~sion Counoe"I. 

A r:opy of lhe Commission's Rules of Procflt:o ;, available online ~• tlltu:l!t.i!.l'll 
f.IC.R•.1J!!.i1l!P..rnc:11c..:. Paper copint a,., ava1l;.191e upon rP.Qucsl. 

FTC Form 144 (rev 2/08) 
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Form of Certificate of Compliance* 

I/We do certify that all of the documents and Information required by the attached Clvll lnvesttgatlve Demand 
which are In the possessfon, custody, control, or knowledge of the person to whom the demand Is directed 
have been submitted to a custodian named herein. 

If a document responsive to this Clvll Investigative Demand has not been submitted, the obJecticns to Its 
submission and the reasons for the objection have been stated. 

If an Interrogatory or a portion of the request has nol been fuly answered or a portion of the report has not 
been completed, the objections to such Interrogatory or uncompleted portion and the reasons for the 
objections have been stated. 

Signature 

Title 

Sworn to before me this day 

"In the event lhal more lhan one person Is responsible ro, complying with this demand, the certificate shall Identify the 
documents for which each ce,tifylng indlYidual was responsible. In place of a swom statement, the above certificate of 
compliance nay be auppo,ted by an unswom declaration • provided ro, by 28 U.S.C. § 1748. 

FTC FOffl'I 144-Back (rev. 2/08) 
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UNITED STA TIS 01' AMERICA 

BEFORE THlt FEDERAL TRADE COMMISSION 

COMMISSIONERS: Deborah Platt Majoru, Chairman 
Pamela Jones Harbour 
Jon Leibowitz 
William B. Kovacic 
J. nomu Rosch 

R.ESOLtmON DIRECTING USE 01' COMPULSORY PROCESS IN NONPVBUC 
INVESTIGATION 01' ACl'S AND PRACTICES RELATED TO CONSUMER PRIVACY 

AND/OR DATA SECURITY 

Pile No. P954807 

Nacme and Scope of Investigation: 

To deramine whether unnamed penons. p11111entupe. cozporation,. or others am 
engaged in. or may have engaged in, deceptive or unfair actl or pl'JICticea reJafed to consumer 
privacy and/or data security, in or affecting commerce. in violation of Section .S of the Pcdenl 
Trade Commission Act. 15 U.S.C. f 4.S, u amended. Such investigation shall. in addition, 
determine whether Commission action to obtain rechss of injury to consumers or others would 
be in the public inten:st. 

The Federal Trade Commission hen:by resolves and direct, that any and all compulsory 
processes available to it be used in connection with this investigation not to exceed five (.S) years 
from the date of issuance of this resolution. The expiradon of this five-year period shall not 
limit or tenninare the investigation or the legal effect of any compulsory process issued during 
the five-year period. The PedaaJ Trade Commission specifically authorizes the filing or 
continuation of actions to enforce any such compulsory process aft« the expiration of the five
)'ell' period. 

Authority to Conduct Investigation: 

Sections 6. 9, 10, and 20 of the Federal Trade Commission Act, 15 U.S.C. §I 46, 49, 50. 
and 57b-l, as amended; FI'C Procedures and RuJes of Practice. 16 C.P.R. LI et seq. and 
supplements thereto. 

By direction of the Commission. 

~i~ 
Donald S. Clark 
Secretary 

rssued: January 3, 2008 
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CIVIL INVESTIGATIVE DEMAND SCHEDULE 

FOR ORAL TESTIMONY, INTERROGATORY RESPONSE, 
AND DOCUMENTS TO LABMD, INC. 

To: LabMD, Inc. 
2030 Powers Ferry Road 
Building 500, Suite 520 
Atlanta, Ga. 30339 

Attn: Stephen F. Fusco, General Counsel 

I. DEFINITIONS 

As used in this Civil Investigative Demand, the following definitions shall apply: 

A. "And," as well as "or," shall be construed both conjunctively and disjunctively, as 
necessary, in order to bring within the scope of any specification in this Schedule all infonnation 
that otherwise might be construed to be outside the scope of the specification. 

B. "Any'' shall be construed to include "all," and "all" shall be construed to include the 
word "any." 

C. "CID" shall mean the Civil Investigative Demand, including the attached Resolution and 
this Schedule, and including the Definitions, Instructions, and Specifications. 

D. "Company" shall mean LabMD, Inc., its wholly or partially owned subsidiaries, 
unincorporated divisions, joint ventures, operations under assumed names, and affiJiates, and all 
directors, officers, employees, agents, consultants, and other persons working for or on behalf of 
the foregoing. 

E. "Document" shall mean the complete original and any non-identical copy (whether 
different from the original because of notations on the copy or otherwise), regardless of origin or 
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every 
type and description, however and by whomever prepared, produced, disseminated or made, 
including but not limited to any advertisement, book, pamphlet, periodical, contract, 
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note, 
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline, 
script, abstract, history, calendar, diary, agenda, minute, code book or label. "Document" shaJl 
also include Electronically Stored Information. 

F. "Each" shall be construed to include "every," and "every" shall be construed to include 
"each." 

G. "Electronically Stored Information" or "ESI" shall mean the complete original and 
any non-identical copy (whether different from the original because of notations, different 
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metadata, or otherwise), regardless of origin or location, of any information created, 
manipulated, commwticated, stored, or utilized in digital form, requiring the use of computer 
hardware or software. This includes, but is not limited to, electronic mail, instant messaging, 
videoconferencing, and other electronic correspondence (whether active, archived, or in a 
deleted items folder), word processing files, spreadsheets, databases, and video and sound 
recordings, whether stored on: cards; magnetic or electronic tapes; disks; computer hard drives, 
ne,:Work shares or servers, or other drives; cloud-based platforms; cell phones, PDAs, computer 
tablets, or other mobile devices; or other storage media. "ESP' also includes such technical 
assistance or instructions as will enable conversion of such ESI into a reasonably usable form. 

H. "FTC" or "Commission" shall mean the Federal Trade Commission. 

I. "Identify" shall be construed to require identification of ( a) natural persons by name, 
title, present business affiliation, present business address and telephone number, or if a present 
business affiliation or present business address is not known, the last known business and home 
addresses; and (b) businesses or other organizations by name, address, identities of natural 
persons who are officers, directors or managers of the business or organization, and contact 
persons, where applicable; and (c) documents by bates number or by title or description, date, 
and author. 

J. "Referring to" or "relating to" shall mean discussing, describing, reflecting, containing, 
analyzing, studying, reporting, commenting, evidencing, constituting, setting forth, considering, 
recommending, concerning, or pertaining to, in whole or in part. 

K. "You" and "Your'' shall mean the Company. 

L. The singular shall be construed to include the plural, and the plural shaU be construed to 
include the singular. 

II. INSTRUCTIONS 

A. Sharing of Information: The Commission often makes its files available to other civil 
and criminal federal, state, local, or foreign law enforcement agencies. The Commission may 
make information supplied by you available to such agencies where appropriate pursuant to the 
Federal Trade Commission Act and 16 C.F .R. § 4 .11 ( c) and G). Information you provide may 
be used in any federal, state, or foreign civil or criminal proceeding by the Commission or other 
agencies. 

B. Meet and Confer: You must contact Alain Sheer, at 202.326.3321, or Ruth Yodaiken, 
at 202.326.2127, as soon as possible to schedule a meeting (telephonic or in person) to be held 
within ten (10) days after receipt of this CID in order to confer regarding your response, 
including but not limited to a discussion of the submission of Electronically Stored Information 
and other electronic productions as described in these Instructions. 

2 
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C. Applicable time period: Unless otherwise directed in the specifications, the applicable 
time period for the request shall be from January 1. 2007 lDltil the date of full and complete 
compliance with this CID. 

D. Claims of Privilege: If any material called for by this CID is withheld based on a claim 
of privilege or any similar claim. the claim must be asserted no later than the return date of this 
CID. In addition. pursuant to 16 C.F.R. § 2.8A(a). submit. together with the claim. a schedule of 
the items withheld. stating individually as to each item: 

1. the type. specific subject matter. date. and number of pages of the item; 

2. the names. addresses. positions. and organizations of all authors and recipients of 
the item; and 

3. the specific grounds for claiming that the item is privileged. 

If only some portion of any responsive material is privileged. all non-privileged portions of the 
material must be submitted. A petition to limit or quash this CID shall not be filed solely for the 
purpose of asserting a claim of privilege. 16 C.F .R. § 2. 8A(b ). 

E. Document Retention: You shall retain all documentary materials used in the 
preparation of responses to the specifications of this CID. The Commission may require the 
submission of additional documents at a later time during this investigation. Acoon;lingly, you 
should sum,end an,v routine procedures for document destruction and take other measures to 
m:eyent the destruction of document$ that are in any way relevant to this investigation during its 
pendency, irrespective of whether you believe such documents are protected from discovery by 
privilege or otherwise. See 15U.S.C. § 50;seealso 18U.S.C. §§ 1505. 1519. 

F. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with 
the Secretary of the Commission no later than twenty (20) days after service of the CID. or. if 
the return date is less than twenty (20) days after service. prior to the return date. Such petition 
shall set forth all assertions of privilege or other factual and legal objections to the CID. 
including all appropriate arguments. affidavits, and other supporting documentation. 16 C.F .R. § 
2.7(d). 

G. Modification of Specifications: If you believe that the scope of the required search or 
response for any specification can be narrowed consistent with the Commission's need for 
documents or information, you are encouraged to discuss such possible modifications, including 
any modifications of definitions and instructions, with Alain Sheer. at 202.326.3321, or Ruth 
Yodaiken. at 202.326.2127. All such modifications must be agreed to in writing by an Associate 
Director. Regional Director, or Assistant Regional Director. 16 C.F.R. § 2.7(c). 

H. Procedures: This CID is issued pursuant to Section 20 of the Federal Trade 
Commission Act. 15 U.S. C. § 57b- l. The taking of oral testimony pursuant to this CID will be 
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conducted in conformity with that section and with Part 2A of the Commission's Rules, 16 
C.F.R. §§ 2.8-2.9. 

L Certification: A responsible officer or a duly authorized manager of the company shall 
certify that the response to this CID is complete. This certification shall be made in the form set 
out on the back of the CID form, or by a declaration under penalty of perjwy as provided by 28 
u.s.c. § 1746. 

J. Scope of Search: This CID covers documents and information in your possession or 
under your actual or constructive custody or control including, but not limited to, documents and 
information in 1he possession, custody, or control of your attorneys, accountants, directors, 
officers, employees, and other agents and consultants, whether or not such documents and 
information were received from or disseminated to any person or entity. 

K. Document Production: You shall produce the documentary material by making all 
responsive documents available for inspection and copying at your principal place of business. 
Alternatively, you may elect to send all responsive documents to Ruth Y odaiken, Federal Trade 
Commission, Division of Privacy and Identity Protection, 601 New Jersey Ave., NW, Mail Stop 
NJ-8100, Washington, DC 20001. Because postal delivery to the Commission is subject to delay 
due to heightened security precautions, please use a courier service such as Federal Express or 
UPS. Notice of your intended method of production shall be given by mail or telephone to Alain 
Sheer, at 202.326.3321, at least five days prior to the return date. 

L. Document Identification: Documents that may be responsive to more than one 
specification of this CID need not be submitted more than once; however, your response should 
indicate, for each document submitted, each specification to which the document is responsive. 
If any documents responsive to this CID have been previously supplied to the Commission, you 
may comply with this CID by identifying the document(s) previously provided and the date of 
submission. Documents should be produced in the order in which they appear in your files or as 
electronically stored and without being manipu)ated or otherwise rearranged; if documents are 
removed from their original folders, binders, covers, containers, or electronic source in order to 
be produced, then the documents shall be identified in a manner so as to clearly specify the 
folder, binder, cover, container, or electronic media or file paths from which such documents 
came. In addition, number by page ( or file, for those documents produced in native electronic 
format) all documents in your submission, preferably with a unique Bates identifier, and indicate 
the total number of documents in your submission. 

M. Information Identification: Each interrogatory specification and sub-specification of 
this CID shall be answered separately and fully in writing under oath. All information submitted 
shall be clearly and precisely identified as to the specification(s) or sub-specification(s) to which 
it is responsive. 

N. Production of Copies: Unless otherwise stated, legible photocopies (or electronically 
rendered images or digital copies of native electronic files) may be submitted in lieu of original 
documents, provided that the originals are retained in their state at the time of receipt of this 
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CID. Further, copies of originals may be submitted in lieu of originals only if they are true, 
correct. and complete copies of the original documents; provided, however, that submission of a 
copy shall constitute a waiver of any claim as to the authenticity of the copy should it be 
necessary to introduce such copy into evidence in any Commission proceeding or court of law; 
and provided further that you shall retain the original documents and produce them to 
Commission staff upon request Copies of marketing materials and advertisements shall be 
produced in color, and copies of other materials shall be produced in color if necessary to 
interpret them or render them intelligible. 

O. Electronic Submission of Documents: The following guidelines refer to the production 
of any Electronically Stored Information ("ESI") or digitally imaged hard copy documents. 
Before submitting any electronic production, you must confmn with the Commission counsel 
named above that the proposed formats and media types will be acceptable to the Commission. 
The FTC requests Concordance load-ready electronic productions, including DAT and OPT load 
files. 

(1) Electronically Stored Information: Documents created. utilized, or maintained 
in electronic format in the ordinary course of business should be delivered to the FTC as follows: 

(a) Spreadsheet and presentation programs, including but not limited to 
Microsoft Access, SQL, and other databases, as well as Microsoft Excel and PowerPoint files, 
must be produced in native format with extracted text and metadata. Data compilations in Excel 
spreadsheets, or in delimited text formats, must contain all underlying data un-redacted with all 
underlying formulas and algorithms intact. All database productions (including structured data 
document systems) must include a database schema that defines the tables, fields, relationships, 
views, indexes, packages, procedures, functions, queues, triggers, types, sequences, materialized 
views, synonyms, database links, directories, Java, XML schemas, and other elements, including 
the use of any report writers and custom user data interfaces; 

(b) All ESI other than those documents described in (I Xa) above must be 
provided in native electronic format with extracted text or Optical Character Recognition (OCR) 
and all related metadata, and with corresponding image renderings as converted to Group IV, 
300 Dl>I, single-page Tagged Image File Format (TIFF) or as color JPEG images (where color is 
necessary to interpret the contents); 

( c) Each electronic file should be assigned a unique document identifier 
("DoclD") or Bates reference. 

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course 
of business should be submitted in an electronic format when at all possible. These documents 
should be true, correct. and complete copies of the original documents as converted to TIFF (or 
color JPEG) images with corresponding document-level OCR text Such a production is subject 
to the following requirements: 

(a) Each page shall be endorsed with a document identification number 
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(which can be a Bates number or a document control number); and 

(b) Logical document determination should be clearly rendered in the 
accompanying load file and should correspond to that of the original document; and 

(c) Documents shall be produced in color where necessary to interpret them 
or render them intelligible. 

(3) For each document electronically submitted to the FTC. you should include the 
following metadata fields in a standard ASCII delimited Concordance DAT file: 

(a) For electronic mail: begin Bates or unique document identification 
number ("DocIIY'), end Bates or DocID, mail folder path (location of email in personal folders, 
subfolders, deleted or sent items), custodian, from, to, cc, bee, subject, date and time sent, date 
and time received, and complete attachment identification, including the Bates or DocID of the 
attachments (AttachlDs) delimited by a semicolon, MD5 or SHA Hash value, and link to native 
file; 

(b) For email attachments: begin Bates or DocID, end Bates or DocID. 
parent email ID (Bates or DoclD), page count, custodian. source location/file path, file name, file 
extension, file size, author, date and time created, date and time modified, date and time printed. 
MD5 or SHA Hash value, and link to native file; 

(c) For loose electronic documents (as retrieved directly from network 
fHe stores, hard drives, etc.): begin Bates or DocID. end Bates or DocID. page count, 
custodian. source media, file path, filename, file extension, file size, author, date and time 
created. date and time modified, date and time printed. MD5 or SHA Hash value, and link to 
native file; 

( d) For imaged hard copy documents: begin Bates or Doc ID, end Bates or 
DocID, page count, source, and custodian; and where applicable, file folder name, binder name, 
attachment range, or other such references, as necessary to understand the context of the 
document as maintained in the ordinary course of business. 

( 4) If you intend to utilize any de-duplication or email threading software or services 
when collecting or reviewing information that is stored in your computer systems or electronic 
storage media, or if your computer systems contain or utilize such software, you must contact the 
Commission counsel named above to determine whether and in what manner you may use such 
software or services when producing materials in response to this specification. 

(5) Submit electronic productions as follows: 

(a) With passwords or other document-level encryption removed or otherwise 
provided to the FTC; 
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{b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media; 

{ c) All eiectronig media shall be scanned for and free of viruses; 

{d) Data encryption tools may be employed to protect privileged or other 
personal or private information. The FTC accepts TrueCrypt, POP. and SecureZip encrypted 
media. The passwords should be provided in advance of delivery, lUlder separate cover. 
Ahemate means of encryption should be discussed and approved by the FTC. 

{ e) Please mark the exterior of all packages containing electronic media sent 
through the U.S. Postal Service or other delivery services as follows: 

MAGNETIC MEDIA-DO NOT X-RAY 
MAY BE OPENED FOR POST AL INSPECTION. 

(6) All electronic files and images shall be accompanied by a production 
transmittal letter which includes: 

{a) A summary of the number of records and all underlying images, emails, 
and associated attachments, native files, and databases in the production; 
and 

{b) An index that identifies the corresponding consecutive 
document identification number(s) used to identify each person's 
documents and, if submitted in paper form, the box number containing 
such documents. If the index exists as a computer file{s), provide the 
index both as a printed hard copy and in machine-readable form {provided 
that the Commission counsel named above determines prior to submission 
that the machine-readable form would be in a format that allows the 
agency to use the computer files). The Commission counsel named above 
will provide a sample index upon request. 

A Bureau of Consumer Protection Production Guide is available upon 
request from the Commission counsel named above. This guide provides 
detailed directions on how to fully comply with this instruction. 

P. Sensitive Personally Identifiable Information: If any material called for by these 
requests contains sensitive personally identifiable information or sensitive health information of 
any individual, please contact us before sending those materials to discuss whether it would be 
appropriate to redact the sensitive information. If that information will not be redacted, contact 
us to discuss encrypting any electronic copies of such material with encryption software such as 
SecureZip and provide the encryption key in a separate communication. 

For purposes of these requests, sensitive personally identifiable information includes: an 
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individual's Social Security number alone; or an individual's name or address or phone number 
in combination with one or more of the following: date of birth, Social Security number, driver's 
license number or other state identification number, or a foreign country equivalent, passport 
number, financial account number, credit card 111mber, or debit card number. Sensitive health 
information includes medical records and other individually identifiable health information 
relating to the past, present, or future physical or mental health or conditions of an individual, the 
provision of health care to an individual, or the past, present, or future payment for the provision 
of health care to an individual. 

Q. Certification of Records of Regularly Conducted Activity: Attached is a Certification 
of Records of Regularly Conducted Activity, which may reduce the need to subpoena the 
Company to testify at future proceedings in order to establish the admissibility of documents 
produced in response to this CID. You are asked to execute this Certification and provide it with 
your response. 

III. SPECIFICATIONS 

A. ORAL TESTIMONY 

1be Company is required to designate and make available one or more officers, directors, 
managers, employees, agents, or others that are best able and competent to testify on the 
following subjects: 

I. The Company's information security policies, practices, training, and procedures 
(collectively, the "security practices"). 

2. Security risks, vulnerabilities, and incidents through which Company documents and 
information (such as information collected from or about patients) either were or could have 
been disclosed to unrelated third parties ( collectively, "security incidents"), including, but not 
limited to, P2P file-sharing applications and documents such as the 

• file (also known as ...... in Civil Action File No. 2011CV207137 filed in the 
Superior Court of Fulto~rgia). 

3. The roles and responsibilities of Michael J. Daugherty, individual employees, and 
individual contractors in (a) developing, adopting, implementing, and monitoring the security 
practices, and (b) responding to security incidents. 

B. INTERROGATORIES 

I. Identify all documents that provide a basis for your testimony pursuant to this CID. 

2. Identify all documents that you reviewed or considered in preparing to testify pursuant to 
this CID. 

3. Identify all documents relating to the Company's security practices and security incidents 
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'· 

that you have not already produced to the ITC. 

C. DOCUMENTARY MATERIAL 

1. Produce a copy of each docwnent identified in the responses to Interrogatories 1, 2, and 3 
that has not already been produced to the FTC. 
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 3 

Civil Investigative Demand to Michael J. Daugherty (Dec. 21, 2011) 

(Public Version) 
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1. • 

United States of America 
Federal Trade Commission 

CML INVEST/GA TIVE DEMAND 
TO 

Mlchael J. Daugherty, President 
LabMD Inc. 
2030 Powers Ferry Road, Bid. 500, Suite 520 AUanta, Ga 30339 

This demand Is Issued pursuant to Section 20 of the Federal Trade Commlukm Act, 15 u.s.c. § 57b-1, In the course 
of an Investigation to determine whether there le, has been, or may be a violation of any laws administered by the 
Federal Trade Commission by conduct, adMtles or proposed action as described In Item 3. 

2. ACTION REQUIRED 

Ix You are required to appear and testify. 

LOCATION OF HEARING YOUR APPEARANCE WILL BE BEFORE 
FTC • SOUlheaal Region 
22$ PtlllChlnNt SINNlt NE Alain Shewor oltMN'duly dealgnaled pnon 
SUlle 1500 
Manta, Ga 30303 

DATE AND TIME OF HEARING OR DEPOSITION 

"JAN 13 2 ol.:Z.. 

r You are required to produce all documents described In the attached schedule that are In your possession. custody, or 
control, and to make them available at your address Indicated above for Inspection and copying or reproduc:don at the 
date and time specified below. 

fx You are required to answer the Interrogatories or provide the written repc,rt described on the attached schedule. Answer 
each lnterrogat~or repc,rt separately and fully In writing. Submit your answers or report to the Records ~odfan 
named In Item 4 on or before the date specified below. • ' ;;;.:-
DATE ANO TIME THE DOCUMENTS MUST BE AVAILABLE 

JAN ! t i&'tJ.. 
3. SUBJECT OF INVESTIGATION 

See attached resolution. 

4. RECORDS CUSTODIAN/DEPUTY RECOROS CUSTODIAN 5. COMMISSION COUNSEL 
RulltY~t'- AlalnS-
Fedenll Tlllde Ccmmfsslon, Divllloll rl Prtney and ldenllly A'oCecllon Federel TID Commlnlon. DMslorl of PtlYKy and Identity PiotecUon 
601 New J-, Aw,., NW 601 New.lllnleyAYII., NW 
MIii Slop NJ.8100 MailS!DpHJ-8100 
W.ahlnglon, 0C 20001 Wlllllllngtan. DC 20001 

DATE ISSUED COMMISSIONER'S SIGNATURE 

i . l'- t?o 
UCTIONS AND NOTICES YOUR RIGHTS TO REGULATORY ENFORCEMENT FAIRNESS 

The "8llwl!y or tltlll demilnd to 1011 ~ an, method prnc:rlbed IIV lhe Commlsalon'• Tha FTC hali a longslancllng commllmant to a fair lllgllaloly enfon:amllnl ~
Rulesof Prac:tice ltlltlpl Ul'Yll:9 and~ Mlbjac:C yai, IO a Pl'llllll, lmpoNd l!vlaw lar If ,vu •• • 1111811 ~ (l.lllder Small Bulllneu Admlnisltallcn llandanfl). ~ li.e 
lallur910 COffllll,. The jl!OIM:tlon at documlnts or U. ll!bnllliOII of.,, .. ,. and report • fight to c:ontalll the Smllll Bullneu Alfmlnllltatlon's Natlonal 0lllbudlmln at 1-1118-
in 191POAM lo lhla demand mum INt made undet a ._ "1t!IR!e, In o. rarm p,tnled REGf'AIA (1•888-734-32471 or-.a.govlombudam�n l'llOllldino IN...,. ... of ltle 
on 11!9ncond Pll9' of ~damand, IIV lllepers«1 IO whOm lhltl demand ia dhet9d or, If c:i,mplla,iee a,d lnlon:,amenl lldlvlllu al Iha llgllllq. Vou should lll'IIIMlllnd, '-a,, 
no1 a natural penion,. by a peraon or..-- ll9W19 knowledge of the lacta 1111d lh8I 1119 NatiolUII Ombudlmlri aannot change, atop, or delay • tedllllll egenq, 
~ of IUCII prodlidlonor !8SpOllllble for an�-lngffeh ~ or •nforcamanl lldion. 
t1ll)lllt queellon. Thia demalld doll! !IOI requite appnwal by 0MB underll!9 Papel'WO!t 
Reducllon Act or 1980. The FrC: slrldy folbids llllllllato,y ac:i. by ila am~. and you wil /IOI be penlllind 

lot •JIPl9Hlnv a -m llbolll ltlll8f actlYillaa. 

PETITION TO LIMIT OR QUASH TRAVEL EXPENSES 
The CommiMion't Rules of Pl'IICIIOe l1lqUirll lllat 1111y petlllon to limil or quasi! 1h11 Use Ille endotad lnMll-..cllll' lo clsim compensation lo wNch yoi, are entillad as a 
demand be filed wtlhln 20 days after NMC:e, or, ,t ll'le relurn dale Is IHI Olan 20 days wilnns for Iha Commialton. TIie complaled lfllV1II YOUchef and lllil demmld thwd be 
alll!f urvi<:e. prior to 111• ratum dale. Th• Otlglnal and 1we11,e copln of lhe petition rnutl ptatenled 10 Commisllon C:OUIINI ro, payment. If you are pemianenlly or tlll!lpOl8rly 

- be filld witll Illa Sectet1lly of Iha Federal Trade Commlsalon. and OM copy !lhould be llvlng aomewllera Olhtr lhan !he addrna on lhlS demllfld and ii -rd l'llqllfl •JICNIII¥• 
' sel'1I lo Iha Commiulon Counsel named in Item 5. lrave\ lor yo11 to appelll'. )'OIi lllbllt get prior 11pproval Imm Commiuf!ln Coun!Jel 

A copy of Iha Comml11110n'1 Rulea of Pracllce is available llllllna at llttlr/&IIJlrl 
fTCRutesofPOKillCII- Paper cop!" are ava,labla upon request 

FTC Foon 144 (rev 2/08) 

----
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M~hael 
• 

United States of America 
Federal Trade Commission 

CIVIL INVESTIGATIVE DEMAND 
1. TO 

J. 084.lgherfy, President 
LabMO fne. 
2030 POViers Ferry Road, Bld~ 500, •Suite 520 AUanta, Ga 30339 

This demand Is issued pursuant to Sectlo!l 20 of the .FederaiTrade Commission Act, 15 U.S.C. § 57b-1, in the course 
of an inve&1Jgat1on to detann.lne whether there Is, has been, or may be a vlolatton of any laws administered by the 
Federart~de Comml5$1on by conduct; activities or proposed aotion FJs desQ'lbed in Item 3. 

2. ACTION RJ;QU,REO 

fx You are required to appear ahd testify. 

LOCATION OF HEARING YOUR APPEARANCE WILL se 81:FORE 
FTC • SoufuQast RegiOn 
2~5 P•tree S~ NE Alain Sheer or other duly designated pertQn 

Suite 1500 
AU.anta, ·Gll 30303 

DATE ANO TIME OF .tiEA~lNGOR DEPOSITION 

r You are r'eq1.,1lred to produ~ all documents described In the attached schedule that at~ in your possession. custody, or 
contn:;;1, and to m~k;ethem available at your address Indicated above for Inspection and copying or reproduction at the 
date and time speclflecf below. 

fx You are. required to answer the mterrogatortes or provide the written report described on the attached.schedu~, Answer 
4ch lnterfQgatoryor report separately and fully In writing. Submit your answers or report:,to the Records Custodian 
' ;.p.cimed In it:em 4on or before the date specif-Jed below. · ,:w 

[)ATE ANO TIME THE 00:CUMENTS MUSi BE AVAILABLE 
JAN 18 ~ 

3. S.UBJECT OF INVESTIGATION 

See attached resolution. 

4. :RECORDS CUSTOOIAN/OEPUTYRECOROS CUSTODIAN 5. COMMISSION COUNSEL 
Ruth.Yodallcenll<evln Havens AlalnShoer 
Fedel'III Trade ~. Division cf Privacy and Identity Protection Fedlll'lll Tre<kl Commission, Olviskm .of Privacy and Identity Protection 
601 New .iersey Ave .• NW 601 New Jers11y Ave •• NW 
Mal Stop NJ.8100 Meil Slop NJ~100 
Wa1hlnglon, OC 20001 Washlngloll, DC 20001 

DATE ISSUED COMMISSIONER'S SIGNATURE 

l'2./~ ( /11 &, l "'----. \<05 
I 1NSTRUCTIONS AND NOTICES - YOUR RIGHTS TO REGULATORY ENFORCEMENT FAIRNESS 

oe dllfivlltY of th!S demand to you by.any method f)feso1bed by the Commission's The FTC has ll longslandlng commilmanl IO a fair ~10,y enfo~nl ll'MIOM!enl. 
ultl of Pracllce ls legal se,vle$ 111'1<1 may subject you to a penelty imposod by law for If )'OU are a ,mail businesa (under Small Suslneu Allmlllilitralion standstds}. l'O\l have 
illlre 10 comply •. The Pfod\lCIIOtl of docul'Fl8'1ts or the submluitn,1 ol answeni and rvl)Ol'I a right 10 coi1lact the Small Business Adminislrallon's Natlonal Onlbudsman at 1-888-
 ,vsponsa lo this demand must f1,II made under a swam ce,Ubtt, in 1"8 form printed REGF AIR (1·888-734-3247) arwww.sba.go11/ombµd1man ,egarot,,g.lhe faimt1se of the 
 the sec:ond Ol!rJC!':ot !Illa demalld, by tnt, peBoll t.o W/lom thlt demand is directed or, II compliance and enrorc.omen1 <llciivili11• •of Iha 11geney. Yll<l 1ho\ifd.undetslsrld. IIOWevllf, 
t II natural l!llf'SOn. by a peraori or persona !laving k/lawiedge of the facts and that Iha Naliot1al Ombudsman c:annol change, stop. or dlllliy a federal ager,cy 

port 
ilCUIMlani:es ol wd11>foclucli011 or respol!Sibla ror answllrlng INICl1 intem,gat(ll'y or enforcement actlOn. 

11uosl!on. This deman<I don not require appnl\1111 bV 0MB under lll<t P11Perworll 
duction Ad: of t980. The FTC slridly fOtbids relalielory a<U by !la employee&, arid yo\J wiM not lMI ponaffzed 

for expressing a ooncern about lheae actM1le,. 

PETmON TO LIMIT OR QUASH TRAVEL EXPENSES 
e Commission's Rules of Ptlldlce require that any pelllfon ro limH or quash this Use Ille eflC!osed travel 'olO<Jdfflr lo dalm compensation to Which you are enlilled es a 
mand be flied wfthln 20 IUIY& aller service, or, ,f lrni rehn'n date ill less lhan 20 days witness for !he CommisJllon. The completed t,avel voucher and lhiS. delnllnd should be 
tl!f so,vics, prior lo ltle relum date. The onginal and l.welve·COPIN of th6 p,ililion mus! i,reseflled lo Commission Counsel ror paym<!trtl. It ¥i>u ar~ permanently or tem1)0111rily 
 lik!d w~h Iha Secretary of Iha F9<letlll Trade Commissiort. and one·COPY sho!Jkl be fMng somewhero olhar !nan Ille addmss on this demal'ld ·and a woull req\llre l!Jlces!live 
l 10 the Commission C01Jnsel namod in Item 5. !ravel for you !o appear. you must gel prior npproval fmm Commissit111 Coun$/31 

A oopy 01 th!! Commission's Rulos of PrtK.tlce is avaaable onllne al blll!:ilDil.JYl 
Et.C811~<1!e!ilklt<:!1. P!ll)(Jr copies are aveif11bfe upon request. 

FTC F()rm 144 (rev 2/08) 
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Form of Certificate of Compliance* 

1/Vr/e do certify that all of the documents and lnformatton required by the attached CIYII Investigative Demand 
which are In the possession, cuatocty, control, or knowfedge of the person to whom lhe demand Is dlrec::ted 
have been submitted to a custodian named herein. 

If a document respor,tlve to this Clvff Investigative Demand has not been submitted, the objectfons to Its 
-.ubmlsslon and the re880nl for the objection have been stated. 

If an Interrogatory or a portion of lhe request haa not been fully answered or a portion of the report has not 
been completed, the objections to such lntem,galofy or uncompleted Pot1fon and the reasona tor the 
objectiona have been stated. 

Signature 

Title 

Swom to before me this day 

1n Ifie event lhal more ,-one person is reaponalble for complying with 11'118 demand, lhe certllleate shall Identify ll'le 
doCIJmentS for which each c:erttfying Individual was responsible. In place of a swom statement, lhe above cerllflcale of 
compllance may be supported by an unsworn declaration as provided for by 28 u.s.c. § 1746. 

FTC Form 144-8ack (rev. 2/08) 
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UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COM?tllMION 

COMMISSIONERS: Deborah Platt Majoras. Chairman 
· Pamela Jones Harbour 
Jon Leibowitz 
William B. Kovacic 
J. Thomas Rosch 

RESOLUTION DIRECTING USE OF COMPUUORY PROCESS IN NONPUBUC 
INVESTIGATIONOFACJ'SANDPRACTICESRELATEDTOCONSUMERPRIVACY 

AND/OR DATA SECURITY 

File No . .1'954807 

Nature and Scope of Investigation: 

To determine whether unnamed persons, partnerships; corporations, or others an, 

engaged in, or may have engaged in, deceptive or unfair acts or prietices related to consumer 
privacy and/or data security, in or affecting commerce, in violation or Section S of the Federal 
Trade Commission Act, 15 U.S.C. § 4S, as amended. Such investigation shall. in addition, 
determine whether Commission action to obtain iedresa of injury to consumers or others would 
be in the public interest _ .. ,,~. 

The Federal Trade Commission hereby resoJvcs and directs that any and all compulsory 
processes available to it be used in connection with this investigation not to exceed five (S) years 
from the date of issuance of this resolution. The expiration of this five-year period shall not 
limit or terminate the investigation or the legal effect of any compulsory process issued during 
the five-year period. The Federal Trade Commission specifically authorizes the filing or 
continuation of actions to enforce any such compulsory process after the expiration of the five
year period. 

Authority to Conduct Investigation: 

Sections 6, 9, 10, and 20 of the Federal Trade Commission Act. IS U.S.C. §§ 46, 49, 50, 
and 57b-1, as amended; FTC Procedures and RuJcs of Practice, 16 C.F .R. 1.1 et seq. and 
supplements thereto. 

By direction of the Commission. 

~irYd---
DonaJd S. Clark 
Secretary 

Issued: January 3, 2008 

_ .... ,) 
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CML INVESTIGATIVE DEMAND SCHEDULE 

FOR ORAL TESTIMONY AND INTERROGATORY RESPONSE 
TO MICHAEL J. DAUGHERTY 

To: Michael J. Daugherty, President 
LabMD,Inc. 
2030 Powen Ferry Road 
Building 500, Suite S20 
Atlanta, GL 30339 

I. DEFINITIONS 

As used in this Civil Investigative Demand, the following definitions shall apply: 

A. "And," as well as "or," shall be construed both conjunctively and disjunctively, as 
necessary, in order to bring within the scope of any specification in this Schedule all information 
that otherwise might be construed to be outside the scope of the specification. 

B. "Any" shall be construed to include "all," and "all" shall be construed to include the 
word "any." 

C. "CID" shall mean the Civil Investigative Demand, including the attached Resolution andt:::. 

this Schedule, and including the Definitions, Instructions, and Specifications. •;_ · 

D. "Company" shall mean LabMD, Inc., its wholly or partially owned subsidiaries, 
unincorporated divisions, joint ventures, operations under assumed names, and affiliates, and all 
directors, officers, employees, agents, consultants, and other persons working for or on behalf of 
the foregoing. 

E. "Document" shall mean the complete original and any non-identical copy (whether 
_. different from the original because of notations on the copy or otherwise), regardless of origin or 

location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every 
type and description, however and by whomever prepared, produced, disseminated or made, 
including but not limited to any advertisement, book, pamphlet, periodical, contract, 
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note, 
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline, 
script, abstract, history, calendar, diary, agenda, minute, code book or label. "Document" shall 
also include Electronically Stored Information. 

F. "Each" shall be construed to include "every," and "every" shall be construed to include 
"each." 

G. ''Electronically Stored Information" or "ESI" shall mean the complete original and 
any non-identical copy (whether different from the original because of notations, different 
metadata, or otherwise), regardless of origin or location, of any information created, 
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manipulated, communicated, stored, or utilized in digital fo~ requiring the use of computer 
hardware or software. This includes, but is not limited to, electronic mail, instant messaging, 
videoconferencing, and other electronic correspondence (whether active, archived, or in a 
deleted items folder), word processing files, spreadsheets, databases, and video and sound 
recordings, whether stored on: cards; magnetic or electronic tapes; disks; computer bard drives, 
network shares or servers, or other drives; cloud-based platforms; cell phones, PD~ computer 
tablets, or other mobile devices; or other storage media. "ESI" also includes such technical 
assistance or instructions as will enable conversion of such ESI into a reasonably usable form. 

H. ''FTC'' or "Commbsion" shall mean the Federal Trade Commission. 

I. "Identify" shall be construed to require identification of (a) natural persons by name, 
title, present business affiliation, present business address and telephone number, or if a present 
business affiliation or present business address is not known, the last known business and home 
addresses; (b) businesses or other organizations by name, address, identities of natural persons 
who are officers, directors or managers of the business or organization, and contact persons, 
where applicable; and (c) documents by bates number or by title or description, date, and author. 

J. "Yon" and "Your" shall mean Michael J. Daugherty. 

K. The singular shall be construed to include the plmal, and the plmal shall be construed to 
include the singular. 

n. INSTRUCTIONS 

A. Sharing of Information: The Commission often makes its files available to other civil 
and criminal federal, state, local, or foreign law enforcement agencies. The Commission may 
make information supplied by you available to such agencies where appropriate pursuant to the 
Federal Trade Commission Act and I 6 C.F.R. § 4.11 (c) and G), Information you provide may 
be used in any federal, state, or foreign civil or criminal proceeding by the Commission or other 
agencies. 

B. Meet and Confer: You must contact Alain Sheer, at 202.326.3321, or Ruth Yodaiken, 
at 202.326.2127, as soon as possible to schedule a meeting (telephonic or in person) to be held 
within ten (10) days after receipt of this CID in order to confer regarding your response. 

C. Applieable time period: Unless otherwise directed in the specifications, the applicable 
time period for the request shall be from January 1, 2007 until the date of full and complete 
compliance with this CID. 

D. Claims of Privilege: If any material called for by this CID is withheld based on a claim 
of privilege or any similar claun, the claim must be asserted no later than the return date of this 
CID. In addition, pursuant to 16 C.F.R. § 2.8A(a), submit, together with the claim, a schedule of 
the items withheld, stating individually as to each item: 

2 
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1. the type, specific subject matter, date, and number of pages of the item; 

2. the names, addresses, positions, and organizations of all authors and recipients of 
the item; and 

3. the specific grounds for claiming that the item is privileged. 

If only some portion of any responsive material is privileged, all non-privileged portions of the 
material must be submitted. A petition to limit or quash this CID shall not be filed solely for the 
purpose of asserting a claim of privilege. 16 C.F .R. § 2.8A(b ). 

E. Document Retention: You shall retain all documentary materials used in the 
preparation of responses to the specifications of this CID. The Commission may require the 
submission of additional documents at a later time during this investigation. Accgrdingly, you 
should swmend m routine procedures for document destruction and take other measures to 
prevent the destruction of documents that are in any way relevant to this investigation during its 
pendency, irrespective of whether you believe such documents are protected from discovery by 
privilege or otherwise. See 15 U.S.C. § 50; see also 18 U.S.C. §§ 1505, 1519. 

F. Information Identification: Each intenogatory specification and sub-specification of 
this CID shall be answered separately and fully in writing under oath. All information submitted 
shall be clearly and precisely identified as to the specification(s) or sub-specification(s) to which 
it is responsive. '. ~, ,,_ 

G. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with 
the Secretary of the Commission no later than twenty (20) days after service of the CID, or, if 
the return date is less than twenty (20) days after service, prior to the return date. Such petition 
shall set forth all assertions of privilege or other factual and legal objections to the CID, 
including all appropriate arguments, affidavits, and other supporting documentation. 16 C.F.R. § 
2.7(d). 

H. Modffication of Specifications: If you believe that the scope of the required search or 
response for any specification can be narrowed consistent with the Commission's need for 
documents or information, you are encouraged to discuss such possible modifications, including 
any modifications of definitions and instructions, with Alain Sheer, at 202.326.3321, or Ruth 
Yodaiken, at 202.326.2127. All such modifications must be agreed to in writing by an Associate 
Director, Regional Director, or Assistant Regional Director. 16 C.F.R. § 2.7(c). 

I. Procedures: This CID is issued pursuant to Section 20 of the Federal Trade 
Commission Act, 15 U.S.C. § 57b-l. The taking of oral testimony pursuant to this CID will be 
conducted in conformity with that section and with Part 2A of the Commission's Rules, 16 
C.F.R. §§ 2.8-2.9. 

J. Scope of Search: This CID covers documents and information in your possession or 

3 
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under your actual or constructive custody or control including, but not limited to, documents and 
information in the possession, custody, or control of your attorneys, accountants, directors, 
officers, employees, other agents and consultan~ and the Company, whether or not such 
documents and information were received from or disseminated to any person or entity. 

K. Certification: You shall certify that the response to this CID is complete. This 
certification shall be made in the form set out on the back of the CID form, or by a declaration 
under penalty of perjmy as provided by 28 U ;S.C. § 1746. 

m. SPECIFICATIONS 

A. ORAL TESTIMONY 

Subjects for testimony will .include but not be limited to the following: 

1. The Company•s information security policies, practices, training, and procedures 
( collectively, the "security practices"). 

2. Security risks, vulnerabilities, and incidents through which Company documents and 
information (such as information collected from or about patients) either were or could have 
been disclosed to unrelated third parties (collectively, "security incidents' , includin , but not 
limited to, P2P ftle-sh~ns and documents such as the 
• file (also known as-in Civil Action File No. 2011 CV207137 led m e 
Superior Court of Fulton County, Georgia). 

3. The roles and responsibilities of Michael J. Daugherty, individual employees, and 
individual contractors in (a) developing, adopting, implementing, and monitoring the security 
practices, and (b) responding to security incidents. 

B. INTERROGATORIES 

1. Identify all documents that provide a basis for your testimony pursuant to this CID. 

2. Identify all documents that you reviewed or considered in preparing to testify pursuant to 
this CID. 

• • 
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 4 

LabMD's Petition to Limit or Quash the 
Civil Investigative Demand (Jan. 10, 2012) 

(Public Version) 
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UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

) 
IN THE MA TIER OF ) 

) 
LabMD Inc. ) 

) 

LabMD'S PETITION TO LIMIT OR 
QUASH THE CIVIL INVESTIGATIVE DEMAND 

Claudia Callaway, Esq. 
Christina Grigorian, Esq. 
Julian Dayal, Esq. 
Katten Muchin Rosenman LLP 

2900 K Street, NW 
North Tower - Suite 200 
Washington, DC 20007 
Phone: (202) 625-3613 
Facsimile: (202) 298-7570 
Email: claudia.callaway@kattenlaw.com 

Counsel for Petitioner 
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LabMD'S PETITION TO QUASH 

THE CIVIL INVESTIGATIVE DEMAND 

Petitioner LabMD Inc. hereby petitions the Federal Trade Commission ("FTC"), pursuant 

to 16 C.F.R. § 2.7(d), to quash the Civil Investigative Demand ("CID") issued to Petitioner on 

December 21, 2011. The FTC issued the CID pursuant to its alleged authority under Section 20 

of the Federal Trade Commission Act, 15 U.S.C. § 57b-I and therein makes various demands, 

including the production of all documents related to any "security risk, vulnerability, and 

incidents through which [Petitioner's] documents and information [] either were or could have 

been disclosed to unrelated third parties."1 Petitioner respectfully submits that the FTC lacks the 

authority to issue the CID in its entirety to LabMD. Accordingly, Petitioner respectfully petitions 

the Commission to quash the CID.i 

I. FACTUAL SUMMARY 

Although the present CID is worded in the broadest possible manner, it appears to be 

premised on the third-party download of a single document belonging to Petitioner (the "l,718 

File"). The 1,718 File, which contained personally identifiable information ("PII") and protected 

health information ("PHI") about some of Petitioner's patients, was illegally downloaded from 

Petitioner's computers in February of 2008. To Petitioner's knowledge, no other incidents such 

as this have occurred, nor does the CID reference or allege any additional incidents ( despite the 

absence of any limitation to the CID's testimonial and documentary requests). Therefore, and 

because there is no other conceivable basis for the CID, Petitioner sets forth the facts 

l A true and correct copy of the December 21, 2011 Civil Investigative Demand is attached hereto as Exhibit 
A. 

This petition to quash is based on the FTC's lack of authority to issue a CID to LabMD on the basis of the 
1,718 File incident. However, Petitioner explicitly reserves any and all arguments or claims concerning the 
CID itself in the event that the FTC is found to have the requisite authority to issue a CID targeting LabMD 
on the basis of the I, 718 File incident. 

l 
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surrounding the 2008 do'wnload of the 1,718 File, all of which are part of the FTC's private 

investigation record and/or are currently being adjudicated by a federal court in a civil action that 

Petitioner brought against the parties who illegally do'wnloaded the 1,718 File. 

A. The 1,718 File Was II.legally Downloaded By Tiversa, Inc., A Technology 
Corporation Using Patented Computer Technology, With The Support Of 
Federally-Funded Researchers At Dartmouth College 

Tiversa, Inc. is a Pennsylvania Corporation who provides peer-to-peer ("P2P") 

intelligence services to corporations, government agencies, and individuals based on its patented 

EagleVision Xl technology that can monitor over 550 million computer users daily.1 On 

information and belief, both Tiversa and its partner, Dartmouth College, accepted federal funds 

from the National Institute of Standards and Technology, the United States Department of 

Justice, the United States of Homeland Security, and the National Science Foundation, among 

other governmental agencies, to develop P2P search technology. During a 2007 congressional 

hearing, Tiversa testified that its proprietary technology allowed it to process 300 million 

searches per day, or over 170 million more searches than Google was processing per day.:t At the 

same hearing, Tiversa admitted that it had do'wnloaded computer files containing, but by no 

means limited to 

federal and state identification, including passports, driver's license, Social 
Security cards, dispute letters with banks, credit card companies, insurance 
companies, copies of credit reports--Experian, TransUnion, Equifax, Individual 
bank card statements and credit card statements, signed copies of health insurance 
cards, full copies of tax returns, active user names and passwords for online 
banking and brokerage accounts and confidential medical histories and records.~ 

l See Company Overview, Website for Tiversa, http://www.tiversa.com/about/. 

See Tiversa's July 24, 2007 testimony before the United States House of Representatives Committee on 
Oversight and Government Reform, a true and correct copy of which is attached hereto as Exhibit B, at 3. 

Id. at 5. 
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Two years later, in April of 2009, Dartmouth College published a paper entitled Data 

Hemorrhage in the Health-Care Sector.2 The paper was based upon activities "conducted in 

collaboration with Tiversa" using Tiversa's proprietary technology1 and was financially 

supported by a U.S. Department of Homeland Security Grant Award issued under the auspices of 

the Institute for Information Infrastructure Protection . .!!. According to the paper, Tiversa and 

Dartmouth began their project by "looking for files from top ten publicly traded health-care 

firms" that were available on P2P networks.2 As part of the initial search, Ti versa and Dartmouth 

manually reviewed 3,328 computer files downloaded from P2P networks, many of which 

contained PU and PHI. 10 

Following their initial search, Tiversa and Dartmouth undertook a second search 

("Second Search") lasting approximately six months. ti During the Second Search, Tiversa and 

Dartmouth downloaded closed to four million documents, including over 20,000 medical patient 

records.12 Tiversa described the evolving technology it used for the Second Search in a 2009 

hearing before the United States House of Representatives Subcommittee on Commerce, Trade 

and Consumer Protection ("2009 CTC hearing"). Tiversa testified that, through the use of its 

proprietary software, it "can see and detect all previously undetected activity" and "where an 

individual user can only see a very small portion of a P2P file sharing network, [it] can see the 

A true and correct copy of the April 2009 paper is attached hereto as Exhibit C. 

1 Id. at I. 
!! Id. 

2 Id. at 8 . 
.lJ! ld.at9-ll. 

Jl Id at 1 L 
12 Id. at 13 (referencing the 20,000 medical patient records that were downloaded); see also Tiversa's May 4, 

2009 testimony before the United States House of Representatives Subcommittee on Commerce, Trade and 
Consumer Protection, a true and correct copy of which is attached hereto as Exhibit D, at IO (referencing 
the nearly four million documents that were downloaded). 
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P2P network in its entirety in real time."u Further, Tiversa "processed as many as 1.6 billion 

P2P searches per day, approximately 8 times that of web searches entered into Google per 

day".H To showcase its technology, during the hearing Tiversa, performed a "live 

demonstration" whereby it intentionally searched for and downloaded over 275,000 tax retums."-

On July 29, 2009, Tiversa appeared before the United States House of Representatives 

Committee on Oversight and Government Reform and testified further about the technology it 

had used to perform the Second Search.M According to its testimony, Tiversa deployed newly 

developed P2P search technology that allowed it to penetrate even "the most technologically 

advanced" computer security despite the presence of "firewalls and encryption."11 It was with 

this technology, and during the Second Search, that Tiversa and Dartmouth downloaded the 

1,718 File, a copy of which Tiversa produced at the 2009 CTC hearing. ll. 

8. Petitioner's Lawsuit Against Tiversa and Dartmouth College 

Rather than agreeing to destroy its copies of the l, 718 File or explain to Petitioner how it 

had downloaded the 1,718 File, Tiversa solicited Petitioner on six occasions to purchase its 

security services in order to "remediate" any issues involving the I, 718 File . .1.2 For example, on 

May 15, 2008, Tiversa informed Petitioner that any information regarding the means by which it 

acquired the 1,718 File "would require a professional services agreement."2.0. Dartmouth, 

il Ex. D at 3-4. 

Id. at 4. 

u Id. 
!§ A true and correct copy of Tiversa's July 29, 2009 testimony before the United States House of 

Representatives Committee on Oversight and Government Reform is attached hereto as Exhibit E. 

11 Ex.Eat 3. 

!1 Ex.Bat 11. 

See infra note 22, Ex. Fat 11 72-98. 

Id. at, 87. 
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meanwhile, used federal funding to publish at least two additional papers discussing the activities 

leading to the download of the l, 718 File. ll 

On November 23, 2011, Petitioner filed suit against Tiversa and Dartmouth alleging, 

among other things, computer fraud, computer crimes, conversion, and trespass.22 Tiversa, with 

the support of Dartmouth, was and is running an extortionist scheme whereby it uses its 

government-funded technology to penetrate computer networks, download confidential files, and 

then sell the files back to the owners under the guise of providing network security. 

II. ARGUMENT 

A. The FTC's Authority Under Section 45 

While 15 U.S.C. § 45(a) grants the FTC the authority to investigate deceptive or unfair 

practices affecting commerce, this authority is not without limits. Likewise, although Congress 

has empowered the FTC under Section 57b-1 to issue CIDs in support of investigations 

undertaken pursuant to Section 45, a CID is only enforceable to the extent it rests on a legitimate 

exercise of Section 45 authority. In part for this reason, CIDs are not self-enforcing and the target 

of a CID is entitled to judicial review of a CID to prevent misuse of the FTC's statutory 

authority.11 

In US. v. Morton Salt Co., the United States Supreme Court established the standard for 

determining when a CID should be quashed.ll Although the Court enforced the decree at issue in 

Id. at ,i,i 100-102. 

labMD Inc. v. Tiversa, Inc., No l:l l-cv-4044 (Nov. 30, 2011 N.D. Ga.). A true and correct copy of the 
Complaint is attached hereto as Exhibit F. 

See, e.g., SEC v. Arthur Young & Co., 584 F.2d 1018, 1024 (D.C. Cir. 1978), cert denied, 439 U.S. 1071 
(1979) ("The federal courts stand guard, of course, against abuses of their subpoena-enforcement processes 
.... ") (citing US. v. Powell, 379 U.S. 48, 58 (1964) and Oklahoma Press Publ'g Co. v. Walling, 327 U.S. 
186,216 (1946»); D.R. Horton, Inc. v. Jon Leibowitz, Chairman, No. 4:IO-CV-547-A, 2010 WL 4630210, 
at •2 (N.D. Tex. Nov. 3, 2010). ("As the government notes in its motion documents, the CID is not self
executing, and may only be enforced by a district court in an enforcement proceeding."). 

338 U.S. 632 (1950). 
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that case, it recognized that "a governmental investigation into corporate matters may be of such 

a sweeping nature and so unrelated to the matter properly under inquiry as to exceed the 

investigatory power" of the agency.ll Accordingly, the Court held that agency subpoenas or 

CIDs should not be enforced if they demand information that is: (a) not "within the authority of 

the agency," {b) ''too indefinite," or (c) not "reasonably relevant to the inquiry."26 This standard 

has been consistently applied by the federal judiciary.27 For example, in SEC v. Blackfoot 

Bituminous, Inc., the Court of Appeals for the Tenth Circuit confirmed that "an agency must 

show that the inquiry is not too indefinite, is reasonably relevant to an investigation which the 

agency has authority to conduct, and all administrative prerequisites have been met".~ 

The costs and burdens imposed by a CID must also be considered.22 An administrative 

agency may not use its investigative powers to go on a fishing expedition . .3.2 Rather, a CID must 

be based on a justifiable belief that wrongdoing has actually occurred. The Supreme Court did 

Id. at 652 

Id. 

See, e.g., SEC v. Blackfoot Bituminous, Inc., 622 F.2d 512 (10th Cir. 1980) (citing Morton Salt, 338 U.S. at 
653) (confirming that ''to obtain judicial enforcement of an administrative subpoena, an agency must show 
that the inquiry is not too indefinite, is reasonably relevant to an investigation which the agency has 
authority to conduct, and all administrative prerequisites have been met"). 

Id. at 514; see also Arthur Young & Co., 584 F.2d at 1030-31 (noting that a subpoena request must "not 
[be] so overbroad as to reach into areas that are irrelevant or immaterial" and that specifications must not 
exceed the purpose of the relevant inquiry) (internal quotation marks and citation omitted); FTC v. Mt. 
Olympus Fin. LLC, 211 F.3d 1278 (10th Cir. 2000) ("the documents requested were reasonably relevant to 
an inquiry clearly within the authority of the FTC"); United States v. Construction Prods. Research, Inc., 
73 F.3d 464, 471 (2d Cir. 1996) (stating that ''the disclosure sought must always be reasonable"); FTC v. 
Invention Submission Corp., 965 F.2d 1086, 1089 (D.C. Cir. 1993) (holding that a CID is enforceable only 
"if the information sought is reasonably relevant"); FTC v. Texaco, Inc., 555 F.2d 862, 881 (D.C. Cir. 
1977) (stating that the "the disclosure sought shall not be unreasonable"). 

See, e.g., FTC v. Texaco, Inc., 555 F.2d 862, 882 (D.C. Cir. 1977) (a party challenging a subpoena can 
successfully do so on the grounds that compliance would be overly burdensome or unreasonable); see also 
Phoenix Bd. Of Realtors, Inc. v. Dep't of Justice, 521 F. Supp. 828, 832 (D. Ariz. 1981) (the government 
should narrow the scope ofa CID when compliance may be overly burdensome). 

See FDIC v. Garner, 126 F.3d 1138, 1146 (9th Cir. 1997); FTC v. Nat'/ Claims Serv., Inc., No. S. 98-283, 
1999 WL 819640, at* I (E.D. Cal. Feb. 9, 1999). See also S. Rep. 96-500 at 4, 96th Congress 1st Session 
(1979) ("The FTC's broad investigatory powers have been retained but modified to prevent fishing 
expeditions undertaken merely to satisfy its 'official curiosity."'). 
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not equivocate in FTC v. Am. Tobacco Co. when it made clear that "[i]t is contrary to the first 

principles of justice to allow a search through all the respondents' records, relevant or irrelevant, 

in the hope that something will tum up."ll And, of course, the mere fact that a party has suffered 

a data security incident does not imply any wrongdoing on the part of the victimized party.32 

That is especially so when (as here) there are no allegations that the petitioner violated any 

established public policy or that petitioner's customers suffered any injury as a result of the data 

incident.33 

B. There Is No Basis Under Section 45 To Support Enforcement Of The Present 
CID, Which Is In All Events Exceedingly Overbroad And Unduly 
Burdensome 

In the present case, there is no basis under Section 45 for imposing a highly burdensome 

CID upon Petitioner to investigate either I) the download of the I, 718 File by Ti versa and 

Dartmouth specifically or, 2) Petitioner's data security generally. As an initial matter, Tiversa 

and Dartmouth's use of government-funded, highly-proprietary, and patented technology 

which according to Tiversa's congressional testimony can penetrate even the most robust 

network security14 to download the I, 718 File in February of 2008 cannot conceivably 

amount to an unfair or deceptive practice on the part of Petitioner. Indeed, according to Tiversa 

ll 264 U.S. 298,306 (1924). 

See, e.g., Holly K: Towle, Let's Play "Name that Security Violation!", 11 Cyberspace Lawyer, Apr. 2006, 
at 11. 

ll "Unjustified consumer injury is the primary focus of the FTC Act." Unfairness Statement, 104 F.T.C. 949, 
1073 (1984); see also id. at 1076 (ifa public policy is not well-established, the agency will "act only on the 
basis of convincing independent evidence that the practice was distorting the operation of the market and 
thereby causing unjustified consumer injury"). 

Ex. Eat 3, 6, 8 (concluding that "the inadvertent file sharing through P2P File Sharing networks is highly 
pervasive and large in magnitude. It affects consumers, corporations of all sizes, and government 
agencies"). 
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itself, the security issues enabling the download of the I , 718 File were not unique to Petitioner, 

but were common to almost every networked computer in the country.ll 

Likewise, the FTC cannot point to any public policy existing in February of 2008 that 

Petitioner violated, thereby enabling Tiversa and Dartmouth to download the 1,718 File. To date, 

the FTC has not enacted any rules or standards regarding issues associated with P2P networks, 

which is the FTC's most common remedy for problematic issues "that occur on an industry-wide 

basis." l6. And it was not until 2010 that the FTC began notifying organizations that failure to 

take adequate steps to protect against the security issues posed by P2P networks could result in 

liability under federal law.11 2010 was also the year in which the FTC first published Peer-to

Peer File Sharing: A Guide for Business.~ Thus, by all accounts, the present CID seeks to hold 

Petitioner's 2008 conduct to a standard of perfect security, a standard that the FTC itself has 

made clear is impossible to attain.J.2. This is not only unfair and unreasonable, but it grossly 

exceeds the FTC's authority under Section 45 to investigate unfair and deceptive practices as the 

2008 download of the 1,718 File by Ti versa and Dartmouth is evidence of neither. 

And yet, based apparently on nothing more than possession of the 1,718 File, the CID 

seeks, among other things, production within 30 days of all documents relating in any manner to 

Id. 

A Brief Overview Of The Federal Trade Commission's Investigative And Law Enforcement Authority, 
July 2008, Section II(b), available at http://www.ftc.gov/ogc/brfovrvw.shtm. 

See FTC Warns of Breach Risk From P2P File-Sharing, 9 No. 3 Employer's Guide HIPAA Privacy 
Requirements News!. 4 (Apr. 2010). 

ll Available at http://business.ftc.gov/documents/bus46-peer-peer-fi1e-sharing-guide-business. 

See Statement of the Federal Trade Commission Before the House Subcomm. on Technology, Information 
Policy, Intergovernmental Relations, and the Census, Comm. on Government Reform (Apr. 21, 2004) at 4 
("The Commission recognized that there is no such thing as 'perfect' security and that breaches can occur 
even when a company has taken all reasonable precaution."), available at 
http://www.ftc.gov/os12004/04/042104cybersecuritytestimony.pdf. See also Deborah Platt Majoras, The 
Federal Trade Commission: Learning from History as We Confront Today's Consumer Challenges, 75 
UMKC L. Rev. 115, 128 (2006) ("The laws and rules we enforce do not require that information security 
be perfect. Such a standard would be costly and unobtainable."). 
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all of Petitioner's security practices and policies (without temporal limitation). This is not only 

unduly burdensome, and therefore unenforceable, :1!! but the overwhelming majority of documents 

related to Petitioner's security practices and policies, past and present, have nothing to do with 

the 2008 download of the 1,718 File. There is absolutely no basis for using the l, 718 File 

download as a springboard to conduct a costly and burdensome fishing expedition into 

Petitioner's security practices and procedures:41 

The FTC's timing here is also troubling. The 2008 download of the 1,718 File was 

explicitly reviewed by at least two congressional committees (none of which recommended 

trucing any course of action against Petitioner). And yet, in the three years since the download of 

the 1,718 File was publicized in the chambers of the Congress and elsewhere, the FTC took no 

action. It wasn't until Petitioner declined to engage Tiversa for "security services" for the sixth 

time and then sued Tiversa for theft and extortion that the FTC was compelled to issue the 

present CID. This unusual timing only serves to incentivize organizations to pay off Tiversa (as 

non-payment appears to coincide vvith the opening of an FTC investigation). 

Talcen together, the present CID vastly exceeds the FTC's authority under Section 45. 

The government funded download of the 1,718 File in 2008 by Tiversa and Dartmouth 

manifestly fails to provide any evidence whatsoever of any unfair or deceptive practice by 

Petitioner. Consequently, the 1,718 File download (and the facts surrounding the download) not 

only does not provide a basis for a further FTC investigation into the download itself vis-a-vis 

See FTC v. Texaco, Inc., 555 F.2d at 882) (respondent should not have "to cull its files for data" that would 
"impose and undue burden" and finding that a subpoena requiring production of "all documents that in any 
way reference" the issue in question "would be unduly burdensome"). 

il When a CID makes demands "of such a sweeping nature and so unrelated to the matter properly under 
inquiry" such that they are not "reasonably relevant", they should not enforced. See Morton Salt Co. 228 
U.S. at 652; see also In re Sealed Case (Administrative Subpoena), 42 F.3d 1412, 1420 (D.C. Cir. 1994) 
(remanding to the district court to determine whether the information requested related to a "valid purpose" 
of the agency's investigation). 
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Petitioner, but it emphatically does not provide any basis for a deeply burdensome, open-ended 

investigation into all of Petitioner's past and present security practices and procedures. As a 

result, the present CID should be quashed. 

C. The CID Should Be Quashed Because It Is Not Authorized by A Valid 
Resolution And Is Therefore Indefinite, Overbroad, And Incapable Of 
Demonstrating A Valid Exercise Of The FTC's Section 45 Authority 

Under 16 C.F.R. § 2.6, "any person under investigation compelled or requested to furnish 

information or documentary evidence shall be advised of the purpose and scope of the 

investigation and of the nature of the conduct constituting the alleged violation which is under 

investigation and the_provisions of law applicable to such violation." Courts assess the validity of 

a CID by looking to the purpose and scope of the investigation and the nature of the conduct 

constituting the alleged violation as stated in the authorizing resolution.il Importantly, however, 

a court can look only to the resolutions (and not any outside communications) to evaluate the 

scope of an investigation.il Accordingly, the FTC Operating Manual provides that -

Investigational resolutions must adequately set forth the nature and scope of the 
investigation. The statement may be brief, but it must be specific enough to 
enable a court in an enforcement action to determine whether the investigation is 
within the authority of the Commission and the material demanded by the 
compulsory process is within the scope of the resolution.44 

The single resolution that purportedly supports the present CID utterly fails the FTC's 

own rules and operational requirements. The resolution states, in its entirety, that "the nature and 

scope" of the FTC's investigation is -

To determine whether unnamed persons, partnerships, corporations, or others are 
engaged in, or may have engaged in, deceptive or unfair acts or practices related 
to consumer privacy and/or data security, in or affecting commerce, in violation 
of Section 5 of the Federal Trade Commission Act, 15 U.S.C. § 45, as amended. 

See, e.g. F. T.C. v. Carter, 636 F.2d 781,789 (D.C. Cir. 1980). 

See, e.g., FTC v. Invention Submission Corp., 965 F.2d 1086, 1088 (D.C. Cir. 1992). 

O.M.3.3.6.7.4.1. 

IO 
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Such investigation shall, in addition, determine whether the Commission action to 
obtain redress of injury to consumers or others would be in the public interest. 

This resolution is so sweeping that it would allow the Commission to investigate any person or 

entity with respect to anything. Such a broad resolution is inconsistent with both 16 C.F.R. § 2.6 

and the statutory resolution requirement in 15 U.S.C. § 57b-l(i).45 

In upholding a resolution that was far more specific than the resolution here, the D.C. 

Circuit made clear that there are limits to the FTC's use of broad, non-specific resolutions. Under 

the D.C. Circuit's standard, the present resolution is utterly inadequate: 

The Commission equaled this standard, and allowed our examination of the 
relevance of their subpoena requests, by identifying the specific conduct under 
investigation cigarette advertising and promotion and specific statutory 
provisions that confer authority and duties upon the Commission. Section 8(b) of 
the Cigarette Labeling and Advertising Act, under which the Commission must 
report to Congress on the effectiveness of cigarette labeling and current practices 
and methods of cigarette advertising and promotion, is self-expressive of several 
purposes of this investigation. We can therefore say that recitation of the statutory 
authority itself alerts the respondents to the purposes of the investigation. Section 
5 's prohibition of unfair and deceptive practices, which, standing broadly alone 
would not serve very specific notice of purpose, is defined by its relationship to 
section 8(b), as is the extremely broad and non-specific statutory authority to 
compile information and make reports to Congress conferred upon the 
Commission in section 6 of the FTC Act. The Commission additionally defined 
the application of section 5 in the Resolution by relating it to the subject matter of 
the investigation "the advertising, promotion, offering for sale, sale, or 
distribution of cigarettes .... u We thus feel comfortably apprised of the purposes of 
the investigation and subpoenas issued in its pursuit, and suspect that respondents, 
who may feel less comfortable, are also quite aware of the purposes of the 
investigation. 46 

Here, the bare recitation of Section S's "prohibition of unfair and deceptive practices ... 

The resolution also cannot be justified as a "blanket resolution." As the FTC Operating Manual states, 
blanket resolutions are only appropriate "in a limited number of instances", such as to authorize second 
requests in antitrust investigations. O.M. 3.3.6.7.4.3. 

F.T.C. v. Carter, 636 F.2d 781,788 (D.C. Cir. 1980)(emphasis added). 
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stands broadly alone". Accordingly, the resolution fails to reasonably define the nature and scope 

of the present investigation, and is therefore both invalid and incapable of providing the 

necessary support for the present CJD. Consequently, the present CID should be quashed. 

D. The CID Improperly Demands Documents And Testimony Concerning 
Matters That Are Primarily Regulated By The Department Of Health And 
Human Services 

The CID should also be quashed because it demands documents and information 

concerning data security information over which the United States Department of Health and 

Human Services ("HHS") has exclusive administrative and enforcement authority. As a 

healthcare sector corporation, Petitioner was at all times relevant to the 2008 download of the 

1, 718 File regulated by HHS with respect to the privacy rules and patient data security 

requirements related to PHI under the Health Insurance Portability and Accountability Act 

("HIPAA").il It is undisputed that Congress gave HHS exclusive administrative and enforcement 

authority over data privacy and security issues.~ As former FTC Chairman Deborah Majora._ 

told Congress in 2005, HIPAA and its Privacy Rule are not enforced by the FTC . .42 This 

understanding was affirmed before Congress a year later by FTC Associate Director Joel 

Winston.ill Accordingly, it is unreasonable and unduly burdensome to subject Petitioner to the 

broad investigative demands made in the present CID as the FTC is not the primary regulator of 

data privacy and security issues in the healthcare sector, and unlike HHS, the FTC does not have 

45 C.F.R. § 160.300 et seq. 

See 65 Fed. Reg. 82,462, 82,472 (Dec. 28, 2000). 

Deborah Platt Majoras, Chainnan of the Federal Trade Commission, Identity Theft: Recent Developments 
Involving the Security of Sensitive Consumer Information, a prepared statement before the U.S. Senate, 
Committee on Banking, Housing, and Urban Affairs (Mar. IO, 2005). 

Joel Winston, Associate Director, Division of Privacy and Identity Protection, Bureau of Consumer 
Protection, Federal Trade Commission, Statement of Joel Winston, a prepared statement before the U.S. 
House of Representatives, Subcommittee on Social Security of the House Committee on Ways and Means 
(Mar. 30, 2006). 
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the Congressionally-delegated administrative or enforcement powers (or responsibilities) 

concerning these issues. 

Consequently, the present CID improperly inserts the FTC into what is squarely the 

regulatory jurisdiction of HHS without providing any legal or policy justification for doing so. A 

regulated entity like Petitioner is entitled to one consistent set of data privacy and security 

regulations. By order of Congress, that set of regulations comes from HHS, not the FTC. 

Accordingly, the CID should be quashed. 

III. CONCLUSION 

Because the present CID was issued pursuant to an impermissible exercise of the FTC's 

Section 45 authority namely, because there is no basis in law or fact for using the 2008 

download of the 1,718 File as grounds to conduct an unbounded, undefined, highly burdensome, 

and purposeless investigation into Petitioner's data security practices and policies, and further 

because such an investigation would impermissibly intrude upon the regulatory jurisdiction of a 

sister agency the present CID should be quashed. 

Dated: January 10, 2012 

Claudia Callaway, Esq. 
Christina Grigorian, Esq. 
Julian Dayal, Esq. 
Katten Muchin Rosenman LLP 
2900 K Street, NW 
North Tower - Suite 200 
Washington, DC 20007 
Phone: (202) 625-3613 
Facsimile: (202) 298-7570 
Email: claudia.callaway@kattenlaw.com 

Counsel/or Petitioner 
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CERTIFICATION 

. ( 

Pursuant to 16 C.F.R. § 2.7(d)(2), counsel for Petitioner hereby certifies that counsel met 

and conferred with ITC counsel in a good faith effort to resolve by agreement the issues set forth 

in this Petition~ but the parties were unable to reach agreement. 
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CERTIFICATE OF SERVICE 

I hereby certify that on the 10th day of January, 2012, I caused. the original and 12 copies 

of the foregoing Petition to Quash with attached exhibits to be filed by hand delivery with the 

Secretary of the Federal Trade Commission, 601 New Jersey Avenue, N.W., Washington, DC, 

20580, and one copy of same to be filed by hand delivery with Alain Sheer, Esq., Federal Trade 

Commission, Division of Privacy and Identity Protection, 601 New Jersey Avenue, N.W., 

Washington, D.C., 20580. 
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LabMDlnc 
• 

United States of America 
Federal Trade Commission 

CIVIL INVESTl<3ATIVE DEMAND 
1. TO 

.. 
2030 Powers Ferry Road, Bid. 500, Suite 520 Atlanta, Ga 30339 
Attn: Steph~n F. Fusco, General Counsel 

This demand Is' issued Plll'$ua:nt to Section 20 of the Federal Trade Commission Act, 15 U.S.C. § 57bw1, In~ course 
of an lnvestlgat19n to detefl'Jline whether there Is, has been, or may be a violation of any laws administered by the 
Federa'I Trade CQmi:nission by cond\.lCt, activities or proposed action as described in Jtem 3. . 

2. ACTION REQUIRED 

fx You are required to appear and. testify. 

LOCA TlON OF HEARING YOUR APPEARANCE WILL BE BEFORE 
FTC •. Soulheast Region 
225 Peac:h1!11e Sln!el NE Alain Sheer or other duly de.signaled persqn 
Suite 1500 
Atlanta, Ga 30303 

DATE AND TIME OF HEARING OR DEPOSITiON 

fie You are required to produce all documents described in the attached schedule that are In your possession, custody, or 
control, and to make them available at your address lndli;ated above forinspection and copying or reproduction at the 
date and time specified below. 

fie You are required to answer the Interrogatories or provide the written report described on the attached schedule. Answer 
each interrogatory or report s~parately and fully in writing. Submit your answers or report to the Records Custodian 
named In Item 4 on or before the date specified below. 
DATE ANO TIME THEDOCUMENTSMUSfBE AVAILABLE 

JAN 1 3 :i.D 12. 

3. SUBJECT OF INVESTIGATION 

See attached resolution. 

4. RECORDS CUS_TOOIANIDEPUTY RECORDS CUSTODIAN 5. COMMISSION COUNSEL 
Rulh Vodafkon/Kevll'I Havens Alain Sheer 
Federal Trade. Commission. Division of Privacy and Identity Protection Federal Trade Commission, Division or PrlVacv-and lclenl!ly Protection 
601 N- Jef!l&y Aw, NW 601 New Jersey Ave .. NW 
Mail Slop NJ-l3100 Mall S101> NJ,8100 
Washington. OC :20001 Wa5hingron, OC 20001 

DATE ISSUED COMMISSIONER'S SIGNATURE 

~1-
RUCTIONS AND NOTICES YOUR RIGHTS TO REGULATORY ENFORCEMENT FAIRNESS 

l'l1e deli\re,y or this dem,nld ·10 VOii by any mlllhod prescribed by lhe Convnission"s. ThR FTC has a long standing commitmonl to a foir regulatory enlQrcement environment 
.Rute.• ol P•adic:e is legal se,vice and IT!&)' subject you 10 a penally imposed by law fo, ti you .vo a small busir.ess (under Smad Business Administration standards); you have 
fa,ture lo·comply. TIie producllOn of documents ·or1he subrnission or answo'!I ond report a right to COfll11r:! lhe $mall Bvsinoss Admlnislrelion's National Ombudsmnn at 1-688-
in rospc,,s& to this demand" must be made linder a.swom cotlillcaie, in !he rorm pri,,teo REGF/\IR (1·888•734-3247) or www.sba.gov/ombudsrnan regarding Ill& fairness or Iha 
on 1>., second page of 1111i demand. by Ille lk>r'lon to whom this demand is dir...,.od or, ;f r.nmpli11ncn and enforcen-t ilclivities of.the agency.Yoo should unde~tand, lmwover. 
not a natural perS"'1, by .I! pe11t/ll'I or p,>!•on• having knowkldge of lhe faclS and lh81 lhe Nalio1>al Omb\idamllfl Mnnol char>g<,, stop, or ~elay.a federal agency 
r.ircumstnnces ohuch prcducliOn or responsible for answering eru:h interr0gm0111 or enforce men!, aclinn, 
t<!IJOrf Qves1ion. This de,nand dons nol te<Toire approval Dy 0MB under the P11peiwork 
llc..it,rJ,on Ac! of 19~ The FTC s!rlclly ln,bidt mt11Iia1ory aclll by ,Ia omployees. and you will not be penalized 

ror f.?)(PfBS~ing 8 concern aboul 1ht'fse ndivifiess 

PETITION TO LIMIT OR OUASH TRAVEL ·EXPENSES 
Thu Co1n,ns~10n's Rules of Prnctice n,qwe lhal any pot~lon 10 Jim~ or quash .!his !loo the ~ndoued lrov<!I vouchnt to claim compensation lo wt1icll you ar~•nnlillod as a 
d"mand be mod wilhin 20 da)ia after R~rviCe, or. if the return <Int&•• I .. ,s """' 20 duY" "'""""'' for U1& Commiuion. The r.ompleted trQ~OI ..,.,r.her and this dP.mand should b6 
after sc~v,co, P11or to the «ilvrn dalB The or,giMf and lwetvo copies of thA P~lillon must Pf&ser,led In Cummfssion Counsel tor pn~nl. If you are I>.em,anent1y or tempo,111,ly 
be filed wifh IM Secretary of the fecJerlll Trade Commissron, and ono r.npy •~ould be living somt.h\1t1P.10 othor lhan lhR add,es• on lhis demand and ii wo1Jrd ,r.quire ,;,:rcr..ssive 
~en, 10 1~11 Commlss1<!0 Counsel named in llem 5. tt::tvt,l tnr you t() ~r,p-.,;tr, you muss {JP.t pdor ttP()ruv·,,t from Cammt::;s:on Coun!lfil. 

A ,:opy ol llie Commiss;un's Ruins ol P1xllco is ""ailable online 31 nJtu:tit.iU:il 
flC.!'t~l1i.i!J.ll'tac11cQ. Paper copin1 ar!'I ~vad,.I& upon r~uest. 

FTC Form 144 {rev 2/08) 
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• • 
Form of Certificate of Compliance* 

I/We do certify lhat aR of the documents and Information required by lhe attached Clvll lnvesttgallve Demand 
which are In lhe possession, custody, control, or knowledge of lhe person lo whom the demand Is directed 
have been submitted lo a custodian named herein. 

If a document responsive to lhls CMI Investigative Demand has not been submitted, lhe objecllons to Its 
submission and the reasons for lhe objection have been stated. 

If an Interrogatory 0t a portion of lhe request has not been fuly answered 0t a portion of lhe report has not 
been completed, the objections to such Interrogatory or uncompleted portion and the reasons for lhe 
objections have been slated. 

Signature 

TIUe 

Sworn to before me this day 

"In the event !hat more than one person Is responsible for complying with this demand, lhe certificate shall Identify lhe 
documents for which each certifying individual was responsible. In place of a swom statement, the above certllicale of 
compliance may be supported by an unswam declaration • provided for by 28 U.S.C. § 1748. 

FTC Fonn 144-Back (rev. 2/08) 
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UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Deborah Platt Majoras, Chairman 
Pamela Jona Harbour 
Jon Leibowi~ 
William B. Kovacic 
J. Thomu Rosch 

RESOLUTION DIRECf.lNG USE OF COMPULSORY PROCEs.9 IN NONPUBUC 
INVESTIGATION OF ACl'S AND PRACTICES RELATED TO CONSUMER PRIVACY 

AND/OR DATA SECURITY 

Pile No. P9.s4807 

Nature and Scope of lnvestiption: 

To determine whether unnamed penons. pannenhips, corporations. or othen am 
engaged in, or may have engaged in, deceptive or unfair actl or pr,IOticea related to consumer 
privacy and/or data security, in or affecting commerce. in violation of Section .S of the Pcdetal 
Trade Commission Act, 15 U.S.C. f 4.S, u amended. Such investigation shall, in addition, 
determine whether Commission action to obtaJn rechas of injury to consumers or othen would 
be in the public interest. 

The Pederal Trade Commission hereby resolves and directl that any and all compulsory 
processes available to it be used in connection with this investigation not to exceed five (.S) years 
from the date ol issuance of this .molution. The expiration of this five-year period shall not 
limit or tenninate the investigation or the legal effect or any compulsory process issued during 
the five-year period. The Pedaal Trade Commission specificaUy authorizes the filing or 
continuation of actions to enforce any such compulsory process after the expiration or the five
year period. 

AulfJority to Conduct Investigation: 

Sections 6, 9, 10, and 20 of the Pederal Trade Commission Act, IS U.S.C. §I 46, 49, 50, 
and S7b-1, 11 amended; FI'C Procedures and RuJes ol Practice, 16 C.P.R. I.I .i seq. and 
supplements thereto. 

By direction of the Commission. 

~iMJ--
Donald S. Clark 
Secn:tary 

fssued: January 3, 2008 
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CIVIL INVESTIGATIVE DEMAND SCHEDULE 

FOR ORAL TESTIMONY, INTERROGATORY RESPONSE, 
AND DOCUMENTS TO LABMD, INC. 

To: LabMD, Inc. 
2030 Powers Ferry Road 
Building 500, Suite 520 
Atlanta, Ga. 30339 

Attn: Stephen F. Fusco, General Counsel 

I. DEFINITIONS 

As used in this Civil Investigative Demand, the following definitions shall apply: 

A. "And," as well as "or," shall be construed both conjwctively·and disjwctively, as 
necessary, in order to bring within the scope of any specification in this Schedule all infonnation 
that otherwise might be construed to be outside the scope of the specification. 

B. "Any" shall be construed to include "all," and "all" shall be construed to include the 
word "any." 

C. "CID" shall mean the Civil Investigative Demand, including the attached Resolution and 
this Schedule, and including the Definitions, Instructions, and Specifications. 

D. "Company" shall mean LabMD, Inc., its wholly or partially owned subsidiaries, 
wincorporated divisions, joint ventures, operations under assumed names, and affiliates, and all 
directors, officers, employees, agents, consultants, and other persons working for or on behalf of 
the foregoing. 

E. "Document" shall mean the complete original and any non-identical copy (whether 
different from the original because of notations on the copy or otherwise), regardless of origin or 
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every 
type and description, however and by whomever prepared, produced, disseminated or made, 
including but not limited to any advertisement, book, pamphlet, periodical, contract, 
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note, 
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline, 
script, abstract, history, calendar, diary, agenda, minute, code book or label. "Document" shall 
also include Electronically Stored Information. 

F. "Each" shall be construed to include "every," and "every" shall be construed to include 
"each." 

G. "Electronically Stored Information" or "ESI,, shall mean the complete original and 
any non-identical copy ( whether different from the original because of notations, different 
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metadata, or otherwise), regardless of origin or location, of any information created, 
manipulated, commwlicated, stored, or utilized in digital form, requiring the use of computer 
hardware or software. This includes, but is not limited to, electronic mail, instant messaging, 
videoconferencing, and other electronic correspondence (whether active, archived, or in a 
deleted items folder), word processing files, spreadsheets, databases, and video and soW1d 
recordings, whether stored on: cards; magnetic or electronic tapes; disks; computer hard drives, 
network shares or servers, or other drives; cloud-based platforms; cell phones, PDAs, computer 
tablets, or other mobile devices; or other storage media. "ESP' also includes such technical 
assistance or instructions as will enable conversion of such ESI into a reasonably usable form. 

H. "FTC" or "Commission" shall mean the Federal Trade Commission. 

I. "Identify" shall be construed to require identification of (a) natural persons by name, 
title, present business affiliation, present business address and telephone number, or if a present 
business affiliation or present business address is not known, the last known business and home 
addresses; and (b) businesses or other organizations by name, address, identities of natural 
persons who are officers, directors or managers of the business or organization, and contact 
persons, where applicable; and ( c) documents by bates number or by title or description, date, 
and author. 

J. "Referring to" or "relating to" shall mean discussing, describing, reflecting, containing, 
analyzing, studying, reporting, commenting, evidencing, constituting, setting forth, considering, 
recommending, concerning, or pertaining to, in whole or in part. 

K. "You" and "Your'' shall mean the Company. 

L. The singular shall be construed to include the plural, and the plural shall be construed to 
include the singular. 

II. INSTRUCTIONS 

A. Sharing of Information: The Commission often makes its files available to other civil 
and criminal federal, state, local, or foreign law enforcement agencies. The Commission may 
make information supplied by you available to such agencies where appropriate pursuant to the 
Federal Trade Commission Act and 16 C.F.R. § 4.11 (c) and {j). Information you provide may 
be used in any federal, state, or foreign civil or criminal proceeding by the Commission or other 
agencies. 

B. Meet and Confer: You must contact Alain Sheer, at 202.326.3321, or Ruth Yodaiken, 
at 202.326.2127, as soon as possible to schedule a meeting (telephonic or in person) to be held 
within ten (IO) days after receipt of this CID in order to confer regarding your response, 
including but not limited to a discussion of the submission of Electronically Stored Information 
and other electronic productions as described in these Instructions. 
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C. Applicable time period: Unless otherwise directed in the specifications, the applicable 
time period for the request shall be from January 1, 2007 \Dltil the date of full and complete 
compliance with this CID. 

D. Claims of Privilege: If any material called for by this CID is withheld based on a claim 
of privilege or any similar claim, the claim must be asserted no later than the return date of this 
CID. In addition, pursuant to 16 C.F.R. § 2.8A(a), submit, together with the claim, a schedule of 
the items withheld, stating individually as to each item: 

I. the type, specific subject matter, date, and number of pages of the item; 

2. the names, addresses, positions, and organiz.ations of all authors and recipients of 
the item; and 

3. the specific grounds for claiming that the item is privileged. 

If only some portion of any responsive material is privileged, all non-privileged portions of the 
material must be submitted. A petition to limit or quash this CID shall not be filed solely for the 
purpose of asserting a claim of privilege. 16 C.F.R. § 2.8A(b). 

E. Document Retention: You shall retain all documentary materials used in the 
preparation of responses to the specifications of this CID. The Commission may require the 
submission of additional documents at a later time during this investigation. Accordingly, you 
should su,mend any routine procedmes for document destruction and take other measures to 
prevent the destruction of documents that are in any way relevant to this investigation during its 
pendency, irrespective of whether you believe such documents are protected from discovery by 
privilege or otherwise. See 15 U.S.C. § 50; see also 18 U.S.C. §§ 1505, 1519. 

F. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with 
the Secretary of the Commission no later than twenty (20) days after service of the CID, or, if 
the return date is less than twenty (20) days after service, prior to the return date. Such petition 
shall set forth all assertions of privilege or other factual and legal objections to the CID, 
including all appropriate arguments, affidavits, and other supporting documentation. 16 C.F.R. § 
2.7(d). 

G. Modification of Specifications: If you believe that the scope of the required search or 
response for any specification can be narrowed consistent with the Commission's need for 
documents or information, you are encouraged to discuss such possible modifications, including 
any modifications of definitions and instructions, with Alain Sheer, at 202.326.3321, or Ruth 
Yodaiken, at 202.326.2127. All such modifications must be agreed to in writing by an Associate 
Director, Regional Director, or Assistant Regional Director. 16 C.F.R. § 2.7(c). 

H. Procedures: This CID is issued pursuant to Section 20 of the Federal Trade 
Commission Act, 15 U.S.C. § 57b-l. The taking of oral testimony pursuant to this CID will be 
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conducted in conformity with that section and with Part 2A of the Commission's Rules, 16 
C.F.R. §§ 2.8-2.9. 

L Certification: A responsible officer or a duly authorized manager of the company shall 
certify that the response to this CID is complete. This certification shall be made in the form set 
out on the back of the CID form, or by a declaration under penalty of perjury as provided by 28 
u.s.c. § 1746. 

J. Scope of Search: This CID covers documents and information in your possession or 
under your actual or constructive custody or control including, but not limited to, documents and 
information in the possession, custody, or control of your attorneys, accountants, directors, 
officers, employees, and other agents and consultants, whether or not such documents and 
information were received from or disseminated to any person or entity. 

K. Document Production: You shall produce the documentary material by making all 
responsive documents available for inspection and copying at your principal place of business. 
Alternatively, you may elect to send all responsive documents to Ruth Y odaiken, Federal Trade 
Commission, Division of Privacy and Identity Protection, 601 New Jersey Ave., NW, Mail Stop 
NJ-8100, Washington, DC 20001. Because postal delivery to the Commission is subject to delay 
due to heightened security precautions, please use a courier service such as Federal Express or 
UPS. Notice of your intended method of production shall be given by mail or telephone to Alain 
Sheer, at 202.326.3321, at least five days prior to the return date. 

L. Document Identification: Documents that may be responsive to more than one 
specification of this CID need not be submitted more than once; however, your response should 
indicate, for each document submitted, each specification to which the document is responsive. 
If any documents responsive to this CID have been previously supplied to the Commission, you 
may comply with this CID by identifying the document(s) previously provided and the date of 
submission. Documents should be produced in the order in which they appear in your files or as 
electronically stored and without being manipulated or otherwise rearranged; if documents are 
removed from their original folders, binders, covers, containers, or electronic source in order to 
be produced, then the documents shall be identifi~d in a manner so as to clearly specify the 
folder, binder, cover, container, or electronic media or file paths from which such documents 
came. In addition, number by page ( or file, for those documents produced in native electronic 
format) all documents in your submission, preferably with a unique Bates identifier, and indicate 
the total number of documents in your submission. 

M. Information Identification: Each interrogatory specification and sub-specification of 
this CID shall be answered separately and fully in writing under oath. All information submitted 
shall be clearly and precisely identified as to ~e specification(s) or sub-specification(s) to which 
it is responsive. 

N. Production of Copies: Unless otherwise stated, legible photocopies ( or electronically 
rendered images or digital copies of native electronic files) may be submitted in lieu of original 
documents, provided that the originals are retained in their state at the time of receipt of this 
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CID. Further, copies of originals may be submitted in lieu of originals only if they are true, 
correct, and complete copies of the original documents; provided, however, that submission of a 
copy shall constitute a waiver of any claim as to the authenticity of the copy should it be 
necessary to introduce such copy into evidence in any Commission proceeding or court of law; 
and provided further that you shall retain the original documents and produce them to 
Commission staff upon request. Copies of marlceting materials and advertisements shall be 
produced in color, and copies of other materials shall be produced in color if necessary to 
interpret them or render them intelligible. 

O. Electronic Submission of Documents: The following guidelines refer to the production 
of any Electronically Stored Infonnation ("ESI") or digitally imaged hard copy documents. 
Before submitting any electronic production, you must confirm with the Commission counsel 
named above that the proposed fonnats and media types will be acceptable to the Commission. 
The FTC requests Concordance load-ready electronic productions, including DAT and OPT load 
files. 

(1) Electronically Stored Information: Documents created, utilized, or maintained 
in electronic fonnat in the ordinary course of business should be delivered to the FTC as follows: 

(a) Spreadsheet and presentation programs, including but not limited to 
Microsoft Access, SQL, and other databases, as well as Microsoft Excel and Power Point files, 
must be produced in native format with extracted text and metadata Data compilations in Excel 
spreadsheets, or in delimited text fonnats, must contain all underlying data un-redacted with all 
underlying fonnulas and algorithms intact. All database productions (including structured data 
document systems) must include a database schema that defines the tables, fields, relationships, 
views, indexes, packages, procedures, functions, queues, triggers, types, sequences, materialized 
views, synonyms, database links, directories, Java, XML schemas, and other elements, including 
the use of any report writers and custom user data interfaces; 

(b) All ESI other than those documents described in (l Xa) above must be 
provided in native electronic fonnat with extracted text or Optical Character Recognition (OCR) 
and all related metadata, and with corresponding image renderings as converted to Group IV, 
300 DPI, single-page Tagged Image File Format (TIFF) or as color JPEG images (where color is 
necessary to interpret the contents); 

( c) Each electronic file should be assigned a unique document identifier 
("DoclD") or Bates reference. 

(2) Hard Copy Documents: Documents stored in hard copy in the ordinary course 
of business should be submitted in an electronic fonnat when at all possible. These documents 
should be true, correct, and complete copies of the original documents as converted to TIFF (or 
color JPEG) images with corresponding document-level OCR text. Such a production is subject 
to the following requirements: 

(a) Each page shall be endorsed with a document identification number 
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(which can be a Bates number or a document control number); and 

(b) Logical document determination should be clearly rendered in the 
accompanying load file and should correspond to that of the original document; and 

(c) Documents shall be produced in color where necessary to interpret them 
or render them intelligible. 

(3) For each document electronically submitted to the FTC, you should include the 
following metadata fields in a standard ASCII delimited Concordance DAT file: 

(a) For electronic mail: begin Bates or unique document identification 
number ("DocID"), end Bates or Doc ID, mail folder path (location of email in personal folders, 
subfolders, deleted or sent items), custodian, from, to, cc, bee, subject, date and time sent, date 
and time received, and complete attachment identification, including the Bates or DocID of the 
attachments (AttachlDs) delimited by a semicolon, MD5 or SHA Hash value, and link to native 
file; 

(b) For email attachments: begin Bates or DocID, end Bates or DocID, 
parent email ID (Bates or DoclD), page count, custodian, source location/file path, file name, file 
extension, file size, author, date and time created, date and time modified, date and time printed, 
MD5 or SHA Hash value, and link to native file; 

(c) For loose electronic documents (as retrieved directly from network 
fde stores, hard drives, etc.): begin Bates or DocID, end Bates or DocID, page count, 
custodian, source media, file path, filename, file extension, file size, author, date and time 
created, date and time modified, date and time printed, MD5 or SHA Hash value, and link to 
native file; 

( d) For imaged hard copy documents: begin Bates or DocID, end Bates or 
DocID, page count, source, and custodian; and where applicable, file folder name, binder name, 
attachment range, or other such references, as necessary to understand the context of the 
document as maintained in the ordinary course of business. 

( 4) If you intend to utilize any de-duplication or email threading software or services 
when collecting or reviewing information that is stored in your computer systems or electronic 
storage media, or if your computer systems contain or utilize such software, you must contact the 
Commission counsel named above to determine whether and in what manner you may use such 
software or services when producing materials in response to this specification. 

(5) Submit electronic productions as follows: 

(a) With passwords or other document-level encryption removed or otherwise 
provided to the FTC; 
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(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible, media; 

(c) All electronic media shall be scanned for and free of viruses; 

(d) Data encryption tools may be employed to protect privileged or other 
personal or private information. The FTC accepts TrueCrypt, POP, and SecureZip encrypted 
media The passwords should be provided in advance of delivery, W1der separate cover. 
Alternate means of encryption should be discussed and approved by the FTC. 

( e) Please mark the exterior of all packages containing electronic media sent 
through the U.S. Postal Service or other delivery services as follows: 

MAGNETIC MEDIA-DO NOT X-RAY 
MAY BE OPENED FOR POSTAL INSPECTION. 

(6) All electronic files and images shall be accompanied by a production 
transmittal letter which includes: 

(a) A summary of the number of records and all underlying images, emails, 
and associated attachments, native files, and databases in the production; 
and 

(b) An index that identifies the corresponding consecutive 
document identification number(s) used to identify each person's 
documents and, if submitted in paper form, the box number containing 
such documents. If the index exists as a computer file(s), provide the 
index both as a printed hard copy and in machine-readable form (provided 
that the Commission counsel named above determines prior to submission 
that the machine-readable form would be in a format that allows the 
agency to use the computer files). The Commission counsel named above 
will provide a sample index upon request. 

A Bureau of Consumer Protection Production Guide is available upon 
request from the Commission counsel named above. This guide provides 
detailed directions on bow to fully comply with this instruction. 

P. Sensitive Personally Identifiable Information: If any material called for by these 
requests contains sensitive personally identifiable information or sensitive health information of 
any individual, please contact us before sending those materials to discuss whether it would be 
appropriate to redact the sensitive information. If that information will not be redacted, contact 
us to discuss encrypting any electronic copies of such material with encryption software such as 
SecureZip and provide the encryption key in a separate communication. 

For purposes of these requests, sensitive personally identifiable information includes: an 
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individual's Social Security number alone; or an individual's name or address or phone number 
in QQD>hioation wi1b one or more of the following: date of birth, Social Security number, driver's 
license number or other state identification number, or a foreign country equivalent, passport 
number, financial account number, credit card wmber, or debit card number. Sensitive health 
information includes medical records and other individually identifiable health infonnation 
relating to the past, present, or future physical or mental health or conditions of an individual, the 
provision of health care to an individual, or the past, present, or future payment for the provision 
of health care to an individual. 

Q. Certification of Records of Regularly Conducted Activity: Attached is a Certification 
of Records of Regularly Conducted Activity, which may reduce the need to subpoena the 
Company to testify at future proceedings in order to establish the admissibility of documents 
produced in response to this CID. You are asked to execute this Certification and provide it with 
your response. 

III. SPECIFICATIONS 

A. ORAL TESTIMONY 

The Company is required to designate and make available one or more officers, directors, 
managers, employees, agents, or others that are best able and competent to testify on the 
following subjects: 

I. The Company's information security policies, practices, training, and procedures 
(collectively, the "security practices"). 

2. Security risks, wlnerabilities, and incidents through which Company documents and 
information (such as information collected from or about patients) either were or could have 
been disclosed to unrelated third parties (collectively, "security incidents"), including, but not 
limited to, P2P file-sharing applications and documents such as the 
• file (also known as-- in Civil Action File No. 201 ICV207137 filed in the 
Superior Court of Fulto~rgia). 

3. The roles and responsibilities of Michael J. Daugherty, individual employees, and 
individual contractors in (a) developing, adopting, implementing, and monitoring the security 
practices, and (b) responding to security incidents. 

B. INTERROGATORIES 

I. Identify all documents that provide a basis for your testimony pursuant to this CID. 

2. Identify all documents that you reviewed or considered in preparing to testify pursuant to 
this CID. 

3. Identify all documents relating to the Company's security practices and security incidents 
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'· 

that you have not already produced to the FTC. 

C. DOCUMENTARY MATERIAL 

t. Produce a copy of each document identified in the responses to Interrogatories 1, 2, and 3 
that has not already been produced to the FTC. 
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Robert Boback 

Chief Executive Officer 
Tiversa, Inc. 

Testimony Before the 
House Committee on Oversight and Government 

Reform 

July 24, 2007 

Good morning Chairman Waxman, Ranking Member Davis and distinguished 
members of the committee. 

My name is Robert Boback and I am Chief Executive Officer ofTiversa, a 
Pennsylvania-based company that provides information technology and 
investigation services that help protect organizations, government agencies and 
individual consumers from the disclosure and illicit use of sensitive, confidential, 
and personal information on peer-to-peer file sharing, or "P2P", networks. 

I wish to extend our most sincere appreciation for inviting us to testify on this 
very important issue today. And I also want to applaud the Chairman for calling 
this important hearing and this committee's previous legislation and work on this 
topic. 

Whilethe Internet is a true boon to our society and economy, there are critical 
personal privacy and national security issues that need to be addressed seriously, 
urgently and with the immediate intent to find solutions. 

These privacy and security threats are caused by the inadvertent misuse of P2P 
file sharing software, which Tiversa estimates has been installed on over 450 
million computers worldwide. P2P file sharing is one of the most powerful 
technologies created in recent years, however, as with the world wide web, it is 
not without inherent risks. 

P2P technology provides an efficient way for people to share files with each other. 
Essentia1ly, the technology uses the muscle power of the computers that it 
connects and allows people to share files directly with each other. When files are 
shared directly between two P2P users, this is called decentralized file sharing. 
This means the files do not go through any central computer server in the middle 
of the exchange. 

• 
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P2P has gained both popularity and notoriety for the file sharing of 
entertainment content among its users. Yet, regardless of where one stands on 
P2P activity, it's unquestioned that P2P usage is rapidly growing and becoming 
generally accepted as the most efficient way to distribute large pieces of digital 
content to consumers. 

Indeed, with the explosive increase in digital content including online video and 
user generated digital content, P2P file sharing is being em braced by many 
legitimate, well-known businesses to distribute and share television shows and 
fuH-length movies to consumers in a manner that protects the copyright and 
privacy of the content. 

Therefore, P2P file sharing is becoming as much of a critical and integral part of 
the Internet's infrastructure as Web browsers are today. As a result, we must 
consider the privacy and security issues around it accordingly while allowing for 
legitimate uses of the technology. 

Inadvertent file sharing happens when computer users mistakenly share more 
files than they intend. For example, they may only want to share their music files 
or a large academic report, but instead open all files on their computer's hard 
drive to access by other users on the P2P network. This typically occurs by a user 
error in either installing and/ or using the software. 

The result of inadvertent file sharing is hundreds of thousands of sensitive, 
confidential, and classified files are exposed and made available to the universe of 
P2P users each day. 

Today, we would like to provide the committee with concrete examples that show 
the extent of how inadvertent P2P file sharing can negatively affect consumers, 
corporations, government entities and, indeed, our national security. During our 
testimony, we will provide the committee with examples that illustrate the types 
of sensitive information available on P2P networks, examples of how users on 
P2P file sharing networks actively search for inadvertently shared sensitive 
information, and off er our thoughts on actions to address this problem. 

Despite the tools that P2P networks are putting into their software to avoid the 
inadvertent file sharing of private or classified information, this significant and 
growing problem continues to exist. Any changes made to the P2P software, 
while welcome and helpful, will not fully address the problem. 

Warnings regarding inadvertent file sharing through P2P networks have been 
sounded in the past. The FTC has issued warnings on exposing private 
information via P2P mechanisms. The 2003 Government Network Security Act, 
co-sponsored by Chairman Waxman, Ranking Member Davis and several 
members of this committee highlighted the dangers facing government agencies 
and prescribed a course of action. Prominent security organizations, such as 
Carnegie Mellon University's Computer Emergency Response Team (CERT) and 
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the SANS Institute have warned corporations, governments, and consumers to 
the unintended dangers of inadvertent file sharing via P2P networks. 

For example, CERT's ST05-007-Risks of File-Sharing Technology -Exposure of 
Sensitive or Personal !reformation clearly states: 

"By using P2P applications, you may be giving other users access 
to personal information. Whether it's because certain directories 
are accessible or because you provide personal information to 
what you believe to be a trusted person or organization, 
unauthorized people may be able to access your financial or 
medical data, personal documents, sensitive corporate 
information, or other personal information. Once information 
has been exposed to unauthorized people, it's difficult to know 
how many people have accessed it The availability of this 
information may increase your risk of identity theft." 

Additionally, many of the most popular P2P tools prominently display similar 
warnings to their users. 

Regardless, the problem persists, and our opinion is that it's getting worse. Here 
is why we hold th is opinion. 

Beginning in 2003, Tiversa has developed systems that monitor and interact with 
and within P2P networks to search for sensitive information in an effort to 
protect the confidential information of our clients. 

Tiversa centralizes what was previously a decentralized P2P file-sharing network. 
Tiversa can round-up all the previously untraceable activity on the network in 
one place to analyze searches and requests. Where an individual user can only 
see a portion of a P2P file sharing network, Tiversa can see the whole. It is our 
belief that no other system has this capability. We have the unique ability to 
observe activity across P2P networks, to see what inadvertent file sharing is 
taking place, and to see how P2P users are seeking this information, and where 
the information goes once it is shared. 

Tiversa can monitor, on average, at least 300 million total P2P requests per day. 
We can investigate more fully to determine the intent of those requests. Our 
systems have the ability to record the searches for files made on P2P networks, as 
well as the ability to access the files available to users of P2P networks who issue 
these searches. 

Users on a P2P networks must "ask" the network for a file before they can 
download them. For example, they may request "Frank Sinatra, I Did It My 
Way." That search request is then broadcasted to all connected users for a 
response that says in effect - "I have that song". At this point, the searcher can 
initiate a download request from their choice of users who possess that file. 
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Substitute the Sinatra search for "classified troop movements" and you begin to 
understand the problem. Or, if someone searches for "ABC Bank August 
Statement", we can deem their intent was to obtain bank statements. 

For example, Tiversa set its algorithms to record P2P search strings that matched 
the term "Credit Card" and separately the term "Medical." Illustrated below is a 
limited set of English language examples taken from the millions of similar 
search strings that Tiversa observes each day: 

Credit Card 

• d&b credit card info • credit card pin num hers 
• corporate credit card log • credit card with cv2 numbers 
• credit card merch copy sr • credit card statements 
• davids credit card numbers • credit card comm sept private 
• credit card charge ctm costa • credit card authorisation july 
• credit card gateway ubc • credit card app pdf 
• 2007 batch of credit cards • athens mba credit card payment 
• cash credit card checks • cathys visa credit card go on 
• confidential credit card app • credit card with ace 
• credit card processing • credit card statements 

Medical 

• dear medical insurance my • child medical exam 
• letter re medical bills 10th • billing medical arumst 
• denial of medical insurance • di!tltal files medical trans 
• medical oasswords • authoriza tionform medical 
• hospital records • caulfield ~eneral medical 
• comprehensive medical • medical codine and billiru?: 
• medical release • medicine medical nasswords 
• classified medical records • isilo medical 
• electronic medical record • doctors office medical exam 
• ltr medical maternity Portland • medical abuse records 

There are literally thousands of search strings that we can use to illustrate the 
millions of individual searches targeting sensitive information available on file 
sharing networks. One has to ask the question, "Why are P2P users searching for 
these files on a network typically used to share music and movies?" What are 
these users looking for? What will they do with the information once they find it? 

We would now like to describe how consumers, businesses and government 
entities are victims of this problem by showing and describing actual examples of 
sensitive, confidential, and classified files inadvertently disclosed by these 
entities. 
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Individuals at Risk 
P2P is a highly efficient way for a potential identity thief to gather an individual's 
private, privileged information that can then be used to commit ID theft, other 
forms of fraud, or put the individual's personal safety at risk. Yet, very few 
individuals are aware of this problem, let alone how to protect their information. 
There have been significant public awareness efforts aimed at educating 
consumers about phishing scams and other malicious activities. There has been 
very little effort made to protect consumers from inadvertently sharing 
information through P2P networks. Virus checking and firewalls, commonly 
highlighted as the solution, are not fully effective at solving inadvertent file 
sharing problem. 

Examples of readily available documents Tiversa has been able to find on P2P file 
sharing networks include: 

• Federal and State identification including passports, drivers licenses, and 
social security cards 

• Dispute letters with banks, credit card companies, or insurance companies 
revealing account numbers, credit card numbers, insurance ID numbers 
and social security num hers 

• Copies of individual credit check reports (e.g. Equifax Reports) 
• Copies of individual bank and credit card statements 
• Signed copies of health insurance cards 
• Full copies of federal, state, and local tax returns 
• Extensive electronic records of active usernames / ID's for on line account 

access 
• Wills and trust documents 
• Mortgage and credit applications 
• Life insurance applications 
• Confidential medical history and records including psychiatric records 
• Employment applications 
• Family photographs and movies revealing children, addresses, and other 

personal information 
• Student loan / aid applications and documents 

Redacted examples that protect the privacy of individual document owners have 
been provided to the Committee. 

In essence, whatever an individual stores on his/her computer electronically can 
be inadvertently shared. The impact of sharing these files not only hurts 
individual consumers directly, but also impacts the financial institutions, 
insurance firms, and government agencies who must incur the costs of fraud and 
investigations into wrong-doing. In these cases, consumers may hold these 
institutions responsible, when they themselves are exposing their own 
information. The lack of a mechanism to trace back to the source of the 
disclosure is often the issue in these cases. Fraud occurs, but consumers, 
corporations, and government organizations often do not know the root cause. 
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Corporate Breaches 
Corporate inadvertent file sharing includes any entity that is not a governmental 
organization or an individual. No organization, regardless of its size or industry 
is immune from this problem. This ranges from the world's largest multi
national corporations across the financial services, insurance, defense, 
pharmaceutical, professional services and healthcare industries to small medical, 
accounting and law practices. Equally, no organizational function is immune to 
inadvertent file sharing. Tiversa has found files disclosed by and affecting 
human resources, finance, compliance, legal, research and development, sales, 
marketing, public relations, and the executive office. 

With the increasing virtualization of corporate entities and the greater use of 
outsourcing, the concept of the Extended Enterprise has become critical to 
Tiversa's clients. This means that any entity entrusted with the corporations 
sensitive or confidential information can become a disclosure point on P2P file 
sharing networks. These entities include at home or virtual employees, 
contractors, suppliers, attorneys, consultants, accountants, or partners. These 
entities are almost always outside of the corporate perimeter and, therefore, 
outside of the direct control and enforcement of the corporation. How many 
times have you e-mailed a file home on which to work? Sent a confidential file to 
your lawyer or accountant? Inadvertent sharing over P2P file sharing networks is 
perfectly designed to exploit the Extended Enterprise. Our examples will show 
this. 

As a matter of record, Tiversa observes searches similar to those previously 
illustrated for "credit card" and for "medical" for individual corporate names, 
subsidiaries, and acronyms. The illustration of these search strings would put 
these corporations at risk. The committee should note that the searches of this 
nature are every bit as aggressive and more specific as those for credit cards and 
medical information. In fact, many times we will see P2P users searching for 
specific file titles on a corporation. A recent example shows P2P users searching 
for a foreign exchange system design document for a major financial institution 
more than 40 times over a three week period. Tiversa knows this document is 
available since we obtained it as part of our work for a client 

The larger and better known a company and its brand, the greater the risks 
associated with searches for these corporations. 

Tiversa has many examples of corporate information disclosures. Obviously, 
many are extremely sensitive and would put these corporations at significant risk 
if they were shared in a public domain. We are happy to share illustrative 
information with the committee in a secure environment if specific examples are 
needed. 

The following, however, represents examples and situations that we have 
encountered illustrating the risk facing corporations today. 
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The first example illustrates a num her of points relating to corporate disclosures 
clearly. Tiversa has discovered a third party attorney whose clients are the 
world's largest pharmaceutical manufacturers disclosing 436 sensitive and 
confidential files related those clients. The information covers, in part, pending 
litigation. One document, dated April 2007, is labeled "confidential" and "by 
hand" and addressed to Chairman Waxman with a carbon copy to Ranking 
Member Davis. It appears to address questions regarding drug trials of this 
pharmaceutical company. This is a case of an attorney who has exposed multiple 
pharmaceutical companies outside of their network - a clear example of 
extended enterprise risk. 

A second case involves the exposure of the recent board minutes of one of the 
world's largest financial services organizations, and was disclosed by an executive 
assistant to one of the executive team members. This disclosure was originally 
found by a private investigator and reported to the corporation. 

A third case involves the disclosure of the entire foreign exchange trading back
bone for one of the world's largest multi-national financial firms. These files 
were among hundreds of confidential internal computer design and security files. 
As we stated earlier, P2P users were searching for these by name. 

A forth case illustrates how a contractor can expose a corporation. Tiversa 
observed P2P searches involving a contractor to one of our clients. Files exposed 
include the entire launch plan and expected growth targets for this diversified 
financial institution's entry into Europe. In addition, Tiversa observed these files 
in the possession of a P2P user in Nigeria. In this instance, a subcontractor to 
the initial contractor exposed our client's confidential information. 

A fifth case again illustrates how a supplier can expose a corporation. Tiversa 
recovered the wide-area network and disaster recovery plan for a major banking 
institution exposed by the company to which the bank's entire trading network 
was outsourced. 

Tiversa can provide literally hundreds of case examples like those illustrated 
above. In addition, we have found: 

• Press releases in mark-up before their public release covering material, 
non-public information 

• Patent related files before submission to the patent and trademark office 
• Drug trial test records before FDA approval 
• Legal documents including business contracts, non-disclosure agreements, 

term sheets, etc. 
• Human resources related documents including employee reviews, 

executive recruiter post-interview write-ups, confidential termination and 
pending litigation documents, etc. 

• Accounting related documents including audit reports, corporate tax 
records, payrolls, invoices, etc. 
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• Information systems related documents including administrative user ID / 

passwords to corporate systems, network diagrams, router access codes, 
functional specifications, disaster recovery plans 

Highly select redacted examples that protect the privacy of individual document 
owners and any other sensitive information have been provided to the 
committee. 

Given the media exposure that "lost laptops" and information disclosures on non
P2P networks has received, P2P inadvertent file sharing represents a significant 
brand, operational, legal, and regulatory risk to corporations. For example, a 
recent P2P sourced breach affecting 17,000 current and former Pfizer employees' 
personal information illustrates the impact of the inadvertent sharing of sensitive 
information on P2P file sharing networks. Any one of the examples provided to 
the committee could result in a similar problem for its respective corporation. 

Classified Government Data Exposed 
Inadvertent P2P file sharing affects all levels and branches of government, law 
enforcement, and intelligence agencies. For our testimony today, Tiversa will 
focus on how inadvertent file sharing affects federal government agencies and 
law enforcement. 

As with corporations, government inadvertent file sharing may originate with the 
agencies themselves, contractors to these agencies, soldiers or agents in the field. 
The same "extended enterprise" exposure problem facing corporations faces the 
government. 

In addition, Tiversa regularly sees P2P searches for government related 
information including classified information and searches that could assist law 
enforcement. 

In 2003, Chairman Waxman, Ranking Member Davis and many members of this 
committee co sponsored the Government Network Security Act. It was designed 
to quite simply: "require Federal agencies to develop and implement plans to 
protect the security and privacy of government computer systems from the risks 
posed by peer-to-peer file sharing." 

In a press release announcing the Act, Ranking Member Davis was quoted saying, 
"Few people recognize these risks. Using these programs is similar to giving a 
complete stranger access to your personal file cabinet." 
Unfortunately, while the bill passed the House, it stalled in the Senate. Now, four 
years later, there are hundreds, if not thousands, of examples of federal 
government classified documents publicly available on P2P networks at this very 
moment. 

A stark example is the discovery of 34 classified documents available and found 
by Tiversa on P2P networks. At least one of these classified examples was 
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related to a government contractor. At least one of the classified documents is the 
secret property of the United Kingdom, which shows the inadvertent release of 
such sensitive data is unquestionably global in nature. 

Prior to our testimony today, Tiversa provided secret classified documents we 
located to General Wesley Clark, an equity holding member ofTiversa's advisory 
board. He has since furnished these documents to the Chairman of the National 
Intelligence Advisory Board for investigation. This information could, and most 
likely does, pose significant risks to our interests domestically and abroad. 
Unfortunately, this is not an isolated incident. 

Inadvertently shared information is not limited to classified information. A 
diverse amount of information exists across government agencies and 
contractors. Here are some examples: 

1. A document illustrating over 100 individual soldier's names and social 
security numbers 

2. Physical Threat Assessments for multiple cities such as Philadelphia, St. 
Louis, and Miami 

3. A government contractor exposing an air force base physical security 
attack assessment 

4. A document titled "NSA Security Handbook" 
5. A detailed report from a well known government contractor for the 

National Security Agency (NSA) which outlines how to connect two secure 
DoD networks 

6. Numerous Department of Defense Directives (DoDD's) on various 
Information Security topics - all signed by various Assistant and Deputy 
Secretaries of State 

7. Various Department of Defense Information Security system audits, 
reviews, procedures, etc. (e.g. retina scanner equipment audits, 
penetration detection software/equipment reviews) 

8. Numerous "Field Security Operations" documents including router 
checklist procedures, "Network Infrastructure Security Checklist", etc. 

9. Numerous presentations for Armed Forces leadership on various 
Information Security topics including how to profile "hackers'' and 
potential internal information leakers 

10. Large numbers of army documents marked "For Official Use Only" 

A case example illustrates the risks clearly. On July 17, 2007, Tiversa found a 
defense contractor employee disclosing 1,900 individual files from one IP address 
on P2P file sharing networks. This contractor supports 34 "Joint and Army 
agencies", including the Department of Defense at the Pentagon, Defense 
Intelligence Agency, National Security Agency, US Air Force, Army, Navy and the 
National Imagery and Mapping Agency. This person was disclosing a wide array 
of files including music, personal information, resumes, photos, etc. Alarmingly, 
this individual was also disclosing 534 files with extremely sensitive, privileged 
information regarding the US Government generally, and the Department of 
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Defense and various US Armed Forces specifically. The types of information 
disclosed included: 

• The entire Pentagon secret backbone network infrastructure diagram 
including server/IP addresses 

• Password change scripts for Pentagon secret network servers 
• Department of Defense employees contact information (including cell and 

home phone numbers) 
• Secure Sockets Layer (SSL) instructions and certificates allowing access to 

the disclosing contractors' IT systems 
• A contract issued by the "Army Contracting Agency" at the Pentagon that 

authorizes expenditures in excess of $1.5 million with the disclosing 
contractor 

• Numerous policies/procedures regarding the Pentagon's IT infrastructure 
as well as its threat response activities (including a "Draft Strategic Plan" 
for 2007 - 2011) 

• A letter from a "Deputy Director for Management" at the "Executive Office 
of the President's Office of Management and Budget" which explicitly talks 
about some of the risks associated with P2P file sharing networks. 

Ironically, it appears that the individual disclosing this information could be a 
member of a computer incidence response team and could hold top secret 
clearance - certainly not an uninformed computer user. 

The risks posed by this disclosure source are widespread. For one, the disclosed 
information could be used directly to penetrate the Pentagon's secure IT 
environment in an effort to access highly classified information. Secondly, the 
information could be used indirectly against the disclosure source for blackmail, 
coercion, kidnapping, etc. 

Outside of the alarming nature of this instance, this case clearly illustrates a 
number of key points: 

• Extended Enterprise Risks - these disclosures appear to have happened 
outside of the Pentagon's network where traditional perimeter IT 
approaches and policies are not effective. 

• One Source / Many Exposures - one source, in this case, adversely 
affected multiple government agencies. This exposure is worse than a lost 
laptop since P2P users have open access to the information on the 
computer without the knowledge of the owner. Anyone who knows what 
to look for can obtain this information and share it. 

• Risk of "Open Windows" - whatever new files are now added to this 
individual's computer will then become available to the P2P user 
community. Despite the fact that sensitive files may or may not be 

Tiversa House Oversight Testimony July 24, 2007 Page 10 

Case 1:12-cv-03005-WSD  Document 1-2  Filed 08/29/12  Page 62 of 99 



• • 
present on an employee or suppliers computer today, the very existence of 
P2P file sharing software can expose whatever files are added in the future. 

Redacted examples that protect the privacy of the respective government 
agencies and affected individuals have been provided to the Committee with the 
exception of classified information which, as noted earlier, was provided to the 
Chairman of the National Intelligence Advisory Board by General Wesley Clark. 

Law Enforcement Related Examples 

Citizens expect our government to protect its own classified and confidential 
information, but to also enforce laws governing illegal uses and exploitation of 
information. Examples of this include enforcing copyright and licensing laws 
and export control laws. One example we wish to highlight to the committee is 
the extensive use of P2P Networks for searching and sharing child pornography. 
To illustrate the extent of this trafficking of this information, Tiversa collected 
searches that P2P users were issuing for known child pornography terms. This 
example is provided to the committee as a separate exhibit. 

Live Demonstration 

While the examples collected represent various periods of time, a glimpse into 
what is available live on P2P networks dramatically illustrates the extent of 
exposure for the categories of examples highlighted above. We will now show 
user issued searches and available files that match a select list of file probing 
terms. 

Evidence of Wrong-doing 

Tiversa has shown the committee live views of P2P user issued searches and 
available sensitive, inadvertently shared files. We have illustrated that P2P users 
are actively searching for sensitive, confidential, and classified information. We 
have shown sensitive, confidential, and classified files are present on P2P 
networks across individual consumer, corporate, and government sources. What 
happens to these files once they are found, downloaded, replicated, or used? Is 
there evidence of fraud or wrong doing? 

Fraud Test 

Tiversa, in conjunction with Dartmouth's Center for Digital Strategies, conducted 
a test to show that once a file with actionable financial information is 
inadvertently disclosed on a P2P network, individuals will use it for an ill-gotten 
financial gain. 

Tiversa and Dartmouth purchased a VISA cash card and an AT&T calling card 
and incorporated the cash card numbers and phone card numbers instructions 
on how to use these into a letter. An electronic copy of the letter was put on a 
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Dartmouth test computer and shared using Lime Wire file sharing software. 
Tiversa tracked the spread of the letter globally across P2P file sharing networks, 
from the point of initial compromise from the original source computer to its 
sharing and subsequent re-sharing(s). Tiversa and Dartmouth then tracked the 
real-time use of the cash card and calling card. The VISA cash card was depleted 
within a week. Even after the original source computer was shut off, the file 
continued to be shared by others users on P2P file sharing networks. 

Professor Eric Johnson from Dartmouth will explain this test in more detail in 
later testimony to this committee. 

Corporate Information Test 

A similar Dartmouth experiment was conducted with documents related to a 
fictitious company placed on a Dartmouth test computer and shared using 
Lime Wire file sharing software. Ti versa then tracked the spread of these files 
from the original source computer across P2P networks clearly indicating that 
there was significant "demand" for these "corporate" files. 

The Root of the Problem 

Why is there such a pervasive and massive amount of sensitive, classified, and 
confidential information available on peer-to-peer file sharing networks? 
Corporations and government agencies have installed technologies designed to 
block access to P2P networks and instituted policies that prohibit employees from 
using P2P networks or taking or e-mailing information to their homes. 
Consumers have installed virus checking and firewalls, which is typically the 
recommended course of action by the world's major security software providers. 

Tiversa's focus has been working with corporations, government agencies, and 
consumers to mitigate P2P disclosures and risks. Based on our experience, we 
believe the reason so much information is present is driven by these factors: 

1. A lack of awareness to the pervasiveness and magnitude of sensitive and 
classified information present on P2P networks. One cannot "fix" a 
problem that one is unaware of, no matter how much it currently may 
affect an organization. 

2. Overextended information security functions and budgets that prioritize 
recent "fires" or compliance with legislation and industry mandates. 
Prioritizing something to which there is little awareness is often not done 
because it is difficult to gain the attention of senior management and 
procure budgets and resources. 

3. Organizations have "too narrow" a view of their network perimeter. 
Whose responsibility is it to protect information once it leaves the 
corporate perimeter? Does a consumer or the US government care 
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whether a corporation or a supplier to that corporation entrusted with 
sensitive information disclosed files on P2P File Sharing Networks once 
the damage is done? The overwhelming evidence shows that a substantial 
amount of P2P inadvertent file sharing breaches come from an 
organization's Extended Enterprise outside of its network perimeter. 
Many organizations today focus solely on protecting their network 
perimeters when their business is becoming more virtual and outsourcing 
is taking hold. Sensitive, confidential, and classified information foJlows 
these new business operations. 

Finding Solutions 

We would like to provide the committee our initial recommendations on how 
consumers, corporations, and government entities can mitigate this problem. 

The committee should take steps to: 

• Create broader and more focused awareness of the dangers of inadvertent 
P2P file sharing. 

• Require continuous auditing of P2P file sharing networks themselves for 
sensitive, confidential, and classified information disclosures. 

• Encourage organizations to adopt policies and to take steps to address 
their Extended Enterprise. 

Consumers: 

For consumers, Tiversa has a number of recommended actions 

• Consumers first need to become aware of this problem. While government 
warnings already exist, we feel the private sector can pJay a highly effective 
role in addressing this issue and in creating awareness. Banks, credit card 
companies, and healthcare insurance organizations can lead this effort 
since they are most impacted by P2P originated fraud. They are trusted by 
their customers and have existing communication channels available. 
Previous efforts to address phishing serve as a useful model. 

• Consumers should consider putting their highly sensitive information on a 
separate PC or device disconnected from the Internet. 

• Consumers should continuously audit P2P networks to ensure that 
unwanted files are not exposed. If they find personal or sensitive 
information available, they should be equipped with the knowledge of 
what actions to immediately take. 

Corporate 
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For corporations, Tiversa has a number of recommended actions: 

• Those tasked with managing security risks inside of an organization must 
be aware of the pervasiveness and magnitude of inadvertent P2P file 
sharing, and how it affects them. These individuals need to educate senior 
leadership - especially those in privacy, legal, and compliance - to the 
risks they face. 

• Corporations need to understand their disclosed information exposure by 
auditing, as fully as possible by a neutral third party, the type and 
magnitude of their information on P2P file sharing networks. 

• Corporations need to continuously monitor for new exposure points on 
P2P networks, and to judge the effectiveness of their policies and remedial 
actions. 

• Corporations need to identify disclosure sources across their Extended 
Enterprises that expose them to inadvertent file sharing risks. This 
includes employees operating outside of the perimeter, suppliers and 
contractors, agents, and partners. 

• Corporations should re-evaluate "four wall" perimeter approaches to 
information security and update their policies to address information 
disclosure by third parties and the general lack of control once information 
exits an organization. This may include, for instance, requiring 
contractors, suppliers, attorneys, and accountants to indemnify the 
organization for peer-to-peer originated information disclosures. 

Government 

• The government should take the lead in creating greater awareness at 
corporations and throughout the public on the dangers associated with 
P2P file sharing. 

• The government should immediately and continuously identify the full 
exposure and global spread of classified information to shut down these 
disclosure sources. 

• The government should conduct a comprehensive audit of P2P file sharing 
network information disclosures - not just focused on the agencies 
themselves, but on also on contractors and non-agency sources. 

• P2P information exposure risk should be emphasized in the Federal 
Information Security Management Act Report Card. 
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• The government should require their contractors to certify that they and 

their extended enterprises have fully addressed inadvertent file sharing 
disclosure risk. 

Conclusion 

In conclusion, the inadvertent file sharing through P2P File Sharing networks is 
highly pervasive and large in magnitude. It affects consumers, corporations of all 
sizes, and government agencies. 

Existing policies and IT measures have not been effective at preventing 
information from becoming available. Malicious individuals regularly use P2P 
file sharing networks to obtain sensitive, confidential, or classified information. 
They pose an immediate threat to national security, business operations and 
brands, and consumer fraud and ID theft. 

The committee should seek to create broader awareness of the problem. It 
should encourage individuals, corporations, and government agencies to 
continuously audit P2P networks themselves to enable these entities to 
intelligently determine their exposure and to design strategies to mitigate their 
issues. 

Mr. Chairman, taking these steps will better protect us all from the dangers that 
lurk in these networks while allowing for legitimate uses of the technology in the 
future. 

Thank you for the opportunity to testify here today. 
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Abstract. Confidential data hemorrhaging from health care providers pose 
financial risks to firms and medical risks to patients. We examine the 
consequences of data hemorrhages including privacy violations, medical fraud, 
financial identity theft, and medical identity theft. We also examine the types 
and sources of data hemorrhages, focusing on inadvertent disclosures. Through 
an analysis of leaked files, we examine data hemorrhages stemming from 
inadvertent disclosures on internet based file sharing networks. We 
characterize the security risk foc a group of health care organizations using a 
direct analysis of leaked files. These files contained highly sensitive medical 
and personal information that could be maliciously exploited by criminals 
seeking to commit medical and financial identity theft. We also present 
evidence of the threat by examining user issued searches. Our analysis 
demonstrates both the substantial threat and vulnerability for the health care 
sector and the unique complexity exhibited by the US health care system. 

Keywords: Health care information, identity theft, data leaks, security. 

1 Introduction 

Data breaches and inadvertent disclosures of customer information have plagued 
sectors from banking to retail. In many of these cases, lost customer information 
translates directly into financial losses through fraud and identity theft. The health
care sector also suffers such data hemorrhages, with multiple consequences. In some 
cases, the losses have translated to privacy violations and embarrassment. In other 
cases, criminals exploit the information to commit fraud or medical identity theft. 

1 Experiments described in this paper were conducted in collaboration with Tiversa who has 
developed a patent pending technology that, in real time, monitors global P2P file sharing 
networks. The author gratefully acknowledges the assistance of Nicholas Willey. This research 
was partially supported by the U.S. Department of Homeland Security under Grant Award 
Number 2006 CS 00 I 00000 I, under the auspices of the Institute for Information Infrastructure 
Protection (13P). The views and conclusions contained in this document are those of the 
authors and should not be interpreted as necessarily representing the official policies, either 
expressed or implied, of the U.S. Department of Homeland Security, the 13P, or Dartmouth 
College. 
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Given the highly fragmented US health-care system, data hemorrhages come from 
many different sources-ambulatory health-care providers, acute-care hospitals, 
physician groups, medical laboratories, insurance carriers, back-offices of health 
maintenance organizations, and outsourced service providers such as billing, 
collection, and transcription firms. 

In this paper we analyze the threats and vulnerabilities to medical data. We first 
explore the consequences of data hemorrhages, including a look at how criminals 
exploit medical data, in particular through medical identity theft. Next, we examine 
types and sources of data hemorrhages through a direct analysis of inadvertent 
disclosures of medical information on publically available, internet-based file sharing 
networks. We present an analysis of thousands of files we uncovered. These files 
were inadvertently published in popular peer-to-peer file sharing networks like 
Limewire and Bearshare and could be easily downloaded by anyone searching for 
them. Originating_from health-care firms, their suppliers, and patients themselves, the 
files span everything from sensitive patient correspondence to business documents, 
spreadsheets, and PowerPoint files. We found multiple files from major health-care 
firms that contained private employee and patient information for literally tens of 
thousands of individuals, including addresses, Social Security Numbers, birth dates, 
and treatment billing information. Disturbingly, we also found private patient 
information including medical diagnoses and psychiatric evaluations. Finally, we 
present evidence, from user-issued searches on these networks, that individuals are 
working to find medical data-likely for malicious exploitation. 

The extended enterprises of health-care providers ofien include many technically 
unsophisticated partners who are more likely to leak information. As compared with 
earlier studies we conducted in the banking sector {Johnson 2008), we find that 
tracking and stopping medical data hemorrhages is more complex and possibly harder 
to control given the fragmented nature of the US health-care system. We document 
the risks and call for better control of sensitive health-care information. 

2 Consequences of Data Hemorrhages 

Data hemorrhages from the health-care sector are diverse, from leaked business 
information and employee personally identifiable information (PII) to patient 
protected health information (PHI), which is individually identifiable health 
information. While some hemorrhages are related to business information, like 
marketing plans or financial documents, we focus on the more disturbing releases of 
individually identifiable information and protected health information. In these cases, 
the consequences range from privacy violations (including violations of both state 
privacy laws and federal HJPPA standards) to more serious fraud and theft (Figure I). 

On one hand, health-care data hemorrhages fuel financial identity theft. This 
occurs when leaked patient or employee information is used to commit traditional 
financial fraud. For example, using social security numbers and other identity 
information to apply for fraudulent loans, take-over bank accounts, or charge 
purchases to credit cards. On the other hand, PHI is often used by criminals to 
commit traditional medical fraud, which typically involves billing payers (e.g., 

Case 1:12-cv-03005-WSD  Document 1-2  Filed 08/29/12  Page 69 of 99 



• • 

Medicaid/Medicare or private health-care insurance) for treatment never rendered. 
The US General Accounting Office estimated that 10% of health expenditure 
reimbursed by Medicare is paid to fraudsters, including identity thieves and 
fraudulent health service providers (Bolin and Clark 2004; Lafferty 2007). 

PHI can also be very valuable to criminals who are intent on committing medical 
identity theft. The crime of medical identity theft represents the intersection of 
medical fraud and identity theft (Figure I). Like medical fraud, it involves fraudulent 
charges and like financial identity theft, it involves the theft of identity. It is unique in 
that it involves a medical identity (patient identification, insurance information, 
medical histories, prescriptions, test results ... ) that may be used to obtain medical 
services or prescription drugs (Ball et al. 2003). Leaked insurance information can be 
used to fraudulently obtain service, but unlike a credit card the spending limits are 
much higher-charges can quickly reach tens of thousands or even millions of 
dollars. And unlike financial credit, there is less monitoring and reporting. Sadly, 
beyond the financial losses, medical identity theft carries other personal consequences 
for victims as it often results in erroneous changes to medical records that are difficult 
and time consuming to correct. Such erroneous information could impact care quality 
or impede later efforts to obtain medical, life, or disability insurance. 

For example, recent medical identity theft cases have involved the sale of health 
identities to illegal immigrants (Messmer 2008). These forms of theft are a problem 
impacting payers, patients, and health-care providers. Payers and providers both see 
financial losses from fraudulent billing. Patients are also harmed when they are billed 
for services they did not receive, and when erroneous information appears on their 
medical record. 

Between 1998 and 2006, the FTC recorded complaints of over nineteen thousand 
cases of medical identity theft with rapid growth in the past five years. Many believe 
these complaints represent the tip of the growing fraud problem, with some estimates 
showing upwards of a quarter-million cases a year (Dixon 2006, 12-13). Currently, 
there is no single agency tasked with tracking, investigating, or prosecuting these 
crimes (Lafferty 2007) so reliable data on the extent of the problem does not exist. 

M:;,y~ 
Medical ldentityTheft 
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Fig. 1. Consequences of data hemorrhages. 
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The crime of financial identity theft is well understood with clear underlying 
motives. A recent FTC survey estimated that 3.7% of Americans were victims of 
some sort of identity theft (FTC 2007). Significant media coverage has alerted the 
public of the financial dangers that can arise when a thief assumes your identity. 
However, the dangers and associated costs of medical identity then are less well 
understood and largely overlooked. Of course, PHI (including insurance policy 
information and government identity numbers) can be fraudulently used for financial 
gain at the expense of firms and individuals. However, when a medical identity is 
stolen and used to obtain care, it may also result in life-threatening amendments to a 
medical file. Any consequential inaccuracies in simple entries, such as allergy 
diagnoses and blood-typing results, can jeopardize patient lives. Furthermore, like 
financial identity theft, medical identity theft represents a growing financial burden on 
the private and public sectors. 

Individuals from several different groups participate in the crime of medical 
identity theft: the uninsured, hospital employees, organized crime rings, illegal aliens, 
wanted criminals, and drug abusers. In many cases the theft is driven by greed, but in 
other case the underlying motive is simply for the uninsured to receive medical care. 
Without medical insurance, these individuals are unable to obtain the expensive care 
that they require, such as complicated surgeries or organ transplants. However, if 
they assume the identity of a well insured individual, hospitals will provide full
service care. For example, Carol Ann Hutchins of Pennsylvania assumed another 
woman's identity after finding a lost wallet (Wereschagin 2006). With the insurance 
identification card inside the wallet, Hutchins was able to obtain care and medication 
on 40 separate occasions at medical facilities across Pennsylvania and Ohio, 
accumulating a total bill of $16,000. Had it not been for the victim's careful 
examination of her monthly billing statement, it is likely that Hutchins would have 
continued to fraudulently receive care undetected. Hutchins served a 3-month jail 
sentence for her crime, but because of privacy laws and practices, any resulting 
damage done to the victim's medical record was difficult and costly to erase. 

Hospital employees historically comprise the largest known group of individuals 
involved in traditional medical fraud. They may alter patient records, use patient data 
to open credit card accounts, overcharge for and falsify services rendered, create 
phony patients, and more. The crimes committed by hospital employees are often the 
largest, most intricate, and the most costly. 

Take fer example the case of Cleveland Clinic front desk clerk coordinator, Isis 
Machado who sold the medical information of more than I ,I 00 patients, to her cousin 
Fernando Ferrer, Jr., the owner of Advanced Medical Claims Inc. of Florida. 
Fernando then provided the information to others who used the stolen identities to file 
an estimated $7.1 million in fraudulent claims (USDC 2006). 

Individuals abusing prescription drugs also have a motive to commit medical 
identity theft. Prescription drug addicts can use stolen identities to receive multiple 
prescriptions at different pharmacies. Drugs obtained through this method may also 
be resold or traded. Roger Ly, a Nevada pharmacist allegedly filed and filled 55 false 
prescriptions fer Oxycontin and Hydrocondone in the name of customers. Medicare 
and insurance paid for the drugs that Ly, allegedly, then resold or used recreationally 
(USA 2007). The total value of drugs sold in the underground prescription market 

Case 1:12-cv-03005-WSD  Document 1-2  Filed 08/29/12  Page 71 of 99 



• • 

likely exceeds $1 billion (Peterson 2000). Sometimes, the crimes involving 
prescription drugs are less serious; a Philadelphia man stole a coworker's insurance 
identification card to acquire a Viagra prescription, which he filled on 38 separate 
occasions. The plan finally backfired when the coworker he was posing as attempted 
to fill his own Viagra prescription and discovered that one had already been filled at 
another pharmacy. The cost to his company's insurance plan: over $3,000 (PA 2006). 

Wanted criminals also have a strong motive to commit medical identity theft. If 
they check into a hospital under their own name, they might be quickly apprehended 
by law enforcement. Therefore, career criminals need to design schemes to obtain 
care. Joe Henslik, a wanted bank robber working as an ad salesman, found it easy to 
obtain Joe Ryan's Social Security number as part of a routine business transaction 
(BW 2007). Henslik then went on to receive $41,888 worth of medical care and 
surgery under Ryan's name. It took Ryan two years to discover that he had been a 
victim of medical identity theft. Even after discovery, he found it difficult to gain 
access to his medical records, since his own signature didn't match that of Henslik's 
forgery. 

Anndorie Sachs experienced a similar situation when her medical identity was used 
to give birth to a drug addicted baby (Reavy 2006). Sachs had lost her purse prior to 
the incident and had accordingly cancelled her stolen credit cards, but was unaware of 
the risk of medical ID theft. The baby, which was abandoned at the hospital by the 
mother, tested positive for illegal drug use, prompting child services to contact Sachs, 
who had four children of her own. Fortunately, since Sachs did not match the 
description of the woman who gave birth at the hospital, the problem did not escalate 
further. If Sachs was not able to prove her identity, she could have lost custody of her 
children, and been charged with child abuse. Furthermore, before the hospital became 
aware of the crime, the baby was issued a Social Security number in Sachs name, 
which could cause complications for the child later in life. Like Sachs, few 
individuals consider their insurance cards to be as valuable as the other items they 
carry in their wallet. Moreover, medical transactions appearing on a bill may not be 
scrutinized as closely as financial transactions with a bank or credit card. 

Illegal immigrants also represent a block of individuals with a clear motive to 
commit medical identity theft. In the case of a severe medical emergency, they will 
not be refused care in most instances, but if an illegal immigrant requires expensive 
surgery, costly prescriptions, or other non-emergency care, they have few options. 
One of the most shocking and well documented cases comes from Southern 
California, where a Mexican resident fooled the state insurance program, Medi-Cal, 
into believing that he was a resident and therefore entitled to health care coverage 
(Hanson 1994). Mr. Hermillo Meave, was transferred to California from a Tijuana, 
Mexico hospital with heart problems, but told the California hospital that he was from 
San Diego, and provided the hospital with a Medi-Cal ID card and number. Although 
the circumstances surrounding Mr. Meave's arrival were suspicious, the hospital went 
ahead and completed a heart transplant on Mr. Meave. The total cost of the operation 
was an astounding one million dollars. Only after the surgery did the hospital 
determine that Mr. Meave actually lived and worked in Tijuana and was therefore not 
entitled to Medi-Cal coverage. 

Perhaps emboldened by the success of Hermillo Meave, a family from Mexico 
sought a heart transplant for a dying relative just three months later at the very same 
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hospital. This time, fraud investigators were able to discover the plot before the 
surgery could be completed. While processing the paperwork for the patient who was 
checked in as Rene Garcia, Medi-Cal authorities found nine other individuals around 
the state, using the same name and ID number. The hospital had the family arrested 
and jailed for the attempted fraud, which had cost the hospital $200,000, despite the 
lack of surgery. The family told investigators that they had paid $75,000 in order to 
obtain the ID and set up the surgery. The trafficking of identities between Mexico 
and California is commonplace, but the sale of Medi-Cal identities adds a new 
dimension to the crime. The disparity in care between California hospitals and 
Mexican facilities makes the motivation to commit medical identity theft clear: 
falsified identification is a low-cost ticket to world-class care. 

Finally, identity theft criminals often operate in crime rings, sometimes using 
elaborate ruses to gather the identities of hundreds individuals. In a Houston case, 
criminals allegedly staged parties in needy areas offering medical deals as well as 
food and entertainment (USDJ 2007). At the parties, Medicaid numbers of residents 
were obtained and then used to bill Medicaid for alcohol and substance abuse 
counseling. The scheme even included fraudulent reports, written by 'certified' 
counselors. The fraudulent company managed to bill Medicaid for $3.SM worth of 
services, of which they received $ I.SM. In this case, no medical care was actually 
administered and the medical identity theft was committed purely for financial 
reasons. 

In summary, there are many reasons why individuals engage in medical identity 
theft, including avoiding law enforcement, obtaining care that they have no way of 
affording, or simply making themselves rich. Many tactics are used including first 
hand by physical theft, insiders, and harvesting leaked data. As we saw, PHI can be 
sold and resold before theft occurs-as in the case of the nine Garcias. The thief may 
be someone an individual knows well or it could be someone who they've never met. 

For health-care providers, the first step in reducing such crime is better protection 
of PHI by: I) controlling access within the enterprise to PHI; 2) securing networks 
and computers from direct intruders; 3) monitoring networks (internal and external) 
for Pll and PHI transmissions and disclosures; 4) avoiding inadvertent disclosures of 
information. Often loose access and inadvertent disclosures are linked. When access 
policies allow many individuals to view, move, and store data in portable documents 
and spreadsheets, the risk of inadvertent disclosure increases. 

3 Inadvertent Data Hemorrhages 

Despite the much trumpeted enactment of the Health Insurance Portability and 
Accountability Act (HIPAA), data losses in the health-care sector continue at a 
dizzying pace. While the original legislation dates back to 1996, the privacy rules 
regulating the use and disclosure of medical records did not become effective until 
2004. Moreover, the related security rules, which mandate computer and building 
safeguards to secure records, became effective in 200S. While firms and 
organizations have invested to protect their systems against direct intrusions and 
hackers, many recent the data hemorrhages have come from inadvertent sources. For 
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example, laptops at diverse health organizations including Kaiser Permanente 
(Bosworth 2006), Memorial Hospital (South Bend rN) (Tokars 2008), the U.S. 
Department of Veterans Administration (Levitz and Hechinger 2006), and National 
Institutes of Health (Nakashima and Weiss 2008) were lost or stolen-in each case 
inadvertently disclosing personal and business information. 

Organizations have mistakenly posted on the web many different types of sensitive 
information, from legal to medical to financial. For example, Wuesthoff Medical 
Center in Florida inadvertently posted names, Social Security numbers and personal 
medical information of more than 500 patients (WFTV 2008). Insurance and health
care information of 71,000 Georgia residents was accidentally posted on Internet for 
several days by Tampa-based WellCare Health Plans (Hendrick 2008). 

The University of Pittsburgh Medical Center inadvertently posted patient 
information of nearly 80 individuals including names and medical images. In one 
case, a patient's radiology image was posted along with his Social Security number, 
insurance information, medications, and with information on previous medical 
screenings and procedures (Twedt, 2007). Harvard University and its pharmacy 
partner, PharmaCare (now part of CVS Caremark), experienced a similar 
embarrassment when students showed they could easily gain access to lists of 
prescription drugs bought by Harvard students (Russell 2005). Even technology firms 
like Google and AOL have suffered the embarrassment of inadvertent web posting of 
sensitive information (Claburn 2007, Olson 2006)-in their cases, customer 
information. Still other firms have seen their internal information and intellectual 
property appear on music file-sharing networks (DeAvila 2007), biogs, YouTube, and 
MySpace (Totty 2007). In each case, the result was the same: sensitive information 
inadvertently leaked creating embarrassment, vulnerabilities, and financial losses for 
the firm, its investors, and customers. In a recent data loss, Pfizer faces a class action 
suit from angry employees who had their personal information inadvertently disclosed 
on a popular music network (Vijayan 2007). In this paper we examine health-care 
leaks from a common, but widely misunderstood source of inadvertent disclosure: 
peer-to-peer file-sharing networks. 

In our past research, we showed that peer-to-peer (P2P) file-sharing networks 
represented a significant security risk to firms operating within the banking sector 
(Johnson and Dynes, 2007; Johnson 2008). File sharing became popular during the 
late 1990s with rise of Napster. In just two years before its court-ordered closure in 
2001, Napster enabled tens of millions of users to share MP3-formatted song files. 
Through its demise, it opened the door for many new P2P file-sharing networks such 
as Gnutella, FastTrack, e-donkey, and Bittorrent, with related software clients such as 
Limewire, KaZaA, Morpheus, eMule, and BearShare. Today P2P traffic levels are 
still growing with as many as ten million simultaneous users (Mennecke 2006). P2P 
clients allow users to place shared files in a particular folder that is open for other 
users to search. However, there are many ways that other confidential files become 
exposed to the network (see Johnson et al. 2008 for a detailed discussion). For 
example a user: I) accidentally shares folders containing the information-in some 
cases confusing client interface designs can facilitate such accidents (Good and 
Krekelberg (2003)); 2) stores music and other data in the same folder that is shared
this can happen by mistake or because of poor file organization; 3) downloads 
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malware that, when executed, exposes files; or 4) installs sharing client software that 
has bugs, resulting in unintentional sharing of file directories. 

While these networks are most popularly used to trade copyrighted material, such 
as music and video, any material can be exposed and searched for including 
databases, spreadsheets, Microsoft Word documents, and other common corporate file 
formats. The original exposure of this material over P2P networks is most likely done 
by accident rather than maliciously, but the impact of a single exposure can quickly 
balloon. After a sensitive file has been exposed, it can be copied many times by 
virtually anonymous P2P users, as they copy the file from one another and expose the 
file to more peers. Criminals are known to engage in the sale and trafficking of 
valuable information and data In earlier studies using "honeypot" experiments 
(experiments that expose data for the purpose of observing how it is stolen), we 
showed how criminals steal and use both consumer data and corporate information 
(Johnson et al. 2008). When this leaked information happens to be private customer 
information, organizations are faced with costly and painful consequences resulting 
from fraud, customer notification, and consumer backlash. 

Ironically, individuals who experience identity theft often never realize how their 
data was stolen. While there are many ways personal health-care data can be 
exposed, we will show in the next section how data hemorrhages in P2P networks 
represent a missing link in the "causality chain." Far worse than losing a laptop or a 
storage device with patient data (Robenstein 2008), inadvertent disclosures on P2P 
networks allow many criminals access to the information, each with different levels of 
sophistication and ability to exploit the information. And unlike an inadvertent web 
posting, the disclosures are far less likely to be noticed and corrected (since few 
organizations monitor P2P and the networks are constantly changing making a file 
intermittently available to a subset of users). Clearly, such hemorrhages violate the 
privacy and security rules of HIPAA, which call for health-care organizations to 
ensure implementation of administrative safeguards (in the form of technical 
safeguards and policies, personnel and physical safeguards) to monitor and control 
intra and inter-organizational information access. 

4 Research Method and Analysis 

To explore the vulnerability and threat of medical information leakage, we examined 
health-care data disclosures and search activity in peer-to-peer file sharing networks. 
To collect a sample of leaked data, we initially focused on Fortune Magazine's list of 
the top ten publically traded health-care firms (Fortune Magazine (Useem 2007)). 
Together those firms represented nearly $70B in US health-care spending (Figure 2). 

To gather relevant files, we developed a digital footprint for each health-care 
institution. A digital footprint represents key terms that are related to the firm-for 
example names of the affiliated hospitals, clinics, key brands, etc. Searching the 
internet with Google or P2P networks using those terms will often find files related to 
those institutions. With the help ofTiversa Inc., we searched P2P networks using our 
digital signature over a 2-week period (in January, 2008) and randomly gathered a 
sample of shared files related to health care and these institutions. Tiversa's servers 
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and software allowed us to sample in the four most popular networks (each of which 
supports the most popular clients) including Gnutella (e.g., Limewire, BearShare), 
FastTrack (e.g., KaZaA, Grokster), Aries (Aries Galaxy), and e-donkey (e.g., eMule, 
EOonkey2K). Files containing any one or combination of these terms in our digital 
footprint were captured. We focused on files from the Microsoft Office Suite (Word, 
Powerpoint, Excel, and Access). Of course, increasing the number of terms included 
in the digital footprint increases the number file matches found, but also increases 
false positives-files captured that have nothing to do with the institution in question. 
Given the large number of hospitals within these ten organizations (more than 500), 
our goal was to gather a sample of files to characterize the ongoing data hemorrhage. 
Since users randomly join P2P networks to get and share media (and then depart), the 
network is constantly changing. By randomly sampling over a 14-day period, we 
collected 3,328 files for further (manual) analysis. 
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Fig. 2. Revenue of the top ten US health-care firms (Useem 2007). 

Of 3,328 documents in our sample, 50.3% could be immediately identified as 
duplicate copies of the same file (same hash) that had spread or were on multiple JP 
addresses, leaving u~ with 1,654 documents to categorize. While duplicate files were 
not downloaded from the same IP address, duplicate files were collected when a 
target file had spread to multiple sharing clients. They were also collected from users 
who joined the network at different IP addresses (what we call an IP shift). Through a 
manual analysis of the remaining 1,654 files, we found that 71 % were not relevant to 
health care or the organizations under consideration and were downloaded because 
our search terms overlapped with other subject matter. This was the result of the size 
and quality of our digital footprint. By casting a large net, we found more files but 
also many that were not related to the health-care sector. Of the remaining 475 
documents, 86 were manually evaluated as duplicate files. With this cross section of 
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data associated with the health-care organizations, we categorized each file evaluating 
the dangers associated with it. Figure 3 shows a categorization of the 389 unique, 
relevant files. 

The most common type of files found were newspaper and journal articles, 
followed by documents associated with students studying medicine. This should not 
come as a surprise as many P2P users are students. Interestingly, we found entire 
medical texts being shared. We also found many documents dealing directly with 
medical issues, such as billings, letters to hospitals, and insurance claims. Many of 
these documents were leaked by patients themselves. For example, we found several 
patient-generated spreadsheets containing details of medical treatments and costs
likely for tax purposes. Other documents discovered included hospital brochures and 
flyers, which were intended for public consumption. Finally there were job listings, 
cover letters, and resumes, all likely saved on computers of job-seekers. The lack 
interest in sharing these files for a typical P2P user makes it readily apparent that they 
were likely shared by mistake. However, all of the files weren't so innocuous. After 
categorizing the files, we found that about 5% of the files recovered by our loosely 
tuned search were sensitive or could be used to commit medical or financial identity 
theft. 
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Fig. 3. Summary of unique relevant files. 

The set of dangerous documents discovered contained several files that would 
facilitate medical identity theft. One such document was a government application 
for employment asking for detailed background information. The document 
contained the individual's Social Security number, full name, date of birth, place of 
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birth, mother's maiden name, history of residence and acquaintances, schooling 
history, and employment history (the individual had worked at one of the hospitals 
under study). Despite the document's three-page forward highlighting the privacy act 
measures undertaken by the government to protect the information in the document, 
and the secure Data Hash code stamped at the bottom of every page along with the 
bolded text 'PRIVACY ACT INFORMATION', this document somehow ended up 
on to a P2P network. 

More disturbing, we found a hospital-generated spreadsheet of personally 
identifiable information on recently-hired employees including Social Security 
numbers, contact information, job category etc. Another particularly sensitive 
document was an Acrobat form used for creating patient prescriptions. The scanned 
blank document was signed by a physician and allowed for anyone to fill in the 
patient's name and prescription information. This document could be used for 
medical fraud by prescription drug dealers and abusers. Additionally, the doctor's 
own personal infonnation was included in the document, giving criminals the 
opportunity to forge other documents in his name. Finally, another example we found 
was a young individual's medical card. This person was suffering from various 
ailments and was required to keep a card detailing his prescription information. The 
card included his doctor's name, parent's names, address, and other personal 
information. A person with a copy of this identification card could potentially pose as 
the patient and attempt to procure prescription drugs. All of these dangerous files 
were found with a relatively simple sample of files published for anyone to find. 

As a second stage of our analysis, we then moved from sampling with a large net 
to more specific and intentional searches. Using information from the first sampling, 
we examined shared files on hosts where we had found other dangerous data. One of 
the features enabled by Limewire and other sharing clients is the ability to examine all 
the shared files of a particular user (sometimes called "browse host"). Over the next 
six months, we periodically examined hosts that appeared promising for shared files. 

Using this approach, we uncovered far more disturbing files. For a medical testing 
laboratory, we found a 1,718-page document containing patient Social Security 
numbers, insurance information, and treatment codes for thousands of patients. 
Figure 4 shows a redacted excerpt of just a single page of the insurance aging report 
containing patient name, Social Security number, date of birth, insurer, group number, 
and identification number. All together, almost 9,000 patient identities were exposed 
in a single file, easily downloaded from a P2P network. 
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Fig. 4. Excerpt of an insurance againg report. It contains 1718 pages of patient names, 
social security numbers, and dates of birth, insurers, group numbers, and identification 
numbers (exposing nearly 9000 patients). Personally Identifiable Information has been 
redacted to protect the identities of the disclosers and patients. 
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For a hospital system, we found two spreadsheet databases that contained detailed 
information on over 20,000 patients including Social Security numbers, contact 
details, and insurance information. Up to 82 fields of information (see Figure 5) were 
recorded for each patient-representing the contents of the popular HCF A form. In 
this case, the hemorrhage came from an outsourced collection agency working for the 
hospital. However, besides the patients and hospital system, many other 

1. FAFA bil!Number 28 dischargeOate 55. lirstlrlsuranceName 
2. providerName 29. patientMedRecNo 56 firstlnsuranceAddressline1 
3. providerAddressL1ne1 30. patientMaritalStatus 57. firsUnsuranceCity 

4. providerCityStateZip 31 guarantorFirstName 58. firstlnsuranceState 
5. providerPhoneNumber 32. guarantorLastName 59 firstlnsuranceZipCode 

6 providerFederalTaxld 33. guarantorSSN 60 firstPolicyNumber 
7 patienlFirstName 34 guarantorPhone 61. lirstAuthorizationNumber 
8. patientMiddlelnilial 35. guarantorAddressune1 62. firstGroupName 

9. patientLastName 36. guarantorAddressline2 63 !irsIGroupNumber 
10 palientSSN 37 guarantorCity 64. frst Insured Relalionship 
11 patient Phone 38 guarantorStale 65. lirslDaleEligible 
12. patientAddressline1 39. guarantorZ,pCode 66. !irstDateThru 
13. palientAddressline2 40. guarantorBir!hDate 67. secondlnsuranceName 

14 patient City 41. guaranlorEmployerName 68 secondlnsuranceAddressline1 
15. palientSlate 42. guarantorEmployerAddressline1 69. secondlnsuranceCity 
16. patientZipCode 43 guarantorEmployerAddresSLine2 70. second lns...-anceSlate 
17. patient Sex 44. guarantorEmployerCity 71 secondlns...-anceZipCode 

18. patientBirthDate 45 guarantorEmployerState 72. secondPolic yNumber 

19. palientEmployerName 46 guarantorEmployerZipCode 73 secondGroupName 

20 patiertEmployerAddressL1ne1 47. guarantorEmployerPhone 74 secondGroupNumber 
21. patientEmployerAddressLine2 48 guarantorRelalionship 75, secondlnsuredRelationship 
22 patientEmployerCity 49 tota!Charges 76. second DateEligible 
23. patientEmployerState 50. amountBatance 77 secondDateThru 

24. patiertEmployerZipCode 51 totalPayments 78. primaryDiagnosisCode 

25. palientEmployerPhone 52. totalAdjustments 79. attendingPhysician 

26. case Type 

27. admission�ate 
53. accidentCode 

54. accidentDate 

80, attend ingPhysicianUP IN 

81 lastPaymenlDale 

82 providerShortName 

Fig. 5. File contents for over 20,000 patients in on inadvertent disclosure. 
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organizations were comprised. The data disclosed in this file well-illustrates the 
complexity of US health care with many different constituencies represented, 
including 4 major hospitals, 335 different insurance carriers acting on behalf of 4,029 
patient employers, and 266 different treating doctors (Figure 6). Each of these 
constituents was exposed in this disclosure. Of course, the exposure of sensitive 
patient health-information may be the most alarming to citizens. Figure 7 shows one 
very small section of the spreadsheet (just three columns of 82) for a few patients (of 
the nearly 20,000). Note that the diagnosis code (!DC code) is included for each 
patient. For example, code 34 is streptococcal sore throat; 42 is AIDS; 151.9 is 
malignant neoplasm of stomach (cancer); 29 is alcohol-induced mental disorders; and 
340 is multiple sclerosis. In total the file contained records on 201 patients with 
different forms of mental illness, 326 with cancers, 4 with AIDS, and thousands with 
other serious and less serious diagnoses. 

· Fit-st lnsuranc,; · 

.·, > . . li!lt.' ·.· .,. ·l!w· 
- ,,,.· -._,., 

I 

Source 

Fig. 6. Hemorrhage exposed a large array of health care constituents. 
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Fig. 7. Disclosures expose extreamly personal diagnosis information. A very small section 
of a spreadsheet for a few (of over 20,000) patients showing IDC diagnosis codes (see 
http://www.cms.hhs.gov/lCD9ProviderDiagnosticCodes/ or http://www.icd9data.com/). 
Personally Identifiable Information has not been included in the illustration to protect the 
identities of the patients and physicians. 

For a mental health center, we found patient psychiatric evaluations. All would be 
considered extremely personal and some were disturbing. We found similar clinical 
evaluations leaking from Alabama to Nebraska to California. 

Of course, these are just few of many files we uncovered. For a group of 
anesthesiologists, we found over 350MB of data comprising patient billing reports. 
For a drug and alcohol rehab center, we found similar billing information. From an 
AIDs clinic we found a spreadsheet with 232 clients including address, Social 
Security number, and date of birth. And the list goes on. It is important to note that 
all of these files were found without extraordinary effort and certainly far less effort 
than criminals might be economically incented to undertake. 

With the vulnerability well established, we also investigated the search activity in 
P2P networks to see if users were looking for health-care data hemorrhages. Again, 
using our simple digital signature we captured a sample of user-issued searches along 
with our files. Figure 8 lists a sample of these searches and clearly shows that users 
are searching for very specific health-care related data in P2P networks. 
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benny medicaljac\ lnsutance billing medical august medical coding and billing 

billing medical medical coding exam 

Fig. 8. Selection of User Issued searches that contain! the word medical or hosptial 

5 Conclusion 

Data hemorrhages from the health-care sector are clearly a significant threat to 
providers, payers, and patients. The inadvertent disclosers we found and documented 
in this report point to the larger problem facing the industry. Clearly, such 
hemorrhages may fuel many types of crime. While medical fraud has long been a 
significant problem, the crime of medical identity theft is still in its infancy. Today, 
many of the well-documented crimes appear to be committed out of medical need. 
However, with the growing opportunity to commit more significant crimes involving 
large financial rewards, more and more advanced schemes and methods, such as P2P
fueled identity theft, will likely develop. For criminals to profit, they don't need to 
"steal" an identity, but only to borrow it for a few days, while they bill the insurer 
carrier thousands of dollars for fabricated medical bills. This combination of medical 
fraud along with identity theft adds a valuable page to the playbook of thieves looking 
for easy targets. Stopping the supply of digital identities is one key to halting this 
type of illegal activity. 
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The Health Insurance Privacy Accountability Act (HIPAA) was created to protect 
patients from having sensitive medical information from becoming public or used 
against them. However, some of the provisions of the act make medical identity theft 
more difficult to track, identify, and correct. Under HIPAA, when a patient's medical 
record has been altered .by someone else using their ID, the process to correct the 
record is difficult for the patient. The erroneous information in the medical file may 
remain for years. Also due to the intricacies of HIPAA, people who have been 
victims of medical identity theft may find it difficult to even know what has been 
changed or added to their record. Since the thief's medical information is contained 
within the victim's file, it is given the same privacy protections as anyone under the 
act. Without the ability to remove erroneous information, or figure out the changes 
contained in a medical record, repairing the damages of medical identity theft can be a 
very taxing process. 

However, HIPAA is also a positive force in the fight against identity theft. 
Institutions have been fined and required to implement detailed corrective action 
plans to address inadvertent disclosures of identifiable electronic patient information 
(HHS 2008). In the case of Isis Machado mentioned earlier, she was charged and 
fined under HIPAA for disclosing individually identifiable medical records. HIPAA 
contains rules and punishments for offending medical professionals, which are 
historically the largest group of health-care fraup perpetrators. This protection of 
patient identities does discourage inappropriate uses of medical information and 
reduces the chance of hemorrhages. Nevertheless, HIP AA can do little to stop 
patients from disclosing their medical identities voluntarily to individuals posing as 
health care providers, or poorly managing their own computerized documents. 

Tighter controls on patient information are a good start, but consumers still need to 
be educated of the dangers of lost health-care information and how to secure their 
information on personal computers. Hospitals and others concerned with medical 
identity theft have begun to undertake measures in order to curb medical identity 
theft. One of the simplest and most effective measures put in place by hospitals is to 
request photo identification for admittance to the hospital. In many cases, when a 
request for photo identification is made, the individual will give up on obtaining care 
and simply leave the hospital, never to return again. Of course, this measure will 
likely lose its efficacy in time as criminals become aware of the change in policy. 
Once a few personal identifiers have been acquired, such as date of birth and Social 
Security number, a criminal can obtain seemingly valid photo-ID. In the future, 
insurance companies may need to begin issuing their own tamper-proof photo 
identification to help stop medical identity theft. 

Finally, health-care providers and insurers must enact better monitoring and 
information controls to detect and stop leaks. Information access within many health
care systems is lax. Coupled with the portability of data, inadvertent disclosures are 
inevitable. Better control over information access governance (Zhao and Johnson 
2008) is an important step in reducing the hemorrhages documented in this report. 
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Good afternoon 
Chairman Rush, 
Ranking Member 
Radanovich and 
Distinguished 
Members of the 
Subcommittee. 
My nar:ie is Robert B~back and I am the Chief 
Executive Officer of Tzversa, a Pennsylvania
~ased comp~ny that provides security and intel
ligence services to help protect organizations 
from_ the 4isclosure and illicit use of sensitive, 
confidential, and personal information on peer
to-peer file sharing, or "P2P'; networks. 

As P2P file sharing risk continues to be a major security, risk 

and privacy issue, let me first start by first providing a brief 

background on peer to peer. 

It is important to note that the Internet is comprised essen 
tially of four components: World Wide Web, Instant 

Messenger (IM), Email, and Peer to Peer networks. By many 

accounts, the largest of these by measure of consumption of 
overall bandwidth is Peer to Peer or P2P. This distinction is 

necessary to understand the security implications that we are 

presented with today as a result of both the enormity of the 

networks as well as the different security challenges that are 

presented by the networks. 

Peer to peer networks have been in existence for several years 

starting most notoriously with the introduction of Napster in 

the fall of 1999. The networks have provided a gateway for 
users around the world to share digital content, most notably 

music, movies and software. 

The use of P2P has evolved and is used by individuals world 

wide for many different purposes including: 

Planned file sharing its intended use. 

2 Searching for information with malicious intent person 
al information used in identity theft; corporate information 

and trade secrets; and even military secrets and intelligence. 

3 Distribution and sharing of illegal information Child 

pornography and information that could be used in terror 
activity. 

P2P networks continue to grow in size and popularity due to 

the alluring draw of the extent of the content that is present 

and available on the networks, that in many cases, is not 

available from any other public source. In addition to movie 

and music files, millions of documents, that were not intend 

ed to be shared with others, are also available on these net 

works. It is this that we refer to as inadvertent sharing or dis 

closure. 

Inadvertent sharing happens when computer users mistaken 

ly share more files than they had intended. For example, they 

may only want to share their music files or a large academic 
report, but instead expose all files on their computer's hard 
drive allowing other users to have access to their private or 

sensitive information. This can occur via several scenarios. 

These scenarios range from user error, access control issues 

(both authorized and unauthorized), intentional software 

developer deception, to malicious code dissemination. 

"User error" scenario occurs when a user downloads a P2P 

software program without folly understanding the security 
ramifications of the selections made during the installation 

process. This scenario has been decreasing slightly in the past 

few years as many of the leading P2P clients have adequately 

highlighted the security risks associated with sharing various 

types of files containing sensitive information. 

"Access control" occurs most commonly when a child down 

loads a P2P software program on his/her parents computer. 

This may occur with or without the parents' knowledge or 
consent, however the sensitive or confidential information 

stored on that computer may become exposed publicly 

nonetheless. 

"Intentional software developer deception" occurs when the 

P2P developers knowingly and intentionally scan and index 

any or all information during the installation process without 

the consent of the user. This practice was widely used a few 
years ago in an effort to populate the P2P networks with large 

amounts of content. The average user has no incentive to 

share any files with the other users on the network, confiden 

tial or not. The P2P developers recognized that this fact could 
cause a lack of content to be shared which would negatively 

impact the network itself. In recent years and in response to 

legislative intervention and awareness, most mainstream 
developers have discontinued this controversial tactic. 

However, there are over 225 P2P software program variants 

that Tiversa has identified being used to access these net 

works. Many of these programs continue to surreptitiously 

index and share files in this fashion. 

"Malicious code dissemination" occurs when identity 

thieves, hackers, fraudsters, and criminals embed malicious 

code ("worms") in a variety of files that appear innocuous. 

This scenario is extremely troubling as this malicious code 

can either force a system to reset its preconfigured security 

measures, despite the security focused intentions of the P2P 

developers, or it can install an aggressive P2P program on a 

user's computer who may have never intended to install a 

P2 P file sharing program. 

• 
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This scenario can expose even the most technologically 
advanced consumer or even an individual who has never 

in tended to use P2P to identity theft or fraud. It can also lead 

to the inadvertent disclosure of sensitive work related infor 
mation that can inflict significant economic or brand damage 

to an organization and/or lead to the identity theft of cus 

tomers, employees, or others. 

The fact that P2P involves downloading of files from individ 
uals that are unknown to the download er allows the hacker to 

ove_rcome the hurdle of getting users to download the worm. 

These criminals intentionally give the malicious code as the 

same name as highly sought after music, movie, and software 

downloads to ensure rapid and effective dissemination. Other 

criminals will use email attachments embedded with aggres 

sive software that mimics P2P programs when installed. 
These worms will index and share all information on the vie 

tim's computer without any visibility to the victim. This code 

is very insidious as users cannot detect its presence on their 

systems. Current anti virus programs do not detect the pres 

ence of such malicious software as it appears to the detection 

software as an intentionally downloaded standard P2P soft 
ware program. It is also important to note that firewalls and 

encryption do not address or protect the user from this type 

of disclosure. 

These scenarios have resulted in millions of highly sensitive 

files affecting consumers, businesses large and small, the U.S. 
government, our financial infrastructure, national security, 

and even our troops being exposed daily to identity thieves, 

fraudsters, child predators, and foreign intelligence world 

wide. 

Today, we would like to provide the committee with concrete 
examples that show the extent of the security problems that 
are present on the P2P networks and implications of sharing 

this type of information. During our testimony, we will pro 

vide the committee with examples that illustrate the types of 

sensitive information available on P2P networks, examples of 
how identity thieves and others are actively searching for and 

using the information harvested from these networks, and 

offer our thoughts on actions to address the problem. 

Despite the tools that P2P network developers are putting 

into their software to avoid the inadvertent file sharing of pri 

vale and classified information, this significant and growing 

problem continues to exist. Any changes made to the P2P 

software, while welcome and helpful, will not fully address 

the problem. Combine this with the fact that today's existing 

safeguards, such as firewalls, encryption, port scanning, poli 

cies, etc, simply do no effectively mitigate peer to peer file 

sharing risk. 

Warnings regarding inadvertent file sharing through P2P net 
works have been sounded in the past. The ITC issued warn 

ings on exposing private information via P2P mechanisms. 

The 2003 Government Network Security Act highlighted the 

• 
dangers facing government agencies and prescribed a course 
of action. Prominent security organizations, such as CERT 

(Computer Emergency Response Team) and the SANS 

Institute have warned corporations, governments, and con 
sumers to the unintended dangers of inadvertent file sharing 

via P2P networks. 

For example, CERT's ST0S 007 Risks of File Sharing 

Technology Exposure of Sensitive or Personal Information 
clearly states: 

"By using P2P applications, you may be giving other users 

access to personal information. Whether it's because cer

tain directories are accessible or because you provide per 

sonal in formation to what you believe to be a trusted per 

son or organization, unauthorized people may be able to 

access your financial or medical data, personal documents, 

sensitive corporate information, or other personal in/or 

motion. Once information has been exposed to unautho 

rized people, it's difJ,cult to know how many people have 

accessed it. The availability of this information may 

increase your risk ofidemity theft." 

In July 2007, the House Committee on Oversight and 
Government Reform held a hearing on the very issue of the 

"Inadvertent Sharing via P2P Networks," during which many 

of the individuals that testified assured the Committee that 
this problem was being addressed or being remedied. Despite 

this recognition, most consumers and security experts at cor 
porations worldwide have very little understanding of the 

information security risks caused by P2P. Most corporations 

believe that the current policies and existing security meas 

ures will protect their information they will not. 

During our testimony today, we will show evidence that 

despite the numerous warnings and assurances by the devel 
opers in previous hearings, the problem continues to exist. In 

fact, we will also seek to demonstrate the unprecedented 

increase in identity thieves using P2P software programs to 
harvest consumer information. 

It is important to note that Tiversa believes strongly in the 

useful technology that is P2P. P2P file sharing is one of the 

most powerful technologies created in recent years, however, 
as with the World Wide Web, it is not without its inherent 
risks. 

Beginning in 2003, Tiversa has developed systems that moni 

tor and interact with and within P2P networks to search for 

sensitive information in an effort to protect the confidential 

information of our clients. The technology has been archi 

tected in a way that is transparent to the network; in a way 
that preserves the network's sustainability. 

Tiversa centralizes what was previously a decentralized P2P 

file sharing network. Tiversa can see and detect all the previ 
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ously untraceable activity on the network in one place to ana 

lyzesearches and requests. Where an individual user can only 

see a very small portion of a P2P file sharing network, Tiversa 

can see the P2P network in its entirety in real time. With this 

platform, Tiversa has processed as many as 1.6 billion P2P 

searches per day, approximately 8 times that of web searches 

entered into Google per day. This unique technology has led 
some industry experts (Information Week) to refer to Tiversa 
as the "Google of P2P." 

Financial Fraud 

In an analysis of these searches, listed below is a small sam

pling of actual searches issued on P 2 P networks brief research 
window in March 2009. The term credit card was used as the 

filter criteria for the period. 

2007 credit card numbers 

2008 batch of credit cards 

2008 credit card numbers 

a&/ credit card 

aa credit card application 

abbey credit cards 

abbey national credit card 

ad credit card authorization 

apri/ credit card information 

at hens mba credit card payment 

atw 4m credit card application 

austins credit card info 

auth card credit 

authorization credit card 

authorization for credit card 

authorize net credit card 

bank and credit card informati 

bank credit card 

bank credit card information 

bank credits cards passwords 

bank numbers on credit cards 

bank of america credit cards 

bank of scot/and credit card 

bank staffs credit cards only 

barnabys credit card personal 

bibby chase credit card 

As evidenced by the sampling above, it is clear to see that 

malicious individuals are issuing searches on P2P networks to 

gain access to consumer credit cards. Criminals will quickly 

use the information located to commit fraud using the stolen 
credit information. This fact was proven during our research 

with Dartmouth College and published in their subsequent 

report. 

The term "tax return" is also highly sought after on P2P net 

works. During a live demonstration in January for NBC's 

Today Show, Tiversa was able to locate and download over 

275,000 tax returns from one brief search of the P2P. Many of 

these individuals have either saved an electronic copy of their 

• 
tax return that they prepared themselves or have saved an 

electronic copy of their tax return that an accountant or pro 

fessional tax office had prepared for them. There are also 
cases where accountant and tax offices, themselves, are inad 
vertently disclosing client tax returns. 

It is a fact that identity thieves search for tax returns to pri 
marily gain access to Social Security Numbers ("SSN"). 

According to a report on the black market, SSNs are worth 

approximately $35. This is up from approximately $8 $10 

only a few short years ago. One plausible explanation for 

rapid increase in black market pricing is that identity thieves 
are finding better ways to now monetize the stolen SSN. This 

is a very important point. Our search data shows that thieves 

in fact a new degree of sophistication in cyber crime. 

Identity thieves will also file an individual's tax return before 

the actual individual files the return. The thief will use a fab 

ricated W 2, which can be printed using a number of pro 

grams, and will attempt to steal the phony refund that results 
from the fabricated return. When the victim then files his or 

her tax return, it will automatically be rejected by the IRS's 
system as "already filed." Eventually, the IRS will determine 
that the information, provided by the criminal on the W 2, 

doesn't match the records that it maintains. At this point, the 

criminal has most likely cashed the check from the fraud and 

has moved on to other victims only to have the initial victim 

left to address the problem with the IRS. This is very costly 

and time consuming to resolve. 

Stolen SSNs are also used by illegal aliens as a requirement of 

their gaining employment here in the United States. This 
crime has far reaching implications as well as a tremendous 

tax burden on behalf of the victim. 

Medical Fraud 

Medical information is also being sought after on P2P net 

works with alarming regularity. Listed below are some terms 

issued over the same period regarding medical information. 

letter for medical bills 

letter for medical bills dr 

letter for medical bills etmc 

letter re medical bills I 0th 

/tr client medical report 

/tr hjh rosimah medical 

/tr medical body4/ife 

/tr medical maternity port/and 

/tr medical misc port/and 

/tr orange medical head center 

/tr to valley medical 

lytec medical billing 

medical investigation 

medical journals password 

medical .txt 
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medical abuce records 

medical abuse 

medical abuse records 

medical algoritms 

medical authorization 

medical authorization form 

medical autorization 

medical benefits 

medical benefits plan chart 

medical biliing 

medical biting 

medical bill 

medical biller resume 

medical billig software 

medical billing 

medical billing windows 

Identity thieves and fraudsters use medical information very 

similarly to financial information, but with much less scruti 

ny on behalf of law enforcement. 

For example, if an identity thief were to download a con 

sumer's medical insurance information, he or she would then 
immediately have access to significant financial resources (in 
many cases medical insurance policies have limits set at $1 

million or above). The criminal would most likely use the 

insurance card to buy online pharmaceuticals (predominantly 

Oxycontin, Viagra, or Percoset) which he or she would quick 

ly turn into cash by selling the drugs. This is a very difficult 
crime to detect as most consumers do not read Explanation 

of Benefit (EOB) forms sent from the insurance company 

which only serves to prolong the activity by delaying detec 

tion. Even consumers who do read the forms may not readily 
understand the diagnosis and treatment codes that are indi 

cated on the forms. The victimization of the consumer con 

tinues when he or she attempts to appropriately use his or her 

insurance information for medical services only to be turned 

away or confronted with the suggestion of a potential pre 

scription drug addiction. 

Searches attempting to access financial, accounting, and med 
icaI information have risen 59.7% since September 2008. In 

the full year of 2006 and 2007, the average annual rise in the 

search totaled just over 10%. 

As a matter of record, Tiversa observes searches similar to 
those previously illustrated for "credit card" and for "medical" 

for individual corporate names, subsidiaries, and acronyms. 

The illustration of these search strings in this testimony 

would put these corporations at further risk. The committee 
should note that the searches of this nature are every bit as 

aggressive and more specific as those for credit cards and 

medical information. 

The only correlation that we identified is that the larger and 

better known a company and its brand, the greater the risks 

associated with the searches for these corporations. 

• • 
Child Predation 

As if the aforementioned fraudulent activities were not 

enough to demonstrate the security implications of having 

personally identifiable information (PI!) available to the pub 
lie on these networks, the crimes can become even more 

heinous. 

Tiversa works with federal, state, and local law enforcement 
agencies to address the rampant child pornography issues 

that permeate the P2P file sharing networks. The task is 

large and process is long however we continue to make 

progress in this ongoing fight. Presumably, child pornogra 

phers are using P2P to locate, download, and share sexually 
explicit videos and pictures of small children because they 

feel that they cannot be caught on such a disparate network. 

Tiversa pioneered the research and tactics used to track and 

catch these individuals. We are also currently training all 

levels of law enforcement nationwide through the FBI LEED A 

program. 

Tiversa has documented cases where child pornographers and 
predators are actively searching P2P networks for personal 

photos of children and others that may stored on private 
computers. Once the photos are downloaded and viewed, 

these individuals will use the "Browse Host" function provid 

ed by the P2P software which allows the user to then view 
and download all additional information being shared from 
that computer. If personal photos are being shared, it is 

most likely that the computer will also be sharing other per

sonal, private information such as a resume or tax return. 

This accompanying information can be used by the predator 
to locate the address, telephone, workplace, etc. of the paten 

tial victim. Individuals at Tiversa have directly assisted in the 

investigation of these specific types of cases. 

Many individuals at this point would consider themselves 

immune to these types of identity theft and fraud if they 
never used or downloaded P2P software. This is not an accu 
rate assumption. 

Examples to follow on subsequent pages ... 
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• 
Tiversa engaged in research involving over 30,000 consumers 

and found that 86.7% of the individuals whose information 

was found on the P2P networks, were breached by a third 

party. Many of these individuals had their information 

exposed by their doctors, lawyers, hospitals, accountants, 

employers, banks and financial institutions, payroll compa 

nies, etc. Organizations that had a right to have access to the 
information were predominantly the source of the breach. 

In the last 60 days (2/25 4/26), Tiversa has downloaded 

3,908,060 files that have been inadvertently exposed via P2P 

networks. This number is only comprised of Excel spread 

sheets, Word documents, PDFs, Rich Text, Emails, and PST 

files. This number does not include any pictures, music, or 

movies. Its important to note that these files were only down 
loaded with general industry terms and client filters running. 

Much more exists on the network in a given period of time. 

This risk also extends to the military and to overall national 

security. Tiversa has documented the exposure of the Pl! of 

men and women in the Armed Forces with frightening regu 
larity. Military families are prime targets for identity theft as 

the thieves are aware that the soldiers are probably not check 

ing their statements or credit reports very closely due to the 
serious nature of the work that they are performing. We have 

seen the confidential information (SSNs, blood types, 
addresses, next of kin, etc.) of in excess of 200,000 of our 

troops. 

This issue poses a national security risk. In February of this 
year, Tiversa identified an IP address on the P2P networks, in 

Tehran, Iran, that possessed highly sensitive information 

relating to Marine One. This information was disclosed by a 

defense contractor in June 2008 and was apparently down 

loaded by an unknown individual in Iran. 

On April 22, 2009, the Wall Street Journal printed a front 

cover story that indicated that former Pentagon officials had 
indicated that spies had downloaded plans for the $300B 

Joint Strike Fighter project. Highly sensitive information 

regarding the Joint Strike Fighter program was also discov 
ered on P2P networks. 

In monitoring the origin of the searches on the P2P networks 

regarding national security issues, it is clear that organized 

searching is occurring from various nations outside the 
United States to gain access to sensitive military information 

being disclosed in this manner. 

Recommendations 

Tiversa's focus has been working for several years with corpo 

rations and government agencies to mitigate P2P disclosures 

and risks. Based on our experience, we believe that there are 

steps that can help significantly decrease the likelihood of 

inadvertent disclosures and therefore increase the safety and 

• 
protection of those most affected, the consumers. 

We humbly and respectfully provide the following recom 

mendations for your consideration. 

Increase Awareness of the Problem 

Corporations are just becoming aware of the problem that 
the P2P poses to its information and data security. Individual 

consumers are even less prepared for the security threats that 

it poses. It is very difficult to protect against a threat that you 
are unaware of. 

On the FTC's website on the page "About Identity Theft," 

there is not a single mention of P2P or file sharing as an 
avenue for a criminal gaining access to a consumer's personal 

information. Of the 6 methods identified on the website, very 

few if any could ever result in the consistent production, let 

alone the magnitude, of PII like the P2P networks. 

Clearly, victims of identity theft must be educated and noti 
fied that P2P could be the source of their stolen information. 

Awareness should extend to corporations as well. With con 
sumers being asked to provide PII to employers, banks, 

accountants, doctors, hospitals, the recipients of this PII must 
be knowledgeable in the threats that P2P can pose to the 

security of that information. 

Federal Data Breach Notification Standards 

41 of the 50 states have now enacted some form of data 

breach notification law. However, the laws vary state to state 

and, in our experience, are seldom respected or followed by 

organizations. 

Standardized breach laws should be enacted to provide guide 

lines for any organization, public or private, that houses con 
sumer or customer PII in the event of a breach of the infor 

mation. The breach law will also need to be enforced as many 

of the disclosing companies disregard the current state laws, if 

any to the severe detriment of the consumer whose informa 
tion was exposed. 

Any breach involving the release of a consumer's SSN should 

include mandatory identity theft protection for that individ 

ual for a minimum of 5 years. The often reported I year of 

credit monitoring is completely inadequate remediation for a 

consumer whose SSN was breached. Identity thieves will wait 

for the credit monitoring to expire after the year provided to 

begin to attack the consumer. This is supported by actual files 

Tiversa has seen with expiry tags entered directly into the file 
name and meta data. 
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• 
Military Personnel Disclosures 

Congress should vigorously act to protect the safety and iden 
tity of our men and women in uniform. Soldiers who have 
had their information disclosed should be provided compre 
hensive identity theft protection services so as to prevent and 

guard against the use of the breached information. 

National Security Disclosures 

P2P networks should be continuously monitored globally for 
the presence of any classified or confidential information that 
could directly or indirectly affect the safety or security our 
citizens. 

Consumers 

Tiversa also suggests the following recommendation for 
consumers: 

Know Your PC (and who is using it) 

Parents need to pay close attention to the actions of their 
children online, especially when the children are using a 
shared PC with the parents. 

Just Ask! 

Consumers need to ask anyone who is requesting their Pl! 
(doctor, hospital, lawyer, banking institution, accountant, 

employer, etc.) what protections that the organization has in 
place to protect against inadvertent disclosures on the P2P 
networks. 

Consider Identity Theft Protection Service 

Organizations offer a wide variety of services to help with 
identity theft from credit monitoring to the more proactive 
placing of fraud alerts and black market monitoring. 
Consumers should select an ID theft protection service that 
offers proactive monitoring and remediation of P2P related 
disclosure. 

• 
Conclusion 

In conclusion, the inadvertent file sharing through P2P File 
Sharing networks is highly pervasive and large in magnitude. 
It affects consumers, corporations of all sizes, and govern 
ment agencies. 

Existing policies and IT measures have not been effective at 
preventing information from becoming available. Malicious 
individuals regularly use P2P file sharing networks to obtain 
sensitive, confidential, and private information. They pose an 

immediate threat to national security, business operations 
and brands, and consumer fraud and ID theft. 

The subcommittee should seek to create broader awareness of 
the problem. It should encourage individuals, corporations, 
and government agencies to continuously audit P2P networks 
themselves to enable these entities to intelligently determine 
their exposure and to design strategies to mitigate their 
issues. 

Mr. Chairman, taking these steps will better protect us all 

from the dangers that lurk in these networks while allowing 
for legitimate uses of this powerful technology in the future. 

Thank you for the opportunity to testify 
here today. 

PAGEll 
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Good morning Chairman 
Towns, Ranking Member 
Issa and Distinguished 
Members of the 
Committee. 
:\(t• 1u111H! ,:, lfol,erl Oubm:k w1d I am tlll! Chi~( 
£:recuth•i: q{ficer 11/Tiversn, u Pu1msylvc111ia-hu.rcd 
mmpt111y thcll 11n11•idr:s security a11d hltr:llige11c,: 
. wm•ice.t lo /~Ip 11rolrc:I argm1i:allcm:r.from the 
di.n:lo:mr" wKI illicit 11sa q(sen.,·ilive, c011/id1mlial, 
,md p,:r.wm,I il//or111ulim1 u,1 JUH!l·-to-11e11r file 
.rl1ul'illR, ur "/'JP". IIC!twOJ*,f. 

P2P file-sharing continues to be a major security risk 
and privacy issue. Today, I will provide a brief 
background on P2P networ1\s, hlghlighl the risks of 
inadvertent file sharing, provide examples of P2P Jae 
disclosures and the Impact on consumers, businesses, 
government, !he military and natlonal secu,Uy, and 
share our observations and recommendations. 

Background: Peer-to-Pear N&tworks 

The Internet is comprised essentially of four 
components: World Wide Web, Instant Messenger 
(IM). Email, and Peer-to-Peer networks. By many 
accounts, the latgest of these by measure of 
consumption or overall bandwidth is Peer-to-Peer or 
P2P. This distinction is necessary to understand the 
security lmplicallons that we are presented with today 
as a result of both the enormity of the networks as well 
as the different security challenges that are presenled 
by the networks. 

P2P networks have been in existence for several years 
starting most notoriously wilh the introduction of 
Napster in the fall of 1999. The P2P networks have 
provided a gateway for users around the world lo share 
digital content, most notably music, movies and 
software. 

P2P networks are growing and dynamic:. Since 2005, P2P 
networks hava grown al the rate of oYer 20% (CAGR). 
Today, worldwide P2P networks may have over 20 million 
users al any point In lime. P2P networks are ever-changing 
as users join and exit constantly. The number of P2P 
programs or "clients• has grown to over 225, with many 
having muhiple versions In use. Additionally, many of the 

programs are open source and, accordingly, subject to 
modification as users see fit. P2P networks are a worldwide 
phenomenoo with users across wide ranges of ages. 
educational backgrounds and incomes. 

The use of P2P has evolved and is used by·lndividuals 
worldwide for many different purposes including: 

1 - Planned file sharing - Its intended use. 
2 - Searching for Information wilh malcious intent -
personal Information used in ldenttty theH; corporate 
infonnation ·and trade secrets·, and even military secrets 
and lnleHigence. 
3- Distribution and sharing of illegal information - Child 
pornography and Information that could be used in 
lerror activity . 

Inadvertent FIie Disclosure 

P2P networks continue to grow h size and popularity 
due to the extent of lhe content that is present and 
avallal>le on the networks, that in many cases, is not 
available from any other public source. In addition ID 
movie and music files, mllfions of documents. that were 
not intended to be shared with others, are also 
available on these networks. It Is this unintentional 
sharing that we refer to as inadvertent sharing or dis
closure. 

lnadverlent sharing happens Whan computer users 
mistakenly share more files than I hey had Intended. For 
example, they may want to share only !heir music files 
or a large academic repor1, but Instead expose all·lilas 
on their computer's hard drive allowing other users 10 
have access to their private or sensitive Information. 
This can occur via several scenarios. These scenerios 
range from user error, access control issues (bolh 
authorized and unaulhorized), intenlional software 
developer decepllon, to malicious code dissemination. 

"User error" scenario occurs when a user downloads 
a P2P software program without fully understanding the 
security rammcatlons or the selecllon& made during lhe 
Installation process. This scenario has been decreasing 
slightly In the past few years as many of the leading 
P2P clients have highlighted the security risks 
associated with sharing various types or files containing 
senslllve Information. 

"Access control" occurs most commonly when a child 
downloads P2P software program on hislher parents' 
computer. This may occur with or without the parenls' 
knowledge or consent, however the sensitive or 
confidential information stored on that computer may 
become exposed publicly nonetheless. 
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Today, we will provide lhe Committee with concrele 
examples lhal show lhe extent or the security problems 
that exist on the P2P networks and the implicalions of 
sharing this lype orinrormalion. During our teslimony, 
we wil provide the Committee with examples that 
illuslrale lhe types of sensitive Information available on 
P2P networks, provide examples of how identity 
thieves and others are actively searching for and using 
the information harvested from these networks. and 
offer our lhoughts on actions lo addre&S the problem. 

During our testimony today, we wm show evidence that 
despite the numerous warnings and assurances by the 
developers and government agencies in previous 
hearings, the problem remains. In fact, we wHI also 
demonstrate the unprecedented Increase in identity 
thieves using P2P software programs to harvest 
consumer Information. 

II is Important lo note that Tiversa be~eves strongly in 
the useful technology that is P2P. P2P file sharing is 
one of the most powerful technologies creeled in recent 
years, however, as with the World Wide Web, fl is not 
wHhoul ils inherent risks. 

Tlversa and Its Technology 

Beginning in 2003, Tlversa developed systems that 
monitor and interact with and within P2P networks to 
search tor sensitive information In an effort lo protect 
the confidential info,mation of out clients. The 
technology has been designed, developed and 
implemented In a way that is transparent lo the 
network; in a waylhal preserves·the network's 
sustainability. 

Tlversa centralizes what was previously a 
decentrallzed P2P file-sharing network. Tiversa can 
see and dalecl all the previously untraceable activity on 
the P2P network in one place to analyze searches and 
requests. While an Individual user can only see a very 
small ponion of a P2P rne sharing network, Tlversa can 
see the P2P network In its entirety in real lime. With this 
platform, Tiversa has processed as many as 1.6 billion 
P2P searches per day, more than the number of web 
searches entered into Google per day. This unique 
technology has led some industry experts (Information 
Week) lo refer to Tiversa as the "Google of P2P." 

Tiversa uses lhts lechnology lo provide P2P security 
and Intelligence services to businesses, consumers 
and law enrorcement agencies. The following 
examples demonstrate how Inadvertent breaches 
allecl individual consumers, businesses, government, 
mililary and national security and are based on our 
unique perspedive on P2P networks. 

Examples: Inadvertent Disclosures on P2P 

Consumers 

Financial Fraud - From analysis of P2P·searches, 
Usted below is a small sampling of actual searches 
issued on P2P networks during a brief research window 
in March 2009. The term credit card was used as the 
filter critwia for the period. 

• 2007 credit cam numbers 
• 2008 batch of credit cards 
• 2008·credit card numbet.S 
• a&I credit card 
• aa credit card application 
• abbey credit cards 
• abbey national credit card 
• ad credit card authorization 
• aprit crodll card infonnstion 
• a/hens mba credit card payment 
• atw 4m credit card app/icallon 
• austins credit card trio 
• aulh card credit 
• authorization credit card 
• authorization for crooit card 
• authorize net credit card 
• bank and credit card lnlorrnali 
• bank credit caro 
• bank credit card Information 
• bank credits cards pas!hVords 
• bank numben. on credit cards 
• bank of 8tn8rica credit .cards 
• bank of scolland ccedil card 
• bank staffs credit cards only 
• bamsbys credit card personal 
• bibby chase credit card 

As evidenced by the sampling above, ii is clear to see 
that malicious individuals are Issuing searches on P2P 
networks lo gain access to consumer credit cards. 
Criminals wll quickly use the information located to 
commit fraud using lhe stolen credil information. This 
fact was proven during our research with Dartmouth 
Coltege and published in their subsequent report. 

The term •tax return" is also highly sought after on P2P 
nelworks. During a live demonslralion in Jan~1ary oflhis 
year fol NBC's Today Show, Tiversa was able lo locate 
and download over 275,000 lax retwns from one brief 
search of the P2P. Many of these individuals have 
either saved an electronic copy of their taK return that 
they prepared themselves or have saved an electronic 
copy of their lax return that an accountant or pro
fessional tax office had prepared for them. There are 
also cases in which accountants and tax offices, 
themselves, Inadvertently disctosed client lax returns. 
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It is a fact lhat ldenlily lhieves search for tax relurns lo 
prima,ily gain access lo Social Secufily Numbers 
("SSN•). ACCOfding 10 a rep0rl on the black market, 
SSNs are wofth approximalely $35-each. This is up 
from approxlmalely $8·$10 only a few short years ago. 
Olla plausible explanallon for lhe rapid increase in 
black markel pricing Is that idenUty thieves are finding 
better ways lo now monetize the stolen SSNs. This is a 
very Important point Our search data shows that 
thieves In racl employ a new degree of sophlslicalion in 
cyber crime. 

Identity thieves will also file an individual's tax reluro 
before the actual Individual Iles the return. The lhief will 
use a fabricated W-2. which can be printed using a 
number of programs, and will allempl lo sleal lhe phony 
refund that results from the fabricaled return. When lhe 
victim then files his or her iegllimale tax return. It will 
aulomallcal/y be rejected by Iha IRS as "already filed: 
Eventually, the IRS will determine that the Information, 
provided by the criminal on the W-2, doesn't match the 
records that ii maintains. At this poinl, the criminal has 
most likely cashed !he check from the fraud and has 
moved on lo other victims leaving the Initial vlcllm lo 
address the problem with lhe IRS. This is very cosily 
and lime consuming for bolh the vlclim and the IRS. 

Stolen SSNs are also used by illegal aliens lo gain 
employment in the United Slates. This crime has far 
reaching implications as wen as placing a tremendous tax 
burden on the victim. 

Medical Fraud - Medical information is also beiflg 
targeted on P2P networks wllh alarmlng and increasing 
regularity. Listed below are some terms Issued over the 
same period regardinQ medical information. 

• letter for medical bills 
• letter for medical bills dr 
• letler for medical bills etmc 
• fetlerra medical bRls 10th 
• /tr ct;enl medical report 
• !tr h/h rosimah medical 
• ltr medical body4life 
• Jtr medical malarnity port/and 
• Ur medical misc port/and 
• ltrorang6 meoical head center 
• /Ir to vBl/ey medical 
• lylec medical billing 
• medical investigation 
• medical journals password medical. fKl 

• medical ebuca records 
• medical abuse 
• medical abuse records 
• medical a/goritms 

• mad/ca/authorization 
• IT19dicaf authorization form 
• medical aulhOrization 
• medicBI benefits 
• m8dicaf benellts plan chart 
• medical biliing 
• medical billng 
• medical bill 
• medic8/ biller resume 
• medical bilf'ig software 
• medical biting 
• medical billing windows 

ldentily thieves ancl fraudsters use medical informallon 
very similarly lo financial lnformalion, but with much 
less scrutiny on behalf of law enforcement. 

For example, if an Identity lhief were to download a con• 
sumer's medical Insurance informallon, the thief would 
immediately have access to signillcanl financlal 
resources (in many cases medical insurance policies 
have llmlls set al $1 mi111on or above). The crlminal 
would most likely use the insurance card to buy online 
pharmaceuticals (predominantly Oxyconlin, Vlc19ra, or 
Percoset) which can be quickly sold for caSh. This is a 
very difficult crime lo detect as many consumers do nol 
read Explanation of Benefit (EOB) forms sent rrom Che 
insurance company, profooglng the criminal activity by 
delaying delecllon. Even consumers who do read lhe 
forms may nol readlly understand the diagnosis and 
treatment codes that are indicated on the forms. The 
victimization of lhe consumer continues when he or she 
attempts lo appropriately use his or h8r Insurance 
Information for valid medical services only lo be turned 
away or confronted with the suggestion of a potential 
prescription drug addiclion. 

User-issued P2P searches attempllng lo access 
financial, accounting, and medlcal Information have 
risen 59.7% since September 2008. For the·years of 
2006 and 2007, the average annual rise in the search 
totaled just over 10%. 

Child Predation -As if lhe aforementioned fraudulent 
activities were not enough to demonstrate the security 
implications or having personally Identifiable 
Information (PII) available lo the public on these 
networks, the crimes can br, even more heinous. 

Tiversa works with federal, stale, and local law 
enforcement agencies to address the rampant child 
pornography issues that permeate the P2P file sharing 
networks. The task Is large and process Is long 
however we continue to make progress in this ongoing 
llghl. Presumably, child pornographers are using P2P 
lo locale, download, and share sexually explicit '1ideos 
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IN THE SUPERIOR COURT OF FULTON COUNTY 
STATE or GEORIG/\ 

LABMD, ]NC., a Georgia Corporation, ) 
) 

Pfaintiff, ) CIVIL ACTION 
) f:!LE NO: 

v. ) :.!::,OLL(d_2. Q --; I 3 "J 
) 

TIVEUSA, fl\lC., il Pcnnsylv,,,,ia Col'porntion., ) 
TH.USTEUS 011 DMlTMOVTH COI..LEGL:, and ) 
M. ERIC JOHNSON, ) 

) 
Defendants. ) OCT 19 2011 

COMPLAINT 

Plaintiff l.nbMD, Inc. ("Plaintiff" or "LabMD") hereb}' fill)S lhis Cotnt)lc1i111 

agninst Tiwrn,'- Inc, a Pennsylvania C:orpornlion ("Tiv1:.•rsa''), Tmstces of D;,irlmm,th 

College (''D,irlmouth") nml M. Eric Johnson ("Julu1son") (Tiversa, Dc1rtmuulh anti 

Johnson colll'ctivdy referred to hc1'cin .is "Defendants") to show this I Ionornbk: Cou1·1 

the following: 

PAR'rJHS, VENUE, AND JURISDJCJlON 

·1. 

L..1bMD, lnc. Is a domcslic corpurnlion or1ianiwd under the ~,ws of the Stntc 0f 

Gi:?orgia with a principal office address or 2030 Powers Ferry Road, 13uiiding 500, tiuilc 

520, Atlanta, Georgin 30:-\'.19. 

8 

1 

-
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2. 

Defendant Tive1-sa, Inc. is a corporatloll organized under the laws of the State of 

Pennsylvania. Defendant Tiversa can be served with process through Robert Bobacl<, 

Tiversa's rresident, at 144 Emeryville Drive Suite 300, Cranberry Township PA 16066 

3. 

Defendant M. Etic Johnson Is an individual ove,: the age of 18 and can be served 

with process at Tuck School of Business at Dartmouth College, 100 Tuck Hall, Hanover, 

New Hampshire 03755. 

4. 

Defendant Trustees of Dartmou~h. College are organized according to the laws of 

the state of New Hampshire and may be served with process at 14 S Main Street 2C, 

Hanover NH 03755. 

5. 

Defendants performed certain actions contained herein at 1117 Perimetet' Center 

West., Atlanta, Fulton County, Georgia 30338 ("LabMD Office"). 

6. 

Defendants took deliberate a,ctions at LabMD's office and, as such, created 

continuing obligations to Georgia residents, including LabMD. 

7. 

Defendant Tiversa solicited business from ~bMD Qn six separate occasions 

without any request from LabMD. Solicitation One,Solicit.ation Two, Solicitation Three, 

2 
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Solicitation Four, Solicitation Pive and Solicitation Six (as defined herein) all occurred at 

the LabMD Office. 

8. 

la.bMD's causes of action against Defendants adse out of and result from 

Defendants' actions within Georgia. 

9. 

Exercising jurisdlctlon over Defendants Is consistent with due process notions of 

fair play and substantial justice. 

10. 

Defendants transacted business within the State of Georgia. 

11. 

Defendants committed tortioua acts within the State of Georgia. 

12. 

Defendants regularly do business in the State of Georgia. 

13. 

Def endanls engage in a persistent course of conduct within the State of Georgia, 

14. 

Defendants derive substantial revenue from services rendered in the State of 

Georgia. 

3 
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15 . 

. Defendants took personal property belonging to LabMD wl-!ich was in the State 

of Georgia, 

16. 

This Court has jurisdiction over the parties and the subject matter of this action. 

17, 

Venue is proper in this Court, 

QSFENDANTS' PATTERN AND PRACTICES 

18. 

Tiversa provides peer-to-peer ("P2P") intelligence services to corporations, 

government agencies and individuals based on patented technologies that Cf\n monitor 

over 550 mlllion computer users dally. 

19. 

Requiring no software or hardware, Tiversa can search for, locate, copy, 

downfoad and determine the source of a person's computer files utilizing its "patented 

technologies." 

20. 

Tivcrsa offers a Corporate Breach Protection product which establishes a long

term, real-time monitoring program that detects and reco1·ds customer-specific 

computer searches, data loss exposures, and corporate intellectual property loss on P2P 

netwm·ks twenty-four {24) hours a d.ay, seven (7) days a week, three hundred sixty-five 

(365) days a year. 

4 
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21. 

Tiversa's patented EagleVislon Xl™ technology globally indexes internet and 

file-shal'ing networks in real-time. 

22. 

According to Tiversa's website, "Tiversa's blend of automated, patented 

technology and deep expertise ... enables [it] to pinpoint the disclosure s-ource involved 

in the exposure of data.'' 

23. 

According to Tiversa's website, as part of a comprehensive breach investigation, 

Tiversa can conduct an in-depth network scan to determine file proliferation act'oss P2P 

file sharing networks to identify the location of a person's computer files. 

24. 

Def end ant Johnson is Director of Tuck School of Business' 

Glassmeyer / McNamee Center for Digital Strategies ("McNamee Center"). 

25. 

The Tuck School of Business is the business school of Dartmouth College. 

26. 

Defendant Johnson accepted federal funds from the National Institute of 

Standards and Technology, the United States Department of Justice, the United States 

Department of Homeland Security, the National Science Foundation and other 

federal/ state/local governments in £ urlherance of his position as Director of the 

McNamee Center and those activities described hererin. 

5 
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27. 

Defendant Dartmouth accepted fedel'al funds from the National Institute of 

Standards and Technology, the United States Department of Justice, the United States 

Department of Homeland Security, the National Science Fo,.mdation and other 

federal/ state/local governments Jn f ul'thet·ance of Defendants' position as Director of 

the McNamee Center and those activities described herein. 

28. 

DefendantTiversaaccepted federal funds from the National Institute of 

Standards and Technology, the U nlted States Dep~rhnent of Justice, the United States 

Depa1·tment of Homeland Security, the National Science Foundation and other 

federal/ s~ate/local governments in furtherance of its activities, including those 

activities described herein. 

29. 

In as early as 2007, Defendants worked in concert and intentionally to search the 

internet and computer networks for computer files containing personally identifiable 

information. 

30. 

On July 24, 2007, Defendant Johnson testified before the United States House of 

Represcmtatives Committee on Oversight and Governntent aeform ("2007 Committee 

Hearing''). In his testimony, Defendant Johnson admitted that he, 1n concert with 

Defendant Tiversa, intentionally posted the text of an e-mail containing an active Visa 

debit number and AT&T phone card in a music directory that was shared via 

6 
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Lime Wire. DefendantsJohnson and Tiversa observed the activity on the file and tracked 

·it across P2P networks. 

31. 

Defendant Johnson further testified in the 2007 Committee Hearing that he and 

Tiversa ~1intentiona1f y searched and downloaded thousands 1;>£ bank-related documents 

circulating on the f P2PJ networks," including, but not limited to, bank statements and 

completed lo11n application forms which "contained enough information to easily 

commit identity thelt or fraud." 

32. 

Defendant Johnson also testified during the 2007 Committee Hearing that he 

and Tiversa, in concert, intentionally searched and downloaded "performance 

evaluations, customer lists, spreadsheets with customer information, and clearly 

marked conlidential bank material." 

33. 

During the 2007 Committee Hearing, Defendant Tiversa admitted that it 

"developed technology that would allow itto position itsel£ throughout the various P2P 

netwod<s" and view all searches and information available on P2P networks. A true 

and cor.rect copy of the 2007 testimony from Defendant Tiversa is attached hereto as 

Exhibit A. 

7 
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34, 

During the 2007 Committee Hearing, Defendant Tiversa adtnltted that its 

proprietary software alfowe(f it to process 300 million searches per day, over 170 m.iUion 

more $earches than Google was processing pet; day. See Exhibit A. 

35. 

During the 2007 Committee Hearing, Defend~nt Ti versa admitted that its 

prop1·ietary technology allows it to not only process all of the search requests ove1· the 

internet but also to view the information available on the networks, including computer 

fi~s containing personally identifiable jnformation ("PU") and protected health 

information ("PHI;'). Id. 

36. 

During the 2007 Committee Hearing, Defendant Tiveua admitted that it 

intentionally searched for and downloaded computer files containing"£ ederal and state 

identification, including passports, drivers licenses, Social Security cards, dispute 

letters with banks, credit card companies, insurance companies, copies of credit 

reports--Experian, Trans Union, Equifax, individual bank card stateme.nts and credit 

card statements, signed copies of health insurance cards, full copies of tax returns, 

.active user names and passwords for online l>anklng and brokerage accounts and 

conC!dentlal medical histories and records." Id. 

8 
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37. 

In April, 2000, Defendant Johnson, in concert with Defendants Tiversa and 

Dartmouth, published an article entitled Dnla Hemorrlmges in the Healt11-Care Seel or 

("Johnson Paper"). A true and tarred copy of the Johnson paper is attached hereto as 

Exhibit B. 

38. 

The Johnson Paper was based upon activities "conducted in collaboralion with 

Tiversa who has developed a patent-pending technology that, in real-time, monitors 

global P2P sharing networks.'' See Exhibit B. 

39. 

The Johnson Paper was partially supported by the U.S. Department of 

Homeland Security under Grant Award Number 2006-CS.001-000001 under the 

auspices ol the Institute for Information Infrastructure Protection (I3P). Id. 

40. 

According to the Johnson Paper, Defendants Johnson and Tiversa initially 

searched PZP networks" looking for files from top ten publically traded health-care 

firms'r and "randomly gathered a sample of shared files related lo health care and those 

institutions" (the "Initial Search"). f d 

41. 

Pefendant "Tiversa's servers and software allowed Uohnson and Tiversa] to 

sample in the four most popular networks (each of which supports the most popular 

clients) including Gnu fella (e.g. Limewire, BearShare), FastTrack ( e.g., KaZaA, 
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Grokster), Aries (Aries Galaxy), and e-donkey (e.g. eMule, EDonkey2K)" according to 

the Johnson Paper. Id. 

42. 

Defendants Johnson and Tiversa "captured" files containing PHI or PII during 

the Initial Search. Id. 

43. 

Defendants Johnson and Tiversa admitted to intentionally searching for, 

downJoading and "manually" analyzing 3,328 computer liles belonging to publically 

traded health care fi1·ms as part of the lnitial·Search. Id. 

44. 

Defendants Johnson and Tiversa intentionally searched for, downloaded and 

opened patient-generated sp1·eadsheets containing details of medical treatments and 

costs, government applications for employment containing detailed background 

information, social security numbers, dates of birth, places of birth, mother's maiden 

name, history of residences and acquaintances; schooling history, employment history 

and other data which, according to Defendant Johnson, "could be used to commit 

medical or financial identity theft" as part of the Initial Search. Id. 

45. 

Defendants Johnson and Tiversa used the data downloaded during the Initial 

Search to intentionally search for computer files on computer hosts that De£endants 

"had found other dangerous data" previously (the "Second Search"). Id. 

10 
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46, 

During the Second Search, Defendants Johnson and Tiversa "found a 1,718-

page document containing patient Social Security numbers, insurance information, and

treatment codes" ("1,718 FIie"). Id. 

47. 

The Johnson Paper included a "l'edacted excerpt" of the 1,718 File. Id. 

48. 

The 1,718 Pile was created on a LabMD computer. 

49. 

The 1,718 File was stored on a LabMD computer. 

50. 

The 1,718 File was the personal property of LabMD, Inc. 

51. 

Numerous other computer files containing PHI and PH were intentionally 

searched for, downloaded and opened by Defendants Tiversa and Johnson as part of 

the Johnson Paper. ld, 

52. 

During an interview following the publication of the Johnson Pape1·, Defendant 

Johnson publically admitted to intentionally searching major computer networks to 

locate computer files containing PH( belonging to certain top ten publicly traded 

healthcare firms across the United States. 
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53, 

During an interview following the publication of the Johnson Paper, Defendant 

Johnson pubUcally ;:1dmitted to "looking for" computer files containing PHI and PII. 

54. 

During an interview following the publication of the Johnson Papet', Defendant 

Johnson publkally admitted to intentionally searching major computer networks in "a 

rather casual way," over a six month pel'iod to Jocate "promising areas," ''places" or 

search terms which would lead to the download of computer f!Jes containing personal 

health information, 

55. 

During an interview following the publication of the Johnson Paper, Defendant 

Johnson publically admitted to intentionally downloading and opening computer files 

containing over 20,000 medical patient records, "and £or those patients, 82 fields pf 

information, not just name, date, social security numbers ... but a much more detailed set 

of information, including their employer, their insurance carrier, the doctor that was 

treating them, fand] the diagnostic codes that were used." 

56. 

On May 4, 2009, Defendant Tiversa testified befo1·e the United States House of 

Representatives Subcommittee on Cornmerce, Trade and Consumer Protedion ("2009 

CTC Hearing"). A true and correct copy of the 2009 ere Hearing testimony is attached 

hereto as Exhibit C. 
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57. 

During the 2009 CTC Hearing, Tiversa testified that, through the u.se 9£ Us 

proprietary software, it Hean see and detect all previously undetected activity'' and 

"whe1·e an individual user can only see a very small portion of a P2P file sharing 

network, [it] can see the P2P network in Us entil'ety in real time. [It] has processed as 

many as 1.6 billion P2P searches per day, approximately 8 times that of web searches 

entered into Google per day. This unique technology ltas led some industry experts 

(111/ormalion Week) lo refer to TiverSt1 as the "Google of P2P." See Exhibit C (emphasis 

added). 

58. 

During the 2009 ere Hearing, Ti versa did a "Jive demonstration" utilizing its 

proprietal'y technology whereby it intentionally searched for and downloaded over 

275,000 tax returns. Id. 

59. 

During the 2009 ere Hearing, Tiversa testified that between February 25, 2009 

and April 26, 2009, it had '' downloaded 3,908,060 files" from P2P networks, some of 

which contained PHI and PU. ld. 

60. 

During the 2009 ere Hearing, Tiversa produced redacted copie~ Qf computer 

files it downloaded from P2P networks containing PHI and PII. Id. 
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61. 

During the 2009 crC Hearing, Tivetsa produced the 1 ;71s FU e and testifle~ 

about the 1,718 File. Id. 

62 

Tiversa did not redact the first name, date of birth or group insurance number 

when it produced the LabMD File at the 2009 CTC Hearing. 

63. 

Between July 13,27, 2009, Defendants Tiversa and Johnson intentionaliy 

searched for and downloaded approximately 7,911 computer files containing PH 

and/ or PHI from twenty-five (25) top medical research institutions. Id. 

64-: 

Between July 13-27, 2009, Defenda11ts Tiversa and Johnson intentionally 

opened approximately 2,966 computer files from twenty7Jiye (25) top medical resear~h 

institutions, some of which contaln.ed PJI and/or PHI, including nursing notes, medical 

histories, patient diagnoses, psychiatric evaluations, letters to patients and spreadsheets 

with patient dat<J. Id. 

65. 

On July 29, 20Q9, Tiversa appeared before the United States House of 

Representatives C.ommittee on Oversight and Government Reform ("2009 COG 

Hearing"} and testified thatit had the technology to search and download files from 

·p2p networks even where a company has "the most robust security measures," 

including "firewaJis, anti-virus [sic), intrusion detection, intrusion prevention, and 

14 
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encryption." A true and coi;rect copy of the 2009 COG Hearing testimony is attached 

hereto as Exhibit D. 

66. 

D1.1rfng the 2009 COG Hearing, Tiversa Intentionally searched for and 

downloaded tax returns containing PH In "live time." See Exhibit D. 

6'7. 

During the 2~ COG Hearing, a hea1'ing open to the general public, Tiversa 

revealed the,social security numbers from tax returns based upon its "live time" 

demonstration, Id. 

'68. 

During the 2009 COG Hearing, Tiversa testified that "beginning in 2003, {it} 

developed systems that monitor and Interact with and within P2P networks lo searcl1 for 

sensitive information . .• " Id, 

99. 

During the 2009COG Heari,r!g, TiverBa testified that it searched for and 

downloaded files containing PJJ ~nd PHI as part of a research project. Jd. 

70. 

Between September 23-October7, 2009, Defendants Tiversa and Johnson 

intentionally searc.hed !or and downloaded computer files contal.ning PJI and/ or PHI 

frorr:i medical rese~rch jnstltutioos. 

15 
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71. 

Be_tween September 23-October 7, 2009, Defendants Tiversa and Johnson 

intentionally opened computer files from medical research institutions, some of which 

co~tained PII a_nd/ or PHI, including files with social security numbets, dates of birth 

and diagnoses codes. 

J)EFENDANT TIVBRSA'S SOLICITATIONS AND ACTIONS 

72, 

On May 13, 2008, Robert Boback, CEO of Defendant Tiversa, called LabM0 

(the "Tiversa Call"). 

73. 

Dul'ing the Tlversa Call, Mr. Boback Informed LabMD that he was calling 

because he was in possession of a computer file containing patient social security 

numbers and the c_omputei' ltle belonged to LabMD. 

74. 

During theTiversa Call, Mr. Boback told LabMD that the computer file in his 

possession was the type of file individuals were searching for on P2P networks. 

75. 

During the Tiversa Call1 Mr. Boback told LabMD that large financial 

institutions and medical insurance companies were being targeted by individmils 

searching for and downloading com put er files containing PHI and Pll. 
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76. 

During the Tiversa·Call, Mr. Boback agreed to provide a copy of the computer 

tile in its possession to LabMD. 

77. 

On May 13, 2008 at approximately 11:25 AM EST, Defendant Tiversa emailed a 

copy .o/ the file in its possession to LabMD (the "11:25 Email"). A true and correct copy 

of the 11:25 Email is attached hereto as Exhibit E. 

18. 

The fJle produced in the 11:25 Bmail was the LabMD File, 

79. 

In the 11:25 email, Defendant Tiversa agreed to have an engineer review the 

computer file in its possession to "see when [its] systems first detected/ downlonded the 

file from P2P network." See Exhibit E (emphasis added). 

80. 

On May 13, 2008, at approximately 1:22 PM EST, Mr. Boback again emailed 

LabMD (the "1:22 Email"), A true and correct copy of the 1 :22 Email is attached hereto 

as Exhibit F. 

81. 

In the 1 :22 Email, Def end ant Tivea·sa Informed Lab MD that '' it checked back 

against the timeline to see lhe date that [it] originally acquired the file pertaining to 

LabMD" and "It appears" that Defendant Tiversa "firs"t dolfmloaded the file on 02/05/08 

at 3:49PM." See Exhibit F (emphasis added). 
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82. 

In the 1:22 Email, Defendant Tiversa informed LabMD that its ''systems show a 

record of continued availability for sporadic periods ovf;!r the p~st mqnth" but that it 

had not attempted to download the 1,718 File again. Id. 

83. 

In the 1:22 Email, Defendant Tiversa inI<;>rmed LabMD that Tiversa's ''system 

did nc;it a1,1to-record the IP ... most likely du~ to the limited amount of criteria indexed 

against the·osP." According to PefendantTiversa1 ft may "have the actual source JP 

aqdress in the data store logs but it was not readily available at this point" and it 

"should be able to get it but it would take some time." Id. 

84. 

On May 13, 2008 at approximately 2:13 PM EST, Defendant Tiversa solicited 

business l rom Lab MD (the "Solicitation of Servic:;es"). A true and correct copy of the 

Solicitation of Services is attached hereto as Exhibit G. 

85. 

In the Solicitation of Services, Defendant Tlversa offered to II provide 

inve.stigative clnd remediation services through [itsJ Incident Response Team" if LabMD 

was in ne·ed of Defendant Tiversa's "professional assistance/ See B~hlbit G. 

86. 

In the Solicitation of Services, Defendant Ti versa offered to "loeate and idenUf y 

the precise source where it downloaded the 11718File and could "identity additlonal 

disclosed files from that source { of which there are most likely additional lites since 
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most individuals are sharing an average of over 100 files per PC)." Additionally, 

DefendantTiversa offered to "perform a Global Spread Analysis." Finally, and 

according to Defendant Tiversa, "most importantly, (it could] work to recover and 

clei:inse the sensitive documents from the P2P." Id. In closing, Defendant Tiversa 

offered to put LabMD.;'in touch with (Tiversa's} Operations team" if any ofTiversa's 

"services [were] of interest" to LabMD. Id, 

~-
On May 15, 2008 at approximately 4:34 AM EST, labMD asked Defendant 

Tiversa forspedlic information regarding the means it searched for and downloaded 

the 1,718 File. Defendant Tiversa informed LabMD that any information regarding the 

means by which it acquired LabMD's file "would require a professional services 

agreement" and that there we1·e "many more necessary benefits to a proper 

investigation" by Defendant Ti versa (the Second Solicitation"). A true and correct copy 

of the Second Solicitation is attached hereto as Exhibit H. 

88. 

On May 22, 2008, without prompting or contact from Lab MD, Defendant 

Ti versa sent an email to LabMD indicating that "it continued to see peopll? searching for 

the file in question on the P2P network" and that Defendant Tiversa's system ''recorded 

that the file still exists on the network. .. although [it] 1111.d not attempted to downland 

nnother copy." Defend!:!nt Tiversa again solicited business from LabMD and asked 

Lab MD if it needed "some assistance" and again offered Tiversa's "Incidence Response 
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Services" (the Third Solicitation"). A tTue and correct copy of the Third Solicitation is 

attached hereto as E><hlbit I.1 

89. 

In the Third Solicitation, Defendant Tiversa outlined the costs, turn around 

time and potential outcome that LabMD could expect if it engaged the services of 

Defendant Tivetsi\; Id. 

90. 

On May 23, 2008 at approximately 10:06 AM FST, Defendant Tiversa 

transmitted a services agreement and confidentiality agreement to LabMD. Id. A true 

and correct copy of the Services Agreement and Confidentiality Agreement a reattached 

hereto as Exhibit J. 

91. 

On May 30, 2008, Defendant Tlversa solicited the business of LabMD for a 

fourth time and informed LabMD that if the terms of the Services Agreement and 

Con(identlality Agreement were acceptable to LabMD, Defendant "Tiversa should get 

started right away due to the sensitivity of the file" that was in its possession and 

further informed Lab MD that the "title of the file [ in its possession] had 'insurance 

aging' in it, which is being highly sought after" (the "Fourth Solicitation"). A true and 

correc::t copy of the Fourth Solicitation is attached hereto as Exhibit K. 

1 A serle.s or emall exchanges are contained In ~xhlblt I for the·court's convenience. The first emall .LabMD 
received from Defendant Tlversa, dated May 22, ZO00 at 3:22 PM liST Is contained ori page 3 of 4 of Exhibit I 
and the email exchange continues In reverse chronological order based upon this nrst communlcatlor,. 
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92. 

On June 6, 2008, Defendant Tiversa solicited business from LabMDfor a fifth 

time (the "Fifth Solicitation"). A true and correct copy of the FICth Solicitation is 

attached hereto as Exhibit L. 

93. 

In the Fifth Solicitation, DefendantTiversa stated. the foJlowlng: 

f hope this email finds you doing welt. I wanted to follow-up with you 
as I have not heard anything regarding the disdos-..re at LabMD I am 
not sure if you caught the recent pre$S about Walter :R.eed Army Medic~ 
Center having a disclosure of over 1000 patients SSNs etc. The stqry of 
the disclosure ~ been picl(ed up by ove'r 200 publications Since then, 
we have seen the usual increase in search ac;tivjty on the P2R 
(presumably media) in attempt [sic] to find this and other information of 
this type Given this fact, we should move to remediation very quickly 
If you have been able to locate the sour~ of the disclosure internally, that 
would be helpful The file, however, will most likely have been already 
taken by secondary disclosure points which will need to be found and 
remedi~ted. Please Jet me know if you need assistance, 

See Exhibit L. 

94. 

On July 15, 2008 at 10:03 AM ESf, Defendant Tiversa solicited busJness from 

LabMD for a sixth time and stated the following: 

f wanted to follow-up with you regat'ding the breach that we discussed 
several weeks ago. We have continued to see individuals searching for 
and downloading copies of the file that was provided .•. it is Important to 
note that LabMD is not the only company that has been aff ecte4 by this 
type oi bl'each. This is widespread problem that affects tens of thousands 
of organ_izations and millions of individua.ls, 1 am not su.re if _you read 
the Washington Post, but there was an [sic] front page article last week 
Involving a widely reported file sharing breach of Supreme Court justice 
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Stephen Breyer's SSN and personal data. Wagner Resources, the 
Investment firm responsible, took immediate action to solve the problem 
which resonated with the affected individuals. In fact, many of the 
individuals whose information was disclosed contacted the owner of the 
firm to say that HE was the victim of this relatively unknown, although 
dangerous, security risk. 

(the ''Seventh Solicitation"). A true and correct copy of the Seventh Solicitation is 

attached hereto as Exhibit M. 

95. 

In response to the Sixth Soticitatton, LabMD directed Defendant Tiversa to 

LabM0's attorneys. 

96. 

On September 30, 2010, LabMD, through the undersigned, demanded return of 

the 1,718 File from Defendant Tiversa. A true and correct copy of the September 30, 

2010, conespondence from LabMD lo Oef endant Tiversa is attached hereto as Exhibit 

N. 

97. 

On September 30, 2010, LabMD, through the undersigned, demanded return of 

the 1,718 File from Defendant Johnson. A true and correct copy of the September 30, 

2010, correspondence from LnbMD to Defendant Johnson is attached hereto as Exhibit 

o. 
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98. 

On September 30, 201Q, Labl\1D, through the undersigned, demanded return of 

the 1,718 Pile from Defendant Dartmouth. A true and correct copy of the September 

30, 2010, correspondence from LabMO to Defendant is attached hereto as Exhibit P. 

99. 

Defendants Johnson and Dartmouth continue to financially benefit from the 

searching for, downloading and opening of computer files containing PHI and PII from 

t bird parties. 

100. 

Defendants Johnson and Dartmouth dJscussed all of the activities referenced 

herein in a 2011 paper presented at the 44th annuaJ Hawaii International Conference on 

System Sciences entitled Will HITECH Henl Pntienf Datn Hemorrltages. A true and 

correct copy of the Hawaii International Conference paper is attached hereto as Exhibit 

Q. 

101. 

Defendants Johnson and Dartmouth discussed the activities referenced herein in 

an article entitled Usability Failures and Healthcare Data Hemorrltnges published in the 

March/ April 2011 issue of the IEEE Security nnd Privacy mag~zine. A true and correct 

copy of the IEEE article is attached hereto as Exhibit R. 

102. 

Defendants received federal fund in~ and used federal funding to perform the 

activities referenced herein. 
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103. 

As of October 13, 2011, a link to the Johnson Paper appearB on the Tuck 

homepage on• the wol'ld wide web along with link11 to Johnson's other aiticles 

referenceq he1·ein. A true and correct copy of a ,screenshot of Tuck's homepage taken 

on October 13, 2011, is attached hereto as Exhibit S. 

COUNT I: COMPUTER FRAUD AND ABUSE ACT (18 use ft 1030) 
(Defendants Tiyer9a and Johnson Only) 

104. 

Lab MD ~alleges the allegations contained in Paragraphs 1-103 as ~hough 

stated herein verbatim. 

105. 

LabMD's computers are used in and affect interstate commerce. 

106. 

Defendant Tiversa intentionally accesses LabMD's computers and networks 

and downloaded the 1,718 File without authorization. 

107. 

DelendAn.t Tiversa exceeded any authorizations, if any, it had to access 

LabMD's computers and networks and downloaded the 1,718 File. 

Defendant Johnson intentionally accesses tabMD's computers and networks 

and downloaded the 1,718 File without authorization. 
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109. 

Defendant Johnson exceeded any authorizations, if any, it had to access 

LabMD's networks and computers. 

110. 

Defendant Tiversa transmitted the 1,718 File acros, state Jines jn the 

furtherance of interstate commerce. 

111. 

Defendant Johnson transmitted the 1,718 File across state lines in the 

furtherance of interstate commerce. 

112. 

Defendant Tiversa accessed LabMD's computers and networks with the intent 

to extort money from LabMD. 

113. 

Defendant Tiversa ·impaired the confidentiality of information obtained from 

LabMD's computers without authorization or by exceeding any authorized access, to 

the extent any authorizaUon existed. 

114. 

Defendant Ti versa demanded and/ or requested money or other thing of value 

from LabMD during the First, Second, Third, Fourth, Filth and SixthS~Ikltation. 

115. 

Tiversa's demands and/ or requests for mcmey or other things of value were a 

direct result of Tiversa's download of the 1,718 File. 
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116. 

Tiversa downloaded the 1,718 File from LabMD's computer in order to 

facilitate the extortion of money and/or items of value from LabMD. 

117. 

LabMD suffered and continues to su(fer damages as a result of the above 

actions in al\ amount to be proven at trial. 

COUNT II: COMPUTER CRIMES {O.C.G.A. 16--9-93) 
(Defendants Tiversa and Johnson Only) 

118. 

LabMD realleges the allegations contained in Paragraphs 1 through 117 as 

though stated hererin verbatim. 

119. 

O.C.G.A. 16-9-93(a) provides that "[a]ny person who uses a computer 01· 

computer network with knowledge that such use is without authority and with the 

intention of: (1) Taking or appropriating any property of another, whether Ol' not with 

the intention of depriving the owner of possession ... [or} (3) Converting property to 

such person's use in violation of an agreement or other known legal obligation to mal<e 

a specified application or disposition of such property shall be guilty of the crime of 

computer theft. 

120. 

O.C.G.A. 16-9-93(c) provides that "any person who uses a computer or 

computer network with the intention of examining any employment, medical, salary, 
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credit, or any other financial or personal data relating to any other person with 

knowledge that such examination is without authority shall be guilty of the crime o( 

computer invasion of privacy." 

121. 

O.C.G.A. 16-9-93 (g)(l) provides that "any person whose property or person is 

injured by reason of a violation of any provision of (O.C.G.A. 16-9-93) may sue 

therefore and recover for any damages sustained and the costs of suit." 

122. 

Def end ant Ti versa used a computer network to search for, download, open 

and disseminate the 1,718 File. 

123. 

Defendant Tiversa knew that the searching for, downloading, opening and 

dissemination of the 1,718 File was not authorized by LabMD. 

124. 

Defendant Tiversa took LabMO's personal property. 

125. 

Defendant Tiversa obtained LabMD's personal property by a deceitful means 

and artful practice. 

126. 

Defendant Ti versa used a computer and/or computer network with the 

intention of examining employment, medical, salary, credit, and other financial or 

personal data relating to third parties. 
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12~. 

Defendant Tiversa searched computer networks searching for, downloll4ii,g, 

opening and dissemination Lab MD computer files containing employment, medical, 

salary, credit, and other financial pr personal data on numerous occasions. 

129. 

Defendant Johnson used n computer network to search for, download, open 

and disseminate the 1,718 File. 

130. 

Defendant Johnson knew that the searching for, downloading, opening and 

dissemination of the 1,718 File was not authorized by LabMD. 

131. 

Defendant Johnson look LabMD's personal property. 

132. 

Defendant Johnson obtained LabMD's personal property by a deceitflll means 

and artful prattice. 

133. 

Defendant Johnson used a computer and/ or computer network with the 

int~ntion of examining employment, medical, salary, credit, and other financial or 

personal data relating to third parties. 
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I I • • 

134. 

Defendant Johnson searched computer networks searching for1 downloading, 

opening and dissemination of LabMD computer files c;ontaining employment, medical, 

salary, credit, and other financial or personal data on numerous occasions. 

135. 

Defendants Tiversa and Johnson committed computer theft. 

136. 

Defendants Tiversa and Johnson committed computer invasion of privacy. 

13?. 

As a result o( Defendant Tiversa and Johnson's actions, Lab MD has suffered 

damages in an amount to be proven at trial. 

COUNT III: CONVERSION 
{As to All Defendants} 

136. 

LabMD realleges the allegations contained In Paragraphs 1 through 137 as 

though stated verbatim herein. 

139. 

The 1,718 File is owned by LabMD. 

140. 

DefendantTiversa is in possession of the 1,718 Flle. 
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t. I • ,. 

141. 

Defendant Tl versa is not authorized to assume the right of ownership over ~he 

1,718 Pile. 

142, 

The appropriation of the 1;718 File by Defendant Tiversa Was not authodzed by 

LabMD. 

143. 

Defendant Johnson is in possession of the 1,718 File. 

144. 

Defendant Johnson is not authorized to assume the right of ownership over the 

1,718 File. 

145. 

The appropriation of the 1,718 Fite by Defendant Johnson was not authorized by 

LabMD. 

146. 

Defendant Darhnouth is in possession of the 1,'718 File. 

147. 

Defendant Dartmouth is not authorized to assume the right of ownership over 

the 1,718 File. 

148. 

The appropriation of the 1,718 File by Defendant was not authorized by LabMD. 
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\ I• ., 

149. 

LabMD'informed Defendants that the 1.,718 File belonged to LabMD. See 

Exhibits N, 0 and P. 

150. 

LabMD demanded return of the 1,718 File from Defendants. 

151. 

Defendants have not returned the 1,718 File to LabMD. 

152. 

As a result of Defendants' actions, LabMD has been damaged in an amount to 

be proven at trial. 

COUNT IV: TRJJSPASS 
(As ·rsz. AU Defendants) 

153. 

LabMD realleges the allegations contained in Paragraphs 1 through 152 as 

though stated herein verbatim. 

154. 

Defendants have unlawfully abused LabMD's personal property. 

155. 

Defendants have damaged LabMD's personal property. 

156. 

As a result of Defendants' unlawful abuse of LabMD's personal p1·operty, 

LabMD has been damaged in an amount to b~ proven at trial. 
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~ I• ,. 

COUNT V: PUNITIVE DAMAGES 
(As to AH Defendants} 

157. 

LabMD realleges the allegations contained in Paragraph 1 through 156 as 

though stated herein verbatim. 

158. 

Defendants' actions described herein constitute willful misconduct, malice, 

fraud, wantonness and oppression. 

159. 

Delendants' actions herein constitute a want of care which would raise the 

presumption of a conscious indmerence to consequences. 

160. 

LabMD .is entitled to punUive damages from Defendants in an amount to be 

proven at Mal. 

WHERHFORE, LabMD prays for the following relief: 

(a) Judgment agalnst Defendants as outlined herein; 

(b) Damages in an amount to be determ.ined at trial; 

(c) Bxemplary damages in an amount to be determined at tdal. 

(d) Attorney's fees and costs associated with this litigation; 

(e) A trial by jury on the issues outlined herein; 

(f) All such other and further relief as the Cc;,urt deems Just and 

proper. 
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[SIGNATURE CONTINUE ON NBXT PAGE] 
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Attomoy /01· Plaintiff LabMD, Inc. 
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MICHAEL DAUGHERTY'S PETITION TO QUASH 

THE CIVIL INVESTIGATIVE DEMAND 

Petitioner Michael Daugherty, in his capacity as president of LabMD, Inc., hereby 

petitions the Federal Trade Commission ("FTC"), pursuant to 16 C.F.R. § 2.7(d), to quash the 

Civil Investigative Demand ("CID") issued to Petitioner on December 21, 2011. The FTC issued 

the CID pursuant to its alleged authority under Section 20 of the Federal Trade Commission Act, 

15 U.S.C. § 57b•l and therein makes various demands, including the production of all 

documents related to any "security risk, vulnerability, and incidents through which [Petitioner's] 

documents and information D either were or could have been disclosed to unrelated third 

parties. "1 Petitioner respectfully submits that the FTC lacks the authority to issue the CID in its 

entirety. Accordingly, Petitioner respectfully petitions the Commission to quash the CID.2 

I. FACTUAL SUMMARY 

Petitioner is the president of LabMD, and the present CID was issued to Petitioner in his 

capacity as LabMD's president. Although the CID is worded in the broadest possible manner, it 

appears to be premised on the third-party download of a single document belonging to LabMD, 

Inc. (the "1,718 File"). The 1,718 File, which contained personally identifiable information 

("PII") and protected health information ("PHI") about some of LabMD's patients, was illegally 

downloaded from LabMD's computers in February of 2008. To Petitioner's knowledge, no other 

incidents such as this have occurred, nor does the CID reference or allege any additional 

incidents (despite the absence of any limitation to the CID's testimonial and documentary 

l A true and correct copy of the December 21, 2011 Civil Investigative Demand is attached hereto as Exhibit 
A. 

This petition to quash is based on the FTC's lack of authority to issue a CID to LabMD on the basis of the 
1,718 File incident. However, Petitioner explicitly reserves any and all arguments or claims concerning the 
CID itself in the event that the FTC is found to have the requisite authority to issue a CID targeting LabMD 
on the basis of the 1,718 File incident. 
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requests). Therefore, and because there is no other conceivable basis for the CID, Petitioner sets 

forth the facts surrounding the 2008 download of the 1,718 File, all of which are part of the 

FTC's private investigation record and/or are currently being adjudicated by a federal court in a 

civil action that LabMD brought against the parties who illegally downloaded the 1,718 File. 

A. The 1,718 File Was Illegally Downloaded By Tiversa, Inc., A Technology 
Corporation Using Patented Computer Technology, With The Support Of 
Federally-Funded Researchers At Dartmouth College 

Tiversa, Inc. is a Pennsylvania Corporation who provides peer-to-peer ("P2P") 

intelligence services to corporations, government agencies, and individuals based on its patented 

1 EagleVision Xl technology that can monitor over 550 million computer users daily. On 

information and belief, both Tiversa and its partner, Dartmouth College, accepted federal funds 

from the National Institute of Standards and Technology, the United States Department of 

Justice, the United States of Homeland Security, and the National Science Foundation, among 

other governmental agencies, to develop P2P search technology. During a 2007 congressional 

hearing, Tiversa testified that its proprietary technology allowed it to process 300 million 

1 searches per day, or over 170 million more searches than Google was processing per day. At the 

same hearing, Tiversa admitted that it had downloaded computer files containing, but by no 

means limited to -

federal and state identification, including passports, driver's license, Social 
Security cards, dispute letters with banks, credit card companies, insurance 
companies, copies of credit reports--Experian, TransUnion, Equifax, Individual 
bank card statements and credit card statements, signed copies of health insurance 
cards, full copies of tax returns, active user names and passwords for online 
banking and brokerage accounts and confidential medical histories and records.2 

See Company Overview, Website for Tiversa. http://www.tiversa.com/about/. 

See Tiversa's July 24, 2007 testimony before the United States House of Representatives Committee on 
Oversight and Government Reform, a true and correct copy of which is attached hereto as Exhibit B, at 3. 

Id. at 5. 
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Two years later, in April of 2009, Dartmouth College published a paper entitled Data 

Hemorrhage in the Health-Care Sector.n The paper was based upon activities "conducted in 

collaboration with Tiversa" using Tiversa's proprietary technology1 and was financially 

supported by a U.S. Department of Homeland Security Grant Award issued under the auspices of 

the Institute for Information Infrastructure Protection.8 According to the paper, Tiversa and 

Dartmouth began their project by "looking for files from top ten publicly traded health-care 

firms" that were available on P2P networks.2 As part of the initial search, Tiversa and Dartmouth 

manually reviewed 3,328 computer files downloaded from P2P networks, many of which 

contained PII and PHI.10 

Following their initial search, Tiversa and Dartmouth undertook a second search 

("Second Search") lasting approximately six months.11 During the Second Search, Tiversa and 

Dartmouth downloaded closed to four million documents, including over 20,000 medical patient 

records.ll Tiversa described the evolving technology it used for the Second Search in a 2009 

hearing before the United States House of Representatives Subcommittee on Commerce, Trade 

and Conswner Protection ("2009 CTC hearing"). Tiversa testified that, through the use of its 

proprietary software, it "can see and detect all previously undetected activity" and "where an 

individual user can only see a very small portion of a P2P file sharing network, [it] can see the 

A true and correct copy of the April 2009 paper is attached hereto as Exhibit C. 
1 Id. at 1. 

Id. 

Id. at 8. 

Id. at 9-11. 

ll Id. at 11. 

u Id. at 13 (referencing the 20,000 medical patient records that were downloaded); see also Tiversa's May 4, 
2009 testimony before the United States House of Representatives Subcommittee on Commerce, Trade and 
Consumer Protection, a true and correct copy of which is attached hereto as Exhibit D, at IO (referencing 
the nearly four million documents that were downloaded). 
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P2P network in its entirety in real time."ll Further, Tiversa "processed as many as 1.6 billion 

P2P searches per day, approximately 8 times that of web searches entered into Google per 

day".li To showcase its technology, during the hearing Tiversa, performed a "live 

demonstration" whereby it intentionally searched for and downloaded over 275,000 tax returns;ll 

On July 29, 2009, Tiversa appeared before the United States House of Representatives 

Committee on Oversight and Government Reform and testified further about the technology it 

had used to perform the Second Search.lfr According to its testimony, Tiversa deployed newly 

developed P2P search technology that allowed it to penetrate even "the most technologically 

advanced" computer s~urity despite the presence of "firewalls and encryption."11 It was with 

this technology, and during the Second Search, that Tiversa and Dartmouth downloaded the 

1,718 File, a copy of which Tiversaproduced at the 2009 CTC hearing.-11 

B. LabMD's Lawsuit Against Tiversa and Dartmouth College 

Rather than agreeing to destroy its copies of the 1,718 File or explain to LabMD how it 

had downloaded the 1,718 File, Tiversa solicited LabMD on six occasions to purchase its 

security services in order to "remediate" any issues involving the 1,718 File.12 For example, on 

May 15, 2008, Tiversa informed LabMD that any information regarding the means by which it 

acquired the 1,718 File "would require a professional_ services agreement"~ Dartmouth, 

Ex. D at 3-4. 

Id. at 4. 

Id. 

A true and correct copy of Tiversa's July 29, 2009 testimony before the United States House of 
Representatives Committee on Oversight and Government Refonn is attached hereto as Exhibit E. 

ll Ex.Eat 3. 
1§ Ex.Bat 11. 
12 See infra note 22, Ex. F at t,J 72-98. 

Id. at ,r 87. 
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meanwhile, used federal funding to publish at least two additional papers discussing the activities 

leading to the download of the 1,718 File.ll 

On November 23, 2011, LabMD filed suit against Tiversa and Dartmouth alleging, 

among other things, computer fraud, computer crimes, conversion, and trespass.n Tiversa, with 

the support of Dartmouth, was and is running an extortionist scheme whereby it uses its 

government-funded technology to penetrate computer networks, download confidential files, and 

then sell the files back to the owners under the guise of providing network security. 

II. ARGUMENT 

A. The FTC's Authority Under Section 45 

While 15 U.S.C. § 45(a) grants the FTC the authority to investigate deceptive or unfair 

practices affecting commerce, this authority is not without limits. Likewise, although Congress 

has empowered the FTC under Section 57b-1 to issue CIDs in support of investigations 

undertaken pursuant to Section 45, a CID is only enforceable to the extent it rests on a legitimate 

exercise of Section 45 authority. In part for this reason, CIDs are not self-enforcing and the target 

of a CID is entitled to judicial review of a CID to prevent misuse of the FTC's statutory 

authority. n. 

In US. v. Morton Salt Co., the United States Supreme Court established the standard for 

determining when a CID should be quashed.24 Although the Court enforced the decree at issue in 

ll Id. atff 100-102. 

LabMD Inc. v. Tiversa, Inc., No l:ll-cv-4044 (Nov. 30, 2011 N.D. Ga.). A true and correct copy of the 
Complaint is attached hereto as Exhibit F. 

See, e.g., SEC v. Arthur Young & Co., 584 F.2d 1018, W24 (D.C. Cir. 1978), cert denied, 439 U.S. 1071 
( 1979) ("The federal courts stand guard, of course, against abuses of their subpoena-enforcement processes 
.... ") (citing U.S. v. Powell, 379 U.S. 48, 58 (1964) and Oklahoma Press Publ'g Co. v. Walling, 327 U.S. 
186,216 (1946»); D.R. Horton, Inc. v. Jon Leibowitz, Chairman, No. 4:IO-CV-547-A, 2010 WL 4630210, 
at •2 (N.D. Tex. Nov. 3, 2010). ("As the government notes in its motion documents, the CID is not self• 
executing, and may only be enforced by a district court in an enforcement proceeding."). 

338 U.S. 632 (1950). 
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that case, it recognized that "a governmental investigation into corporate matters may be of such 

a sweeping nature and so unrelated to the matter properly under inquiry as to exceed the 

investigatory power" of the agency.~ Accordingly, the Court held that agency subpoenas or 

Cills should not be enforced if they demand information that is: (a) not "within the authority of 

the agency," (b) "too indefinite," or (c) not "reasonably relevant to the inquiry."26 This standard 

has been consistently applied by the federal judiciary.ll For example, in SEC v. Blac'/ifoot 

Bituminous, Inc., the Court of Appeals for the Tenth Circuit confirmed that "an agency must 

show that the inquiry is not too indefinite, is reasonably relevant to an investigation which the 

agency has authority to conduct, and all administrative prerequisites have been met".21 

The costs and burdens imposed by a CID must also be considered.~ An administrative 

agency may not use its investigative powers to go on a fishing expedition.30 Rather, a CID must 

be based on a justifiable belief that wrongdoing has actually occurred. The Supreme Court did 

Id at 652 

Id. 

See, e.g., SECv. Blackfoot Bituminous, Inc., 622 F.2d512 (10th Cir. 1980) (citing Morton Salt, 338 U.S. at 
653) (confirming that ''to obtain judicial enforcement ofan administrative subpoena, an agency must show 
that the inquiry is not too indefinite, is reasonably relevant to an investigation which the agency has 
authority to conduct, and all administrative prerequisites have been met''). 

Id. at 514; see also Arthur Young & Co., 584 F.2d at 1030-31 (noting that a subpoena request must ''not 
[be] so overbroad as to reach into areas that are irrelevant or immaterial" and that specifications must not 
exceed the purpose of the relevant inquiry) (internal quotation marks and citation omitted); FTC v. Mt. 
Olympus Fin. LLC, 211 F.3d 1278 (10th Cir. 2000) (''the documents requested were reasonably relevant to 
an inquiry clearly within the authority of the FTC"); United States v. Construction Prods. Research, Inc., 
73 F.3d 464, 471 (2d Cir. 1996) (stating that "the disclosure sought must always be reasonable"); FTC v. 
Invention Submission Corp., 965 F.2d 1086, 1089 (D.C. Cir. 1993) (holding that a CID is enforceable.only 
"if the infonnation sought is reasonably relevant"); FTC v. Texaco, Inc., 555 F.2d 862, 881 (D.C. Cir. 
1977) (stating that the ''the disclosure sought shall not be unreasonable"). 

See, e.g., FTC v. Texaco, Inc., 555 F.2d 862, 882 (D.C. Cir. 1977) (a party challenging a subpoena can 
successfully do so on the grounds that compliance would be overly burdensome or unreasonable); see also 
Phoenix Bd. Of Realtors, Inc. v. Dep't of Justice, 521 F. Supp. 828, 832 (D. Ariz. 1981) (the government 
should narrow the scope of a CID when compliance may be overly burdensome). 

See FDICv. Garner, 126 F.3d 1138, 1146 (9th Cir. 1997); FTC v. Nat'/ Claims Serv., Inc., No. S. 98-283, 
1999 WL 819640, at• I (E.D. Cal. Feb. 9, 1999). See also S. Rep. 96-500 at 4, 96th Congress 1st Session 
(1979) ("The FTC's broad investigatory powers have been retained but modified to prevent fishing 
expeditions undertaken merely to satisfy its 'official curiosity."'). 
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not equivocate in FI'C v. Am. Tobacco Co. when it made clear that "[i]t is contrary to the first 

principles of justice to allow a search through all the respondents' records, relevant or irrelevant, 

in the hope that something will turn up. ,,;u And, of course, the mere fact that a party has suffered 

a data security incident does not imply any wrongdoing on the part of the victimized party.31 

That is especially so when (as here) there are no allegations that the petitioner violated any 

established public policy or that petitioner's customers suffered any injury as a result of the data 

incident. ll 

B. There Is No Basis Under Section 45 To Support Enforcement Of The Present 
CID, Which Is In All Events Exceedingly Overbroad And Unduly 
Burdensome 

In the present case, there is no basis under Section 45 for imposing a highly burdensome 

CID upon Petitioner to investigate either 1) the download of the 1,718 File by Ti versa and 

Dartmouth specifically or, 2) LabMD's data security generally. As an initial matter, Tiversa and 

Dartmouth's use of government-funded, highly-proprietary, and patented technology which 

according to Tiversa's congressional testimony can penetrate even the most robust network 

14 security to download the 1,718 File in February of 2008 cannot conceivably amount to an 

unfair or deceptive practice on the part of Petitioner or LabMD. Indeed, according to Tiversa 

ll 264 U.S. 298,306 (1924). 

See, e.g., Holly K. Towle, Let's Play ''Name that Security Violation!", 11 Cyberspace Lawyer, Apr. 2006, 
at 1 I. 

"Unjustified consumer injury is the primary focus of the FTC Act." Unfairness Statement, 104 F.T.C. 949, 
1073 (1984); see also id. at 1076 (ifa public policy is not well-established, the agency will "act only on the 
basis of convincing independent evidence that the practice was distorting the operation of the market and 
thereby causing unjustified consumer injury"). 

Ex.Eat 3, 6, 8 (concluding that "the inadvertent file sharing through P2P File Sharing networks is highly 
perv8$ive and large in magnitude. It affects consumers, corporations of all sizes, and government 
agencies"). 
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itself, the security issues enabling the download of the 1,718 File were not unique to LabMD, but 

were common to almost every networked computer in the country.JS. 

Likewise, the FTC cannot point to any public policy existing in February of 2008 that 

LabMD violated, thereby enabling Tiversa and Dartmouth to download the 1,718 File. To date, 

the FTC has. not enacted any rules or standards regarding issues associated with P2P networks, 

which is the FTC's most common remedy for problematic issues "that occur on an industry-wide 

basis." 3.2 And it was not until 2010 that the FTC began notifying organizations that failure to 

take adequate steps to protect against the security issues posed by P2P networks could result in 

liability under federal law.31 2010 was also the year in which the FTC first published Peer-to

Peer File Sharing: A Guide for Business.'Ji Thus, by all accounts, the present CID seeks to hold 

LabMD's 2008 conduct to a standard of perfect security, a standard that the FTC itself has made 

clear is impossible to attain.12 This is not only unfair and unreasonable, but it grossly exceeds the 

FTC's authority under Section 45 to investigate unfair and deceptive practices as the 2008 

download of the 1,718 File by Ti versa and Dartmouth is evidence of neither. 

And yet, based apparently on nothing more than possession of the 1,718 File, the CID 

seeks, among other things, production within 30 days of all documents relating in any manner to 

Id. 

A Brief Overview Of The Federal Trade Commission's Investigative And Law Enforcement Authority, 
July 2008, Section Il(b), available at http://www.ftc.gov/ogc/brfovrvw.shtm. 

See FTC Warns of Breach Risk From P2P File-Sharing, 9 No. 3 Employer's Guide HIPAA Privacy 
Requirements News!. 4 (Apr. 2010). 

Available at http:/ /business.ftc.gov/ documents/bus46-peer-peer-file-sharing-guide-business. 

See Statement of the Federal Trade Commission Before the House Subcomm. on Technology, Information 
Policy, Intergovernmental Relations, and the Census, Comm. on Government Reform (Apr. 21, 2004) at 4 
("The Commission recognized that there is no such thing as 'perfect' security and that breaches can occur 
even when a company has taken all reasonable precaution."), available at 
http://www.ftc.gov/os/2004/04/042104cybersecuritytestimony,pdf. See also Deborah Platt Majoras, The 
Federal Trade Commission: Leaming from History as We Confront Today's Consumer Challenges, 75 
UMKC L. Rev. 115, 128 (2006) ("The laws and rules we enforce do not require that information security 
be perfect. Such a standard would be costly and unobtainable."). 
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all of LabMD's security practices and policies (without temporal limitation). This is not only 

unduly burdensome, and therefore unenforceable,~ but the overwhelming majority of documents 

related to LabMD's security practices and policies, past and present, have nothing to do with the 

2008 download of the 1,718 File. There is absolutely no basis for using the 1,718 File download 

as a springboard to conduct a costly and burdensome fishing expedition into LabMD's security 

practices and procedures. 41 

The FTC's timing here is also troubling. The 2008 download of the 1,718 File was 

explicitly reviewed by at least two congressional committees (none of which recommended 

taking any course of action against LabMD). And yet, in the three years since the download of 

the 1,718 File was publicized in the chambers of the Congress and elsewhere, the FTC took no 

action. It wasn't until LabMD declined to engage Tiversa for "security services" for the sixth 

time and then sued Tiversa for theft and extortion that the FTC was compelled to issue the 

present CID. This unusual timing only serves to incentivize organizations to pay off Tiversa (as 

non-payment appears to coincide with the opening of an FTC investigation). 

Taken together, the present CID vastly exceeds the FTC's authority under Section 45. 

The government funded download of the 1,718 File in 2008 by Tiversa and Dartmouth 

manifestly fails to provide any evidence whatsoever of any unfair or deceptive practice by 

LabMD. Consequently, the 1,718 File download (and the facts surrounding the download) not 

only does not provide a basis for a further FTC investigation into the download itself vis-a-vis 

See FTC v. Texaco, Inc., 555 F.2d at 882) (respondent should not have "to cull its files for data" that would 
"impose and undue burden" and finding that a subpoena requiring production of "all documents that in any 
way reference" the issue in question "would be unduly burdensome"). 

When a CID makes demands "of such a sweeping nature and so unrelated to the matter properly under 
inquiry" such that they are not "reasonably relevant", they should not enforced. See Morton Salt Co. 228 
U.S. at 652; see also In re Sealed Case (Administrative Subpoena}, 42 F.3d 1412, 1420 (D.C. Cir. 1994) 
(remanding to the district court to detennine whether the infonnation requested related to a "valid purpose" 
of the agency's investigation). 
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LabMD, but it emphatically does not provide any basis for a deeply burdensome, open-ended 

investigation into all of LabMD's past and present security practices and procedures. As a result, 

the present CID should be quashed. 

C. The CID Should Be Quashed Because It Is Not Authorized by A Valid 
Resolution And Is Therefore Indefmite, Overbroad, And Incapable Of 
Demonstrating A Valid Exercise Of The FfC's Section 45 Authority 

Under 16 C.F.R. § 2.6, "any person under investigation compelled or requested to furnish 

information or documentary evidence shall be advised of the purpose and scope of the 

investigation and of the nature of the conduct constituting the alleged violation which is under 

investigation and the provisions of law applicable to such violation." Courts assess the validity of 

a CID by looking to the purpose and scope of the investigation and the nature of the conduct 

constituting the alleged violation as stated in the authorizing resolution.11 Importantly, however, 

a court can look only to the resolutions (and not any outside communications) to evaluate the 

scope of an investigation.11 Accordingly, the FTC Operating Manual provides that -

Investigational resolutions must adequately set forth the nature and scope of the 
investigation. The statement may be brief, but it must be specific ~nough to 
enable a court in an enforcement action to determine whether the investigation is 
within the authority of the Commission and the material demanded by the 
compulsory process is within the scope of the resolution.~ 

The single resolution that purportedly supports the present CID utterly fails the FTC's 

own rules and operational requirements. The resolution states, in its entirety, that "the nature and 

scope" of the FTC's investigation is-

To determine whether unnamed persons, partnerships, corporations, or others are 
engaged in, or may have engaged in, deceptive or unfair acts or practices related 
to consumer privacy and/or data security, in or affecting commerce, in violation 
of Section 5 of the Federal Trade Commission Act, 15 U.S.C. § 45, as amended. 

See, e.g., F.T.C. v. Carter, 636 F.2d 781,789 (D.C. Cir. 1980). 

See, e.g., FTC v. Invention Submission Corp., 965 F.2d 1086, 1088 (D.C. Cir. 1992). 

O.M.3.3.6. 7.4. l. 
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Such investigation shall, in addition, determine whether the Commission action to 
obtain redress of injury to consumers or others would be in the public interest. 

This resolution is so sweeping that it would allow the Commission to investigate any person or 

entity with respect to anything. Such a broad resolution is inconsistent with both 16 C.F.R. § 2.6 

and the statutory resolution requirement in 15 U.S.C. § 57b-l(i).!i 

In upholding a resolution that was far more specific than the resolution here, the D.C. 

Circuit made clear that there are limits to the FTC's use of broad, non-specific resolutions. Under 

the D.C. Circuit's standard, the present resolution is utterly inadequate: 

The Commission equaled this standard, and allowed our examination of the 
relevance of their subpoena requests, by identifying the specific conduct under 
investigation - cigarette advertising and promotion - and specific statutory 
provisions that confer authority and duties upon the Commission. Section 8(b) of 
the Cigarette Labeling and Advertising Act, under which the Commission must 
report to Congress on the effectiveness of cigarette labeling and current practices 
and methods of cigarette advertising and promotion, is self-expressive of several 
purposes of this investigation. We can therefore say that recitation of the statutory 
authority itself alerts the respondents to the purposes of the investigation. Section 
5 's prohibition of unfair and deceptive practices, which, standing broadly alone 
would not serve very specific notice of purpose, is defined by its relationship to 
section 8(b ), as is the extremely broad and non-specific statutory authority to 
compile information and make reports to Congress conferred upon the 
Commission in section 6 of the FTC Act. The Commission additionally defined 
the application of section 5 in the Resolution by relating it to the subject matter of 
the investigation "the advertising, promotion, offering for sale, sale, or 
distribution of cigarettes .... " We thus feel comfortably apprised of the purposes of 
the investigation and subpoenas issued in its pursuit, and suspect that respondents, 
who may feel less comfortable, are also quite aware of the purposes of the 
investigation.~ 

Here; the bare recitation of Section 5's "prohibition of unfair and deceptive practices ... 

The resolution also cannot be justified as a "blanket resolution." As the FTC Operating Manual states, 
blanket resolutions are only appropriate "in a limited number of instances", such as to authorize second 
requests in antitrust investigations. O.M. 3.3.6.7.4.3. 

F.T.C. v. Carter, 636 F.2d 781,788 (D.C. Cir. 1980) (emphasis added). 
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stands broadly alone". Accordingly, the resolution fails to reasonably define the nature and scope 

of the present investigation, and is therefore both invalid and incapable of providing the 

necessary support for the present CID. Consequently, the present CID should be quashed. 

D. The CID Improperly Demands Documents And Testimony Concerning 
Matters That Are Primarily Regulated By The Department Of Health And 
Human Services 

The CID should also be quashed because it demands documents and information 

concerning data security information over which the United States Department of Health and 

Human Services ("HHS") has exclusive administrative and enforcement authority. As a 

healthcare sector corporation, LabMD was at all times relevant to the 2008 download of the 

l, 718 File regulated by HHS with respect to the privacy rules and patient data security 

requirements related to PHI under the Health Insurance Portability and Accountability Act 

("HIPAA'').il It is undisputed that Congress gave HHS exclusive administrative and enforcement 

authority over data privacy and security issues.!& As former FTC Chairman Deborah Majoras 

told Congress in 2005, HIPAA and its Privacy Rule are not enforced by the FTC.~ This 

understanding was affirmed before Congress a year later by FTC Associate Director Joel 

Winston.ill Accordingly, it is unreasonable and unduly burdensome to subject LabMD to the 

broad investigative demands made in the present CID as the FTC is not the primary regulator of 

data privacy and security issues in the healthcare sector, and unlike HHS, the FTC does not have 

45 C.F.R. § 160.300 et seq. 

See 65 Fed. Reg. 82,462, 82,472 (Dec. 28, 2000). 

Deborah Platt Majoras, Chairman of the Federal Trade Commission, Identity Theft: Recent Developments 
Involving the Security of Sensitive Consumer Information, a prepared statement before the U.S. Senate, 
Committee on Banking, Housing, and Urban Affairs (Mar. IO, 2005). 

Joel Winston, Associate Director, Division of Privacy and Identity Protection, Bureau of Consumer 
Protection, Federal Trade Commission, Statement of Joel Winston, a prepared statement before the U.S. 
House of Representatives, Subcommittee on Social Security of the House Committee on Ways and Means 
(Mar. 30, 2006). 
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the Congressionally-delegated administrative or enforcement powers (or responsibilities) 

concerning these issues. 

Consequently, the present CID improperly inserts the FTC into what is squarely the 

regulatory jurisdiction of HHS without providing any legal or policy justification for doing so. A 

regulated entity like LabMD is entitled to one consistent set of data privacy and security 

regulations. By order of Congress, that set of regulations comes from HHS, not the FTC. 

Accordingly, the CID should be quashed. 

Ill. CONCLUSION 

Because the present CID was issued pursuant to an impermissible exercise of the FTC's 

Section 45 authority - namely, because there is no basis in law or fact for using the 2008 

download of the 1,718 File as grounds to conduct an unbounded, undefined, highly burdensome, 

and purposeless investigation into LabMD's data security practices and policies, and further 

because such an investigation would impermissibly intrude upon the regulatory jurisdiction of a 

sister agency - the present CID should be quashed. 

Dated: January IO, 2012 

Claudia Callaway, Esq. 
Christina Grigorian, Esq. 
Julian Dayal, Esq. 
Katten Muchin Rosenman LLP 
2900 K Street, NW 
North Tower - Suite 200 
Washington, DC 20007 
Phone: (202) 625-3613 
Facsimile: (202) 298-7570 
Email: claudia.callaway@k.attenlaw.com 

Counsel for Petitioner 
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CERTIFICATION 

Pursuant to 16 C.F.R. § 2.7(d)(2), counsel for Petitioner hereby certifies that counsel met 

and conferred with FTC counsel in a good faith effort to resolve by agreement the issues set forth 

in this Petition, but the parties were unable to reach agreement. 

14 
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CERTIFICATE OF SERVICE 

I hereby certify that on the 10th day of January, 2012, I caused the original and 12 copies 

of the foregoing Petition to Quash with attached exhibits to be filed by hand delivery with the 

Secretary of the Federal Trade Commission, 601 New Jersey Avenue, N.W., Washington, DC, 

20580, and one copy of same to be filed by hand delivery with Alain Sheer, Esq., Federal Trade 

Commission, Division of Privacy and Identity Protection, 601 New Jersey Avenue, N.W., 

Washington, D.C., 20580. 

J~ 
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1. TO • 

United States of America 
Federal Trade Commission 

CIVIL INVESTIGATIVE DEMAND 

Michael J. Daugherty, President 
LabMO Inc. 
2030 Powers Ferry Road, Bid. 500, Suite 520 Atlanta, Ga 30339 

This demand Is Issued pursuant to Section 20 of the Federal Trade Commission Act. 15 U.S.C. § 57b-1, In the course 
of an lnvesllgaUon to delermlne whether there 11, has been, or may be a violation of any laws administered by the 
Federal Trade Commission by conduct, acllvlttes or proposed action • described In Item 3. 

2. ACTION REQUIRED 
Ji' You are required to appear and testify. 

LOCATION OF HEARING YOUR APPEARANCE WILL BE BEFORE 
FTC • SolM!ealt Region 
225 Peaddree SlnMlt NE 
SUlle 1500 
Allanta.Ga 30303 

DATE AND TIME OF HEARING OR DEPOSITION 

'JAN 13 2 ol.l.. 

r You are required to produce al documents descrfbed In the attached schedule that are in your possession,. custody, or 
control, and to make them available at your address Indicated above for Inspection and copying or reproduction at the 
date and time specified below. 

Pl You are required to answer the Interrogatories or provide the written report described on the attached schedule. Answer 
each lnterrogat~or report separately and fully In writing. submit your answers or report to the Records ~todlan 
named In Item 4on or before the date specified below. ; ' ,:..;'. 
DATE AND TIME THE DOCUMENTS MUST BE AVAILABLE 

JANta.mi 

3. SUBJECT OF INVESTIGATION 

See attached resolution. 

4. RECORDS CUSTODIANIDEPUTY RECORDS CUSTODIAN 5. COMMISSION COUNSEL 
Rulli YoclalkenlKeWI "- Alal118tMr 
Faclerll Trade Commlnlon, Dlvllllon ti Privacy 1111d ldenll\' ProCedlon 
801 N9w Jeniey Ave.. NW 

Fldnl Trade Commlnlon. DMslon ol Privacy and Identity Plolecllcn 
801 New JerHy Ave., NW 

Mal Stop NJ..8100 Mall Stop NJ.8100 
V+'nhlngton, DC 20001 Wlllhlngton, DC 20001 

OATEISSUEO COMMISSIONER'S SIGNATURE 

1 . \"'-- ~o 
INS UCTIONS AND NOTICES YOUR RIGHTS TO REGUIATORY ENFORCEMENT FAIRNESS The...._., of ltlill demand lo l/0U a, .. l'llllll'IOd .,,._._. by lhe Colmllsslon'• The FTC hale longllllndlnt commitment lo I falt reg"8lo,y enfon:emenl envlnmlenl. 

RulN of Pradice IIJfegll se,vfel and 111&1 ll.lijec:t rm, IO a penalty IITlpOl9d by law fat If yol.t - I 9ffl8II buliillea (undlr Small Bullne11 Adminisltaliall slalldllrdl), l/0U hft9 
failure IO Qllfflfllv. TIie p,adlCtiDn of docllmllnll « Iha IIUtlmluion of al'IIIWlll'I and report a right IO COnllld lhe Small luelnesa Adll'Nftlslrallan's Nallonal Ombud1119'1 at 1-881-
inf9tlll)tlNlolhla dtlffllllldl!IUII be !Nde Ulldet •-~.ill INfofm pnnled REGFAIR (1-888-734-3247)or-.lOll.go'llo,nbudaman l1IQlll1llno lhe !aim•• of lllt 
on me~ pege of ll1ill demand, by lhepa1'0l'I IO whom 1h11 det!Wld II directed or, II compllance and e,lfu.c;ement lldM!lee ot 1h11 egency. Yau lhould undefstand, ,._.,,.,, 
nol • natural pei'1ICll'I. by•~« PfflCIIIII h9'll4ng knowledge of !he fllClll and 11181 Cl'le Naliolllll Ombudlman cannot clulnge, stop, or delay � federal 11g111cy 
~ of IUCh p,oduc:lmo, ~ for 111-1rlg Nc:11 illte,roga1o,y OI' antorcemenl ection. 
r8P1,11t queallon. Tllie demand dolNI 1101,equi,e •Pfllll\'III by OMS under Ille PIPIIWOIII 
Redudlan Ad of f980. The FTC stlicfly fotOidl Nllllla!Ory adll a, ils employffs, lllld you wll nat be penallnd 

for Pl)Alllling a COl'IC91'1 ~ !hes, actlYille�. 
PETITION TO UMrr OR QUASH TRAVEL EXPENSES 

The Commilaion's Rules f/1 Pnictice ,equlra lllal any pallllon IO 111111 « quasi! lhlll 
delnltnd be •ed wi'lhln 20 da,- alter 141fVk:e, or, if lM nMllffl dale le IH1 lhan 20 days 

Use Ille enclosed n\181 voucher lo claim c:ompenllliOn to which ~ - anlitled •• • 
wffnea fat !he CommislUon. The eompleled ltaYel voueher and Ihle demand ~ be 

afll!, Nl'liee. p,for to lie relllm dale. The Ollglnal and lwetve coplell of lhe pelltlon must preanled lo Comminian Counael re, paymer,L If you ant permanenlly or lemparariy 
. be filed will! Ille Secrela,y ol lhll Federal Trade Commlalon. end Olll copy should be 

I 98111 io lh9 CommiNion Couneel 11111119d ffl ffeffl 5, 
llvlng IOIIIIMlleflt attlll' lllan lhe addlna on 1h19 demand ar>d ~ would Nlqt,IFlt •--'" 
lnMI re,~ lo appeM. you must gel ptlor Af)prOYal fn:im C'.ommisakln Counsel 

A copy of Ille Commlulon'a Rulea ol Ptacllce is availalff llf1llne al lllbl:l&ILllrl 
fICS~ Paper eoples - available upon request 

!=TC Form.144 (rev2/0B) 

Case 1:12-cv-03005-WSD  Document 1-3  Filed 08/29/12  Page 61 of 99 



• • -~-

• 
United Stat~s of America 

Feder-al Trade C.ommf$sfon 

·CIVIL INVESTIGATIVE DEMAND 
f. TO 

M~el J. Davgherfy, President 
LabMD fAC, 
2030 ·Powers ferry Road, Bld.; 500, Suite 520 Atlanta, Ga 30339 

This demand .Is Issued pursuant to Section 20 of the .Federai Trade Commission A.ct, 15 U.S.C. § 57b-1, In the c:oursa 
ofan Investigation to determ.lne wheth~r there Is, has been, or may be .a vblatlon of any laws administered by th:e 
Federartra.de Commission by conduct, activities or proposed action ~s described ii) Item 3. 

2. ACTION Rf;QUIREO 
Ix You are required to appear ahd testify. 

l,OCA TION OF HE-MING YOUR APPeAf,WICE WILL BE BEFORE 
FTC • Soofh!Mlt. R!IQIOO 
225 P~S'""9( t,JE Alain Sheer bi' other duly designated per$QR 

Suite 1500 
Atlanta. Ga .30303 

DATE AND TIME OFHEAA}NGQR DEPOSITION 

r You are required to produce c,11 documents described In the attached schedule that are in yowr possession, custody,. or 
control, and to ma.kethem aval!abfe atyour address indicated above for inspection and copying or reproduction at the 
date and time s~1f(,d beli.)w. · 

Ix You are required to answer the interrogatories or provide the written report described on the attached.schedu". AriSwer 
~h lnterro.gatory or report separately and fully In writing. Submit your answers or report:.to the Records Custodian 
' .:aamedln Item 4on or before fhe date spedijed below. · ;;r, 

t:IATE AND TIME THE OOOUMENTS MUST BE AVAILABLE 
JAN t 8 .2~2. 

3. SUBJECT Or INVESTIGATION 

See attached resolution. 

4; RECORDS CUSTODIAN/DEPUTY RECORDS CUSTODIAN 5. COMMISSION COUNSEL 
.Ruth•Vodalkenll<IIYfn l'laven1 Allllln Sheer 
Federal Trade Cl;lmmit.sion, Olvislan of Privacy and ldentlly Ptotedlon 
601 ~ Jersey Aw., NW 
Mail $top NJ.8100 

Fede<al Trade Commission, OIViston of Privacy and Identity Prolecllon 
60 t New Jers9Y Ave •• NW 
Meil Stop NJ-6100 

Washlnglon, 0C 20001 Washlnglon, DC 20001 

DATE ISSUED COMMISSIONER'S SIGNATURE 

'1'2./2, ( Ju ~- r~ f<o5 
I INSTRUCTIONS AND NOTICES - YOUR RIGHTS TO REGULATORY ENFORCEMENT FAIRNESS 

ne doli<iery oflh19.dllfflllnd to you by.any method pr.e~t>y the Commission's 1'hll FTC hmi a longstanding oomniitmenl lo a fair regulatory enforqiment enwot1ment. 
ules of Practice 1$ legal servie. 1111d may subject you ta e pel'llllty imposod by law rot If \'OU ere a small bustr,eaa (under Smell Business Administration illandal'l/s), you have 

ailure lo cornply .. TIie ~ of doc:umants or 11\e 1ubml~ ol lll'IIIW9t!J and rePOtt a rlgllt lO conllld u,a Small Business AdminlstraUon's Nalklnal Ombudaman al 1 .888,, 
n rosponse lo this demand must be made llf'l(ler11 sworn clJlftiliellte, in the form printed REGFAIR (1·888-134-3247) orwww.sba.gov/ombiJdsman ,egardu,g lhe falmaa of the 
n !Ifft ,IICOl'd ~dlhia ~d. by tne Pfll'1ll1rl 10 Wl10m fhlll demand it. directed or, If complfanee and amore.amenl actMHes lJI the ageN:y. You llholild understand, howeyer. 
ot a naturni Plll'SOll. by a perll!OO or persona having fc!lowledge at 1h11 facta and lhlll lh1fNalional Ombudsman cannot dla,,ga. slop, or deley a fedaral agency 
 ot such prQ<luollorl or l'IMjlOIISibte ro, answllf'fng fl4Ch inlem:,glltory or enforcement act!on. 

,po,t <JUOSllon. This damat!d does nol require aPl'ff'O\lal by 0MB IJ~r 11\o Puperworl( 
e<!Lldion Ad of t98fl The FTC slJiclly IOlt>lds relllllato,y see. by ita emplQyees. and you win not be ponattzOld 

for e•pre,sa/rn;j a concem about tha1111 acUvftlea. 

PETmON TO LIMIT OR QUASH TRAVEL EXPENSES 
he Commission's RIJ!es of Ptadice reqldre Iha! any petJIIGn IO limit or qVllllll !his Use ltie enc!Osed travel .oudler lo deim compensation lo whic~ you are enlilled as • 
llffllll!d b& filed wfthkl '20 days affer aer;,ice. or, ,1 tile Nltllrn dllle is less than 20 days witness for the Contmls:IH)n. The conq:llli!Ced ttavel \/Ollcher and lhis demand shoukl be 
ll'!f service. prior lo 1h11 relum data. The otlglnal and 1Welv11-eopiee of the petition must ptl!Stlnled to Cominiuion Coooset for 1>ttymenl. If vou are P8(1T1anently or lemJlQl'8rily 
o filed will• lhe Sec;telaly of Iha Fedenif Trade Commission. and one COl)y should bll IMng somewhmo other !Mn the address Otl this demand and ~ wood ,equ;,e ••c:esaive 
ent to Iha Commtssioo Counsel named ii' hem 5. lravel ror you lo appelll'. lfOU lll!Jsl gel prlnr i,pproval Imm C:ommissinn Counsel 

A copy of the Commission'& RulM of PraGIIJ:e i11 available onlina al bll.a://.tiil.W 
flCB11~1t!eGli.!J.(ll. Pt111er coi:,ies are available upon request 
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Form of Certificate of Compliance* 

I/We do certify that al of the documents and lnl'ormatlon required by Iha attached CM! Jnvesttgattve Demand 
which are In the possession, CU8fody, control, or knowledge of the person to whom the demand Is directed 
have been submitted to a custodian named herein. 

Jf a document responsive to this Clvll Investigative Demand has not been submitted, the objections to Its 
aubmlsalon and the reasons for the objection have been stated. 

If an lntenogato,y or a portion of the request has not been fully answered or a portion of the report ha not 
been completed, the objections to such Interrogatory or uncompleted portion and the reasons for the 
objections have been stated. 

Signature 

Title 

Sworn to before me this day 

•1n lhe event lhar more lhan one person Is responsible for complying wilh !his demand, lhe certllicale shad Identify the 
doeumenlS ror which each certifying lndlvldual wu ,esponsible. In place of a sworn statemenc. lhe above certificate of 
complance may be supported by an unswom declaratlon as provided for by 28 U.S.C. § 1746. 

FTC FDl'ffl 144-Back (rev. 2/08) 
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UNITED STATES OP AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Deborah Platt Majoras, Chairman 
-Pamela Jones Harbour 
Jon Leibowitz 
William B. Kovacic 
J. Thomas Rosch 

RESOLtmON DIRECTING USE OF COMPUUO.RY PROCDS IN NONPUBUC 
INVESTIGATION OF ACl'S AND PRACl'ICBS RELATED TO CONSUMER. PRIVACY 

AND/OR DATA SECURITY 

File No. P954807 

Natwe and Scope of Investigation: 

To determine whether unnamed persons. partnerships, corporations, or others an, 
engaged in, or may have engaged in, deceptive or unfair acts or pnicticCI related to consumer 
privacy and/or data security, in or affecting commerce. in violation of Section 5 of tho Federal 
Trade Commission Act, 15 U.S.C. § 45, as amended. Such investigation shall, in addition, 
determine whether Commission action to obtain redress of injury to consumers or others would 
be in the public interest. .. ,, ... 

The Federal Trade Commission hereby RSOJves and directs that any and all compulsory 
processes available to it be used in connection with this investigation not to exceed five (5) years 
from the date of issuance of this resolution. The expiration of this five-year period shall not 
limit or terminate the investigation or the legal effect of any compulsory process issued during 
the five-year period. The Federal Trade Commission specifically authmues the filing or 
continuation of actions to enforce any such compulsory process after the expiration of the five
year period. 

Authority to Conduct Investigation: 

Sections 6, 9, 10, and 20 of the Federal Trade Commission Act, 15 U.S.C. H 46, 49, 50, 
and S7b-1, as amended; FTC Procedures and Rules of Practice, 16 C.P.R. 1.1 et seq. and 
supplements thereto. 

By direction of the Commission. 

~i~ 
Donald S. Clark 
Secretary 

Issued; January 3, 2008 

_, 
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CIVIL INVESTIGATIVE DEMAND SCHEDULE 

FOR ORAL TESTIMONY .AND INTERROGATORY RESPONSE 
TO MICHAEL J. DAUGHERTY 

To: Michael J. Daugherty, President 
LabMD,Inc. 
2030 Powen Ferry Road 
Bu0ding 500, Suite 520 
Atlanta, Ga. 30339 

I. DEFINITIONS 

As used in this Civil Investigative Demand, the following definitions shall apply: 

A. "And," as well as "or," shall be construed both conjunctively and disjunctively, as 
necessary, in order to bring within the scope of any specification in this Schedule all information 
that otherwise might be construed to be outside the scope of the specification. 

B. "Any" shall be construed to include "all," and "all" shall be construed to include the 
word "any." 

C. "CID" shall mean the Civil Investigative Demand, including the attached Resolution andt:, 

this Schedule, and including the Definitions, Instructions, and Specifications. ·· 

D. "Company'' shall mean LabMD, Inc., its wholly or partially owned subsidiaries, 
unincorporated divisions, joint ventures, operations under assumed names, and affiliates, and all 
directors, officers, employees, agents, consultants, and other persons working for or on behalf of 
the foregoing. 

E. "Document" shall mean the complete original and any non-identical copy (whether 
different from the original because of notations on the copy or otherwise), regardless of origin or 
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every 
type and description, however and by whomever prepared, produced, disseminated or made, 
including but not limited to any advertisement, book, pamphlet, periodical, contract, 
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note, 
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline, 
script, abstract, history, calendar, diary, agenda, minute, code book or label. "Document" shall 
also include ElectronicaDy Stored Information. 

F. "Each" shall be construed to include "every," and "every" shall be construed to include 
"each.,, 

G. "Electronically Stored Information" or "ESI" shall mean the complete original and 
any non.;.identical copy (whether different from the original because of notations, different 
metadata, or otherwise), regardless of origin or location, of any information created, 
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manipulated, communicated, stored, or utilized in digital form, requiring the use of computer 
hardware or software. This includes, but is not limited to, electronic mail, instant messaging, 
videoconferencing, and other electronic correspondence (whether active, archived, or in a 
deleted items folder), word processing files, spreadsheets, databases, and video and sound 
recordings, whether stored on: cards; magnetic or electronic tapes; disks; computer hard drives, 
network shares or servers, or other drives; cloud-based platfonns; cell phones, PDAs, computer 
tablets, or other mobile devices; or other storage media. "ESI" also includes such technical 
assistance or instructions as will enable conversion of such ESI into a reasonably usable form. 

H. "FI'C'' or "Commission" shall mean the Federal Trade Commission. 

I. "Identify" shall be construed to require identification of (a) natural persons by name, 
title, present business affiliation, present business address and telephone number, or if a present 
business affiliation or present business address is not known, the last known busin~ and home 
addresses; (b) businesses or other organizations by name, address, identities of natural persons 
who are officers, directors or managers of the business or organization, and contact persons, 
where applicable; and (c) documents by bates number or by title or description, date, and author. 

J. ''You" and ''Your'' shall mean Michael J. Daugherty. 

K. The singular shall be construed to include the plural, and the plural shall be construed to 
include the singular. 

II. INSTRUCTIONS ,,;.. \'L 

A. Sharing of Information: The Commission often makes its files available to other civil 
and criminal federal, state, local, or foreign law enforcement agencies. The Commission may 
make information supplied by you available to such agencies where appropriate pursuant to the 
Federal Trade Commission Act and 16 C.F.R. § 4.11 (c) and (j). Information you provide may 
be used in any federal, state, or foreign civi] or criminal proceeding by the Com.mission or other 
agencies. 

B. Meet and Confer: You must contact Alain Sheer, at 202.326.3321, or Ruth Yodaiken, 
at 202.326.2127, as soon as possible to schedule a meeting (telephonic or in person) to be held 
within ten (10) days after receipt of this CID in order to confer regarding your response. 

C. Applicable ~e period: Unless otherwise directed in the specifications, the applicable 
time period for the request shall be from January 1, 2007 until the date of full and complete 
compliance with this CID. 

D. Claims of Privilege: If any material called for by this CID is withheld based on a claim 
of privilege or any similar claim, the claim must be asserted no later than the return date of this 
CID. In addition, pursuant to 16 C.F.R. § 2.8A(a), submit, together with the claim, a schedule of 
the items withheld, stating individually as to each item: 

2 
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1. the type, specific subject matter, date, and number of pages of the item; 

2. the names, addresses, positions, and organizations of all authors and recipients of 
the item; and 

3. the specific grounds for claiming that the item is privileged. 

If only some portion of any responsive material is privileged, all non-privileged portions of the 
material must be submitted. A petition to limit or quash this CID shall not be filed solely for the 
purpose of asserting a claim of privilege. 16 C.F.R. § 2.8A(b). 

E. Document Retention: You shall retain all documentary materials used in the 
preparation of responses to the specifications of this CID. The Commission may require the 
submission of additional documents at a later time during this investigation. Accordjngly, you 
should suspend an,v routine procedures for document destruction and take other measures to 
prevent the destruction of documents that are in any way relevant to this investigation during its 
pendency, irrespective of whether you believe such documents are protected from discovery by 
privilege or otherwise. See 15 U.S.C. § 50; see also 18 U.S.C. §§ 1505, 1519. 

F. Information Identification: Each interrogatory specification and sub-specification of 
this CID shall be answered separately and fully in writing under oath. All information submitted 
shall be clearly and precisely identified as to the specification(s) or sub-specification(s) to which 
it is responsive. -~, ,_ 

G. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with 
the Secretary of the Commission no later than twenty (20) days after service of the CID, or, if 
the return date is less than twenty (20) days after service, prior to the return date. Such petition 
shall set forth all assertions of privilege or other factual and legal objections to the CID, 
including all appropriate arguments, affidavits, and other supporting documentation. 16 C.F .R. § 
2.7(d). 

H. Modification of Specifications: If you believe that the scope of the required search or 
response for any specification can be narrowed consistent with the Commission's need for 
documents or information, you are encouraged to discuss such possible modifications, including 
any modifications of definitions and instructions, with Alain Sheer, at 202.326.3321, or Ruth 
Y odaiken, at 202.326.2127. All such modifications must be agreed to in writing by an Associate 
Director, Regional Director, or Assistant Regional Director. 16 C.F.R. § 2.7(c). 

I. Procedures: This CID is issued pursuant to Section 20 of the Federal Trade 
Commission Act, 15 U.S.C. § 57b-1. The taking of oral testimony pursuant to this CID will be 
conducted in conformity with that section and with Part 2A of the Commission•s Rules, 16 
C.F.R. §§ 2.8-2.9. 

J. Scope of Search: This CID covers documents and information in your possession or 

n,; • 
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under your actual or constructive custody or control including, but not Jirnited to, documents and 
information in the possession, custody, or control of your attorneys, accountants, directors, 
officers, employees, other agents and consultants, and the Company, whether or not such 
documents and information were received from or disseminated to any person or entity. 

K. Certification: You shall certify that the response to this CID is complete. This 
certification shall be made in the form set out on the back of the CID form, or by a declaration 
under penalty of perjury as provided by28 u~s.c. § 1746. · 

m. SPECIFICATIONS 

A. ORAL TESTIMONY 

Subjects for testimony will .include but not be limited to the following: 

1. The Company's information security policies, practices, training, and procedures 
(collectively, the '•security practices"). · 

2. Security risks, vulnerabilities, and incidents through which Company documents and 
information (such as information collected from or about patients) either were or could have 
been disclosed to unrelated third parties ( collectively, "security incidents' , incl · , but not 
limited to, P2P file-~ and documents such as the 
• file (also known as_ in Civil Actien File No. 2011CV2071 7 ed m e 
Superior Court of Fulton County, Georgia). 

3. The roles and responsibilities of Michael J. Daugherty, individual employees, and 
individual contractors in (a) developing, adopting, implementing, and monitoring the security 
practices, and (b) responding to security incidents. 

& INTERROGATORIES 

1. Identify all documents that provide a basis for your testimony pursuant to this CID. 

2. Identify all documents that you reviewed or considered in preparing to testify pursuant to 
this CID. 
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Robert Boback 0 

Chief Executive Officer 
Tiversa, Inc. 

Testimony Before the 
House Committee on Oversight and Government 

Reform 

July 24, 2007 

Good morning Chairman Waxman, Ranking Member Davis and distinguished 
members of the committee. 

My name is Robert Boback and I am Chief Executive Officer of Tiversa, a 
Pennsylvania-based company that provides information technology and 
investigation services that help protect organizations, government agencies and 
individual consumers from the disclosure and illicit use of sensitive, confidential, 
and personal information on peer-to-peer file sharing, or "P2P", networks. 

I wish to extend our most sincere appreciation for inviting us to testify on this 
very important issue today. And I also want to applaud the Chairman for calling 
this important hearing and this committee's previous legislation and work on this 
topic. 

While the Internet is a true boon to our society and economy, there are critical 
personal privacy and national security issues that need to be addressed seriously, 
urgently and with the immediate intent to find solutions. 

These privacy and security threats are caused by the inadvertent misuse of P2P 
file sharing software, which Tiversa estimates has been installed on over 450 
million computers worldwide. P2P file sharing is one of the most powerful 
technologies created in recent years, however, as with the world wide web, it is 
not without inherent risks. 

P2P technology provides an efficient way for people to share files with each other. 
Essentially, the technology uses the muscle power of the computers that it 
connects and allows people to share files directly with each other. When files are 
shared directly between two P2P users, this is called decentralized file sharing. 
This means the files do not go through any central computer server in the middle 
of the exchange. 
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P2P has gained both popularity and notoriety for the file sharing of 
entertainment content among its users. Yet, regardless of where one stands on 
P2P activity, it's unquestioned that P2P usage is rapidly growing and becoming 
generally accepted as the most efficient way to distribute large pieces of digital 
content to consumers. 

Indeed, with the explosive increase in digital content including online video and 
user generated digital content, P2P file sharing is being embraced by many 
legitimate, well-known businesses to distribute and share television shows and 
full-length movies to consumers in a manner that protects the copyright and 
privacy of the content. 

Therefore, P2P file sharing is becoming as much of a critical and integral part of 
the Internet's infrastructure as Web browsers are today. As a result, we must 
consider the privacy and security issues around it accordingly while allowing for 
legitimate uses of the technology. 

Inadvertent file sharing happens when computer users mistakenly share more 
files than they intend. For example, they may only want to share their music files 
or a large academic report, but instead open all files on their computer's hard 
drive to access by other users on the P2P network. This typically occurs by a user 
error in either installing and/or using the software. 

The result of inadvertent file sharing is hundreds of thousands of sensitive, 
confidential, and classified files are exposed and made available to the universe of 
P2P users each day. 

Today, we would like to provide the committee with concrete examples that show 
the extent of bow inadvertent P2P file sharing can negatively affect consumers, 
corporations, government entities and, indeed, our national security. During our 
testimony, we will provide the committee with examples that illustrate the types 
of sensitive information available on P2P networks, examples of how users on 
P2P file sharing networks actively search for inadvertently shared sensitive 
information, and offer our thoughts on actions to address this problem. 

Despite the tools that P2P networks are putting into their software to avoid the 
inadvertent file sharing of private or classified information, this significant and 
growing problem continues to exist. Any changes made to the .P2P software, 
while welcome and helpful, will not fully address the problem. 

Warnings regarding inadvertent file sharing through P2P networks have been 
sounded in the past. The FTC has issued warnings on exposing private 
information via P2P mechanisms. The 2003 Government Network Security Act, 
co-sponsored by Chairman Waxman, Ranking Member Davis and several 
members of this committee highlighted the dangers facing government agencies 
and prescribed a course of action. Prominent security organizations, such as 
Carnegie Mellon University's Computer Emergency Response Team (CERT) and 
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the SANS Institute have warned corporations, governments, and consumers to 
the unintended dangers of inadvertent file sharing via P2P networks. 

For example, CERT's STos-007-Risks of File-Sharing Technology - Exposure of 
Sensitive or Personal Information clearly states: 

"By using P2P applications, you may be giving other users access 
to personal information. Whether it's because certain directories 
are accessible or because you provide personal information to 
what you believe to be a trusted person or organization, 
unauthorized people may be able to access your :financial or 
medical data, personal documents, sensitive corporate 
information, or other personal information. Once information 
has been exposed to unauthorized people, it's difficult to know 
how many people have accessed it. The availability of this 
information may increase your risk of identity theft." 

Additionally, many of the most popular P2P tools prominently display similar 
warnings to their users. 

Regardless, the problem persists, and our opinion is that it's getting worse. Here 
is why we hold this opinion. 

Beginning in 2003, Tiversa has developed systems that monitor and interact with 
and within P2P networks to search for sensitive information in an effort to 
protect the confidential information of our clients. 

Tiversa centralizes what was previously a decentralized P2P file-sharing network. 
Tiversa can round-up all the previously untraceable activity on the network in 
one place to analyze searches and requests. Where an individual user can only 
see a portion of a P2P file sharing network, Tiversa can see the whole. It is our 
belief that no other system has this capability. We have the unique ability to 
observe activity across P2P networks, to see what inadvertent file sharing is 
taking place, and to see how P2P users are seeking this information, and where 
the information goes once it is shared. 

Tiversa can monitor, on average, at least 300 million total P2P requests per day. 
We can investigate more fully to determine the intent of those requests. Our 
systems have the ability to record the searches for files made on P2P networks, as 
well as the ability to access the files available to users of P2P networks who issue 
these searches. 

Users on a P2P networks must "ask" the network for a file before they can 
download them. For example, they may request "Frank Sinatra, I Did It My 
Way." That search request is then broadcasted to all connected users for a 
response that says in effect- "I have that song". At this point, the searcher can 
initiate a download request from their choice of users who possess that file. 
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Substitute the Sinatra search for "classified troop movements" and you begin to 
understand the problem. Or, if someone searches for "ABC Bank August 
Statement", we can deem their intent was to obtain bank statements. 

For example, Tiversa set its algorithms to record P2P search strings that matched 
the term "Credit Card" and separately the term "Medical." Illustrated below is a 
limited set of English language examples taken from the millions of similar 
search strings that Tiversa observes each day: 

Credit Card 

� d&b credit card info � credit card pin numbers 
� coroorate credit card log � credit card with cV2 numbers 
� credit card merch coov sr � credit card statements 
� davids credit card numbers � credit card comm sept private 
� credit card charae ctm costa • credit card authorisation inly 
� credit card gateway ubc � credit card aun odf 
� 2007 batch of credit cards • athens mba credit card oavment 
� cash credit card checks • cathvs visa credit card go on 
� confidential credit card aoo • credit card with ace 
• credit card processing • credit card statements 

Medical 

� dear medical insurance mv � child medical exam 
� letter re medical bills 10th � billing medical august 
� denial of medical insurance � dfaital files medical trans 
� medical passwords � authorizationform medical 
� hospital records � caulfield ~eneral medical 
� comprehensive medical � medical coding and billinJ?; 
� medical release • medicine medical oasswords 
� classified medical records � isilo medical 
� electronic medical record � doctors office medical exam 
� ltr medical maternity Portland � medical abuse records 

There are literally thousands of search strings that we can use to illustrate the 
millions of individual searches targeting sensitive information available on file 
sharing networks. One has to ask the question, "Why are P2P users searching for 
these files on a network typically used to share music and moviesr What are 
these users looking for? What will they do with the information once they find it? 

We would now like to describe how consumers, businesses and government 
entities are victims of this problem by showing and describing actual examples of 
sensitive, confidential, and classified files inadvertently disclosed by these · 
entities. 
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Individuals at Risk 
P2P is a highly efficient way for a potential identity thief to gather an individual's 
private, privileged information that can then be used to commit ID theft, other 
forms of fraud, or put the individual's personal safety at risk. Yet, very few 
individuals are aware of this problem, let alone how to protect their information. 
There have been significant public awareness efforts aimed at educating 
consumers about phishing scams and other malicious activities. There has been 
very little effort made to protect consumers from inadvertently sharing 
information through P2P networks. Virus checking and firewalls, commonly 
highlighted as the solution, are not fully effective at solving inadvertent file 
sharing problem. 

Examples of readily available documents Tiversa has been able to find on P2P file 
sharing networks include: 

• Federal and State identification including passports, drivers licenses, and 
social security cards 

• Dispute letters with banks, credit card companies, or insurance companies 
revealing account numbers, credit card numbers, insurance ID numbers 
and social security numbers 

• Copies of individual credit check reports (e.g. Equifax Reports) 
• Copies of individual bank and credit card statements 
• Signed copies of health insurance cards 
• Full copies of federal, state, and local tax returns 
• Extensive electronic records of active usernames / 1D's for online account 

access 
• Wills and trust documents 
• Mortgage and credit applications 
• Life insurance applications 
• Confidential medical history and records including psychiatric records 
• Employment applications 
• Family photographs and movies revealing children, addresses, and other 

personal information 
• Student loan / aid applications and documents 

Redacted examples that protect the privacy of individual document owners have 
been provided to the Committee. 

In essence, whatever an individual stores on his/her computer electronically can 
be inadvertently shared. The impact of sharing these files not only hurts 
individual consumers directly, but also impacts the financial institutions, 
insurance firms, and government agencies who must incur the costs of fraud and 
investigations into wrong-doing. In these cases, consumers may hold these 
institutions responsible, when they themselves are exposing their own 
information. The lack of a mechanism to trace back to the source of the 
disclosure is often the issue in these cases. Fraud occurs, but consumers, 
corporations, and government organizations often do not know the root cause. 
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Corporate Breaches 
Corporate inadvertent file sharing includes any entity that is not a governmental 
organization or an individual. No organization, regardless of its size or industry 
is immune from this problem. This ranges from the world's largest multi
national corporations across the financial services, insurance, defense, 
pharmaceutical, professional services and healthcare industries to small medical, 
accounting and law practices. Equally, no organizational function is immune to 
inadvertent file sharing. Tiversa has found files disclosed by and affecting 
human resources, finance, compliance, legal, research and development, sales, 
marketing, public relations, and the executive office. 

With the increasing virtualization of corporate entities and the greater use of 
outsourcing, the concept of the Extended Enterprise has become critical to 
Tiversa's clients. This means that any entity entrusted with the corporations 
sensitive or confidential information can become a disclosure point on P2P file 
sharing networks. These entities include at home or virtual employees, 
contractors, suppliers, attorneys, consultants, accountants, or partners. These 
entities are almost always outside of the corporate perimeter and, therefore, 
outside of the direct control and enforcement of the corporation. How many 
times have you e-mailed a file home on which to work? Sent a confidential file to 
your lawyer or accountant? Inadvertent sharing over P2P file sharing networks is 
perfectly designed to exploit the Extended Enterprise. Our examples will show 
this. 

As a matter of record, Tiversa observes searches similar to those previously 
illustrated for "credit card" and for "medical" for individual corporate names, 
subsidiaries, and acronyms. The illustration of these search strings would put 
these corporations at risk. The committee should note that the searches of this 
nature are every bit as aggressive and more specific as those for credit cards and 
medical information. In fact, many times we will see P2P users searching for 
specific file titles on a corporation. A recent example shows P2P users searching 
for a foreign exchange system design document for a major financial institution 
more than 40 times over a three week period. Tiversa knows this document is 
available since we obtained it as part of our work for a client. 

The larger and better known a company and its brand, the greater the risks 
associated with searches for these corporations. 

Tiversa has many examples of corporate information disclosures. Obviously, 
many are extremely sensitive and would put these corporations at significant risk 
if they were shared in a public domain. We are happy to share illustrative 
information with the committee in a secure environment if specific examples are 
needed. 

The following, however, represents examples and situations that we have 
encountered illustrating the risk facing corporations today. 
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The first example illustrates a number of points relating to corporate disclosures 
clearly. Tiversa has discovered a third party attorney whose clients are the 
world's largest pharmaceutical manufacturers disclosing 436 sensitive and 
confidential files related those clients. The information covers, in part, pending 
litigation. One document, dated April 2007, is labeled "confidential" and "by 
hand" and addressed to Chairman Waxman with a carbon copy to Ranking 
Member Davis. It appears to address questions regarding drug trials of this 
pharmaceutical company. This is a case of an attorney who has exposed multiple 
pharmaceutical companies outside of their network - a clear example of 
extended enterprise risk. 

A second case involves the exposure of the recent board minutes of one of the 
world's largest financial services organizations, and was disclosed by an executive 
assistant to one of the executive team members. This disclosure was originally 
found by a private investigator and reported to the corporation. 

A third case involves the disclosure of the entire foreign exchange trading back
bone for one of the world's largest multi-national financial firms. These files 
were among hundreds of confidential internal computer design and security files. 
As we stated earlier, P2P users were searching for these by name. 

A forth case illustrates how a contractor can expose a corporation. Tiversa 
observed P2P searches involving a contractor to one of our clients. Files exposed 
include the entire launch plan and expected growth targets for this diversified 
financial institution's entry into Europe. In addition, Tiversa observed these files 
in the possession of a P2P user in Nigeria. In this instance, a subcontractor to 
the initial contractor exposed our client's confidential information. 

A fifth case again illustrates how a supplier can expose a corporation. Tiversa 
recovered the wide-area network and disaster recovery plan for a major banking 
institution exposed by the company to which the bank's entire trading network 
was outsourced. 

Tiversa can provide literally hundreds of case examples like those illustrated 
above. In addition, we have found: 

• Press releases in mark-up before their public release covering material, 
non-public information 

• Patent related files before submission to the patent and trademark office 
• Drug trial test records before FDA approval 
• Legal documents including business contracts, non-disclosure agreements, 

term sheets, etc. 
• Human resources related documents including employee reviews, 

executive recruiter post-interview write-ups, confidential termination and 
pending litigation documents, etc. 

• Accounting related documents including audit reports, corporate tax 
records, payrolls, invoices, etc. 
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• Information systems related documents including administrative user ID / 

passwords to corporate systems, network diagrams, router access codes, 
functional specifications, disaster recovery plans 

Highly select redacted examples that protect the privacy of individual document 
owners and any other sensitive information have been provided to the 
committee. 

Given the media exposure that "lost laptops" and information disclosures on non
P2P networks has received, P2P inadvertent file sharing represents a significant 
brand, operational, legal, and regulatory risk to corporations. For example, a 
recent P2P sourced breach affecting 17,000 current and former Pflzer employees' 
personal information illustrates the impact of the inadvertent sharing of sensitive 
information on P2P file sharing networks. Any one of the examples provided to 
the committee could result in a similar problem for its respective corporation. 

Classified Government Data Exposed 
Inadvertent P2P file sharing affects all levels and branches of government, law 
enforcement, and intelligence agencies. For our testimony today, Tiversa wilJ 
focus on how inadvertent file sharing affects federal government agencies and 
law enforcement. 

As with corporations, government inadvertent file sharing may originate with the 
agencies themselves, contractors to these agencies, soldiers or agents in the field. 
The same "extended enterprise" exposure problem facing corporations faces the 
government. 

In addition, Tiversa regularly sees P2P searches for government related 
information including classified information and searches that could assist law 
enforcement. 

In 2003, Chairman Waxman, Ranking Member Davis and many members of this 
committee co-sponsored the Government Network Security Act. It was designed 
to quite simply: "require Federal agencies to develop and implement plans to 
protect the security and privacy of government computer systems from the risks 
posed by peer-to-peer file sharing." 

In a press release announcing the Act, Ranking Member Davis was quoted saying, 
"Few people recognize these risks., Using these programs is similar to giving a 
complete stranger access to your personal file cabinet." 
Unfortunately, while the bill passed the House, it stalled in the Senate. Now, four 
years later, there are hundreds, if not thousands, of examples of federal 
government classified documents publicly available on P2P networks at this very 
moment. 

A stark example is the discovery of 34 classified documents available and found 
by Tiversa on P2P networks. At least one of these classified examples was 
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related to a government contractor. At least one of the classified documents is the 
secret property of the United Kingdom, which shows the inadvertent release of 
such sensitive data is unquestionably global in nature. 

Prior to our testimony today, Tiversa provided secret classified documents we 
located to General Wesley Clark, an equity holding member of Tiversa's advisory 
board. He has since furnished these documents to the Chairman of the National 
Intelligence Advisory Board for investigation. This information could, and most 
likely does, pose significant risks to our interests domestically and abroad. 
Unfortunately, this is not an isolated incident. 

Inadvertently shared information is not limited to classified information. A 
diverse amount of information exists across government agencies and 
contractors. Here are some examples: 

1. A document illustrating over 100 individual soldier's names and social 
security numbers 

2. Physical Threat Assessments for multiple cities such as Philadelphia, St. 
Louis, and Miami 

3. A government contractor exposing an air force base physical security 
attack assessment 

4. A document titled "NSA Security Handbook" 
5. A detailed report from a well known government contractor for the 

National Security Agency (NSA) which outlines how to connect two secure 
DoD networks 

6. Numerous Department of Defense Directives (DoDD's) on various 
Information Security topics - all signed by various Assistant and Deputy 
Secretaries of State 

7. Various Department of Defense Information Security system audits, 
reviews, procedures, etc. (e.g. retina scanner equipment audits, 
penetration detection software/ equipment reviews) 

8. Numerous "Field Security Operations" documents including router 
checklist procedures, "Network Infrastructure Security Checklist", etc. 

9. Numerous presentations for Armed Forces leadership on various 
Information Security topics including how to profile "hackers" and 
potential internal information leakers 

10. Large numbers of army documents marked "For Official Use Only" 

A case example illustrates the risks clearly. On July 17, 2007, Tiversa found a 
defense contractor employee disclosing 1,900 individual files from one IP address 
on P2P file sharing networks. This contractor supports 34 "Joint and Army 
agencies", including the Department of Defense at the Pentagon, Defense 
Intelligence Agency, National Security Agency, US Air Force, Army, Navy and the 
National Imagery and Mapping Agency. This person was disclosing a wide array 
of files including music, personal information, resumes, photos, etc. Alarmingly, 
this individual was also disclosing 534 files with extremely sensitive, privileged 
information regarding the US Government generally, and the Department of 
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Defense and various US Armed Forces specifically. The types of information 
disclosed included: 

• The entire Pentagon secret backbone network infrastructure diagram 
including server /IP addresses 

• Password change scripts for Pentagon secret network servers 
• Department of Defense employees contact information (including cell and 

home phone numbers) 
• Secure Sockets Layer (SSL) instructions and certificates allowing access to 

the disclosing contractors' IT systems 
• A contract issued by the "Army Contracting Agency" at the Pentagon that 

authorizes expenditures in excess of $1.5 million with the disclosing 
contractor 

• Numerous policies/procedures regarding the Pentagon's IT infrastructure 
as well as its threat response activities (including a "Draft Strategic Plan" 
for 2007 - 2011) 

• A letter from a "Deputy Director for Management" at the "Executive Office 
of the President's Office of Management and Budget" which explicitly talks 
about some of the risks associated with P2P file sharing networks. 

Ironically, it appears that the individual disclosing this information could be a 
member of a computer incidence response team and could hold top secret 
clearance - certainly not an uninformed computer user. 

The risks posed by this disclosure source are widespread. For one, the disclosed 
information could be used directly to penetrate the Pentagon's secure IT 
environment in an effort to access highly classified information. Secondly, the 
information could be used indirectly against the disclosure source for blackmail, 
coercion, kidnapping, etc. 

Outside of the alarming nature of this instance, this case clearly illustrates a 
number of key points: 

• Extended Enterprise Risks - these disclosures appear to have happened 
outside of the Pentagon's network where traditional perimeter IT 
approaches and policies are not effective. 

• One Source / Many Exposures - one source, in this case, adversely 
affected multiple government agencies. This exposure is worse than a lost 
laptop since P2P users have open access to the information on the 
computer without the knowledge of the owner. Anyone who knows what 
to look for can obtain this information and share it. 

• Risk of "Open Windows" - whatever new files are now added to this 
individual's computer will then become available to the P2P user 
community. Despite the fact that sensitive files may or may not be 
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present on an employee or suppliers computer today, the very existence of 
P2P file sharing software can expose whatever files are added in the future. 

Redacted examples that protect the privacy of the respective government 
agencies and affected individuals have been provided to the Committee with the 
exception of classified information which, as noted earlier, was provided to the 
Chairman of the National Intelligence Advisory Board by General Wesley Clark. 

Law Enforcement Related Examples 

Citizens expect our government to protect its own classified and confidential 
information, but to also enforce laws governing illegal uses and exploitation of 
information. Examples of this include enforcing copyright and licensing laws 
and export control laws. One example we wish to highlight to the committee is 
the extensive use of P2P Networks for searching and sharing child pornography. 
To illustrate the extent of this trafficking of this information, Tiversa collected 
searches that P2P users were issuing for known child pornography terms. This 
example is provided to the committee as a separate-exhibit. 

Live Demonstration 

While the examples collected represent various periods of time, a glimpse into 
what is available live on P2P networks dramatically illustrates the extent of 
exposure for the categories of examples highlighted above. We wiU now show 
user issued searches and available files that match a select list of file probing 
terms. 

Evidence of Wrong-doing 

Tiversa has shown the committee live views of P2P user issued searches and 
available sensitive, inadvertently shared files. We have illustrated that P2P users 
are actively searching for sensitive, confidential, and classified information. We 
have shown sensitive, confidential, and classified files are present on P2P 
networks across individual consumer, corporate, and government sources. What 
happens to these files once they are found, downloaded, replicated, or used? Is 
there evidence of fraud or wrong doing? 

Fraud Test 

Tiversa, in conjunction with Dartmouth's Center for Digital Strategies, conducted 
a test to show that once a file with actionable financial information is 
inadvertently disclosed on a P2P network, individuals will use it for an ill-gotten 
financial gain. 

Tiversa and Dartmouth purchased a VISA cash card and an AT&T calling card 
and incorporated the cash card numbers and phone card numbers instructions 
on bow to use these into a letter. An electronic copy of the letter was put on a 
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Dartmouth test computer and shared using Lime Wire file sharing software. 
Tiversa tracked the spread of the letter globally across P2P file sharing networks, 
from the point of initial compromise from the original source computer to its 
sharing and subsequent re-sharing(s). Tiversa and Dartmouth then tracked the 
real-time use of the cash card and calling card. The VISA cash card was depleted 
within a week. Even after the original source computer was shut off, the file 
continued to be shared by others users on P2P file sharing networks. 

Professor Eric Johnson from Dartmouth will explain this test in more detail in 
later testimony to this committee. 

Corporate Information Test 

A similar Dartmouth experiment was conducted with documents related to a 
fictitious company placed on a Dartmouth test computer and shared using 
Lime Wire file sharing software. Tiversa then tracked the spread of these files 
from the original source computer across P2P networks clearly indicating that 
there was significant "demand" for these "corporate" files. 

The Root of the Problem 

Why is there such a pervasive and massive amount of sensitive, classified, and 
confidential information available on peer-to-peer file sharing networks? 
Corporations and government agencies have installed technologies designed to 
block access to P2P networks and instituted policies that prohibit employees from 
using P2P networks or taking or e-mailing information to their homes. 
Consumers have installed virus checking and firewalls, which is typically the 
recommended course of action by the world's major security software providers. 

Tiversa's focus has been working with corporations, government agencies, and 
consumers to mitigate P2P disclosures and risks. Based on our experience, we 
believe the reason so much information is present is driven by these factors: 

1. A lack of awareness to the pervasiveness and magnitude of sensitive and 
classified information present on P2P networks. One cannot "fix" a 
problem that one is unaware of, no matter how much it currently may 
· affect an organization. 

2. Overextended information security functions and budgets that prioritize 
recent "fires" or compliance with legislation and industry mandates. 
Prioritizing something to which there is little awareness is often not done 
because it is difficult to gain the attention of senior management and 
procure budgets and resources. 

3. Organizations have "too narrow" a view of their network perimeter. 
Whose responsibility is it to protect information once it leaves the 
corporate perimeter? Does a consumer or the US government care 
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whether a corporation or a supplier to that corporation entrusted with 
sensitive information disclosed files on P2P File Sharing Networks once 
the damage is done? The overwhelming evidence shows that a substantial 
amount of P2P inadvertent file sharing breaches come from an 
organization's Extended Enterprise outside of its network perimeter. 
Many organizations today focus solely on protecting their network 
perimeters when their business is becoming more virtual and outsourcing 
is taking hold. Sensitive, confidential, and classified information follows 
these new business operations. 

Finding Solutions 

We would like to provide the committee our initial recommendations on how 
consumers, corporations, and government entities can mitigate this problem. 

The committee should take steps to: 

• Create broader and more focused awareness of the dangers of inadvertent 
P2P file sharing. 

• Require continuous auditing of P2P file sharing networks themselves for 
sensitive, confidential, and classified information disclosures. 

• Encourage organizations to adopt policies and to take steps to address 
their Extended Enterprise. 

Consumers: 

For consumers, Tiversa has a number of recommended actions 

• Consumers first need to become aware of this problem. While government 
warnings already exist, we feel the private sector can play a highly effective 
role in addressing this issue and in creating awareness. Banks, credit card 
companies, and healthcare insurance organizations can lead this effort 
since they are most impacted by P2P originated fraud. They are trusted by 
their customers and have existing communication channels available. 
Previous efforts to address phishing serve as a useful model. 

• Consumers should consider putting their highly sensitive information on a 
separate PC or device disconnected from the Internet. 

• Consumers should continuously audit P2P networks to ensure that 
unwanted files are not exposed. If they find personal or sensitive 
information available, they should be equipped with the knowledge of 
what actions to immediately take. 

·Corporate 

Tiversa House Oversight Testimony - July 24, 2007 Page 13 

Case 1:12-cv-03005-WSD  Document 1-3  Filed 08/29/12  Page 81 of 99 



• • 
For corporations, Tiversa has a number of recommended actions: 

• Those tasked with managing security risks inside of an organization must 
be aware of the pervasiveness and magnitude of inadvertent P2P file 
sharing, and how it affects them. These individuals need to educate senior 
leadership - especially those in privacy, legal, and compliance - to the 
risks they face. 

• Corporations need to understand their disclosed information exposure by 
auditing, as fully as possible by a neutral third party, the type and 
magnitude of their information on P2P file sharing networks. 

• Corporations need to continuously monitor for new exposure points on 
P2P networks, and to judge the effectiveness of their policies and remedial 
actions. 

• Corporations need to identify disclosure sources across their Extended 
Enterprises that expose them to inadvertent file sharing risks. This 
includes employees operating outside of the perimeter, suppliers and 
contractors, agents, and partners. 

• Corporations should re-evaluate "four-wall" perimeter approaches to 
information security and update their policies to address information 
disclosure by third parties and the general lack of control once information 
exits an organization. This may include, for instance, requiring 
contractors, suppliers, attorneys, and accountants to indemnify the 
organization for peer-to-peer originated information disclosures. 

Government 

• The government should take the lead in creating greater awareness at 
corporations and throughout the public on the dangers associated with 
P2P file sharing. 

• The government should immediately and continuously identify the full 
exposure and global spread of classified information to shut down these 
disclosure sources. 

• The government should conduct a comprehensive audit of P2P file sharing 
network information disclosures - not just focused on the agencies 
themselves, but on also on contractors and non-agency sources. 

• P2P information exposure risk should be emphasized in the Federal 
Information Security Management Act Report Card. 
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• The government should require their contractors to certify that they and 

their extended enterprises have fully addressed inadvertent file sharing 
disclosure risk. 

Conclusion 

In conclusion, the inadvertent file sharing through P2P File Sharing networks is 
highly pervasive and large in magnitude. It affects consumers, corporations of all 
sizes, and government agencies. 

Existing policies and IT measures have not been effective at preventing 
information from becoming available. Malicious individuals regularly use P2P 
file sharing networks to obtain sensitive, confidential, or classified information. 
They pose an immediate threat to national security, business operations and 
brands, and consumer fraud and ID theft. 

The committee should seek to create broader awareness of the problem. It 
should encourage individuals, corporations, and government agencies to 
continuously audit P2P networks themselves to enable these entities to 
intelligently determine their exposure and to design strategies to mitigate their 
issues. 

Mr. Chairman, taking these steps will better protect us all from the dangers that 
lurk in these networks while allowing for legitimate uses of the technology in the 
future. 

Thank you for the opportunity to testify here today. 
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Good afternoon 
Chairman Rush, 
Ranking Member 
Radanovich and 
Distinguished 
Members of the 
Subcommittee. 
My na'!'e is Robert B~back and I am the Chief 
Executive Officer of Tiversa, a Pennsylvania
~ased comp':1-ny that provides security and intel
ligence ser1;ices to help protect organizations 
from the qisclosure and illicit use of sensitive, 
confidential, and personal information on peer
to-peer file sharing, or "P2P'; networks. 

As P2P file-sharing risk continues to be a major security, risk 
and privacy issue, let me first start by first providing a brief 
background on peer-to-peer. 

It is important to note that the Internet is comprised essen
tially of four components: World Wide Web, Instant 
Messenger (IM), Email, and Peer-to-Peer networks. By many 
accounts, the largest of these by measure of consumption of 
overall bandwidth is Peer-to-Peer or P2P. This distinction is 
necessary to understand the security implications that we are 
presented with today as a result of both the enormity of the 
networks as well as the different security challenges that are 
presented by the networks. 

Peer-to-peer networks have been in existence for several years 
starting most notoriously with the introduction of Napster in 
the fall of 1999. The networks have provided a gateway for 
users around the world to share digital content, most notably 
music, movies and software. 

The use of P2P has evolved and is used by individuals world
wide for many different purposes including: 

Planned file sharing - its intended use. 
2 - Searching for information with malicious intent - person
al information used in identity theft; corporate information 
and trade secrets; and even military secrets and intelligence. 
3 - Distribution and sharing of illegal information - Child 
pornography and information that could be used in terror 
activity. 

P2P networks continue to grow in size and popularity due to 
the alluring draw of the extent of the content that is present 
and available on the networks, that in many cases, is not 

available from any other public source. In addition to movie 

• 
and music files, millions of documents, that were not intend
ed to be shared with others, are also available on these net
works. It is this that we refer to as inadvertent sharing or dis

closure. 

Inadvertent sharing happens when computer users mistaken
ly share more files than they had intended. For example, they 
may only want to share their music files or a large academic 
report, but instead expose all files on their computer's hard 
drive allowing other users to have access to their private or 

sensitive infonnation. This can occur via several scenarios. 
These scenarios range from user error, access control issues 
(both authorized and unauthorized), intentional software 
developer deception, to malicious code dissemination. 

"User error" scenario occurs when a user downloads a P2P 
software program without fully understanding the security 
ramifications of the selections made during the installation 
process. This scenario has been decreasing slightly in the past 
few years as many of the leading P2P clients have adequately 
highlighted the security risks associated with sharing various 
types of files containing sensitive information. 

"Access control" occurs most commonly when a child down
loads a P2P software program on his/her parents computer. 
This may occur with or without the parents' knowledge or 
consent, however the sensitive or confidential information 
stored on that computer may become exposed publicly 
nonetheless. 

"Intentional software developer deception" occurs when the 
P2P developers knowingly and intentionally scan and index 
any or all information during the installation process without 
the consent of the user. This practice was widely used a few 
years ago iu 1111 dTurL tu populate the P2P networks wiLh large 
amounts of content. The average user has no incentive to 
share any files with the other users on the network, confiden
tial or not. The P2P developers recognized that this fact could 
cause a lack of content to be shared which would negatively 
impact the network itself. In recent years and in response to 

legislative intervention and awareness, most mainstream 
developers have discontinued this controversial tactic. 
However, there are over 225 P2P software program variants 
that Tiversa has identified being used to access these net

works. Many of these programs continue to surreptitiously 
index and share files in this fashion. 

"Malicious code dissemination" occurs when identity 
thieves, hackers, fraudsters, and criminals embed malicious 
code ("worms") in a variety of files that appear innocuous. 
This scenario is extremely troubling as this malicious code 
can either force a system to reset its preconfigured security 
measures, despite the security-focused intentions of the P2P 
developers, or it can install an aggressive P2P program on a 

user's computer who may have never intended to install a 

P2P file sharing program. 
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This scenario can expose even the most technologically 
advanced consumer or even an individual who has never 

intended to use P2P to identity theft or fraud. It can also lead 

to the inadvertent disclosure of sensitive work-related infor

mation that can inflict significant economic or brand damage 

to an organization and/or lead to the identity theft of cus

tomers, employees, or others. 

The fact that P2P involves downloading of files from individ
uals that are unknown to the downloader allows the hacker to 

overcome the hurdle of getting users to download the worm. 

These criminals intentionally give the malicious code as the 

same name as highly sought after music, movie, and software 

downloads to ensure rapid and effective dissemination. Other 

criminals will use email attachments embedded with aggres
sive software that mimics P2P programs when installed. 

These worms will index and share all information on the vic
tim's computer without any visibility to the victim. This code 

is very insidious as users cannot detect its presence on their 

systems. Current anti-virus programs do not detect the pres

ence of such malicious software as it appears to the detection 

software as an intentionally-downloaded standard P2P soft
ware program. lt is also important to note that firewalls and 

encryption do not address or protect the user from this type 

of disclosure. 

These scenarios have resulted in milJions of highly sensitive 

files affecting consumers, businesses large and small, the U.S. 

government, our financial infrastructure, national security, 

and even our troops being exposed daily to identity thieves, 

fraudsters, child predators, and foreign intelligence world

wide. 

Today, we would like to provide the committee with concrete 
examples that show the extent of the security problems that 

are present on the P2P networks and implications of sharing 

this type of information. During our testimony, we will pro

vide the committee with examples that illustrate the types of 

sensitive information available on P2P networks, examples of 

how identity thieves and others are actively searching for and 

using the information harvested from these networks, and 
offer our thoughts on actions to address the problem. 

Despite the tools that P2P network developers are putting 

into their software to avoid the inadvertent file sharing of pri
vate and classified information, this significant and growing 

problem continues to exist. Any changes made to the P2P 

software, while welcome and helpful, will not fully address 

the problem. Combine this with the fact that today's existing 
safeguards, such as firewalls, encryption, port-scanning, poli

cies, etc, simply do no effectively mitigate peer-to-peer file

sharing risk. 

Warnings regarding inadvertent file sharing through P2P net

works have been sounded in the past. The FTC issued warn

ings on exposing private information via P2P mechanisms. 

The 2003 Government Network Security Act highlighted the 

• 
dangers facing government agencies and prescribed a course 

of action. Prominent security organizations, such as CERT 

(Computer Emergency Response Team) and the SANS 

Institute have warned corporations, governments, and con

sumers to the unintended dangers of inadvertent file sharing 

via P2P networks. 

For example, CERT's ST0S-007-Risks of File Sharing 

Technology - Exposure of Sensitive or Personal Inrormation 
clearly states: 

"By using P2P applications, you may be giving other users 
accas to personal information. Whether it's becawe cer
tain directories are accessible or because you pruvide per
sonal information to what you believe to be II trusted per• 
son or organizalion, unauthoriztd people may be able to 
access your financial or medical data, personal documents, 
sensitive corporate information, or other personal infor
mation. Once information has been exposed w unautho
rized people, it's difficult to know how many people h= 
accessed it. The availability of this information may 
increase your risk of identity theft.~ 

In July 2007, the House Committee on Oversight and 
Government Reform held a hearing on the very issue of the 
"Inadvertent Sharing via P2P Networks," during which many 

of the individuals that testified assured the Committee that 
this problem was being addressed or being remedied. Despite 

this recognition, most consumers and security experts at cor

porations worldwide have very little understanding of the 

information security risks caused by P2P. Most corporations 

believe that the current policies and existing security meas

ures will protect their information - they will not. 

During our testimony today, we will show evidence that 

despite the numerous warnings and assurances by the devel
opers in previous hearings, the problem continues to exist. In 

fact, we will also seek to demonstrate the unprecedented 

increase in identity thi= using P2P software programs to 

harvest consumer information. 

It is important to note that Tiversa believes strongly in the 

useful technology that is P2P. P2P file sharing is one of the 

most powerful technologies created in recent years, however, 
as with the World Wide Web, it is not without its inherent 

risks. 

Beginning in 2003, Tiversa has developed systems that moni

tor and interact with and within P2P networks to search for 

sensitive information in an effort to protect the confidential 

information of our clients. The technology has been archi

tected in a way that is transparent to the network; in a way 

that preserves the network's sustainability. 

Tiversa centralizes what was previously a decentralized P2P 

file-sharing network. Tiversa can see and detect all the previ• 
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ously untraceable activity on the network in one place to ana• 

lyze searches and requests. Where an individual user can only 

see a very small portion of a P2P file sharing network, Tiversa 

can see the P2P network in its entirety in real time. With this 

platform, Tiversa has processed as many as 1.6 billion P2P 

searches per day, approximately 8 times that of web searches 

entered into Google per day. This unique technology has led 

some industry experts (Information Week) to refer to Tiversa 

as the "Google of P2P." 

Financial Fraud 

In ·an analysis of these searches, listed below is a small sam

pling of actual searches issued on P2P networks brief research 

window in March 2009. The term credit card was used as the 

filter criteria for the period. 

2007 credit card numbers 

2008 batch of credit cards 
2008 credit card numbers 

at!rl credit card 

aa credit card application 

abbey credit cards 

abbey national credit card 

ad credit card authomation 
apriJ credit card information 
athens mba credit card payment 

atw 4m credit card application 

aw.tins credit card info 
auth card credit 

authorization credit card 

authorization for credit card 

authorize net credit card 

bank and cl'lltiit card informati 
bank credit card 

bank credit card information 

bank credits cards passwords 

bank numbers on credit cards 

bank of america credit cards 

bank of scot/and credit card 

bank !ila/fs credit cards only 
barnabys credit card personal 
bibby chase credit card 

As evidenced by the sampling above, it is clear to see that 
malicious individuals are issuing searches on P2P networks to 

gain access to consumer credit cards. Criminals will quickly 

use the information located to commit fraud using the stolen 

credit information. This fact was proven during our research 

with Dartmouth College and published in their subsequent 

report. 

The term "tax: return" is also highly sought after on P2P net

works. During a live demonstration in January for NBC's 

Today Show, Tiversa was able to locate and download over 

275,000 tax: returns from one brief search of the P2P. Many of 

these individuals have either saved an electronic copy of their 

• 
tax: return that they prepared themselves or have saved an 
electronic copy of their tax return that an accountant or pro

fessional tax: office had prepared for them. There are also 

cases where accountant and tax: offices, themselves, are inad

vertently disclosing client tax returns. 

It is a fact that identity thieves seaich for tax returns to pri• 
marily gain access to Social Security Numbers ("SSN»). 

According to a report on the black market, SSNs are worth 
approximately $35. This is up from approximately $8-$10 

only a few short years ago. One plausible explanation for 

rapid increase in black market pricing is that identity thieves 

are finding better ways to now monetize the stolen SSN. This 

is a very important point. Our search data shows that thieves 

in fact a new degree of sophistication in cyber crime. 

Identity thieves will also file an individual's tax return before 

the actual individual files the return. The thief will use a fab

ricated W-2, which can be printed using a number of pro

grams, and will attempt to steal the phony refund that results 

from the fabricated return. When the victim then files his or 
her tax: return, it will automatically be rejected by the IRS's 
system as "already filed." Eventually, the IRS will determine 

that the information, provided by the criminal on the W-2, 

doesn't match the records that it maintains. At this point, the 
criminal has most likely cashed the check from the fraud and 
has moved on to other victims only to have the initial victim 

left to address the problem with the IRS. This is very costly 

and time consuming to resolve. 

Stolen SSNs are also used by illegal aliens as a requirement of 

their gaining employment here in the United States. This 
crime has far reaching implications as well as a tremendous 

tax burden on behalf of the victim. 

Medical Fraud 

Medical information is also being soµght after on P2P net• 

works with alarming regularity. Listed below are some terms 

issued over the same period regarding medical information. 

letter for medical bills 

letter for medical bills dr 

letter for medical bills etmc 
Isner re medical bills 10th 

ltr client medical report 
ltr hjh rosimah medical 

ltr medical body41ife 
ltr medical maternity port/and 

ltr medical misc port/and 

Irr orange medical hmd center 

/tr to valley medical 

lytec medical billing 

medical investigation 

medical journals password 

medical .txi 
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medical abuce records 

medical abuse 

medical abuse records 

medical algoritms 
medical authorization 

medical authorization form 
medical aurorization 

medical benefits 

medical benefits plan chart 
medical biliing 

medical biling 

medical bill 

medical biller resume 
medical billig softwan 
medical billing 

medical billing windows 

Identity thieves and fraudsters use medical information very 
similarly to financial information, but with much less scruti

ny on behalf oflaw enforcement. 

For example, if an identity thief were to download a con
sumer's medical insurance information, he or she would then 
immediately have access to significant financial resources (in 

many cases medical insurance policies have limits set at $1 
million or above). The criminal would most likely use the 
insurance card to buy online pharmaceuticals (predominantly 
Oxycontin, Viagra, or Percoset) which he or she would quick
ly turn into cash by selling the drugs. This is a very difficult 
crime to detect as most consumers do not read Explanation 
of Benefit (EOB) forms sent from the insurance company 
which only serves to prolong the activity by delaying detec
tion. Even consumers who do read the forms may not readily 
underi.tand the diagnosis and treatment codes that are indi
cated on the forms. The victimization of the consumer con

tinues when he or she attempts to appropriately use his or her 
insurance information for medical services only to be turned 
away or confronted with the suggestion of a potential pre
scription drug addiction. 

Searches attempting to access financial, accounting, and med
ical information have risen 59.7% since September 2008. In 
the full year of 2006 and 2007, the average annual rise in the 
search totaled just over 10%. 

& a matter of record, Tiversa observes searches similar to 
those previously illustrated for "credit card" and for "medical" 

for individual corporate names, subsidiaries, and acronyms. 

The illustration of these search strings in this testimony 
would put these corporations at further risk. The committee 
should note that the searches of this nature are every bit as 

aggressive and more specific as those for credit cards and 

medical information. 

The only correlation that we identified is that the larger and 
better known a company and its brand, the greater the risks 

associated with the searches for these corporations. 

• • 
Child Predation 

As if the aforementioned fraudulent activities were not 
enough to demonstrate the security implications of having 
personally identifiable information (Pll) available to the pub
lic on these networks, the crimes can become even more 

heinous. 

Tiversa works with federal, state, and local law enforcement 
agencies to address the rampant child pornography issues 

that permeate the P2P file sharing networks. The task is 
large and process is long however we continue to make 
progress in this ongoing fight. Presumably, child pornogra
phers are using P2P to locate, download, and share sexually 
explicit videos and pictures of small children because they 
feel that they cannot be caught on such a disparate network. 
Tiversa pioneered the research and tactics used to track and 
catch these individuals. We are also currently training all 
levels of law enforcement nationwide through the FBI LEEDA 

program. 

Tiversa has documented cases where child pornographers and 
predators are actively searching P2P networks for personal 
photos of children and others that may stored on private 
computers. Once the photos are downloaded and viewed, 
these individuals will use the ".Browse Hostw function provid
ed by the P2P software which allows the user to then view 

and download all additional information being shared from 
that computer. If personal photos are being shared, it is 
most likely that the computer will also be sharing other per• 
sonal, private information such as a resume or tax return. 
This accompanying information can be used by the predator 
to locate the address, telephone, workplace, etc. of the poten
tial victim. Individuals at Tiversa have directly assisted in the 
investigation of these specific types of cases. 

Many individuals at this point would consider themselves 
immune to these types of identity theft and fraud if they 
never used or downloaded P2P software. This is not an accu

rate assumption. 

Examples to follow on subsequent pages ... 
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Tiversa engaged in research involving over 30,000 consumers 
and found that 86.7% of the individuals whose information 
was found on the P2P networks, were breached by a third 
party. Many of these individuals had their information 
exposed by their doctors, lawyers, hospitals, accountants, 
employers, banks and financial institutions, payroll compa
nies, etc. Organizations that had a right to have access to the 
information were predominantly the source of the breach. 

In the last 60 days (2/25-4/26), Tiversa has downloaded 
3,908,060 files that have been inadvertently exposed via P2P 
networks. This number is only comprised of Excel spread
sheets, Word documents, PDFs, Rich Text, Emails, and PST 
files. This number does not include any pictures, music, or 
movies. Its important to note that these files were only down
loaded with general industry terms and client filters running. 
Much more exists on the network in a given period of time. 

This risk also extends to the military and to overall national 
security. Tiversa has documented the exposure of the PU of 
men and women in the Armed Forces with frightening regu
larity. Military families are prime targets for identity theft as 
the thieves are aware that the soldiers are probably not check
ing their statements or credit reports very closely due to the 
serious nature of the work that they are performing. We have 
seen the confidential information (SSNs, blood types, 
addresses, next of kin, etc.) of in excess of 200,000 of our 
troops. 

This issue poses a national security risk. In February of this 
year, Tiversa identified an IP address on the P2P networks, in 
Tehran, Iran, that possessed highly sensitive information 
relating to Marine One. This information was disclosed by a 
defense contractor in June 2008 and was apparently down
loaded by an unknown individual in Iran. 

On April 22, 2009, the Wall Street Journal printed a front 
cover story that indicated that former Pentagon officials had 
indicated that spies had downloaded plans for the $300B 
Joint Strike Fighter project. Highly sensitive information 
regarding the Joint Strike Fighter program was also discov
ered on P2P networks. 

In monitoring the origin of the searches on the P2P networks 
regarding national security issues, it is dear that organized 
searching is occurring from various nations outside the 
United States to gain access to sensitive military information 
being disclosed in this manner. 

Recommendations 

Tiversa's focus has been working for several years with corpo
rations and government agencies to mitigate P2P disclosures 
and risks. Based on our experience, we believe that there are 
steps that can help significantly decrease the likelihood of 
inadvertent disclosures and therefore increase the safety and 

• 
protection of those most affected, the consumers. 
We humbly and respectfully provide the following recom
mendations for your consideration. 

Increase Awareness of the Problem 

Corporations are just becoming aware of the problem that 
the P2P poses to its information and data security. Individual 
consumers are even less prepared for the security threats that 
it poses. It is very difficult to protect against a threat that you 
are unaware of. 

On the FTC's website on the page "About Identity Theft," 
there is not a single mention of P2P or file-sharing as an 
avenue for a criminal gaining access to a consumer's personal 
information. Of the 6 methods identified on the website, very 
few if any could ever result in the consistent production, let 
alone the magnitude, of PII like the P2P networks. 

Clearly, victims of identity theft must be educated and noti
fied that P2P could be the source of their stolen information. 

Awareness should extend to corporations as well. With con
sumers being asked to provide PU to employers, banks, 
accountants, doctors, hospitals, the recipients of this PII must 
be knowledgeable in the threats that P2P can pose to the 
security of that information. 

Federal Data Breach Notification Standards 

41 of the 50 states have now enacted some form of data 
breach notification law. However, the laws vaxy state to state 
and, in our experience, are seldom respected or followed by 
organizations. 

Standardized breach laws should be enacted to provide guide
lines for any organization, public or private, that houses con
sumer or customer PII in the event of a breach of the infor
mation. The breach law will also need to be enforced as many 
of the disclosing companies disregard the current state laws, if 
any to the severe detriment of the consumer whose informa
tion was exposed. 

Any breach involving the release of a consumer's SSN should 
include mandatory identity theft protection for that individ
ual for a minimum of 5 years. The often reported 1 year of 
credit monitoring is completely inadequate remediation for a 
consumer whose SSN was breached. Identity thieves will wait 
for the credit monitoring to expire after the year provided to 
begin to attack the consumer. This is supported by actual files 
Tiversa has seen with expiry tags entered directly into the file
name and meta-data. 

l'AGS 10 
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Military Personnel Disclosures 

Congress should vigorously act to protect the safety and iden
tity of our men and women in uniform. Soldiers who have 
had their information disclosed should be provided compre
hensive identity theft protection services so as to prevent and 
guard against the use of the breached information. 

National Security Disclosures 

P2P networks should be continuously monitored globally for 
the presence of any classified or confidential information that 
could directly or indirectly affect the safety or security our 
citizens. 

Consumers 

Tiversa also suggests the following recommendation for 
consumers: 

Know Your PC (and who is using it) 

Parents need to pay dose attention to the actions of their 
children online, especially when the children are using a 
shared PC with the parents. 

Just Ask! 

Consumers need to ask anyone who is requesting their PII 
(doctor, hospital, lawyer, banking institution, accountant, 
employer, etc.) what protections that the organization has in 
place to protect against inadvertent disclosures on the P2P 
networks. 

Consider Identity Theft Protection Service 

Organizations offer a wide variety of services to help with 
identity theft from credit monitoring to the more proactive 
placing of fraud alerts and black market monitoring. 
Consumers should select an ID theft protection service that 
offers proactive monitoring and remediation of P2P related 
disclosure. 

• 
Conclusion 

In conclusion, the inadvertent file sharing through P2P File 
Sharing networks is highly pervasive and large in magnitude. 
It affects consumers, corporations of all sizes, and govern
ment agencies. 

Existing policies and IT measures have not been effective at 
preventing information from becoming available. Malicious 
individuals regularly use P2P file sharing networks to obtain 
sensitive, confidential, and private information. They pose an 
immediate threat to national security, business operations 

and brands, and consumer fraud and ID theft. 

The subcommittee should seek to create broader awareness of 
the problem. It should encourage individuals, corporations, 
and government agencies to continuously audit P2P networks 
themselves to enable these entities to intelligently determine 
their exposure and to design strategies to mitigate their 
issues. 

Mr. Chairman, taking these steps will better protect us all 
from the dangers that lurk in these networks while allowing 
for legitimate uses of this powerful technology in the future. 

Thank you for the opportunity to testify 
here today. ' 
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Data Hemorrhages in the Health-Care Sector1 
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Abstract. Confidential data hemorrhaging from health-care providers pose 
financial risks to filllls and medical risks to patients. We examine the 
consequences of data hemorrhages including privacy violations, medical fraud, 
financial identity theft, and medical identity theft. We also examine the types 
and sources of data hemorrhages, focusing on inadvenent disclosures. Through 
an analysis of leaked files, we examine data hemorrhages stemming from 
inadvertent disclosures on internet-based file sharing networks. We 
characterize the security risk for a group of health-care organizations using a 
direct analysis of leaked files. These files contained highly sensitive medical 
and personal information that could be maliciously exploited by criminals 
seeking to commit medical and financial identity theft. We also present 
evidence of the threat by examining user-issued searches. Our analysis 
demonstrates both the substantial threat and vulnerability for the health-care 
sector and the unique complexity exhibited by the US health-care system. 

Keywords: Health-care information, identity theft, data leaks, security. 

1 Introduction 

Data breaches and inadvertent disclosures of customer information have plagued 
sectors from banking to retail. In many of these cases, lost customer· information 
translates directly into financial losses through fraud and identity theft. The health
care sector also suffers such data hemorrhages, with multiple consequences. In some 
cases. the losses have translated to privacy violations and embarrassment. In other 
cases, criminals exploit the information to commit fraud or medical identity theft. 

1 Experiments described in this paper were conducted in collaboration with Tiversa who has 
developed a patent-pending technology that, in real-time, monitors global P2P file sharing 
networks. The author gratefully acknowledges the assistance ofNicholas Willey. This research 
was partially supported by the U.S. Department of Homeland Security under Grant Award 
Number 2006-CS-001-000001, under the auspices of the Institute for Information Infrastructure 
Protection (13P). The views and conclusions contained in this documen1 are those of the 
authors and should not be interpreted as necessarily representing the official policies, either 
expressed or implied, of the U.S. Department of Homeland Security, the 13P, or Dartmouth 
College. 
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Given the highly fragmented US health-care system, data hemorrhages come from 
many different sources--arnbulatory health-care providers, acute-care hospitals, 
physician groups, medical laboratories, insurance carriers, back-offices of health 
maintenance organizations, and outsourced service providers such as billing, 
collection, and transcription firms. 

In this paper we analyze the threats and vulnerabilities to medical data. We first 
explore the consequences of data hemorrhages, including a look at how criminals 
exploit medical data, in particular through medical identity theft. Next, we examine 
types and sources of data hemorrhages through a direct analysis of inadvertent 
disclosures of medical information on publically available, internet-based file sharing 
networks. We present an analysis of thousands of files we uncovered. These files 
were inadvertently published in popular peer-to-peer file sharing networks like 
Limewire and Bearshare and could be easily downloaded by anyone searching for 
them. Originating from health-care finns, their suppliers, and patients themselves, the 
files span everything from sensitive patient correspondence to business documents, 
spreadsheets, and PowerPoint files. We found multiple files from major health-care . 
finns that contained private employee and patient information for literally tens of 
thousands of individuals., including addresses., Social Security Numbers, birth dates, 
and treatment billing information. Disturbingly, we also found private patient 
infonnation including medical diagnoses and psychiatric evaluations. Finally, we 
present evidence, from user-issued searches on these networks, that individuals are 
working to find medical data-likely for malicious exploitation. 

The extended enterprises of health-care providers often include many technically 
unsophisticated partners who are more likely to leak information. As compared with 
earlier studies we conducted in the banking sector (Johnson 2008), we find that 
tracking and stopping medical data hemorrhages is more complex and possibly harder 
to control given the fragmented nature of the US health-care system. We document 
the risks and call for better control of sensitive health-care information. 

2 Consequences of Data Hemorrhages 

Data hemorrhages from the health-care sector are diverse, from leaked business 
information and employee personally identifiable information (PII) to patient 
protected health information (PHI), which is individually identifiable health 
information. While some hemorrhages are related to business information, like 
marketing plans or financial documents, wi: focus on the more di!,1Urbing releases of 
individually identifiable information and protected health information. In these cases, 
the consequences range from privacy violations (including violations of both state 
privacy laws and federal HIPPA standards) to more serious fraud and theft (Figure l). 

On one hand, health-care data hemorrhages fuel financial identity theft. This 
occurs when leaked patient or employee information is used to commit traditional 
financial fraud. For example, using social security numbers and other identity 
information to apply for fraudulent loans, take-over bank accounts, or charge 
purchases to credit cards. On the other hand, PHI is often used by criminals to 
commit traditional medical fraud, which typically involves billing payers (e.g., 
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Medicaid/Medicare or private health-care insurance) for treatment never rendered. 
The US General Accounting Office estimated that I 0% of health expenditure 
reimbursed by Medicare is paid to fraudsters, including identity thieves and 
fraudulent health service providers (Bolin and Clark 2004; Lafferty 2007). 

PHJ can also be very valuable to criminals who are intent on committing medical 
identity theft. The crime of medical identity theft represents the intersection of 
medical fraud and identity theft (Figure I). Like medical fraud, it involves fraudulent 
charges and like financial identity theft, it involves the theft of identity. Jt is unique in 
that it involves a medical identity (patient identification, insurance information, 
medical histories, prescriptions, test results ... ) that may be used to obtain medical 
services or prescription drugs (Ball et al. 2003). Leaked insurance information can be 
used to fraudulently obtain service, but unlike a credit card the spending limits are 
much higher-charges can quickly reach tens of thousands or even millions of 
dollars. And unlike financial credit, there is less monitoring and reporting. Sadly, 
beyond the financial losses, medical identity theft carries other personal consequences 
for victims as it often results in erroneous changes to medical records that are difficult 
and time consuming to correct. Such erroneous information could impact care quality 
or impede later efforts to obtain medical, life, or disability insurance. 

For example, recent medical identity theft cases have involved the sale of health 
identities to illegal immigrants (Messmer 2008). These forms of theft are a problem 
impacting payers, patients, and health-care providers. Payers and providers both see 
financial losses from fraudulent billing. Patients are also harmed when they are billed 
for services they did not receive, and when erroneous information appears on their 
medical record. 

Between 1998 and 2006, the FTC recorded complaints of over nineteen thousand 
cases of medical identity theft with rapid growth in the past five years. Many believe 
these complaints represent the tip of the growing fraud problem, with some estimates 
showing upwards of a quarter-million cases a year (Dixon 2006, 12-13). Currently, 
there is no single agency tasked with tracking, investigating, or prosecuting these 
crimes (Lafferty 2007) so reliable data on the extent of the problem does not exist. 

Privacy Violations Medical Identity Theft 
/. ,,...--·--,~~ 

\ 
Identity Theft ) 

------------
,,/ _,,,,,,,. 

I 

j 

Fig. I. Consequences of data hemorrhages. 
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The crime of financial identity theft is well understood with clear underlying 
motives. A recent FfC survey estimated that 3.'1°/4 of Americans were victims of 
some sort o_f identity theft (FfC 2007). Significant media coverage has alerted the 
public of the financial dangers that can arise when a thief assumes your identity. 
However, the dangers and associated costs of medical identity theft are less well 
understood and largely overlooked. Of course, PHI (including insurance policy 
infonnation and government identity numbers) can be fraudulently used for financial 
gain at the expense of finns and individuals. However, when a medical identity is 
stolen and used to obtain care, it may also result in life-threatening amendments to a 
medical file. Any consequential inaccuracies in simple entries, such as allergy 
diagnoses and blood-typing results, can jeopardize patient lives. Furthennore, like 
financial identity theft, medical identity theft represents a growing financial burden on 
the private and public sectors. 

Individuals from several different groups participate in the crime of medical 
identity theft: the uninsured, hospital employees, organized crime rings, illegal aliens, 
wanted criminals, and drug abusers. In many cases the theft is driven by greed, but in 
other case the underlying motive is simply for the uninsured to receive medical care. 
Without medical insurance, these individuals are unable to obtain the expensive care 
that they require, such as complicated surgeries or organ transplants. However, if 
they assume the identity of a well insured individual, hospitals will provide full
service care. For example, Carol Ann Hutchins of Pennsylvania assumed another 
woman's identity after finding a lost wallet {Wereschagin 2006). With the insurance 
identification card inside the wallet, Hutchins was able to obtain care and medication 
on 40 separate occasions at medical facilities across Pennsylvania and Ohio, 
accumulating a total bill of $16,000. Had it not been for the victim's careful 
examination of her monthly billing statement, it is likely that Hutchins would have 
continued to fraudulently receive care undetected. Hutchins served a 3-month jail 
sentence for her crime, but because of privacy laws and practices, any resulting 
damage done to the victim's medical record was difficult and costly to erase. 

Hospital employees historically comprise the largest known group of individuals 
involved in traditional medical fraud. They may alter patient records, use patient data 
to open credit card accounts, overcharge for and falsify services rendered, create 
phony patients, and more. The crimes committed by hospital employees are often the 
largest, most intricate, and the most costly. 

Take for example the case of Cleveland Clinic front desk clerk coordinator, Isis 
Machado who sold the medical information of more than 1,100 patients, to her cousin 
Fernando Ferrer, Jr., the owner of Advanced Medical Claims Inc. of Florida. 
Fernando then provided the information to others who used the stolen identities to file 
an estimated $7. l million in fraudulent claims (USDC 2006). 

Individuals abusing prescription drugs also have a motive to commit medical 
identity theft. Prescription drug addicts can use stolen identities to receive multiple 
prescriptions at different pharmacies. Drugs obtained through this method may also 
be resold or traded. Roger Ly, a Nevada pharmacist allegedly filed and filled 55 false 
prescriptions for Oxycontin and Hydrocondone in the name of customers. Medicare 
and insurance paid for the drugs that Ly, allegedly, then resold or used recreationally 
{USA 2007). The total value of drugs sold in the underground prescription market 
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likely exceeds $1 billion (Peterson 2000). Sometimes, the crimes involving 
prescription drugs are less serious; a Philadelphia man stole a coworker's insurance 
identification card to acquire a Viagra prescription, which he filled on 38 separate 
occasions. The plan finally backfired when the coworker he was posing as attempted 
to fill his own Viagra prescription and discovered that one had already been filled at 
another pharmacy. The cost to his company's insurance plan: over $3,000 (PA 2006). 

Wanted criminals also have a strong motive to commit medical identity theft. If 
they check into a hospital under their own name, they might be quickly apprehended 
by law enforcement. Therefore, career criminals need to design schemes to obtain 
care. Joe Henslik. a wanted bank robber working as an ad salesman, found it easy to 
obtain Joe Ryan's Social Security number as part of a routine business transaction 
(BW 2007). Henslik then went on to receive $41,888 worth of medical care and 
surgery under Ryan's name. It took Ryan two years to discover that he had been a 
victim of medical identity theft. Even after discovery, he found it difficult to gain 
access to his medical records, since his own signature didn't match that of Henslik's 
forgery. 

Anndorie Sachs experienced a similar situation when her medical identity was used 
to give birth to a drug addicted baby (Reavy 2006). Sachs had lost her purse prior to 
the incident and had accordingly cancelled her stolen credit cards, but was unaware of 
the risk of medical ID theft. The baby, which was abandoned at the hospital by the 
mother, tested positive for illegal drug use, prompting child services to contact Sachs, 
who had four children of her own. Fortunately, since Sachs did not match the 
description of the woman who gave birth at the hospital, the problem did not escalate 
further. If Sachs was not able to prove her identity, she could have lost custody of her 
children, and been charged with child abuse. Furthermore, before the hospital became 
aware of the crime, the baby was issued a Social Security number in Sachs name, 
which could cause complications for the child later in life. Like Sachs, few 
individuals consider their insurance cards to be as valuable as the other items they 
carry in their wallet. Moreover, medical transactions appearing on a bill may not be 
scrutinized as closely as financial transactions with a bank or credit card. 

Illegal immigrants also represent a block of individuals with a clear motive to 
commit medical identity theft. In the case of a severe medical emergency, they will 
not be refused care in most instances, but if an illegal immigrant requires expensive 
surgery, costly prescriptions, or other non-emergency care, they have few options. 
One of the most shocking and well documented cases comes from Southern 
California, where a Mexican resident fooled the state insurance program, Medi-Cal, 
into believing that he was a resident and therefore entitled to health care coverage 
(Hanson 1994). Mr. Hermillo Meave, was transferred to California from a Tijuana, 
Mexico hospital with heart problems, but told the California hospital that he was from 
San Diego, and provided the hospital with a Medi-Cal ID card and number. Although 
the circumstances surrounding Mr. Meave's arrival were suspicious, the hospital went 
ahead and completed a heart transplant on Mr. Meave. The total cost of the operation 
was an astounding one million dollars. Only after the surgery did the hospital 
determine that Mr. Meave actually lived and worked in Tijuana and was therefore not 
entitled to Medi-Cal coverage. 

Perhaps emboldened by the success of Hermillo Meave, a family from Mexico 
sought a heart transplant for a dying relative just three months later at the very same 
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hospital. This time, fraud investigators were able to discover the plot before the 
surgery could be completed. While processing the paperwork for the patient who was 
checked in as Rene Garcia, Medi-Cal authorities found nine other individuals around 
the state, using the same name and 1D number. The hospital had the family arrested 
and jailed for the attempted fraud, which had cost the hospital $200,000, despite the 
lack of surgery. The family told investigators that they had paid $75,000 in order to 
obtain the ID and set up the surgery. The trafficking of identities between Mexico 
and California is commonplace, but the sale of Medi-Cal identities adds a new 
dimension to the crime. The disparity in care between California hospitals and 
Mexican facilities makes the motivation to commit medical identity theft clear: 
falsified identification is a low-cost ticket to world-class care. 

Finally, identity theft criminals often operate in crime rings, sometimes using 
elaborate ruses to gather the identities of hundreds individuals. In a Houston case, 
criminals allegedly staged parties in needy areas offering medical deals as well as 
food and entertainment (USDJ 2007). At the parties, Medicaid numbers of residents 
were obtained and then used to bill Medicaid for alcohol and substance abuse 
counseling. The scheme even included fraudulent reports, written by 'certified' 
counselors. The fraudulent company managed to bill Medicaid for $3.SM worth of 
services, of which they received $1.8M. In this case, no medical care was actually 
administered and the medical identity theft was committed purely for financial 
reasons. 

In summary, there are many reasons why individuals engage in medical identity 
theft, including avoiding law enforcement, obtaining care that they have no way of 
affording, or simply making themselves rich. Many tactics are used including first 
hand by physical theft, insiders, and harvesting leaked data. As we saw, PHI can be 
sold and resold before theft occurs-as in the case of the nine Garcias. The thief may 
be someone an individual knows well or it could be someone who they've never met. 

For health-care providers, the first step in reducing such crime is better protection 
of PHI by: I) controlling access within the enterprise to PHI; 2) securing networks 
and computers from direct intruders; 3) monitoring networks (internal and external) 
for PU and PHI transmissions and disclosures; 4) avoiding inadvertent disclosures of 
information. Often loose access and inadvertent disclosures are linked. When access 
policies allow many individuals to view, move, and store data in portable documents 
and spreadsheets, the risk of inadvertent disclosure increases. 

3 Inadvertent Data Hemorrhages 

Despite the much trumpeted enactment of the Health Insurance Portability and 
Accountability Act (HIPAA), data losses in the health-care sector continue at a 
dizzying pace. While the original legislation dates back to 1996, the privacy rules 
regulating the use and disclosure of medical records did not become effective until 
2004. Moreover, the related security rules, which mandate computer and building 
safeguards to secure records, became effective in 2005. While firms and 
organizations have invested to protect their systems against direct intrusions and 
hackers, many recent the data hemorrhages have come from inadvertent sources. For 
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example, laptops at diverse health organizations including Kaiser Permanente 
(Bosworth 2006), Memorial Hospital (South Bend IN) (Tokars 2008), the U.S. 
Department of Veterans Administration (Levitz and Hechinger 2006), and National 
Institutes of Health (Nakashima and Weiss 2008) were lost or stolen-in each case 
inadvertently disclosing personal and business information. 

Organizations have mistakenly posted on the web many different types of sensitive 
infonnation, from legal to medical to financial. For example, Wuesthoff Medical 
Center in Florida inadvertently posted names, Social Security numbers and personal 
medical information of more than 500 patients (WFfV 2008). Insurance and health
care information of 71,000 Georgia residents was accidentally posted on Internet for 
several days by Tampa-based WellCare Health Plans (Hendrick 2008). 

The University of Pittsburgh Medical Center inadvertently posted patient 
information of nearly 80 individuals including names and medical images. In one 
case, a patient's radiology image was posted along with his Social Security number, 
insurance information, medications,, and with information on previous medical 
screenings and procedures (Twedt, 2007). Harvard University and its pharmacy 
partner, PhannaCare (now part of CVS Caremark), experienced a similar 
embarrassment when students showed they could easily gain access to lists of 
prescription drugs bought by Harvard students (Russell 2005). Even technology firms 
like Google and AOL have suffered the embarrassment of inadvertent web posting of 
sensitive information (Claburn 2007, Olson 2006)-in their cases, customer 
information. Still other firms have seen their internal information and intellectual 
property appear on music file-sharing networks (DeAvila 2007), biogs, YouTube, and 
MySpace (Totty 2007). In each case, the result was the same: sensitive information 
inadvertently leaked creating embarrassment, vulnerabilities, and financial losses for 
the firm, its investors, and customers. Iri a recent data loss, Pfizer faces a class action 
suit from angry employees who had their personal information inadvertently disclosed 
on a popular music network (Vijayan 2007). In this paper we examine health-care 
leaks from a common, but widely misunderstood source of inadvertent disclosure: 
peer-to-peer file-sharing networks. 

In our past research, we showed that peer-to-peer (P2P) file-sharing networks 
represented a significant security risk to firms operating within the banking sector 
(Johnson and Dynes, 2007; Jolmson 2008). File sharing became popular during the 
late I990s with rise ofNapster. In just two years before its court--0rdered closure in 
2001, Napster enabled tens of millions of users to share MP3-formatted song files. 
Through its demise, it opened the door for many new P2P tile-sharing networks such 
as Gnutella, FastTrack, e-donkey, and Bittorrent, with related software clients such as 
Limewire, KaZaA, Morpheus, eMule, and BearShare. Today P2P traffic levels are 
still growing with as many as ten million simultaneous users (Mennecke 2006). P2P 
clients allow users to place shared files in a particular folder that is open for other 
users to search.. However, there are many ways that other confidential files become 
exposed to the network (see Johnson et al. 2008 for a detailed discussion). For 
example a user: l) accidentally shares folders containing the information--in some 
cases confusing client interface designs can facilitate such accidents (Good and 
Krekelberg (2003)); 2) stores music and other data in the same folder that is shared-
this can happen by mistake or because of poor file organization; 3) downloads 
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malware that, when executed, exposes files; or 4) installs sharing client software that 
has bugs, resulting in unintentional sharing offile directories. 

While these networks are most popularly used to trade copyrighted material, such 
as music and video, any material can be exposed and searched for including 
databases, spreadsheets, Microsoft Word documents, and other common corporate file 
formats. The original exposure of this material over P2P networks is most likely done 
by accident rather than maliciously, but the impact of a single exposure can quickly 
balloon. After a sensitive file has been exposed, it can be copied many times by 
virtually anonymous P2P users, as they copy the file from one another and expose the 
file to more peers. Criminals are known to engage in the sale and trafficking of 
valuable information and data. In earlier studies using "honeypot" experiments 
(experiments that expose data for the purpose of observing how it is stolen), we 
showed how criminals steal and use both consumer data and corporate information 
(Johnson et al. 2008). When this leaked information happens to be private customer 
information, organizations are faced with costly and painful consequences resulting 
from fraud, customer notification, and consumer backlash. 

Ironically, individuals who experience identity theft often never realize how their 
data was stolen. While there are many ways personal health-care data can be 
exposed, we will show in the next section how data hemorrhages in P2P networks 
represent a missing link in the "causality chain." Far worse than losing a laptop or a 
storage device with patient data (Robenstein 2008), inadvertent disclosures on P2P 
networks allow many criminals access to the information, each with different levels of 
sophistication and ability to exploit the information. And unlike an inadvertent web 
posting, the disclosures are far less likely to be noticed and corrected (since few 
organizations monitor P2P and the networks are constantly changing making a file 
intermittently available to a subset of users). Clearly, such hemorrhages violate the 
privacy and security rules of HIPAA, which call for health-care organizations to 
ensure implementation of administrative safeguards (in the form of technical 
safeguards and policies, personnel and physical safeguards) to monitor and control 
intra and inter-organizational information access. 

4 Research Method and Analysis 

To explore the vulnerability and threat of medical information leakage, we examined 
health-care data disclosures and search activity in peer-to-peer file sharing networks. 
To collect a sample of leaked data, we initially focused on Fortune Magazine's list of 
the top ten publically traded health-care finns (Fortune Magazine (Useem 2007)). 
Together those finns represented nearly $708 in US health-care spending (Figure 2). 

To gather relevant files, we developed a digital footprint for each health-care 
institution. A digital footprint represents key terms that are related to the firm-for 
example names of the affiliated hospitals, clinics, key brands, etc. Searching the 
internet with Google or P2P networks using those terms will often find files related to 
those institutions. With the help ofTiversa Inc., wc searched P2P networks using our 
digital signature over a 2-week period (in January, 2008) and randomly gathered a 
sample of shared files related to health care and these institutions. Tiversa's servers 
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and software allowed us to sample in the four most popular networks (each of which 
supports the most popular clients) including Gnutella (e.g., Limewire, BearShare), 
FastTrack (e.g., KaZaA, Grokster), Aries (Aries Galaxy), and e-donkey (e.g., eMule, 
EDonkey2K). Files containing any one or combination of these tenns in our digital 
footprint were captured. We focused on files from the Microsoft Office Suite (Word, 
Powerpoint, Excel, and Access). Of course, increasing the number oftenns included 
in the digital footprint increases the number file matches found, but also increases 
false positives-files captured that have nothing to do with the institution in question. 
Given the large number of hospitals within these ten organizations (more than 500), 
our goal was to gather a sample of files to characterize the ongoing data hemorrhage. 
Since users randomly join P2P networks to get and share media (and then depart), the 
network is constantly changing. By randomly sampling over a 14-day period, we 
collected 3,328 files for further (manual) analysis. 

$30.000 r-----------

$25.000 ·f.-all------------------

1 $20.000 +-11-----------------

E j $15,000 · ••· 

J $10,000 •N•-•-N-•-•H•••-•--••------------

Fig. 2. Revenue of the top ten US health-care finns (Useem 2007). 

Of 3,328 documents in our sample, 50.3% could be immediately identified as 
duplicate copies of the same file (same hash) that had spread or were on multiple IP 
addresses, leaving us with 1,654 documents to categorize. While duplicate files were 
not downloaded from the same IP address, duplicate files were collected when a 
target file had spread to multiple sharing clients. They were also collected from users 
who joined the network at different IP addresses (what we call an IP shift). Through a 
manual analysis of the remaining 1,654 files, we found that 71% were not relevant to 
health care or the organizations under consideration and were downloaded because 
our search tenns overlapped with other subject matter. This was the result of the size 
and quality of our digital footprint. By casting a large net, we found more files but 
also many that were not related to the health-care sector. Of the remaining 475 
documents, 86 were manually evaluated as duplicate files. With this cross section of 
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data associated with the health-care organizations, we categorized each file evaluating 
the dangers associated with it. Figure 3 shows a categorization of the 389 unique, 
relevant files. 

The most common type of files found were newspaper and journal articles, 
followed by documents associated with students studying medicine. This should not 
come as a surprise as many P2P users are students. Interestingly, we found entire 
medical texts being shared. We also found many documents dealing directly with 
medical issues, such as billings, letters to hospitals, and insurance claims. Many of 
these documents were leaked by patients themselves. For example, we found several 
patient-generated spreadsheets containing details of medical treatments and costs
likely for tax purposes. Other documents discovered included hospital brochures and 
flyers, which were intended for public consumption. Finally there were job listings, 
cover letters, and resumes, all likely saved on computers of job-seekers. The lack 
interest in sharing these files for a typical P2P user makes it readily apparent that they 
were likely shared by mistake. However, all of the files weren't so innocuous. After 
categorizing the files, we found that about 5% of the files recovered by our loosely 
tuned search were sensitive or could be used to commit medical or financial identity 
theft. 

PUBUC: 
OOCIJMl!NT$, 7" 

!'ROFES5lOr~Al 
DOCUMENTS, 3% 

sruo1arn 
DOCUMENT'S, 

Fig. 3. Summary of unique relevant files. 

The set of dangerous documents discovered contained several files that would 
facilitate medical identity theft. One such document wa.s a government application 
for employment asking for detailed background information. The document 
contained the individual's Social Security number, full name, date of birth, place of 
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birth, mother's maiden name, history of residence and acquaintances, schooling 
history, and employment history (the individual had worked at one of the hospitals 
under study). Despite the document's three-page forward highlighting the privacy act 
measures undertaken by the gover'nment to protect the information in the document, 
and the secure Data Hash code stamped at the bottom of every page along with the 
bolded text 'PRIVACY ACT INFORMATION', this document somehow ended up 
on to a P2P network. 

More disturbing, we found a hospital-generated spreadsheet of personally 
identifiable information on recently-hired employees including Social Security 
numbers, contact information, job category etc. Another particularly sensitive 
document was an Acrobat form used for creating patient prescriptions. The scanned 
blank document was signed by a physician and allowed for anyone to fill in the 
patient's name and prescription information. This document could be used for 
medical fraud by prescription drug dealers and abusers. Additionally, the doctor's 
own personal information was included in the document, giving criminals the 
opportunity to forge other documents in his name. Finally, another example we found 
was a young individual's medical card. This person was suffering from various 
ailments and was required to keep a card detailing his prescription information. The 
card included his doctor's name, parent's names, address, and other personal 
information. A person with a copy of this identification card could potentially pose as 
the patient and attempt to procure prescription drugs. AU of these dangerous files 
were found with a relatively simple sample of files published for anyone to find. 

As a second stage of our analysis, we then moved from sampling with a large net 
to more specific and intentional searches. Using information from the first sampling, 
we examined shared files on hosts where we had found other dangerous data. One of 
the features enabled by Limewire and other sharing clients is the ability to examine all 
the shared files of a particular user (sometimes called "browse host"). Over the next 
six months, we periodically examined hosts that appeared promising for shared files. 

Using this approach, we uncovered far more disturbing files. For a medical testing 
laboratory, we found a I, 718-page document containing patient Social Security 
numbers, insurance information, and treatment codes for thousands of patients. 
Figure 4 shows a redacted excerpt of just a single page of the insurance aging report 
containing patient name, Social Security number, date of birth, insurer, group number, 
and identification number. All together, almost 9,000 patient identities were exposed 
in a single file, easily downloaded from a P2P network. 
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Fig. 4. Excerpt of an insurance againg report. It contains 1718 pages of patient names, 
social security numbers, and dates of birth, insurers, group numbers, and identification 
numbers (exposing nearly 9000 patients). Personally Identifiable Information has been 
redacted to protect the identities of the disclosers and patients. 
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For a hospital system, we found two spreadsheet databases that contained detailed 
information on over 20,000 patients including Social Security numbers, contact 
details, and insurance information. Up to 82 fields of information (see Figure 5) were 
recorded for each patient-representing the contents of the popular HCF A form. In 
this case, the hemorrhage came from an outsourced collection agency working for the 
hospital. However, besides the patients and hospital system, many other 

1. FAFA billNumber 28. dischargeDate 55. firstlisurancaName 

2. providerName 29. patientMedRecNo 56. firsthsuranceAddressline1 

3. providerAdd ressllne1 30. patientMaritatStatus 57. flrsthsuranceClly 

4. providerCijyStateZip 31. guarantorfinltName 58. firstl1suranceStale 

5. provid&lf'honeNlirl ber 32. guarantorlastNarne 59. firstlisuranceZlpCode 

6. providarfederalTaxld 33. guaranlorSSN 60. firslPolicyNumber 

7. patientFirstName 34. guaranlorPhone 61. firstAuthorizationNumber 

8. patientMiddlehitial 35. guarantorAddressllne1 62. firstGroupName 

9. patientlastNeme 36. guarantorAddressline2 63. firstGroupNumber 

10. patientSSN 37. guarantorCity 64. firstlnsuredRelationship 

11. patientPhona 38. guarantorState 65. firstDateEligible 

12. patien1Addrasaline1 39. guarantorZipCode 66. first Date lhru 
13. patientAddresslina2 40. guarantorBirthDate 67. secondlnsuranceName 

14. patient City 41. guaranlorEmployerName 68. secondlnsurarceAddressLine1 

15. patientState 42. guarantorE mp loyerAddressl.Jne1 69. second lnsuranceCly 

16. patientZipCode 43. guarantorEmployerAddresslina2 70. secondlnsurenceState 
17. pallen!Sex 44. guarantorEmployerClty 71. secondlnsuranceZlpCode 

18. patienlBirthDate 45. guarantorEm ployerState 72. secondPolicyNumber 

19. patientEmployerNarne 46. guarentorE mp IoyerZipCode 73. secondGroupName 

20. patientEmployerAddressline1 47. guarantorEmployerPhone 74. secondGroupNumber 

21. patientEmployerAddressline2 48. guarantorRelationship 75. secondlnsuredRelationship 

22. patientEmployerCity 49. totelCharges 76. secondDateEligible 

23. patlentEmployerState 50. amountBalance 77. secondDatelhru 

24. patientEmployerZipCode 51. totelPayments 78. primaryDiagnosisCode 

25. patlentEmployerPhone 52. totalAdjustmenls 79. allendingPhysiclen 

26. casel)lpe 53. accidentCode 80. allendingPhysiciw,UPIN 

27. admisslonDate 54. accidentDate 81. lastPaymentDate 

82. provldarShortName 

Fig. 5. File contents for over 20,000 patients in on inadvertent disclosure. 
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organizations were comprised. The data disclosed in this file well-illustrates the 
complexity of US health care with many different constituencies represented, 
including 4 major hospitals, 335 different insurance carriers acting on behalf of 4,029 
patient employers, and 266 different treating doctors (Figure 6). Each of these 
constituents was exposed in this disclosure. Of course, the exposure of sensitive 
patient health-infonnation may be the most alarming to citizens. Figure 7 shows one 
very small section of the spreadsheet (just three columns of82) for a few patients (of 
the nearly 20,000). Note that the diagnosis code (!DC code) is included for each 
patient. For example, code 34 is streptococcal sore throat; 42 is AIDS; l 51.9 is 
malignant neoplasm of stomach (cancer); 29 is alcohol-induced mental disorders; and 
340 is multiple sclerosis. In total the file contained records on 201 patients with 
different forms of mental illness, 326 with cancers, 4 with AlDS, and thousands with 
other serious and less serious diagnoses. 

Fig. 6. Hemorrhage exposed a large array of health-care constituents. 
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Fig. 7. Disclosures expose extreamly personal diagnosis inrormation. A very small section 
of a spreadsheet for a few (of over 20,000) patients showing IDC diagnosis codes (see 
http://www.cms.hhs.gov/lCD9ProviderDlagnosticCodes.l or http://www.icd9data.com/}. 
Personally Identifiable Information ltas not been included in the illustration to protect the 
identities or the patients and physicians. 

For a mental health center, we found patient psychiatric evaluations. All would be 
considered extremely personal and some were disturbing. We found similar clinical 
evaluations leaking from Alabama to Nebraska to California. 

Of course, these are just few of many files we uncovered. For a group of 
anesthesiologists, we found over 350MB of data comprising patient billing reports. 
For a drug and alcohol rehab center, we found similar billing infonnation. From an 
AIDs clinic we found a spreadsheet with 232 clients including address, Social 
Security number, and date of birth. And the list goes on. It is important to note that 
all of these files were found without extraordinary effort and certainly far less effort 
than criminals might be economically incented to undertake. 

With the vulnerability well established, we also investigated the search activity in 
P2P networks to see if users were looking for health-care data hemorrhages. Again, 
using our simple digital signature we captured a sample of user-issued searches along 
with our files. Figure 8 lists a sample of these searches and clearly shows that users 
are searching for very specific health-care related data in P2P networks. 
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Fig. 8. Selection of User-Issued searches that containt the word medical or hosptlal 

5 Conclusion 

Data hemorrhages from the health-care sector are clearly a significant threat to 
providers, payers, and patients. The inadvertent disclosers we found and documented 
in this report point to the larger problem facing the industry. Clearly, such 
hemorrhages may fuel many types of crime. While medical fraud has long been a 
significant problem, the crime of medical identity theft is still in its infancy. Today, 
many of the well-documented crimes appear to be committed out of medical need. 
However, with the growing opportunity to commit more significant crimes involving 
large financial rewards, more and more advanced schemes and methods, such as P2P
fueled identity theft, will likely develop. For criminals to profit, they don't need to 
"steal" an identity, but only to borrow it for a few days, while they bill the insurer 
earner thousands of dollars for fabricated medical bills. This combination of medical 
fraud along with identity theft adds a valuable page to the playbook of thieves looking 
for easy targets. Stopping the supply of digital identities is one key to halting this 
type of illegal activity. 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 12 of 93 



• • 

The Health Insurance Privacy Accountability Act (HIPAA) was created to protect 
patients from having sensitive medical information from becoming public or used 
against them. However, some of the provisions of the act make medical identity theft 
more difficult to track, identify, and correct. Under HIPAA, when a patient's medical 
record has been altered by someone else using their ID, the process to correct the 
record is difficult for the patient. The erroneous information in the medical file may 
remain for years. Also due to the intricacies of HIPAA, people who have been 
victims of medical identity theft may find it difficult to even know what has been 
changed or added to their record. Since the thief's medical information is contained 
within the victim's file, it is given the same privacy protections as anyone under the 
act Without the ability to remove erroneous infonnation, or figure out the changes 
contained in a medical record, repairing the damages of medical identity theft can be a 
very taxing process. 

However, HIPAA is also a positive force in the fight against identity theft. 
Institutions have been fined and required to implement detailed corrective action 
plans to address inadvertent disclosures of identifiable electronic patient information 
(HHS 2008). In the case of Isis Machado mentioned earlier, she was charged and 
fined under HIPAA for disclosing individually identifiable medical records. HIPAA 
contains rules and punishments for offending medical professionals, which are 
historically the largest group of health-care fraud perpetrators. This protection of 
patient identities does discourage inappropriate uses of medical infonnation and 
reduces the chance of hemorrhages. Nevertheless, HIPAA can do little to stop 
patients from disclosing their medical identities voluntarily to individuals posing as 
health care providers, or poorly managing their own computerized documents. 

Tighter controls on patient information are a good start, but consumers still need to 
be educated of the dangers of lost health-care information and how to secure their 
information on personal computers. Hospitals and others concerned with medical 
identity theft have begun to undertake measures in order to curb medical identity 
theft. One of the simplest and most effective measures put in place by hospitals is to 
request photo identification for admittance to the hospital. In many cases, when a 
request for photo identification is made, the individual will give up on obtaining care 
and simply leave the hospital, never to return again. Of course, this measure will 
likely lose its efficacy in time as criminals become aware of the change in policy. 
Once a few personal identifiers have been acquired, such as date of birth and Social 
Security number, a criminal can obtain seemingly valid photo-ID. In the future, 
insurance companies may need to begin issuing their own tamper-proof photo 
identification to help stop medical identity theft. 

Finally, health-care providers and insurers must enact better monitoring and 
infonnation controls to detect and stop leaks. Infonnation access within many health• 
care systems is lax. Coupled with the portability of data, inadvertent disclosures are 
inevitable. Better control over information access governance (Zhao and Johnson 
2008) is an important step in reducing the hemorrhages documented in this report 
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Good afternoon 
Chairman Rush, 
Ranking Member 
Radanovich and 
Distinguished 
Memoers of the 
Subcommittee. 
My na1:1e is Robert Bo_back and I am the Chief 
Executive Officer of Ttversa, a Pennsylvania
~ased comp':'ny that provides security and intel
ligence sen.:ices to help protect organizations 
from the ~1sclosure and illicit use of sensitive, 
confidential, and personal information on peer
to-peer file sharing, or "P2P : networks. 

As P2P file-sharing risk continues to be a major security, risk 
and privacy issue, let me first start by first providing a brief 

background on peer-to-peer. 

It is important to note that the Internet is comprised essen
tially of four components: World Wide Web, Instant 
Messenger (IM), Email, and Peer-to-Peer networks. By many 

accounts, the largest of these by measure of consumption of 
overall bandwidth is Peer-to-Peer or P2P. This distinction is 

necessary to understand the security implications that we are 

presented with today as a result of both the enormity of the 

networks as well as the different security challenges that are 
presented by the networks. 

Peer-to-peer networks have been in existence for several years 

starting most notoriously with the introduction of Napster in 
the fall of 1999. The networks have provided a gateway for 

users around the world to share digital content, most notably 
music, movies and software. 

The use of P2P has evolved and is used by individuals world

wide for many different purposes including: 

I - Planned file sharing - its intended use. 

2 - Searching for information with malicious intent - person
al information used in identity theft; corporate information 

and trade secrets; and even military secrets and intelligence. 

3 - Distribution and sharing of illegal information - Child 

pornography and information that could be used in terror 
activity. 

P2P networks continue to grow in size and popularity due to 

the alluring draw of the extent of the content that is present 

and available on the networks, that in many cases, is not 

available from any other public source. In addition to movie 

• 
and music files, millions of documents, that were not intend

ed to be shared with others, are also available on these net

works. It is this that we refer to as inadvertent sharing or dis

closure. 

Inadvertent sharing happens when computer users mistaken

ly share more files than they had intended. For example, they 

may only want to share their music files or a large academic 
report, but instead expose all files on their computer's hard 

drive allowing other users to have access to their private or 

sensitive information. This can occur via several scenarios. 

These scenarios range from user error, access control issues 

(both authorized and unauthorized), intentional software 

developer deception, to malicious code dissemination. 

"User error" scenario occurs when a user downloads a P2P 

software program without fully understanding the security 

ramifications of the selections made during the installation 

process. This scenario has been decreasing slightly in the past 
few years as many of the leading P2P clients have adequately 

highlighted the security risks associated with sharing various 

types of files containing sensitive information. 

«Access control" occurs most commonly when a child down

loads a P2P software program on his/her parents computer. 

This may occur with or without the parents' knowledge or 
consent, however the sensitive or confidential information 

stored on that computer may become exposed publicly 
nonetheless. 

"Intentional software developer deception" occurs when the 

P2P developers knowingly and intentionally scan and index 

any or alJ information during the installation process without 

the consent of the user. This practice was widely used a few 
years ago in an effort to populate the P2P networks with large 

amounts of content. The average user has no incentive to 
share any files with the other users on the network, confiden

tial or not. The P2P developers recognized that this fact could 

cause a lack of content to be shared which would negatively 
impact the network itself. In recent years and in response to 

legislative intervention and awareness, most mainstream 

developers have discontinued this controversial tactic. 
However, there are over 225 P2P software program variants 

that Tiversa has identified being used to access these net

works. Many of these programs continue to surreptitiously 

index and share files in this fashion. 

"Malicious code dissemination" occurs when identity 

thieves, hackers, fraudsters, and criminals embed malicious 
code ("worms») in a variety of files that appear innocuous. 

This scenario is extremely troubling as this malicious code 

can either force a system to reset its preconfigured security 

measures, despite the security-focused intentions of the P2P 

developers, or it can install an aggressive P2P program on a 

user's computer who may have never intended to install a 

P2P file sharing program. 
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This scenario can expose even the most technologically 

advanced consumer or even an individual who has never 

intended to use P2P to identity theft or fraud. It can also lead 
to the inadvertent disclosure of sensitive work-related infor

mation that can inflict significant economic or brand damage 

to an organization and/or lead to the identity theft of cus
tomers, employees, or others. 

The fact that P2P involves downloading of files from individ
uals that are unknown'to the downloader allows the hacker to 

overcome the hurdle of getting users to download the worm. 

These criminals intentionally give the malicious code as the 

same name as highly sought after music, movie, and software 

downloads to ensure rapid and effective dissemination. Other 

criminals will use email attachments embedded with aggres

sive software that mimics P2P programs when installed. 

These worms will index and share all information on the vic

tim's computer without any visibility to the victim. This code 

is very insidious as users cannot detect its presence on their 
systems. Current anti-virus programs do not detect the pres

ence of such malicious software as it appears to the detection 

software as an intentionally-downloaded standard P2P soft
ware program. It is also important to note that firewalls and 

encryption do not address or protect the user from this type 
of disclosure. 

These scenarios have resulted in millions of highly sensitive 

files affecting consumers, businesses large and small, the U.S. 
government, our financial infrastructure, national security, 

and even our troops being exposed daily to identity thieves, 

fraudsters, child predators, and foreign intelligence world
wide. 

Today, we would like to provide the committee with concrete 
examples that show the extent of the security problems that 

are present on the P2P networks and implications of sharing 

this type of information. During our testimony, we will pro

vide the committee with examples that illustrate the types of 

sensitive information available on P2P networks, examples of 
how identity thieves and others are actively searching for and 

using the information harvested from these networks, and 

offer our thoughts on actions to address the problem. 

Despite the tools that P2P network developers are putting 

into their software to avoid the inadvertent file sharing of pri

vate and classified information, this significant and growing 

problem continues to exist. Any changes made to the P2P 

software, while welcome and helpful, will not fully address 
the problem. Combine this with the fact that today's existing 

safeguards, such as firewalls, encryption, port-scanning, poli

cies, etc, simply do no effectively mitigate peer-to-peer file
sharing risk. 

Warnings regarding inadvertent file sharing through P2P net

works have been sounded in the past. The FTC issued warn

ings on exposing private information via P2P mechanisms. 

The 2003 Government Network Security Act highlighted the 

• 
dangers facing government agencies and prescribed a course 

of action. Prominent security organizations, such as CERT 

(Computer Emergency Response Team) and the SANS 
Institute have warned corporations, governments, and con

sumers to the unintended dangers of inadvertent file sharing 

via P2P networks. 

For example, CERT's ST0S-007-Risks of File Sharing 
Technology - Exposure of Sensitive or Personal Information 

clearly states: 

"By using P2P applications, you may be giving other wers 

access to personal information. Whether it's because cer

tain directories are accessible or because you pro-ride per
sonal information to what you believe to be a trusted per

son or organization, unauthorized people may be able to 

access your financial or medical data, personal documents, 

sensitive corporate information, or other personal infor

mation. Once information has been exposed to unautho

rized people, it's difficult to know how many people have 

accessed it. The availability of this information may 

increase your risk of identity theft." 

In July 2007, the House Committee on Oversight and 
Government Reform held a hearing on the very issue of the 

"Inadvertent Sharing via P2P Networks," during which many 

of the individuals that testified assured the Committee that 
this problem was being addressed or being remedied. Despite 

this recognition, most consumers and security experts at cor

porations worldwide have very little understanding of the 
information security risks caused by P2P. Most corporations 

believe that the current policies and existing security meas

ures will protect their information - they will not. 

During our testimony today, we will show evidence that 

despite the numerous warnings and assurances by the devel

opers in previous hearings, the problem continues to exist. In 

fact, we will also seek to demonstrate the unprecedented 

increase in identity thieves using P2P software programs to 

harvest consumer information. 

It is important to note that Tiversa believes strongly in the 

useful technology that is P2P. P2P file sharing is one of the 

most powerful technologies created in recent years, however, 

as with the World Wide Web, it is not without its inherent 

risks. 

Beginning in 2003, Tiversa has developed systems that moni

tor and interact with and within P2P networks to search for 

sensitive information in an effort to protect the confidential 

information of our clients. The technology has been archi

tected in a way that is transparent to the network; in a way 

that preserves the network's sustainability. 

Tiversa centralizes what was previously a decentralized P2P 

file-sharing network. Tiversa can see and detect all the previ-
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ously untraceable activity on the network in one place to ana

lyze searches and requests. Where an individual user can only 

see a very small portion of a P2P file sharing network, Tiversa 

can see the P2P network in its entirety in real time. With this 

platform, Tiversa has processed as many as 1.6 billion P2P 

searches per day, approximately 8 times that of web searches 

entered into Google per day. This unique technology has led 

some industry experts (Information Week) to refer to Tiversa 
as the "Google of P2P." 

Financial Fraud 

In an analysis of these searches, listed below is a small sam
pling of actual searches issued on P2P networks brief research 

window in March 2009. The term credit card was used as the 

filter criteria for the period. 

2007 credit card numbers 

2008 batch of credit cards 

2008 credit card numbers 

a&/ credit card 

aa credit card application 

abbey credit cards 

abbey national credit card 

ad credit card authorization 

april credit card information 

athens mba credit card payment 

atw 4m cmfit card application 

austins credit card info 

auth aird credit 

authorization credit card 

authorization for credit card 

authorize net credit card 

bank and credit card informati 

bank credit card 

bank credit card information 

bank credits cards passwords 

bank numbers on credit cards 

bank of america credit cards 

bank of scot/and credit card 

bank staffs credit cards only 

bamabys credit card personal 

bibby chase credit card 

As evidenced by the sampling above, it is clear to see that 

malicious individuals are issuing searches on P2P networks to 

gain access to consumer credit cards. Criminals will quickly 

use the information located to commit fraud using the stolen 

credit information. This fact was proven during our research 

with Dartmouth College and published in their subsequent 

report. 

The term "tax return" is also highly sought after on P2P net

works. During a live demonstration in January for NBC's 

Today Show, Tiversa was able to locate and download over 

275,000 tax returns from one brief search of the P2P. Many of 

these individuals have either saved an electronic copy of their 

• 
tax return that they prepar~d themselves or have saved an 

electronic copy of their tax return that an accountant or pro

fessional tax office had prepared for them. There are also 

cases where accountant and tax offices, themselves, are inad

vertently disclosing client tax returns. 

It is a fact that identity thieves search for tax returns to pri

marily gain access to Social Security Numbers {"SSN"). 
According to a report on the black market, SSNs are worth 
approximately $35. This is up from approximately $8-$10 

only a few short years ago. One plausible explanation for 

rapid increase in black market pricing is that identity thieves 
are finding better ways to now monetize the stolen SSN. This 

is a very important point. Our search data shows that thieves 

in fact a new degree of sophistication in cyber crime. 

Identity thieves will also file an individual's tax return before 

the actual individual files the return. The thief will use a fab

ricated W-2, which can be printed using a number of pro
grams, and will attempt to steal the phony refund that results 

from the fabricated return. When the victim then files his or 

her tax return, it will automatically be rejected by the IRS's 
system as "already filed." Eventually, the IRS will determine 

that the information, provided by the criminal on the W-2, 

doesn't match the records that it maintains. At this point, the 

criminal has most likely cashed the check from the fraud and 
has moved on to other victims only to have the initial victim 

left to address the problem with the IRS. This is very costly 

and time consuming to resolve. 

Stolen SSNs are also used by illegal aliens as a requirement of 
their gaining employment here in the United States. This 

crime has far reaching implications as well as a tremendous 

tax burden on behalf of the victim. 

Medical Fraud 

Medical information is also being sought after on P2P net

works with alarming regularity. Listed below are some terms 

issued over the same period regarding medical information. 

letter for medical bills 

letter for medical bills dr 

letter for medical bills etmc 

letter re medical bills 10th 

/tr client medical report 

/tr hjh rosimah medical 

/tr medical body4life 

/tr medical maternity port/and 

/tr medical misc port/and 

/tr orange medical head center 

/tr to valley medical 

lytec medical billing 

medical investigation 

medical journals password 

medical .txt 
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medical abuce rect>rds 

medical abuse 

medical abuse records 

medical algoritms 

medicnl authorization 

medical a uthorizatioti form 

medical automation 

medical benefits 

medical benefits plan chart 

medical biliing 

medicnl biling 

medical bill 

medical biller resume 
medical billig software 

medical billing 

medical billing window:s 

Identity thieves and fraudsters use medical information very 
similarly to financial information, but with much less scruti
ny on behalf of law enforcement. 

For example, if an identity thief were to download a con
sumer's medical insurance information, he or she would then 
immediately have access to significant financial resources (in 
many cases medical insurance policies have limits set at $1 
million or above). The criminal would most likely use the 
insurance card to buy online pharmaceuticals (predominantly 
Oxycontin, Viagra, or Percoset) which he or she would quick
ly turn into cash by selling the drugs. This is a very difficult 
crime to detect as most consumers do not read Explanation 
of Benefit (EOB) forms sent from the insurance company 
which only serves to prolong the activity by delaying detec
tion. Even consumers who do read the forms may not readily 
understand the diagnosis and treatment codes that are indi
cated on the forms. The victimization of the consumer con
tinues when he or she attempts to appropriately use his or her 
insurance information for medical services only to be turned 
away or confronted with the suggestion of a potential pre
scription drug addiction. 

Searches attempting to access financial, accounting, and med
ical information have risen 59.7% since September 2008. In 
the full year of2006 and 2007, the average annual rise in the 
search totaled just over l 0%. 

As a matter of record, Tiversa observes searches similar to 
those previously illustrated for"credit card" and for"medical" 
for individual corporate names, subsidiaries, and acronyms. 
The illustration of these search strings in this testimony 
would put these corporations at further risk. The committee 
should note that the searches of this nature are every bit as 
aggressive and more specific as those for credit cards and 
medical information. 

The only correlation that we identified is that the larger and 
better known a company and its brand, the greater the risks 
associated with the searches for these corporations. 

• • 
Child Predation 

As if the aforementioned fraudulent activities were not 
enough to demonstrate the security implications of having 
personally identifiable information (PU) available to the pub
lic on these networks, the crimes can become even more 

heinous. 

Tiversa works with federal, state, and local law enforcement 
agencies to address the rampant child pornography issues 
that permeate the P2P file sharing networks. The task is 
large and process is long however we continue to make 
progress in this ongoing fight. Presumably, child pornogra
phers are using P2P to locate, download, and share sexually 
explicit videos and pictures of small children because they 
feel that they cannot be caught on such a disparate network. 
Tiversa pioneered the research and tactics used to track and 
catch these individuals. We are also currently training all 
levels of law enforcement nationwide through the FBI LEEDA 
program. 

Tiversa has documented cases where child pornographers and 
predators are actively searching P_2P networks for personal 
photos of children and others that may stored on private 
computers. Once the photos are downloaded and viewed, 
these individuals will use the "Browse Host» function provid
ed by the P2P software which allows the user to then view 
and download all additional information being shared from 
that computer. If personal photos are being shared, it is 
most likely that the computer will also be sharing other per
sonal, private information such as a resume or tax return. 
This accompanying information can be used by the predator 
to locate the address, telephone, workplace, etc. of the poten
tial victim. Individuals at Tiversa have directly assisted in the 
investigation of these specific types of cases. 

Many individuals at this point would consider themselves 
immune to these types of identity theft and fraud if they 
never used or downloaded P2P software. This is not an accu

rate assumption. 

Examples to follow on subsequent pages ... 

PAGE 5 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 20 of 93 



• 

11.15 
11.!$ 
?!Rio 
:W,,6 
1115 
~~ 
nes 
.2izC 
.\12!1 -~ Im 
424$ 
1m 
fffli 
_lqlS 
112\1 
&IP;. 
2!Ni6 
t:ivs 
18M 

·1us 
ne, 
.~ 
151,; 
145 
l'.llf 
1lllf 
3)1'~ 

~ 
:&r.s 
J,ef 
2tl!i 

E 
li!B 
•l¢£ 
tis' 
19Zl! 
ms 
:,;-.; 
740~ 

'l3M 

• 
PAGl!.6 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 21 of 93 



O.iiv1c1 
A!l1h0ny 
Me\soe 
"ThOmas. 
,,_~Ullley 
Santuel 
S:ll'lctlllep. 

emm•• 
SCOil 

C)aty.t '' 
Isaac 
s~ 
J;imn 
Sli9"9n 

Mic~ 
Alejandra 
Hasi1n 
Sneh 
Lui:; 

Jerad 
}"Matthew 
Francisco 

ae1inda 

• 

:4:) ~-
•�,~ ... --. .... ,,.,_. 
...,.,, ;,ir,: 

:-1t§.'~,. ~ 
· -.,iss. ,,;..,., 
.,~, ;)n,.~ 

'ff?, >·,;,.-,; 

'•\llfl, ... 
.:.~t-~•t•~
.;,,: .. ~,.~ 
~:'>'iii<{· 

.• 4,,l1ffliiJ, 
111'" ,, . ., 

"'I'' '""""' .,,..,.... 
.~ 'W· 
,.,;,;,,i;f#·''~'.' 

J.~---'kit'.:~ ·-~· 

L. 
Taxable? t>egre& 

N Certlncew. 
N ~.~ 

N Cetllfl~ 
N Gradbale 
N eettlftcate 
N cer,mca&e 
N CffliliCllle 
N Cortlllcate 

N Gr.11dUate 
N Cwfilioato 
N Cet1111Clli. 

' N ...... ,5"6 
N C"11ricat• 
N C"'1ificatl9 
N 'cet1m0athl 
N G~ 

N Graduate 
N Degree 
N unde,vrad 
N 'Llndervr,id 
N Undelgr'acl 
N 'Ce,tilicat... 
N UldefVSO 
N :cer11ficate 
N IJodergrad 

• 

,CFA IMtllute 

NVIT 
CFA insiliute 
SIIMl'!t IM!illlle 
•0oWlllll Colieae 
:P&ce 
Ame~coqege 
;Kepen unIversttr 
Slevon I1'1Slilul$ 
K;,p!:atl 

'~al'! 

'Monwlalr St.,tti Vr'IIY"'.'ity 
·~ Unl\lfflllY 
•l(aplan 
~llll 
Unn ..... ii:,, er COMKtiwl 
Sl.8Yellslru; 
'Pace Univen;ily 
;KYU 
!Sle\'en& ln&titute 

hlaCalle9e 
;Kaplan 
B."OOl!lyn Ool!e9!! 
CFA ln&!ilure 
:unly~:ad 

Major 
CFA 
Ma,. 
<:FA. 
MIS 
CFP 
CFP 
Cl'P 
CFP 

tnrCM;m1$\I&, 

Cl'P 
Cl'P 

Mark9tl,,W 
CFP 

.CFP 
CFP 
MBA 
MIS 
B,\ 

'w.ie~ 
wesier.:i . 
e~ 
Eat1el'4 
E:IIIWII 
l:~Sli=rll 
eatetn 
U~le!m . 
SctlthWMt 

W'Ot~ll\., 
ia'IONI 
u,11rt1 
,:~tern. 
fiat.cit 
Ealam 
Easler1t 
Eaatarn 

lnlematioNII M~ Eastern 
MIS Eastern 
BA Ea&llem 

CFP Eastern 
Finance East8rn 

<:FA Ea&tem 
Aecoumlng .. l>R 

PAGE 7 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 22 of 93 



• • 
.. 
ti 
Gt 
OI 
:,, 
l>f 
Ct 
lli 
i:e 
~ 

(; 

«, 
ID 
Cl) 

"' H 
12 

"' "' ... .. 
~ 

<6 

i or .. 
t 

~ 

"' (,I 

" .! ~ 
I 

'" 

IMS.HU 
03,-2m1u 

~NH1 ' l'o};~'MUI M 
1llfP11H 

(.I) 1Nli<!Bl ,~ lf'llll,181 

~ QMl<1lH 
(,I Wi:~nH 
Q! inwim 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 23 of 93 



• 

.iJ!lil!llflli INCORPORATED 

·• 

• 

..IOtfflJ _,;; ..,,,/;: :,',;J;:,:,~-f,~; 
-•h•"'-1<"4i<,~'·i~~t:,~,;~il:\·~ ~:;, :·,:,· 

Dau cf lllnh: il'291tH5 ln!iWa<I: $eil' 
1111iU!3nce; . ID 

lll\,IOTRY L ;.#,1:,,~ .. ;.;r,t:::t:jji . 

o.m 
o.m. 

m.tlf 

0.00 
b.00 

IUG 

0.00 
0.01> 

O.OD 
C,.OD 

UII 

uo 

'-~i':;;· '¥~");~ .· ·~,t 
d Birih: D21.2llt945 11"1Sli1'1i!d-: Seif 

I~, .. ...,_.,, P~_ry Group_ Uumb,or: 1>~102:! ID,;-(.:~'-:" 
0 ~ :~ 

. 21~64 W17t:Dll6 870BMl70Q8 l>:l'081:2fflle 41.00 0.00 o.oo· O'.OD 
!>6/'10/2000 G,DO 0.00 n.oa Cl.OD 
12101/2006 Q.00 run 0.00 0.00 

,11Jl0 D.al Hlol 1.1111 

DAN.It'/ T .~ .• 3i-. ··>;,,,~ 
IMiUt11R:leif>r• 

0.00 0.00 0.01) 

"1.1111 UD Ull UII 

11/lf-lll'Bmt T'lC81: Ill.OIi uo t.M t.1111· 

'.·,'< -:,ii;~- ~-~~- .,;,il'< ... 
D,wdBmh: 11/21110'.Ui 

o.oc 
D.00 000 O.D!l 
D.00 O.Oll O.:lll 

··® 2H.0$ 22-1 
111.1& U'IM m.uj 
,;· 

··® 

D.00 -11.lll) ~,.oo 
IJll'i 41.0I .u.otj 

t.00 82.11,1 82.°'l 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 24 of 93 



• 
Tiversa engaged in research involving over 30,000 consumers 
and found that 86.7% of the individuals whose information 
was found on the P2P networks, were breached by a third 
party. Many of these individuals had their information 
exposed by their doctors, lawyers, hospitals, accountants, 
employers, banks and financial institutions, payroll compa
nies, etc. Organizations that had a right to have access to the 
information were predominantly the source of the breach. 

In the last 60 days (2/25-4/26), Tiversa has downloaded 
3,908,060 files that have been inadvertently exposed via P2P 
networks. This number is only comprised of Excel spread
sheets, Word documents, PDFs, Rich Text, Emails, and PST 
files. This number does not include any pictures, music, or 
movies. Its important to note that these files were only down
loaded with general industry terms and client filters running. 
Much more exists on the network in a given period of time. 

This risk also extends to the military and to overall national 
security. Tiversa has documented the exposure of the PII of 
men and women in the Armed Forces with frightening regu
larity. Military families a.re prime targets for identity theft as 
the thieves are aware that the soldiers are probably not check
ing their statements or credit reports very closely due to the 
serious nature of the work that they are performing. We have 
seen the confidential information (SSNs, blood types, 
addresses, next of kin, etc.) of in excess of 200,000 of our 
troops. 

This issue poses a national security risk. In February of this 
year, Tiversa identified an IP address on the P2P networks, in 
Tehran, Iran, that possessed highly sensitive information 
relating to Marine One. This information was disclosed by a 
defense contractor in June 2008 and was apparently down
loaded by an unknown individual in Iran. 

On April 22, 2009, the Wall Street Journal printed a front 
cover story that indicated that former Pentagon officials had 
indicated that spies had downloaded plans for the $300B 
Joint Strike Fighter project. Highly sensitive information 
regarding the Joint Strike Fighter program was also discov
ered on P2P networks. 

In monitoring the origin of the searches on the P2P networks 
regarding national security issues, it is clear that organized 
searching is occurring from various nations outside the 
United States to gain access to sensitive military information 
being disclosed in this manner. 

Recommendations 

Tiversa's focus has been working for several years with corpo
rations and government agencies to mitigate P2P disclosures 
and risks. Based on our experience, we believe that there are 
steps that can help significantly decrease the likelihood of 
inadvertent disclosures and therefore increase the safety and 

• 
protection of those most affected, the consumers. 
We humbly and respectfully provide the following recom
mendations for your consideration. 

Increase Awareness of the Problem 

Corporations are just becoming aware of the problem that 
the P2P poses to its information and data security. Individual 
consumers are even less prepared for the security threats that 
it poses. It is very difficult to protect against a threat that you 
are unaware of. 

On the FTC's website on the page "About Identity Theft," 
there is not a single mention of P2P or file-sharing as an 
avenue for a criminal gaining access to a consumer's personal 
information. Of the 6 methods identified on the website, very 
few if any could ever result in the consistent production, let 
alone the magnitude, of PII like the P2P networks. 

Clearly, victims of identity theft must be educated and noti
fied that P2P could be the source of their stolen information. 

Awareness should extend to corporations as well. With con
sumers being asked to provide PU to employers, banks, 
accountants, doctors, hospirals, the recipients of this PI! must 
be knowledgeable in the threats that P2P can pose to the 
security of that information. 

Federal Data Breach Notification Standards 

41 of the 50 states have now enacted some form of data 
breach notification law. However, the laws vary state to state 
and, in our experience, are seldom respected or followed by 
organizations. 

Standardized breach laws should be enacted to provide guide
lines for any organization, public or private, that houses con
sumer or customer PI! in the event of a breach of the infor
mation. The breach law will also need to be enforced as many 
of the disdosing companies disregard the current state laws, if 
any to the severe detriment of the consumer whose informa
tion was exposed. 

Any breach involving the release of a consumer's SSN should 
include mandatory identity theft protection for that individ
ual for a minimum of 5 years. The often reported 1 year of 
credit monitoring is completely inadequate remediation for a 
consumer whose SSN was breached. Identity thieves will wait 
for the credit monitoring to expire after the year provided to 
begin to attack the consumer. This is supported by actual files 
Tiversa has seen with expiry tags entered directly into the file
name and meta-data. 

PAG£10 
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Military Personnel Disclosures 

Congress should vigorously act to protect the safety and iden

tity of our men and women in uniform. Soldiers who have 

had their information disclosed should be provided compre
hensive identity theft protection services so as to prevent and 

guard against the use of the breached information. 

National Security Disclosures 

P2P networks should be continuously monitored globally for 

the presence of any classified or confidential information that 

could directly or indirectly affect the safety or security our 
citizens. 

Consumers 

Tiversa also suggests the following recommendation for 

consumers: 

Know Your PC (and who is using it) 

Parents need to pay close attention to the actions of their 
children online, especially when the children are using a 
shared PC with the parents. 

Just Ask! 

Consumers need to ask anyone who is requesting their Pll 
( doctor, hospital, lawyer, banking institution, accountant, 
employer, etc.) what protections that the organization has in 

place to protect against inadvertent disclosures on the P2P 
networks. 

Consider Identity Theft Protection Service 

Organizations offer a wide variety of services to help with 

identity theft from credit monitoring to the more_ proactive 
placing of fraud alerts and black market monitoring. 

Consumers should select an ID theft protection service that 

offers proactive monitoring and remediation of P2P related 
disclosure. 

• 
Conclusion 

In conclusion, the inadvertent file sharing through P2P File 

Sharing networks is highly pervasive and large in magnitude. 

It affects consumers, corporations of all sizes, and govern

ment agencies. 

Existing policies and IT measures have not been effective at 
preventing information from becoming available. Malicious 
individuals regularly use P2P file sharing networks to obtain 

sensitive, confidential, and private information. They pose an 

immediate threat to national security, business operations 

and brands, and consumer fraud and ID theft. 

The subcommittee should seek to create broader awareness of 
the problem. It should encourage individuals, corporations, 

and government agencies to continuously audit P2P networks 

themselves to enable these entities to intelligently determine 
their exposure and to design strategies to mitigate their 

issues. 

Mr. Chairman, taking these steps will better protect us all 
from the dangers that lurk in these networks while allowing 
for legitimate uses of this powerful technology in the future. 

Thank you for the opportunity to testify 
here today. 
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Good morning Chairman 
Towns, Ranking Member 
Issa and Distinguished 
Members of the 
Committee. 
.'\-{)• 11e1mq i.J Ra/lerl Bobtt,:k ,md I am the Chic!/ 
/i..'(ec11tlvc q{/lcer ,,jT;ve.rsa, u Pe.1msyl1anla-b,w1d 
nn11pc111y 1/1e1r 1mn•ide., securily a11d i11telligence 
• ,enilc:t.f 10 ht//, 11rot«t r,rgm1aa1lm1.,ftv111 the 
'1i:rdo:mre t111tl lllicil rtse of sen.rilive, co11{ide11tl11l. 
a11J 11e1Y11m/ l11/ormu1im1 ·U11 JH!er-to-pee~ file 
.,hut·/111(., lit' "rip", 11<!/IVOl'b. 

P2P file-sharing continues to be a major security risk 
and privacy issue. Today, I will provide a brief 
background on P2P networks, htghlight lh& risks of 
lnadverlenl me sharing, provide examples of P2P file 
d18closures and lhe Impact on consumers, businesses, 
government, the mflitary and national security, and 
share our observations and recommendations. 

Background: Peer-to-Peer Networks 

The Internet is comprised essentially of four 
components: World Wide Web, Instant Messenger 
(IM}, Email, and Peer-lo-Peer nelworks. By many 
account&, the largest of these by measure of 
consumption of overall bandwklth is Peer-to-Peer or 
P2P. This distinction Is necessary to understand the 
security Implications that we are presented with today 
as a result of both the enormity of the networks as well 
as ttat different security chaHenaes that are presented 
by the netwodls. 

P2P networks have been In existence for several years 
starting most notorlously with the Introduction of 
Napster in lhe fall of 1999. The P2P networks have 
provided a gateway for users around the wortd to share 
digital content, most notably music, movies and 
software. 

P2P networks are grOWing and dynamic. Since 2005, P2P 
networks have grown at the ,ate of over 20% (CAGR). 
Today, worldwide P2P networks may have over 20 mHUon 
users at any point In lime. P2P networks are ever-changing
as users Join and exil constantly. The number of P2P 
programs or "clients• has grown to over 225, with many 
having multiple versions lo use. Addlllonally, many of the 

 

programs are open eource and, accordingly, subject lo 
modification as users see flt. P2P network$ are a worldwicfe 
phenomenon with users across wide ranges of ages. 
educational backgrounds and Incomes. 

The use of P2P has evolved and is used by·lndlvlduals 
worldwide for many dtfferenl purposes including: 

1 - Planned file sharing - Its intended use. 
2 - Searching for Information with malicious intent -
personal 1nrorrnalion used In Identity lhefl; corporate 
Information ·and trade secrets; end even military secrets 
and lntelfigence • 
3 - OlstribuUon and sharing of Illegal information - Child 
pornography and Information that could be used In 
terror activity . 

lnadverlent Rle Disclosure 

P2P netwolf<s continU1, to yrow in size and popularity 
due to lhe extent of the content that is present and 
avallable on the networks, that in many cases, is not 
available from any other public source. In addition to 
movie and music flies, millions of documents, that were 
nol Intended to be shared With others. ere also 
avaflable on these netwolf<s. II ls this unintentional 
shaflng that we refer to as inadvertent sharing or dis
closure. 

Inadvertent sharing happens when computer users 
mlslakenly share more files lhen they had Intended. For 
example, they may want to share only their music files 
01 a large academic repor1, but Instead expose alliiles 
on their computer's hard drive allowing other users to 
have aceeas to their prlVate or sensitive Information. 
This can occur via several scenarios. These scenarios 
range from user e,ror, access control luues (both 
authorized and unauthorized), lntenlionat software 
developer deception, to malicious code dissemina~on. 

"User error" scenario occurs when a user downloads 
a P2P software program without fully understancfll'lg the 
security ramllicallons of the selections made during the 
lnstallatlon proeesa. This scenario has been decreasing 
slightly In the past few )'ears as many of the leading 
P2P clients have hlghllghted the security risks 
assoclaled with sharing various types of files containln9 
senslllve lnfol'mallon. 

"Access control" oecurt most commonly when a child 
downloads P2P software program on his/her parents' 
computer. This may occur with or without the parents' 
knowledge or consent, however the sensitive or 
confldentlal Information stored on that compuler may 
become exposed pubficly nonetheless. 
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"Intentional software developer deception" occurs 
when lhe P2P developers knowingly and lntentlonally 
scan and Index any or all information during lhe 
instaHaflOll process without lhe consent of the user. 
This practice was widely used a few years ago in an 
effort lo populate the P2P netwolks with large amounts 
of content. The average user has no Incentive to share 
any files with the other users on Iha nelworl<, oonHden• 
tial or not. The P2P developers recognized that this fact 
could cause a lack of content to be shared which would 
negatively impact lhe network itself. In recent years and 
In response to legislative Intervention and awareness, 
most mainstream developers have dlaconllnued this 
controversfal lactic. However, there are over 225 P2P 
software programs that Tiversa hes Identified being 
U$8d to access these networks. Many of these 
programs continue lo surreptltlously Index and share 
files in this fashion. 

"Malicious code dissemination• occurs when ldenllly 
thieves. hackers, fraudsters, and crlmlnals embed malfciot1S 
code ("worms") In a variety of files that appear innocuous. 
This scenario is extremely lroubling as this malicious code 
can either force a system lo reset lls preconfigured securily 
measures, despite the security-focused intentions of the P2P 
developers, or It can install an aggressive P2P program on a 
user's computer who may have never Intended to Install a 
P2P file sharing program This scenario can expose even lhe
most technologlcaffy advanced consumer or even an 
Individual who has never Intended lo use P2P to Identity theft 
or fraud. It can also lead to lhe Inadvertent disclosure of 
sensllive work-related lnformallon thal can Inflict slgnlffcanl 
economic or brand damage to an organization andfor lead to 
the identity theft of customers, employees, or others. 

The fact that P2P involves downloading of files from indlvld• 
uals that a,e unknown to the downloader allows the hacker to 
overcome the hurdle of getting users to download the worm. 
These criminals intentlonally give the malicious code as the 
same name as highly sought after music, movie. and 
software downloads lo ensure rapid and effective 
dissemination. Other criminals will use email attachments 
embedded wfth aggressive software that mimics P2P 
programs when instal!ed. These worms wiff Index and share 
all info,malJon on the victim's computer wllhout any visiblllly 
lo the vicllm. This code is very Insidious as users cannot 
detect its presence on their systems. Current anti-virus 
programs lyplcany do not detect the presence- of such 
malicious software as II appears to the detection software as 
an intentionaHy.<fownloaded standard P2P software 
program. fl ls also Important lo note that firewalls and 
enc,yplion do not address or protect lhe user from this type or 
disclosure. 

These scenarios have resulted In millions of highly 
sensitive files affecling consumers, businesses large 
and small, the U.S. government, our financial 

infrastructure, national security, and even our troops 
being exposed daily to Identity thieves, fraudsters, child 
predalora, foreign intemgence organlzallons and 
tenorlsls worldwide. 

Despite Iha tools that P2P natworit developers are 
Incorporating Into their software to avoid the inadvertent 
file sharing of private and classified information, this 
significant end growing problem continues lo exist. Any 
changes made to lhe P2P software, while welcome and 
helpful. wHI not fuHy address the problem. Combine this 
with the feel thal today's existing safeguards, such as 
data loss prevention, fkewalls, encryption, 
port-scanning, policies, etc, simply do not erfectlvely 
miligale peer-to-peer Hie-sharing risk. 

Warnings regarding Inadvertent file sharing through 
P2P networks have been sounded In lhe pasl. The FTC 
i55Ue<I warnings on exposing private Information via 
P2P mechanisms. The 2003 Government Network 
Security Act highlighted the dangers facing government 
agencies and prescribed a course of action. Prominent 
security organizations, such as CERT (Computer 
Emergency Response Team) and lhe SANS Institute 
have warned corporations, governments, and con• 
sumers to the unintended dangers of inadvertent file 
sharing via P2P networks. 

 
For example, CERT's ST05-007-Rlsks of FIie Sharing 
Technology - Exposure of Senslllve or Personal 
Information clearly slates: 

"By using P2P applications, you may be giving olher 
users scc98s·lo personal info,mation. Whelher il's 
because certain directories are accessible or 
because you provide pe,gone/ informar;on to what 
you bsli~e to be a trusted person or organization, 
unauthorized people may be abfe to access your 
llnsncisl or medical dels, persona{ documents, 
sensfllve corporate lnlonnelion, or other personal 
infonnalfon. Once informatfon has been exposed to 
unauthoriz9CI people, il's dilfir:ull to know how many 
people have accessed H. The avs,7abilily of this 
Information may increase your risk of idenlfly lhelt." 

In July 2007, the House Committee on Oversight and 
Government Refo,m held a hearing on Iha very Issue of 
the "Inadvertent Sharing via P2P Networks," during 
which many of the Individuals that testified assured the 
Committee that this problem was being addressed or 
being remedied. Desplle this recognition, most 
consumers and security experts at corporations 
worldwide have very little understanding of the 
information security r[sks caused by P2P. Most 
corporaUons believe lhat the current policies and 
existing security measures will protect their information 
- they will not. 
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Today, we will provide the Convnlllee with concrete 
examples that show lhe extenl of the security problems 
that exist on the P2P nelWorka and the implications of 
sharing this type of information. During our teaUmony, 
we will provide the Committee with examples that 
illuslrale the types of sensitive Information avallable on 
P2P networks, provide examples of how ldenlily 
thieves and o1hers are actively sea~lng for and using 
the Information harvested from these nelwofks. and 
offer our thoughts on acUon& to address lhe problem. 

During our testimony today, we wll show evidence that 
despite the numerous warnings and assurances by lhe 
developers end government ageneles In previous 
hearings, lhe problem remains. In fact, we wiU also 
demonstrate the unprecedented Increase in identity 
thieves using P2P software program~ lo haivest 
consumer Information. 

It is Important lo nole thal Tiversa belleves strongly In 
the useful technology that is P2P. P2P me sharing Is 
one of the most powerful lechnologle& created in recent 
years, however, as with the Worid Wide Web, II is not 
without 118 Inherent risks. 

Tlversa and Its Technology 

Beginning In 2003, Tlversa developed systems that 
mooilor and Interact with and within P2P networks to 
search rot sensitive Information fn an effort to protect 
lhe confJdenllal lnfonnation of out c&ents. The 
technology has been designed, developed and 

.Implemented In a way that i8 ltansparent lo the 
network: In e way 1het preserves-the nelwork's 
sustainability. 

Tlversa centralizes what was previously a 
decentralized P2P file-sharing nelwork. livenia can 
see and detect an the previously unlraceable activity on 
the P2P network In one place to analyze isearchea and 
'8quests. While an Individual user can only see a very 
small portion of a P2P file sharing network, Tlveraa can 
see the P2P network In Its entirety in real time, Wth this 
plalfonn, Tiversa has processed as many as 1.6 bHr10n 
P2P searches per day, more thein the number of web 
searches entered inlo Google per day. This unique 
technology has led some lndus\ry experts (Information 
Week) to refer to T1Versa as the "Google of P2P ." 

T,versa uses this technology to provide P2P security 
and Intelligence services to businesses, consumers 
and law enfol<:emeot agencies. The following 
examples demonstrate how Inadvertent breaches 
affect Individual consumers, busineases, government, 
mililary and netfonal security and are based on ollf 
unique perspective on P2P nelwofks. 

Examples: Inadvertent Disclosures on P2P 

Consumer,; 

Financlal Fraud - From analysis of P2P-searche8, 
!Isled below IS a small sampling of actual searches 
Issued on P2P nelwodt11 during a brief research window 
in March 2009. The tenn credit card was used as the 
tilter criteria for the period. 

• 2007 c,edil card numbers 
• 2008 belch of cnKlit cards 
• 200ftcredil aard numbem 
• a&/ cmdil cant 
• aa credit card application 
• abbey credit cards 
• abbey national credit cerd 
• ad credit carr:J aulhorilstian 
• spril omdir card lnlonnefion 
• ethens mba credit card payment 
• atw 4m credit card application 
• ausllns cmdit card Info 
• auth card credit 
• authodzation credit card 
• authorization for crodil cafd 
• authorile net credit cafd 
• bank and credit card lnfo,maii 
• bank credit ct.trd 
• bank eredit oard Information 
• bank c,edlls cafds passwords 
• bank numbers on credit cards 
• bank. of america credit.cards 
• bank of scot/and cwdn card 
• bank staffs credH cards only 
• b8mabys credit card person'8/ 
• bibby chase Cf9dl1 Cll.frd 

As evidenced by the sampling above, it is clear to see 
that malicious Individuals are Issuing searches on P2P 
networks to gain access to consumer credit cards. 
Crlrnlnals WIii quickly use the Information located lo 
commit fraud using the stolen credit Information. This 
fact was proven during our research wilh Dartmouth 
College and published in their subsequent report. 

The term 'lax return• is also highly sought after on P2P 
networ1Cs. During a live demonslralion In January of this 
year fo, NBC's Today Show, Tlvecn was able to locate 
and download over 275,000 tax returns from one brief 
search of the P2P. Many of these lnd'IVldual& have 
either &aved an electronic copy of their tax return that 
lhey prepared themselves or have saved an electronic 
copy of their tax return lhat an accountant or pro
fenlonal lax office had prepared for them. There are 
also cases In which accountants and tax offices, 
themselves, Inadvertently dlsc!osed clienl tax returns. 
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It Is a facl that Identity thieves search for tax returns lo 
primallly gain accest to Social Security Numbers 
rsSN"). According to a report on the black market, 
SSNs are wonh approximately $35-each. This Is up 
from approximately $8•$10 only a few shorl years ago. 
Ooe plausible eXpfanatlon for the rapid increase in 
black malket pricing la that Identity thieves are rinding 
beHer ways to now monetize the stolen SSNs. This la a 
very Important point. Our search data shows that 
lhleves In fact employ a new degree of sophlslicallon In 
cyber crime. 

Identity thieves will also Ille en indlviduars lax return 
before lhe 8CIU81 Individual files the return. The thief WII 
use a fabricated W-2, which can be printed using a 
number of programs, and wlU attempt lo steal tile phony 
refund that results from the fabricated relum. When the 
victim then flies his or her fegltimato tax return, il will 
automatically be rejected by lhe JRS as "already filed." 
Eventually, the IRS wil determine that lhe Information, 
provided by lhe cri(Ttlnal on the W-2, doesn't match lhe 
records that q maintains. At lhls point. the c,lminal has 
most likely cashed the check from lhe fraud and has 
moved on to olher victims leaving lhe Initial victim lo 
address the probl&m with the IRS. This la very costly 
end time conaumlng for both the llfctim and Ille IRS. 

Stolen SSNs are also used by Illegal aliens to gain 
employment in the United States. This crime has far 
reaching Implications as wen as placing a tremendous tax 
burden on the vicllm. 

Medlcal Fraud - Medical infonnation Is also being 
taryeted on P2P networks with alarming and inc,easlng 
regularity. listed below a11;1 some terms lsaued over the 
same period regarding medical lnformallon. 

• letter for medlcsl bms 
• letter for medical bills tlr 
• feller for medics/ blfls etmc 
• letter re med/cal bR/s 10lh 
• /tr c/lonr medical report · 
• /Ir hJh roslmah medical 
• llr m9dical body4lile 
• fir medioal malemlty po,tland 
• /Ir medical mire portfand 
• /Ir orangi, med/eel head center 
• ltr to vaUey medical 
• fylec medfcal b/11/ng 
• mecfiCel invesligelion 
• medica Journals password medical. txl 
• medical abuce r6COff/8 
• medical 8bll38 
• medical abuse records 
• medical a/gorilms 

• medical authorizof/on 
• med/Ctil autholizalfon form 
• medi:af suthorl2.etfon 
• medfcBI bsnefils · 
• 1118dtcal beneflls plan chart 
• m&dlcel billing 
• med/cat bilng 
• medlcBI bit/ 
• rtlf1dlcel billor ,esume 
• rtlf1dical bl/r,g softwa,e 
• med/eel biling 
• medical bllllng windows 

Identity Chieves and fraudsters use medical Information 
very slmllarly lo Rnanclal Information, but with much 
less scrutiny on behalf of law enforcement. 

For example, if an ldenuty thltf were to download a con
sumer's medical Insurance Information, the thief would 
immediately have access to significant financial 
resources (in many cases medfcal Insurance policies 
have limits set al $1 mllllon or above). The criminal 
woutd mosl likely ~e the insurance card to buy online 
pharmaceuticals (predominantly Oxyconlln. Viagra, or 
Percoset) which can be quickly sold for C8$h. This is a 
very dlftlcull crime to detect a& many consumers do not 
read E)(J)lanatlon of Benefit (EOB) forms sent from 1he 
insurance company, prolonging the criminal activity by 
delaying detection. Even consumers who do read the 
forms may not readUy understand the diagnosis and 
treatment codes that are Indicated on the forms. The 
vlctlmlzatlon of the conswner continues when he or she 
attempts to &J>proprlately use his or her Insurance 
lnformalion for valid medical services only to be turned 
away or confronted with the suggeatlon of a potenllal 
prescrlpllon drug addiction. 

User-issued P2P searches attempting to access 
Rnanclal, accounting, and medical lnfonnatlon have 
risen 69.7% since September 2008, For lhe·yeara of 
2006 and 2007, the average annual rise In the search 
totaled just over 10%. 

C hlld Predation -As If the aforementioned fraudulent 
aellvilles were not enough lo demonstrate Iha security 
lmpllcalions of having personall)I ldenllfiabfe 
lnrormation (PII) available to the public: on these 
netwOtks, lhe crimes can be even more heinous. 

Tiversa works wilh federal, state, and rocat law 
enfoo:ement agencies to addreaa the rampant child 
pornography issues thal permeate the P2P file sharing 
networks. The task Is large and process 11. long 
however we conlinue lO make progresa in this ongoing 
fight. Presumably, child pornographers are using P2P 
to locale, download, and share sexually explicit videos 
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and picttlfes ot small children because they feel that 
Ibey cannot be caught on such a disparate network. 
TiveRa pioneered the research and ladies used lo 
lrack and catch lhese lndivfduals. We ere also currently 
training all levels of law enforcement naUonwlde 
through the FBI LEEDA program and have been 
seeking to work more extensively with olher law 
enforcement and prosecutori11l organizations. 

Tiversa has used its abUily to locate available files and 
track Individuals P2P network aearches to document 
cases where child pornographers and predatora are 
actively searching P2P networks for personal pholos ot 
childten and others that may be stored on prlvale 
computers. Once the photos are downloaded and 
viewed, thase lndlvktuals wlfl use lhe •erowse Hosr 
funcllon provided by lhe P2P software which allows lhe 
user to then view and download au additional 
Information being shared from that computer. If 
personal photos are being shared, ii 1$ most Hkely that 
tho computer wiN also be ,haring other personal, 
private lnformallon 11uch as a resume or lax return. This 
accompanying informalion can be used by the predator 
to locate lhe addreas. telephone, workplace, elc. of the 
pOlenlial vlcllm. Individuals at Tiversa have directly 
assisted In the tnvestlgatlon of lhese specifrc types of 
cases. 

Sources of the Breach-Many individuals at this point 
would consider fhemsefvea Immune to these types of 
identity thaft and fraud If they never used or 
downloaded P2P software. This i& not an accurate 
assumption. 

In reseafCh invofvlng over 30,000 consume111, Tl versa 
round lhel 86.7% of the individuals whose information 
was found on the·P2P networks, were breached by a 
third party. Many of lhese Individuals had their 
information expoaed br their doctors, lawyers, 
hospllals, accountanlS, employers, banks and nnancial 
Institutions, payroR companies, etc. Organlzallons lhal 
had a right to have acceq to the Information were 
predominanUy the source of the breach. 

In the 60 day research period (2/25-4126/09), Tlversa 
downlOaded 3,908,000llles that had been lnadver1enHy 
exposed via P2P networks. This number ls .only 
comprised of Excel spreadsheets, \Nord documents, 
POFs, Rich Text, Emails, and PST files. This number 
does not include any pictures, music. or movies. It Is 
Important to note lhat these files were only downloaded 
With general indusl,y terms and cflent fillers running. 
Many more exist on the netwo11< In a given period of 
time. 

Corporations and businesses 

As a melter of record, Tlversa observes searches 

similar to those previously illustrated for 0credll card• 
and for "medical• for Individual corporate name., 
sub81dlarle6, and acronyms. The llluslration of specific 
search atfings in'thl$ testimony would.put these 
corporations al fwther risk. General sear.ch terms 
include company names in comblnallon wilh 
·confldentlel; •executive: "payroll" and other terms 
clearly designed to identify files containing lmpo,tanl or 
personal lnfOfmatlon. The Committee should nole lhat 
the a8111'Chea of thla nature are every bl! es aggressive 
and more specific than those for credit carde and 
medleal Informal/on - the larger and beHer known a 
company and Its brand, the greater lhe riskS associated 
With the aearches for these corporations. 

Corporate information disclosed on P2P netwolks includes 
breached PU and personal health lnformaUon (lhe basis ror 
much of the personal information used In idanlity !heft 
described above), Intellectual property, strategic documenls 
and business plans. We have Identified disdosures of legal 
documenta, pelformance reviews, Board minutes, merger 
and acquisition plans, plant phyalcal security plans, nelwOlk 
diagrams. user IO's and passwords. Specitlc examples of 
lnadvertenl disclosures are described below. 

One Supplier affee1s Thousands - In one Instance, we 
Identified one small company with fewer than 12 employees 
that provides third party blHlng aervices to hospllals. An 
inadvertent disclosure on patfenls from three different 
hospitals by lhls company exposed personal heallh 
information (patlenl namea, SSNa, diagnosis codes, 
physician names, and other lnformalion) Involving: 

• 20.245 Patients 
..- 286 Physicians 
• 4,029 Employer Organizations 
• 335 Insurance Providers 

It Is easy to see Iha criminal value of the information exposed 
In this single breach and the potential Impact to a broad range 
Of individuals, profesalonal& end organizations. 

.Corporate secrets revealed - In another inslance, Tiversa 
discovered the PST file of a high-ranking officer involved in 
lhe merger and acquisition area of a Fortune 100 company. 
The entire Microsoft Outlook information of this office, was 
exposed to the public: 

• Entire calendar 
• Schedule of conference calla with dial-in numbers 

and passeodea 
• Business and personal contacls Including names, 

e-malls, addresses, phone numbers, etc. 
• Over 12,000 e-mails to and from the Individual 
• Over �00 e-mail attachments (documents, 

� 
PowerPoints, spreadsheets, etc.) Including: 

� Reglonal &ales Information 

� 
M&A buslnass Integration update• 

� 
Strategic business alliances 
Revenues through acquisitions 
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In lhe wrong hands, this lnformallon could be used for 
individual profit fmm trading on "lnalder Information• not 
formally reported by the company, or on a much larger scal
to manipulate and undermine the credlbHlty of the caplal 
markets. 

Government, the Nllfltary and National Security 

This risk also extends to lhe mifitary and lo overall 
national security. 

Troop PH exposed - rive,sa has documented the 
exposure of the PH of men and women in the Armed 
Forces with frightening regul1ulty. Military famines are 
prime targets for Identity ttlelt as the lhleve1 are aware 
that the soldiers are probably not cheeking their 
statemBflts or credit reports very closely due to the 
serious nature of the work lhal they are peffotmlng. We 
have seen the conftdentlal Information (SSNs, blood 
types, addresses, next of kin, etc.) of more than 
200,000 of our troops. 

Classlfled Information searched for, •• and found -
P2P networks also pose a national security risk. In 
monitoring the origin of the searches on the P2P 
networks regarding national security Issues, it Is clear 
lhat organized searching Is oceurring from various 
nations outside the Uniled Slates to gain access to 
sensitive military Information being disclosed In this 
manner. 

Searches ere directed at Identifying and oblafnlng 
sensitive Information on matters of security-using terms 
such as: 

• Classltied 
• Military classlfled 
• Mnitary C011rldentlal 
• Topaecrel 
• US Marines classified 
• Restricted 

Examples of Information breaches emanating from P2P 
netWOfks and known to the public are described below. 

In February of this year, Tiversa Identified an IP 
address on the P2P networks, In Tehran, Iran, that 
possessed highly sensitive Information relating to 
Marine One. This information was d"11closad by a 
defense contractor In June 2008 and was apparently 
downloaded by an unknown Individual In Iran. 

On Aprll 22, 2009, lhe Waif Stroet Journal printed a 
front cover slory reporting that former Pentagon 
officials had Indicated that spies had downloaded plans 
for lhe $3008 Joint Strike Fighter project. Highly 
sensitive lntonnatlon regarding lhe Joint Strike Fighter 

e 

program was also discovered on P2P flelworks. 

Recommendations 

For several yen, Tiversa's focus has been wOfklng 
with corporations and government agencies to mitigate 
P2P dlsclosures end risks. Based on our experience, 
we believe that there are steps lhat can help 
slgnlflcanlly decrease the Hkellhood of Inadvertent 
dlaclolures and therefore Increase the safely and 
protection of those most affected, the consumers. We 
humbly and respectfully provide the foRowlng recom
mendations for your consideration. 

Increase Awarena1s of the Problem 

Corporations are Just becoming ltlfare of the problem 
that the P2P poses to Its Information and data security. 
lndivldual consume!'$ are even less prepared for 1he 
security threats I hat it poses. It is very difficult to proteci 
against a threal that you ere unaware of. 

FTC - On the FTC's websile on the page "About 
Identity Theft,• there Is not a slhgle mention of P2P or 
file-sharing as an avenue for a criminal gaining access 
to a consumer's personal Information. Of the 6 methods 
Identified on the website, very few II any could ever 
resul In the consistent production, let alone the 
magnitude, of PII ftke the P2P networks. 

Clearly, vk:tlms of identity theft must be educated and 
notified that P2P could be the source of their stolen 
Information. 

SEO -Awareness •hould extend lo corporations end 
government ageneles as well. Corporations regularty 
breach personal Information of Individuals (employees, 
customers, etc.). Wilh consumers Increasingly being 
asked to provide Pil to employer.a, banks, accountants, 
doctors, hospitals, and government agencies, the 
recipient, of this Pit mu8l be knowledgeable In !he 
threats that P2P can pose to the security of that 
Information. 

Corporations also disclose·oon-publio Information that 
could be used for lndh/ldual profit or to manipulate or 
undermine the markets. P2P risks and vulnerabllilles 
that lead lo these disclosures should be addressed in 
the appUcatlon of current laws (5arbanes-Oxley, 
Gramm-Leach-BUiey, ate.). 
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Federal Data Breach Notification Standards 

41 of the 60 states have now enacted some fonn of 
data breach notification law. However, the laws wry 
from stale lo state and, In our experience, are seldom 
respected or followed by orgenlzallons. ln some cases, 
companies that &eek to do the right thing are unfamlRar 
with lhe various laws lhat may apply to their situation or 
have difficulty In complying wilh the appllcable laws. 

Standardized breach laws should be enacted 10 provide 
guidelines for any organization, publle or private, that 
hous9$ consumer or customer PII in the event of a 
breach of lhe information. In lhls regard, we believe thal 
P2P risks- and wtnerabifities should be addressed In 
the appllcallon of current rawa, and we euppo,t HR 
2221 -the Data Accountability and Trust Act. This 
proposed legislation requite• Iha establlshmenl and 
lmplemenlation of policies and procedures for 
information security practices and Includes notificalion 
and remediation provisions In Instances of breach. 

The breach laws wilt also need to be enforced. Many 
disclosing companies disregard the current &tale laws, 
if any, to lhe severe detriment of the consumer whose 
informadon was expoaed. 

Any breach involving the release of a consumer's $SN 
should Include mandatory identity theft prolectlon ror 
that lndlvldual for a minimum of 5 years. The often 
reported 1 year of credit monitoring Is complek!ly 
lnedequale remediation for a consumer whose SSN 
was breached. Identity thieves will wait fer the.credit 
monitoring to expire after the year p,ovlded to begin to 
al1ack the consumer. This la supported by actual files 
Twarsa has seen with expiry lags entered directly into 
the filename and meta-data. 

Mllltary Personnel & Natlonal Security Disclosures 

DOD - TIie safety and Identity of our men· and women 
in uniform of Congress should be vigorously protected. 
Measures should be taken to sareguard penonal 
inf01mation. and to monitor, detect and remedlate any 
disclosures. For soldiers who have had lheir 
information disclosed, comprehensive Identity theft 
protection services should be provided lo prevent and 
guard against the use of the breached Information. 

DSS - P2P networks should be contlnuously monitored 
globally for the presence of any classified or 
confldenlial lnfoimatlon disclosed by defense 
contractors or subconlractors that could directly or 
lndlrectly affect the safety or security our citizens. 

Consumera 

Tiversa also suggests tha followlng recommendation 
for consumers: 

Know Your PC {and who Is using It) - Parents need 
lo pay close attention to the actions of thelr children 
onnne, especially when the children are using a shared 
PC with the parents. 

Just Askl Consumers need to ask anyone who hr. 
requesting their Pit (doctor, hospltal, lawyer, banking 
inatflullon, accountant, employer, etc.) Whal pIotections 
that the 01ganizatlon has in place to protect against 
Inadvertent dl6dosures on the P2P networks. 

Consider Identity Theft Protection Servll.e -
Organizations offer a wkle valiely of services 10 hetp 
With Identity theft from credit monltorin9 to the more 
proactive placing of fraud alerts and black market 
monitoring. Consumer'$ should se!ecl an ID lheR 
protection service that offers proactive monitoring and 
,emediatlon of P2P related disclosure. 

Conclusion 

In concluston, the lnadve,tent file sharing lhrough P2P 
Fila Sharing networks la high>, peivaslve and large In 
magnitude. It affects consumers, corporations of all . 
sizes, and government agenclea. 

Existing poftefes and IT measures have nol been 
effective at preventing information from becoming 
available. Maficioua individuals regularly uae P2P file 
sharing networks to obtain sensitive, conlldentlat, and 
private Information. They pose an immediate lhreal to 
nalfonal security, business operationa and brands, and 
consumer fraud and fD theft. 

The Commhtee should seek to create broader 
awareness of lhe problem. It should encourage 
lndl11iduals, corp0Jations, and government agencies to 
continuously audit P2P networks themselves to enable 
these entnles to Intelligently determine their exposure 
and to design strategies to mitigate their Issues. 

Mr. Chairman. taking lhese steps wlll better protect us 
all from the dangers thal lurk In these network& while 
allowing for leglllmale uaes of this powenul technology 
lnthafulure. 

Thank you for the opportunity to testify today. 
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IN THE SUPERIOU COURT OF FlJLTON COUNTY 
STATE OF GEORJGA 

LADMD, )NC., a Georgia Corporation, ) 
) 

Plaintiff, ) 
) 

v. ) 
) 

TIVliUSA, INC., 11 Penn .. 1ylvania Corporl'!tion, ) 
TRUSTl:Jl!S 01: DARTMOUTH COtLUGli, nnd ) 
M. IJRlCJOHNSON, ) 

) 
Defendants. ) 

COMPLAIN'r 

Plaintiff LabMD, Inc. ("Plnintiff" or "LabMD") hereby fllcn this o,mj)li'lint 

rigainst Tivci·s,,, Inc., a ]'!.'!nnsylvanin Corporation ("Tiv1mm"), Tru~tccs of Darlmnuth 

College ("D«rlmouthn) and M. fir!t: Johnson ("Jolu'lson") (Tivel'Si'.I, Dartmouth .:ind 

Johnson collectively rcforrcd to ht!l'cin ai; "Defondants") to show this l·lonoroble Court 

the following: 

PAR'rlHS, VIlNUil, ANJJ !URISDICTIOJI.{ 

'1. 

LabMD, 111c. Is a dmncslic corporation urgani2a"C.I undel' the laws of the Stntc of 

Gcorgta wit-ha principal office nddres:,: of 2000 Powers Ferry Road, Buiitling ?ll0, Suito 

520, ,.,uanta, Georgia 30'.\::\9. 

8 
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2. 

Defendant Tivers~, Inc. is a corporation organiied under the l•W$ o( the Statt 9f 

Pennsylvania. Defendant Tiversa can be served with process through Robert Boback, 

Tiversa; s President, at 144 Bmeryvllle Drive Suite 300, Cranberry Township PA 16066 

3. 

Defendant M. Bric Johnson is an individual over the age of 18 and can be served 

with process at Tuck School of Business at Dartmouth CoJJege, 100 Tuck Hall, Hanover, 

New Hampshire 03755. 

4. 

Defendant 'trustees of Dartmouth_ Cotl~ge are organjzed according to the laws of 

the state of New Hampshire and may be served wlth process at 14 S Main Street 2C, 

Hanover NH 03755. 

5. 

Defendants performed certain actlons contained herein at 1117 Perimeter' Center 

West, Atlanta, Fulton County, Georgia 30338 tLabMD Offlceu). 

6. 

Defendants took dellbera\e actiQns at LabMD's office and, as su(;h, created 

continuing o~Hg~tions to Georgia.residents, Including LabMD. 

7. 

Defendant Tiversa solicited businetl\'S from ~bMD qn six separate- oo::asions 

without any request from LabMO. Solicitatlpn One, SolicitAtion Two, Solicitation Three, 

2 
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.. 

Solicitation Four, Solicitation Five and Solicitation Six (as defined herein) all occurred at 

the LabMD Office. 

8. 

La_bMD's causes of action against Defendants arise out of and result from 

Defendants' actions within Georgia. 

9. 

Exercising jurlsdlctlon over Defendants Is consistent with due process notions of 

fair play and substantial justice. 

10. 

Defendants transacted business within the State of Georgia. 

11. 

Defendants committed tortious acts within the State of Georgia. 

12. 

Defendants regularly do business in the State of Georgia. 

13. 

Defendants engage in a persistent course of conduct within the State of Georgia, 

14. 

Defendants derive substantial t'evenue from services rendered in the State of 

Georgia. 

3 
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15. 

. Defendants took personal property belonglng ~o LabMD which was in the State 

of Georgia. 

16. 

This Court has jurisdiction over the parties and t!v;, subject matter of this action. 

17. 

Venue is pro~r in this Court, 

DBFBNDANTS' PATTBRN AND PRACTICBS 

18. 

Tiversa provides peer-to-peer ("P2P"} intelligence services to corporations, 

government agencies and Individuals based on patented technologies that ct1n monitor 

over 550 million computer users dally. 

19. 

Requiring no software or hardware, Tiversa can search for, lpcate, copy, 

downlQad and determine the source of a person's computediles utilizing its "patent.ed 

technologies." 

20. 

Tiversa offers a Corporate Breach Protection product whic:::h establishes il J()ng

term, real-time monitoring program that detects and recoids customer-specific 

computer searchas, data loi;s exposures, and corporate intelJectual property loss on P2P 

networks twenty-lour (24) hours a day, seven (7) days a week, three hundred sixty-five 

(365) days fl year. 

4 
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21. 

Tiversa's patented BagleVlslon XtTM technology globally indexes internet and 

file-sharing networks in real-time. 

22. 

According to Tiversa's website, "Tiversa's blend of automated, patented 

technology and deep expertise ... enables [it] to pinpoint the disclosure source involved 

hi. the exposure of data.'' 

23. 

According to Tiversa' s website, as part of a comprehensive breach Investigation, 

Tiversa can conduct an In-depth network scan to determine £lie prolJferation across P2P 

(lie sharing networks to identify the location of a person's computer files. 

24. 

Defendant Johnson is Director of Tuck School of Business' 

Glassmeyer/ McNamee Center for Digital Strategies ("McNamee Center''). 

25. 

The Tuck School of Business is the business school of Dartmouth College. 

26. 

Defendant Johnson accepted federal funds from the National lnstltute of 

Standards and Technology, the United States Department of Justice, the United States 

Department of Homeland Security, the National Science Foundation and other 

federal/ state/local governments In furtherance of his position as Director of the 

McNamee Center and those activities described hererln. 

5 
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'ZJ. 

Defendant Dartmouth accepted federal fun~s ffOmthe National Institute of 

Standards and Tcchno]ogy, the United State, Department of Justice, the United States 

Department of Homeland Security, the National Science Foundation and other 

federal/ state/local govenunents in furtherance of Defendants' position as Director of 

the McNamee Center and those activities deJ.crlbed herein. 

28. 

Defendant Tiversa accepted federal funds lrom the National Institute of 

Standards and Technology, the United States Dep~rtmenf: of Justke, the United States 

Department of Homeland Security, the N!ltional Science Foundation and other 

federal/ state/local governments Jn furtherance of its activities, including those 

activities described herein. 

29. 

In as early as 2007, Defendants worked in concert and intenti~nally to seareh the 

internet and computer netwo1'ks for computer files containing personally identifiable 

information. 

30. 

On J\lly 24, 2007, Defendant Johpson testified before the United States House of 

Representatives Committee on Oversight and Government Jleform ("2007 Committee 

Hearh;1g"'). In his testimony, Defendant Johnson admitted that he, in concert with 

Defendant Tiversa, intentionally posted the text of an e-mail containing an active Visa 

debit number and AT&T phone card in a music directory that waJI shared via 

6 
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LimeWire. Defendants Johnson and Tiver~a ot>served the activity on the file and tracked 

·ft across P2P networks. 

31. 

Defendant Johnson further t~tifled in the 2007Conunittee Hearing that he and 

Tivetsa "intentlonaUy searched and downloaded thousand, cf bank-related documents 

circulating on the [P2PJ networks," ln~)udirtg, but not limited to, bank statements and 

completed loan application forms which" contained enough information to easily 

commit identity theft or fraud." 

32. 

Defendant Johnson also testified ~t,1rillg the 2007 Committee Hearing that he 

and Tiversa, in concert, Intentionally searched and downloaded '"performance 

evaluations, customer lists, spreaidsheetli with customer information, and dearly 

marked confidential.bank material.'' 

33. 

During the 2007 Committee Hearing, Defendant Tiversa admitted that it 

"developed technology that would aUow lt to position itself throughout the various P2P 

networks" and view all searches and information available on P2P networks. A true 

cini;I cor.rect copy of the 2/J{Y/ t~alimony from Defendant Tiversa is attached hereto as 

Exhibit A. 
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34. 

During the 20(f/ Comtnittee Hearing, Defendant Tiversa admitted that its 

proprietary software anowed it to process 300 million searches per day., over 170 mjlUQn 

morf searche~ than Google was processing pet· day. Ste Exhibit A. 

35. 

During the 2007 Committee Hearb1g, Defendimt Ti versa admitted that its. · 

proprietary technology allows it to not only process all ot the search requests over the 

internet but aiso to view the information available on the networks, including computer 

files containing personally identifiable jnfprmation CUPII") and protected health 

information ("PHIN). Id. 

86. 

During the 20'11 Committee Hea.rlng, Defendant Tive1·sa admitted that it 

intentionally searched for and downloaded computer files containing" federal and state 

identlfic:atlon, including passports., dtiver's ncensea, Social St!curity cards., dispute 

letters with banks, credit card companies, insurance companies., copies of credit 

reports--Expetian, TransUnlon, Equifax, individual bank card statemerats and credit 

card statements, signed copies of health insurance cards, full copies of ta.x returns, 

-active user names and passwords for online banking and brokerage accounts and 

confidentJal medical histories and records." ld. 
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37. 

Ii,. April, 2009, Defendant Johnson, in concert with .Defendants Tiversa and 

Dartmouth, published an article entitled Dnla Hemorrl,ages i11 the Henltli-Cnre Sector 

("Johnson P_~per"), A true and correct copy of the Johnson paper fs attached hereto as 

Bxhibit B. 

38. 

The Joqnson Paper was based upon activities "conducteq in collaboration with 

Tiversa who has developed a patent-pending technology that, in real-time, monitors 

global P2P sharing networks." Ste Exhibit B. 

· 39. 

The Johnson Paper was partially su,pported by the U.S. Department of 

Homeland Security under Grant Award Number 2006-CS-001-000001 under the 

auspices of the Institute for Information Infrastructure Protection (J3P). ld. 

40. 

According to the Johnson Paper, Defendants Johnson and Ti versa initially 

searched l'2P networks" looking for flle~ from top ten publically traded health-care 

firms" and "randomly gathered a sample of shared files related lo health care and those 

institutions" (the "InitJal Search"). Id 

41. 

Pefendant "Tlversa's servers and software al.lowed [Johnson and TiversaJ to 

sample in the four most popular networks (each of which supports the most popuiar 

clients) including Gnutella (e.g. Limewb:e, BearShare), f'astTrack (e.g., KaZaA, 
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Gtokster), Aries (Aries Galaxy), and e•donkey (e.g. eM1,de, BDonkey2K)" according to 

the Johnson Paper. Id. 

42. 

Defendants Johnson and Tiversa "captured" !iles containing PHI or Pll during 

the lniUal Search. Id. 

43. 

Defendants Johnson and Tiversa admitted to intentionally searching for, 

downloading and "manually" analyzing 3,328 computer files belonging to publkal1y 

traded health care firms as part of the Initial ·Search. ld. 

44. 

Defendants Johnson and Tiversa intention.any s~rched for, qownloaded and 

opened patient-generated spreadsheets containing details of medical treatments and 

costs, government applications for employment co11laining deta!led background 

information, social security numbers, dates of birth, places of birth, mother's maiden 

name, history of residences and acquaintances; schooling history, employment hi,tory 

and other data which, according to Dtifendant Johnson, ''could be used to commit 

medical or linandal Identity theft" as part of the Initial Search. Id. 

45. 

Defendants Johnson and Tiversa used the data downloaded during the Initial 

Search to intentionally search for computer Oles on computer ·hosts that Defendants 

"had found other dangerous data" previously (the "Second Search"). !d, 

10 
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46. 

During the Second Search, Defendants Johnson and Tiversa »found a 1,718-

page document containing patient Social Security numbers, insurance information, and 

treatment codes'' (''1,718 File".). Id. 

41. 

The Johnson Paper included a 11redacted excerpt" ol the 1,718 File. Id. 

48. 

The 1,718 File was created on a LabMD computer. 

49. 

The 1,718 File was stored on a LabMD computer, 

50. 

The 1,-718 File was the personal property of LabMD, Inc. 

51. 

Numerous other computer files containing PHI and Pll were intentionally 

searched for, downloaded and opened by Defendants 11versa and Johnson as part of 

the Johns~m Paper, Id. 

52. 

During an interview following the publication of the Johnson Paper, Defendant 

Johnson publkally admitted to intentionally searching major computer networks to 

locate computer files containing PH[ belonging to certain top ten publicly lraded 

healthcare ffrms across the United States. 

11 
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53. 

During an interview following the publication of the Johnson Paper, Defendant 

Jbhnson pubUcally ~dmitted to "looklng for" computer files containing PH( and Pll. 

54. 

During an interview following the publication of the Johnson Paper, Defendant 

Johnson publicelly ~dndtted to intentionally searching major computer networks Jn "a 

rather casual way," over a six month period to locate "promising areas," ''pla~' or 

search terms which wou]d lead to the download of computer files containing personal 

health information. 

55. 

During an interview following the publication 0£ the Johnson Paper, Defend~nt 

Johnson publicaUy admitted to intentionally downloading and opening computer Hies 

containing over 20,000 medical patient records, "and for those patients, 82 Iields pf 

information, not just name, date, social security numbers ... but a much more detaile4 set 

of information, including their employer, their insurance c$rrler, the doctor that was 

treating them, [and] the diagnostic codes that were used." 

56. 

On May 4, 2009, Defendant Tiversa testified before the United States H9use of 

Representatives Subcommittee on Commerce, Trade and Consumer Protection ("2009 

ere He~ring"). A trqe and correct copy of the 2009 ere Hearing testimony is attached 

hereto as Exhibit C. 
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57. 

During the 2009 ere Hearing, Tiversa testified that, through the use 9f"lts 

proprietary software~ lt "can see and detect all previously undetected activity" and 

''where an individual user can only see a very small portion of a P2P file sharing 

network, [it] can see the P2P network in its entirety in real time. [It} has processed as 

many as 1.6 blllion P2P searches per day, approximately 8 .times that of web searches 

entered into Google per day. This itnique leclinologtJ lrns led some industry eAperts 

(11iformation Week) to refer to Tiversa ns lite "Google of P2P.': See Exhibit C (emphasis 

added). 

58. 

During the 20.09 CTC Hearing, Tive~ did a "live demonstration" utilizing Jts 

proprietary technology whereby it intentionally searched for and downloaded over 

215,000 tax returns. Id. 

59. 

During the 2009 ere Hearing, Tiversa testified that between February 25, 2009 

and April 26, 2009, it had "downloaded 3,908,060 files" from P2P networks, some of 

which contained PHl and PII. Id. 

60. 

During the 2009 CTC Hearing, Tl versa produced redacted cop~ Qf <:omputer 

files it downloaded from P2P networks containing PHI and PJI. Id. 

13 
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61. 

Ouring the 2009 CTC Hearing, 'nvetsa produced the 1,?18 PU!! and testlfi~ 

about the 1,718 FJle. Id. 

62. 

Tiversa did not redact the first name, date of btrth or group inSm-ance number 

when ·1t produced the LabMD File at the 2009 ere Hearing. 

63. 

Between July 13-27, 2009, Defendants Tiversa and Johnson JntentionaUy 

searched £or and downloaded approxlmately 7,911 ®mputer £lies rontal,riing PII 

and/ or PHI from twenty-five (25) top medical research institutions. ld. 

,6( 

Between July 13-27, 2009, Defendants Tiversa and Johnson intentionaUy 

opened approximately 2,966 computer liles from twenty-live (25) .top medical research 

Institutions, some of w.hlch contained PH and/ or PHI, including nursing noti?S, medical 

histories, patient diagnoses, psychiatric: evaluations, letters to patients and spreadsheets 

with patient dat3. Id. 

65. 

On July 19, 2009, 'rive~a appeared before the United States House of 

Representatives Committee on Oversight and Government Reform ("2009 COG 

Hearing") and testified that it had the technology to search and download files from 

P2P networks even where a company has "the most robust security measures," 

including "flrewaUs, anti-virus [sic}, Intrusion detection, intrusion prevention, ~nd 
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encryption." A true and correct copy of the 2009 COG Hearing testimony is attached 

hereto as Exhibit D. 

66. 

D~dng the 2009 COG Hearing, Thrersa tntentlonally se$!dled for and 

downloaded tax retUl'll$ <ontaining PU In uuv.e time." See Exhibit D. 

67. 

During th~ 40()9 COG Hearing, a hearing open to the general public, Ttversa 

revealed the social security numbers from tax returns based upon its "live time" 

demonstration. Jd. 

'68, 

During the 2009 COG Hearing, 'fiversa testified that "beginning in 2003, [it} 

developed systems that monitor and Interact with pnd within P2P networks tr, search for 

sensitive informndon .. • " Id. 

69, 

During the 2009 COG Heari,Qg, Tiver8(l testified that it searched for and 

downloaded files containing PJI ~nd PHI as part of a research proj~t. ld. 

70. 

Between September 23-0ctober 7, 2009, Defendants Tiversa and Johnson 

intentionally searched for and downloaded computer flies containing PI! and/ or PHl 

fron, medical resei:lrch institutions. 
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71. 

B~tween September 2a-October 7, 2009, Defendants Tiversa and Johnson 

intentionally ppened computer files from medical research instllutions, some of which 

co~taJned Pll a.nd/ or PHI, including files with social security numbers, dates of birth 

·and dia~noses codes. 

DBFENOANT TIVBRSA'S SOUCITATIONS AND ACTIONS 

72, 

On May 13, 2008, Robert Boback, CEO of Defendant Tiversa, called LabMD 

(the "Tiversa Cal111
). 

73. 

During the Tiversa Call, Mr, Boback informed LabMD that he was calling 

because he was in possession of a computer £lie containing patient social security 

numbers and the computer file belonged to LabMD. 

74. 

During the Tiversa Call, Mr. Boback told LabMD that the computer file in his 

possession was the type of flle Individuals were searching for on P2P networks. 

75. 

During the Tiversa Call! Mr. Boback told LabMD that large fin~ncial 

institutions and medkai insurame companies were being targeted by individuals 

searching for and downloadihg co~puter lil4!.S CQntaining PHI and Pll. 
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76. 

Du:rlng the Tiversa·Call, Mr. Boback agreed to provide a copy of the computer 

file In ito possession to LabMD. 

71, 

On May 13, 2008 at approximately 11:25 AM EST, Defendant Tiversa emailed a 

copy .of the file in its possession to LabMD (the "11:25 Bmall"). A true and correct copy 

of the 11:25 Bmail ls attached hereto as Exhibit B. 

78. 

The flle produced in the 11:25 Email was the LabMD File. 

79. 

In the 11:25 email, Defendant TI versa agreed to have an engin~er review the 

computer file In its possession to "see when (Its] systems first detected/ dow11l011ded the 

file from P2P network." See Bxhlbtt B (emphasis added). 

80. 

On May 13, 2008, at approximately 1:22 PM EST, Mr. Boback again ema1led 

LabMD (the "1:22 Email"), A true and correct copy of the 1:22 Email is attached hereto 

as Bxhibit F. 

81, 

In the 1:22 Email, Defendant Tlversa ll'lformed LabMD that ''it checked back 

against the tlmeline to see the date that [(t) originally acquired the file pertaining to 

LabMD" an.d "it appears" that Defendant Tiversa Hfirst downlonded the file on 02/05/08 

at 3:49PM.'' See Exhibit F (emphasis added). 
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82. 

In the l:22 Email, Defendant Tiversa lnfonned LabMD tha:t its ,;systems show a 

record of continued availability for sporadic periods ov~ the p~t mc;>nth" but that it 

had not attempted to download the 1,718 File again. Id. 

83. 

In the 1:22 Email, Delen<:{ant 1Jversa informed LabMD that Tiversa's ''system 

did nqt c;a1,1to~record the IP ... most likely due to the limited amount of criteria indexed 

against the DSP." According to Pefendant Tiversa, it may "have the actual source IP 

a~cfress in the data store logs but it was not readi1y available at this point'' ~nd it 

"should be able to get it but it would take some time." Id. 

84. 

On May 13, 2008 at approximately 2:13 PM FST, Defendant Tiversa solicited 

business from LabMD (the "Solicitation of Services"). A true and correct copy of the 

Solicitation of Services Is attached hereto as Exhibit G. 

85. 

In the Solicitatlon of Services, Defendant Tlversa offered to "provide 

inv~sfigative and remedi~tion services through [lts] [ncident Response Team" if LabMD 

was in ne·ed of Defendant Tlversa' s "professional assistance." See Exhlbit C. 

86. 

In the Solicitation of Services, Defe~dant Tiveraa Qffered to "locate and identify 

the precise sou(ce where it downloaded the 1,718 File and could "identify additional 

disclosed files from that source (of whic:h there are most likely additional files since 
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most indi.vid~als are sharing an average of over 100 files per FC)." Ad~itionally, 

Defendant Ti versa offered to ''perform a Global Spread Analysis." FjnaJly, and 

according to Defendant Tiversa, "most impo1'tantly, [it could] work to recovei: and 

cle~nse the sensitive documents from the P2P.'' Id, In closing, DefendantTiversa 

offered to put LabMD "in touch with ffjversa's] Operations team" if any of Tiversa's 

"services [were} of interest" to LahMD. Id, 

87. 

On May 15, 2008 at approximately 4:34 AM EST, LabMD asked Defendant 

Tiversa for spedfic inf ormatlon regarding the means it searched for and downloaded 

the 1,718 PIie. Defendant Tiversa informed LilbMD that any information regarding the 

means by which it acquired LabMD's file ''would require a profeSS,iollal services 

agreement" and that there were "many more necessary benefits to a proper 

investigation" by Defendant Tiversa (the Second Solicitation"). A true and correct copy 

of the Second Solicitation is attached hereto as Exhibit H. 

88. 

On May ·22, 2008, without prompting or contact from LabMD, Defendant 

Tlversa sent an email to LabMDindicatlng that "it continued to see people searching for 

the file in question on the P2P network" and that Defendant•Tlversa' s ~y~tem "recorded 

that the file still exists on the network ..• although [it) lwd not attempted lo domnlond 

miotl,er copy." Defend~nt Tiversa again solicited bu&Jness from LabMD and asked 

LabMD Jf it needed "some assistance" and again offered Tfversa's "'Incidence Response 
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Services" (the Third Solicitation"). A h'u~ and correct copy of the Thi«! Solicitation Is 

attached hereto as Exhibit I.1 

89. 

In the Third Solicitation, De(endant Tivel.'sa outlined the costs, turn around 

time and potential outcome that LabMD could expect if it engaged t})e services of 

Defendant Tiversa. Id. 

90. 

On May 23, 2008 atapproximately 10:06 AM EST, Defendant Tiversa 

transmitted a services agreement and confidentlaUty agreement to LabMD. Id. A true 

and correct copy of the Services Agreement and C.Onfidentlatity Agreement are attached 

hereto as Exhibit J. 

91. 

On May 30, 2008, Defendant Tiversa soHclted the bu~iness of LabMD for a 

fourth time and h\form:ed LabM.D that U the terms of the Services Agreement and 

Confidentiality Agreement were acceptable to LabMD, Defendant "Tlversa should get 
I 

started right away due to the sensitivity of the file" that wa, in its possession and 

further informed LabMO that the "title of the flle [in Its possession] had 'insurance 

aging' in it, whtch is belng highly sought afuir'' (the "Fourth SOlicitation"). A true and 

correct copy of the Fourth Solicitation is attached hereto as Exhibit K. 

1 A serlerof emall exchanges are contalncd In Bxhlblt Hor the Court's convenience. The fll'lt email .LabMD 
received from Defendant Tl versa, dated May 22, 2000 at 3:22 PM 1ST ts contained ori page 3 or 4 of HxJllbtt a 
ahd tile email exchange continues In reverse chronologlcal order based upon lhls nrttcommunlcatlojl, 
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92. 

On June 6, 2008, Defentiant Tiversa solicited business from LabMD for a firth 

time (the ;,Filth Solicitation"). A true and correct copy of the Fltth Solidtation Js 

attached hereto as Exhibit L. 

93. 

In the Fifth Solicitation, Defendant Tiversa stated the following: 

I hope thts ematl ff nds you doing wel1. I wanted to foJlow-up with you 
as I have not heard anything regarding the disc:losure at LabMD I ~m 
not sure if you caught the re-cent pre~ about Waiter R~ed Army MecUcal 
Center having a disclosure of qver 1000 patients SSNs ek. Tile stc:>ry of 
the disclosure has been picked. up by over 200 publication& Since then, 
we have seen the u.c;ual increase in sf?arch activity on the P2R 
(pre&umably media) in attempt {sic] to lin,d this and other information .of 
this type Given this fact, we should move tQ remediation very quic;kly 
Jf you have been ijf,le to locate the source of the disclosure internally, that 
would be hdplul The tile, h<:>wever, will most likely have be~n already 
taken by secondary disclosure points which wm need to be found and 
remedi~ted. Please let me know if you need assistance. 

See Exhibit L. 

94. 

On July 15, 2008 at 10:03 AM ESr, Defendant Tivetsa solicited busJness from 

LabMD for a sixth time and stated the following: 

I wanted to follow-up with you regarding the breach that we discussed 
several weeks agQ. We have continµed to see individuals searching for 
and downloading copies c,! the file that was provided ... it is imporlan,t to 
note that LabMD ls not the only company that.has been affect~4 by this 
typ~ of breach. This Is widesprec1d problem that alfects tens of thousands 
of organizations and millions of individuals. I am not sure if you read 
the Washington Post, but there was an [sic] front p~ge article last w~k 
involving a widely reported file sharing breach of Supreme Court justic:e 
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Stephen Bl'eyer's SSN and personal data. Wagner Resources, th.e 
Jnv~tment fJrm responsible, took immediate action to solve the problem 
w~ch resonated ~Uh the affected JndMduals. In fact, many of the 
Jnd1viduals whose mformatlon was disclosed contacted the owner of the 
firm to say that HB was the victim of this relatively unknown, although 
dangerous, security risk. 

(the ,;Seventh Solicitation"). A true and correct copy of the Seventh Solicitation is 

attached hereto as Exhibit M. 

95. 

In response to the Sixth Solicitation, LabMD directed Defendant Tiversa to 

LabMD's attorneys. 

96. 

On September 30, 2010, LabMD, through the undersigned, demanded return of 

the 1,718 File from Defendant Tiversa. A true and correct copy of the September 30, 

2010, correspondence from LabMD to Defendant Tiversa is attached hereto as Exhibit 

N. 

97. 

On September 30, 2010, LabMD, through the undersigned, demanded return of 

the 1,718 File from Defendant Johnson. A true and correct copy of the September 30, 

2010, correspondence from LabMD to Defendant Johnson Is attached hereto as Bxhiblt 

0. 
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98. 

On September 30, 201Q, LabMD, through the undersigned, demanded return of 

the 1,718 File from Def~ndant Dar~mQqth, A true and correct copy of the September 

30, 2010, correspondenc;e from 1..abMD to Defendaqt is attached hereto as Exhibit P. 

99. 

Defendant& Johnson and Dartmouth continue to financialJy benefit from the 

·searching for, downloading and opening of computer flies containing-PHI and Pll from 

third parties. 

100. 

Defendants Johnson and Dartmouth dJscussed all of the activities referenced 

herein in a 2011 paper presented at the 44111 annual Hawaii International Conference on 

System Sciences entitled Will HITECH Henl Pntient Dntn Hemorrhnges. A true and 

correct copy of the Hawaii International Conference paper is attached hereto as Exhibit 

Q. 

101. 

Defendants Johnson and Dartmouth discuss~t;l the actlvltles referenced herein in 

,an article entitled UsrtbillhJ Failures nnd Healtlicnre Data Htntorr/lRges published in the 

March/ April 2011 issue of the nmn Security n11d Privacy ma~zine. A true and correct 

copy of the lEBB article is attached hereto as Exhibit R . 

.102. 

Defendants received federal fundi~ and used federal funding to perform the 

a.(:tivitles refer<?m:ed herein. 
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103. 

As of October 13, 2011, a link to the Johnson Paper appeal'8 on the Tuck; 

homepage on• the world wide web along with links to Johnson's other articles 

referenced herein. A true. and cor1~t copy of a ,icreenshot of Tu~k' s homepage taken 

on Octobe1· 13, 2011, is attached hereto as Exhibit S. 

COUNT Ii COMPUTER FRAUD AND ABUSE ACT (18 use a 1030) 
(DetendantS:Tjyersa and Johnson Only} 

104. 

LabMDxealleges theallegationsoontalned In Paragraphs 1-103as though 

stated herein verbatim. 

105. 

LabMD's computers are used in and affect interstate commerce. 

106. 

Defendant 'fiversa intentionally accesseJ 'LabMD's computers anq networks 

and downloaded the 1,718 File without authorization. 

107. 

Defendant Ti\l'ersa exceeded any authodzatlons, ff any, it had to access 

LabMD's computers and networks anti downloaded the 1,718 File. 

108, 

Defendant Johnson intentionally accesses tabMD's computers and networks 

11nd downloaded the 1,718 File without authorization. 
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109. 

Defendant Johnson exceeded any authorizations, if a.ny, ft had to access 

LabMO's .networks and computers. 

110. 

Defendant Tiversa transmitted the 1,718 File acroSJ state Jines in the 

furthertmce of Interstate commerc:e. 

111. 

Defendant Johnson h:ansmitted the 1,718 File across state lines in the 

furtherance of interstate commerce. 

112. 

Didendant Tiversa accessed LabMD's computers and networks with the intent 

to extort money from LabMD. 

113. 

Defendant Tiversa J~paired the confidentiality of in.fQrmation obtained from 

LabMD's computers wlthout authorization or by exceeding any authorized access, to 

the extent any authorization exist,ed. 

.114. 

Defendant Tlvema demanded a.nd/ or requested money or other thing of value 

fl'Qm LabMD during the First, Second, Third, Fourth, Fifth and Sixth SQllcltatlon. 

115. 

Tiversils demands and/ or reque~ts for m~n~y .or other things of value were a 

direct result of Tiversa's download of the 1,718 File. 
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116. 

Tiversa downJoaded the 1,718 File from LabMD's computer Jn order to 

facUitate the extortion of money and/ or items of value from LabMD. 

117. 

LabMD suffered and continues to suffer damages as a result o( the above 

actions in an amount to be proven at trial. 

COUNT II: COMPUTER CRIM6S {O.C.G,A, 16:;9-93) 
{Defendants Tiversa and Johnson Only) 

118. 

LabMD reaUeges the allegations contained in Paragraphs 1 through 117 as 

though stated hererin verbatim. 

119. 

O.C.G.A. 16-9-93(a) provides that "(aJny person who uses a computer or 

computer network with knowledge that such use is without authority and with the 

intention of. (1} Taking or appropriating any property of another, whether or not with 

the intention of depriving the owner of possession .•• [or} (S) Converting property to 

such penmn's use in violation of an agl'eement or other known legal obligation to make 

a specified application or dlsposltlon of such property shall be guilty of the crime of 

computer theft. 

120. 

O.C.G.A. 16~9-93(c) provides that" any person who uses a computer or 

computer network with the intention of examining any employment, medical, salary, 
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credit, or any other financial or personal data reJatJng to any other person with 

knowledge that such examination is without authority shall be guilty of the cl'ime of 

C'Pmputer Invasion of prJvacy." 

121. 

O.C.G.A. 16-9-93 (g)(1) provides that Hany person whose property or person is 

injured by l'eason of a violation of any provision of [O.C.G.A. 16-9-931 may sue 

therefore and recover for any damages susta.lned and the costs of sujt." 

122. 

Defendant Tiversa used a computer network to search for, download, open 

and disseminate the 1,718 File. 

123. 

Defendant Tiversa knew that the searching for, downloadin1v opening and 

dissemination of the 1,718 File was not authorized by LabMD. 

124. 

DefendantTiversa took LabM0's personal property. 

125. 

Defendant TI versa obtained LabMD' s personal property by a deceitful means 

and artful practlce. 

126. 

Defendant Tiversa used a computer and/ or compute,; network with the 

intention of examining employment, medical, salary, credit, and other financial or 

personal data relating to third parties. 
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128. 

Defendant TI versa searched computer networks searching far, downloa<.iing, 

opening and dissemination LabMD computer files a;,ntaining employment, medical, 

salary, credit, and other financial ()r personal data .on numerou6 occasions. 

129. 

Defendant Johnson used a computer network to search for, download, open 

•and disseminate the 1,718 Pile. 

130. 

Defendant Johnson knew that the searching for, downloading, opening and 

dissemination of the 1,718 File was not authorized by LabMD. 

131. · 

Defendant Johnson took LabMO's personal property. 

132. 

Defendant Johnson obtained LabMD's personal property by a deceitful means 

and artlul practice. 

133. 

Defendant Johnson used a computer and/ or computer netw.ork wJth the 

int~ntlon of examining employment, medical, salary, credit, and other financial or 

personal data relating to third partles. 
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134. 

Defendant Johnson searched computer networks searching for1 downloading, 

opening and dissemination of LabMD computer liies containing employment, medkal, 

salary, credit, and other financial or personal data on numerous occasions. 

135. 

Defendants Tiversa and Johnson committed computer theft. 

136. 

Defendants Ti versa and Johnson committed computer invasion of privacy. 

137. 

As a result of Defendant Tiversa and Johnson's actions, LabMD has suffered 

damages in an amount to be proven at trial. 

COUNT Ill: CONVERSION 
{As fo All Defendants) 

138. 

LabMD realleges the aJJegatlons contained In Paragraphs 1 through 137 as 

though stated verbatim herein. 

139. 

The 1,718 File is owned by LabMD. 

140. 

Defendant Tiversa is in possession of the 1,718 File. 

29 
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141. 

Defendant Tlversa is not authorized to assume the right of ownership over ~he 

1,718 Pile. 

142, 

The appropriation of the 1;718 FHe ~y Defendant Tiversa was not authorized by· 

LabMD. 

143. 

Defendant Johnson is in possession of the 1,718 File. 

144. 

Defendant Johnson is not authorl7.ed to assume the right of ownership over the 

1,718 File. 

145. 

The appropriation of the 1,718 File by Defendant Johnson was not authorized by 

LabMD. 

146. 

Defendant Dartmouth is in possession of the 1,718 Fite. 

147. 

Defend~nt Dartmouth ls not authorized to assume the right of ownership over 

the 1,718 File. 

148. 

The appropriation of the 1,718 File by Defendant was not authorized by LabMD. 
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149. 

LabMD•informed Defendants that the 1,718 file belo.tiged to LabMD. See 

Bxhibit, N, O and P. 

150. 

LabMD demande<J rehtrn of the 1,718 Fite from Defendants. 

151. 

Defendants have not returned the 1,718 File to LabMD. 

152. 

As a result of Defendants' actions, LabMD has been damaged in.an amourit to 

be proven at trial. 

COUNT IV: TRESPASS 
(As ·to All Defendants) 

'153. 

LabMD realleges the a11egations contained m Paragraphs 1 through 152 as 

though stated herein verbatim. 

154. 

Defendants have unlawfully abused LabMD's personal property. 

,155. 

Defendants have damaged LabMD's personal property • 

. 156. 

As a result of Defendants' unlawful abuse ol LabMD' s personftl property, 

LabMD has boon damaged In an amount to b~ proven at trial, 
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COUNT V: PUNmVB DAMAGES 
(As to All Defendants) 

157. 

LabMD reafleges the allegations contained in Paragraph 1 through 156 as 

though stated herein vetbatlm. 

158. 

Defendants' actions described herein constitute wil.)lul misconduct, malice, 

fraud, wantonness and oppres11ion. 

159. 

Defen<Jants' actions herein constitute a want of care w,-.kh would raise the 

presumption of a conscious indifference to consequences. 

160. 

LabMD is entitled to punitive damages from Defendants In an amount to be 

proven at fritd. 

WHBREFORE, Lab MD prays for the following relief: 

(a) Judgment against Defendants as outlined herein; 

{b) Damages in an amount to be determined at trial; 

(c) Exemplary d.am~ges in an amoµnt to be determined at td~l. 

(d) Attorney's fees and costs associated with this Jitlgation; 

( e) A trial by jury on th~ i~s~es O\ltlined herein; 

(f) All such other aqd (urther relief as the Court deems just and 

proper. 
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[SIGNATURE CONTJNUB ON NBXTPAGBJ 
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 6 

Commission Letter Denying Lab MD, Inc. 's Petition to Limit or Quash the 
Civil Investigative Demand and Michael J. Daugherty's Petition to Limit or 
Quash the Civil Investigative Demand, in File No. 102 3099 (April 20, 2012) 
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UNITED STATES OF AMERICA 

FEDERAL TRADE COMMISSION 

WASHINGTON, DC 

Office of the Secretary 

April 20, 201 2 

VIA E-MAIL AND COURIER DELIVERY 

Claudia Callaway, Esq. 
Christina Grigorian, Esq. 
Julian Dayal, Esq. 
Katten Muchin Rosenman LLP 
2900 K Street, N.W. 
North Tower - Suite 200 
Washington, D.C. 20007 
E-mail: claudia.callaway@kattenlaw.com 

RE: LabMD, Inc. 's Petition to Limit or Quash the Civil Investigative Demand; and 
Michael J. Daugherty's Petition to Limit or Quash the Civil Investigative Demand 

Dear Ms. Callaway, Ms. Grigorian, and Mr. Dayal: 

On January I 0, 2012, the Federal Trade Commission ("FTC" or "Commission") 
received the above Petitions filed by LabMD, Inc. ("LabMD") and its President, Michael 
J. Daugherty (collectively, "Petitioners"). This letter advises you of the Commission's 
disposition of the Petitions, effected through this ruling by Commissioner Julie Brill, 
acting as the Commission's delegate. 1 

For the reasons explained below, the Petitions are denied. You may request review 
of this ruling by the full Commission.2 Any such request must be filed with the Secretary 
of the Commission within three days after service of this letter ruling. 3 The timely filing 

1 See 16 C.F.R. § 2.7(d)(4). 

2 16 C.F.R. § 2.7(t). 

3 Id. This ruling is being delivered by e-mail and courier delivery. The e-mail copy is 
provided as a courtesy, and the deadline by which an appeal to the full Commission 
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of a request for review by the full Commission shall not stay the return dates established 
by this ruling.4 

I. INTRODUCTION 

The FTC commenced its investigation into the adequacy of LabMD's information 
security practices in January 2010, after a Lab MD file had been discovered on a peer-to
peer ("P2P") file sharing network.5 The file, which Petitioners call the" 1,718 File" 
because it is 1,718 pages long, is a spreadsheet of health insurance billing information for 
uropathology and microbiology medical tests of around 9,000 patients. It contains highly 
sensitive information about these consumers, including: 

• Name; 
• Social Security Number; 
• Date of birth; 
• Health insurance provider and policy number; and 
• Standardized medical treatment codes.6 

Such information can be misused to harm consumers. 

The purpose of the investigation is to determine whether Petitioners violated the 
FTC Act by engaging in deceptive or unfair acts or practices relating to privacy or 
information security. The inquiry is authorized by Resolution File No. P954807, which 
provides for the use of compulsory process in investigations of potential Section 5 
violations involving "consumer privacy and/or data security." 

would have to be filed should be calculated from the date on which you receive the 
original letter by courier delivery. 

5 P2P programs allow users to form networks with others using the same or a compatible 
P2P program. Such programs allow users to locate and retrieve files of interest to them 
that are stored on computers of other users on the networks. 

6 LabMD Pet., Ex. C, at Fig. 4. Because the LabMD and Daugherty Petitions make the 
same arguments (the Petitions differ only in details about the submitter), we generally 
cite only to LabMD's Petition. 

2 
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The investigation began with voluntary information requests for documents and 

information about LabMD's information security policies, procedures, practices, and 
training generally, as well as information about security incidents, including, but not 
limited to, the discovery of the 1,718 File on P2P networks. In response, Lab MD 
produced hundreds of pages of documents, including supplements and responses to 
follow-up questions. To complete the investigation, staff requested issuance ofCIDs to 
LabMD and Michael J. Daugherty, LabMD's President. 

The Commission issued the CIDs on December 21, 2011. Both require testimony 
relating to information security policies, practices, training, and procedures. They also 
include a limited number of interrogatories that require Petitioners to identify documents 
used by the witnesses to prepare for their testimony.7 The LabMD CID also includes a 
single document request asking for only those documents that were both identified in 
response to the CID's interrogatories and had not been previously produced to staff.8 

Petitioners seek to quash or limit the CIDs because, they claim, the CIDs "appear 
to be premised on" the download of the 1,718 File (hereinafter, the "File disclosure").9 

Their principal objection relates to the merits of the investigation. In particular, they 
contend (without citing any authority) that the Commission must have a "justifiable" 
belief that a law violation has occurred before it can issue CIDs, and that the File 
disclosure cannot support such a belief. They claim that the File disclosure occurred not 
because LabMD failed to implement reasonable and appropriate security measures, but 
because the company was the victim of an illegal intrusion conducted by Ti versa (a P2P 
information technology and investigation services company) and Dartmouth College 
faculty using Tiversa's powerful P2P searching technology. 1° Further, Petitioners argue 
that no actual harm to consumers resulted from the File disclosure. 11 Accordingly, they 

7 LabMD Pet., Ex. A. 

8 LabMD Pet., Ex. A. 

9 LabMD Pet., at 1. 

10 Petitioners claim that in the course of a Department of Homeland Security-funded 
research project, Professor M. Eric Johnson of Dartmouth College's Tuck School of 
Business and Tiversa used Tiversa's P2P searching technology to search for and then 
download the file. LabMD Pet., at 3-4, 7, & Ex. F, at 10-12. 

11 The Petitions claim that there is no allegation of actual consumer injury from the File 
disclosure. LabMD Pet., at 7. 

3 
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contend that investigating either the File disclosure or the adequacy of Lab MD' s security 
practices is improper because no law violation can have occurred, and that the CIDs 
therefore should be quashed. 12 

As discussed below, these arguments are undermined by: ( 1) the obvious point 
that an investigation necessarily must precede assessment of whether there is reason to 
believe a law violation may have occurred (in any matter); (2) the scope of the 
authorizing resolution; and (3) the language of the FTC Act. The resolution authorizes 
use of compulsory process in an investigation to determine whether Petitioners engaged 
in deceptive or unfair practices related to privacy or security. Petitioners' focus on the 
File disclosure is misplaced - it may bear on the adequacy of LabMD's security practices 
under the FTC Act but does not establish the investigation's scope under the resolution. 13 

Further, in such an investigation Section 5 directs the Commission to consider whether 
security practices are unfair because they create a sufficient risk of harm, even if no harm 
has been reported. 

Petitioners make two additional arguments in support of their Petitions. First, they 
argue that the resolution authorizing the CIDs did not provide them with sufficient notice 
of the purpose and scope of the investigation. Second, they argue that the FTC is without 
jurisdiction to pursue this investigation. Both of these additional arguments are equally 
without merit. 

II. ANALYSIS 

A. The applicable legal standards. 

Compulsory process such as a CID is proper if the inquiry is within the authority 
of the agency, the demand is not too indefinite and the information sought is reasonably 
relevant to the inquiry, as that inquiry is defined by the investigatory resolution. 14 

12 LabMD Pet., at 7-8. 

13 See, e.g., CVS Caremark Corp., No. 072-3119, at 4 (Dec. 3, 2008) (confirming that the 
scope of an investigation authorized by Resolution P954807 properly included all of 
CVS' "consumer privacy and data security practices" (including its computer security 
practices) and could not be limited (as the company argued) to just known incidents of 
unauthorized disposal of paper documents in dumpsters). 

14 United States v. Morton Salt Co., 338 U.S. 632, 652 (1950); FTC v. Invention 
Submission Corp., 965 F.2d 1086, 1088 (D.C. Cir. 1992); FTC v. Texaco, Inc., 555 F.2d 
862, 874 (D.C. Cir. 1977). 

4 
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Agencies have wide latitude to determine what information is relevant to their law 
enforcement investigations and are not required to have "a justifiable belief that 
wrongdoing has actually occurred," as Petitioners claim. 15 As the D.C. Circuit has stated, 
"The standard for judging relevancy in an investigatory proceeding is more relaxed than 
in an adjudicatory one .... The requested material, therefore, need only be relevant to 
the investigation - the boundary of which may be defined quite generally, as it was in the 
Commission's resolution here." 16 Agencies thus have "extreme breadth" in conducting 
their investigations, 17 and "in light of [this] broad deference ... , it is essentially the 
respondent's burden to show that the information is irrelevant." 18 

B. The CIDs satisfy the foregoing standards. 

Petitioners argue that the CIDs are improper for several reasons. In particular, they 
claim no law violation could have occurred, by arguing that: ( 1) not even "perfect" 
security measures (let alone the reasonable security measure standard the Commission 
uses to determine whether a law violation may have occurred) could have prevented the 
File disclosure because Tiversa's technology "can penetrate even the most robust 
network security," 19 and (2) no actual injury resulted from the File disclosure. 

15 LabMD Pet., at 6. See, e.g., Morton Salt, 338 U.S. at 642-43 ("[Administrative 
agencies have] a power of inquisition, if one chooses to call it that, which is not derived 
from the judicial function. It is more analogous to the Grand Jury, which does not 
depend on a case or controversy for power to get evidence but can investigate merely on 
suspicion that the law is being violated, or even just because it wants an assurance that it 
is not."). 

16 Invention Submission, 965 F .2d at 1090 ( emphasis in original, internal citations 
omitted) (citingFTCv. Carter, 636 F.2d 781, 787-88 (D.C. Cir. 1980), and Texaco, 555 
F.2d at 874 & n.26). 

17 Linde Thomsen Langworthy Kohn & Van Dyke, P.C. v. Resolution Trust Corp., 5 F.3d 
1508, 1517 (D.C. Cir. 1993) (citing Texaco, 555 F.2d at 882). 

18 Invention Submission, 965 F.2d at 1090 (citing Texaco, 555 F.2d at 882) ("burden of 
showing that the request is unreasonable is on the subpoenaed party"). Accord FTC v. 
Church & Dwight Co., 756 F. Supp. 2d 81, 85 (D.D.C. 2010). 

19 LabMD Pet., at 7. 

5 
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The Commission is not required, as a precondition to conducting a law 

enforcement investigation, to make a showing that it is likely that a law violation has 
occurred. The D.C. Circuit confirmed this point in FTC v. Texaco, Inc., when it stated, 
"[I]n the pre-complaint stage, an investigating agency is under no obligation to propound 
a narrowly focused theory of a possible future case . . .. The court must not lose sight of 
the fact that the agency is merely exercising its legitimate right to determine the facts, and 
that a complaint may not, and need not, ever issue."20 Here, Petitioners seek to quash the 
CIDs by asserting that LabMD's practices must have been reasonable under the FTC Act 
because the 1,718 File was retrieved using Tiversa's powerful searching technology. 
Accepting this argument would prevent the Commission from exploring relevant issues 
bearing on reasonableness, such as, for example, whether the company's security 
practices could have prevented the I, 718 File from being retrieved using the common 
P2P programs that are used by millions of computer users each day or whether there were 
readily available security measures LabMD did not implement that would have prevented 
even Tiversa's technology from successfully retrieving the file. Although such evidence 
(if it exists at all) could undermine their reasonableness claim, Petitioners nonetheless 
argue that the Commission cannot use CIDs to investigate whether the evidence exists 
unless it already has reason to believe it does exist. For this reason, Petitioners' argument 
that the strength of Tiversa's P2P searching technology precludes the possibility that a 
law violation occurred, regardless of the state of LabMD's security, must fail. 

Similarly, Petitioners' assertion that no law violation can have occurred because 
no actual harm has been shown also fails because, under Section 5, a failure to implement 
reasonable security measures may be an unfair act or practice if the failure is likely to 
cause harm. No showing of actual harm is needed. 21 

Both arguments conflate the purpose of a CID with the purpose of a future 
potential complaint. A CID can only compel information necessary for an investigation, 
and the investigation may or may, not result in allegations of a law violation. 22 

20 555 F.2d 862, 874 (D.C. Cir. 1977). This holding from Texaco has been repeatedly 
reaffirmed, most recently in FTC v. Church & Dwight, 747 F. Supp. 2d 3, 6, ajf'd, 2011 
U.S. App. LEXIS 24587 (D.C. Cir. Dec. 13, 2011). 

21 15 U.S.C. § 45(n) (an unfair practice is one that "causes or is likely to cause substantial 
injury to consumers"); see also FTC Policy Statement on Unfairness, 104 F.T.C. 949, 
1073 & n.15 (1984). 

22 Petitioners also argue that the CIDs are improper for other reasons. They claim that 
because security issues posed by P2P programs were common (according to Tiversa), 
such issues could not constitute an unfair or deceptive practice in violation of the FTC 

6 
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Additionally, Petitioners have claimed that the CIDs are burdensome, but they 

have not come forward with any support for these assertions. Instead, they make only 
bald statements that the CIDs are "highly burdensome," "unduly burdensome," "costly 
and burdensome," and "deeply burdensome."23 Having offered no factual information 
about the alleged burdens of complying with the CIDs, Petitioners have not sustained 
their burden to demonstrate that the CIDs are unduly burdensome.24 

Such a showing would be difficult here in any event. Notwithstanding Petitioners' 
description, the CIDs call primarily for testimony, not documents. Thus, it seems unlikely 
that compliance would require large-scale or time-consuming document production. 

Act. LabMD Pet., at 7-8 & n.34. This argument is unavailing. The fact that a particular 
practice may be pervasive or widespread has no bearing on whether the FTC may 
investigate it as also deceptive or unfair. Indeed, accepting Petitioners' argument would 
confine the FTC to investigating only those activities that were rare or uncommon, thus 
crippling the agency's law enforcement mission. Along the same lines, Petitioners 
contend that the risks of P2P technology, and the resulting potential liabilities to 
businesses, were not known in 2008, when the File disclosure occurred. In support of this 
claim, they assert that the FTC did not notify businesses or publish !::,'Uidance about P2P 
until 2010. LabMD Pet., at 8. In fact, many, including the FTC, warned about the risks 
presented by P2P programs years before the File disclosure occurred. See, e.g., FTC Staff 
Report, "Peer-to-Peer File Sharing Technology: Consumer Protection and Competition 
Issues" (June 2005), available at http://www.ftc.gov/reports/ p2p05/050623p2prpt.pdf; 
Prepared Statement of the Federal Trade Commission Before The Committee on 
Oversight and Government Reform, United States House of Representatives (July 24, 
2007) (discussing P2P programs and risks), available at 
http://www.ftc.gov/os/testimony/P0345 l 7p2pshare.pdf. 

23 LabMD Pet., at 7, 9, & 10. 

24 See, e.g., Texaco, 555 F.2d at 882 ("The burden of showing that the request is 
unreasonable is on the subpoenaed party.") (citing United States v. Powell, 379 U.S. 48, 
58 (1964)); accord EEOC v. Maryland Cup C01p., 785 F.2d 471,476 (4th Cir. 1986) 
(subpoena is enforceable absent a showing by recipient that the requests are unduly 
burdensome); FTC v. Standard American, Inc., 306 F.2d 231,235 (3d Cir. 1962) 
(recipient has responsibility to show burden and must make "a record ... of the measure 
of their grievance rather than ask [the court] to assume it"); In re Nat 'I Claims Serv., Inc., 
125 F.T.C. 1325, 1328-29 (1998) (FTC ruling that petition to quash must substantiate 
burden with specific factual detail). 
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Furthermore, to the extent that the CIDs call for narrative responses, they merely require 
Petitioners to identify documents related to the requested testimony. In fact, there is only 
one specification that requires the production of documents, and even that specification is 
limited to documents identified in response to the interrogatories to the extent they were 
"not already been produced to the FTC."25 

Finally, Petitioners, without explaining its relevance, contend that the timing of the 
CIDs is "troubling," coming after LabMD's conduct had been reviewed by two 
congressional committees, and after LabMD filed suit against Tiversa and others alleging 
conversion and trespass, among other violations, based on the File disclosure in 2008.26 

Though Petitioners seem to believe that there is some connection between their rejection 
of Ti versa' s offer to provide Lab MD with information security services, their subsequent 
lawsuit, and the FTC's investigation, the chronology of the investigation _does not support 
such a conclusion. The FTC first contacted Lab MD for information in January 20 I 0, well 
before LabMD filed its lawsuit against Tiversa in October 2011.27 Moreover, the claim 
that LabMD's conduct was reviewed by congressional committees does not appear to be 
based on evidence presented in the Petitions. Although Petitioners have attached as 
exhibits three instances of congressional testimony by Tiversa, none identifies LabMD by 
name or discusses the specifics of the File disclosure. 

C. The resolution provides sufficient notice of the purpose and scope of 
the FTC's investigation. 

Under the FTC Act, a CID is proper when it "state[s] the nature of the conduct 
constituting the alleged violation which is under investigation and the provision of law 
applicable to such violation."28 It is well-established that the resolution authorizing the 
process provides the requisite statement of the purpose and scope of the investigation, 29 

25 LabMD Pet., Ex. A. 

26 LabMD Pet., at 9 & Ex. F. 

27 We note further that this suit came more than three years after the solicitations 
Petitioners complain of in their Petitions. Lab MD Pet., Ex. F, at 1, 17-23. 

28 15 U.S.C. § 57b-l(c)(2). 

29 Invention Submission., 965 F.2d at 1088; accord Texaco, 555 F.2d at 874; FTC v. 
Carter, 636 F.2d 781,789 (D.C. Cir. 1980); FTCv. Anderson, 631 F.2d 741,746 (D.C. 
Cir. 1979). 

8 

Case 1:12-cv-03005-WSD  Document 1-4  Filed 08/29/12  Page 79 of 93 



• • 
and also that the resolution may define the investigation generally, need not state the 
purpose with specificity, and need not tie it to any particular theory of violation.30 

Despite this, Petitioners object that Resolution File No. P954807 did not provide 
sufficient notice of the purpose and scope of the investigation, and they further claim that 
this resolution is inadequate under the standard developed by the D.C. Circuit in FTC v. 
Carter, 636 F.2d 781, 788 (D.C. Cir. 1980). 31 

Petitioners' first argument reads the governing standard too narrowly. Resolution 
File No. P954807 authorizes the use of compulsory process: 

to determine whether unnamed persons, partnerships, corporations, or others are 
engaged in, or may have engaged in, deceptive or unfair acts or practices related to 
consumer privacy and/or data security, in or affecting commerce, in violation of 
Section 5 of the Federal Trade Commission Act, 15 U.S.C. § 45, as amended. 32 

This general statement of the purpose and scope of the investigation is more than 
sufficient under the standard for such resolutions, and courts have enforced compulsory 
process issued under similarly broad resolutions.33 

Petitioners' reliance on Carter is also misplaced. While Carter held that a bare 
reference to Section 5, without more, "would not serve very specific notice of purpose," 
the Court approved the resolution at issue in that case, noting that it also referred to 
specific statutory provisions of the Cigarette Labeling and Advertising Act, and further 

30 Invention Submission, 965 F.2d at 1090; Texaco, 555 F.2d at 874 & n.26; FTCv. Nat'/ 
Claims Serv., Inc., No. S 98-283 FCD DAD, 1999 WL 819640, at *2 (E.D. Cal. Feb. 9, 
1999) (citing EPA v. A~veska Pipeline Serv. Co., 836 F.2d 443, 477 (9th Cir. 1988)). 

31 LabMD Pet., at 10-12. 

32 LabMD Pet., Ex. A. 

33 See FTC v. Nat 'l Claims Serv., 1999 WL 819640, at *2 (finding omnibus resolution 
referring to FTC Act and Fair Credit Reporting Act sufficient); FTC v. 0 'Connell Assoc., 
Inc., 828 F. Supp. 165, 171 (E.D.N.Y. 1993) (enforcing CIDs issued pursuant to omnibus 
resolution). The Commission has repeatedly rejected similar arguments about such 
omnibus resolutions. See, e.g., Firefighters Charitable Found., No. 102-3023, at 4 (Sept. 
23, 2010); D.R. Horton, Inc., Nos. 102-3050, I 02-3051, at 4 (July 12, 2010); CVS 
Caremark Corp., No. 072-3119, at 4 (Dec. 3, 2008). 

9 
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related it to the subject matter of the investigation.34 With this additional information, the 
Court felt "comfortably apprised of the purposes of the investigation and the subpoenas 
issued in its pursuit .... "35 

The resolution here, like the one in Carter, does not cite solely to Section 5, but 
also recites the subject matter of the investigation: "deceptive or unfair acts or practices 
related to consumer privacy and/or data security." Since the resolution here discloses the 
subject matter of the investigation in addition to invoking Section 5, the resolution 
provides notice sufficient under Carter of the purpose and scope of the investigation. 

As a final note, the history of the investigation itself undermines Petitioners' 
argument that the present CIDs do not sufficiently advise them of the nature and scope of 
the investigation. Petitioners have been under investigation since January 2010 and have 
engaged in repeated discussions with staff. At no point have Petitioners indicated they did 
not understand the purpose or scope; in fact, Petitioners have already produced hundreds 
of pages of documents in response to staff requests. Moreover, the Petitions under 
consideration here present highly detailed and factual arguments going to the very merits 
of the investigation. The Commission has previously found that such interactions may be 
considered along with the resolution in evaluating the notice provided to Petitioners.36 

D. Petitioners' challenge to the FTC's regulatory authority is premature 
and without basis. 

Petitioners' final argument is that the FTC lacks jurisdiction to conduct the instant 
investigation.37 Petitioners assert that LabMD is a health care company and that the 

34 Carter, 636 F.2d at 788. 

35 Id. 

36 Assoc. First Capital Corp., 127 F.T.C. 910, 915 (1999) ( "[T]he notice provided in the 
compulsory process resolutions, CIDs and other communications with Petitioner more 
than meets the Commission's obligation of providing notice of the conduct and the 
potential statutory violations under investigation."). 

37 Petitioners also claim that the resolution does not meet the requirements established by 
the FTC's Operating Manual. LabMD Pet., at 10. As discussed above, by disclosing the 
statutory basis and subject matter of the investigation, the resolution does provide notice 
as required by the Operating Manual. That said, the Operating Manual, by its own terms, 
is advisory. It is not a "basis for nullifying any action of the Commission or the staff." 

10 
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information disclosed in the 1,718 File is protected health information ("PHI") under the 
Health Insurance Portability and Accountability Act ("HIP AA"). Accordingly, they 
contend, the adequacy of their security practices with respect to this information is 
subject to the exclusive jurisdiction of HHS. 38 

As an initial matter, it is well-established that challenges to the FTC's jurisdiction 
are not properly raised through challenges to investigatory process. As the D.C. Circuit 
stated: "Following Endicott [Johnson Corp. v. Perkins, 317 U.S. 50 I, 509 (1943)], courts 
of appeals have consistently deferred to agency determinations of their own investigative 
authority, and have generally refused to entertain challenges to agency authority in 
proceedings to enforce compulsory process. "39 The reasons for such a rule are obvious. If 
a party under investigation could raise substantive challenges in an enforcement 
proceeding, before the agency llas obtained the information necessary for its case -
essentially requiring the FTC to litigate an issue before it can learn about it then the 
FTC's investigations would be foreclosed or substantially delayed.40 Thus, Petitioners' 
basic challenge to the FTC's jurisdiction is premature and will not support quashing the 
instant CIDs. 

In any event, the claim that HHS has exclusive jurisdiction to investigate privacy 
and data security issues involving PHI is without basis. Petitioners essentially invoke the 
doctrine of implied repeal to assert that HIP AA and its Privacy and Security Rules 
displace FTC jurisdiction. But implied repeal is "strongly disfavored," for two reasons.41 

First, courts have recognized that agencies may have overlapping or concurrent 
jurisdiction, and thus that the same issues may be addressed and the same parties 

Operating Manual, § 1.1.1.1. See also FTC v. Nat'/ Bus. Consultants, Inc. 1990 U.S. Dist. 
LEXIS 3105, 1990-1 Trade Cas. (CCH) 168,984, at *29 (E.D. La. March 19, 1990). 

38 LabMD Pet., at 12-13. 

39 FTC v. Ken Roberts Co., 276 F.3d 583, 586 (D.C. Cir. 2001) (citing United States v. 
Sturm, Ruger & Co., 84 F .3d 1, 5 (1st Cir. 1996) ); United States v. Construction Prods. 
Research, Inc., 73 F.3d 464, 468-73 (2d Cir. 1996); EEOC v. Peat, Marwick, Mitchell & 
Co., 775 F.2d 928,930 (8th Cir. 1985); Donovan v. Shaw, 668 F.2d 985,989 (8th Cir. 
1982); FTC v. Ernstthal, 607 F.2d 488,490 (D.C. Cir. 1979); accord Oklahoma Press 
Pub/ 'g Co. v. Walling, 327 U.S. 186, 213-14 (1946). 

40 Texaco, 555 F.2d at 879. 

41 Galliano v. United States Postal Serv., 836 F.2d 1362, 1369 (D.C. Cir. 1988). 
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proceeded against simultaneously by more than one agency.42 Second, courts rarely hold 
that .one federal statute impliedly repeals another because "'when two statutes are capable 
of co-existence, it is the duty of the courts ... to regard each as effective. "'43 Thus, 
repeals by implication will only be found where the Congressional intent to effect such a 
repeal is "clear and manifest. "44 

Petitioners can point to no such "clear or manifest" evidence that Congress 
intended HIP AA or its rules to displace the FTC Act. The authority Petitioners cite for 
the proposition that HHS has exclusive jurisdiction does not address such repeal.45 To the 
contrary, there is ample evidence against such implied repeal. For one, the same authority 
cited by Petitioners the preamble to the Privacy Rule - expressly provides that entities 
covered by that Rule are "also subject to other federal statutes and regulations."46 Also, 
this preamble includes an "Implied Repeal Analysis," which is silent as to any implied 
repeal of the FTC Act.47 Recent legislation shows that, if anything, Congress intended the 
FTC and HHS to work collaboratively to address potential privacy and data security risks 
related to health information. The American Recovery and Reinvestment Act of 2009, for 
instance, required HHS and the FTC to develop harmonized rules for data breach 
notifications by HIPAA-covered and non-HIPAA-covered entities, respectively. See 74 

42 FTC v. Cement Inst., 333 U.S. 683, 694 ( 1948); see also Texaco, 555 F.2d at 881 
("[T]his is an era of overlapping agency jurisdiction under different statutory 
mandates."); Thompson Med. Co. v. FTC, 791 F.2d 189,192 (D.C. Cir. 1986). Because 
agencies have overlapping jurisdiction, they often work together. For instance, the FTC 
and HHS collaborated on the investigation of CVS Caremark Corporation. See CVS 
Caremark Corp., No. 072-3119, at 7 (Aug. 6, 2008). 

43 Radzanower v. Touche Ross & Co., 426 U.S. 148, 155 (1976) (quoting Morton v. 
Mancari, 417 U.S. 535, 551 (1974)). 

44 Id. at 154. 

45 LabMD Pet., at 12 (citing 65 Fed. Reg. 82,462, 82,472 (Dec. 28, 2000)). This Federal 
Register notice is the Notice of Public Rulemaking for the Privacy and Security Rules 
under HIP AA. The excerpt cited by Petitioners does not address the scope of HHS' 
enforcement jurisdiction, but rather discusses the delegation of enforcement authority 
from the Secretary of HHS to HHS' Office for Civil Rights. 65 Fed. Reg. 82,472 (Dec. 
28, 2000). 

46 65 Fed. Reg. 82,462, 82,481 (Dec. 28, 2000). 

47 Id. at 82,481-487. 
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Fed. Reg. 42,962, 42,962-63 (Aug. 25, 2009). Thus, HIP AA and its Rules do not serve to 
repeal FTC jurisdiction, which is overlapping and concurrent to HHS'. 

This is particularly appropriate where, as here, the consumer information at issue 
included more than just health information. The consumer information exposed in the 
1,718 File also included names, Social Security numbers, and dates of birth. While this 
information can be considered PHI under HIP AA when combined with health 
information, the information clearly exposes consumers to the risk of identity theft and is 
exactly the kind of sensitive personal information that the Commission is charged with 
protecting under Section 5 of the FTC Act and other statutes. Petitioners have provided 
no proper basis to challenge the investigation as an exercise of the Commission's 
jurisdiction under these authorities. 

III. CONCLUSION AND ORDER 

For the foregoing reasons, IT IS HEREBY ORDERED THAT LabMD, Inc.'s 
Petition to Limit or Quash the Civil Investigative Demand be, and hereby is, DENIED; 
and 

IT IS FURTHER ORDERED THAT Michael J. Daugherty's Petition to Limit 
or Quash the Civil Investigative Demand be, and hereby is, DENIED; and 

IT IS FURTHER ORDERED THAT Commission staff may reschedule the 
investigational hearings of LabMD and Michael J. Daugherty at such dates and times as 
they may direct in writing, in accordance with the powers delegated to them by 16 C.F.R. 
§ 2.9(b)(6); and 

IT IS FURTHER ORDERED THAT all other responses to the specifications in 
the Civil Investigative Demands to LabMD, Inc. and Michael J. Daugherty must now be 
produced on or before May 11, 2012. 

By direction of the Commission. 

Donald S. Clark 
Secretary 
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 7 

LabMD, Inc's and Michael J. Daugherty's Request for 
Review by the Full Commission (Apr. 25, 2012) 
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April 25, 2012 

Via Facsimilie. Email and Hand Deliverp 

Donald S. Clark, Esq. 
Secretary 
Federal Trade Commission 
600 Pennsylvania A venue. NW 
Washington, DC 20580 

Re: LabMD, Inc. and Michal J. Da11glterty 

Dear Mr. Clark: 

I am writing to you as counsel to LabMD, Inc. and Michael J. Daugherty. Please be 
advised that we are requesting a review of the LabMD, lnc.'s Petition to Limit or Quash 
the Civil Investigative Demand and Michael J. Daughe11y's Petition to Limit or Quash the 
Civil Investigative Demand by the full Commission pursuant to 16 CFR 2.7. We are also 
requesting a full hearing regarding this matter. Please advise as to when the full hearing 
will occur so we can make travel plans to testify at the hearing. 

In light of this request for full Commission review. we also request that the Federal Trade 
Commission ( "FTC") stay the CI Os issued to the parties by the FTC on December 21, 
2011. Please advise at the earliest possible date as to this request for a stay. 

Additionally, please change your records to list me as counsel of record on behalf of 
LabMD, Inc. and Mr. Michael J. Daughe11y. Please direct all future correspondence to 
my at the above-referenced address. If you should have any questions. please do not 
hesitate to contact me at the number listed above. 

/,,.~~-··~--~ 

Yf;ry truly your/, 
. I 

_.~,:_· ~-----
/ .)\ 

\ 

I \ 

Stephen f- Fusco\ 

"-._) 

cc: Claudia Callaway 
Christina J. Grigorian 
Mr. Michael J. Daugherty 
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FEDERAL TRADE COMMISSION v. LABMD, INC .• AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 8 

Commission Letter Affirming the Ruling, By Commissioner Brill, Denying the 
Petitions To Limit or Quash Filed by LabMD, Inc. and Michael J. Daugherty 

(June 21, 2012) 
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UNITED STATES OF AMERICA 

FEDERAL TRADE COMMISSION 

WASHINGTON, DC 

Office of the Secretary 

June 21, 2012 

BY E-MAIL AND COURIER DELIVERY 

Stephen F. Fusco, Esq. 
LabMD 
2030 Powers Ferry Drive 
Building 500, Suite 520 
Atlanta, GA 30339 
sfusco@labmd.org 

RE: Request for Full Commission Review of Denial of Petitions to Limit or Quash the Civil 
Investigative Demand by LabMD, Inc. and Michael J. Daugherty (FTC File No. 
1023099) 

Dear Mr. Fusco: 

This letter advises you of the Commission's disposition of Lab MD, Inc.'s and Michael J. 
Daugherty's request dated April 25, 2012, that the full Commission review the denial of their 
petition to limit or quash civil investigative demands. 

The Commission issued the CIDs to Lab MD and Mr. Daugherty on December 21, 2011. 
LabMD and Mr. Daugherty filed petitions to limit or quash the CIDs, which were received by the 
Commission on January 10, 2012. On April 20, 2012, Commissioner Brill directed the issuance 
of a letter denying both petitions and directing both petitioners to comply by May 11, 2012. That 
deadline was extended to June 8, 2012 due to emergency circumstances that you brought to the 
Commission's attention." 1 

The Commission affirms the ruling denying the petitions to limit or quash the civil 
investigative demands. The Commission has independently reviewed LabMD and Mr. 
Daugherty's petitions to limit or quash the CIDs, and their requests for full Commission review. 
The Commission has also reviewed the letter ruling issued by the Commission at the direction of 
Commissioner Brill, and hereby affirms that ruling, finding its conclusions to be valid and 
correct. 

11 On April 30, 2012, you contacted the Commission's Office of the Secretary to request additional time to comply 
with the CID due to emergency circumstances. By letter dated May 7, 2012, the Commission modified the date to 
June 8, 2012. 
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Commissioner Rosch generally agrees with the Commission's decision to enforce the 

CIDs, but dissents from this ruling to the extent it permits staff to rely on a LabMD document 
found on a peer-to-peer file sharing network, out of concern about petitioners' allegations that a 
third party located this document through wrongdoing and for financially-motivated reasons. In 
this ruling, we make no findings of fact regarding that third party's conduct or the admissibility 
of this document, nor do we need to do so. In upholding the CIDs, the Commission allows staff 
to continue to use pertinent information-including information from or concerning any LabMD 
documents made available to users of peer-to-peer file-sharing networks and accessed by any 
third party-to conduct its data security investigation. Indeed, in our data security 
investigations, the Commission often uses information obtained by third parties concerning 
security vulnerabilities of entities that maintain substantial amounts of personal information. 
Although we understand petitioners have alleged that the third party in question has a financial 
incentive to use its patented monitoring tool to find information that has been improperly 
disclosed on peer-to-peer file sharing networks, that does not overcome the Commission's 
compelling public interest in seeking to protect consumers' sensitive health data by pursuing this 
investigation through all lawful means, including the use of this document. 

The April 25, 2012 request for full Commission review also requested a hearing on the 
denial of the petitions. The FTC Rule governing petitions to quash or limit, 16 C.F.R. § 2.7, 
does not provide for such a hearing, however, and accordingly, this request will be denied. 

For the forgoing reasons, 

IT IS ORDERED THAT the April 20, 2012 letter ruling is AFFIRMED; 

IT IS FURTHER ORDERED THAT LabMD's and Mr. Daugherty's request for a 
hearing is DENIED; 

IT IS FURTHER ORDERED THAT Commission staff may reschedule the 
investigational hearings of Lab MD and Michael J. Daugherty at such dates and times as they 
may direct in writing, in accordance with the powers delegated to them by 16 C.F.R. 
§ 2.9(b}(6}(2012}; and 

IT IS FURTHER ORDERED TBA T all other responses to the specifications in the 
Civil Investigative Demands to LabMD, Inc. and Michael J. Daugherty must be produced on or 
before June 8, 2012. 

By direction of the Commission, Commissioner Rosch dissenting, and Commissioner 
Ohlhausen not participating. 

Donald S. Clark 
Secretary 

2 
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Dissenting Statement of Commissioner J. Thomas Rosch 

Petitions of LabMD, Inc. and Michael J. Daugherty 
to Limit or Quash the Civil Investigative Demands 

FTC File No. l 023099 
June 21, 2012 

I dissent from the Commission's vote affirming Commissioner Brill's letter decision, 

dated April 20, 2012, that denied the petitions of LabMD, Inc. and Michael J. Daugherty to limit 

or quash the civil investigative demands. 

I generally agree with Commissioner Brill' s decision to enforce the document requests 

and interrogatories, and to allow investigational hearings to proceed. As she has concluded, 

further discovery may establish that there is indeed reason to believe there is Section 5 liability 

regarding petitioners' security failings independent of the "l ,718 File" (the 1,718 page 

spreadsheet containing sensitive personally identifiable information regarding approximately 

9,000 patients) that was originally discovered through the efforts of Dartmouth Professor M. Eric 

Johnson and Tiversa, Inc. In my view, however, as a matter ofprosecutorial discretion under the 

unique circumstances posed by this investigation, the CIDs should be limited. Accordingly, 

without reaching the merits of petitioners' legal claims, I do not agree that staff should further 

inquire~. either by document request, interrogatory, or investigational hearing - about the I, 718 

File. 

Specifically, I am concerned that Tiversa is more than an ordinary witness, informant, or 

"whistle-blower." It is a commercial entity that has a financial interest in intentionally exposing 

and capturing sensitive files on computer networks, and a business model of offering its services 

to help organizations protect against similar infiltrations. Indeed, in the instant matter, an 

argument has been raised that Ti versa used its robust, patented peer-to-peer monitoring 

technology to retrieve the l, 718 File, and then repeatedly solicited LabMD, offering 
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investigative and remediation services regarding the breach, long before Commission staff 

contacted LabMD. In my view, while there appears to be nothing per se unlawful about this 

evidence, the Commission should avoid even the appearance of bias or impropriety by not 

relying on such evidence or information in this investigation. 

- 2 -
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FEDERAL TRADE COMMISSION v. LABMD, INC., AND MICHAEL 
DAUGHERTY 

PETITION EXHIBIT 9 

Letter from Counsel for LabMD, Inc. and 
Michael J. Daugherty (June 29, 2012) 
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June 29, 2012 

Mr. Alain Sheer 
Senior Attorney, Division of Privacy anJ Identity Protection 
Bureau of Consumer Protection 
United States Federal Trade Commission 
Washington, D.C 20580 

Dear Alain: 

I am writing in response to your June Tl, 2012 corresponJence following your 
impromptu call. As the call was rather last minute, I did not take a verbatim 
transcription of our conversation and cannot attest to your characterization of the 
convcrsat:jon on the phone. ln order to avoid this issue in the future, as it 
appears that the FTC is concerned with certain representations made by LabMD, 
Inc. anJ Mr. Michael J. Daugherty (the "Parties"), I ·respectfully n.,quest that all 
future communications be in written form. 

With respect to the Ovil Investigative Demands ("CID"') issued to the Parties on 
December 21, 2011., I refer you to their respective Motions to Quash which 
outline, in great detail, the factual and legal basis upon which the Parties believe 
the CIDs arc invalid anJ illegal .. For purposes of this Jetter, the Pariies renew 
and incorporate their arguments rt.-garc.ling the invalidity of the CIDs herein as 
though stated in their entire~. As such, it is not' possible to make any 
reprt.-sentations about the C1Ds.or compliance with the same since they arc a 
nullity by (aw. · 

I trust this Jetter addres5\."5 all of your questions. 

Sincerely, 

Stephen F. Fusco, Esq. 

: . ,. .. , 
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FILED IN CLERK'S OF 
us DC At! FICE · · anta 

AUG 2 y 2012 
IN THE UNITED ST A TES DISTRICT COUR TJAME~ '"·--~.o- _ 

FOR THE NORTHERN DISTRICT OF GEORGif"~,Y_.,?<.~~~-:,k 
A TLA NT A DIVISION DepJ.JtyG/eri'--J 

FEDERAL TRADE 
COMMISSION, 

Petitioner, Case No. ---------
V. 

LABMD, INC., and 

MICHAEL J. DAUGHERTY, 

Respondents. 

MEMORANDUM OF POINTS AND AUTHORITIES 
IN SUPPORT OF PETITION FOR AN ORDER TO ENFORCE 

CIVIL INVESTIGATIVE DEMANDS 

Preliminary Statement 

Petitioner, the Federal Trade Commission ("FTC" or "Commission"), pursuant 

to Section 20 of the Federal Trade Commission Act ("FTC Act"), 15 U.S.C. § 57b-l, 

and Fed. R. Civ. P. 81 (a)(5), petitions this Court for an Order requiring respondents, 

LabMD, Inc. ("LabMD") and Michael J. Daugherty, to comply with the civil 

investigative demands ("CIDs") issued to them by the Commission on December 21, 

2011. The CIDs were issued in the course of a non-public investigation seeking to 

-1-

Case 1:12-cv-03005-WSD  Document 1-5  Filed 08/29/12  Page 1 of 23 



determine whether respondents engaged in "unfair or deceptive acts or practices" in 

violation of Section 5 of the FTC Act, 15 U.S.C. § 45, by employing unreasonable 

data security measures that resulted in patients' sensitive personal information being 

available to the public on easily accessible peer-to-peer networks. 

While LabMD and Mr. Daugherty have provided FTC staff with some 

responsive information and documents in response to voluntary access requests, they 

have persisted in refusing to comply with the CIDs, which, in principal part, require 

them to appear and testify at investigational hearings. 1 The full Commission denied 

respondents' administrative petitions to quash, concluding that their arguments were 

meritless. The failure of LabMD and Mr. Daugherty to respond to the CIDs continues 

to greatly impede the ongoing investigation. 

This proceeding is properly instituted by a petition and order to show cause 

(rather than by complaint and summons) and is summary in nature; discovery or 

evidentiary hearings are granted only upon a showing of exceptional circumstances. 

See, e.g., FTC v. Carter, 636 F.2d 781, 789 (D.C. Cir. 1980); FTC v. MacArthur, 532 

The CIDs include a limited number of interrogatories directing LabMD 
and Mr. Daugherty to identify documents they used in preparing for their testimony. 
Additionally, the CID to LabMD requires it to produce any documents identified in 
response to the interrogatories, if they had not already been produced. Petition 
Exhibits 2 & 3 (hereinafter "Pet. Exh."). 

-2-
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F .2d 1135, 1141-42 (7th Cir. 1976); Genuine Parts Co. v. FTC, 445 F .2d 1382, I 388 

(5th Cir. 1971 ); 2 see also United States l'. Mark.vood, 48 F.3d 969, 981-82 (6th Cir. 

1995); Appeal of FTC Line a/Business Report Litigation, 595 F.2d 685, 704-05 (D.C. 

Cir. 1978). As shown below, the instant CIDs were lawfully issued, are not unduly 

burdensome, and the testimony and information sought ar~ plainly relevant to the 

Commission's investigation. The Commission, accordingly, respectfully requests that 

this Court direct LabMD and Mr. Daugherty to appear and show cause why they 

should not fully comply, and thereafter enter its own order enforcing the CIDs. See, 

e.g., United States v. Florida Azalea Specialists, 19 F .3d 620, 623-24 (11th Cir. 1994 ). 

JURISDICTIO~ 

The Commission is an administrative agency of the United States, organized 

and existing pursuant to the FTC Act, 15 U.S.C. § 41 et. seq. The Commission is 

authorized by Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), to prohibit, inter alia, 

"unfair or deceptive acts or practices" in or affecting commerce. The authority of the 

Commission to issue a CID, and the jurisdiction and venue of this court to enter an 

order enforcing it, are conferred by Section 20(c) of the FTC Act, 15 U.S.C. § 57b-

2 Cases decided by the former Fifth Circuit prior to the close of business 
on September 30, 1981, are binding precedent. Bonner v. City of Prichard, 661 F .2d 
1206, 1209 (I Ith Cir. 1981). 

-3-
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l(c), which empowers the Commission to issue CIDs to reqmre, inter alia, oral 

testimony, the production of documentary evidence, and responses to written 

interrogatories. Sections 20(e) and (h) ofthe FTC Act, 15 U.S.C. §§ 57b-l(e) and (h), 

authorize the Commission to invoke the aid of the district courts to enforce a CID in 

any jurisdiction in which the recipient of a CID "resides, is found, or transacts 

business." Section 20(e) also authorizes the Commission to seek enforcement of a 

CID in its own name using its own counsel. 15 U.S.C. § 57b-l(e). 

In this case, venue and jurisdiction are proper under Section 20(e) because 

LabMD and Mr. Daugherty are found, and transact business, in Atlanta, Georgia, 

which is within this District. Pet. Exh. 1 ~~ 1, 3. 

STATEMENT OFF ACTS 

1. Background 

Respondent LabMD is a Georgia corporation, with its headquarters at 2030 

Powers Ferry Road, Building 500, Suite 520, Atlanta, Georgia 30339. Pet Exh. l ~ 

3. Lab MD provides medical testing services and transacts business in various States 

throughout the United States. Id. Respondent Michael J. Daugherty is the owner and 

president of LabMD. Id. ~ 1. LabMD and Mr. Daugherty are engaged in, and their 

business affects, "commerce," as that term is defined in Section 4 of the FTC Act, 15 

-4-
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U .S.C. § 44. 

In 2009, FTC staff became concerned about reports that some consumers' 

personally-identifiable and highly sensitive health information had become available 

on publicly accessible peer-to-peer ("P2P") file sharing networks. Pet. Exh. I 1 4. 

Indeed, in May 2009, the risks of making such information available on P2P networks 

was detailed in congressional testimony by Robert Boback, CEO of Tiversa, Inc., a 

data security and investigations firm that monitors P2P networks for its clients. 3 See 

Pet. Exh. 4 (LabMD Pet. to Quash), Exh. C. The gist of the testimony was that 

Tiversa had found millions of files from consumers, businesses, and government 

agencies exposed on P2P networks, including tax returns, Social Security numbers, 

credit card numbers, and health insurance and medical information. Id. Ti versa made 

these discoveries in the course of a collaboration with Professor M. Eric Johnson of 

Dartmouth College on a research project funded by the U.S. Department of Homeland 

Legis. Hearing on H.R. 2221, the Data Accountability and Trust Act and 
H.R. 1319, the !,~formed P2P User Act Before the Subcomm. On Commerce, Trade, 
and Consumer Protection of the H. Comm. On Energy & Commerce, 11 I th Cong. 
(May 5, 2009) (statement of Robert Boback, CEO, Tiversa, Inc.), available at 
http://democrats.energycommerce.house.gov/Press l 11/20090505/testimony boba 
ck.pdf. 

-5-
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Security.4 

FTC staff initiated an inquiry to determine whether the disclosures of 

consumers' personal information were attributable to failures to employ reasonable 

data security measures in violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), 

or whether they violated any other statutes or regulations enforced by the 

Commission. Pet Exh. 1, 4. As part of this inquiry, Commission staff consulted with 

third parties, including Tiversa. Id. 

In the fall of 2009, FTC staff, using compulsory process, obtained copies of a 

number of electronic files that were located on P2P networks and that contained 

sensitive information. Pet. Exh. 1 , 5. Included among those files was a spreadsheet 

(the "1,718 File") that contained personally-identifiable information and sensitive 

health information for about 9,000 LabMD patients, including patient names, Social 

Security numbers, birth dates, health insurance provider names and policy numbers, 

4 Professor Johnson described his findings in an academic paper in which 
he explained, "We found multiple files from major health-care firms that contained 
private employee and patient information for literally tens of thousands of individuals, 
including addresses, Social Security Numbers, birth dates, [] treatment billing 
information ... medical diagnoses and psychiatric evaluations." M. Eric Johnson, 
Data Hemorrhages in the Health-Care Sector, Presentation at Financial Cryptography 
and Data Security Conference (Feb. 22-25, 2009), available at 
http:/ /d igitalstrategies. tuck .dartmouth.edu/ cds-u p loads/research-pro j ects/pdf/ Johns 
onHemorrhagesFC09Proceedingd.pdf. See Pet. Exh. 4, Exh. C, p. 2. 
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and medical treatment codes. Id. 

In 20 I 0, after reviewing the I, 718 File and other information and consulting 

with other law enforcement agencies, FTC staff expanded the investigation by issuing 

voluntary access requests to a number of different entities, including LabMD. Id. ,-i 

6. The purpose of those requests was to assist FTC staff in determining whether those 

entities may have violated laws enforced by the Commission (e.g., the FTC Act, 15 

U .S.C. § 45(a), and the Gramm-Leach-Bliley Act, 15 U .S.C. §§ 6801-09) by failing 

to use reasonable and appropriate security measures to safeguard sensitive health and 

personally-identifiable information. Pet. Exh. I ,-J 6. 

While LabMD and Mr. Daugherty provided some information and documents 

in response to the access letter and follow-up requests, FTC staff determined that 

further and formal inquiry was necessary. Id. ,-i,-i 6-7. Accordingly, on December 21, 

2011, the Commission issued CIDs that directed Lab MD and Mr. Daugherty to appear 

at investigational hearings and to testify regarding, inter alia, (i) Lab MD 's 

information security practices; (ii) any security risks, vulnerabilities, and incidents 

where LabMD's documents might have been accessed or disclosed without 

authorization; and (iii) the specific responsibilities of Mr. Daugherty and other 

LabMD personnel in adopting and monitoring security practices and responding to 
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security incidents. 5 Pet. Exhs. 2, 3. The CIDs also included a limited number of 

interrogatories that directed LabMD and Mr. Daugherty to identify documents they 

used in preparing their testimony. Id. Additionally, the Commission directed LabMD 

to produce any documents identified in its responses to the interrogatories, if they had 

not previously been produced. Pet. Exh. 2. 

2. Administrative Petitions to Quash 

On January 10, 2012, LabMD and Mr. Daugherty, pursuant to FTC Rule of 

Practice 2.7(d). 16 C.F.R. ~ 2.7(d), filed substantially similar administrative petitions 

to quash the CIDs. Pet. Exhs. 4, 5. On April 20, 2012, FTC Commissioner Brill, 

acting pursuant to authority delegated by the full Commission, issued a letter ruling 

denying the petitions. Pet. Exh. 6. 

5 The CIDs were issued pursuant to a Commission resolution that 
authorized the use of formal compulsory process 

To determine whether unnamed persons, partnerships, 
corporations. or others are engaged in, or may have 
engaged in, deceptive or unfair acts or practices related to 
consumer privacy and/or data security, in or affecting 
commerce, in violation of Section 5 of the Federal Trade 
Commission Act, 15 U.S.C. § 45, as amended. 

Resolution Directing Use of Compulsory Process in Nonpublic Investigation, File No. 
P954807 (January 3, 2008); see also Pet. Exhs. 2, 3. 
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In petitioning to quash the CIDs, respondents' principal argument was that 

Ti versa and Professor Johnson had down loaded the I, 718 File without authorization. 

See, e.g., Pet. Exh. 4, at 2-5, 7-9. Consequently, respondents argued, they could not 

have violated any of the prohibitions of the FTC Act. 6 Commissioner Brill ruled that 

this contention was premature. She explained that the Commission has a "legitimate 

right to determine the facts, and[] a complaint may not, and need not, ever issue." Pet. 

Exh. 6, at 6 (quoting FTC i·. Texaco, Inc., 555 F.2d 862,874 (D.C. Cir. 1977)). Thus, 

she concluded, the Commission was entitled to investigate (i) "whether [LabMD's] 

security practices could have prevented the 1,718 File from being retrieved using the 

common P2P programs that are used by millions of computer users each day," and (ii) 

whether Lab MD failed to implement "readily available security measures" that would 

have prevented even a user with "powerful searching technology" from downloading 

the file. Id. 7 

6 On August 15, 2012, this Court dismissed LabMD's private action 
against Tiversa, Dartmouth College, and Professor Johnson on the grounds that 
personal jurisdiction was lacking. Sec LahM D, Inc. \'. Ti versa, Inc. ct al., No. I: 11-
cv-04404-JOF (N.D. Ga.). 

7 Commissioner Brill also rejected respondents' contention that the 
Commission, in issuing its CIDs, was retaliating against LabMD for filing a civil suit 
against Tiversa. Commissioner Brill explained that the timeline of the investigation 

- i.e., "[t]he FTC first contacted LabMD for information in January 20 l 0, well be.fore 
LabMD filed its civil suit against Tiversa in October 2011" - demonstrated 
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As for respondents' challenge to the Commission's authority to inquire into 

respondents' data security practices, Pet. Exh. 4, at 12-13, Commissioner Brill ruled 

that there was no support for their contention that the FTC 's investigatory authority 

with respect to sensitive health information had been supplanted by the Health 

Insurance Portability and Accountability Act ("HIP AA") and its implementing rules. 

Indeed, she noted, the Preamble to HHS 's Privacy Rule acknowledges specifically that 

entities covered by the Rule are "also subject to other federal statutes and regulations." 

Id. at 12 (citing 65 Fed. Reg. 82,462, 82,481-487 (Dec. 28, 2000)). 

Commissioner Brill also rejected respondents' clams of undue burden, noting 

that the CIDs call "primarily for testimony" rather than a "large-scale or time-

consuming document production" and that respondents had offered nothing to support 

their claims of burden other than "bald statements." Pet. Exh. 6, at 7-8. 

Commissioner Brill rejected as well the contention that the Commission's 

investigatory resolution was overly broad. Pet. Exh. 4, at 10-12. Citing longstanding 

precedent, she explained that a "resolution may define the investigation generally, 

need not state the purpose with specificity, and need not tie it to any particular theory 

conclusively that respondents' allegations were meritless. Pet. Exh. 6, at 8 (emphasis 
added). 
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of violation." Pet. Exh. 6, at 9 (citing FTC v. Invention Submission Corp., 965 F.2d 

I 086, I 090 (D.C. Cir. 1992); Texaco, 555 F .2d at 874 & n.26). 

3. Petition for Review by the Fun Commission 

On April 25, 20 I 2, LabMD and Mr. Daugherty filed a petition for review by the 

full Commission. Pet. Exh. 7. On June 21, 20 I 2, the Commission determined that 

Commissioner Brill 's rulings were "valid and correct," denied the petition, and 

directed LabMD and Mr. Daugherty to comply. Pet. Exh. 8. 8 The Commission held 

that notwithstanding LabMD's assertion that Tiversa "has a financial incentive" to 

locate information "improperly disclosed" on P2P networks, the Commission has a 

"compelling interest in seeking to protect consumers' sensitive health information 

through all lawful means," including through use of the I, 718 File. Id. 

On June 25, 2012, FTC staff contacted counsel for Lab MD and Mr. Daugherty, 

Stephen F. Fusco, to discuss respondents' plans to comply with the Commission 

Commissioner Rosch "generally agree[d] with Commissioner Brill's 
decision to enforce the document requests and interrogatories, and to allow 
investigational hearings to proceed." Pet. Exh. 8, at 3. He noted, however, that 
Tiversa is a "commercial entity that has a financial interest in intentionally exposing 
and capturing sensitive files on computer networks, and a business model of offering 
its services to help organizations protect against similar infiltrations." Id. For that 
reason, while observing that "there appears to be nothing per se unlawful about this 
evidence," Commissioner Rosch would have directed FTC staff not to rely on the 
I, 718 File as a matter of "prosecutorial discretion." Id at 3-4. 
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orders. Pet. Exh. I ,i 11. However, by letter dated June 29, 2012, Lab MD and Mr. 

Daugherty renewed the objections raised in their unsuccessful petitions to quash and 

refused to make any representations regarding any plans to comply with the CIDs. 

Pet. Exh. 9. To date, LabMD and Mr. Daugherty have taken no steps to comply. 

ARGUMENT 

THE CIDS ARE LAWFUL, SEEK RELEVANT INFORMATION, 
AND ARE NOT UNDULY BURDENSOME 

A. Standards for Enforcement of Agency Process 

The standards for judicial enforcement of agency investigative process have 

long been settled. The court's role in a proceeding to enforce an agency's 

investigatory process is "sharply limited." United States v. Florida Azalea Specialists, 

19 F.3d 620, 623 (11th Cir. 1994) (quoting EEOC v. Kloster Cruise Ltd., 939 F.2d 

920, 922 (11th Cir. 1991 )). While "the court's function is neither minor nor 

ministerial, the scope of issues which may be litigated in a [compulsory process] 

enforcement proceeding must be narrow, because of the important governmental 

interest in the expeditious investigation of possible unlawful activity." FTC v. 

Texaco, Inc., 555 F.2d 862, 872 (D.C. Cir. 1977) (en bane) (internal citation omitted). 

Thus, a district court must enforce agency process so long as (I) the inquiry is within 

the authority of the agency; (2) the demand is not too indefinite; and (3) the 
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information sought is reasonably relevant. EEOC v. Tire Kingdom, Inc., 80 F.3d 449, 

450 (11th Cir. 1996) (citing United States v. Morton Salt Co., 338 U.S. 632, 652 

(1950); Florida Azalea, 19 F.3d at 623); see also Barton v. Parker, No. Civ.A. l :01-

CV-2004-J, 200 I WL 34049915, at * 1 (N .D. Ga. Dec. 13, 200 I). 

As shown below, all the standards governing enforcement of the CIDs have 

been satisfied. 

B. The Inquiry is Within the Commission's Authority 

The Commission issued the instant CIDs in aid of an investigation into possible 

violations of Section 5(a) of the FTC Act. 15 U .S.C. § 45(a). The Commission 

authorized the use of such compulsory process in investigations such as this one by 

issuing a Resolution Directing Use of Compulsory Process in Nonpublic Investigation 

of Acts and Practices Related to Consumer Privacy and/or Data Security on January 

3, 2008. Pet. Exh. 2, at 3. According to the Resolution, the Commission seeks to 

determine whether persons, partnerships, corporations, or others have engaged in 

"unfair or deceptive acts or practices" relating to consumer privacy or data security 

in violation of Section 5 of the FTC Act, 15 U.S.C. § 45. Id. The Resolution "hereby 

resolves and directs that any and all compulsory process available to [the 

Commission] be used in connection with this investigation not to exceed five (5) years 
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from the date of issuance of this resolution." ld. 9 

As the Commission explained in its ruling, Section 20 of the FTC Act gives the 

Commission ample authority to conduct the investigation and to issue CIDs in 

furtherance of the inquiry. See 15 U .S.C. § 57b-1; see also 16 C.F .R. § 2. 7(a). 10 The 

CIDs here seek the testimony of LabMD and Mr. Daugherty, answers to 

interrogatories identifying the documents they used to prepare for their testimony, and 

production of such documents, to the extent they have not already been produced. Pet. 

Exhs. 3, 4. All of this information is undisputedly "relating to" the subject of the 

investigation - whether LabMD and Mr. Daugherty failed to employ reasonable data 

security measures. 16 C.F.R. § 2.7(a). The CIDs were duly signed by a member of 

the Commission, as provided in the Commission's rules. Id. 

Respondents, in petitioning to quash the CIDs, have advanced the proposition 

that the Commission's investigative resolution was overly broad. Pet. Exh. 4, at 10-

9 The purpose of an FTC investigation is defined by the investigative 
resolution that authorizes compulsory process. Invention Submission, 965 F .2d at 
1087-88. 

10 Section 2.7(a) of the Commission's Rules of Practice provides, in 
relevant part: "The Commission or any member thereof may, pursuant to a 
Commission resolution, issue a ... civil investigative demand directing the person 
named therein to appear before a designated representative at a designated time and 
place to testify or to produce documentary evidence, or both ... or ... to provide .. 
. answers to questions relating to any matter under investigation by the Commission." 
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12. However, as the Commission explained in denying the petitions, a resolution need 

only describe the investigation in general terms and need not specifically state any 

particular theory of violation. Pet. Exh. 6, at 8-9; see also Invention Submission, 965 

F.2d at 1090; Texaco, 555 F.2d at 874 & n.26. Indeed, courts have approved 

investigatory resolutions that are comparable to the resolution at issue in this 

proceeding with regard to the level of specificity they provide to the recipients. See, 

e.g., FTC v. 0 'Connell Assocs., Inc., 828 F. Supp. 165, 171 (E.D.N .Y. 1993) 

(resolution "[t]o determine whether unnamed consumer reporting agencies ... may 

be engaged in acts or practices in violation of Section 5"); FTC v. Nat 'l Claims Serv., 

No. S 98-283 FCD DAD, 1999 WL 819640, at *2 (E.D. Cal. Feb. 9, 1999) (resolution 

to investigate unnamed firms that sell "business opportunities ... to consumers [and] 

... are engaged in unfair or deceptive acts or practices in violation of ... Section 5"). 

As for respondents' further contention that the Commission may not inquire 

into their practices relating to data security, the Commission discredited this assertion 

in ruling on the petitions to quash. Pet. Exh. 6, at 10-13. Most importantly, there is 

no legal authority suggesting that HIP A A repealed the FTC 's jurisdiction to 

investigate the security of sensitive health information. To the contrary, the Preamble 

to the HHS Privacy Rule anticipates that HIP AA-covered entities are "also subject to 
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other federal statutes and regulations." 65 Fed. Reg. 82,462, 82,481 (Dec. 28, 2000). 11 

Consistently. the two agencies have coordinated other information security actions 

involving sensitive health information covered by HIPAA. 12 

As the Commission explained, "courts rarely hold that one federal statute 

impliedly repeals another because 'when two statutes are capable of co-existence, it 

is the duty of the courts ... to regard each as effective."' Pet. Exh. 6, at I 2 (quoting 

Radzanower v. Touche Ross & Co., 426 U.S. 148, 155 (1976)). Consistent with these 

principles, courts have consistently rejected challenges to FTC law enforcement 

actions in instances where the Commission sought to exercise authority shared with 

other federal enforcement agencies. See, e.g., FTC v. Cement Inst., 333 U.S. 683, 694 

( 1948) (FTC and DOJ have overlapping jurisdiction to bring civil actions for unfair 

methods of competition); Thompson Med. Co. v. FTC, 791 F .2d 189, 192 (D.C. Cir. 

1986) (FTC and FDA share jurisdiction to regulate advertising for over-the-counter 

11 Additionally. the Preamble contains a section entitled "Implied Repeal 
Analysis," v,,:hich is silent on any ostensible repeal of the FTC Act. 65 Fed. Reg. At 
82,481-87. 

12 See In re CVS Caremark Corp., FTC File. No. 0723119 (February 18, 
2009), available athttp://www.ftc.gov/opa/2009/02/cvs.shtm (settlement agreements 
resolving coordinated FTC-HHS information security investigations); In re Rite Aid 
Corp. , FTC F i le No . 0 7 2 3 1 2 1 (Ju 1 y 2 7 , 2 0 1 0), av a i 1 ab 1 e at 
http://www.ftc.gov/opa/2010/07 /riteaid.shtm (same). 
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drugs). In short, "this is an era of overlapping agency jurisdiction under different 

statutory mandates." Texaco, 555 F.2d at 881. While HHS has a statutory mandate 

to provide consumers with access to the their health information and to prevent 

inappropriate use of that information, see 65 Fed. Reg. at 82,463, the FTC has a 

broader, but complementary, mandate - to prevent deceptive or unfair practices - as 

well as complementary remedies. See 15 U .S.C. § 45(a). 

In any event, this CID enforcement proceeding is "'not the proper forum in 

which to litigate the question of coverage under a particular statute .... The initial 

determination of the coverage question is left to the administrative agency seeking 

enforcement."' Kloster Cruise, 939 F.2d at 922 (quoting EEOC v. Peat, Marwick, 

Mitchell & Co., 775 F.2d 928, 930 (8th Cir. 1985)). The Commission need only make 

a "plausible argument" in support of its jurisdiction. Kloster Cruise, 939 F .2d at 922 

(internal citation omitted). 13 The FTC is entitled to investigate the nature and scope 

of Lab MD 's security practices without inviting a premature attack on statutory 

coverage. Respondents' arguments to the contrary would '"not only place the cart 

before the horse, but [] substitute a different driver for the one appointed by 

13 See also New Orleans Pub. Serv., Inc. v. Brown, 507 F .2d 160, 165 (5th 
Cir. 1975); FTC v. Gibson, 460 F.2d 605, 608 (5th Cir. 1972); United States v. 
Feaster, 376 F.2d 147, 148 (5th Cir. 1967). 
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Congress."' Kloster Cruise, 939 F.2d at 924 (quoting EEOC v. Chrysler Corp., 567 

F .2d 754, 755 (8th Cir. 1977)). 

C. The CIDs Seek Information That is Reasonably Relevant to the 
Commission's Investigation 

The standard for judging relevancy in an investigatory proceeding is more 

relaxed than in an adjudication. In an investigation, the Commission is not limited to 

seeking information that is necessary to prove specific charges. It merely seeks to 

learn whether there is reason to believe that the law is being violated and, if so, 

whether the issuance of a complaint would be in the public interest. See Texaco, 555 

F .2d at 872; see also Florida Azalea, 19 F .3d 622-23 (an agency "can investigate 

merely on suspicion that the law is being violated, or even just because it wants 

assurance that it is not") (quoting Morton Salt, 338 U.S. at 642-43). The CIDs' 

required testimony and information, therefore, need only be relevant to the 

investigation - the boundary of which may be defined by the agency quite generally. 

See Carter, 636 F.2d at 787-88; Texaco, 555 F.2d at 874 & n.26. 

In the present investigation, the Commission is seeking to determine whether 

LabMD and Mr. Daugherty have engaged in deceptive or unfair practices in 

connection with their patients' privacy and data security. The revelation that 

Lab MD 's I, 718 File ( containing the confidential information of over 9,000 patients) 
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was available for public download on a P2P network provides grounds to inquire 

whether its security practices were unreasonable and therefore could be unfair or 

deceptive. The Commission, however, has been stymied in its efforts to ask LabMD 

and Mr. Daugherty about LabMD's data security practices, such as informal practices 

and procedures, and about the responsibilities of Mr. Daugherty, LabMD's president 

and owner. Pet. Exh. 1 ,r,r 7-8, 12-13. Such questions are "reasonably relevant" to an 

investigation into "unfair or deceptive acts or practices [involving] consumer privacy 

and/or data security." See Pet. Exh. 2, 3; Florida Azalea, 19 F .3d at 624. 

As the Commission explained when rejecting the petitions to quash, it 1s 

premature to consider the underlying merits of LabMD's potential liability under the 

FTC Act until the CIDs have been enforced and the investigation is complete. See, 

pp. 8-9, supra. "A party under investigation may not contest the discovery and 

production of evidence in the same manner he may contest the use of that evidence 

in an adjudication by proper objection, by the introduction of other evidence, and 

other safeguards traditional to an adversary proceeding under our system." Genuine 

Parts Co. v. FTC, 445 F.2d 1382, 1388 (5th Cir. 1971). The Commission is entitled 

to investigate the circumstances that led the 1,718 File to become available for public 

download on a P2P network, and whether LabMD engaged in unfair or deceptive 

practices by failing to take reasonable steps to safeguard the File, regardless of 

-19-

Case 1:12-cv-03005-WSD  Document 1-5  Filed 08/29/12  Page 19 of 23 



whether the File was first discovered by a party with proper access. 14 Any assertion 

that "the Commission, in its investigation, must not ask any questions to which it does 

not already know the answers, has about it the aura of another, and bygone, legal era." 

New Orleans Pub. Serv., Inc. v. Brown. 507 F.2d 160. 164 (5th Cir. 1975). 

D. The CIDs Are Not Unreasonably Broad or Burdensome 

As the Commission concluded in denying petitions to quash, respondents 

cannot demonstrate that complying with the CIDs is unduly burdensome. See FTC 

v. Jim Walter Corp., 651 F .2d 251, 258 (5th Cir. Unit A July 1981 ), abrogated on 

other grounds by Ins. Corp. oflreland v. Compagnie de Bauxites de Guinee, 456 U.S. 

694, 702-03 ( 1982). It is well established that "a subpoena is not unreasonably 

burdensome unless 'compliance threatens to unduly disrupt or seriously hinder normal 

operations ofa business."' Jim Walter, 651 F.2d at 258 (quoting Texaco, 555 F.2d at 

882). Respondents do not satisfy this standard because the CTDs principally seek oral 

testimony and, as the Commission noted, they do not require a large-scale or time-

14 Even if Tiversa located and downloaded the 1,718 File from a P2P 
network, LabMD "had no reasonable expectation of privacy" in files its computers 
made accessible to a P2P network. See United States v. Gabel, No. 10-60168, 2010 
WL 3927697, at *7 (S.D. Fla. Sep. 16, 2010). LabMD "was, essentially, sharing them 
with the entire world. Anyone with internet access could have easily downloaded 
[P2P] client software, logged on to the network and downloaded [the] files." Id. 
(emphasis in original). 
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consuming document production. Pet. Ex. 6, at 7-8. Such a limited obligation on 

respondents' part does not constitute"undue burden" under any reasonable sense of 

the term. 

CONCLUSION 

For all the foregoing reasons, this Court should grant the Commission's petition 

and enter its own order requiring LabMD and Mr. Daugherty to comply in full with 

the December 21, 2011 civil investigative demands within 10 days of the Court's 

order, or at such later date as may be established by the Commission. 
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IS ITEM Ill) � 3 � 3 

ST-HE 

nTIZES o_ R Sl'B.JECT OF 
A FOREIGS COl'!HRV � 6 � 6 

Pl.ACE OF Bl'M1'ESS I:', ASOTHER 
STATE 

FOREIGl'i SATIOl'i 

IV. ORIGIN (PLACEA!'\··x·11\ol'iEBOXOl'iLn 

lRA'ISFERRED FROM APPEAi, TO DISTRICT .JlllJGE 
lvllORl(;ISAL � 2 REMO\EDFRO.\I � 3RE\UXDEDFRO\l � 4REl1';STATEOOR � !'ASOTHERlllSTRl('T � 6 \tl'I.TIDISTRICT � 7 FRO\l MA.GISTRATE .JllllGE 
~ PROCEEOl)iG STATE COl'RT APPELl,ATt:COl'RT REOPEl'iED (Specif,· District) LITIGATIOl'i Jl'OGME!'\T 

V. CAUSE OF ACTION (CIU: THE IJ.S.Cl\'11,STATUTEUl'illER WHICH \Oll ARE FIIJl'iG Al'iD WRITE A BRIEFSTATBIEl'iTOFCAtJSE- DO NOT CITE 
,JllRISlllCTIO'.'iAI. STA Tl'TES UNLESS lll\'ERSITY) 

Petition to enforce civil investigative demands issued by the Federal Trade Commission pursuant to 15 U.S.C. ~§ 56 and 57b-l 

(IF COMPLEX, CHECK REASON BELOW) 

Unusually large number of parties. Problems locating or preserving evidence � 6, � I. 

02, Unusually number of claims or defenses. 01, Pending parallel investigations or actions by government. 

Factual issues are exceptionally complex os, Multiple use of experts. � 3, 

Greater than normal volume or evidence. Need for discovery outside United States boundaries, � 4, � 9, 

D 5. Extended discovery period is needed. D 10. Existence of highly technical issues and proot: 

CONTINUED ON REVERSE 
FOR OFFICE USE ONLY 

:RECEIPT# AMOUNTS APPLYING IFP MAG. JUDGE (IFP) 
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VI. NATURE OF SUIT (PLACEAN"X"l'.C>NEBOXONLV) 

CONTRACT - "O" MOl"THS DISCOVERY TRACK' � 150 RECOVERY OF OVERPAYMENT & 
ENFORCEMENT OF Jl'DGMEl'>T 

CJ 152 RECOVERY OF DEFAL:LTED STL:DENT 
LOA~S {Exel. Veterans) 

CJ 153 RECOVERY OF OVERPA YMEl'>T OF 
VETERAl'>'S BEf\EFITS 

CIVIL RIGHTS· "4" MONTHS DISCOVERY TRACK 
� 441 VOTING � 442 EMPLOYMENT 
c:J 443 H<>liSING/ ACCOMMODATIONS 
c:J 444 WELFARE � 440 OTHER CIVIL RIGHTS 
c:J 445 AMERICANS with DISABILITIES - Employment 

SOCIAL SECURITY - "O" MONTHS DISCOVERY 
TRACK -a 861 HIA(l395[l) 

c:J 862 BLACK LU:0-G (923) 
CJ 863 DIWC (405(g)) 
CJ 863 DIWW (405(g)) 
c:J 864 SSID TITLE XVI 

CJ 446 AMERICANS with DISABILITIES - Other CJ 865 RSI (405(g)) 
CONTRACT- "4" MOl"THS DISCOVERY TRACK CJ 448 EDLICA TION 

CJ110 INSURANCE FEDERAL TAX SUITS - "4" MONTHS DISCOVERY 
CJ120MARlf\E 
CJ 130 MILLER ACT 
CJt40 NEGOTIABLE INSTRUMENT 
CJtSI MEDICARE ACT 

l!\1MIGRATION - "O" MONTHS DISCOVERY TRACK 
CJ 462 NATLIRALIZA TIO!'. APPLICATION 
CJ 463 HABEAS CORPUS- Alien D,taincc 
c:J 465 OTHER IMMIGRA TIO!'. ACTIONS 

TRACK --a 870 TAXES (l'..S, PlaintiIT or Dcf,ndant) 
CJ 871 IRS, THIRD PARTY 26 i.:sc 7609 

CJ 160 STOCKHOLDERS' Sl!ITS OTHER STATVTES - "4" MONTHS DISCOVERY 
CJ 190 OTHER CO!\TRACT 
CJ 195 CO!\TRACT PRODUCT LIABILITY 
CJ 196 FRANCHISE 

REAL PROPERTY - "4" MOl'iTHS DISCOVERY 
TRACK 
--.:::izm LAND CONDEM!\ATION 

CJZZ0 FORECLOSLRE 
CJ230 REl'iT LEASE & EJECTMENT 
CJ240 TORTS TO LAND 

PRISONER PETITIONS "0" MONTHS DISCOVERY 
TRACK 
~ 5!0 MOTIONS TO VACATE SENTENCE 

CJ 530 HA BEAS <.:OR PUS 
CJ 535 HABEAS CORPUS DEATH PENALTY 
CJ 540 MA!I.DAMUS & OTHER 
c:J 550 CIVIL RIGHTS - Fikd Pro sc 
D 555 PRISON CO!I.DITION(S) - Flkd Pro sc 
C] 560 CIVIL DETAINEE: CONDITIO'\S OF 

CONFINEME!\T 

TRACK 
-i::i 375 FALSE CLAIMS ACT 

c:J 400 STATE REAPPORTIONMENT 
c:J 430 BA!',KS AND BANKl!I.G 
c:J 450 COMMERCE/ICC RATES/ETC. 
c:J 460 DEPORT A TIO!'. 
c:J 470 RACKETEER 111-FLl:ENCED AND CORRUPT 

ORGANIZATIONS � 480 CONSUMER CREDIT 
c:J 490 CABLE/SATELLITE TV 

CJ245 TORT PRODl'CT LIABILITY CJ 891 AGRICULTl"RAL ACTS 

CJ290 ALL OTHER REAL PROPERTY 

TORTS - PERSONAL INJt;RY - "4" MOl"THS 
DISCOVERY TRACK 

PRISONER PETITIONS· "4" MONTHS DISCOVERY 
TRACK --a 550 CIVIL RIGHTS. Flied b~ Counscl 

CJ 555 PRISOf\ CONDITIOl'i{S) - Flied by Counsel 

CJ 893 ENVIRONME:0-TAL MATTERS 
CJ 895 FREEDOM O.' ll'iFORMATION ACT 
CJ 950 CONSTITUTIONALITY OF ST ATE STA Tl"TES 
[D 890 OTHER STATUTORY ACTIONS 
c:J 899 A DMl!'ilSTRA TIVE PROCEDURES ACT/ 

c:]3 IO AIRPLANE REVIEW OR APPEAL OF AGENCY DECISI0:0-
CJJIS AIRPLANE PRODUCT LIABILITY FORFEITURE/PENALTY - "4" MONTHS DISCOVERY 
CJ320 ASSALLT, LIBEL & SLA!\DER 
CJ330 FEDERAL EMPLOYERS' LIABILITY 
CJ340 MARINE 
c::J345 MARINE PRODl:CT LIABILITY 
CJ350 MOTOR VEHICLE 

TRACK --a 625 DRUG RELATED Sf,IZURE OF PROPERTY 
21 llSC 881 

CJ690OTHER 

OTHER STATUTES· "8" MONTHS DISCOVERY 
TRACK --a 410 ANTITRl"ST 

CJ 850 SECl"RITIES / COMMODITIES I EXCHANGE 

CJ355 MOTOR VEHICLE PRODUCT LIABILITY 
CJJ60 OTHER PERSONAL INJURY 
CJJ62 PERSONAL INJrRY -MEDICAL 

MALPRACTICE 
CJ365 PERSO!\AL INJl:RY - PRODUCT LIABILITY 
CJ367 PERSONAi, INJJ.:RY - HEALTH CAREi 

PHARMACEUTICAL PRODJ.:CT LIABILITY 
CJJ68 ASBESTOS PERSONAL INJJ.:RY PRODl:CT 

LABOR• "4" MONTHS DISCOVERY TRACK 
CJ 710 FAIR LABOR STANDARDS ACT 
CJ 720 LABOR/MGMT. BELA TIONS 
c:J 740 RAILWAY LABOR ACT 
CJ 751 F'AMILYand MEDICAL LEA\EACT 
CJ 790 OTH[R LABOR LITIGA TIOl'i 
0 791 EMPL. RET. li'<C. SECl:RITY ACT 

OTHER STATLTES • "0" !'l-10NTHS DISCOVERY 
TRACK --a 896 ARBITRATION 

{Confirm/ Vacate/ Order i Modify) 

LIABILITY 
PROPERTY RIGHTS· "4" MONTHS DISCOVERY 

TORTS· PERSONAL PROPERTY· "4" MO'.'<THS 
DISCOVERY TRACK 

CJ370 OTHER FRAUD 
CJ371 TRUTH IN LE!\Dl!'iG 

TRACK --a 820 COPYRIGHTS 
c:J 840 TRADEMARK 

* PLEASE NOTE DISCOVERY 
TRACK FOR EACH CASE TYPE. 
SEE LOCAL RULE 26.3 

CJJ80 OTHER PERSO!\AL PROPERTY DAMAGE PROPERTY RIGHTS· "8" MONTHS DISCOVERY 

CJ385 PROPERTY DAMAGE PRODUCT LIABILITY TRACK --a 830 PATENT 
BANKRllPTCY - "O" MONTHS DISCOVERY TRACK 

CJ422 APPEAL 28 rsc 158 
CJ423 WITHDRAWAL 28 l!SC 157 

VII. REQUESTED IN COMPLAINT: 
DcHECK IF CLASS ACTION l;NDER F.R.Civ.P. 23 DEMAND$ __________ _ 

Jl;RY DEMA'.'ID � YES 181 NO (CHECK YES~ IF DEMANDED IN COMPLAINT) 

VIII. RELATED/REFILED CASE(S) IF ANY 
JUDGE ___________ _ DOCKET NO. ________ _ 

CIVIL CASES ARE DEEMED RELATED IF THE PENDING CASE INVOLVES: (CHECK APPROPRIATE BOX) � I. PROPERTY INCLUDED IN AN EARLIER NUMBERED PENDl'<G SUIT. � 2. SAME ISSUE OF FACT OR ARISES OUT OF THE SAME EVENT OR TRANSACTIOI" INCLUDED IN AN EARLIER NUMBERED PENDING SUIT. � 3. VALIDITY OR INFRl'.'<GEMENT OF THE SAME PATENT, COPYRIGHT OR TRADEMARK INCLUDED IN Al" EARLIER NUMBERED PENDING SLIT. � 4. APPEALS ARISING OUT OF THE SAME BANKRUPTCY CASE AND A'<Y CASE RELATED THERETO WHICH HA VE BEEN DECIDED BY THE SAME 

BANKRUPTCY JUDGE. � S. REPETITIVE CASES FILED BY f.!!Q.Iill. LITIGANTS. � 6. COMPANIOl'i OR RELATED CASE TO CASE(SJ BEING SIMULTANEOUSLY FILED (INCLLDE ABBREVIATED STYLE OF OTHER CASE(S)): 

� 7, EITHER SAME OR ALL OF' THE PARTIES AND ISSVES IN THIS CASE WERE PREVIOLSLY INVOLVED IN CASE '.'<O. , WHICH WAS 

DISMISSED. This cascD IS DIS NOT (check one ho,) St.:BSTANTIALLY THE SAME CASE. 

/s Ryan T. Holte 8/29/2012 
SIGNATURE OF ATTOR DATE 
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