
 PUBLIC 

UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

OFFICE OF ADMINISTRATIVE LAW JUDGES 

____________________________________ 

      ) 

In the Matter of      ) PUBLIC   

      ) 

LabMD, Inc., a corporation   ) Docket No. 9357     

Respondent.      )  

___________________________________  )  

RESPONDENT LABMD, INC.’S MOTION TO ADMIT SELECT EXHIBITS 

 Pursuant to Additional Provision 16 to this Court’s Scheduling Order, and Commission 

Rules 3.22 and 3.43 (16 C.F.R. §§ 3.22, 3.43), and the Court’s June 1, 2015 Order, Respondent 

LabMD, Inc. (“LabMD”) hereby moves to admit select exhibits.  As detailed below, the 

proffered evidence is reliable, material, and relevant to the veracity of the testimony provided by 

Tiversa, Inc. (“Tiversa”), the allegations made by the Federal Trade Commission (“FTC”) with 

respect to the “spread” of the 1718 File on P2P networks, LabMD’s defense, and other core 

issues in this case.   

 The select exhibits moved for admission into evidence are listed in Appendix A, which is 

attached hereto and made a part hereof.1 

 I. Standard of Review. 

Relevant, material, and reliable evidence shall be admitted.  See Commission Rule 3.43.  

Hearsay that is “relevant, material, and bears satisfactory indicia of reliability so that its use is 

fair” also should be admitted.  Commission Rule 3.43(b); see also In re Polyvore Int’l, Inc., No. 

9327, 2010 FTC LEXIS 62, at *6-7 (July 10, 2010) (noting that hearsay evidence may be 

received in FTC proceedings).  However, a document that is not admitted for the truth of the 

matter asserted, by definition, is not hearsay.  Fed. R. Evid. 801. 

                                                           
1 A disc with the selected exhibits is attached with Appendix A for the Court’s convenience. 
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“The Federal Rules of Evidence define relevancy to include evidence that has any 

tendency to make a fact of consequence to the determination of the action more or less probable 

… [and] ‘the federal courts are unanimous in holding that the definition of relevant is expansive 

and inclusive, and that the standard for admissibility is very low.’”  In the Matter of OSF 

Healthcare System, No. 9349, 2012 FTC LEXIS 75, at *3 (Apr. 4, 2012) (citation & notes 

omitted).2 

Under the Administrative Procedure Act (“APA”), an administrative law judge may not 

issue an order “except on consideration of the whole record or those parts thereof cited by a party 

and supported by and in accordance with the reliable, probative, and substantial evidence.”  In 

the Matter of ECM Biofilms, No. 9358, 2015 FTC LEXIS 22, at *9 (FTC Jan. 28, 2015) (citing 

Administrative Procedures Act, 5 U.S.C. § 556(d)).  Indeed, Rule 3.43(d) directs the 

administrative law Judge to control the presentation of evidence so as to make the presentation 

“effective for the ascertainment of the truth.” 16 C.F.R. § 3.43(d). 

II. General Nature of the Exhibits to be Admitted. 

 The documents at issue are reliable and clearly relevant to the facts of the case.  The 

majority of the documents have been produced by FTC in response to FOIA requests.  The 

records also emanate from the production of documents by and testimony of Richard Wallace, 

the Tiversa whistleblower who testified on May 5, 2015 before this Court.  There is no reason to 

doubt the authenticity of any of the exhibits to be moved into evidence. 

The majority of the exhibits (described under Categories 1-5 infra) are documents 

produced to undersigned counsel by FTC in response to proper Freedom of Information Act 

(“FOIA”) requests.  See Certification of Records of Regularly Conducted Activity of Cause of 

                                                           
2 The Federal Rules of Evidence are persuasive authority for FTC adjudicative proceedings.  Id. at n.2 (citation 

omitted). 
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Action Institute, attached hereto as Exhibit 1.3  Specifically, FTC responded to the FOIA 

requests in the regular course of agency operations, which FTC was statutorily required to do 

under the APA.  These documents are offered to show, as a general matter, the state of mind and 

actions of FTC as an agency responding to a Congressional inquiry involving a material 

government witness who supplied FTC with evidence and testimony in furtherance of its 

pending adjudication against LabMD.  For these reasons (and as discussed in greater detail 

below), the documents should be admitted.4 

 Moreover, in anticipation that Complaint Counsel will assert that this motion is untimely 

because, among other reasons, the documents at issue were not on a prior exhibit list, LabMD 

notes that: 1) these documents, which are responsive to LabMD’s First Request for Production of 

Documents Nos. 1, 4-7, 11-12 (see Ex. 2, LabMD’s First Set of Requests for Production of 

Documents to FTC, at 11 (Dec. 24, 2013)), were never produced by Complaint Counsel in this 

case, despite its ongoing duty to supplement; and 2) LabMD did not receive some of the 

documents until May 2015, when FTC produced them in response to FOIA request(s).  In 

addition, LabMD offers this evidence for the Court’s consideration in properly effectuating the 

“ascertainment of the truth.”  See Rule 3.43(d).   

  

                                                           
3 See also Joint Stipulations of Fact, Law, and Authenticity, at 4 (May 14, 2014) (parties stipulating to the 

authenticity of all exhibits, with limited specified exceptions). 
4 See Morgan v. U.S. Dep’t of Justice, 923 F.2d 195, 198 (D.C. Cir. 1991) (“[T]he potential availability of criminal 

and civil discovery in no way bars an individual from obtaining information through FOIA where no exemption 

otherwise applies.”).  “Indeed, there are situations in which FOIA will permit access to information that would not 

be available through discovery.”  Id. (citing North v. Walsh, 881 F.2d 1088, 1096 (D.C. Cir. 1989); see also Roth v. 

U.S. Dep’t of Justice, 642 F.3d 1161, 1183 (D.C. Cir. 2011) (citing Morgan and North). 
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 III. Specific Discussion of the Exhibits to be Admitted. 

Category 1 

 

Miscellaneous exhibits 

 

 RX552-RX553:  May 7, 2014 hearing in Atlanta, Georgia and the expert report Cliff 

Baker: relevant, material, reliable evidence of the data security standards applicable to LabMD 

during 2005-2010 as a HIPAA-covered entity.  This is relevant because Baker opines that Rachel 

Hill’s proposed data security standards are inconsistent with applicable standards under HIPAA.  

Hearing Tr. (N.D. Ga.), at 64:25 – 65:13 (May 7, 2014); Baker Report, at 1-13 (rec’d in 

evidence).  RX553: LabMD certificate is relevant for the same reasons.  See App. A.  LabMD 

has contended throughout this case as a material fact that it is a HIPAA-covered entity which did 

not commit any HIPAA-related data security violations. 

RX554:  Self-authenticating, relevant, and probative FTC CID to the Privacy Institute, 

which included the insurance aging file at the center of FTC’s case.  See Wallace, Tr. at 1352:17-

25 – 1353:1-6, 16-20; RX644 at 4, 54-8 (OGR Report). 

RX615-616:  Self-authenticating, relevant, and probative responses to Questions for the 

Record by FTC regarding data security to U.S. House Subcommittee on Commerce, 

Manufacturing & Trade on Feb. 4, 2014 (July 11 & 16-17, 2014).  FTC’s lack of standards for 

data security in the medical industry, and specifically regarding P2P networks, is a material 

fact(s) in this case.  See Complaint, at ¶¶13-20; FTC Staff Report at 20 (June 2005); Prepared 

Statement of Mary Engle, at 1-12 (July 24, 2007). 

RX644:  Relevant, self-authenticating, material, probative January 2, 2015 Staff Report 

prepared for OGR Chairman Darrell E. Issa regarding Tiversa and FTC in the LabMD matter, 

entitled, “Tiversa, Inc.: White Knight or High-Tech Protection Racket?”  This exhibit is not 
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offered for the truth of the matters set forth therein.  This document is the culmination of 

numerous exhibits involving the 1718 File and the nature of FTC’s use of Tiversa’s evidence in 

the case against LabMD.  It is self-authenticating and probative of these issues, as well as 

LabMD’s defenses in this case.  See Complaint at ¶¶ 10-20, 22-23; Answer at ¶¶ 10-20, 22-23; 

Answer, LabMD’s Affir. Def. at 6-7; CX0019; Wallace, Tr. at 1341:12-25, 1342:1-6, 1432:10-

25 – 1433:1-12, 1352:17-25 – 1353:1-6, 16-20, 1358:16-25 – 1359:1-14, 1363:11-14, 1367:7-18, 

1368: 3-17, 23-25 — 1369:1-25, 1370:1-2, 1374:14 — 1378:2, 1378:18 — 1379:11, 1379:22 — 

1385:3, 1385:3-24; LabMD’s Motion to Disqualify Commissioner Edith Ramirez; LabMD’s 

Motion For Leave  to Supplement the Record in Support of Its Motion to Disqualify 

Commissioner Ramirez; Hill (CX0740), at 1, 15; Van Dyke (CX0741), at 2, 4, 7, 8; Kam 

(CX0742), at 6, 9, 18, 19; Shields (CX0738), at 3, 25. 

RX649:  Relevant news article regarding HHS’s decision not to investigate or prosecute 

LabMD (Sept. 9, 2013).  The jurisdiction of FTC under Section 5 over a HIPAA-covered entity 

is a material fact in this case.  See Ex. 3, Declaration of Michael Pepson, LabMD, Inc. v. FTC 

(Case 1:14-cv-00810-WSD) (N.D. Ga.) (Mar. 20, 2014). 

RX653: Relevant emails between Samuel Hopkins/Tiversa and Johnson regarding data 

for Johnson’s study.  The foundation for this exhibit is Johnson’s deposition testimony.  See 

CX0720, at 78-83 (Feb. 18, 2014). 

RX654:  Relevant testimony of Boback before the U.S. House Subcommittee on 

Commerce, Trade, and Consumer Protection, which is a public document.  The foundation for 

this exhibit is the deposition testimony of Boback on November 21, 2013, and Wallace’s trial 

testimony.  See CX703, at 143-59 (Nov. 21, 2013); Wallace, Tr. at 1341:12-25, 1342:1-6, 

1432:10-25 – 1433:1-12 (VOL. IX) (May 5, 2015) (PUBLIC). 
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RX656:  Boback deposition exhibits relevant to CX0019 and FTC’s representations to 

Congress.  See Boback, Dep. Tr. at 43-47 (June 7, 2014).  This exhibit is relevant, reliable, 

public, and probative evidence of what Boback stated to Computer World on or about February 

26, 2010.  The article is not offered for the truth of what Boback stated.   

Category 2 

Internal FTC emails and communications regarding OGR’s letters dated  

June 11, 2014 and June 17, 2014 

 

RX587: Relevant public document of FTC’s response to OGR’s June 11 letter stating 

that Congress was investigating Tiversa and FTC.  These exhibits are admissions of FTC 

employees regarding material facts at issue in this case.  See Wallace, Tr. at 1385:13-24, 

1352:17-25 – 1353:1-6, 16-20; RX644 infra, at 54-62, 56 n.173. 

 RX592-94; RX596; RX613-14; RX617; RX619; RX621-22; RX625:  Relevant and 

reliable email communications regarding FTC responses to OGR’s June 11, 2014 letter to 

Commissioner Ramirez, and to OGR’s June 17, 2014 letter to FTC Acting Inspector General 

Kelly Tshibaka.  These exhibits also include communications between Congressional staffers 

and FTC employees regarding a pending adjudicative matter, and the lack of FTC standards 

regarding data practices and “unfairness” under Section 5.  These exhibits are admissions of FTC 

employees regarding material facts at issue in this case.5    

                                                           
5 These communications are relevant also because the records are evidence of FTC’s public positions, and contrary 

internal actions and discussions, regarding the viability of Tiversa’s evidence in the LabMD matter, as well as FTC’s 

view of Tiversa’s credibility as the sole source of evidence regarding a “likely” cause of substantial injury under 

Section 5 of the FTC Act, which FTC has the burden of proving in this case.  FTC/Complaint Counsel have never 

disavowed or otherwise qualified the testimony of Tiversa or Robert Boback in this case that the insurance aging file 

proliferated on P2P networks as reflected in CX0019.  See Complaint, at ¶¶10-20, 22-23; Answer, at ¶¶10-20, 22-

23; Answer, LabMD’s Affir. Def. at 6-7; CX0019; RX644, at 7-72; Wallace, Tr. at 1358:16-25 – 1359:1-14, 

1363:11-14, 1368:23-25 — 1369:1-25, 1370:1-2, 1374:14 — 1378:2, 1378:18 — 1379:11, 1379:22 — 1385:3, 

LabMD’s Motion to Disqualify Commissioner Edith Ramirez; LabMD’s Motion to Supplement the Record in 

Support of Its Motion to Disqualify Commissioner Ramirez. 
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Additionally, RX622 is relevant to FTC’s lack of standards regarding data security and 

“unfairness” under Section 5 of the FTC Act.  RX625 is an email exchange between an FTC 

employee and an OGR Deputy Staff Director regarding an improper request by the FTC 

employee for a transcript of Boback’s June 5, 2014 testimony before OGR.  See RX644 infra, at 

4-72. 

Category 3 

Internal FTC emails and communications regarding OGR’s July 18, 2014 letter  

 

RX584; RX586; RX588; RX611-12; RX618; RX620; RX623-24; RX626-28: Relevant 

and reliable email communications regarding FTC’s response to OGR’s July 18, 2014 letter to 

Commissioner Ramirez.  These exhibits also include communications between Congressional 

staffers and FTC employees regarding a pending adjudicative matter, and the lack of FTC 

standards regarding data practices and “unfairness” under Section 5.6 

Category 4 

 

Internal FTC emails and communications regarding OGR’s  

December 1, 2014 letter  

 

 RX630-32; RX634-35; RX637-40; RX643:  Relevant and reliable email 

communications regarding FTC’s response to OGR’s December 1, 2014 letter to Commissioner 

Ramirez.  These exhibits include communications between FTC employees regarding a pending 

adjudicative matter, and the lack of FTC standards regarding data practices and “unfairness” 

under Section 5.7 

  

                                                           
6 See supra note 5. 
7 See supra note 5. 
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Category 5 

FTC communications 

 

 RX583: Relevant and reliable October 2014 email communications between DAEO 

White, Senior FTC Leadership, and LabMD Complaint Counsel, and voicemail verifications 

from August 2014.   

 RX590-91:  Relevant and reliable email communications regarding FTC’s responses to 

OGR’s June 11 and June 17, 2014 letters to Commissioner Ramirez and FTC’s IG.  This exhibit 

includes FTC employees discussing a pending adjudicative matter, and an upcoming meeting on 

Capitol Hill with Rep. Terry regarding Tiversa. 

 RX583 and RX590-91:  Relevant evidence of FTC’s public positions, and contrary 

internal actions and discussions, regarding the viability of Tiversa’s evidence in the LabMD 

matter, as well as FTC’s view of Tiversa’s credibility as the sole source of evidence regarding 

the insurance aging file.8    

 RX595; RX597-99; RX600; RX602-04; RX606:  Relevant and reliable email 

communications showing FTC Complaint Counsel in the LabMD matter, as well as FTC Senior 

Leadership and officials, contacting DAEO White with regard to the LabMD matter.  These 

exhibits also contain email communications by and between FTC Senior Leadership and FTC 

employees, including but not limited to Complaint Counsel, regarding the LabMD case.  These 

exhibits are admissions of FTC regarding material facts in this case. 

 RX610:  Relevant and reliable email communications showing FTC Complaint Counsel 

in the LabMD matter, as well as FTC Senior Leadership and officials, discussing the 

disqualification of Commissioner Julie Brill on December 24, 2013.   

                                                           
8 See supra note 5. 
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 RX659:  Relevant public document of FTC’s claims regarding the dangers of P2P 

networks for the period 2005-2010.  See Complaint, at ¶¶13-20; FTC Staff Report, at 20 (June 

2005); Prepared Statement of Mary Engle, at 1-12 (July 24, 2007) (OGR).  

IV. Conclusion. 

For the reasons set forth above, LabMD’s Motion should be granted. 

Dated: June 12, 2015      Respectfully submitted, 

/s/ Prashant K. Khetan 

Daniel Z. Epstein, Esq. 

                    Prashant K. Khetan, Esq. 

              Patrick J. Massari, Esq. 

 Erica L. Marshall, Esq. 

     Cause of Action 

     1919 Pennsylvania Ave., NW Suite 650 

Washington, DC 20006 

Phone: (202) 499-4232 

Facsimile: (202) 330-5842 

Email: prashant.khetan@causeofaction.org 

 

/s/ Reed D. Rubinstein 

      Reed D. Rubinstein, Esq. 

William A. Sherman, II, Esq. 

    Dinsmore & Shohl, LLP 

   801 Pennsylvania Ave., NW Suite 610 

  Washington, DC 20004 

  Phone: (202) 372-9100 

       Facsimile: (202) 372-9141 

              Email: reed.rubinstein@dinsmore.com  

 

Counsel for Respondent, LabMD, Inc.  
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UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

OFFICE OF THE ADMINISTRATIVE LAW JUDGES 

 

____________________________________ 

In the Matter of     )   DOCKET NO. 9357 

) 

LabMD, Inc.,     ) 

a corporation.      ) 

) 

___________________________________ ) 

 

[PROPOSED] ORDER GRANTING RESPONDENT LABMD, INC.’S  

MOTION TO ADMIT SELECT EXHIBITS 

 

Upon consideration of Respondent’s Motion to Admit Select Exhibits, and designated 

under Appendix A to said Motion, and in consideration of the entire Record in this case, 

IT IS HEREBY ORDERED that Respondent’s Motion to Admit Select Exhibits be and 

the same is hereby GRANTED; and it is further 

ORDERED that the Exhibits identified in Appendix A shall be admitted into evidence: 

 

SO ORDERED:  

      

 

__________________________ 

D. Michael Chappell 

Chief Administrative Law Judge 

 

Date: __________________ 
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UNITED STATES OF AMERICA 

BEFORE THE FEDERAL TRADE COMMISSION 

OFFICE OF THE ADMINISTRATIVE LAW JUDGES 

____________________________________ 

In the Matter of     )   DOCKET NO. 9357 

) 

LabMD, Inc.,     ) 

a corporation.      ) 

) 

___________________________________ ) 

 

STATEMENT REGARDING MEET AND CONFER 

LabMD, Inc. respectfully submits this Statement, pursuant to Additional Provision 4 of 

the Scheduling Order.  Prior to filing the attached Motion To Admit Select Exhibits, on June 5, 

2015, counsel for LabMD (Patrick J.  Massari and Erica L. Marshall) conferred with Complaint 

Counsel (Laura Riposo VanDruff and Jarad Brown) regarding the subject of these motions.  

Complaint Counsel advised that it opposes LabMD’s Motion, save RX651 and RX658 (which 

Complaint Counsel has already moved into evidence as CX0447 and CX0034, respectively).   

Dated: June 12, 2015     Respectfully submitted, 

/s/ Patrick J. Massari 

Daniel Z. Epstein, Esq. 

                    Prashant K. Khetan, Esq. 

              Patrick J. Massari, Esq. 

              Erica L. Marshall, Esq. 

     Cause of Action 

     1919 Pennsylvania Ave., NW Suite 650 

Washington, DC 20006 

Phone: (202) 499-4232 

Facsimile: (202) 330-5842 

Email: prashant.khetan@causeofaction.org 
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/s/ Reed D. Rubinstein 

      Reed D. Rubinstein, Esq. 

William A. Sherman, II, Esq. 

    Dinsmore & Shohl, LLP 

   801 Pennsylvania Ave., NW Suite 610 

  Washington, DC 20004 

  Phone: (202) 372-9100 

       Facsimile: (202) 372-9141 

              Email: reed.rubinstein@dinsmore.com  

Counsel for Respondent, LabMD, Inc.  
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CERTIFICATE OF SERVICE 

I hereby certify that on June 12, 2014, I delivered via electronic mail and caused to be 

hand-delivered a copy of the foregoing document with the Office of the Secretary: 

 

Donald S. Clark, Esq. 

Secretary 

Federal Trade Commission 

600 Pennsylvania Ave., NW, Rm. H-113 

Washington, DC 20580 

 

I also certify that I delivered via electronic mail and caused to be hand-delivered a copy of 

the foregoing document to: 

 

The Honorable D. Michael Chappell 

Chief Administrative Law Judge 

Federal Trade Commission 

600 Pennsylvania Ave., NW, Rm. H-110 

Washington, DC 20580 

 

I further certify that I delivered via electronic mail a copy of the foregoing document to: 

 

     Alain Sheer, Esq. 

     Laura Riposo VanDruff, Esq. 

     Megan Cox, Esq. 

     Ryan Mehm, Esq. 

     John Krebs, Esq. 

     Jarad Brown, Esq. 

     Division of Privacy and Identity Protection 

     Federal Trade Commission 

     600 Pennsylvania Ave., N.W. 

     Room CC-8232 

     Washington, D.C. 20580 

 

Dated: June 12, 2015      By:      /s/Patrick J. Massari 

                

 

CERTIFICATE OF ELECTRONIC FILING 
 

I certify that the electronic copy sent to the Secretary of the Commission is a true and 

correct copy of the paper original and that I possess a paper original of the signed document 

that is available for review by the parties and the adjudicator. 

 

Dated: June 12, 2015      By:      /s/Patrick J. Massari 

          

 



 

 

 

 

 

APPENDIX A  



Exhibit No. Description Bates Nos. 

 

Category 1 

Miscellaneous Exhibits 

RX552 Expert report of Cliff Baker (Apr. 11, 2014) and 

HearingTranscript (May 7, 2014), 

LabMD, Inc. v. FTC (Case 1:14-cv-00810-WSD)  

(“N.D. Ga. Case”) 

0001 – 112 

RX553 HHS/CMS Certificate of Compliance:  LabMD, Inc. 

2003-2013 (Ex. 1 to Daugherty Decl.) (Mar. 20, 2014), 

N.D. Ga. Case 

0113 – 114 

RX554 C.I.D. to Privacy Institute (July 10, 2009-Aug. 13, 2009) 0115 –127 

RX615 FTC responses to Questions for the Record to U.S. House 

Subcomm. on Commerce, Manuf. & Trade on Feb. 4, 2014)  

(July 11, 2014) 

0614 – 623 

(4/30/15) 

RX616 FTC responses to Questions for the Record to U.S. House 

Subcomm. on Commerce, Manuf. & Trade on Feb. 4, 2014)  

(July 16-17, 2014) 

0624 – 633 

(4/30/15) 

RX644 OGR Staff Report dated January 2, 2015 prepared for OGR 

Chairman Darrell E. Issa: “Tiversa, Inc.: White Knight or High-

Tech Protection Racket?” 

0756 – 854 

RX649 News article re HIPAA (Sept. 9, 2013) Exhibit 1 to 

Pepson 

Decl. 

ND Ga. 

Case 

RX653 Emails between Hopkins and Johnson (Mar. 2008) Johnson 

Dep. Ex. 

RX10 (Feb. 

18, 2014) 

RX654 Boback testimony/House Subcomm. Commerce, Trade, & 

Consumer Protection (May 4, 2009) 
 

Boback 

Dep. Ex. 

RX1 (Nov. 

21, 2013) 

RX656 Computer World article 

 

Robert 

Boback 

Dep. 

RX536 

(June 7, 

2014) 

  



Ex. No. Description Bates Nos. 

 

Category 2 

Internal FTC emails and communications regarding OGR’s letter of June 11, 2014 to 

Commissioner Ramirez, and June 17, 2014 to Acting Inspector Gen. Kelly Tshibaka 

requesting an investigation into FTC and Tiversa in the LabMD matter 
 

RX587 Letter dated June 13, 2014 from FTC Sec’y Clark to OGR/Issa 0436 – 439 

 

RX592 FTC email chain between Acting FTC IG Tshibaka to Hippsley, 

DAEO White, & OCR Dir. Bumpus 

0471 – 472 

 

RX593 Email chain: Sec’y Clark, DAEO White, COS Hippsley, Atty. 

Advisor Burstein 

0473 – 487 

 

RX594 Email chain reflecting Comm’r Ramirez’s edits/input into June 13, 

2014 response letter 

0488 – 489 

 

RX596 Email chain by: Comm’r Ramirez, DAEO White, Sec’y Clark, 

OCR Staff 

0491 – 501 

 

RX613 Email chain: Shannon Taylor (U.S. House) & OCR staffer Kim 

Vandecar 

0607 – 611 

RX614 Email chain: Taylor & Vandecar (June 18, 2014) 0612 – 613 

RX617 Email: Taylor to Vandecar (June 18, 2014) 0634 

RX619 Email from Vandecar to OGR staff (June 13, 2014) 0638 – 639 

RX621 Email chain: FTC Staff and OGR Staff (June 11-13, 2014) 0642 – 643 

RX622 Emails: Joseph Wender (Sen. Markey staffer) and Vandecar re 

FTC data security standard (June 13, 2014) 

0644 

RX625 Email from Vandecar to Mark Marin (OGR Deputy Staff Dir.) 

(June 16-17, 2014) 

0648 – 649 

  



Ex. No. Description Bates Nos. 

 

Category 3 

Internal FTC emails and communications regarding OGR’s July 18, 2014 letter to 

Commissioner Ramirez, and OGR’s July 24, 2014 hearing entitled “The Federal 

Trade Commission and its Section 5 Authority: Prosecutor, Judge, and Jury” 
 

RX584 Emails regarding OGR’s July 18, 2014 letter to Comm’r Ramirez 0420 – 433 

RX586 Emails regarding OGR’s June 11 & July 18, 2014 letters to 

Comm’r Ramirez 

 

0435 

RX588 Emails regarding OGR’s July 18, 2014 letter to Comm’r Ramirez 

(July 18-20, 2014) 

0440 – 458 

RX611 Emails: Ellen Doneski (Sen. Jay Rockefeller/Senior Staff) to 

Comm’r Ramirez regarding Sen. Rockefeller’s July 23, 2014 letter 

0596 – 599 

 

RX612 Email chain: Hill staffers and  OCR Dir. Bumpus/OCR Staff 0603 – 606 

RX618 FTC response letter by Sec’y Clark to OGR’s July 18, 2014 letter 0635 – 637 

RX620 Email: OCR Staff, Daniel Kaufman, and OGR Staff 0640 – 641 

RX623 Emails: FTC Staff and OGR Staff re FTC’s response to OGR’s 

July 18, 2014 letter (July 21, 2014) 

0645 – 646 

RX624 Emails: OCR Staff and OGR Staff (July 23, 2014) 0647 

RX626 Email: OGR staffer Patrick Satalin (Rep. Peter Welch) to Aaron 

Burstein (Atty. Advisor to Comm’r Brill) regarding July 24, 2014 

OGR hearing 

0650 

RX627 Email: Jennifer Barblan (OGR Senior Counsel) to OCR staffer 

Claudia Simons transmitting OGR’s July 18, 2014 letter (July 18, 

2014 12:28 PM) 

0651 – 658 

RX628 Email: Matthew Smith (FTC DPIP) to OGR transmitting file 

2014072.zip/708,171.51 KB of FTC data/records 

0659 – 660 

(4/30/15) 

  



 

Ex. No. Description Bates Nos. 

 

Category 4 

Internal FTC emails and communications regarding OGR’s December 1, 2014 letter to 

Commissioner Ramirez  
 

RX630 Dec. 1, 2014 letter from OGR to Comm’r Ramirez with select 

attachments 

0685 – 702 

RX631 Email: Laura Riposo Van Druff to Chief ALJ D. Michael Chappell 

transmitting the FTC’s December 16, 2014 response letter (Dec. 

18, 2014) 

0719 – 720 

(5/14/2015) 

RX632 Email: Van Druff to David C. Shonka re LabMD matter (Dec. 2, 

2014) 

0721 

(5/14/2015) 

RX634 Emails: Bumpus and Van Druff regarding FTC’s December 16, 

2014 response letter (Dec. 16, 2014) 

0723 – 725 

(5/14/2015) 

RX635 Email: OGR to FTC/OCR transmitting OGR’s December 1, 2014 

letter (Dec. 1, 2014) 

0726 – 727 

(5/14/2015) 

RX637 Email: Bumpus to Shonka & Vandecar (Dec. 3, 2014) 0730 

(5/14/2015) 

RX638 Emails: FTC officials regarding OGR’s December 1, 2014 letter 

(Dec. 1-2, 2014) 

0731 – 732 

(5/14/2015) 

RX639 Email: Sec’y Clark to Staff regarding OGR’s December 1, 2014 

letter (Dec. 19, 2014) 

0733 – 734 

(5/14/2015) 

RX640 Emails: Comm’r Ramirez and COS Heather Hippsley (Dec. 10, 

2014; Dec. 15, 2014) 

0735 

(5/14/2015) 

RX643 Emails: Sec’y Clark and Bumpus (Dec. 15, 2015) 0739 

(5/14/2015) 

 

  



Ex. No. Description Bates Nos. 

 

Category 5 

FTC communications  

 

RX583 Emails: DAEO White from Complaint Counsel, FTC leadership 

(Oct. 2014); voicemail verifications (Aug. 2014) 

0346 –350 

(4/30/15) 

RX590 Emails: Mithal/DAEO White/Staff Atty. Blodgett  

(June 23-27, 2014) 

0460 – 461 

(4/30/15) 

RX591 Emails: Comm’r Ramirez, DAEO White, Gen. Counsel Jon 

Nuchterlein (June 20, 2014); internal FTC email from Mithal to 

DAEO White re June 19, 2014 internal meeting 

0469 – 470 

(4/30/15) 

RX595 Email: Alain Sheer and DAEO White (Nov. 5, 2014) 0490 

(4/30/15) 

RX597 Emails: Van Druff, Sheer and DAEO White (June 19, 2014) 0502 – 503 

(4/30/15) 

RX598 Email: Van Druff to DAEO White (Nov. 5, 2014) 0504 

(4/30/15) 

RX599 Notice of voicemail: DPIP Ass’t Dir. Schoshinski to DAEO White 

(June 9, 2014) 

0505 

(4/30/15) 

RX600 Emails: Comm’r Ramirez/COS Hippsley to DAEO White, OCR 

Dir. Bumpus, Dir. Pub. Affairs & Comms. Justin Cole (May 30, 

2014); Sheer and DAEO White (May 31 & June 2, 2014) 

0506 

(4/30/15) 

 

RX602 Email: Van Druff to DAEO White (Mar. 25, 2014) 0508 

(4/30/15) 

RX603 Email: FTC witness Ruth Yodaiken and DAEO White  

(Mar. 14, 2014) 

0509 

(4/30/15) 

RX604 Email: Van Druff to DAEO White (Nov. 4, 2014) 0510 

(4/30/15) 

RX606 Emails: FTC Senior Leadership, DAEO White, and LabMD 

Complaint Counsel (Feb.-Mar. 2014) 

0512 – 519 

(4/30/15) 

RX610 Emails: FTC Senior Leadership regarding Comm’r Brill’s 

disqualification (Dec. 17-18 & 26, 2013) 

0542,0545, 

& 0570 

(4/30/15) 

RX655 Letter from Settlemyer to 

Boback (June 25, 2008) 

Boback 

Dep. Ex. 

RX2 (Nov. 

21, 2013) 

RX659 Letter from 

Mary K. Engle to George Searle, CEO LimeWire 

(Aug. 19, 2010) 

FTC File 

No. 082-

3046,  

8.19.2010 

(FTC-  

013897-

013898) 

 



 

 

 

 

 

 

SELECT EXHIBITS 

TO BE ADMITTED 



 

 

 

 

 

 

 

 

CATEGORY 1 
Miscellaneous Exhibits 



 

 

 

 

 

 

RX552 



IN THE UNITED STATES DISTRICT COURT  
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 
 

LabMD, INC., 
 
 Plaintiff, 
v. 
 
FEDERAL TRADE COMMISSION,  
 
 Defendant.  

)
)
)
)
)
)
)
)

 
 
 
 
Civil Action No.: 1:14-CV-810-WSD 
 

 

 

EXPERT OPINION DECLARATION OF CLIFF BAKER 

 In accordance with 28 U.S.C. § 1746, the declarant, Cliff Baker states: 

1. I am Cliff Baker.  I submit this declaration for use in the lawsuit 

LabMD v. Federal Trade Commission.  I offer this declaration to respond to 

statements in the Expert Report of Professor Hill and how her opinions on data 

security relate to requirements on data security for HIPAA-covered medical 

service providers imposed by the Department of Health and Human Services.  

HIPAA stands for the Health Insurance Portability and Accountability Act of 1996.   

I base my declaration on my personal knowledge and professional experiences. 

2. I, Cliff Baker, have had the following roles in my career in the field of 

data security:  
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a. Director in the Healthcare Information Security practice at 

PricewaterhouseCoopers.  I led the security practice nationally for 

the Healthcare Consulting practice. I worked at 

PricewatershouseCoopers for 14 years and consulted with clients 

nationally on implementing security programs and practices. An 

example of a project I led was a establishing a program that 

included four state healthcare associations.  The program included 

meeting, discussing and educating over 50 organizations on 

adopting security measures to comply with HIPAA.  

b. Chief Strategy Officer for HITRUST.  I joined HITRUST in 2008 

to lead the creation of the Common Security Framework, which is 

a healthcare industry framework based on globally recognized 

standards, such as ISO 27001/2 and NIST.  A key objective of the 

framework is to provide a prescriptive and scalable reference for 

covered entities to determine reasonable and appropriate controls 

to implement for their organizations.  The controls are tailored to 

the size and operations of the organization.  I facilitated working 

sessions with over 200 security professionals from the healthcare 
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industry, security technology companies, consulting companies, 

and government entities in the development of the framework.   

c. Founder and Managing Partner of Meditology Services.  

Meditology Services was founded in 2010 to provide privacy and 

security services to healthcare clients.  I employ former Chief 

Information Security and Privacy Officers that were responsible 

for implementing security at their healthcare organizations.  We 

provide consulting services in the areas of compliance with 

HIPAA and the implementation of privacy and security programs 

for healthcare organizations ranging from small providers to global 

healthcare organizations.  

3. I have spent over 19 years working in the healthcare and information 

security fields.  This experience has provided me with first-hand knowledge about 

the challenges and practical realities faced by healthcare organizations in securing 

Protected Health Information (PHI).  

4. The 1996 HIPAA Statute states that in promulgating information 

security regulations, the Secretary must take into account “the needs and 

capabilities of small health care providers and rural health care providers (as such 

providers are defined by the Secretary),” and the preamble to the HIPAA Security 

Case 1:14-cv-00810-WSD   Document 19-6   Filed 04/11/14   Page 3 of 14

LABMD - SUPP. PROD. 
0003 
4/30/15

RX552



4 
 

Rule (p. 8335) states accordingly that one of the foundations of the rule is that “it 

should be scalable, so that it can be effectively implemented by covered entities of 

all types and sizes.” 

5. The process by which HHS promulgated the initial final HIPAA 

Security Rule involved reviewing and responding to approximately 2,350 timely 

public comments, balancing the interests of health care professionals and firms 

with patient-related interests.  Based on these public comments, HHS crafted a 

unique information security regulatory scheme that separated “implementation 

specifications” – the types of very specific security requirements emphasized by 

the FTC’s expert – into two classes: “required” and “addressable”.  HHS stayed 

consistent with this structure in its most recent updates to the HIPAA Privacy and 

Security rules in 2013.  This structure reflects HHS’ challenge in complying with 

Congressional intent in establishing a security rule to address reasonable and 

appropriate security requirements for the range of organizations in healthcare that 

differ greatly in operations, size, complexity, and resources.  For example, a single 

physician practice may differ significantly from the way in which it addresses 

security as compared to a multi-national health plan.  The physician practice will 

probably not employ dedicated technology or security personnel and will rely 

heavily on guidance from HHS.  The practice will also rely predominantly on 
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security that is provided by default settings and software vendor recommendations 

and will implement mostly manual procedures to manage and monitor access to 

patient information and associated Information Technology (IT) systems.  On the 

other end of the spectrum, a national health system will likely hire a team of 

experienced security professionals that may even exceed the total number of 

employees in these small practices.  These larger organizations will buy and build 

the most advanced and sophisticated solutions available in their efforts to protect 

sensitive patient data.   

6. HIPAA demands that a covered entity perform a risk assessment in 

good faith and take actions to secure Electronic Protected Health Information 

(EPHI) based on the findings of that risk assessment.  HIPAA’s security 

requirements are also explicitly “scalable” based on the size of the 

entity.  Therefore, to assess HIPAA noncompliance, it is necessary to determine if 

a risk assessment was performed in good faith, and resulted in a process that 

included implementation of requirements and appropriate responses to 

“addressable” issues.  These responses are all subject to different standards and 

scalable so that they could be implemented effectively by covered entities of all 

types and sizes.  Given the limited knowledge of information technology by many 

small health care providers, especially during the early years of HIPAA Security, 
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many of the security measures they were advised to adopt by HHS issued guidance 

related to physical and administrative security rather than specific technical 

security.  

7. The preamble to the Rule makes the balancing of interests and the 

assessment of feasibility for small providers by HHS, employing notice and 

comment rulemaking, quite transparent at many points.  For example, in 

connection with encryption of data in transit, which corresponds to Section 

164.312(e)(1) of the Rule on Transmission Security, the preamble notes (FR V. 68, 

#34 at 8357): 

[W]e agree that encryption should not be a mandatory requirement for 
transmission over dial-up lines. We also agree with commenters who 
mentioned the financial and technical burdens associated with the 
employment of encryption tools. Particularly when considering situations 
faced by small and rural providers, it became clear that there is not yet 
available a simple and interoperable solution to encrypting email 
communications with patients. As a result, we decided to make the use of 
encryption in the transmission process an addressable implementation 
specification. 
 
8. This concept was reinforced by CMS in a seven-part series published 

to provide guidance to the industry for complying with HIPAA.  In Volume 2 

Security Standards: Implementation for Small Provider of the HIPAA Security 

Series published in December 2007, CMS states: 
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All covered entities must comply with the applicable standards, 
implementation specifications, and requirements of the Security Rule with 
respect to EPHI (see 45 C.F.R § 164.302.). Small providers that are covered 
entities have unique business and technical environments that provide both 
opportunities and challenges related to compliance with the Security Rule. 
As such, this paper provides general guidance to providers such as 
physicians and dentists in solo or small group practices, small clinics, 
independent pharmacies, and others who may be less likely to have IT staff 
and whose approach to compliance would generally be very different from 
that of a large health care system. It is important to note however, that this 
paper does not define a small provider, nor does it prescribe specific actions 
that small providers must take to become compliant with the Security Rule. 
 
9. These comments reflect the challenges of small providers in the early 

years of HIPAA, but even as more recently as 2013 and 2014, HHS is still 

publishing security guidance for small providers, and the guidance is still 

elementary in nature.  This is reflected by the following list of recommendations 

published in the most recent version of the Guide to Privacy and Security of Health 

Information, published by the Office of the National Coordinator for Health 

Information Technology in 2013: 

 Remember the Basics 

• Is your server in a room only accessible by authorized 

staff?  Do you keep the door locked?  

• Are your passwords easily found (e.g., taped to a 

monitor)?  Easy to guess? 
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• Do you have a fire extinguisher that works? 

• Where, when, and how often do you back-up?  Is at least 

one back-up kept offsite?  Can your data be recovered 

from the back-ups? 

• How often is your EHR server checked for viruses? 

• Who has keys to your building?  Any former employees 

or contractors? 

• What is your plan for what to do if your server crashes 

and you cannot directly recover data?  Do you have 

documentation about what kind of server it was, what 

software it used, etc.? 

10. These recommendations reflect HHS’ understanding of the realities 

associated with implementing security for small providers in the healthcare 

industry.  After almost ten years of complying with HIPAA security rules, the 

guidance has not changed substantively for small practices.  In more recent years, 

HHS has focused on requiring security functionality to be built into applications 

for the healthcare industry, so providers will have many security controls by 

default and not have to rely on expertise, additional tools and resource intensive 

processes to protect information.     
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11. I have reviewed Dr. Hill’s Report, and believe that the standards 

articulated by Dr. Hill are: 

a. Confusing by introducing additional security principles (i.e., 7 

security principles referenced by Dr. Hill) that are difficult to 

reconcile with the Administrative, Technical and Physical main 

structure of the HIPAA security rule.          

b. Not scalable in accordance with the Security Rule, and not taking 

account as required by the 1996 HIPAA Statute of “the needs and 

capabilities of small health care providers and rural health care 

providers (as such providers are defined by the Secretary).  For 

example, the recommendation for file integrity monitoring requires 

expertise to implement and configure these solutions and can be 

even more resource intensive to understand, investigate and 

resolve alerts produced by the solution.  In my experience, I very 

rarely observe adoption of this technology by small providers in 

the industry.  

c. More prescriptive than HIPAA or inconsistent with HHS guidance, 

including encryption at rest (an addressable requirement of 

164.312(a)(1)), encryption in transit (an addressable requirement 
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of 164.312(e)(1)), intrusion detection (not addressed specifically 

by the Security Rule), virus protection (an addressable requirement 

of 164.308(a)(5) (ii)(B)), firewalls (not addressed specifically by 

the Security Rule), penetration testing (not addressed by the 

Security Rule), and file integrity monitoring (not addressed 

specifically by the Security Rule).  While many of these standards 

are good security practices, controls such as broad scale encryption 

at rest are generally not adopted across the industry.  The 

electronic health record certification requirements published for 

HHS for Meaningful Use Stage 2 in 2012 do not even require this 

level of encryption for all PHI stored by the system.  In addition, 

tools such as intrusion detection and file integrity monitoring 

systems require experienced and committed technical resources to 

configure and manage.  Dr. Hill’s standards presume a level of 

knowledge of technical information security generally not 

available to small health care providers. 

d. Contradictory to the guidance provided by HHS.  For example, Dr. 

Hill almost exclusively focuses on technologies or technical 

processes for the risk assessment process (i.e., antivirus 
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applications, firewalls, various types of vulnerability scans, 

intrusion detection systems, penetration tests, file integrity 

monitoring, and other measures).  This is inconsistent with HHS 

guidance that the risk assessment can be a qualitative and manual 

process as outlined in the standard referenced by Dr. Hill: Special 

Publication NIST 800-30 Guide for Conducting Risk Assessments.   

12. If health care providers are going to be held to a compliance standard 

that is simply an expert’s opinion of best practices in information security at any 

point in time, when that expert standard exceeds the published compliance 

standard developed under HIPAA and the historical guidance provided by HHS, 

then the standard developed under HIPAA is made effectively meaningless.  This 

will create confusion for Health care providers that will not know what is required 

of them. 

13. I have not reviewed whether LabMD is or was compliant with the 

HIPAA Security Rule; I suggest only that for HIPAA not to be contradicted and 

Congressional intent and constitutional process not to be undermined, the 

information security of HIPAA-covered health care providers must be regulated by 

an agency with jurisdiction under the properly promulgated HIPAA Security Rule, 
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which during the time period in question was only the Department of Health and 

Human Services.  

 

Case 1:14-cv-00810-WSD   Document 19-6   Filed 04/11/14   Page 12 of 14

LABMD - SUPP. PROD. 
0012 
4/30/15

RX552



Case 1:14-cv-00810-WSD   Document 19-6   Filed 04/11/14   Page 13 of 14

LABMD - SUPP. PROD. 
0013 
4/30/15

RX552



 

 

CERTIFICATE OF SERVICE 
 

This is to certify that, on April 11, 2014, I electronically filed the foregoing 

EXPERT OPINION DECLARATION OF CLIFF BAKER with the Clerk of 

Court using the CM/ECF system, and served the following by e-mail and U.S. 

Mail as follows: 

LAUREN E. FASCETT, Esq.  
Trial Attorney 
U.S. Department of Justice 
Civil Division 
Consumer Protection Branch 
450 5th Street, N.W.  
Washington, D.C. 20530 
Lauren.Fascett@usdoj.gov 

 

This 11th day of April, 2014. 

 
/s/ Burleigh L. Singleton   
Counsel for Plaintiff 

Case 1:14-cv-00810-WSD   Document 19-6   Filed 04/11/14   Page 14 of 14

LABMD - SUPP. PROD. 
0014 
4/30/15

RX552



  1 IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

  2 ATLANTA DIVISION

  3 LabMD, INC. )
)

  4  Plaintiff, ) CIVIL ACTION FILE
) NO. 1:14-CV-810-WSD

  5 v. )
) ATLANTA, GEORGIA

  6 FEDERAL TRADE COMMISSION )
)

  7  Defendant. )
___________________________________)

  8

  9 TRANSCRIPT OF PROCEEDINGS
BEFORE THE HONORABLE WILLIAM S. DUFFEY, JR.,

 10 UNITED STATES DISTRICT JUDGE

 11 Wednesday, May 7, 2014

 12

 13 APPEARANCES OF COUNSEL:

 14 For the Plaintiff: KILPATRICK TOWNSEND & STOCKTON LLP
(By:  Ronald L. Raider

 15  William D. Meyer)
 Burleigh Lavisky Singleton)

 16
DINSMORE & SHOHL LLP

 17 (By:  Reed D. Rubinstein)

 18 For the Defendant: U.S. DEPARTMENT OF JUSTICE
(By:  Lauren Fascett

 19  Perham Gorji
 Joel Marcus)

 20

 21

 22 Proceedings recorded by mechanical stenography 
and computer-aided transcript produced by

 23 NICHOLAS A. MARRONE, RMR, CRR
1714 U. S. Courthouse

 24 75 Spring Street, S.W.
Atlanta, GA  30303

 25 (404) 215-1486
  

United States District Court
Northern District of Georgia

1

LABMD - SUPP. PROD. 
0015 
4/30/15

RX552



  1 I N D E X

  2 Witness Page

  3 MICHAEL JOHN DAUGHERTY
Direct (By Mr. Raider) 5

  4 Cross (By Mr. Gorji) 32
Redirect (By Mr. Raider) 57

  5
CLIFF BAKER

  6 Direct (By Mr. Meyer) 58

  7

  8

  9

 10

 11

 12

 13

 14

 15

 16

 17

 18

 19

 20

 21

 22

 23

 24

 25

United States District Court
Northern District of Georgia

2

LABMD - SUPP. PROD. 
0016 
4/30/15

RX552



  1 Wednesday Morning Session

  2 May 7, 2014

  3 9:44 a.m.

  4 -- -- --

  5 P R O C E E D I N G S

  6 -- -- --

  7 (In open court:)

  8 THE COURT:  Good morning, everybody.  

  9 This is the hearing that is scheduled pursuant to 

 10 my amended scheduling order which is dated April 9th this 

 11 year.  It's a hearing on the motion for preliminary 

 12 injunction that's been requested by LabMD.  

 13 And absent anything that you want to discuss before 

 14 we start, I would say let just get started.  Any objection to 

 15 doing that?  

 16 MR. RAIDER:  No, Your Honor.

 17 MS. FASCETT:  No, Your Honor.

 18 THE COURT:  All right.  And, LabMD, this is your 

 19 hearing.  You may begin.

 20 MR. RAIDER:  Thank you, Your Honor.  

 21 We would like to start by presenting some live 

 22 testimony from Mr. Daugherty.

 23 THE COURT:  That would be fine.

 24 MR. RAIDER:  We also have Mr. Baker here.  

 25 Is it okay that he sits in the back or do you want 
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  1 him out in the witness room?  

  2 THE COURT:  Do you want him sequestered?  

  3 MS. FASCETT:  I don't think that's necessary, 

  4 Your Honor.

  5 THE COURT:  I agree.  

  6 Okay.  Let's begin, then.   

  7 (The oath is given by the Courtroom Deputy Clerk.)

  8 MR. RAIDER:  Your Honor, just as Mr. Daugherty is 

  9 getting some water, we have presented a notebook with all of 

 10 the exhibits that plaintiff has on its exhibit list, and we 

 11 will be using some of those in his examination.  

 12 So the witness has a copy, government counsel has a 

 13 copy, and I think a copy has been made available to you.

 14 THE COURT:  I have got it.  

 15 And let's make sure all the appearances are noted 

 16 on the record.  

 17 I guess we have Mr. Rubinstein, Mr. Singleton, 

 18 Mr. Meyer, Mr. Raider for LabMD; is that correct?  

 19 MR. RAIDER:  Yes.

 20 THE COURT:  And for the FTC, Ms. Fascett, Mr. Gorji 

 21 is it?  

 22 MR. GORJI:  Correct, Your Honor.

 23 THE COURT:  And Mr. Marcus, who I don't think has 

 24 made an appearance in the case.

 25 MR. MARCUS:  That's correct.  For the FTC, I am 
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  1 just serving as of counsel here.  I would be happy to enter 

  2 an appearance if you would like.

  3 THE COURT:  Well, I mean, if you are just sitting 

  4 there because you are an observer and not in the case, that's 

  5 fine.  But if you are in the case, you need to make an 

  6 appearance.

  7 MR. MARCUS:  I will do that, Your Honor.

  8 THE COURT:  And please do that today.  

  9 All right.  Let's begin.

 10 MR. RAIDER:  And, Your Honor, just to introduce 

 11 myself as counsel for LabMD, I am Mr. Raider.

 12 THE COURT:  All right.

 13 --  --  --

 14 MICHAEL JOHN DAUGHERTY

 15 being first duly sworn by the Courtroom Deputy Clerk, 

 16 testifies and says as follows:

 17  --  --  --

 18 DIRECT EXAMINATION

 19 BY MR. RAIDER:

 20 Q. Would you please state your name for the record?

 21 A. Michael John Daugherty.

 22 Q. What is your role at plaintiff LabMD?

 23 A. I'm the founder and CEO of LabMD.

 24 Q. How long have you been CEO of LabMD?

 25 A. Since 1996.
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  1 Q. What services has LabMD offered?

  2 A. We are a medical laboratory doing cancer detection, 

  3 tumor markers, bacterial detection in the urology 

  4 marketspace.

  5 Q. What services are you currently offering?

  6 A. Currently we are billing services for prior specimens 

  7 that were tested and access to medical records for the 

  8 physicians and -- physicians that need to still have access.  

  9 Q. And when did you stop offering cancer detection testing 

 10 services?

 11 A. Our last specimen I believe was taken around the 9th of 

 12 January of 2014 and our last result was released around 

 13 January 15th, 2014.

 14 Q. And what caused LabMD to stop offering cancer detection 

 15 services?

 16 A. The overriding cloud and draining ongoing investigation 

 17 by the Federal Trade Commission.

 18 Q. Could you turn to Tab 14 in your notebook?

 19 A. Okay, I am in front of 14.  

 20 Q. And what is Exhibit 14?

 21 A. 14 is the letter that I sent out to physicians, 

 22 administrators, nurses and support staff of our client base 

 23 on the 6th of January, 2014, letting them know we would no 

 24 longer be accepting specimens so that they could make 

 25 arrangements for other -- for their patients for future 
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  1 medical testing.

  2 Q. And if you would look at the third paragraph, could you 

  3 please explain the reasons you provided to your clients for 

  4 your business reason?

  5 A. I said that FTC has subjected LabMD to years of 

  6 debilitating investigation and litigation regarding an 

  7 alleged patient information data security vulnerability 

  8 without standards, information or congressional approval and 

  9 without a consumer victim from the alleged breach, which is 

 10 in quotations.  

 11 The FTC has taken upon itself to spend your tax dollars 

 12 to ruin LabMD and regulate medical data security over and 

 13 above HIPAA.

 14 THE COURT:  And do you intend to introduce this?  

 15 MR. RAIDER:  Yes.

 16 THE COURT:  Well, before you publish it, don't you 

 17 think you should do that?  

 18 MR. RAIDER:  We were going to offer to tender the 

 19 exhibits at the end unless there was an objection made to the 

 20 exhibit.

 21 THE COURT:  Well, have you worked that out with the 

 22 FTC?  

 23 MR. RAIDER:  We have not.

 24 THE COURT:  All right.  Well, you probably 

 25 shouldn't publish anything until it's been introduced in 
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  1 evidence, and basically that's what Mr. Daugherty has 

  2 done.  So you can either see if there is an objection, and if 

  3 there is --

  4 MS. FASCETT:  There is no objection, Your Honor.

  5 THE COURT:  Then it's admitted.  But you need to do 

  6 that for each of the exhibits.

  7 MR. RAIDER:  Okay.  Thank you, Your Honor.  We 

  8 will.

  9 BY MR. RAIDER:

 10 Q. Where are LabMD's records today?

 11 A. LabMD's records are in the cooperate condominium and the 

 12 basement of my residence.  

 13 Q. What outside sources have access to your servers in the 

 14 condo?

 15 A. There is a support volunteer that's helping who has had 

 16 years of experience in medical urology office space.  He's 

 17 helping with the billing and winding down and answering 

 18 questions.  And then myself.  

 19 Q. Is there remote access to the servers?

 20 A. There is no remote access except to the billing 

 21 software.  There is no remote access to any of the vast 

 22 majority of electronic records in the laboratory information 

 23 system.

 24 Q. The FTC has issued a proposed order addressing LabMD's 

 25 future conduct.  What are the obligations the FTC has 
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  1 proposed to be imposed against LabMD?

  2 A. They wanted a consent decree that wanted twenty years of 

  3 biannual audits from an outside source at our expense.  It 

  4 would also open us up to additional penalties and/or fines.

  5 MR. GORJI:  Your Honor, I'm going to object.  It's 

  6 not something that -- negotiations are not something that 

  7 would be held against the FTC at this point.  There is an 

  8 administrative complaint that's been filed, but a consent 

  9 decree is a negotiation.

 10 THE COURT:  Well, have you offered -- have you 

 11 shown them a consent decree with a proposal that that would 

 12 resolve the matter?  

 13 MR. GORJI:  There have been negotiations, 

 14 Your Honor, in the past.

 15 THE COURT:  Well, is it -- would the FTC ever agree 

 16 not to resolve this case without an ongoing consent decree 

 17 subjecting them to monitoring over a long period of time, 

 18 which is my experience with the FTC?  

 19 MR. GORJI:  Your Honor, my understanding is that 

 20 negotiations are no longer occurring.  There is an 

 21 administrative complaint and an ongoing administrative 

 22 process that doesn't necessarily request the exact same 

 23 relief.

 24 THE COURT:  Well, you can cross-examine him on 

 25 that, and once the cross-examination is done, I will 

United States District Court
Northern District of Georgia

9

LABMD - SUPP. PROD. 
0023 
4/30/15

RX552



  1 determine whether or not that's something that would go into 

  2 my consideration.

  3 MR. GORJI:  Sure, Your Honor.  

  4 Your Honor, if I may?  I plan on handling the 

  5 cross-examination, Ms. Fascett plans on handling the argument 

  6 today, if that's all right with the Court?  

  7 THE COURT:  That's fine.

  8 MR. GORJI:  Thank you.

  9 BY MR. RAIDER:

 10 Q. Is it your understanding that the fact that LabMD is 

 11 merely archiving its records today would change the relief 

 12 the FTC is seeking against LabMD?

 13 A. No, it's not.  That's not my understanding.

 14 Q. Let's go back a step and discuss LabMD when it was 

 15 providing cancer detection services in 2013 and the years 

 16 before.  

 17 How much revenue did LabMD generate each year roughly?

 18 A. It ranged between three and a half to seven and a half 

 19 to eight million approximately.

 20 Q. And how much revenue has LabMD generated in calendar 

 21 year 2014?

 22 A. Approximately fifty thousand dollars.

 23 Q. And how much revenue has LabMD projected to generate in 

 24 the second half of 2014?

 25 A. Probably another fifty to seventy-five thousand 
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  1 dollars.  

  2 Q. And how much profit did LabMD generate in the years it 

  3 was generating millions of dollars in revenue?

  4 A. With the exception of 2013, our profit margin was 

  5 approximately 25 percent.  In 2013 we lost approximately half 

  6 a million dollars.

  7 Q. How much profit has LabMD generated so far in calendar 

  8 year 2014?

  9 A. None.

 10 Q. And looking to the second half of calendar year 2014, 

 11 how much profit is LabMD expected to generate?

 12 A. Zero.

 13 Q. How many employees did LabMD have on its payroll in 

 14 2013?  

 15 A. Between 25 and 30.

 16 Q. And how many employees does LabMD have today?

 17 A. One.

 18 Q. I want to shift topics again and talk a little bit about 

 19 LabMD's insurance program.  

 20 A. Okay.

 21 Q. What types of insurance did LabMD have when it was 

 22 offering cancer detection services?

 23 A. We had medical malpractice for the company, we had 

 24 malpractice for the physicians, we had directors and officers 

 25 insurance, we had general liability insurance, we had medical 
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  1 insurance, dental insurance, workmen's comp and vision.   

  2 I think that's everything.

  3 Q. Which of these policies does LabMD currently have?

  4 A. We have a COBRA for medical and dental, and that is 

  5 all.  

  6 Q. In the years 2013 and before, what issues did LabMD 

  7 encounter in obtaining insurance?

  8 A. We never had problems getting insurance prior to 2013.

  9 Q. Were you told why your insurance -- why LabMD's 

 10 insurance policies would not be renewed?

 11 A. Yes.  Because of the -- the claims that weren't renewed, 

 12 is was because of the FTC investigation, the ongoing cloud, 

 13 and the fact that it involved medical records.  So that even 

 14 the policy that wasn't even covering a claim of that type was 

 15 refused for that reason, meaning the medical malpractice 

 16 insurance.

 17 Q. And let me refer you to Exhibit 15 in your notebook.

 18 A. Yes.

 19 Q. And let me ask you some --

 20 MR. RAIDER:  Your Honor, I would like to show this 

 21 to the witness and establish a foundation.

 22 BY MR. RAIDER:

 23 Q. What is this document?

 24 A. This is an e-mail string from our broker that was sent 

 25 to me between I believe our broker and one of his staff 

United States District Court
Northern District of Georgia

12

LABMD - SUPP. PROD. 
0026 
4/30/15

RX552



  1 members and an underwriter for OneBeacon Pro.

  2 Q. And how did you receive a copy of this?

  3 A. Because the broker sent it to me to show me that the 

  4 company wasn't going to be interested in insuring -- 

  5 MR. GORJI:  Objection, Your Honor.  Hearsay.

  6 THE COURT:  Is there any objection to this e-mail?

  7 MR. GORJI:  Your Honor, I can get into it on cross.

  8 THE COURT:  Pardon me?  

  9 MR. GORJI:  I can get into it on cross.

 10 THE COURT:  So is there any objection to the 

 11 introduction of the e-mail?  

 12 MR. GORJI:  No, Your Honor.

 13 THE COURT:  It's admitted.

 14 BY MR. RAIDER:

 15 Q. Who is Mr. Coscarelli?

 16 A. Mr. Coscarelli is an underwriter at OneBeacon Pro who 

 17 communicated with my broker.

 18 Q. Who is Mr. Seilkop?

 19 A. Fred Seilkop is the owner of -- I believe of Healthcare 

 20 Professional Services and my broker.

 21 Q. And who is Ms. Garrido?  

 22 A. Betsy Garrido is an assistant that works for Mr. Seilkop 

 23 at Healthcare Professional Services.

 24 Q. What insurance policies are being discussed in this 

 25 e-mail thread?
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  1 A. This is the facility, what we call tail coverage or ERP, 

  2 which is extended reporting period coverage.  After a 

  3 practitioner, a medical facility, ceases practicing their 

  4 operations in that manner, then you have to get coverage to 

  5 extend any claims that come for that reporting period where 

  6 they were working there.

  7 Q. What reason is Mr. Coscarelli offering for declining to 

  8 offer insurance to LabMD?

  9 A. He says, The potential volatility due to the FTC 

 10 investigation is something we want to stay away from, 

 11 particularly because it pertains to medical records.

 12 Q. Has LabMD been able to obtain an offer for an extended 

 13 reporting period after January 2014?

 14 A. I split the search.  We had almost everyone say no.  

 15 I did have -- I found a company in Florida who offered 

 16 tail coverage to the physicians, so I split them off and got 

 17 their own tail coverage, and we don't have any medical 

 18 coverage, medical malpractice coverage.

 19 Q. You mentioned having comprehensive general liability 

 20 insurance.  What is the status of your efforts to renew that 

 21 policy?

 22 A. They nonrenewed effective May 5th of this year -- that 

 23 was Hartford -- because of the Federal Trade Commission 

 24 claims history.

 25 Q. And what impact does that have on LabMD's ability to 
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  1 offer cancer detection services?

  2 A. Well, to offer cancer detection services, you obviously 

  3 have to have a facility where you can offer that, and we are 

  4 required to have general liability insurance in our facility 

  5 and under our lease or anywhere else where we want to open up 

  6 space.  

  7 So without being able to get general liability 

  8 insurance, we can't function.

  9 Q. I want to switch topics again and talk a little bit 

 10 about the regulatory oversight of LabMD as an ongoing 

 11 provider of cancer detection services.  

 12 Separate from the FTC, was LabMD subject to government 

 13 regulation?

 14 A. Yes.

 15 Q. By whom?

 16 A. By the federal -- the U.S. government and the State of 

 17 Georgia under CLIA and DHR has a -- there is a laboratory 

 18 oversight group within the Department of Human Resources in 

 19 the State of Georgia.

 20 Q. And in years 2013 and before, how many times has HHS 

 21 raised concerns about LabMD's compliance with HHS 

 22 regulations?  

 23 A. We never had a problem.

 24 Q. And what about as to the State of Georgia?

 25 A. No, no problems.
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  1 Q. If you could turn to Exhibit 23 in your notebook?

  2 A. Okay.

  3 Q. What is this document, just at a high level so we can 

  4 get it introduced into evidence?

  5 A. It is a -- we are required to submit specimens to an 

  6 independent source that reports to the government our testing 

  7 and accuracy, and so that's what that is.

  8 Q. Is this a business record of LabMD?

  9 A. Yes, it is.

 10 MR. RAIDER:  We tender this into evidence, 

 11 Your Honor.

 12 THE COURT:  Any objection?  

 13 MR. GORJI:  No objection, Your Honor.

 14 THE COURT:  It's admitted.

 15 BY MR. RAIDER:

 16 Q. What does it mean to have a rating of 100 percent 

 17 compliance?

 18 A. That means that all the tests came within 100 percent of 

 19 the acceptable range of the independent agency on the 

 20 testing -- on the results we reported.  So it's an accuracy 

 21 of test reporting reports.

 22 Q. The certificate indicates a November 2013 expiration 

 23 date.  What was the status as of January 2014?

 24 A. I'm sorry, can you point the certificate out?  I'm not 

 25 seeing it.  
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  1 Are you on 23?

  2 Q. Yes.  I'm looking at the --

  3 A. I'm on a different 23.

  4 Q. -- expiration date on the right?

  5 A. My 23 is not the same as your 23.

  6 THE WITNESS:  Can he show me --

  7 THE COURT:  This is not my hearing.  This is your 

  8 lawyer's.  

  9 THE WITNESS:  Okay.  That's my 23.

 10 THE COURT:  Why don't we do this.  Since you have 

 11 three other lawyers here with you, maybe they could find this 

 12 for you and we can move on.

 13 MR. RAIDER:  Okay, we will.

 14 MR. GORJI:  Your Honor, I would also like to make 

 15 sure the government has the correct 23 as well.

 16 MR. RAIDER:  Yes.  I apologize for that.

 17 THE COURT:  My understanding is that Exhibit 23 is 

 18 a one-page document that is sent by the American Proficiency 

 19 Institute and it's dated March 5th of 2014.  

 20 MR. RAIDER:  Yes.

 21 THE COURT:  Is that Exhibit 23?

 22 THE WITNESS:  No.

 23 MR. RAIDER:  That's what we are asking to have 

 24 admitted.

 25 THE COURT:  Well, that one-page document has been 
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  1 admitted.

  2 MR. RAIDER:  Yes.  And I will move on.

  3 BY MR. RAIDER:

  4 Q. You said that HHS has not raised any concerns about 

  5 LabMD's compliance with HHS regulations.  What issues 

  6 specifically, if any, has HHS raised concerning LabMD's data 

  7 security program?

  8 A. None.

  9 Q. Has HHS launched an enforcement action against LabMD 

 10 because of concerns over its data security program?

 11 A. No.

 12 Q. Have they, to your knowledge, instituted an 

 13 investigation?

 14 A. No.

 15 Q. Have they issued notices of violation or documents to 

 16 that effect?

 17 A. No, sir.

 18 Q. Okay.  I want to switch topics one more time and talk 

 19 about your website and your blog.  

 20 Have you created a blog?

 21 A. Yes.

 22 Q. And what is the website that hosts that blog?

 23 A. MichaelJDaugherty.com.

 24 Q. And on your blog, have you posted opinions about the 

 25 FTC?
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  1 A. Yes, I have.

  2 Q. And could you describe what you have said about the 

  3 FTC?  

  4 A. I have -- I'm very opinionated about the overreach and 

  5 lack of standards for rules or clarification and yet still 

  6 the exhaustive investigation.  So I have posted what 

  7 I consider to be my opinion and First Amendment right 

  8 speech about how they have conducted themselves throughout 

  9 this.  

 10 Because we have never known what we have done wrong, and 

 11 that's been a huge frustration, and it's so damaged the 

 12 organization that I have spoken about that in several blogs.

 13 Q. In your dealings with FTC employees as part of this 

 14 LabMD enforcement action, what did you perceive to be the 

 15 reaction to your blog posts criticizing the FTC?

 16 A. My perception is that they are very upset and unhappy 

 17 about it.  They don't like any public criticism.

 18 Q. Is it your opinion that the FTC has retaliated against 

 19 LabMD because of your blog criticizing the FTC?

 20 MR. GORJI:  Objection.

 21 THE COURT:  Overruled.

 22 A. Yes, it's my opinion that they retaliated.

 23 Q. Has the FTC monitored your website with the blogs?

 24 A. Yes, they have.

 25 Q. Okay.  I want to discuss Google Analytics.  What is 
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  1 Google Analytics?

  2 A. Google Analytics is a tool provided by Google to analyze 

  3 the traffic and effectiveness of --

  4 MR. GORJI:  Objection, Your Honor, to the basis for 

  5 his knowledge.  There is no foundation here.  He does not 

  6 work for Google.  

  7 The attachments that he's provided to his 

  8 declarations he has no basis for authenticating.  We are 

  9 objecting on those grounds, Your Honor. 

 10 THE COURT:  Are you denying that the FTC has 

 11 monitored his blog?  

 12 MR. GORJI:  No, I'm not denying that.  But, 

 13 Your Honor, the specificity of representations made in the 

 14 declaration have no foundation.

 15 THE COURT:  All right.  Well, maybe we could bring 

 16 somebody in from Google and extend this hearing, if you would 

 17 like.  

 18 It seems odd that if you are an enforcement 

 19 regulatory body, that rather than doing your regulatory 

 20 activity, that you would be monitoring somebody's blog that 

 21 is criticizing the FTC, unless you are thin-skinned about 

 22 that.

 23 MR. GORJI:  Your Honor --

 24 THE COURT:  You have just acknowledged that the FTC 

 25 is monitoring his blog.  Are you doing that in connection 
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  1 with your regulatory investigation or are you doing that for 

  2 your interest in his company and what they are saying about 

  3 it, about the FTC?  

  4 MR. GORJI:  Your Honor, the government and agencies 

  5 monitor individuals' websites on a routine basis.  In 

  6 addition, here, Your Honor -- 

  7 THE COURT:  Why?

  8 MR. GORJI:  To determine whether or not there is 

  9 any information that they might be able to add to their 

 10 case.  

 11 THE COURT:  So are you doing that in connection 

 12 with your regulatory activities and responsibilities in 

 13 connection with this investigation of LabMD?  

 14 MR. GORJI:  Your Honor, I would have to confer with 

 15 the FTC officials on the exact reason.  I haven't been 

 16 provided an exact reason.  

 17 And, again, the suggestion that it's for 

 18 retaliatory purposes is purely speculative.  There hasn't 

 19 been any --

 20 THE COURT:  Well, under the Federal Rules of 

 21 Evidence, somebody who has an experience that would provide a 

 22 foundation for an opinion is admissible as a lay opinion.  

 23 He has now gone through this investigation 

 24 beginning with the FTC's investigative activity beginning in 

 25 2010, which is now four years ago, and it would seem to me 
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  1 that if he is able to establish when he began these public 

  2 criticisms of the FTC and compare that with the investigative 

  3 activity of the FTC and its various responses to actions that 

  4 he's taken, that he could reach an opinion about whether or 

  5 not he believed it to be or that it was his opinion that they 

  6 were acting in a retaliatory manner, and, therefore, I'm 

  7 going to overrule the objection.

  8 MR. RAIDER:  Your Honor, as to the specific 

  9 reports, I just want to make clear that those also, I mean, 

 10 if we establish a foundation, they would be admissible at 

 11 this point.  Is that part of your --

 12 THE COURT:  Probably not through him.

 13 MR. RAIDER:  Well, we would argue under Federal 

 14 Rule 807 that there is sufficient reliability, that this is a 

 15 service Google makes available to website owners to pull down 

 16 information about traffic on their website.

 17 THE COURT:  Yeah, but the question would be the 

 18 reliability of the information being provided by Google, and 

 19 I don't think he has a basis to express that opinion.

 20 MR. RAIDER:  Understood, Your Honor.

 21 BY MR. RAIDER:

 22 Q. Just to go back and make sure, what is Google 

 23 Analytics?  

 24 A. Google Analytics is a service or/and a tool that Google 

 25 provides to website users, owners, to analyze and pull 
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  1 reports down from Google's data of who is looking at the 

  2 website, how long they stay, how deep they go, who they are, 

  3 and so you can -- as a website owner, you can assess the 

  4 effectiveness of reaching the audience you want to reach and 

  5 you can see what audience you are pulling in.  

  6 Q. Have you generated website visit reports for your web -- 

  7 for your blog post website?

  8 A. I have, yes.

  9 Q. What type of reports did you generate?

 10 A. I generated the reports that would show who the top 

 11 users were and what dates they were on and what ranges, and 

 12 coincided those to some blog posts.

 13 Q. What type of blog posts were you focusing on?

 14 A. Well, as an example, there was a blog post when I first 

 15 really announced that the FTC was suing me, which came out 

 16 approximately September 17th, 2012.  

 17 And while I noted the Federal Trade Commission up until 

 18 September 1, 2012, had never looked at my site one time, on 

 19 that day or approximately that day or the day after the 

 20 Federal Trade Commission had looked at that blog 75 times.

 21 MR. GORJI:  Objection, Your Honor.  Again, there is 

 22 no reliability for this testimony.

 23 THE COURT:  Is that true, that after this blog 

 24 post, that there were 75 hits by the FTC in response to his 

 25 criticism?
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  1 MR. GORJI:  I don't know the answer to that, 

  2 Your Honor.  I haven't --

  3 THE COURT:  Will you find that out for me?  Will 

  4 you?

  5 MR. GORJI:  Your Honor --

  6 THE COURT:  Will you find that out for me?

  7 MR. GORJI:  I could contact Google and have FTC 

  8 experts --

  9 THE COURT:  Why don't you contact your agency and 

 10 find out if anybody in response to a critical blog post 75 

 11 times the next day accessed the blog?

 12 MR. GORJI:  Well, Your Honor -- 

 13 THE COURT:  And explain to me what was on the blog 

 14 post that was of interest to your investigation of this 

 15 company.

 16 MR. GORJI:  Your Honor, one --

 17 THE COURT:  Will you do that?  

 18 MR. GORJI:  I can have FTC provide an explanation 

 19 for that.  

 20 Your Honor, one aspect of this case is that there 

 21 is retaliation, and in order to demonstrate retaliation, 

 22 there has to be that his freedom of speech has been adversely 

 23 affected.  So it would make sense, Your Honor, for the 

 24 government to continue to monitor whether or not he's still 

 25 continuing to express his speech.  
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  1 And I believe he is still effectively expressing 

  2 his speech, and, therefore, there is a legitimate reason.

  3 THE COURT:  Are you telling me as an officer of the 

  4 court that after a critical blog post, that somebody at the 

  5 FTC, in order to make sure that he was -- that he was not 

  6 impeded in his First Amendment rights, decided the next day 

  7 to 75 times make sure that the same post was up there and, 

  8 therefore, it could come in and make an argument like you 

  9 have just made, that the purpose of that access was to make 

 10 sure that he was unimpeded in the exercise of his First 

 11 Amendment rights?

 12 MR. GORJI:  Your Honor -- 

 13 THE COURT:  Is that what you are saying?  

 14 MR. GORJI:  Your Honor, that is not the sole 

 15 explanation.

 16 THE COURT:  Is that what -- is that one of your 

 17 explanations?  

 18 MR. GORJI:  I believe that is a legitimate reason 

 19 for --

 20 THE COURT:  And is that why the -- is that why you 

 21 are representing to me that the FTC accessed his blog, was to 

 22 make sure that his First Amendment rights were not being 

 23 impeded?  

 24 MR. GORJI:  No, I'm not making that representation, 

 25 Your Honor, that that is the sole reason.
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  1 THE COURT:  So you are backing from what you just 

  2 told me?  

  3 MR. GORJI:  No, no, Your Honor.  I believe that one 

  4 legitimate basis for --

  5 THE COURT:  Was that a legitimate basis on behalf 

  6 of your client, the FTC, the reason why they accessed the 

  7 blog post 75 times the day after the post was made?  

  8 MR. GORJI:  Your Honor, I would have to get FTC to 

  9 provide an explanation as to why they accessed it.  I can --

 10 THE COURT:  You just told me twice that's one of 

 11 the reasons they accessed it.  Is that one of the reasons why 

 12 they accessed it?  

 13 MR. GORJI:  Well, Your Honor, I know that's one of 

 14 the reasons why I accessed it, for example, during the course 

 15 of this litigation.

 16 THE COURT:  Did you access it on September 17th or 

 17 September 18th?  

 18 MR. GORJI:  No, Your Honor.

 19 THE COURT:  How many times have you accessed it?  

 20 MR. GORJI:  Maybe a handful, Your Honor.  But -- 

 21 and that was my motivation.  

 22 But I can also surmise, Your Honor, that a 

 23 government agency might think that there is possibility of 

 24 statements related to the conduct -- to the conduct that FTC 

 25 is trying to regulate on his postings and looking for that 
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  1 reason.  

  2 Now, whether or not that is the actual motivation 

  3 here, Your Honor, I can't attest to that.  I can ask FTC to 

  4 provide you with their explanation.

  5 THE COURT:  This is taking an interesting and 

  6 troubling turn which I never expected, for an admission by an 

  7 FTC lawyer that they monitor blogs routinely of companies for 

  8 whatever purposes, and you don't even know the purposes 

  9 except for this purpose, that the only purpose that you have 

 10 expressed, which I find incredible, is that you stated on 

 11 behalf of your agency that the day after this blog posting 

 12 was made, that the 75 times -- assuming that's true, but even 

 13 if it was seven times, that they monitored it to make sure 

 14 that his First Amendment rights were not being impeded, is 

 15 incredible.

 16 MR. GORJI:  Your Honor, that's not my sole 

 17 explanation.  My other explanation --

 18 THE COURT:  But it's one of your explanations, 

 19 isn't it?  

 20 MR. GORJI:  Your Honor -- 

 21 THE COURT:  Isn't it?  

 22 MR. GORJI:  Your Honor, I think perhaps that is 

 23 probably an explanation as to why I personally did it.  With 

 24 respect to the FTC, I don't know whether or not that 

 25 motivated --
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  1 THE COURT:  Was my question unclear about the 

  2 accessing of the website the day after the posting?  Did you 

  3 not understand that?  

  4 MR. GORJI:  Your Honor, your question was 

  5 not unclear.  I perhaps was confused, but not because of the 

  6 lack of clarity of your question.  I apologize to the 

  7 Court.  

  8 Again, I can have the FTC provide an explanation as 

  9 to why they are monitoring, and my explanation is again what 

 10 I surmise, but it may not be sufficient here.  And, 

 11 Your Honor, if Your Honor would like, we could have FTC 

 12 provide an explanation to the Court.

 13 THE COURT:  Well, let's have this rule between you 

 14 and me at least.  This is a hearing.  I am a judicial 

 15 officer, and you are an officer of the court.  When I ask you 

 16 a question, don't duck and cover the question.  Answer the 

 17 question so that I know that what you are telling me is 

 18 accurate and I can rely upon it.  Is that fair?  

 19 MR. GORJI:  That's fair, Your Honor.  I didn't 

 20 intend to give the impression that I knew what the reason 

 21 was.  I was providing an explanation as to why I think it 

 22 might be reasonable.

 23 THE COURT:  Well, that's not what you said, and the 

 24 record will be clear that in answer to my two questions, that 

 25 is not what you said.
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  1 MR. GORJI:  I apologize.

  2 THE COURT:  Instead you were coming up with a 

  3 defense for the conduct.  And that's a problem that lawyers 

  4 have when they are unarmed with the facts.

  5 MR. GORJI:  I agree, Your Honor, I do not have the 

  6 facts with respect to what their specific reasoning was.

  7 THE COURT:  Then the next time you answer a 

  8 question, tell me that.

  9 MR. GORJI:  I apologize that I gave a misimpression 

 10 to the Court, Your Honor.

 11 THE COURT:  Well, that's not a misimpression.  You 

 12 apologized for making an inaccurate statement in response to 

 13 a question from the bench.

 14 MR. GORJI:  I apologize, Your Honor.

 15 THE COURT:  Thank you.

 16 BY MR. RAIDER:

 17 Q. Mr. Daugherty, if you could turn to Tab 31.  Hopefully 

 18 these numbers are correct.  

 19 A. I'm at 31, sir.

 20 Q. Are those the Google Analytic reports that you 

 21 generated?

 22 A. Let me just review them, please.

 23 Yes, sir.  I believe those are all of them, yes, sir.

 24 Q. And did you generate those reports?

 25 A. Yes, I did.
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  1 Q. And how did you go about generating those reports?

  2 A. I just signed onto my account or my password and ID 

  3 that's hooked up to the website and started using the tool.

  4 Q. I want to turn to the report.  And I have the single 

  5 pages in my notebook, unfortunately.  I'm not sure how far 

  6 into the exhibit it is.  January 1 -- 

  7 MR. RAIDER:  Well, Your Honor, we tendered these 

  8 reports for Mr. Daugherty to explain the information on them 

  9 that he received.

 10 THE COURT:  So what does that mean, tendered to 

 11 what?  

 12 MR. RAIDER:  We would like to admit these reports 

 13 into evidence.

 14 THE COURT:  Any objection?  

 15 MR. GORJI:  Again, Your Honor, the government 

 16 objects based on reliability.

 17 THE COURT:  Sustained.

 18 BY MR. RAIDER:

 19 Q. Was there information posted to your blog website that 

 20 would shed light on the adequacy of LabMD's data security 

 21 practices?

 22 A. No, sir.

 23 Q. Were you surprised by the number of times the FTC 

 24 visited your website?

 25 A. Very.
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  1 Q. Was there any reason that you are aware of why the FTC 

  2 employees would have to view your blog website so many 

  3 times?  

  4 A. As involved the investigation, no.

  5 Q. I want to switch topics one last time.  What is LabMD 

  6 asking from the Court?

  7 A. We are asking the Court to stop or pause the 

  8 investigation so that we can try to recover from the cloud 

  9 and loss of business revenue and loss of employees and loss 

 10 of insurance and loss of reputation and revenue and we can 

 11 try to start to recover.  

 12 Since they don't have standards and rules and won't tell 

 13 us what we have done, they just point to consent decrees that 

 14 say no wrongdoings in them and we have -- we just have -- 

 15 it's been ongoing for years of not knowing what we are 

 16 supposed to do or what we did wrong, and we have just been 

 17 torpedoed.

 18 Q. If the Court were to stop the FTC's enforcement 

 19 proceedings against LabMD, would you restart the business to 

 20 begin offering cancer detection testing services?

 21 A. It would -- I would start the attempt to.  We can't get 

 22 insurance with this over our head.  That's the first thing.  

 23 And we have to -- and we are also being sued by the 

 24 landlord.  So we have a long stretch to get back.  

 25 And our key employees have left to other labs.  Our 
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  1 clients have left to other labs.  Our landlord is suing us 

  2 because we had to leave the lease earlier -- early.  

  3 We have -- the insurance is not there.  

  4 And all that healing has to happen.  So that will be 

  5 able to start that, and also prevent us from going deeper in 

  6 the hole by having no longer -- no longer having access for 

  7 the physicians for the records they need now, which are 

  8 required by us to keep, depending on the record, from five to 

  9 ten years.

 10 MR. RAIDER:  Thank you, Mr. Daugherty.  I have no 

 11 further questions.

 12 THE COURT:  All right.  Cross?  

 13 MR. GORJI:  Yes, Your Honor.  

 14 --  --  --

 15 CROSS-EXAMINATION

 16 BY MR. GORJI:

 17 Q. Good morning, Mr. Daugherty.  How are you?  

 18 A. Good morning.

 19 Q. I have got a question about the investigation and your 

 20 speech.  You agree that the investigation was already 

 21 underway before you started critizing the FTC's conduct 

 22 here?  

 23 A. Well, in January of 2010 they started a nonpublic 

 24 inquiry.  If you consider that an investigation, yes.

 25 Q. And you began your criticism in early 2012; is that 
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  1 correct?

  2 A. My public criticism?

  3 Q. Yes, your public criticism.  

  4 A. That was my blog.  Yeah, I think the public criticism 

  5 started with the Atlanta Business Chronicle interviewing me, 

  6 and I believe that came out in September approximately 7th of 

  7 2012.  

  8 And that was because I had to do it because the Federal 

  9 Trade Commission had filed suit for me to -- let me think.  

 10 Let me just think here.  

 11 I mean, in August of '12, I believe that's when they 

 12 sued for the CID, and that's when people started noticing and 

 13 contacting me.  Up until that point no one had known and 

 14 I hadn't told anyone.  But I was really forced to respond at 

 15 that point.

 16 Q. And your understanding is that the company Triversa 

 17 found information about your patients, your customers?  That 

 18 was in 2008, is that correct, that you learned of Triversa 

 19 finding that information?

 20 A. Tiversa was contacted -- contacted me or my company 

 21 LabMD in May of 2008.

 22 Q. And the CID, the subpoena for information and documents 

 23 from FTC to your company, that was in December 2011; is that 

 24 right?

 25 A. I'm sorry, yeah.  You know, that's why my memory -- I 
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  1 believe they filed the CID in December of 2011, and then the 

  2 Department of Justice filed in August of 2012 to have the 

  3 Court decide whether I had to sit for a CID.

  4 Q. So your public criticisms began well after the CID was 

  5 served on the company; is that right?

  6 A. Well, it didn't -- the CID service from 2012 -- 2011, I, 

  7 believe that was.  Okay, I'm getting my years mixed up.  Yes, 

  8 yes.  

  9 So '11 they served right at Christmas, and no one picked 

 10 it up publicly.  And then when the DOJ I believe filed to 

 11 have the Court decide whether I was required to, that's when 

 12 the public started to come to me.  That was the first 

 13 time.  So that's --

 14 Q. So just so we are clear, and without focusing on dates, 

 15 the CID came first, and then you started publicly 

 16 criticizing?

 17 A. Yeah, the CID -- I mean, yeah, the CID came in December 

 18 23rd, 2011, and the criticism was in September 2012.

 19 Q. During the course of that time frame, between the CID 

 20 coming and your public criticism, were there any depositions 

 21 that took place with respect to employees of your company? 

 22 Were there any other investigative things that occurred that 

 23 impacted your company before you started publicly 

 24 criticizing?

 25 A. Well, yeah.  The Federal Trade Commission was repeatedly 
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  1 demanding more and more and more and more information, 

  2 totally side-swiping my management team.  Because we were in 

  3 a house of mirrors, never-never land, not knowing what they 

  4 wanted, and they wouldn't tell us what we did wrong, and it 

  5 was relentless.  

  6 So it was -- and you are talking a company of like 

  7 thirty people that diagnose cancer with one VP of 

  8 operations.  

  9 Q. So the FTC was actively investigating before you started 

 10 your public criticism?

 11 A. Yes.

 12 Q. I want to draw your attention to the FTC administrative 

 13 complaint.  Have you had a chance to look at that document?

 14 A. Can you refresh my memory or bring it to me, please?

 15 MR. GORJI:  One moment, Your Honor.

 16 THE WITNESS:  I assume I can close this?

 17 MR. GORJI:  You should have it --

 18 THE WITNESS:  Oh, it's in the book?

 19 MR. GORJI:  You should have it as your Exhibit 8.  

 20 THE WITNESS:  Okay.

 21 BY MR. GORJI:

 22 Q. Okay.  Are you familiar with this document?

 23 A. Yes, sir, I am.

 24 Q. Okay.  To date, has the FTC ordered you to do anything 

 25 that would change your business conduct with respect to 
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  1 managing patient-protected information?  

  2 A. No.

  3 Q. Now, in your verified complaint in your declaration, you 

  4 say that the cause of your company having to essentially wind 

  5 down its business is a result of the FTC investigation?

  6 A. That's correct.

  7 Q. But it's not a result of anything that FTC has actually 

  8 ordered you to do with respect to how to manage your 

  9 patients', customers' protected information, is it?

 10 A. We would have liked to have known that long ago.  No, we 

 11 haven't gotten that answer.

 12 Q. Would you say that that is the primary reason why?

 13 A. Yes.

 14 Q. Have you ever given a contrary reason as to why your 

 15 company had to wind down?

 16 A. Contrary?

 17 Q. Yes.  

 18 A. I have given additional.  I wouldn't say contrary.

 19 Q. What reason would you say?

 20 A. I said that the Federal Trade Commission set the stage 

 21 for our having to wind down operations because as a small 

 22 company this was an overarching fishing expedition that never 

 23 gave us standards, rules, reasons, and that just unspeakably 

 24 slowed down a cancer detection center.  

 25 Because we only have so much energy, and so we had to 
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  1 focus on this, and the only answers we were getting back was 

  2 look at this consent decree, which was vague at best with 

  3 fine print about no wrongdoing is admitted.  

  4 So we were in a never-never land.  So we had to shoot -- 

  5 we don't know where we had to shoot, so we felt the only way 

  6 to get in a safe place would be to shoot for perfection.  

  7 So I had, you know, the management staff, especially the 

  8 IT and my VP of operations, just spending so much time on 

  9 that, and that energy was taken away from prepping for what 

 10 we knew what was coming, which was Obamacare.  

 11 And so when we had plans to go into molecular science or 

 12 into breast pathology, we couldn't get off the ground because 

 13 we were getting diverted over here.  

 14 Because as a cancer detection center in a niche market, 

 15 you specialize in just one area, and the expertise is just -- 

 16 or the differentiation in the market is our expertise by our 

 17 pathologists because they just read that kind of cancer, and 

 18 that is something that physicians around the country want and 

 19 patients benefit from, because practice makes perfect.  

 20 With Obamacare it was coming that that priority was 

 21 fading away, and we were aware of that, and we were going to 

 22 have to diversify our base.  

 23 And the Federal Trade Commission tied our feet 

 24 together.  We only have so much energy and time, and it was 

 25 just overpounding for this small company.  
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  1 So I have said several times that the Federal Trade 

  2 Commission set the stage during this time so that we could 

  3 not function and deal with what came with Obamacare.

  4 And then with four weeks' notice due to sequestration, 

  5 which usually it's more, we found out that our 2013 

  6 reimbursement was cut 30-something percent for pathology, and 

  7 we started bleeding cash like crazy.  And we were just so 

  8 overwhelmed.  It was like too many spinning plates.  

  9 And so -- and then that's just -- that's just the 

 10 business model.  Then you go into the specific knowledge that 

 11 the VP of operations especially had and the IT guys, and 

 12 really just how the fear and the unknown and the uncertainty, 

 13 and eventually it just wore them down, and my VP left and he 

 14 moved to Denver in August.  And when that happened, that was 

 15 just it.  

 16 And so we started losing, losing money.  And then by -- 

 17 I didn't want to ruin everyone's Christmas, but around 

 18 December I knew this is just not looking good.  It was just 

 19 reality.  We just were overwhelmed with reality.  

 20 So the FTC is not going away, we are not going to get 

 21 more money, our reputation has been hashed, people that are 

 22 employees are just afraid and so they are just leaving.  

 23 And I couldn't give answers.  

 24 And so, you know, the ship just went down.

 25 Q. Well, how would you say Obamacare itself impacted your 
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  1 business?

  2 A. Because CMS starts cutting costs for costs containment, 

  3 and ancillary services went first.  And so, you know, for 

  4 cost containment those fee schedules were cut.

  5 Q. And how about customers that you previously had, were 

  6 they going to be referred to you for services under 

  7 Obamacare?

  8 A. Well, no, because what happened was what Obamacare does 

  9 is it really forces a marketplace consolidation, and so 

 10 physicians in the short term to survive were going to have 

 11 to -- the physicians that we had -- I mean, this is not all 

 12 physicians, period.  I mean, this is just urologists and 

 13 office-based urologists.  So that's another reason why we've 

 14 got to diversify.  

 15 But they were forced to either -- they either get huge 

 16 and merge together, they either sell their practice to 

 17 hospitals, or they retire.  

 18 And so we saw people having to basically survive for a 

 19 consolidation reason, and so the purchasing -- you know, we 

 20 knew that physicians were going to have to have economies of 

 21 scale, so we were going to have to broaden who our customers 

 22 could be to be able to get enough customers to survive 

 23 because reimbursement was going down.

 24 Q. So as a result of Obamacare, you lost a considerable 

 25 amount of business?
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  1 A. No, we didn't -- well, we didn't lose business.  We lost 

  2 the revenue for the business we performed, and we were 

  3 prevented because of the FTC action from building the 

  4 business to survive.  We could only handle one tidal wave at 

  5 a time.  We had two coming at us.

  6 Q. Well, isn't it true that physicians and customers were 

  7 not -- under Obamacare were no longer going to be able to 

  8 refer to you for services?

  9 A. In the urology marketspace, no.

 10 MR. GORJI:  One moment, Your Honor.

 11 Your Honor, at this time I would like to 

 12 cross-examine Mr. Daugherty with material that comes from the 

 13 FTC administrative proceedings.  It involves a deposition 

 14 transcript.  

 15 Under FTC regulations it is protected and 

 16 confidential, but there is a provision under the regulations 

 17 that allows for its disclosure provided that we give 

 18 notice.  We did so last week, Your Honor.  

 19 But because it was previously confidential, I would 

 20 like to give counsel an opportunity to take whatever measures 

 21 they think necessary before I present it in open court.

 22 THE COURT:  And is this related to his direct 

 23 testimony?  

 24 MR. GORJI:  Your Honor, it addresses specifically 

 25 whether or not Obamacare was the cause of loss of revenue and 
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  1 the winding down of the company.

  2 THE COURT:  It is being offered as a prior 

  3 inconsistent statement?  

  4 MR. GORJI:  Yes, Your Honor.

  5 THE COURT:  So, Mr. Raider, what do you say about 

  6 that?  

  7 MR. RAIDER:  Your Honor, we would ask that a 

  8 protective order apply and it be sealed at least for now 

  9 until we see where it's going consistent with its status in 

 10 the administrative proceeding.

 11 THE COURT:  I mean, can you introduce as a prior 

 12 inconsistent statement a statement that you elicited in his 

 13 examination?  

 14 Because he didn't say anything about Obamacare on 

 15 direct examination.  So you elicited the explanation on cross 

 16 regarding Obamacare, and now you want to impeach the 

 17 statement that you elicited with a prior inconsistent 

 18 statement?  And if so, how can you do that?  

 19 MR. GORJI:  Well, Your Honor, he testified on 

 20 direct that FTC's actions are the reason why his company had 

 21 to wind down.  

 22 I asked him here whether or not he believes 

 23 Obamacare is what caused it, and he says no, but I would like 

 24 to point him to his testimony where he says the opposite in a 

 25 deposition, sworn statement.
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  1 THE COURT:  I know, but it's still testimony that 

  2 you elicited on cross, and now you want to -- can you offer a 

  3 prior inconsistent statement to rebut a statement that you 

  4 elicited?  

  5 MR. GORJI:  Your Honor, I think I can impeach him 

  6 if he says something that's inaccurate.  I can't bring in 

  7 rebuttal evidence, bring somebody else in to impeach him, but 

  8 I have a deposition, a sworn deposition.

  9 THE COURT:  Right.  So what's your authority for 

 10 that?  Since you have been laying in wait to do this, so you 

 11 must have a case or two for me to support the admissibility 

 12 of --

 13 MR. GORJI:  Your Honor, I do not have any case law 

 14 with me, and I wasn't at this moment seeking to introduce the 

 15 exhibit.  I was simply seeking to make use of it in open 

 16 court to contradict the testimony here.

 17 THE COURT:  And do you have any authority that this 

 18 protected material that I assume you got through this 

 19 deposition under these circumstances should be allowed?

 20 MR. GORJI:  Your Honor, there is a provision, a 

 21 regulation, 16 CFR Section 410 (g), that allows for its use 

 22 upon notice to the party who has given the testimony in the 

 23 deposition.

 24 THE COURT:  Of course, nobody ever told me you had 

 25 done that.  I had no idea this was coming up.  I would like 
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  1 to say I'm a pretty diligent fellow, but because nobody told 

  2 me about these regulations, I will admit I haven't gone to 

  3 look at them and I haven't memorized them.  

  4 So I do like to make careful rulings, and, you 

  5 know, maybe there is another way of doing this, that you 

  6 could submit after the hearing those portions that you claim 

  7 are prior inconsistent statements, and the lawyer for LabMD 

  8 can weigh in on whether or not it is or not, and then I can 

  9 consider it after that.  

 10 But it seems to me fundamentally unfair that, one, 

 11 you knew this was coming; two, you don't have any authority 

 12 for me; and that you now want to disclose because you have 

 13 given notice in this very public setting something which 

 14 I think you know is not going to be favorable to this man 

 15 individually and reputationally and in the lawsuit.

 16 MR. GORJI:  Your Honor, we did provide notice last 

 17 week that we were going to make use of this transcript, so it 

 18 wasn't trying to ambush anybody here.

 19 THE COURT:  Well, make use of it?  Did you tell 

 20 them in what specific way?  

 21 MR. GORJI:  Actually, our filing from last week 

 22 indicated that it would be to cross-examine him.

 23 THE COURT:  For whatever happens to be in that, 

 24 without focusing on specifically what it is that you were 

 25 going to use it for?  
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  1 MR. GORJI:  Well, we didn't identify the specific 

  2 topic.

  3 THE COURT:  But you knew that's the topic that you 

  4 were going to use, didn't you?  

  5 MR. GORJI:  Yes, Your Honor.

  6 THE COURT:  Did you even have a communication with 

  7 opposing counsel to say, look, this is why we want to use it, 

  8 we don't -- our contention is that there were various and 

  9 sundry reasons why the business failed, and we have this and 

 10 you were there, and I just want you to know with respect to 

 11 this notice that that's the purpose?  

 12 MR. GORJI:  Your Honor, I didn't believe that 

 13 providing an additional layer of specificity as to exactly 

 14 what from the transcript we were planning on using was 

 15 something that was necessary, and in light of the fact that 

 16 we told them we were planning on using it and that would 

 17 alert them as to whether or not their confidentiality 

 18 interests were going to be implicated, the use of the 

 19 transcript or not, not what the specific content of what I 

 20 was about to say in court would implicate --

 21 THE COURT:  Let me just make this observation.   

 22 There is a lot of acrimony in this case, and that impedes the 

 23 sort of professionalism that I expect at a hearing that 

 24 allows me to make a decision on a motion.  I believe that 

 25 that is impeding and affecting your judgments as to the 
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  1 fairness of this hearing.  

  2 And, you know, I preside over very difficult 

  3 criminal cases all the time where people's liberty is at 

  4 stake, and I find more cooperation between lawyers in those 

  5 on much more difficult issues, including evidentiary issues, 

  6 than I see in this proceeding, which is the government coming 

  7 in, which -- and I think it's the responsibility of the 

  8 government to be fundamentally fair to the people that it's 

  9 regulating, and that it would be in your interest and I would 

 10 hope your motivation as an employee of the government to say 

 11 here is what -- here is our position, here is how we are 

 12 going to advocate it, because we want the Judge to have a 

 13 clean record to make a decision.  

 14 So your explanation that you didn't think the 

 15 additional level of specificity may be technically correct -- 

 16 I don't know, because I haven't looked at the -- at what the 

 17 requirement is with respect to disclosure -- but I will say 

 18 this, it's now interrupted the proceeding, it's made it more 

 19 difficult for me to understand the position of the parties, 

 20 and I think it abrogates your responsibility as an employee 

 21 and representative of the United States government and 

 22 particularly this agency.  

 23 But that's sort of the theme I see in this whole 

 24 investigation.

 25 MR. GORJI:  Your Honor, if I may address that?  I 
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  1 apologize if that is what has occurred in this case.

  2 THE COURT:  You know what my mother used to say?  

  3 My mother, bless her heart, who is now dead, used to say when 

  4 I apologized, she said you can't live a life of I'm 

  5 sorries.  Now you are living through a hearing of I'm sorries 

  6 because this is now your third apology.  

  7 But it comes from the fundamental refusal of you 

  8 and your colleagues with candor and with transparency to say 

  9 here is where we are going on this.  

 10 Your whole position on this is that I don't have 

 11 jurisdiction to do this, and that has -- and that's all you 

 12 briefed is that I am not authorized to review the authority 

 13 of your agency under Section 5 to conduct this 

 14 investigation.  

 15 And so you are relying upon those what you think 

 16 are bright line rules about a section, which in my course of 

 17 doing this for for ten years is fairly ambiguous to me.  

 18 But this is the first time where it hasn't been a direct 

 19 consumer action, and I frankly think there is a legal 

 20 question.  

 21 Now, the question for me is whether or not I have 

 22 the authority to decide that or whether there is some other 

 23 process that has to first be exhausted or however you want to 

 24 advocate it through in order to get a final opinion that can 

 25 be appealed to a court.
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  1 MR. GORJI:  Your Honor, the jurisdictional 

  2 arguments are the primary arguments we do make.  We do also 

  3 make the 12 (b) (6) arguments, Your Honor, that do not deny 

  4 your authority but that we believe the causes of action fail 

  5 to state a claim.  

  6 But I would just like to put something in 

  7 perspective on behalf of the government here, Your Honor, 

  8 which is the history of acrimony that you perceive, this is a 

  9 case that I was just very recently assigned to along with 

 10 co-counsel here.  Counsel who was on this case is no longer 

 11 with the Department of Justice.  

 12 And so I just became aware of this transcript last 

 13 week, Your Honor.  And so there certainly wasn't any --

 14 THE COURT:  That's not the defendant's or my fault 

 15 or my problem.  That's your problem.  If you want to switch 

 16 lawyers, you switch lawyers.  

 17 And if you are talking about the fellow who was 

 18 here on the CID, I could tell you as a result of that hearing 

 19 that there was already a history of acrimony and I think on 

 20 behalf of the agency the exertion of authority in a 

 21 mean-spirited way.

 22 MR. GORJI:  Well, Your Honor, I can just say 

 23 that --

 24 THE COURT:  And you might -- you know, I'm 

 25 not saying that -- if you are just new to this case, which 
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  1 I think is the reason why I put this off, to allow you time, 

  2 that I would hope that change in lawyers would change 

  3 atmosphere.

  4 MR. GORJI:  Your Honor, there was no intention to 

  5 hide anything from plaintiff here.  We disclosed this in our 

  6 filing, and, you know, if counsel had asked me what part 

  7 exactly of the transcript are you hoping to make use of, 

  8 I certainly would have answered that question.

  9 THE COURT:  Well, I know, but they are not used to 

 10 you.  They are used to the people who preceded you.  

 11 And it's hard for you to say this is a new day, and 

 12 I suspect you didn't call them and say, look, we have got to 

 13 change the atmosphere in this case, I understand that it 

 14 hasn't gone well, we understand what your complaints are -- 

 15 and I would hope that you would understand their 

 16 complaints -- but we want to get on a platform that allows 

 17 whoever hears this in whatever forum, that would facilitate 

 18 the communication and entry into the record of information 

 19 that would allow a thoughtful, just decision on a case that 

 20 I think needs a thoughtful, just decision.  

 21 And I think especially when lawyers change, that 

 22 it's the responsibility of the new lawyers to reach out and 

 23 say we are going to handle this in the way that, one, 

 24 advocates on behalf of our client, but at the same time, we 

 25 recognize we are the government and we do want to be fair, 
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  1 and we want to go down to Atlanta on this hearing that has 

  2 been put off at our request, which I did because of people's 

  3 personal commitments, and while my schedule is not very fluid 

  4 or is not fluid at all anymore and it has very little 

  5 capacity, it made sense to do that, and I did.

  6 MR. GORJI:  Well, we appreciate that.

  7 THE COURT:  But I expected this to go a lot better 

  8 than it is.

  9 MR. GORJI:  Again, Your Honor, there was no 

 10 intention to hide anything.  By bringing the fact that we 

 11 were going to use this transcript to counsel's attention, 

 12 I thought that we had taken care of our obligations to alert 

 13 them to the fact that we potentially --

 14 THE COURT:  Well, I don't know, because, one, 

 15 nobody has told me what the obligation is, nobody told me 

 16 that there was going to be a dispute about this.  

 17 And you didn't either, Mr. Raider.  You were on 

 18 notice.  You didn't say, by the way, we are going to have a 

 19 problem with that, let me give you a heads-up that that's 

 20 going to happen.  But you haven't said that.  

 21 In fact, I think you are kind of shooting from the 

 22 hip to say, well, we don't want it to come in now, not even 

 23 really understanding what they want to come in, even though 

 24 there are four of you here today.  

 25 I hope you are not paying them all, because if you 
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  1 are, no wonder you are going broke.

  2 MR. RAIDER:  Your Honor, the basic points, really, 

  3 have already been made without the use of the transcript 

  4 that --

  5 THE COURT:  Well, you know, this is -- you don't 

  6 get to try the case for them, as much as you would like to.

  7 MR. RAIDER:  No, I'm not -- I understand.

  8 THE COURT:  The question is what -- and I don't 

  9 want to waste any more time.  We spent half an hour on 

 10 this.  

 11 Is there some way for you to draw to my attention 

 12 that would not disclose in this public forum information that 

 13 you all agree at the time it was taken was deemed to be 

 14 confidential or protected, that you could get whatever -- 

 15 there can't be that much in this transcript that relates to 

 16 that, that you could highlight those for me?  And you can 

 17 even do it today, and say here is what we would show him, and 

 18 I would determine whether or not it is or is not consistent, 

 19 and we can move on? 

 20 MR. GORJI:  Your Honor, there really is only about 

 21 two pages of text, and we could confer with counsel to decide 

 22 if they are -- to come up with a proposal for Your Honor, if 

 23 that's -- 

 24 THE COURT:  Why don't we do that now?  Because 

 25 I don't want this hanging over my head any longer than it has 
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  1 been.

  2 (Counsel confer.)

  3 MR. RAIDER:  Your Honor, we have no objection to 

  4 the pages pointed out to us.

  5 MR. GORJI:  Your Honor, if I may approach the 

  6 witness and provide him with this transcript?  

  7 THE COURT:  You may.

  8 BY MR. GORJI:

  9 Q. Showing you your transcript from the FTC administrative 

 10 proceeding on February 10th, 2014, it has your name on 

 11 it.  Do you recall giving testimony in that proceeding?

 12 A. Yes, I do.

 13 Q. And the attorney who asked the questions was 

 14 Alain Sheer?

 15 A. Correct.

 16 Can you point out what testimony we are talking about?  

 17 Q. Yes, I'm going to draw your attention to page 130, line 

 18 25.  

 19 A. Can I read -- can I read this first?

 20 Q. Yes.  

 21 A. What is the two pages?  Can you tell me the beginning 

 22 and the end, please?

 23 Q. Yes, I am going to tell you.  Starting on page 130, line 

 24 25, through 131, which is this page, line 12.  If you would 

 25 take a look at that?
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  1 A. That is the whole part of the two pages are these two 

  2 things?  Okay, so you don't mean pages of this; you mean 

  3 transcript pages, okay.

  4 Okay.  So you are ending -- I'm sorry, you are ending on 

  5 131, line what?  

  6 Q. Line twelve.  

  7 A. Line twelve, okay.  I'm sorry, thanks.  

  8 Okay, I have read it.  Thank you.

  9 Q. Was it your testimony there that you were asked, How 

 10 does Obamacare fit into the decision to wind down LabMD?  

 11 Answer:  It's creating huge anxiety, destruction, 

 12 consolidation to our customer base.

 13 Question:  What does that mean for LabMD?  

 14 Answer:  That means our customers are in survival mode 

 15 and, therefore, are having to either sell their practices or 

 16 merge with others and send their specimens to where they are 

 17 told to send them, not where they want to send them.  

 18 Question:  Is LabMD one of the laboratories to which 

 19 your clients are told to send their specimens?  

 20 Answer:  No.

 21 A. Okay.

 22 Q. Is it that your testimony there?

 23 A. That was my testimony, yes.

 24 Q. Also I'm going to draw your attention to page 60.

 25 THE WITNESS:  Okay.  So did you look at this  
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  1 additional?  Okay.

  2 BY MR. GORJI:

  3 Q. I'm going to draw your attention to page 60 -- 

  4 THE WITNESS:  And my lawyers were okay with that 

  5 other part?  

  6 MR. RUBINSTEIN:  Yes.

  7 THE WITNESS:  Okay.  Thank you.

  8 MR. GORJI:  I believe your lawyers do not object.  

  9 MR. RUBINSTEIN:  No objection.

 10 THE WITNESS:  Okay.

 11 BY MR. GORJI:

 12 Q. I will point you to page 60, and if you start with line 

 13 nine and go through line eleven?

 14 A. Uh-huh.

 15 Q. Was that your testimony there?

 16 A. At that moment, yes.

 17 Q. When you say that moment, that was on February -- 

 18 A. -- 10th, 2014.  

 19 I mean, this is like out of context here, so let me just 

 20 see what else is going on here.  

 21 Other than that, I don't know at the moment.  It depends 

 22 on -- other than that I didn't know at the moment, I didn't 

 23 know the future plan -- I didn't know the factors of the 

 24 future plan pertaining to Obamacare, and other than that, 

 25 I didn't know other factors.  I --
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  1 Q. So you agreed you were asked on line nine:  What's your 

  2 future plan for LabMD?  

  3 Answer:  It depends on Obamacare, and other than that, 

  4 I don't know.  

  5 A. And then, I didn't know what the future plan was.  But 

  6 I didn't say it was the only Obamacare.  Okay.

  7 Q. You can hold on to that.  

  8 A. Okay, thanks.  Are we done for now?  No?  All 

  9 right.  Excuse me.

 10 Q. Now, you mentioned that your VP of operations left the 

 11 company?

 12 A. Correct.

 13 Q. Did he indicate whether or not Obamacare impacted his 

 14 decision to leave?

 15 A. No.

 16 Q. And you haven't provided an affidavit from your vice 

 17 president of operations, have you?

 18 A. Well, he's no longer the vice president of operations.

 19 Q. You haven't provided an affidavit from your former vice 

 20 president of operations; is that correct? 

 21 A. You deposed him.

 22 Q. You also claim that you have not been able to obtain 

 23 insurance as a result of the FTC investigation.  Did you 

 24 inquire to the insurance providers whether or not it was the 

 25 fact that there was an investigation or the fact that 
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  1 customers' personal information was found in places that it 

  2 shouldn't have been that gave them pause?

  3 A. Well --

  4 Q. Did you ask them that question?

  5 A. I wouldn't have asked that question because that's an 

  6 allegation about customers' information found in places other 

  7 than it should have been.  That's not a question I would have 

  8 asked.  

  9 And whether that's true or not, when things are found in 

 10 other places, that does not incite a government 

 11 investigation.  There are breaches that are hundreds of times 

 12 greater than mine that have gone on, if mine had a breach, 

 13 which we don't think it did.

 14 So, no, that is not a question I would have asked.  And 

 15 because I was -- well, first of all, they won't speak to me 

 16 directly.  They tend to go through my broker.  These 

 17 insurance underwriters don't want to talk directly to the 

 18 customer.  They are going to go through the broker.  

 19 So this is why the broker sent me the e-mail and conveyed 

 20 information to me.  

 21 But according to the broker, it was the FTC 

 22 investigation and the costs they are looking at.  They are 

 23 looking at risks and dollars.

 24 Q. Certainly one of the risks that they would probably be 

 25 interested in is whether or not your protected information is 
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  1 adequately protected; is that correct?

  2 A. No, because it's not a cyber security policy.  They are 

  3 interested in -- well, I would say they are interested in 

  4 whatever can cost them, and whenever there is -- nothing 

  5 scares an underwriter greater than the unknown or nothing 

  6 scares a medical underwriter than a chronic disease.  

  7 And so I'm assuming since the only response that came 

  8 from them -- and I didn't have direct conversations with them 

  9 other than talking to my broker -- was that it was the 

 10 unknown of the FTC investigation.

 11 Q. Did you get an affirmative statement from the insurance 

 12 company that they would cover you if the FTC investigation 

 13 was enjoined?

 14 A. No, I didn't.

 15 Q. How many insurance companies have you contacted to 

 16 obtain insurance coverage?

 17 A. Well, I contacted brokers.  They contacted insurance 

 18 companies.

 19 Q. Do you know how many insurance companies?

 20 A. Approximately -- I think approximately a dozen, 

 21 approximately.  I am not quite sure.  At least, at least 

 22 seven or eight.  But, you know, the brokers don't want to 

 23 name names.

 24 Q. And you don't have an affidavit from any of your brokers 

 25 explaining why you have been denied coverage?
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  1 A. No, I don't have an affidavit from them.

  2 MR. GORJI:  One moment, Your Honor.

  3 Nothing else, Your Honor.  

  4 Thank you, Mr. Daugherty.  

  5 THE WITNESS:  Did you want this back?  

  6 MR. GORJI:  You can keep it.

  7 THE WITNESS:  Okay.  Thank you.

  8 THE COURT:  Any redirect?  

  9 MR. RAIDER:  Just one quickly on redirect, 

 10 Your Honor.  

 11 -- -- --

 12 REDIRECT EXAMINATION

 13 BY MR. RAIDER:

 14 Q. Your deposition was February 10, 2014.  What was the 

 15 status of LabMD's cancer detection testing services on that 

 16 date?

 17 A. We were doing no more.  That was about three and a half 

 18 weeks out from our last report out.

 19 MR. RAIDER:  Thank you.  No further questions.

 20 THE COURT:  All right.  Thank you.  You may return 

 21 to counsel table.  

 22 THE WITNESS:  Thank you.

 23 THE COURT:  Call your next witness, please?  

 24 THE WITNESS:  Should I leave this here?  

 25 MR. RAIDER:  Thank you, Your Honor.  We call 
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  1 Mr. Cliff Baker.  And Mr. Meyer will handle that 

  2 examination.  

  3 --  --  --

  4 CLIFF BAKER

  5 being first duly sworn by the Courtroom Deputy Clerk, 

  6 testifies and says as follows:

  7  --  --  --

  8 DIRECT EXAMINATION

  9 BY MR. MEYER:

 10 Q. Mr. Baker, could you state your full name and address 

 11 for the record?

 12 A. Cliff Baker, 4850 Topeka Court, Dunwoody, Georgia.

 13 Q. And where are you employed?

 14 A. A company called Meditology Services based in Atlanta.

 15 Q. In what capacity?

 16 A. I'm the CEO and founder of the company.

 17 Q. And what exactly is your role as the CEO?

 18 A. Obviously oversee the running of the company, but I also 

 19 lead a practice that focuses on privacy and security in 

 20 healthcare, consulting with companies around privacy and 

 21 security in healthcare.

 22 Q. And when you say consulting about privacy and security, 

 23 what exactly do you mean?

 24 A. My career has been focused on helping primarily 

 25 healthcare organizations adopt security practices that first 
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  1 and foremost align with the security rule and then generally 

  2 good practices to have a place to protect information.

  3 Q. What were you asked to do in this case?

  4 A. I was asked by counsel to review Dr. Hill's report and 

  5 compare it to my understanding of the HIPAA obligations for 

  6 companies in the healthcare industry.

  7 Q. And what additional experience do you have to make such 

  8 an analysis?

  9 A. As I mentioned, I spent almost twenty years now helping 

 10 organizations in the healthcare industry implement security 

 11 controls to comply with HIPAA.  

 12 Prior to starting Meditology Services, I spent about 

 13 fourteen years at a company called PriceWaterhouseCoopers 

 14 primarily in the healthcare -- leading their healthcare 

 15 security practice and consulting with their clients around 

 16 implementing security practices.  

 17 After I left PriceWaterhouseCoopers in 2008, I was the 

 18 chief strategy officer and architect for a framework called 

 19 the High Trust Security Alliance, which essentially was a 

 20 number of organizations across the healthcare industry that 

 21 came together to try and define a reasonable and appropriate 

 22 standard for the industry so the industry could proactively 

 23 implement controls for the healthcare industry.

 24 Q. And based on that experience, could you briefly state 

 25 any opinions you reached regarding the standards articulated 
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  1 in Dr. Hill's report?

  2 A. The most troubling aspect of the report is that Dr. Hill 

  3 doesn't take into consideration any aspects of scalability in 

  4 terms of what's reasonable and appropriate for an 

  5 organization of the size of LabMD to implement security to 

  6 comply with HIPAA security requirements, which has really 

  7 been the primary driver for security requirements for the 

  8 industry.  

  9 And so when I read Dr. Hill's report, it is out of line 

 10 with the expectations of organizations of the size of LabMD.

 11 Q. Is it your understanding that LabMD is a HIPAA-covered 

 12 entity?

 13 A. It is my understanding that they are a HIPAA-covered 

 14 entity.

 15 Q. And based on your experience, do you have any reason to 

 16 believe that the standard articulated by Dr. Hill would 

 17 create confusion amongst HIPAA-covered companies?

 18 A. Absolutely.  The industry continuously is looking for 

 19 clarification and specificity from the regulators to make 

 20 sure that they understand what their obligations are, and 

 21 when a regulating body makes a judgment based on some 

 22 standard, the industry reacts and the industry tries to 

 23 understand what their obligations will be as a result of that 

 24 ruling.  

 25 So I think the position that Dr. Hill takes is 
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  1 contradictory to the ten years of experience we have had with 

  2 HHS and understanding their expectation of the industry.

  3 Q. And following up on that, I want to go through some 

  4 particular topics.  What is scalability?

  5 A. In the creation of the HIPAA rule, a key tenet of the 

  6 HIPAA rule was to implement controls that were reasonable and 

  7 practical for the resources, capacity, skills of an 

  8 organization.  

  9 HIPAA recognizes that the healthcare industry ranges 

 10 from large multinational companies to one-physician practices 

 11 with no IT resources -- probably no IT resources on staff, 

 12 maybe an office manager at best.  And so HIPAA had to be able 

 13 to specify requirements that would be adopted for the largest 

 14 companies and the smallest companies.  

 15 Obviously specifying specific requirements for each of 

 16 those extremes is difficult, and so HIPAA created this 

 17 concept of a risk assessment which allowed organizations to 

 18 analyze their exposures and to make decisions that related to 

 19 the security controls that were appropriate and that they 

 20 could really have the resource, capacity and skills to 

 21 implement.

 22 Q. And how does Dr. Hill address scalability?

 23 A. Her primary considerations for scalability is the number 

 24 of records that LabMD holds.  And, candidly, the number of 

 25 records at LabMD is minute compared to larger organizations 
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  1 that offer similar services.  

  2 And then she doesn't really ever consider the type of 

  3 organization they are in the industry, the number of 

  4 employees that they have, the number of resources that they 

  5 have hired from an IT and security perspective.  None of 

  6 those considerations come into her -- the basis of her 

  7 opinion in her report.

  8 Q. How significant is the difference between the standard 

  9 Dr. Hill articulates and what HIPAA requires?

 10 A. From my perspective, it's significant.  Imposing 

 11 requirements on an industry that are not practical and 

 12 reasonable, you know, really have a contrary impact to what I 

 13 believe the regulators are trying to do, which is to make 

 14 sure that appropriate security controls are in place.  

 15 And so imposing requirements that don't address this 

 16 kind of scalability aspect will distract the industry in 

 17 large part because now they have to interpret and figure out 

 18 how they are going to implement requirements that are 

 19 misaligned with expectations that have been set for them for 

 20 the past ten years.

 21 Q. How important is scalability for a company the size of 

 22 LabMD?

 23 A. It's extremely important.  Textbook security 

 24 requirements or controls, if you read textbook requirements 

 25 and you put the same requirements in front of a large 
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  1 multinational company, you know, they have more security 

  2 resources than LabMD has employees.  And so the skills and 

  3 investments that they will make around security would 

  4 probably exceed the total revenue that LabMD probably pulled 

  5 in its entire existence.  

  6 So it's incredibly important, because if the regulators 

  7 want real controls to be implemented, they have to make them 

  8 practical and they have to make them reasonable and they have 

  9 to impose expectations that small organizations can actually 

 10 achieve.

 11 Q. What is integrity monitoring?

 12 A. Dr. Hill refers to this concept called file integrity 

 13 monitoring, and it is essentially technology used to monitor 

 14 any change to files on an issue.  

 15 So it essentially looks for any change, whether you save 

 16 a file or you implement a new file or put a new file on a 

 17 computer, it will send off an alert to somebody.  And 

 18 somebody will have to read that alert, investigate it and 

 19 respond to it.

 20 Q. Does HIPAA require file integrity monitoring?

 21 A. It doesn't specifically require file integrity 

 22 monitoring at all.

 23 Q. And what does Dr. Hill say in her report?

 24 A. This is one of the key controls that she says LabMD 

 25 should have had in place.  And I think it's a classic example 
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  1 of where her report is out of alignment with the expectations 

  2 that HHS sets for the industry.  

  3 As an example, Dr. Hill often in her report refers to 

  4 free software or inexpensive software that can be implemented 

  5 to achieve some of these controls.  What she doesn't consider 

  6 is the resource requirements to follow up, investigate, 

  7 configure, implement those tools.  

  8 And file integrity monitoring particularly has a 

  9 significant resource impact on an organization because it's 

 10 constantly sending out alerts that need to be investigated.  

 11 Furthermore, Dr. Hill recommends that file integrity 

 12 monitoring be implemented on a workstation.  So on occasion 

 13 for large organizations you will see it on servers.  

 14 The reason I'm making that distinction is when a user is 

 15 on a workstation, they are often changing files.  You are 

 16 opening Word documents, you are opening Excel documents, you 

 17 are opening and closing files.  

 18 With that kind of software, there is a potential for an 

 19 alert to be sent out every time a file is changed, and you 

 20 can imagine the resource impact that that's going to have on 

 21 the resources of a particularly small organization.

 22 Q. For a company the size of LabMD, what would you 

 23 recommend with respect to file integrity monitoring in order 

 24 to be in compliance with HIPAA?

 25 A. HIPAA is based on a risk assessment first.  
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  1 Fundamentally HIPAA requires risk assessment.  And so 

  2 we'd work with a company the size of LabMD, understand their 

  3 exposures, and essentially put a measured program in place to 

  4 implement security over time.  

  5 We would start with some limited monitoring that would 

  6 be in place probably on the servers versus their workstations 

  7 and then evolve that over time.  

  8 The primary reason we would not start with file 

  9 integrity monitoring is we know that it would overwhelm their 

 10 resources and that the net impact would be that security 

 11 would not be implemented, information would not be well 

 12 protected because the resources would not have enough 

 13 capacity to actually focus on the things that matter.

 14 Q. All right.  What is encryption?

 15 A. Encryption is a process of turning readable information 

 16 into unreadable information that is only accessible or 

 17 unlocked for the individuals that have keys to unlock that 

 18 information, in laymen's terms.

 19 Q. Does HIPAA address encryption?

 20 A. It does address encryption.

 21 Q. How?

 22 A. It's an addressable requirement.  

 23 And there is a distinction, an important distinction in 

 24 the rule.  There are required items and addressable items in 

 25 the rule.  
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  1 And HHS guidance for addressable items is that the 

  2 decision around how to achieve those requirements, 

  3 addressable requirements, should be based on the risk 

  4 assessment, and then HHS essentially provides options.  

  5 If the organization does a risk assessment and believes 

  6 that there is an exposure, believes that they have ways that 

  7 cost and impact from a resource capacity on the organization 

  8 in terms of implementing that control to mitigate the 

  9 exposure, they should go ahead and do it.  

 10 On the other hand, in evaluating the exposure against 

 11 the cost and resource capacity to achieve that control, if 

 12 that cost and resource capacity exceeds the capabilities, 

 13 they can explore alternate options.  

 14 If no alternate options exist, then they don't have to 

 15 implement that control.

 16 Q. What is Dr. Hill's opinion with respect to encryption?

 17 A. Dr. Hill's opinion is pretty black and white, that 

 18 encryption should be implemented.  

 19 Most troubling I think about her report is that she 

 20 makes reference to encryption and risk.  What I mean by that 

 21 encryption stored in databases on servers.  

 22 And candidly, you know, across all industries, that is 

 23 not generally an adopted practice, primarily because it has 

 24 an impact on the processing speed and performance of 

 25 systems.  We are starting to see more and more of that kind 
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  1 of control implemented, but mostly for large organizations 

  2 that have the resource capacity to implement those kind of 

  3 controls.  

  4 It's very unusual -- I have never seen an organization 

  5 the size of LabMD implement encryption and risk.

  6 Q. What would you recommend to an organization the size of 

  7 LabMD with respect to encryption in order to comply with 

  8 HIPAA?

  9 A. Again, it would be based on the risk assessment, and 

 10 I would recommend implementing controls where I know they can 

 11 achieve the objectives required for encryption.  

 12 So for example, for any access to their website, if 

 13 there was particular health information exchanged, I would 

 14 expect that information is encrypted.

 15 Q. You mentioned the risk assessment throughout your 

 16 testimony now.  Does Dr. Hill have an opinion regarding risk 

 17 assessment?

 18 A. She certainly does.

 19 Q. And what is it?

 20 A. You know, interestingly, we both refer to the same 

 21 standard reference for risk assessment, which is the NIST 

 22 Security Series Reference 800-30, which is a 

 23 government-published approach for performing a risk 

 24 assessment.  

 25 Where Dr. Hill and I have a departure in kind of 
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  1 methodology, she immediately will go in her report to 

  2 suggesting that the organization implement technical tools to 

  3 achieve the risk assessment.  

  4 And again I think this is based on her experience in 

  5 kind of, you know, she seems to have a very technically kind 

  6 of focused career, technology focused career, and so her 

  7 immediate response in terms of this risk assessment is to 

  8 implement a number of technology solutions.  

  9 As I mentioned to you before, the license cost for those 

 10 solutions may not be high.  The resource cost to actually 

 11 manage and implement those solutions is significant.  

 12 And when you look at the way HIPAA and HHS guides the 

 13 industry in terms of doing a risk assessment, it's certainly 

 14 not starting with implementing tools.  It's with a process 

 15 and a mind-set and a methodology, candidly mostly relying on 

 16 manual methods to assess risk.  

 17 I think that kind of highlights the fundamental 

 18 distinction between Dr. Hill's report and generally where HHS 

 19 is guiding the industry.

 20 Q. In offering those opinions, does Dr. Hill rely on any 

 21 published materials from FTC?

 22 A. She doesn't, which I found interesting.  

 23 I would have thought that the expert -- the expert 

 24 witness for the FTC would have been referencing FTC guidance 

 25 for security requirements.  She did not reference that in her 
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  1 report, that I recall.

  2 Q. Are you aware of the FTC publishing data security 

  3 standards for medical service providers other than what's in 

  4 Dr. Hill's report?

  5 A. I am not aware.  In my line of business, I don't rely on 

  6 FTC guidance for security requirements for my client base.

  7 Q. And you have been in that line of business for almost 

  8 twenty years; right?

  9 A. That's correct.

 10 Q. And in that time, are you aware of any statements made 

 11 by the FTC expressing their authority to impose requirements 

 12 on protected health information in excess of HIPAA?

 13 A. I am not aware of those requirements.

 14 MR. MEYER:  No further questions, Your Honor.

 15 THE COURT:  I want some clarification to make sure, 

 16 see if my understanding about this is correct.  That -- and 

 17 I guess this is an allegation.  

 18 The allegation is that the security breach here was 

 19 the disclosure of certain patient records.  And I don't know 

 20 the quantity of the patient records that are alleged to have 

 21 been disclosed, but apparently it was some patient 

 22 information; is that right?  

 23 MR. RUBINSTEIN:  Your Honor, Reed Rubinstein.  If 

 24 I might?

 25 It's not clear.  We have heard different things in 
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  1 the course of the administrative hearing.  Originally there 

  2 was a focus -- 

  3 THE COURT:  Well, what's your understanding about 

  4 what went from LabMD outside of the company to others, or are 

  5 you claiming that nothing did?  

  6 MR. RUBINSTEIN:  There are allegations that --

  7 THE COURT:  No, what's your understanding?  Have 

  8 you reached a conclusion that certain patient information was 

  9 disclosed outside the company?

 10 MR. RUBINSTEIN:  Our understanding, based on the 

 11 testimony that's been taken to date --

 12 THE COURT:  Well, you are the lawyers for the 

 13 company.

 14 MR. RUBINSTEIN:  That's correct, but -- 

 15 THE COURT:  Have you reached any conclusion that 

 16 information that was private for patients that was delivered 

 17 to you by these people that were hiring LabMD got disclosed 

 18 outside the company?  

 19 MR. RUBINSTEIN:  We do not believe that 

 20 information -- patient PHI has been disclosed outside the 

 21 company based on what we have learned on discovery.  

 22 And the reason for that, among other things, 

 23 testimony of the FTC's experts with respect to the expected 

 24 rate of identity theft.  In this case, there is no single 

 25 plaintiff, no single person who has alleged -- 
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  1 THE COURT:  All right.  My question was do you 

  2 know.  You are saying there is not.  

  3 Second, did somebody load a file-sharing program on 

  4 any LabMD computer?  

  5 MR. RUBINSTEIN:  Yes.

  6 THE COURT:  And did you do any investigation to see 

  7 whether or not any information was accessed through the use 

  8 of that file-sharing program from somebody outside the 

  9 company?

 10 MR. RUBINSTEIN:  I believe in approximately 2008, 

 11 LabMD was informed that file-sharing software was on the 

 12 computer.  LimeWire, which is used primarily for audio 

 13 files.  

 14 There was an investigation done by the company.  

 15 This was contrary to the company's policies, and it was 

 16 removed.  

 17 The FTC investigation began two years -- 

 18 approximately two years thereafter, and there are allegations 

 19 with respect to two specific alleged data breaches.  

 20 The first related to an insurance agent file, a 

 21 1718 file.  A second related to certain day sheets, which 

 22 were actually printed forms.  They had nothing to do with 

 23 data security in the sense that we are using it.  

 24 It is not clear to us still today and there is no 

 25 evidence in the record that demonstrates how exactly the 1718 
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  1 file, if it did, got out.  That's one of the things that's 

  2 still, frankly, developing.  

  3 But as I said, to our knowledge and as far as we 

  4 can tell to the government's knowledge, there is not a single 

  5 case of identity theft attributable to the alleged data 

  6 breach.

  7 THE COURT:  Well, what is it that the FTC claims 

  8 was the data security breach?

  9 MR. GORJI:  Your Honor, there are two instances, 

 10 one being that the Sacramento, California, Police Department 

 11 found information belonging to LabMD's customers in the hands 

 12 of identity thieves.  

 13 Now, that was reported to LabMD.  My understanding 

 14 is LabMD actually informed customers that there had been 

 15 a --

 16 THE COURT:  And when was that?  

 17 MR. GORJI:  That was October 2012.  I don't know 

 18 when LabMD actually informed their customers or there was a 

 19 disclosure.

 20 THE COURT:  And how did the police department know 

 21 that it originated from LabMD, and in what form did they have 

 22 it?  

 23 MR. GORJI:  Your Honor, there was documentation 

 24 that indicated it pertained to LabMD, I believe.

 25 THE COURT:  You mean papers?  
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  1 MR. GORJI:  Documents, papers.

  2 THE COURT:  All right.  So -- and where did the 

  3 police department claim that the papers -- how were the 

  4 papers obtained?  

  5 By papers, you mean paper documents, that somehow 

  6 they got hold of some paper documents with some patient 

  7 information on it?  Is that what the allegation is?  

  8 MR. GORJI:  Yes, Your Honor.  My understanding is 

  9 they were in possession of the individuals who pled no 

 10 contest to the state charges of identity theft.

 11 THE COURT:  Well, if they pled no contest, they 

 12 probably cooperated.  Did they tell you where they got the 

 13 papers?  

 14 MR. GORJI:  Your Honor, if I might inquire?

 15 Your Honor, I don't have information as to how the 

 16 documents and the information was obtained by the identity 

 17 thieves.

 18 THE COURT:  Well, has anybody from the FTC gone out 

 19 and interviewed the people who pled nolo to that to find out 

 20 where it came from, to see whether or not there was indeed a 

 21 security breach?  

 22 Let me tell you something, these are the most 

 23 simple questions of this investigation.  That you are 

 24 claiming that some police department prosecuted some people 

 25 for having possession of information which you are now 
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  1 claiming wrongfully was not protected by LabMD, and you can't 

  2 even tell me whether or not you have interviewed the people 

  3 who had the data to find out where they got it to see whether 

  4 or not there was a security breach or not?  And yet you have 

  5 implemented and instituted this investigation?  

  6 And this is your case.  You are new -- I know you 

  7 might be new on it, but for heaven's sakes, you are arguing 

  8 to me that there is a hearing on May 20th and you don't even 

  9 know.

 10 MS. FASCETT:  Your Honor, if I may just explain, 

 11 just for clarity, not as an excuse.  The FTC attorneys that 

 12 are handling the administrative proceeding in that hearing, 

 13 they I'm assuming definitely know these details.  They are 

 14 not present.  They are not here today.  

 15 We are just -- we were just brought in from DOJ to 

 16 represent this complaint in this action.  So that's part of 

 17 why we don't have these facts.  But we represent the FTC here 

 18 and we can get these facts for you.

 19 MR. RUBINSTEIN:  Your Honor, if I could?  

 20 THE COURT:  I'm not -- 

 21 MR. RUBINSTEIN:  I --

 22 THE COURT:  Sit down.

 23 MR. GORJI:  Your Honor, my --

 24 THE COURT:  So where are those lawyers?  Are they 

 25 too busy to come to Atlanta today?  
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  1 MS. FASCETT:  Well --

  2 THE COURT:  Is that one of them sitting back there 

  3 in the gallery?  

  4 MS. FASCETT:  No, she's a U.S. Attorney here in 

  5 Atlanta, unrelated.

  6 THE COURT:  How about this other fellow back there, 

  7 is he an FTC lawyer too?  

  8 MR. MARCUS:  Your Honor, we have a gentleman here 

  9 from the FTC.

 10 THE COURT:  Are you involved in this 

 11 investigation?  

 12 MR. MARCUS:  I am personally not involved in the 

 13 investigation.

 14 THE COURT:  Okay.  So you are off the hook.

 15 So far I have got four lawyers here and none of 

 16 them are involved in the investigation.  How about --

 17 MR. MARCUS:  We do have are a lawyer who is 

 18 involved in the investigation.

 19 THE COURT:  And what's your name?

 20 MR. SCHOSHINSKI:  Good morning, Your Honor.  

 21 Robert Schoshinski.  I'm assistant director in the Division 

 22 of Privacy and Identity Protection.

 23 THE COURT:  All right.  So in this case, what 

 24 investigation has been made as to the source of the documents 

 25 that the police department out in California found?  
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  1 MR. SCHOSHINSKI:  Your Honor, the complaint 

  2 counsel, so that is the FTC counsel who is litigating the 

  3 complaint in the administrative action, noticed the 

  4 depositions of the two individuals who pled no contest to 

  5 identity theft.  

  6 One they could not serve because she was just 

  7 simply not findable.  The other one was in jail.  We --

  8 THE COURT:  Did you try to find her?  

  9 MR. SCHOSHINSKI:  Yes, we did, Your Honor.  We 

 10 hired several process servers.  They made many attempts to 

 11 try to find her but were unable to serve her.

 12 THE COURT:  And when did you first try to serve 

 13 her?  

 14 MR. SCHOSHINSKI:  Your Honor, I don't have the 

 15 exact dates, but --

 16 THE COURT:  Well, give me an approximation.

 17 MR. SCHOSHINSKI:  Your Honor, I would say late 

 18 2013, early 2014.

 19 THE COURT:  So really late in the game, you finally 

 20 decided that it made sense to go and find out with respect to 

 21 one of the allegations that's the basis of your investigation 

 22 that's been ongoing for months, because the CID was something 

 23 I dealt with some months ago, that you finally decided -- or 

 24 not you, but your lawyers finally decided that maybe it would 

 25 be good to try to find the people who actually had the 
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  1 information to determine where they got it?  

  2 MR. SCHOSHINSKI:  Yes, Your Honor.

  3 THE COURT:  Does that strike you as odd?  

  4 MR. SCHOSHINSKI:  Your Honor, it doesn't strike me 

  5 as odd.  It's what --

  6 THE COURT:  Does it strike you as late?

  7 MR. SCHOSHINSKI:  Your Honor, it strikes me as the 

  8 normal course of the investigation.

  9 THE COURT:  Boy, that's a sad comment on your 

 10 agency, that you would wait until months before a hearing and 

 11 months after you instituted an investigation on a principal 

 12 claim that you are asserting, that you have not even taken 

 13 any effort to interview the people that you claim had the 

 14 documents that underlie the charge of a security 

 15 breach.  That strikes me as almost being unconscionable.  

 16 And how much money -- how much activity was there 

 17 before you served those subpoenas trying to get the 

 18 information from LabMD with respect to a security breach that 

 19 you don't even know how it occurred?  How much activity?  

 20 MR. SCHOSHINSKI:  Your Honor, how would you like me 

 21 to estimate?

 22 THE COURT:  Let's start in months.

 23 MR. SCHOSHINSKI:  Well, Your Honor, I believe the 

 24 investigation began in January of 2010.

 25 THE COURT:  Okay.  So three years before you tried 
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  1 to subpoena them?  

  2 MR. SCHOSHINSKI:  Your Honor -- 

  3 THE COURT:  I'm sorry, two and a half years.

  4 MR. SCHOSHINSKI:  Your Honor, the knowledge of this 

  5 incident didn't occur until after the CID enforcement hearing 

  6 up here in Atlanta.  That's when we were notified that this 

  7 incident had occurred, in October of 2012.

  8 THE COURT:  So you found out about the -- the 

  9 incident you are talking about is the California police 

 10 incident?  

 11 MR. SCHOSHINSKI:  That's correct, Your Honor.

 12 THE COURT:  All right.  And how soon after you 

 13 found out about the incident did you try to contact the 

 14 police authorities in California to find out what they knew 

 15 about the source of the information?  

 16 MR. SCHOSHINSKI:  Immediately.

 17 THE COURT:  And what did they tell you?  

 18 MR. SCHOSHINSKI:  They told us that they did not 

 19 know.

 20 THE COURT:  And then what did you do next, and how 

 21 soon did you do it?  

 22 MR. SCHOSHINSKI:  We shared the information with 

 23 LabMD concerning the -- what we found out once we were able 

 24 to confirm that it was LabMD's information, and we then 

 25 attempted to find out further from the California police 
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  1 department what they knew about the source of this 

  2 information.

  3 THE COURT:  And what did they tell you they knew 

  4 about the source?  

  5 MR. SCHOSHINSKI:  They told us they were not able 

  6 to get the source from the defendants in the case.

  7 THE COURT:  Did you talk to the prosecutor of the 

  8 case as well?  

  9 MR. SCHOSHINSKI:  I don't believe so, Your Honor.

 10 THE COURT:  And so you tried to track down one of 

 11 the two defendants.  Did you try to track down the second of 

 12 the two defendants?  

 13 MR. SCHOSHINSKI:  Yes, Your Honor.  We actually 

 14 obtained service on the second defendant, who was in 

 15 jail.  We noticed his deposition in the action, went to take 

 16 his deposition, and he pleaded the Fifth Amendment and 

 17 refused to answer questions.

 18 THE COURT:  So sitting here today, you have no idea 

 19 where the documents came from, whether they came from LabMD 

 20 or some other source?  Is that a fair thing to say?  

 21 MR. SCHOSHINSKI:  No.  We believe they were LabMD's 

 22 documents.

 23 THE COURT:  Well, they might have been LabMD's 

 24 documents, but you don't know how they got into the 

 25 possession of the two individuals that you tried to contact 
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  1 that pled guilty to this offense?  

  2 MR. SCHOSHINSKI:  That's correct, Your Honor.

  3 THE COURT:  So you have no information to establish 

  4 how those documents were obtained; is that right?  

  5 MR. SCHOSHINSKI:  That's correct, Your Honor.

  6 THE COURT:  And you are still proceeding on this 

  7 claim?  

  8 MR. SCHOSHINSKI:  Yes, Your Honor, because the 

  9 claim is not concerning that incident alone.  It's 

 10 concerning --

 11 THE COURT:  All right.  But are you still 

 12 proceeding on that claim?  

 13 MR. SCHOSHINSKI:  We are proceeding on that 

 14 evidence, Your Honor.

 15 THE COURT:  And that evidence relates to other 

 16 claims, because you have other documents that were found in 

 17 other places?  

 18 MR. SCHOSHINSKI:  That evidence relates to the 

 19 potential injury suffered by consumers as a result of 

 20 exposure of this information.

 21 THE COURT:  Are you serious about that last 

 22 response?

 23 MR. SCHOSHINSKI:  Yes, Your Honor, I am.

 24 THE COURT:  So you don't know where the documents 

 25 came from, you don't know how these people got the possession 
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  1 of it, you don't know whether they originated from LabMD or 

  2 some other place, but you are going to use that to show that, 

  3 because they committed identity theft, that certain 

  4 individuals were damaged by documents, the source of which 

  5 you don't even know?  

  6 MR. SCHOSHINSKI:  Yes, Your Honor.

  7 THE COURT:  Holy cow.  

  8 So what's the other incident that you are relying 

  9 on?  

 10 MR. SCHOSHINSKI:  The other incident is the 

 11 exposure of the insurance agent file of several thousand 

 12 consumers.

 13 THE COURT:  And when was that?  

 14 MR. SCHOSHINSKI:  That was in 2008, Your Honor.

 15 THE COURT:  And that was through the file-sharing 

 16 program?  

 17 MR. SCHOSHINSKI:  That's correct, Your Honor.

 18 THE COURT:  And how do you know that they came 

 19 through the file-sharing program?  

 20 MR. SCHOSHINSKI:  We know because third parties 

 21 found the file on file-sharing programs.

 22 THE COURT:  Well, I accept that.  How do you know 

 23 that they came through the file-sharing program that was 

 24 loaded on a computer at LabMD?  

 25 MR. SCHOSHINSKI:  Based on the evidence we obtained 
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  1 about the file-sharing program, evidence provided by LabMD 

  2 that showed that certain files, including this file, were 

  3 shared on the file-sharing program, we believe that it was 

  4 exposed through the file-sharing program.

  5 THE COURT:  And how many records were shared?  

  6 MR. SCHOSHINSKI:  Your Honor, I don't have the 

  7 exact number.  I believe it was nine thousand, but I'm not 

  8 entirely sure.

  9 THE COURT:  So are you aware that nine thousand 

 10 files ended up in some somebody else's hands that were 

 11 LabMD's files?  

 12 MR. RUBINSTEIN:  Your Honor, it would be nine 

 13 thousand individuals.  It was one file.

 14 THE COURT:  Well --

 15 MR. RUBINSTEIN:  And we --

 16 THE COURT:  So are you going to dance on the head 

 17 of a pin now too?  

 18 MR. RUBINSTEIN:  I'm not dancing on the head of a 

 19 pin, Your Honor.  I appeared before the administrative law 

 20 judge and --

 21 THE COURT:  You can sit down until I'm ready for 

 22 you.

 23 MR. SCHOSHINSKI:  Thank you, Your Honor.

 24 MR. RUBINSTEIN:  -- I told him because the FTC said 

 25 that the files had been shared, our position was then and it 
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  1 remains to date that the file was taken by this third party, 

  2 Tiversa.  

  3 As you may recall, there was quite a controversy 

  4 with respect to the government's ability to rely on that 

  5 file.

  6 THE COURT:  It was taken by use of an 

  7 improperly-loaded file-sharing program.

  8 MR. RUBINSTEIN:  It was taken by use of a patented 

  9 program that Tiversa uses as part of their business model to 

 10 go from company to company taking files and then coming to 

 11 the company and saying:  Nice business you have here.  It 

 12 would be a shame if anything happened to it.  Why don't you 

 13 hire us to remediate?  

 14 In fact, that's what happened here.  And part of 

 15 this was put before --

 16 THE COURT:  Was that enabled by the file-sharing 

 17 program that was loaded by an employee on the computers at 

 18 LabMD?  

 19 MR. RUBINSTEIN:  For them to be able to gain 

 20 access, I don't know.

 21 THE COURT:  Why don't you know that?  

 22 MR. RUBINSTEIN:  Because we don't fully understand 

 23 the nature and extent of Tiversa's technology.  

 24 We attempted to ask them in deposition, and we were 

 25 met with objections because this is a protected confidential 
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  1 and highly proprietary piece of software.  So we still don't 

  2 understand to this day.

  3 THE COURT:  Well, you can get a protective order in 

  4 order to access that.  Have you asked for that?  

  5 MR. RUBINSTEIN:  I don't recall.  It would be easy 

  6 enough to check.  I can get that for you.  I just don't 

  7 recall whether we did that in the administrative hearing or 

  8 not.  I am certain the question was asked, and I'm certain 

  9 objections were interposed.  

 10 And we had asked -- we actually -- it is very 

 11 possible that we did, because we filed a motion asking for 

 12 discovery into the circumstances under which there was a 

 13 sharing of this information between Tiversa and the FTC.  

 14 We discovered that the FTC had worked with 

 15 Tiversa.  In fact, Tiversa gave LabMD's file to another third 

 16 party.

 17 THE COURT:  Well, look, I'm not trying this case, 

 18 although I am getting a lot of information about the 

 19 respective positions which also is troubling on both sides.  

 20 But I will say -- 

 21 MR. RUBINSTEIN:  The --

 22 THE COURT:  So their position, which I guess they 

 23 are going to present somebody under oath to say that they 

 24 have traced information through a file-sharing program that 

 25 allowed some outside source, whether it's Triversa or 
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  1 somebody else, to wrongfully access information that was on 

  2 LabMD's computers?  

  3 MR. RUBINSTEIN:  I don't believe they have done any 

  4 independent investigation to verify what type of --

  5 THE COURT:  I'm not saying that.  I'm saying they 

  6 have got an obligation to present somebody under oath to 

  7 testify with respect to that, and that's what the deputy 

  8 director's position -- you are a deputy director; is that 

  9 right?  

 10 MR. SCHOSHINSKI:  Your Honor, assistant director.

 11 THE COURT:  All right.  I would love to promote you 

 12 if I could, but I can't, so you are still an assistant 

 13 director.

 14 MR. SCHOSHINSKI:  It's the lowest form.

 15 THE COURT:  I understand.  I know titles are big in 

 16 agencies.  I have been there and played that game for a 

 17 while.

 18 But the assistant director has just said that there 

 19 will be evidence presented before a judicial officer, I guess 

 20 an administrative law judge, in which somebody will state 

 21 these nine thousand individuals -- information about 

 22 individuals in a single record was accessed by an outside 

 23 source through a file-sharing program that had been installed 

 24 on WebMD's computers.  

 25 You are going to say that there is no evidence of 
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  1 that -- 

  2 MR. RUBINSTEIN:  That's correct.

  3 THE COURT:  -- that that ever happened, and you are 

  4 going to believe that you are right, and the FTC, although 

  5 sometimes I wonder if they are -- just how compelling their 

  6 evidence is, that they are going to claim that they are 

  7 right, and somebody will make a determination of whether 

  8 there has been a breach or not.  

  9 Then the question is -- and I do find this -- and 

 10 I think I know enough about this, and I learned a lot from 

 11 the CID hearing -- is that the FTC is going to go into the 

 12 business of monitoring and investigating and regulating 

 13 security breaches and that they have decided I think to do 

 14 that within what they believe is their administrative 

 15 authority, because I think they went to Congress and Congress 

 16 wouldn't authorize that for whatever reason, whether it's 

 17 politics or not.  

 18 But I think there has been no amendment to Section 

 19 5 to specifically allow that.  But they are taking the 

 20 position that they have the authority to do that.

 21 MR. RUBINSTEIN:  That is correct.

 22 THE COURT:  I think that there is a significant 

 23 question about whether Section 5 allows that, but I'm not 

 24 sure I can decide that based upon my jurisdictional 

 25 limitations, perhaps.  
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  1 But I think that's what's going on here is the FTC 

  2 has staked out a position of regulatory authority and that 

  3 they are going to advocate that and they are going to advance 

  4 it to the greatest extent that they can.  

  5 You are somebody who is the -- is somebody who has 

  6 fallen within that ambit of claimed authority, and you claim 

  7 that you didn't do it.  They are going to claim that you did 

  8 do it.  

  9 So there is going to be a factual question of 

 10 whether or not you did or did not, and then there is going to 

 11 be a legal question of whether or not they have the authority 

 12 to do what they have done.

 13 MR. RUBINSTEIN:  That's correct.  And we are not 

 14 asking you to decide factual questions today.

 15 THE COURT:  I know, but you are asking me to take 

 16 jurisdiction of this, and I'm not sure I can.

 17 MR. RUBINSTEIN:  Well, and I'm happy to do argument 

 18 with respect to that.

 19 THE COURT:  Look, I have spent more time looking at 

 20 cases than you have on this, so I don't need any more 

 21 argument on the jurisdictional issue.

 22 MR. RUBINSTEIN:  Fair enough.

 23 THE COURT:  I mean, I do think it's strange that a 

 24 judge in New Jersey gets to decide the jurisdictional issue 

 25 because the posture of the FTC was different in that case 
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  1 than it is in this case, and then they are arguing that, 

  2 although I'm co-equal to the judge in New Jersey, that 

  3 because it came to me a different way, that I can't.  

  4 I suspect that they would love to travel forward on 

  5 the New Jersey decision because it favors them and that they 

  6 will try to deny the opportunity for another judge to weigh 

  7 in.  

  8 But I think it's a significant -- you ought to find 

  9 a way, unless you are so hell bent on expanding this 

 10 jurisdiction or advocating this jurisdiction, to find some 

 11 way to decide this legal issue.  

 12 And I understand why you are doing what you are 

 13 doing.  I have been alive long enough to understand how 

 14 government and their agencies work.  I have been a member of 

 15 an agency and I understand its impact on defendants or in 

 16 this case on parties that are under investigation.  I 

 17 understand that too because I have done that as well.  

 18 But I think that there is a fundamental 

 19 jurisdictional legal issue, and there ought to be some way of 

 20 getting a more definitive ruling than what you have right 

 21 now.  

 22 Because I would hope that you would think that in 

 23 this current healthcare environment, that the more 

 24 competition and providers there are for medical detection 

 25 devices or processes like those offered by LabMD, that the 
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  1 better off the consuming public is and the better off 

  2 patients will be.  But by your conduct, you have taken one 

  3 out of the market it looks like.  

  4 And if I was an agency head, I would say there has 

  5 got to be some way of being satisfied that this doesn't 

  6 happen again, however it happened, and to make sure that we 

  7 have as many providers as possible out there determining 

  8 whether or not people do or do not have cancer.

  9 And that that would mean a good faith, transparent, 

 10 authentic discussion about what your concerns are, and trying 

 11 to get those allayed by some process which would not be a 

 12 twenty-year monitoring.  

 13 You know, I have defended people that had 

 14 twenty-year monitoring responsibilities by an agency, big 

 15 companies, and it's very, very expensive, and it's really 

 16 intrusive, and in my personal opinion, having been on both 

 17 sides, they generally are not necessary.  

 18 But there is never a middle ground.  There should 

 19 be.  

 20 But I would think that it would be in the benefit 

 21 of all the parties here to say whatever happened, it can't 

 22 happen again, but whatever you are doing ought to continue to 

 23 be done, because it benefits the consuming public, which I 

 24 think is who you are supposed to be protecting under 

 25 reasonable certainties, that the consuming public would be 
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  1 treated fairly.  

  2 And it's interesting the two people that didn't 

  3 treat the consuming people fairly are two people in jail that 

  4 won't even cooperate with you and one of whom you can't even 

  5 find.  

  6 But I don't think that even the FTC thinks that 

  7 they intentionally wanted this information to get out, 

  8 because they are subject to HIPAA regulations.  

  9 And I will say I have gone into enough doctors' 

 10 offices and nobody has ever had me sign a statement saying 

 11 that whatever the obligations are, the rights that I have 

 12 under the FTC are rights that I have to acknowledge and in 

 13 some cases give up.  It's always HIPAA.  

 14 And I think that's what happens when you try to 

 15 extend into an area where you might be allowed or be 

 16 permitted to extend, but that assumes, especially on behalf 

 17 of the government, that they act reasonably.  

 18 And here we are, having spent now about an hour and 

 19 a half, not getting to the fundamental issue here, which I 

 20 think is how can your interest be accommodated.  

 21 And, Mr. Gorji, if you submitted to them a consent 

 22 order -- and I'm not going to consider that; I don't think 

 23 it's important -- but it does tell me something about your 

 24 agency if you say we want twenty years' worth of monitoring 

 25 and even suggested that was reasonable concerning this 
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  1 company.  No wonder you can't get this resolved, because if 

  2 that's the opening salvo, even I would be outraged, or at 

  3 least I wouldn't be very receptive to it if that's the 

  4 opening bid.  

  5 I don't think you believe that this is a company 

  6 that willy-nilly allows information to be disclosed.  I also 

  7 believe that you don't think, if you remove yourself from the 

  8 nits and gnats of this dispute, that you would say it was a 

  9 good idea to make this provider unavailable to patients.  

 10 There aren't that many people doing this work as it 

 11 is.  I have another case involving cancer detection 

 12 processes, and so I know just a little bit about the 

 13 industry, and one of the regrets of the industry is that 

 14 there are so few people providing these services.  And 

 15 I think in the current healthcare environment, there will be 

 16 fewer.  

 17 It doesn't serve any of us very well.  Some day you 

 18 are going to need one of those services.  I hope it's 

 19 available.  

 20 You have been completely unreasonable about 

 21 this.  And even today you are not willing to accept any 

 22 responsibility that whatever needs to be done, even if you 

 23 can't confirm it, that your position is going to be a 

 24 litigating position, and you will drag four lawyers to a 

 25 hearing like this.  
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  1 I mean, I was in a big firm, but on a hearing like 

  2 this, we wouldn't have four lawyers here.  So I don't know 

  3 what you are trying to accomplish, but I will tell you this, 

  4 you haven't.  

  5 And I have a firm belief that it takes two 

  6 unreasonable people to create an unreasonable atmosphere that 

  7 prohibits a reasonable result, and that's where we are.  

  8 Your interest is protecting the American public.  

  9 That's your responsibility.  

 10 Your interest is to help a client who I think is 

 11 providing a good service survive.  

 12 And I am confident -- I haven't been in all these 

 13 depositions.  I know this, it's always hard to deal with 

 14 somebody who is changing lawyers all the time.  But to the 

 15 extent that any of that has irritated you, Mr. Daugherty, you 

 16 need to settle down.  I know you are upset down this, but you 

 17 are poisoning the atmosphere personally.  

 18 And if I was a lawyer representing you, the first 

 19 thing I would say is you have got to stop the public 

 20 stuff.  If you want to get this resolved and do something 

 21 well, no government agency is ever going to treat somebody 

 22 who's advocating publicly and criticizing publicly.  They are 

 23 going to be less accommodating to them.  And I have told that 

 24 to clients over and over and over when I was a lawyer.  Now 

 25 I get to see it from the other end, and now I'm convinced 
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  1 that's the case.  

  2 So to the extent that you have gotten some 

  3 therapeutic value out of all this, it ought to stop, because 

  4 your criticism hasn't gotten you to where you want to be, has 

  5 it?  It's gotten you where you don't want to be.  

  6 So I understand the legal issues.  I thought as 

  7 I enter my sixties, one of the values I can do is give you 

  8 some perspective.  

  9 Are you a Fiske Scholar?  Did you go to the 

 10 University of Michigan?  Did one of you go to Michigan and 

 11 are a Fiske Scholar?  

 12 MR. RUBINSTEIN:  I did, Your Honor.

 13 THE COURT:  Yeah.  Are you a Fiske Scholar?

 14 MR. RUBINSTEIN:  Not a Fiske Scholar.  I was an 

 15 Angell Scholar.

 16 THE COURT:  All right.  Well, never mind.  Although 

 17 I will tell you that the story that if one of you had been 

 18 that I have is working with Bob Fiske, who I think is one of 

 19 the finest lawyers in America, that we were once granted 

 20 jurisdiction, and we always, whenever somebody brought a 

 21 claim to us to try to request us to expand our jurisdiction, 

 22 we would have a roundtable discussion to say where within the 

 23 grant of authority to us is our jurisdiction specifically, 

 24 and, if not, it needs to go back to the people who are 

 25 entitled to grant jurisdiction, which we believe was 
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  1 Congress, and we turn things down.  

  2 I think good lawyers -- and he was an agency lawyer 

  3 for a long time and ran the Southern District for a long time 

  4 as United States Attorney -- that that lesson has always 

  5 stuck with me.  

  6 So where we are now is I have given you my insights 

  7 about this.  I understand there is no more evidence to be 

  8 presented.  

  9 I don't need any more -- I guess you can 

 10 cross-examine him if you want.  All I hear him saying is that 

 11 he doesn't like your expert's report and he would have done 

 12 something differently and he's claimed that HIPAA is what 

 13 should be, because there are specific standards there -- 

 14 I think that you will admit that there are no security 

 15 standards from the FTC.  You kind of take them as they come 

 16 and decide whether somebody's practices were or were not 

 17 within what's permissible from your eyes.  

 18 I too find how does any company in the 

 19 United States operate when they are trying to focus on what 

 20 HIPAA requires and to have some other agency parachute in and 

 21 say, well, I know that's what they require, but we require 

 22 something different, and some company says, well, tell me 

 23 exactly what we are supposed to do, and you say, well, all we 

 24 can say is you are not supposed to do what you did.  

 25 And if you want to conform and protect people, you 
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  1 ought to give them some guidance as to what you do and do not 

  2 expect, what is or is not required.  You are a regulatory 

  3 agency.  I suspect you can do that.  

  4 But I think that's what happens when you jump too 

  5 quickly into something that you want to do, and whether 

  6 that's circumstances or whether that's agency motivation, I 

  7 don't know.  But it seems to me that it's hard for a company 

  8 that wants to -- even a company who hires people from the 

  9 outside and says what do we have to do, and they say you have 

 10 to do this, but I can't tell you what the FTC rules are 

 11 because they have never told anybody.  

 12 Again, I think the public is served by guiding 

 13 people beforehand rather than beating them after they -- 

 14 after-hand.  But the assistant director doesn't have the 

 15 authority to do that.  He reports to the deputy director, who 

 16 reports to the director, who reports to the commission.  So 

 17 he's way down in the pecking order.  

 18 So I understand what this witness said.  

 19 I suspect that this witness will say that he never 

 20 consulted with LabMD before about their security 

 21 processes.  He's just come in to opine on the opinions 

 22 offered by Ms. Hill.  Is that correct?

 23 THE WITNESS:  Correct.

 24 THE COURT:  I kind of wish he had been there 

 25 before.  
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  1 One thing I do know is agencies that say you pay 

  2 for somebody to come in to look at your security practices 

  3 and this is what an expert said we had to do and needed to 

  4 do, that they have a different approach, because that's a 

  5 defense.  

  6 But if you want to cross-examine him, now is your 

  7 time.  I had my say.

  8 MR. GORJI:  Your Honor, the government has no 

  9 cross.

 10 THE COURT:  So nothing further from Mr. Baker?

 11 We appreciate your testimony.  

 12 THE WITNESS:  Thank you very much.

 13 THE COURT:  You may step down.  

 14 Do you have any other witnesses or evidence you 

 15 want to present?  

 16 MR. RAIDER:  Not at this time, Your Honor, no. 

 17 THE COURT:  Anything the FTC wants to present?  

 18 MS. FASCETT:  Assuming that you are not asking for 

 19 any argument on the jurisdictional issues, no, nothing 

 20 further to present.  Thank you.

 21 THE COURT:  Anything else that LabMD wants to say?  

 22 MR. RUBINSTEIN:  Your Honor, it's been extensively 

 23 briefed.  If you have any questions, we are glad to answer 

 24 them.  Other than that, we have nothing further.

 25 THE COURT:  All right.  I will take it under 

United States District Court
Northern District of Georgia

96

LABMD - SUPP. PROD. 
0110 
4/30/15

RX552



  1 advisement.  

  2 And if there is nothing else to cover today or to 

  3 present, we will be in recess.

  4 MR. RAIDER:  Your Honor, just one quick point 

  5 before we go to recess?  

  6 Was Exhibit 14 admitted into evidence?  That's the 

  7 Monday, January 6th, 2014, letter?  If so, we would like to 

  8 tender it into evidence.

  9 THE COURT:  Well, did you tender it?  

 10 MR. RAIDER:  I thought I did.

 11 THE COURT:  Did you object to it?  

 12 MR. GORJI:  We didn't object, Your Honor.

 13 THE COURT:  I guess it's in.

 14 MR. RAIDER:  Thank you, Your Honor.

 15 THE COURT:  Which is, by the way, what my records 

 16 reflect was that it was tendered and not objected to and it 

 17 had been admitted, so you didn't really need to do that.  But 

 18 now it's clear to everybody.

 19 MR. RAIDER:  Thank you.

 20 THE COURT:  All right.  Now we will be in 

 21 recess.     

 22 (Proceedings adjourn at 11:46 a.m.)

 23

 24

 25

United States District Court
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Additional Questions for the Record 
Subcommittee on Commerce, Manufacturing, and Trade 

"Protecting Consumer Information: Can Breaches Be Prevented?" 
February 5, 2014 

The Honorable Lee Terry 

1. You testified that legislation would "strengthen [FTC's] existing authority governing data 
security standards." If you already have the authority to pursue data security enforcement 
actions now, why do you need a new law? What would change with such a law? 

The Commission has authority to challenge companies' data security practices that are 
unfair or deceptive under Section 5 of the FTC Act, and we have used this authority to 
settle over 50 data security cases. 

The Commission supports federal legislation that would (1) strengthen its existing tools 
to address companies' inadequate practices for securing consumers' data and (2) 
require companies, in appropriate circumstances, to provide notification to consumers 
when there is a security breach. Such legislation is important for a number of reasons. 
First, we currently lack authority under Section 5 to obtain civil penalties, an important 
remedy for deterring violations. Second, enabling the FTC to bring cases against non
profits would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, rulemaking authority under the Administrative Procedure Act would enable 
the FTC to respond to changes in technology when implementing the legislation. 

2. You testified that "although most states have breach notification laws in place, having a 
strong and consistent national requirement would simplify compliance by businesses while 
ensuring .. . consumers are protected." Does that mean you believe preemption is appropriate 
in this area? 

The Commission has expressed support for a federal data security and breach 
notification law that would preempt state law, but only if such a standard is sufficiently 
strong and the states are given the ability to enforce the law. If a consistent nationwide 
standard came at the expense of weakening existing state legal protections for 
consumers' information, the Commission would not support the law. 

3. You testify the Commission supports a Federal law that requires companies "in appropriate 
circumstances," to provide notification to consumers. Can you describe what "appropriate" 
circumstances are? Are there occasions where notification could cause unnecessary 
problems for consumers and should not occur (e.g., cancelling a credit card when no account 
information was compromised)? 

It is important for both consumers and businesses that the trigger for breach 
notification is balanced. We want to ensure that consumers learn about breaches that 
could result in identity theft, fraud, or other harm so they can take steps to protect 
themselves, but we do not want to notify consumers when the risk of harm is negligible, 
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as over-notification could cause consumers to become confused or to become numb to 
the notices they receive. 

The following standard strikes the right balance: When an entity discovers a breach of 
security, the entity should be required to notify every consumer whose personal 
information was, or there is a reasonable basis to conclude was, accessed by an 
unauthorized person, unless the entity can demonstrate that there is no reasonable risk 
of identity theft, fraud, or other harm. (Of course, breach notification would only be 
triggered if specified categories of personal information have been the subject of a 
breach.) This standard balances the need for consumers to know when their 
information has been breached against the threat of over-notification for breaches that 
have no reasonable risk of harm. 

4. You testify the Commission has settled 50 cases against businesses that it charged with 
failure to provide reasonable and appropriate protections for consumers' personal 
information. That does not include non-profits because the FfC' s jurisdiction does not 
extend to those entities. With regard to data security, should the Commission have authority 
over non-profits? We have heard of universities and colleges suffering data breaches. Are 
they a common source of data breaches? 

Yes, the Commission believes it should have jurisdiction over non-profits in this area. 
A substantial number of reported breaches have involved non-profit universities and 
health systems. Enabling the FTC to bring cases against non-profits would help ensure 
that whenever personal information is collected from consumers, entities that maintain 
such data adequately protect it. 

5. Has the Commission pursued any data security cases that resulted in litigation instead of a 
settlement? 

Most companies have chosen to settle the Commission's data security claims. However, 
the Commission currently has two data security cases in active litigation. FTC v. 
Wyndham Worldwide Corp. is pending in the federal district court in the District of New 
Jersey.1 The Commission also approved the filing of a case in the FTC's administrative 
court, In the Matter of LllbMD.2 

6. How does the FfC enforce its "unfairness" standard? What principles guide the FfC so that 
businesses know when they might run afoul of the unfairness standard? 

A company's practices are unfair if they cause or are likely to cause substantial injury 
to consumers that is neither reasonably avoidable by consumers nor outweighed by 
countervailing benefits to consumers or to competition.3 In the Commission's data 
security cases, reasonableness is the lynchpin. In determining whether a company's 

1 FTC v. Wyndham Worldwide Corp., No. 2:13-cv-01887-ES-JAD (D.N.J.). 
2 LabMD, Inc., No. C-9357 (F.T.C. compl. fi led Aug. 28, 2013), available at 
http://www. ftc. gov/os/ad jpro/d9357 / 1308291abmdpart3.pdf. 
3 See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to Int'l 
Harvester Co., 104 F.T.C. 949, 1070 (1984). 
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data security practices are reasonable the Commission considers: the sensitivity and 
volume of consumer information a business holds; the size and complexity of its data 
operations; and the cost of available tools to improve security and reduce 
vulnerabilities. The reasonableness test is designed to be flexible; reasonable data 
security safeguards should be appropriate to the company's size and complexity, the 
nature and scope of its activities, and the sensitivity of the customer information it 
handles. 

In addition to the more than 50 data security consent orders, which provide guidance to 
businesses about what constitutes reasonable security, the Commission also has 
published business guidance and educational materials about good data security 
practices for companies. We have emphasized a process-based approach that includes: 
designating a person to be responsible for data security; conducting risk assessments; 
designing a program to address the risks identified, including training, security and 
incident response; and monitoring the program and updating it as necessary. 

7. Has the FTC ever suffered a data breach? 

We are not aware of any successful intrusions or infiltrations into the FTC network. 
Like other federal agencies and companies in the private sector, we are constantly 
under attack, and we use defense-in-depth (meaning multiple layers of security 
controls, such as firewalls, anti-virus and anti-spam tools, internet filters), continuous 
monitoring, and other methods to protect our information systems and the data they 
contain. 

8. You mentioned that more than 16 million Americans have been victims of identity theft. 
What counts as identity theft for this purpose? Does it include cases where someone else 
uses your credit card number even if you end up without any financial loss? 
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The figure cited in the Commission's written testimony is from the Bureau of Justice 
Statistics report, "Victims of Identity Theft, 2012," which is the most recent BJS study 
of identity theft victims. 4 For the purposes of that report, identity theft victims are 
defined as persons age 16 or older who experienced one or more of the following 
incidents in 2012: unauthorized use or attempted use of an existing account, such as a 
credit or debit card, checking, savings, telephone, online, or insurance account (referred 
to as fraud or misuse of an existing account); unauthorized use or attempted use of 
personal information to open a new account, such as a credit or debit card, telephone, 
checking, savings, loan, or mortgage account (referred to as fraud or misuse of a new 
account); or misuse of personal information for a fraudulent purpose, such as getting 
medical care, a job, or government benefits; renting an apartment or house; or 
providing false information to law enforcement when charged with a crime or traffic 
violation (referred to as fraud or misuse of personal information). According to the 
report, direct and indirect identity theft losses amounted to approximately $24.7 billion 
in 2012. 

Fraud detection programs are not perfect, so consumers are not reimbursed for all 
fraudulent charges placed on their accounts. Even when victims are ultimately 
reimbursed for out-of-pocket financial losses from a breach, this does not mean that 
they did not experience other, non-compensated harms from the breach. Consumers 
affected by breaches should constantly monitor their financial accounts for 
unauthorized charges. If consumers discover such charges, they must notify their 
credit and debit card issuers, close accounts, cancel cards, and wait for new cards to 
arrive. For those consumers with automatic bill pay, they must alert companies about 
the new account numbers to prevent late fees and other charges. Victims of identity 
theft can spend months reporting instances of fraud to creditors and reporting bureaus 
to restore their credit. Victims are not compensated for the economic cost from these 
expenditures of time. 

The Honorable Jan Schakowsky 

1. On January 10, 2014, Target announced that certain customer information- separate from 
the payment card data already revealed to have been stolen- had also been taken during the 
breach of its network systems in November and December 2013. This information included 
names, mailing addresses, phone numbers or email addresses for up to 70 million individuals. 

a. What are the top risks to consumers whose names and contact information are stolen, 
including those Target customers who are among the 70 million? Please list them. 

Personal information that is non-financial still requires protection, because it can be 
used to perpetuate fraud and identity theft. For instance, bad actors can use email 
addresses to perpetrate phishing attacks, send spam, or target users for malware, the 
latter of which can be used to install keyloggers or other technology to capture even 
more personal information. Moreover, targeted fraud becomes increasingly effective 

4 Bureau of Justice Statistics, Victims of Identity Theft, 2012 (Dec. 2013), available at 
http://www. bjs.gov /content/pub/pdflvit12. pdf. 
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the more personal information a criminal has about a consumer. For example, many 
consumers still use their email address as a user name on accounts. That, along with 
access to other personal information, may increase the danger of a criminal being able 
to ascertain a password and access a financial or other account or to perpetrate identity 
theft. 

b. Members and witnesses at recent congressional hearings on commercial data breaches 
have discussed at length potential enhancements to payment card security technology, 
such as the implementation of chip-and-PIN systems. At the Subcommittee hearing on 
February 5, 2014 - while stressing that the Commission does not recommend any 
particular technology - you indicated that "we would support any steps that are taken at 
the payment card system end to protect or better protect consumer information." I 
believe it is important for retailers, issuers, and the payment card industry to urgently 
work together to improve card security. However, even if all the stakeholders involved 
agree to make payment card data as secure as possible, am I correct to understand that it 
is your position that that Congress should still separately address the overall security of 
personal data, including non-financial data, collected or stored by commercial entities? 

That is correct. The Commission is aware of this developing technology, and according 
to some reports, it should be a positive step toward strengthening payment card 
security. However, this technology does not protect other information, such as health 
information, location information, or SSNs. 

All companies that collect and handle consumer information should be required to 
implement reasonable data security measures. Reasonableness is the appropriate 
standard because it allows a company flexibility to develop a data security program 
based on factors such as the sensitivity and volume of consumer information it holds; 
the size and complexity of its data operations; and the cost of available tools to improve 
security and reduce vulnerabilities. The Commission has emphasized a process-based 
approach to data security that includes designating an individual or individuals 
responsible for data security; conducting risk assessments; designing a security 
program to address risks, including administrative, physical, and technical safeguards; 
and adjusting the program to address changes. 

The Commission reiterates our call for data security and breach notification legislation 
that would: (1) give us the authority to obtain civil penalties, an important remedy for 
deterring violations; (2) enable the FTC to bring cases against non-profits, such as 
hospitals and educational institutions, where many breaches occur; and (3) providing 
rulemaking authority under the Administrative Procedure Act, enabling the FTC to 
respond to changes in technology when implementing the legislation. 

I believe the breach of marketing data can be a serious threat to consumers. As I said 
in response to questioning at the Subcommittee's hearing, names and contact 
information can be used in phishing and social engineering schemes to try to perpetrate 
identity theft - and while harm from payment card breaches tends to be acute, harm 
from non-financial breaches tends to linger. In short, identity theft lasts; with chronic 
effects on consumers that can cost them everything they own. 

5 

LABMD - SUPP. PROD. 
0619 
4/30/15

RX615



c. Do you agree that a breach of names and contact information can have a serious long
term impact on consumers, if used to trick them to give up sensitive identity data? 
Please explain your answer. 

Yes. As discussed above, such information can be used to perpetrate fraud and identity 
theft, which can have lasting impacts on consumers' credit scores, in addition to the 
economic value of time lost and possible financial loss. 

2. On January 31, 2014, the FTC announced the 501
h data security settlement in its program of 

enforcement against those who fail to reasonably protect consumers' personal information. 
These settlements have been used to protect millions of consumers from unfair or deceptive 
practices that leave at risk sensitive information like usemames and passwords, Social 
Security numbers, and health, financial, and children's data. I commend your dedication to 
this issue. 

Yet, during questioning at the Senate Banking Committee hearing on this topic on 
February 3, 2014, a Senator pointed out that with so many data breaches each year, 50 cases 
since 2002 may be commendable, but it may not be enough. 

a. Of course, all breaches do not rise to the level of FTC action, but can you please 
illustrate how the FTC uses its cunent legal framework to help with general detenence, 
and how authorization to the FTC of new authorities, such as rulemaking authority 
under the Administrative Procedure Act and broader civil penalty authority, would 
increase the FTC's ability to deter unfair or deceptive data security practices? 

Since 2002, the FTC has brought a steady stream of data security cases - resulting in 
more than 50 consent orders, and we have also issued extensive consumer and business 
education materials. During much of this time, we have been the only federal agency 
sending the message to a wide range of businesses, both small and large, across many 
sectors, of the need to maintain reasonable security to protect consumer data. Our 
complaints provide examples of data security practices that did not meet our flexible 
reasonableness test, and our consent orders serve as templates for best practices for 
companies setting up and implementing successful information security programs. In 
addition, we issue extensive guidance for consumers and businesses - especially small 
businesses- about how to safeguard consumer data. I believe that collectively the 
FTC's work in this area has helped promote appropriate investment in infrastructure 
and personnel to address the security of consumer data. 

But, plainly, more needs to be done, and a unanimous Commission has concluded that 
the time has come for Congress to enact strong federal data security and breach 
notification legislation. We currently lack authority under Section 5 to obtain civil 
penalties, which are critical to appropriate deterrence of lax security practices. 
Likewise, enabling the FTC to bring cases against non-profits, over which we presently 
lack authority, would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, APA rulemaking would give us flexibility in implementing the statute by 
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making changes where appropriate - for example, to the definitions - to respond to 
changes in technology and changing threats. 

b. Recent newspaper commentary has suggested that by seeking to strengthen its data 
security authority, the FTC is acknowledging that it cunently lacks the authority to 
police companies' data security practices. How do you respond to such an assertion? 

The Commission principally has authority to challenge companies' data security 
practices that are unfair or deceptive under Section 5 of the FTC Act, and we have used 
this authority to settle over 50 data security cases to date. In fact, a federal district 
court recently affirmed the FTC's authority to use Section 5 in the data security area. 5 

The Commission has called for data security legislation that would strengthen its 
existing tools and authority to help us in this endeavor, namely, civil penalty authority, 
jurisdiction over non-profits, a nationwide breach notice requirement to be enforced by 
the FTC and the states, and APA rulemaking to ensure we have adequate flexibility to 
respond to new technology and threats in implementing the statute. 

The Honorable Jerrv McNerney 

1. Thank you for your leadership within the :FTC, especially with regards to the work that is 
being done on privacy issues. What sort of authority does the Commission have or need from 
Congress to institute nationwide breach notification processes? 

The FTC has authority to investigate breaches and bring civil enforcement actions 
under Section 5 of the FTC Act for deceptive or unfair acts or practices - such as 
deceptively claiming to reasonably safeguard consumer data. We have authority to seek 
equitable remedies for violations of Section 5, which does not include civil penalties. 6 

The FTC also generally lacks authority to require companies to issue notification to 
affected consumers to alert them to a breach of their personal information (with the 
exception of our narrow scope of authority under the HI-TECH Act). We similarly 
lack authority over non-profits, which have been the source of a number of breaches. 
To remedy these gaps, a unanimous Commission has called on Congress to enact 
legislation to pass a nationwide breach notification law to apply to all companies under 
the FTC's jurisdiction- expanding that jurisdiction to include non-profits -and to give 
the Commission civil penalty authority and authority to flexibly respond to changes in 
technology in implementing the law via APA rulemaking. 

2. Businesses are understandably leery of the idea of additional regulations, but many people 
that I have talked with agree that a national standard is easier to deal with than varying state 
standards when it comes to data breach notification rules. In your opinion, how can the FTC 

5 See F.T.C. v. Wyndham Worldwide Corp, No. 2:13-cv-01887-ES-JAD, 2014 WL 1349019 (D.N.J. Apr. 
7, 2014), petition for leave to appeal filed (3d Cir. July 3, 2014) . 
6 By contrast, the FfC has civil penalty authority under the Fair Credit Reporting Act for security 
violations by "consumer reporting agencies," such as the national credit bureaus. 
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and Congress best work together to come up with a national standard that doesn't impose 
unfairly upon states' rights? 

Breach notification and data security standards at the federal level, with appropriate 
preemption of state law as discussed below, would extend notifications to all citizens 
nationwide and create a level playing field so that businesses operating in numerous 
states can apply one standard. A federal law would create uniform protections for all 
American consumers. However, our support for a federal law that would preempt state 
law has been conditioned on both a standard that is sufficiently strong and on giving 
states the ability to enforce the law, an important role for state Attorneys General. 

The Honorable Peter Welch 

1. We've seen the FTC take a strong leadership position on many issues, not only bringing 
enforcement actions but also convening experts from industry and academia at 
workshops. These workshops have been valuable opportunities for the FTC to write reports 
on what it learns, including guidance to companies when appropriate. It seems to me like an 
annual workshop and report on data security would be valuable given the recent problems 
companies have been having-- can we expect the FTC to have such a workshop soon? 

Thank you for your recognition of the FTC's leadership on many issues and the value 
of our use of enforcement actions and public workshops. As you may know, emerging 
areas in privacy and security are frequent subjects of FTC workshops, studies, and 
reports. For instance, in June of last year, we held a workshop on threats to mobile 
security, in which we convened a group of leading experts to discuss mobile malware, 
the role of platforms in security, and ways to improve security in the mobile ecosystem.7 

Earlier this year, the FTC hosted a "Spring Privacy Series" to examine the privacy and 
security implications of a number of new technologies in the marketplace, including 
mobile device tracking, alternative scoring products, and apps and devices that collect 
consumer-generated health data.8 At the Commission's November 2013 conference on 
the Internet of Things, much of the discussion focused on security challenges presented 
by "smart" devices. 9 

Moreover, the FTC just published its first annual "Privacy and Data Security Update," 
which is an overview of the FTC's enforcement, policy initiatives, and consumer 

7 See Mobile Security: Potential Threats and Solutions (June 4, 2013), available at 
http://www .ftc. gov /news-events/events-calendar/20 13/06/mobile-security -potential-threats-solutions. 
8 See FTC to Host Spring Seminars on Emerging Consumer Privacy Issues, available at 
http://www.ftc.gov/news-events/press-releases/2013/12/ftc-host-spring-semioars-emerging-consumer
privacy-issues. 
9 See Intemet of Things - Privacy and Security in a Connected World (Nov. 19, 20 13), available at 
http://www .ftc. gov /news-events/events-calendar/20 13/ 11/internet -things-privacy -security -connected
world. 
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outreach and business guidance in the areas of privacy and data security from January 
2013-March 2014.10 We expect to update this document every year. 

1° Federal T rade Commission Staff, 2014 Privacy and Securi ty Update (June 2014), available at 
http://www .ftc. gov /system/files/documents/reports/privacy-data-security-update-
20 14/pri vacydatasecurityupdate 20 14.pdf. 
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Additional Questions for the Record 
Subcommittee on Commerce, Manufacturing, and Trade 

"Protecting Consumer Information: Can Breaches Be Prevented?" 
February 5, 2014 

The Honorable Lee Terry 

1. You testified that legislation would "strengthen [FTC's] existing authority governing data 
security standards." If you already have the authority to pursue data security enforcement 
actions now, why do you need a new law? What would change with such a law? 

The Commission has authority to challenge companies' data security practices that are 
unfair or deceptive under Section 5 of the FTC Act, and we have used this authority to 
settle over 50 data security cases. 

The Commission supports federal legislation that would (1) strengthen its existing tools 
to address companies' inadequate practices for securing consumers' data and (2) 
require companies, in appropriate circumstances, to provide notification to consumers 
when there is a security breach. Such legislation is important for a number of reasons. 
First, we currently lack authority under Section 5 to obtain civil penalties, an important 
remedy for deterring violations. Second, enabling the FTC to bring cases against non
profits would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, rulemaking authority under the Administrative Procedure Act would enable 
the FTC to respond to changes in technology when implementing the legislation. 

2. You testified that "although most states have breach notification laws in place, having a 
strong and consistent national requirement would simplify compliance by businesses while 
ensuring .. . consumers are protected." Does that mean you believe preemption is appropriate 
in this area? 

The Commission has expressed support for a federal data security and breach 
notification law that would preempt state law, but only if such a standard is sufficiently 
strong and the states are given the ability to enforce the law. If a consistent nationwide 
standard came at the expense of weakening existing state legal protections for 
consumers' information, the Commission would not support the law. 

3. You testify the Commission supports a Federal law that requires companies "in appropriate 
circumstances," to provide notification to consumers. Can you describe what "appropriate" 
circumstances are? Are there occasions where notification could cause unnecessary 
problems for consumers and should not occur (e.g., cancelling a credit card when no account 
information was compromised)? 

It is important for both consumers and businesses that the trigger for breach 
notification is balanced. We want to ensure that consumers learn about breaches that 
could result in identity theft, fraud, or other harm so they can take steps to protect 
themselves, but we do not want to notify consumers when the risk of harm is negligible, 
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as over-notification could cause consumers to become confused or to become numb to 
the notices they receive. 

The following standard strikes the right balance: When an entity discovers a breach of 
security, the entity should be required to notify every consumer whose personal 
information was, or there is a reasonable basis to conclude was, accessed by an 
unauthorized person, unless the entity can demonstrate that there is no reasonable risk 
of identity theft, fraud, or other harm. (Of course, breach notification would only be 
triggered if specified categories of personal information have been the subject of a 
breach.) This standard balances the need for consumers to know when their 
information has been breached against the threat of over-notification for breaches that 
have no reasonable risk of harm. 

4. You testify the Commission has settled 50 cases against businesses that it charged with 
failure to provide reasonable and appropriate protections for consumers' personal 
information. That does not include non-profits because the FfC' s jurisdiction does not 
extend to those entities. With regard to data security, should the Commission have authority 
over non-profits? We have heard of universities and colleges suffering data breaches. Are 
they a common source of data breaches? 

Yes, the Commission believes it should have jurisdiction over non-profits in this area. 
A substantial number of reported breaches have involved non-profit universities and 
health systems. Enabling the FTC to bring cases against non-profits would help ensure 
that whenever personal information is collected from consumers, entities that maintain 
such data adequately protect it. 

5. Has the Commission pursued any data security cases that resulted in litigation instead of a 
settlement? 

Most companies have chosen to settle the Commission's data security claims. However, 
the Commission currently has two data security cases in active litigation. FTC v. 
Wyndham Worldwide Corp. is pending in the federal district court in the District of New 
Jersey.1 The Commission also approved the filing of a case in the FTC's administrative 
court, In the Matter of LllbMD.2 

6. How does the FfC enforce its "unfairness" standard? What principles guide the FfC so that 
businesses know when they might run afoul of the unfairness standard? 

A company's practices are unfair if they cause or are likely to cause substantial injury 
to consumers that is neither reasonably avoidable by consumers nor outweighed by 
countervailing benefits to consumers or to competition.3 In the Commission's data 
security cases, reasonableness is the lynchpin. In determining whether a company's 

1 FTC v. Wyndham Worldwide Corp., No. 2:13-cv-01887-ES-JAD (D.N.J.). 
2 LabMD, Inc., No. C-9357 (F.T.C. compl. fi led Aug. 28, 2013), available at 
http://www. ftc. gov/os/ad jpro/d9357 / 1308291abmdpart3.pdf. 
3 See 15 U.S.C. § 45(n); Federal Trade Commission Policy Statement on Unfairness, appended to Int'l 
Harvester Co., 104 F.T.C. 949, 1070 (1984). 
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data security practices are reasonable the Commission considers: the sensitivity and 
volume of consumer information a business holds; the size and complexity of its data 
operations; and the cost of available tools to improve security and reduce 
vulnerabilities. The reasonableness test is designed to be flexible; reasonable data 
security safeguards should be appropriate to the company's size and complexity, the 
nature and scope of its activities, and the sensitivity of the customer information it 
handles. 

In addition to the more than 50 data security consent orders, which provide guidance to 
businesses about what constitutes reasonable security, the Commission also has 
published business guidance and educational materials about good data security 
practices for companies. We have emphasized a process-based approach that includes: 
designating a person to be responsible for data security; conducting risk assessments; 
designing a program to address the risks identified, including training, security and 
incident response; and monitoring the program and updating it as necessary. 

7. Has the FTC ever suffered a data breach? 

We are not aware of any successful intrusions or infiltrations into the FTC network. 
Like other federal agencies and companies in the private sector, we are constantly 
under attack, and we use defense-in-depth (meaning multiple layers of security 
controls, such as firewalls, anti-virus and anti-spam tools, internet filters), continuous 
monitoring, and other methods to protect our information systems and the data they 
contain. 

8. You mentioned that more than 16 million Americans have been victims of identity theft. 
What counts as identity theft for this purpose? Does it include cases where someone else 
uses your credit card number even if you end up without any financial loss? 
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The figure cited in the Commission's written testimony is from the Bureau of Justice 
Statistics report, "Victims of Identity Theft, 2012," which is the most recent BJS study 
of identity theft victims. 4 For the purposes of that report, identity theft victims are 
defined as persons age 16 or older who experienced one or more of the following 
incidents in 2012: unauthorized use or attempted use of an existing account, such as a 
credit or debit card, checking, savings, telephone, online, or insurance account (referred 
to as fraud or misuse of an existing account); unauthorized use or attempted use of 
personal information to open a new account, such as a credit or debit card, telephone, 
checking, savings, loan, or mortgage account (referred to as fraud or misuse of a new 
account); or misuse of personal information for a fraudulent purpose, such as getting 
medical care, a job, or government benefits; renting an apartment or house; or 
providing false information to law enforcement when charged with a crime or traffic 
violation (referred to as fraud or misuse of personal information). According to the 
report, direct and indirect identity theft losses amounted to approximately $24.7 billion 
in 2012. 

Fraud detection programs are not perfect, so consumers are not reimbursed for all 
fraudulent charges placed on their accounts. Even when victims are ultimately 
reimbursed for out-of-pocket financial losses from a breach, this does not mean that 
they did not experience other, non-compensated harms from the breach. Consumers 
affected by breaches should constantly monitor their financial accounts for 
unauthorized charges. If consumers discover such charges, they must notify their 
credit and debit card issuers, close accounts, cancel cards, and wait for new cards to 
arrive. For those consumers with automatic bill pay, they must alert companies about 
the new account numbers to prevent late fees and other charges. Victims of identity 
theft can spend months reporting instances of fraud to creditors and reporting bureaus 
to restore their credit. Victims are not compensated for the economic cost from these 
expenditures of time. 

The Honorable Jan Schakowsky 

1. On January 10, 2014, Target announced that certain customer information- separate from 
the payment card data already revealed to have been stolen- had also been taken during the 
breach of its network systems in November and December 2013. This information included 
names, mailing addresses, phone numbers or email addresses for up to 70 million individuals. 

a. What are the top risks to consumers whose names and contact information are stolen, 
including those Target customers who are among the 70 million? Please list them. 

Personal information that is non-financial still requires protection, because it can be 
used to perpetuate fraud and identity theft. For instance, bad actors can use email 
addresses to perpetrate phishing attacks, send spam, or target users for malware, the 
latter of which can be used to install keyloggers or other technology to capture even 
more personal information. Moreover, targeted fraud becomes increasingly effective 

4 Bureau of Justice Statistics, Victims of Identity Theft, 2012 (Dec. 2013), available at 
http://www. bjs.gov /content/pub/pdflvit12. pdf. 
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the more personal information a criminal has about a consumer. For example, many 
consumers still use their email address as a user name on accounts. That, along with 
access to other personal information, may increase the danger of a criminal being able 
to ascertain a password and access a financial or other account or to perpetrate identity 
theft. 

b. Members and witnesses at recent congressional hearings on commercial data breaches 
have discussed at length potential enhancements to payment card security technology, 
such as the implementation of chip-and-PIN systems. At the Subcommittee hearing on 
February 5, 2014 - while stressing that the Commission does not recommend any 
particular technology - you indicated that "we would support any steps that are taken at 
the payment card system end to protect or better protect consumer information." I 
believe it is important for retailers, issuers, and the payment card industry to urgently 
work together to improve card security. However, even if all the stakeholders involved 
agree to make payment card data as secure as possible, am I correct to understand that it 
is your position that that Congress should still separately address the overall security of 
personal data, including non-financial data, collected or stored by commercial entities? 

That is correct. The Commission is aware of this developing technology, and according 
to some reports, it should be a positive step toward strengthening payment card 
security. However, this technology does not protect other information, such as health 
information, location information, or SSNs. 

All companies that collect and handle consumer information should be required to 
implement reasonable data security measures. Reasonableness is the appropriate 
standard because it allows a company flexibility to develop a data security program 
based on factors such as the sensitivity and volume of consumer information it holds; 
the size and complexity of its data operations; and the cost of available tools to improve 
security and reduce vulnerabilities. The Commission has emphasized a process-based 
approach to data security that includes designating an individual or individuals 
responsible for data security; conducting risk assessments; designing a security 
program to address risks, including administrative, physical, and technical safeguards; 
and adjusting the program to address changes. 

The Commission reiterates our call for data security and breach notification legislation 
that would: (1) give us the authority to obtain civil penalties, an important remedy for 
deterring violations; (2) enable the FTC to bring cases against non-profits, such as 
hospitals and educational institutions, where many breaches occur; and (3) providing 
rulemaking authority under the Administrative Procedure Act, enabling the FTC to 
respond to changes in technology when implementing the legislation. 

I believe the breach of marketing data can be a serious threat to consumers. As I said 
in response to questioning at the Subcommittee's hearing, names and contact 
information can be used in phishing and social engineering schemes to try to perpetrate 
identity theft - and while harm from payment card breaches tends to be acute, harm 
from non-financial breaches tends to linger. In short, identity theft lasts; with chronic 
effects on consumers that can cost them everything they own. 
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c. Do you agree that a breach of names and contact information can have a serious long
term impact on consumers, if used to trick them to give up sensitive identity data? 
Please explain your answer. 

Yes. As discussed above, such information can be used to perpetrate fraud and identity 
theft, which can have lasting impacts on consumers' credit scores, in addition to the 
economic value of time lost and possible financial loss. 

2. On January 31, 2014, the FTC announced the 501
h data security settlement in its program of 

enforcement against those who fail to reasonably protect consumers' personal information. 
These settlements have been used to protect millions of consumers from unfair or deceptive 
practices that leave at risk sensitive information like usemames and passwords, Social 
Security numbers, and health, financial, and children's data. I commend your dedication to 
this issue. 

Yet, during questioning at the Senate Banking Committee hearing on this topic on 
February 3, 2014, a Senator pointed out that with so many data breaches each year, 50 cases 
since 2002 may be commendable, but it may not be enough. 

a. Of course, all breaches do not rise to the level of FTC action, but can you please 
illustrate how the FTC uses its cunent legal framework to help with general detenence, 
and how authorization to the FTC of new authorities, such as rulemaking authority 
under the Administrative Procedure Act and broader civil penalty authority, would 
increase the FTC's ability to deter unfair or deceptive data security practices? 

Since 2002, the FTC has brought a steady stream of data security cases - resulting in 
more than 50 consent orders, and we have also issued extensive consumer and business 
education materials. During much of this time, we have been the only federal agency 
sending the message to a wide range of businesses, both small and large, across many 
sectors, of the need to maintain reasonable security to protect consumer data. Our 
complaints provide examples of data security practices that did not meet our flexible 
reasonableness test, and our consent orders serve as templates for best practices for 
companies setting up and implementing successful information security programs. In 
addition, we issue extensive guidance for consumers and businesses - especially small 
businesses- about how to safeguard consumer data. I believe that collectively the 
FTC's work in this area has helped promote appropriate investment in infrastructure 
and personnel to address the security of consumer data. 

But, plainly, more needs to be done, and a unanimous Commission has concluded that 
the time has come for Congress to enact strong federal data security and breach 
notification legislation. We currently lack authority under Section 5 to obtain civil 
penalties, which are critical to appropriate deterrence of lax security practices. 
Likewise, enabling the FTC to bring cases against non-profits, over which we presently 
lack authority, would help ensure that whenever personal information is collected from 
consumers, the entities that maintain such data take reasonable measures to protect it. 
Finally, APA rulemaking would give us flexibility in implementing the statute by 
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making changes where appropriate - for example, to the definitions - to respond to 
changes in technology and changing threats. 

b. Recent newspaper commentary has suggested that by seeking to strengthen its data 
security authority, the FTC is acknowledging that it cunently lacks the authority to 
police companies' data security practices. How do you respond to such an assertion? 

The Commission principally has authority to challenge companies' data security 
practices that are unfair or deceptive under Section 5 of the FTC Act, and we have used 
this authority to settle over 50 data security cases to date. In fact, a federal district 
court recently affirmed the FTC's authority to use Section 5 in the data security area. 5 

The Commission has called for data security legislation that would strengthen its 
existing tools and authority to help us in this endeavor, namely, civil penalty authority, 
jurisdiction over non-profits, a nationwide breach notice requirement to be enforced by 
the FTC and the states, and APA rulemaking to ensure we have adequate flexibility to 
respond to new technology and threats in implementing the statute. 

The Honorable Jerrv McNerney 

1. Thank you for your leadership within the :FTC, especially with regards to the work that is 
being done on privacy issues. What sort of authority does the Commission have or need from 
Congress to institute nationwide breach notification processes? 

The FTC has authority to investigate breaches and bring civil enforcement actions 
under Section 5 of the FTC Act for deceptive or unfair acts or practices - such as 
deceptively claiming to reasonably safeguard consumer data. We have authority to seek 
equitable remedies for violations of Section 5, which does not include civil penalties. 6 

The FTC also generally lacks authority to require companies to issue notification to 
affected consumers to alert them to a breach of their personal information (with the 
exception of our narrow scope of authority under the HI-TECH Act). We similarly 
lack authority over non-profits, which have been the source of a number of breaches. 
To remedy these gaps, a unanimous Commission has called on Congress to enact 
legislation to pass a nationwide breach notification law to apply to all companies under 
the FTC's jurisdiction- expanding that jurisdiction to include non-profits -and to give 
the Commission civil penalty authority and authority to flexibly respond to changes in 
technology in implementing the law via APA rulemaking. 

2. Businesses are understandably leery of the idea of additional regulations, but many people 
that I have talked with agree that a national standard is easier to deal with than varying state 
standards when it comes to data breach notification rules. In your opinion, how can the FTC 

5 See F.T.C. v. Wyndham Worldwide Corp, No. 2:13-cv-01887-ES-JAD, 2014 WL 1349019 (D.N.J. Apr. 
7, 2014), petition for leave to appeal filed (3d Cir. July 3, 2014) . 
6 By contrast, the FfC has civil penalty authority under the Fair Credit Reporting Act for security 
violations by "consumer reporting agencies," such as the national credit bureaus. 
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and Congress best work together to come up with a national standard that doesn't impose 
unfairly upon states' rights? 

Breach notification and data security standards at the federal level, with appropriate 
preemption of state law as discussed below, would extend notifications to all citizens 
nationwide and create a level playing field so that businesses operating in numerous 
states can apply one standard. A federal law would create uniform protections for all 
American consumers. However, our support for a federal law that would preempt state 
law has been conditioned on both a standard that is sufficiently strong and on giving 
states the ability to enforce the law, an important role for state Attorneys General. 

The Honorable Peter Welch 

1. We've seen the FTC take a strong leadership position on many issues, not only bringing 
enforcement actions but also convening experts from industry and academia at 
workshops. These workshops have been valuable opportunities for the FTC to write reports 
on what it learns, including guidance to companies when appropriate. It seems to me like an 
annual workshop and report on data security would be valuable given the recent problems 
companies have been having-- can we expect the FTC to have such a workshop soon? 

Thank you for your recognition of the FTC's leadership on many issues and the value 
of our use of enforcement actions and public workshops. As you may know, emerging 
areas in privacy and security are frequent subjects of FTC workshops, studies, and 
reports. For instance, in June of last year, we held a workshop on threats to mobile 
security, in which we convened a group of leading experts to discuss mobile malware, 
the role of platforms in security, and ways to improve security in the mobile ecosystem.7 

Earlier this year, the FTC hosted a "Spring Privacy Series" to examine the privacy and 
security implications of a number of new technologies in the marketplace, including 
mobile device tracking, alternative scoring products, and apps and devices that collect 
consumer-generated health data.8 At the Commission's November 2013 conference on 
the Internet of Things, much of the discussion focused on security challenges presented 
by "smart" devices. 9 

Moreover, the FTC just published its first annual "Privacy and Data Security Update," 
which is an overview of the FTC's enforcement, policy initiatives, and consumer 

7 See Mobile Security: Potential Threats and Solutions (June 4, 2013), available at 
http://www .ftc. gov /news-events/events-calendar/20 13/06/mobile-security -potential-threats-solutions. 
8 See FTC to Host Spring Seminars on Emerging Consumer Privacy Issues, available at 
http://www.ftc.gov/news-events/press-releases/2013/12/ftc-host-spring-semioars-emerging-consumer
privacy-issues. 
9 See Intemet of Things - Privacy and Security in a Connected World (Nov. 19, 20 13), available at 
http://www .ftc. gov /news-events/events-calendar/20 13/ 11/internet -things-privacy -security -connected
world. 
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outreach and business guidance in the areas of privacy and data security from January 
2013-March 2014.10 We expect to update this document every year. 

1° Federal T rade Commission Staff, 2014 Privacy and Securi ty Update (June 2014), available at 
http://www .ftc. gov /system/files/documents/reports/privacy-data-security-update-
20 14/pri vacydatasecurityupdate 20 14.pdf. 
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Key Findings 

 Rather than the cyber “white knight” Tiversa purports to be, the company 

often acted unethically and sometimes unlawfully in its use of documents 

unintentionally exposed on peer-to-peer networks.   

 At least one Tiversa employee, under the direction of CEO Robert Boback, 

provided intentionally false information to the United States government on 

more than one occasion. Boback later provided false testimony about 

fabricated documents to the U.S. House of Representatives.   

 According to a whistleblower, Tiversa fabricated that an Iranian IP address 

downloaded and disclosed the blue prints for the President’s helicopter, 

Marine One.  Tiversa allegedly did so in order to receive press attention for 

the company.  The Committee found that statements made by Tiversa under 

oath about this matter could not be substantiated.  

 After obtaining information on HIV/AIDS patients at a clinic in Chicago, 

Tiversa employees called the patients, purportedly in an attempt to get the 

clinic to hire Tiversa. When the clinic refused to hire Tiversa, the company 

gave the information to a lawyer that worked with the company who filed a 

class-action lawsuit that eventually settled for a substantial amount of 

money.  

 Tiversa had information about a breach at the House Ethics Committee 

exposing information about investigations into Members of Congress. 

Tiversa did not return this information to the Ethics Committee and instead 

appears to have sought publicity for the leak. 

 Tiversa’s co-founder claims the company is in possession of a greater 

quantity of sensitive and classified information than NSA-leaker Edward 

Snowden.  

 Information provided by Tiversa to the FTC through a shell organization 

known as the Privacy Institute was only nominally verified but was 

nonetheless relied on by the FTC for enforcement actions.  

 Tiversa obtained non-public, advanced knowledge of FTC enforcement 

actions from which it attempted to profit.  

 According to a whistleblower, Tiversa has knowingly accumulated and is in 

possession of massive amounts of child pornography and classified 

government documents. 
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I. Introduction 
 

In the summer of 2013, the Committee learned the Federal Trade Commission would 

bring an enforcement action against LabMD, a Georgia-based cancer screening company, under 

the guise of its authority under Section 5 of the FTC Act.
1
  Serving as the basis for the 

enforcement action, the FTC filed an administrative complaint against LabMD after the personal 

information of approximately 9,000 LabMD patients was exposed on a peer-to-peer network.   

Tiversa, a Pittsburgh-based company that sells peer-to-peer monitoring services, provided 

information on LabMD and nearly 100 other companies to the FTC. This information formed the 

basis for multiple enforcement actions and dozens of warning letters sent by the FTC.  In August 

2013, Mike Daugherty, LabMD’s CEO, expressed concern to the Committee about both the 

relationship between the FTC and Tiversa, Inc., and the veracity of the information provided by 

Tiversa.  In April of the following year, the Committee became aware of a former Tiversa 

employee with allegations of substantial misconduct related to Tiversa’s dealings with the 

federal government.  

 Committee staff interviewed Tiversa’s CEO, Robert Boback, on June 5, 2014.  Boback’s 

testimony failed to assuage Committee’s concerns and instead raised many more questions about 

the relationship between Tiversa and various federal government agencies.  Two days later, 

Boback was deposed for a second time in the FTC action against LabMD.  There were several 

major inconsistencies between this testimony and the testimony he provided to the Committee 

only days earlier.
2
 

 During the course of this investigation, the Committee conducted ten day-long 

transcribed interviews and reviewed over 50,000 pages of documents.  Documents and testimony 

obtained by the Committee in the course of its investigation displayed a troubling pattern with 

respect to Tiversa’s business practices.  Tiversa routinely provided falsified information to 

federal government agencies.  Instead of acting as the “white knight” the company purports to 

be, Tiversa often acted unethically and sometimes unlawfully after downloading documents 

unintentionally exposed on peer-to-peer networks.  At least one Tiversa employee, under the 

direction of Boback, provided intentionally false information to the United States government on 

more than one occasion.  This is a crime.  In addition, Boback provided false testimony about 

fabricated documents to the U.S. House of Representatives.   

 In many instances, documents that Tiversa produced to the Committee pursuant to a 

subpoena issued on June 3, 2014 lacked important context without explanation.  Such gaps 

prompted the Committee to ask Tiversa’s representatives on several occasions whether the 

company had produced all documents responsive to the Committee’s subpoena as well as search 

terms proposed by Committee staff.  Tiversa did not provide the Committee with assurances or a 

written statement that all documents had, in fact, been produced.  Accordingly, the Committee 

sought to obtain additional information from third parties. These third parties provided a 

substantial number of documents to the Committee that Tiversa failed to produce.  For example, 

Tiversa never produced documents showing it had advanced non-public knowledge of FTC 

                                                 
1
 Federal Trade Commission Act, 15 U.S.C. § 45 (2006). 

2
 The Committee sent Boback a lengthy letter demanding explanations for the inconsistencies.  Many questions 

posed in that letter remain unanswered.  
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enforcement actions and took steps to profit from that knowledge.  The Committee also found 

that Tiversa withheld from the FTC a series of documents that are inconsistent with testimony 

company officials provided under oath.  Tiversa’s lack of cooperation with this investigation, 

and the withholding of key documents from the FTC, lead the Committee to believe that Tiversa 

has not produced all relevant documents responsive to this Committee’s subpoena.  

 According to the testimony of a whistleblower and documents obtained in this 

investigation, Tiversa appears to have provided intentionally false information to this Committee 

and numerous other federal departments and agencies.  Tiversa has further used and overstated 

its relationships with Congress and federal agencies to advance its unethical business model.  

The Committee’s findings should give pause to any government entities which have relied or are 

planning to rely on information provided by Tiversa. 

II. Tiversa’s Scheme to Defraud the Congress and Executive Agencies 
 

Several years ago, Tiversa CEO Robert Boback began perpetrating a scheme in which at 

least one Tiversa employee manipulated documents legitimately found on the peer-to-peer 

network to show that the documents had spread throughout the peer-to-peer network.  For 

example, Tiversa downloaded a file that computer A shared on a peer-to-peer network.  The file 

could be copied and the metadata easily manipulated thoroughly widely-accessible computer 

software programs to make it appear that it had been downloaded by computers B, C, and D, and 

thus spread throughout the peer-to-peer network.  Tiversa relied on the manipulated documents 

to create a need for their “remediation” services and to grow the company’s reputation through 

press statements and manipulation of media contacts.  Boback told media contacts that certain 

documents, including sensitive government documents, spread throughout the peer-to-peer 

network when in fact they had not. 

According to a whistleblower, Tiversa not only provided the manipulated information to 

its clients, but in some instances also provided false documents to various entities of the United 

States government, including the Congress and several agencies.  Not only is this unethical, but it 

is illegal to give false information to the United States government.
3
  It is also illegal to obstruct 

a congressional investigation by providing false information to a congressional committee.
4
   

                                                 
3
 See 18 U.S.C. § 1001, which states in pertinent part:  

 

[W]hoever, in any matter within the jurisdiction of the executive, legislative, or judicial branch of the 

Government of the United States, knowingly and willfully . . . makes any materially false, fictitious, or 

fraudulent statement or representation; or makes or uses any false writing or document knowing the same 

to contain any materially false, fictitious, or fraudulent statement or entry shall be fined under this title, 

imprisoned not more than 5 years. . . . 
4
 See 18 U.S.C. § 1505, which states in pertinent part: 18 U.S.C. § 1505 states, in pertinent part:  

 

Whoever corruptly, or by threats or force, or by any threatening letter or communication influences, 

obstructs, or impedes or endeavors to influence, obstruct, or impede the due and proper administration of 

the law under which any pending proceeding is being had before any department or agency of the United 

States, or the due and proper exercise of the power of inquiry under which any inquiry or investigation is 

being had by either House, or any committee of either House or any joint committee of the Congress— 
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Throughout this investigation, the Committee routinely found that information provided 

by Tiversa either could not be verified, or simply did not make sense.  Part of the story always 

seemed to be missing.  The whistleblower’s testimony that Tiversa routinely falsified documents, 

however, filled in these gaps. 

III. Tiversa’s Lack of Cooperation with this Investigation 
 

Over the course of this investigation, Tiversa failed to provide full and complete 

information to the Committee.  On multiple occasions, the company received documents from 

third parties witnesses responsive to the Committee’s subpoena and other document requests, but 

not produced by Tiversa. 

The Committee issued a subpoena to Tiversa on June 3, 2014.  The subpoena requested 

documents responsive to eleven different requests, including: 

1. All documents and communications referring or relating to work performed by 

Tiversa, Inc. on behalf of, in conjunction with, or provided to, any department, 

agency, or other instrumentality of the U.S. Government. 

 

2. All documents and communications referring or relating to work Tiversa, Inc. 

performed for the Federal Trade Commission. 

 

* * * 

 

4. All documents and communications referring or relating to internet protocol 

addresses that Tiversa, Inc. provided to any department or agency of the U.S. 

Government. 

 

* * * 

 

7. All documents and communications referring or relationg to LabMD, Inc.
5
 

Tiversa failed to fully comply with the subpoena.  A third-party witness provided numerous 

documents to the Committee in which Tiversa discussed information it provided to the FTC, and 

knowledge it had of upcoming FTC enforcement actions, with that third-party.  Tiversa failed to 

produce these documents to the Committee despite their clear responsiveness to the subpoena. 

Tiversa withheld additional relevant documents responsive to subpoenas issued by the 

Committee and the FTC from both entities.  In October 2014, Tiversa filed a Notice of 

                                                                                                                                                             
 

Shall be fined under this title, imprisoned not more than 5 years or, if the offense involves international or domestic 

terrorism (as defined in section 2331), imprisoned not more than 8 years, or both. 

 
5
 H. Comm. on Oversight & Gov’t Reform, Subpoena to Robert Boback, Chief Exec. Officer, Tiversa, Inc. (June 3, 

2014) [hereinafter Tiversa OGR subpoena]. 
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Information in the LabMD FTC proceeding.
6
  Tiversa included two e-mails from 2012 as 

exhibits to the Notice of Information, claiming that the e-mails demonstrate that Wallace could 

not have fabricated the IP addresses in question.  Tiversa did not produce these documents to the 

Committee even though they are clearly responsive to the Committee’s subpoena.  Their 

inclusion in a submission to the FTC proceeding strongly suggests that Tiversa also never 

produced these documents to the FTC.  Tiversa has not explained how and when it identified 

these documents, why it did not produce them immediately upon discovery, and what additional 

documents it has withheld from both the FTC and the Committee.  The e-mails also contain little 

substantive information supporting their position that the documents undermine what they 

assume to be Wallace’s testimony. 

 Tiversa further failed to fully respond to a subpoena issued by the Federal Trade 

Commission.  As discussed in more detail below, the FTC served Tiversa with a subpoena for 

documents related to its administration action against LabMD, a Georgia-based medical testing 

laboratory.
7
  Among other categories of documents, the subpoena requested “all documents 

related to LabMD.”
8
  In responding to the subpoena, Tiversa withheld responsive information 

that contradicted other information it did provide about the source and spread of the LabMD 

data, a billing spreadsheet file.   

 Finally, after the Committee learned of Tiversa’s involvement with the Open Door Clinic, 

an AIDS clinic servicing low-income patients outside of Chicago, Tiversa produced selected 

documents about its involvement with the Open Door Clinic.  Committee staff requested specific 

additional information, including any forensic analysis done by Tiversa of the Open Door Clinic 

files.  Tiversa, through its attorneys, told the Committee that it only analyzed one of the 

numerous files that it found on the peer-to-peer network about the Open Door Clinic.
9
  In fact, as 

discussed below Tiversa provided extensive forensic services, including two versions of a 

forensic report, free of charge to Michael Bruzzese.  Bruzzese filed a lawsuit against the Open 

Door Clinic after receiving information from Tiversa.  Tiversa never produced the reports to the 

Committee.  Tiversa’s withholding of these reports in the face of a direct request from the 

Committee, and its false claim that it did not analyze most of the Open Door files, is 

unacceptable. 

Given these numerous instances in which Tiversa failed to fully provide information to 

the Committee and the FTC, the Committee strongly believes that Tiversa may be withholding 

additional relevant documents.  Tiversa’s failure to produce numerous relevant documents to this 

Committee and the FTC, at a minimum, demonstrates a lack of good faith.  At worst, Tiversa 

intentionally withheld documents and other information in the face of multiple subpoenas.  

Either way, Tiversa’s actions call into question the credibility of the company and its CEO, 

Robert Boback, as a source of information for the FTC.  

                                                 
6
 Tiversa Holding Corp.’s Notice of Information Pertinent to Richard Edward Wallace’s Request for Immunity, In 

the Matter of Lab MD, Inc., No. 9357 (U.S. Fed. Trade Comm’n, Oct. 14, 2014) [hereinafter Notice of Information].  

Chief Administrative Law Judge D. Michael Chappell has since ordered that the assertions and documents contained 

in the Notice of Information will be “disregarded and will not be considered for any purpose.”  Order on 

Respondent’s Motion to Strike, In the Matter of Lab MD, Inc., No. 9357 (Nov. 19, 2014). 
7
 Fed. Trade Comm’n, Subpoena to Tiversa Holding Corp. (Sept. 30, 2013) [hereinafter Tiversa FTC subpoena]. 

8
 Id. 

9
 Letter from Reginald J. Brown and Madhu Chugh, Wilmer Hale, to Hon. Darrell E. Issa, Chairman, H. Comm. on 

Oversight & Gov’t Reform (Aug. 28, 2014). 
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Boback created a culture of intimidation at Tiversa.  The Committee has unfortunately 

learned that Boback is continuing his intimidation tactics toward former employees that have 

cooperated with this Committee’s investigation.  Tiversa has refused to pay legal fees that 

Gormely accrued while cooperating with this investigation and the FTC matter against LabMD, 

despite an agreement with Tiversa that he would be indemnified.
10

  Boback has further sued 

Richard Wallace and lawyers representing LabMD in a defamation action in Pennsylvania.  The 

suit against Wallace effectively questions Mr. Wallace’s Constitutional right to speak with 

Congress after the Committee approached him with questions related to allegations about 

Tiversa. These are clear instances of witness intimidation and interference with a congressional 

investigation on the part of Boback and Tiversa.   

IV. Tiversa, Inc. 
 

A. Background on the company 
 

Robert “Bob” Boback and Samuel Hopkins founded and incorporated Tiversa, Inc., a 

privately-held corporation headquartered in Pittsburgh, Pennsylvania, in January 2004.
11

  Prior to 

joining Tiversa, Boback was a practicing chiropractor who dabbled in other activities including 

buying and selling residential properties and selling cars on eBay.
12

  Hopkins, a high-school 

dropout, wrote the source code for the proprietary technology that Tiversa later patented.
13

  

Hopkins sold his shares in Tiversa for approximately $3.5 million and left the company in 

2011.
14

  Boback is currently the Chief Executive Officer.
15

 

Tiversa promotes itself as a company of “cyberintelligence experts.”
16

  The company 

maintains an impressive roster of Advisory Board members, including retired General Wesley 

Clark; Howard Schmidt, the former Cyber-Security Coordinator for President Obama and 

previously for President Bush; and Maynard Webb, the former CEO of eBay.
17

  The Advisory 

Board met on one occasion in January 2006.
18

   

According to Tiversa’s website, the company “provides P2P Intelligence services to 

corporations, government agencies and individuals based on patented technologies that can 

monitor over 550 million users issuing 1.8 billion searches a day.  Requiring no software or 

                                                 
10

 E-mail from Dwight Bostwick, Att’y for Christopher Gormley, to H. Comm. on Oversight & Gov’t Reform 

Majority Staff (Nov. 20, 2014, 4:40 p.m.). 
11

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Robert Boback (June 5, 2014), at 7 

[hereinafter Boback Tr.]. 
12

 Id. at 7.  
13

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Samuel Hopkins (July 29, 2014), at 115, 56 

[hereinafter Hopkins Tr.]; Boback Tr. at 56. 
14

 Id. at 8. 
15

 Boback Tr., at 8. 
16

Tiversa, Company Overview, http://www.tiversa.com/about/ (last visited Sept. 15, 2014). 
17

 Id. 
18

 Boback Tr. at 29. 
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hardware, Tiversa can locate exposed files, provide copies, determine file sources and assist in 

remediation and risk mitigation.”
19

  

On July 24, 2007, during the tenure of Chairman Henry Waxman, Boback testified at a 

hearing before this Committee titled, “Inadvertent File Sharing Over Peer-to-Peer Networks.”
20

  

Boback’s 2007 testimony focused on the “privacy and security threats [that] are caused by 

inadvertent misuse of P2P file sharing software,” and his company’s work in this area.
21

  On July 

29, 2009, when Rep. Edolphus Towns served as Committee Chairman, Boback again testified 

about Tiversa’s work in the area of P2P filing sharing and data security breaches.
22

  One 

particular statement garnered a great deal of attention from Members of the Committee and the 

national media.  Boback testified: 

In February of this year, Tiversa identified an IP address on the P2P 

networks, in Tehran, Iran, that possessed highly sensitive information 

relating to Marine One. This information was disclosed by a defense 

contractor in June 2008 and was apparently downloaded by an unknown 

individual in Iran.
23

 

During this hearing, Boback also provided information on files Tiversa obtained from numerous 

other companies and non-profit groups, including the Open Door Clinic that Tiversa had 

“discovered” on the peer-to-peer network.
24

 

According to a customer presentation document, Tiversa began working with U.S. 

government in the spring of 2004.  Tiversa claims to have worked “exclusively with the CIA, 

DoD, DHS, FBI, JCS, and USAF regarding the disclosure of CLASSIFIED [sic] information.”
25

  

In reality, Tiversa may not have worked with some of these agencies at all.  With others, its 

relationships were extremely minimal.  Overall, the company’s claims are overstated.   

  From 2008 to 2009, Tiversa frequently contacted non-client companies whose 

documents it discovered on peer-to-peer networks.  Under a “duty of care” policy, Tiversa 

notified companies whose information they found on peer-to-peer networks, and provided them 

with examples of the exposed documents.
26

  Boback explained that by providing this 

information, Tiversa was essentially providing a public service.  In practice, however, Tiversa 

provided very minimal information to the affected companies.  The Committee’s investigation 

found that Tiversa typically provided one document.  Even though Tiversa’s systems 

automatically captured other relevant information, such as the IP address from which the 

                                                 
19

 Id. 
20

  Peer-to-peer networks are often referred to as “P2P” networks.   
21

 Inadvertent File Sharing Over Peer-to-Peer Networks: Hearing Before the H. Comm. on Oversight Gov’t Reform, 

110th Cong. (2007) (statement of Robert Boback, Chief Executive Officer, Tiversa, Inc.). 
22

 Inadvertent File Sharing Over Peer-to-Peer Networks: How It Endangers Citizens and Jeopardizes National 

Security, 111
th

 Cong. (2009) (statement of Robert Boback, Chief Executive Officer, Tiversa, Inc.). 
23

 Id. 
24

 Inadvertent File Sharing Over Peer-to-Peer Networks: How it Endangers Citizens and Jeopardizes National 

Security: Hearing Before the H. Comm. on Oversight & Gov’t Reform, 111th Cong. at 12 (July 29, 2009) (testimony 

of Robert Boback, CEO of Tiversa, Inc.).  
25

 [TIVERSA-OGR-0021275]. 
26

 Hopkins Tr.,at 205-06. 
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document was shared, Tiversa would not provide this information to a company unless it 

purchased Tiversa’s services. 

 During the course of this investigation, the Committee spoke with several companies that 

chose not to hire Tiversa.  In addition, the Committee located one company that did enter into a 

contract with Tiversa.  Tiversa told the company that it spent a great deal of time “investigating” 

the source of the peer-to-peer leak, at high cost to the company.  It appears, however, that 

Tiversa only provided information its systems automatically downloaded, such as the IP address 

that leaked the documents.
27

  Tiversa further represented to this company that, in order to 

identify whether any of its computers had peer-to-peer software, it would have to access the 

company’s network remotely and run a search.  Tiversa lacks the capability to access a client’s 

network remotely.  In this instance, it seems likely that it “identified” the computer using peer-

to-peer software by simply looking at the IP address of the computer that shared the confidential 

document.  When the Committee asked Tiversa about its ability to remotely access client 

computer, Tiversa responded that it never made such a claim to any client.
28

 

 In his transcribed interview, Samuel Hopkins described Tiversa as “a highly ethical 

company.”
29

  After a lengthy investigation, the Committee believes otherwise. 

 

B. Tiversa’s claimed abilities to monitor and track files and users on the 
peer-to-peer network are exaggerated. 

 

Tiversa’s business model relies on technology developed by Hopkins, including its 

trademarked and patented Eagle Vision X1 and Covio.  Tiversa claims to have the ability to  

provide “true cloud security” by seeing the entire peer-to-peer network.”
30

  Further, Tiversa 

states that its technologies can “detect and record user-issued P2P searches, access and download 

files available on the P2P networks, determine the actual disclosure source of documents, track 

the spread of files across the entire P2P networks [sic], and remediate P2P file disclosures.”
31

 

Tiversa claims that its technology “enables us to view the entire network and thus provide 

real-time, actionable information regarding sensitive file disclosures related to your 

organization.”
32

  In 2007, Boback’s written testimony submitted to the House Oversight 

Committee summarized Tiversa’s technological capabilities.  Boback wrote: 

Tiversa centralizes what was previously a decentralized P2P file-sharing 

network.  Tiversa can see and detect all the previously untraceable activity 

on the P2P network in one place to analyze searches and requests.  While 

an individual user can only see a very small portion of a P2P file sharing 

network, Tiversa can see the P2P network in its entirety in real time.  

                                                 
27

 Briefing by Company A to H. Comm. on Oversight & Govt’ Reform (July 16, 2014). 
28

 Letter from Reginald Brown, Att’y, Tiversa, to Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov’t 

Reform (Sept. 2, 2014). 
29

 Hopkins Tr.at 54. 
30

 Tiversa Learning Ctr., Key Concepts, http://www.tiversa.com/learningcenter/resources/keyconcepts/. 
31

 Marine One forensic report, pg. 2. 
32

 Tiversa Learning Ctr., FAQ/Misconsceptions, http://www.tiversa.com/learningcenter/resources/faq/. 
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With this platform, Tiversa has processed as many as 1.6 billion P2P 

searches per day, more than the number of web searches entered into 

Google per day.
33

 

It is disputed, however, how many files Tiversa downloads daily off the peer-to-peer network.  

According to Jason Schuck, Tiversa downloads “maybe a million” files daily.
34

  However, 

according to Boback, Tiversa downloads “the equivalent of the Library of Congress every three 

or four days.”
35

  The Library of Congress is the largest library in the world, with more than 158 

million items, including more than 36 million books and other print materials, 3.5 million 

recordings, 13.7 million photographs, 5.5 milion maps, 6.7 million pieces of sheet music, and 69 

million manuscripts.
36

  In essence, Tiversa claims to be able to see the entire peer-to-peer 

network, instead of a smaller subset as seen by an individual user. 

 At the time of the leaks discussed in this report, Tiversa used generic and client-specific 

search terms, such as “reports,” “credit card,” or “secrets” to query the peer-to-peer network.
37

  

Even Tiversa analysts could not explain exactly how Eagle Vision keyed into the terms to 

download them into the data store; that is, analysts did not know definitively whether any 

document was in the data store due a search term hitting on the file’s name, for instance; the 

search term in the body of the file; or the search term in the name of a folder containing the file.  

Keith Tagliaferri, Tiversa’s Senior Vice President of Operations, and the individual in charge of 

Tiversa’s analytical work, stated: 

I'm not well versed enough on the technology and how it works to know 

exactly how things key off and what could have downloaded this and that.  

I'm aware of all different types of scenarios that can happen as far as why and 

when we download files. You know, one is matching a key term within a file 

title. Another is matching a key term within the content of a file.  

I've read research that indicates that a folder name can hit on a file. So, for 

example, if you have a folder called "Work" and somebody searches for 

"Work," the results that come back are all of the files that are within that 

folder.  

There's also a concept of browse host on peer-to-peer that I'm not sure if our 

systems have the ability to do or not. But you can literally go to an IP once 

you find one file and hit "Browse Host" and download all the files from that 

IP.  

                                                 
33

 Inadvertent File Sharing Over Peer-to-Peer Networks: Hearing Before the H. Comm. on Oversight Gov’t Reform, 

110th Cong., at 20 (2007) (written statement of Robert Boback, Chief Executive Officer, Tiversa, Inc.) (emphasis 

added) 
34

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Jason Schuck, at 12 (Aug. 1, 2014) 

[hereinafter Schuck Tr.] 
35

 Boback Tr. at 143. 
36

 Library of Congress, Fascinating Facts, http://www.loc.gov/about/fascinating-facts/ Fascinating Facts (last 

accessed Dec. 22, 2014). 
37

 Hopkins Tr. at 74. 
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So there's all kinds of different scenarios that can occur to cause files to be 

downloaded. I'm not well versed enough on the technical side of our systems 

to know exactly what would trigger files to be downloaded.38 

To Tagliaferri’s knowledge, there was no way to verify by what search term a document was 

found and downloaded into the data store.
39

  

 Tiversa’s data store collects and accumulates all the information that is found by Eagle 

Vision; no documents are deleted.
40

  Information enters Tiversa’s data store, or repository of 

databases, in two ways.  Either Tiversa’s Eagle Vision software downloads the information from 

the peer-to-peer network, or the information is found independently from Eagle Vision and 

“injected” into the data store through an application called the Data Store Importer.  Schuck 

described the application in the following way: 

 

Q. So analysts have the ability to, I guess, inject files into the data 

store using the Data Store Importer program?  
 

A. Correct.
 41

 

* * * 

Q. How does it -- if I'm an analyst and I have a file that I want to put 

into the data store using this program, do you know what steps I 

take to do that?  

 

A. Sure. If the file is in the correct format, you would place it in a 

pickup folder.  
 
Q. What does it mean to have a file in the correct format? 

A. So depending on the IP address that it was downloaded from, that 

would be prepended to the original file name.  

 

Q. Who prepends the IP address?  

 

A. Again, you're talking about for the Data Store Importer, right?  

 

Q. Yes.  
 
A. That would be whoever's bringing it in. 

                                                 
38

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of KeithTagliaferri,  at 106-07 (June 17, 2014) 

[hereinafter Tagliaferri Tr.]. 
39

 Id. at 107. 
40

 Id. at 88-89. 
41

 Schuck Tr. at 19. 
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Q. Are you aware of specific occasions on which the data store 

importer was used by analysts to put files into the data store?  

 

A. No, not offhand. That's, again, that's even though I oversee that, 

I'm not the one that's actually doing that. That would be the 

analyst.  

 

Q. To your knowledge, has the Data Store Importer been used to put 

files into the data store?  

 

A. I would assume so, yeah.
42

 

 Eagle Vision directly downloads documents that either directly hit on a Tiversa search 

term, or are related to a Tiversa search term (i.e., other documents shared by a user also sharing a 

document that hits on a search term).
43

  According to Hopkins, the creator of the technology, the 

system does not distinguish between downloaded and injected files.
44

  Tiversa, through its 

attorneys, stated that analysts can “usually” tell if a file is downloaded or injected, but did not 

explain how its analysts can make that determination.
45

  This distinction is critically important, 

as it would aid in understanding more fully Tiversa’s actions.  

 Tiversa’s Covio system indexes the IP address of all files it downloads from the peer-to-

peer network.  Every time a document containing a search term is shared on the peer-to-peer 

network, Tiversa’s system downloads the document and indexes it according to the IP address 

from which it was downloaded.  Even if the document is exactly the same, the system will 

automatically re-download it and index it with the new IP address.
 46

  In this way, Tiversa can 

determine if a file is spreading, or being shared, throughout the peer-to-peer network. 

Boback, however, has offered the Committee conflicting information about whether 

Tiversa’s technology actually does have the capability to automatically download and index 

documents as they spread throughout the peer-to-peer network.  For example, according to 

Boback, Tiversa never downloaded a copy of a document belonging to LabMD, a cancer 

screening company, from one of LabMD’s computers in Georgia.
47

  This document is at the 

heart of an ongoing FTC action against LabMD.  Yet, the document hit on a search term 

provided by a client, and Tiversa does claim to have downloaded the file from several other IP 

addresses because of the search term.
48

  Tiversa has never been able to explain to this Committee 

why its systems did not automaticallydownload the file from LabMD but did download the 

document from so many other IP addresses.  Either Tiversa’s technology can not do what 

Boback and Hopkins claim it can do, or Boback provided false information to the FTC and this 

Committee about Tiversa’s downloading of the LabMD document.   

                                                 
42

 Schuck Tr. at 20-21. 
43

 Hopkins Tr. at 43. 
44

 Id. at 75. 
45

 Letter from Reginald Brown, Att’y, Tiversa, to Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov’t 

Reform (Sept. 2, 2014). 
46

 Hopkins Tr. at 40. 
47

 Id.; see also Tiversa, Forensic Investigation Report – LABMD0001 (June 4, 2014). 
48

 Boback Nov. 2013 FTC Tr. at 41 (“I never downloaded the file from them.  They only responded to the hash 

match.”). 
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Further, Tiversa has not taken steps to screen for illegal content, such as child 

pornography, before it is downloaded into the data store.  In fact, analysts say that it is entirely 

possible that child pornography is sitting in Tiversa’s data store currently.  According to a 

whistleblower, Tiversa has knowingly accumulated and is in possession of massive amounts of 

child pornography.  Tagliaferri stated that he had “heard anecdotally that there may be child 

pornography” downloaded into the data store.
49

  He explained that “as part of that information 

that's being pulled down, you know, I suppose anything -- anything could come back. You know, it 

could be Word documents. It could be .pdf's. It could be images. It could be, you know, whatever.”50  

  According to Tiversa, The system also “records all user-issued P2P searches,” meaning 

that Tiversa can see a search and record it.
51

  Typically, Tiversa can only see the queried search, 

and cannot identify the user issuing the search.  Under very narrow circumstances, Tiversa can 

determine the IP address of the user issuing a search.  Hopkins described Tiversa’s limited ability 

to identify the IP address issuing a search.  He stated: 

[The search request] goes to the first three people, they hand it to all the 

three people there, so it’s three and then it’s what, nine, so forth.  But it 

only goes five hops.  So the three people that I’m connected to, that’s the 

first hop. . . .  After five hops, it’s dropped off the network.  But if you’re 

connected to the three people and the search is one hop away, then you 

know it came from one of the people you’re connected to.  But out of the 

3,000 people, three people in a security world is nothing.
52

 

Thus Tiversa can only determine the IP address of a user issuing the search if Tiversa is one of 

the three users directly connected to the searcher.    

 Boback, however, has exaggerated Tiversa’s ability to determine the user issuing a search 

over the years.  In 2011, Tiversa claimed to have information that Wikileaks was obtaining 

information from peer-to-peer networks.
53

  Boback claimed that “Wikileaks is doing searches 

themselves on file-sharing networks.”
54

  He continued, “It would be highly unlikely that 

someone else from Sweeden is issuing those same types of searches resulting in that same type 

of information.”
55

  Boback further explained that in a one-hour period in February 2009, Tiversa 

detected four Swedish computers issue 413 searches.
56

   

As explained to the Committee by Hopkins, however, Tiversa can only identify the IP 

address and geographic location of a computer issuing a search if Tiversa is one of only three 

peer-to-peer users directly connected to that computer.  Otherwise, Tiversa can only see the 

search request, and not the user or location of the user issuing the search.  Given the limitations 

of Tiversa’s technology, Boback’s statements are very likely exaggerated, if not outright false. 

                                                 
49

 Tagliaferri Tr. at 90. 
50

 Id. at 91. 
51

 Id. at 160. 
52

 Id. at 169. 
53

 Michael Riley, Wikileaks May have Exploited Music, Photo Networks to Get Data, BLOOMBERG (Jan. 20, 2011) 

http://www.bloomberg.com/news/2011-01-20/wikileaks-may-have-exploited-music-photo-networks-to-get-

classified-data.html.  
54

 Id. 
55

 Id. 
56

 Id. 
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 Tiversa also claims that it can “remediate” damage from a document leaked over the 

peer-to-peer network.  Tiversa, however, cannot remove an exposed document from the peer-to-

peer network.  Instead, Tiversa is limited to sending take-down notices to the internet service 

provider of the IP address.  The success of the take-down notices depends, in part, on the 

location of the ISP.
57

  

 

C. The Marine One leak 
  

In early 2009, Tiversa’s reputation exploded when the company disclosed that it found 

blueprints for Marine One on a computer in Iran. A whistleblower stated to the Committee, 

however, that Tiversa only found on the blueprints on a government contractor’s computer.  

Tiversa then manipulated the document by prepinning an Iranian IP address to make it appear 

that the plans had been downloaded in Iran via the peer-to-peer network.  At Tiversa’s request, 

the Committee spoke with multiple federal agencies involved in the investigation into the Marine 

One leak.  The Committee reviewed documents provided by Tiversa, including a forensic report 

prepared by Tiversa in June 2014, and received briefings and documents from federal agencies 

involved in the government’s investigation of the leak.
58

  The Committee found that statements 

made by Tiversa about the Marine One leak could not be substantiated.   

On September 17, 2007, Tiversa “detected” the Marine One file as being shared on the 

peer-to-peer network.  Tiversa’s Eagle Vision software did not download this file automatically.  

Instead, a Tiversa analyst found the file using a stand-alone computer to search the peer-to-peer 

network.  Tiversa determined that a government contractor was sharing the document on a peer-

to-peer network.
59

  That a contractor inadvertently shared the document on the peer-to-peer 

network is not in dispute.  Tiversa, however, additionally claimed that a computer located in Iran 

downloaded and shared the file.  These explosive allegations garnered large amounts of publicity 

for the company.  

Tiversa claims that on February 25, 2009, it found that an Iranian computer was in 

possession of the same Marine One blueprints previously shared by the government contractor.  

According to Tiversa’s forensic report, the Iranian computer disclosed the document on the peer-

to-peer network between October 27, 2006 and February 25, 2009.
60

  Thus, Tiversa conveniently 

found the document on the network the very last day it was made available by the Iranian 

computer.  The fact that the Iranian computer ceased sharing the document made it next to 

impossible for any agencies Tiversa alerted after February 25 to determine whether that 

computer was in fact in possession of the Marine One file.
61

   

                                                 
57

 Tagliaferri Tr. at 120, 161. 
58

 All information contained in this report was provided to the Committee in an open and unclassified setting. 
59

 Forensic Report at 4. 
60

 Forensic Report at 10. 
61

 If the computer was still sharing the file after Tiversa reported its purported discovery, then individuals 

investigating the leak could have determined whether the document was, in fact, sharing the file using the peer-to-

peer network.   
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The Committee spoke with Tim Hall, a former NCIS employee who investigated the 

Marine One leak, on multiple occasions.  Hall is now the Director of Government Services at 

Tiversa.
62

  Hall told the Committee that another federal agency verified the information provided 

by Tiversa about the Marine One leak—specifically, that another agency verified that the file 

was being shared by a computer with an Iranian IP address.  Hall testified: 

Q.  And do you know if the information was verified by other task 

force members?  

 

A.  Yes. 

  

Q.  How do you know that?  

 

A.  Because we worked hand in hand with them daily, just multiple 

conversations.  

 

Q.  Were you ever told how the information was verified?  

 

A.  No.  

 

Q.  Was all information passed on to other task force members to be 

verified, to the best of your recollection?  

 

A.  Yes. Yes.
63

 

Tiversa’s counsel also repeatedly told the Committee that the federal government verified the 

information Tiversa provided about an Iranian computer being in possession of the Marine One 

document.  But that is simply not the case.  The Committee learned from NCIS that the joint task 

force investigating the incident was only able to verify that the IP address provided by Tiversa 

was located in Iran.
64

  The agents did not verify whether that computer actually possessed the 

Marine One file as this was outside the scope of the investigation.
65

    

 Given the amount of time that has passed, it is not possible to verify today whether the 

Marine One file ever spread to a computer in Iran.  The Committee has great doubts, however, 

about Tiversa’s story.  Tiversa discovering that the document had spread to Iran on the very last 

day that the Iranian computer allegedly disclosed the file is far too convenient.  Further, the 

Iranian computer purportedly shared the computer for over two years before Tiversa located the 

file.  According to Tiversa, the Iranian computer was in possession of the file in September 2007, 

when Tiversa initially found that a government contractor improperly shared the document.  Yet, 

Tiversa did not locate the file on the Iranian IP address at that time.   

                                                 
62

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Timothy Hall at 26 (Sept. 3, 2014) 

[hereinafter Hall Tr.]. 
63

 Hall Tr. at 25-26. 
64

 Briefing by Naval Crim. Investigative Service to H. Comm. on Oversight & Gov’t Reform Majority and Minority 

Staff (Sept. 5, 2014).  In the course of the investigation, the Committee received a document from a Tiversa 

whistleblower listing hundreds of IP addresses in rogue nations around the world.   
65

 Id. 
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Tiversa has also not been able to explain to the Committee how it finally learned in 

February 2009 that the file spread to the Iranian computer.  A Tiversa analyst found the original 

file in 2007, meaning that either no word in the document hit on a Tiversa search term, or Eagle 

Vision did not download the document when it should have done so.
66

  Given that Eagle Vision 

also did not download the document between September 2007 and February 2009, it would 

appear that no word in the document hit on a Tiversa search term.
67

  So, what prompted Tiversa 

to search for the document again in late February 2009?  That the document does not appear to 

have been downloaded by Eagle Vision makes the fact that Tiversa downloaded the document on 

the very last day it was shared by the Iranian computer even more fortuituous. 

The story is complicated, to be sure.  But Tiversa’s complicated tale about this leak 

unwound when the Committee heard from a whistleblower.  According to the whistleblower, 

Tiversa fabricated that the Iranian IP address downloaded and disclosed the Marine One file.  

Tiversa allegedly did so in order to receive press attention for the company.  This is a very 

serious allegation—one outside the capabilities of the Committee to verify.  If true, then Tiversa 

provided knowingly false information to numerous agents of the federal government, including 

this Committee, and wasted federal resources as numerous agencies investigated a fraudulent 

report. Additionally, the publicity associated with this breach allowed Tiversa to exaggerate the 

degree to which U.S. intelligence was vulnerable to P2P leaks and sell itself as the solution.  

 

D. Boback created a hostile work environment at Tiversa 
 

Not only does Boback appear to have routinely exaggerated the technological capabilities 

of Tiversa, but he also created a hostile work environment and retaliated against employees who 

questioned him.  In fact, numerous witnesses put Boback at the center of a hostile work 

environment at Tiversa.  One Tiversa employee stated that he “had significant concerns about 

[Boback’s] ability to execute his job as CEO.”
68

  The employee brought his concerns to a board 

member, citing Boback’s role in the “creation of a toxic environment,” “certain bullying 

incidences,” and “certain practices that I thought were reckless or inappropriate.”
69

  A faction of 

employees, led by Boback, frequently left work, offended other employees, and engaged in 

unprofessional behaviors, including carrying guns to work.   

Boback left the office frequently, sometimes for multiple days.  In one instance, in early 

2008, Boback left with Richard Wallace, the Director of Special Projects at Tiversa, “to pick up 

                                                 
66

 As explained above in Section IV(B), Tiversa’s technology should download a document containing a search term 

each time it spreads throughout the peer-to-peer network.  Here, the Iranian computer downloading and sharing the 

document would create a new document in the eyes of the Eagle Vision system.  If the document contained a search 

term, then it should have been downloaded.  If the document contained a search term but was not downloaded for 

some reason, then Tiversa’s software failed to operate as advertised. 
67

 Given the magnitude of the discovery, the Committee does not understand why Tiversa would not input key terms 

from the Marine One document into its automatic download system.  Given the gap in time between the discovery of 

the two documents, either Tiversa neglected to perform this basic task for a leak of great national security 

significance, or its systems failed to perform as advertised. 
68

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Christopher Gormley, at 27 (July 14, 2014) 

[hereinafter Gormley Tr.]. 
69

 Id. at 27. 
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a car in Atlanta.”
70

  They were scheduled to be gone for only a day, but were instead gone two 

days.
71

  A former Tiversa employee said that this was a frequent habit: “Mr. Boback would 

generally come in late in the morning and leave fairly early in the afternoon as well... I’m not 

sure where he was during those hours.”
72

 

  Boback encouraged imappropriate banter and comments by employees that detracted 

from the professional atmosphere and mission of Tiversa.  One former employee testified: 

Q. I'd like to start with a little bit of follow-up from the last hour. You 

were discussing with my colleagues some joking emails, I guess, 

for lack of a better term, that Mr. Wallace sent, and I believe you 

described that there were many of these emails that were sent 

among a certain group of people. Is that accurate?  

 

A. I wouldn't say so much many emails, but there was a lot of banter, 

I guess, orally. And I'd say there was a certain amount of that you'd 

expect, but some of it in this case was out of line for what I 

considered a company of what we were trying to create was.  

 

Q. Was Mr. Boback ever involved in this banter?  

 

A. Yes.  

 

Q. Did he ever express that he felt the banter was not appropriate for 

the workplace?  

 

A. No.  

 

Q. Did he make joking comments along the same lines of what other 

employees were saying?  

 

A. Yes.
73

 

 

Boback routinely made offensive remarks to Tiversa employees, creating an atmosphere 

of harassment and intimidation.  One employee described described Boback’s inappropriate 

comments to the Committee: 

A lot of, I guess, homosexual jokes, right? This or that. I mean, something 

akin to being in a junior high school playground, and it was fairly 

rampant, and it was just, you know, difficult to not engage in that… one 

particular story that I do remember is we had a company meeting. Well, I 

entered the company meeting, and one of the -- and I don't remember who 

-- made a remark to that effect, and everyone in the meeting laughed, 

                                                 
70

 Id. at 38. 
71

 Id. at 38. 
72

 Id. at 40. 
73

 Id. at 79. 
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including Mr. Boback. It was clearly uncomfortable for many in the room. 

And I think, you know, those are the issues I was trying to convey to the 

board member, just that we can't have an environment like that in today's 

day and age, and that can we at least put some boundaries to that kind of 

behavior inside the office.
74

 

 

Gormley described another instance of Boback acting in an unprofessional manner : 

I remembered receiving an email that copied a colleague of mine, Griffin 

Schultz, that said, you know, “Chris, you should get a job as a Presidential 

piss boy,” which just out of, you know -- stated very clearly it was a joke, 

but he stated it, that I should get that kind of job.
75

 

* * *  

Q. What did you understand him to mean by that phrase?  

 

A. I don't know what was in Mr. Boback's mind when he made that, 

other than the email said what it said. The context was Mr. Schultz 

was trying to make an introduction to some congressional staffers 

or somebody that he had known in the past, and there may have 

been some mention of various roles, but not Presidential piss boy, 

but it may have been in the context of that. And then he said, 

Chris, that's a great job for you, Presidential piss boy, and Griffin 

Schultz was on that email as well me.  

 

Q. Do you recall when that email was sent?  

 

A. That would have been, I believe, April 2008. It was in 2008. I don't 

-- I think it's April.
76

 

 

Boback also referred to “teabagging” with Wallace and Hopkins while at work.  One employee 

described conversations he overheard at the office: 

I would be at my desk listening to them talk about playing Halo 3 and how 

they teabagged this person from Russia or this person from -- but it was 

extremely rampant to the point where it was very disruptive to the 

business. So that was one of the things I reported to the board member, to 

say we need to get them engaged back in the business, because, you know, 

they were needed for doing business, and I, again, didn't think that was an 

appropriate conversation for a work office.
77

 

 

                                                 
74

 Id. at 79-80. 
75

 Id. at 19-21. 
76

 Id. at 57-58. 
77

 Id. at 179-80. 
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Boback also  condoned employees carrying and wielding firearms , and brought a gun 

himself to the office on multiple occasions.  Transcribed interviews with Tiversa employees 

reflect that both Sam Hopkins, the co-founder of Tiversa, and Boback carried guns while at work 

at Tiversa.  Sam Hopkins was aware that Boback carried a gun around at the office: 

Q. Did you ever see any other weapons in the office of any kind? 

 

A. Bob had a handgun that I saw a few times.  

 

Q. And did he show you the gun when he was in the office?  

 

A. In his office, yeah.  

 

Q. Why did he -- do you know why he showed you this gun or do 

you–  

 

A. You know, just two guys talking and he had known that I was 

carrying.
78

 

Keith Tagliaferri saw Boback “walk by with [a gun case],” although he did not look 

inside the case.
79

  Christopher Gormley was also aware that Boback carried a gun at work.  

Boback even showed Gormley his gun: 

Q. And what was the context of the meeting at which Mr. Boback 

pulled out his revolver and showed it to you?  

A. He just came in. He'd come in a lot. I mean, his office was close to 

mine. And, I believe, that day -- and I can't be certain of this, but 

I'm pretty sure that he had taken a number of individuals from the 

company out to shop for guns at a gun store.  

Some people from the company actually departed for the 

afternoon, and I didn't know where they went. Which was a fairly 

common activity, that he would disappear for long periods of time. 

But this particular afternoon, I mean, that was my belief at the 

time, that they went to a gun store, and this may have been a 

purchase then. But it was showing me that he had purchased this or 

had this. I wasn't sure whether he actually got it at the gun store or 

not. But that activity occurred that day.   

Q. Do you recall approximately when this took place?  

A. Yes. Well, let me think. It would've been in the first quarter of 

2008, maybe April.
80

 

                                                 
78

 Hopkins Tr. at 150. 
79

 Tagliaferri Tr. at 161-62. 
80

 Gormley Tr. at21-22. 
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Gormley also described Boback displaying his gun in an intimidating manner: 

[] I would later discover that, I mean, Mr. Boback, at least as far as my 

personal experience went, had certain bullying tendencies…. 

 

On one occasion, he entered my office and, you know, sat at a desk in 

front of me and reached into his sock holster and pulled out a revolver and 

showed me its features and functions. And I thought that that was 

extremely surprising, that somebody would actually have a concealed 

weapon in the office and then pull it out to me. And I didn't feel like he 

was going to use it on me, but I thought, what are you doing with this and 

why are you showing it to me? And I thought that was -- that was one 

incident. That was pretty stark.
81

 

Boback never revealed to the Committee that he brought a gun to work.  He was quick to 

suggest, however, that Hopkins carried a gun to work, out of fear of Wallace: 

[Hopkins] told me years ago, that he purchased a gun and a carry permit as 

protection against Mr. Wallace solely to protect -- as he felt scared for his 

physical existence against Mr. Wallace….
82

 

Gormley also had personal knowledge of Hopkins bringing a gun to work, including one incident 

when  Hopkins pointed a gun at Gormley: 

Q. You mentioned other Tiversa employees carried weapons in the 

office. Do you recall which employees did that? 

  

A. Well, one incident I remember Sam Hopkins had gone and 

pulled it out and pointed at me down a hallway. 

* * * 

Q. Did you feel threatened when Mr. Hopkins pointed the gun at you 

down the hallway?  

 

A. I didn't feel threatened at the time.  

 

Q. Did Mr. Hopkins say anything when he pointed the weapon?  

 

A. I don't remember him saying anything. It may have been the same 

day that Mr. -- they all went to the gun store, and I don't know if it 

occurred after or before Mr. Boback, so I may have been more 

sensitized to the fact that there were weapons in the office that day, 

silly as that sounds.
83

  

 

                                                 
81

 Id. at 18-19 (emphasis added). 
82

 Boback Tr. at 205 
83

 Gormley Tr. at 76 (emphasis added). 
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 Boback also brought swords to the office, and distributed swords to Tiversa employees.  

According to Schultz, “Bob would hand out a sword to each new employee that he thought 

represented their character… I believe mine was like a Marine sword or something based on my 

time at Wharton and a few other things that he thought fit my character… Someone else got the 

sword Gandalf carried in The Lord of the Rings because he thought it fit their [sic] personality.”
84

 

The Committee learned of one instance where an employee attempted to take action 

against Boback and his intimidation tactics.   Gormley described a professional disagreement he 

had with Boback over handling a forensic analysis issue.  In a response that the Committee has 

found to be typical, Boback sent Gormley a threatening e-mail.  Gormley testified about the 

incident:  

Mr. Boback and I had a dispute as to how to handle the scope of that 

particular exercise [regarding how narrow or broad search terms should be 

kept for a prospective client].  I don’t think either one of us were right or 

wrong… I contended that we should provide the whole.  He contended 

that we keep it more narrow. 

We had a very stark disagreement on how to handle that…And this was a 

highly negative—well, a very stark email to this effect sent to me, as well 

as a phone call later that evening when I was at an event with my 

daughters at school.  And he told me to keep it within the scope he told to 

me, to keep it, or else there would be consequences—in other words, 

either terminations or significant consequences. 

[T]hat’s what motivated me to go to Mr. Becker.  

I was actually quite concerned to go to Mr. Becker because I feared 

retaliation.
85

 

From that point forward, Gormley chose not to confront Boback because he felt that it “usually 

wasn’t very productive, because [Boback] would come at you and tuck it away as something that 

potentially could be used later.”
86

 

 When Boback heard that a Tiversa employee had approached the board with concerns 

about his professionalism and leadership, he became irate and sought retaliation: 

I was very concerned about retaliation or being—it turned out that the 

feedback I gave to Mr. Becker, I believe, was incorporated through 

various actions the board had taken… [T]here was a point in 2008, in 

September, early September, where Mr. Boback called me up and said 

he’d just received a review and some feedback from the board, and one of 

the elements was that an… employee in the company had given that 

[negative] feedback.  And he was extremely angry about that and wanted 

                                                 
84

 Schultz Tr. at 112-13. 
85

 Gormley Tr. at 25-26 (emphasis added). 
86

 Id. at 30. 

RX 644

LABMD_SUPP_PROD 0778



EMBARGOED UNTIL AFTER THE TESTIMONY OF RICHARD WALLACE  

24 

 

to know who that person was, and he was going to take whatever 

measures it took to find that out. 

In the subsequent week and a half, he held individual meetings with 

each person and also held a group meeting where he asked each 

person in the executive team, did you say it, did you say it?  And he 

suspected that [redacted name], an employee of the company, may have 

been the person.  My guess is he also suspected me.  I denied that at the 

time, out of concern for my own wellbeing I guess.  But he wouldn’t let it 

go. 

* * * 

He came into my office, everyone had left, shut the door, sat in the same 

seat that, you know, the pistol and everything had been pulled out, and 

basically kept asking me questions in different ways to see if it was me[.] 

* * * 

Now, he also said that… he thought it was [redacted] and that I needed 

to fire [redacted] because he suspected that it was her.  [Redacted] 

happens to be a personal friend of mine, somebody I brought into the 

company.  So I was in a very conflicted situation, because I either fire 

somebody that I know didn’t do it or I admit that I did it.  So I told Mr. 

Boback that it was me that evening and told him why, you know, went 

through some of the major reasons that I mentioned that I gave to Mr. 

Becker. 

* * * 

But, after that point, there was a lot of fallout that I believe occurred 

because of that incident.  And it was a very difficult period for me 

personally at the time, because at that point I was ostracized from the 

rest of the company, had to apologize to different people within the 

company for having went [sic] out the chain of command and saying 

things, that, in Mr. Boback’s view, weren’t true.
87

 

Soon after, in September 2008, Gormley was demoted from COO to “Vice President of Data.”
88

  

Boback explicitly told Gormley that the demotion was the “outcome [of] those discussions with 

the board.”
89

  Nonetheless, Gormley tried to perform his new job.  Boback, however, refused to 

let Gormley succeed.  Gormley testified:: 

This is in 2009, and as part of the data business, I was involved on a 

potential acquisition of the company by Experian.  Mr. Boback and I got 

into an argument about how to interact with Experian in that discussion.  I 

                                                 
87

 Id. at 31-32 (emphasis added). 
88

 Id. at 33.  
89

 Id. at 33-34. 
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wanted Lisa Frankovitch to be the person who would interact with 

Experian and then have Mr. Boback back her up in the discussions.  He 

didn’t agree. 

We had a disagreement about that, and subsequently he just said, “Joel 

wants you off the deal,” meaning this board member wants me off the 

deal.  This is subsequent to [the]… first board meeting, and I didn’t 

believe that that was the case.  I reached out to Lisa Frankovitch, who had 

that relationship, but then she suggested I talk to Joel directly.  I called 

him up, and he indicated that he never said that, and he said that I 

should go talk to Bob and make that clear.  So it was—at the time it 

clearly caught up with him, no, he didn’t, Joel didn’t actually state that.  

So that was one indication.
90

 

Gormley was terminated in late 2009, he believesin retaliation for reporting Boback to Tiversa’s 

Board of Directors.
91

 

 Boback’s intimating comments did not end even after Gormley was fired: 

Q. Have you had any other communication with Mr. Boback since 

your termination? I don't know if threats of litigation counts, but 

have you had any communication with Mr. Boback following your 

termination?  

A. Yes.  The points of communication after termination, I guess the 

first time he communicated with me, I decided not to sell some 

options that I owned in approximately 2011, and he sent me an 

email that started with "LOL, LOL, LOL." That means -- you guys 

know what that means -- "laugh out loud, laugh out loud." And he 

ridiculed me for not selling my options and then made fun of 

my role as the director of downstream marketing and just sent 

that to me out of the blue. And I still have that email. That was 

2011.
92

 

The Committee has further learned that Boback is continuing his intimidation tactics 

toward former employees that have cooperated with this Committee’s investigation.  Tiversa has 

refused to pay legal fees that Gormely accrued while cooperating with this investigation and the 

FTC matter against LabMD, despite an agreement with Tiversa that he would be indemnified.
93

  

Boback has further sued Richard Wallace and lawyers representing LabMD in a defamation 

action in Pennsylvania.  Such witness intimidation tactics are unacceptable. 

                                                 
90

 Id. at 89-90 (emphasis added). 
91

 Id. at 87-88.   
92

 Gormley Tr. at 147 (emphasis added).  
93

 E-mail from Dwight Bostwick, Att’y for Christopher Gormley, to H. Comm. on Oversight & Gov’t Reform 

Majority Staff (Nov. 20, 2014, 4:40 p.m.). 
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E. Boback has not been forthcoming regarding the nature of his close 
relationship with Wallace, or the central role Wallace played at Tiversa 

 

In advancing the narrative that Wallace is the source of all of Tiversa’s problems, Boback 

has repeatedly contradicted his own statements to the Committee.  Often, instead of answering 

the question asked, he instead spoke tangentially about Wallace’s bad character and dangerous 

propensities. 

 

Tiversa recruited Wallace in mid-2007.
94

  Wallace was given substantial responsibilities 

at Tiversa.  In his professional duties, Wallace was tasked with “reflect[ing] the technology of 

Tiversa to customers when they would come in.”
95

  Wallace was “many times called out to be 

the expert technical person in the data store area of our office.”
96

  Wallace also was Tiversa’s 

face for the FBI, and spent around 20-30% of his time “doing work related to the FBI 

arrangement.”
97

  A former Tiversa employee said that Boback “absolutely” trusted Wallace’s 

work.
98

 

 

Boback would like the Committee to believe that Wallace was and continues to be the 

source of all of Tiversa’s problems.  If that were true, Boback would be in gross dereliction of 

his official duties as CEO of Tiversa.  However, accounts of multiple Tiversa employees indicate 

that Boback and Wallace shared an exceedingly close relationship, and that Boback leveraged his 

status as CEO to manipulate Wallace to act on his behalf.   

 

Numerous Tiversa employees have characterized Boback and Wallace as close, 

and testified that the two spent a great deal of time together.  As one employee stated :  

 

[T]hey were together constantly… Mr. Wallace tended to know where 

Mr. Boback was.  If you needed to know where Mr. Boback was, you’d 

ask Rick, or Molly Trunzo would ask Rick, because many times he knew 

where Bob was. 

 

* * * 
 

I mean, my perception of Mr. Wallace was that he was Mr. Boback’s 

spy.  And I think one on one I had a decedent relationship with Mr. 

Wallace, but I think when he was in a group or he was with Mr. Boback, 

he became different, and he tried to show his worth, I think, in multiple 

ways with Mr. Boback.
99

 

 

 Troublingly, numerous Tiversa employees described Boback and Wallace following cars 

together.  Czarnecki stated that he heard “some kind of talk about [Boback or Wallace using a 

                                                 
94

 Gormley Tr. at 176-77. 
95

 Id. at 50. 
96

 Id. at 50. 
97

 Id. at 86. 
98

 Id. at 178. 
99

 Id. at 48-49 (emphasis added). 
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GPS device] at the old offices”
100

 to track a specific individual.
101

  Another former employee 

also heard Boback and Wallace talk about putting a tracking device on a vehicle.
102

  Gormley 

believed that he would be followed after he approached a board member with concerns about 

Boback’s professionalism, “because there was a history of Mr. Boback and Mr. Wallace 

following people for fun, you know.  And so, in this instance, I felt like they may follow me and, 

you know, a retaliation may occur[.]”
103

 

 

 Ultimately, statements made by Boback impugning Richard Wallace simply do not add 

up with the facts of Wallace’s employment while he was at Tiversa. 

  

a. Wallace received only a glowing performance review while a Tiversa 
employee. 

 

Wallace received one review during his tenure at Tiversa.  This review, given in 2008, 

described Wallace as a talented analyst and consummate professional.  Among his “key 

accomplishments,” the review stated that Wallace:  

 

Led the work and served as an official informant to F.B.I. related to child 

pornography on P2P file sharing networks.  Rick also managed the day-to-

day relationships with two F.B.I agents.  This work was new to Tiversa 

and Rick handled the many ambiguities associated with this work in a 

highly professional manner that was respected by his F.B.I. 

counterparts.
104

 

 

The review describes Wallace as “critical in aligning Tiversa for a potential deal with the Air 

Force Office of Special Investigation,” and “instrumental in a number of press events serving as 

an expert for reporter research.”
105

  The review stated that as a cyber forensic analyst, Wallace 

“monitor[ed] accounts of Cigna, American Express, and PGP and [was] a core Cyber Forensic 

Analyst with, for example, University of Florida, Wagner, Wachovia, GE.”  Wallace also 

“contributed insight into the design and operation of Tiversa F.A.S.T. productivity suite which 

whwen fully implemented should substantially improve CFA productivity.” 

 

 The review listed Wallace’s strengths as the following: 

 

Work Ethic 

Rick has an outstanding work ethic and can always be relied upon to put in 

the extra effort surrounding a project or finding files to support a Tiversa 

business opportunity.  There have been many weekends and/or late nights 

where Rick has worked extra hours either in the office or at home to make 

Tiversa’s business objectives happen. 

                                                 
100

 H. Committee on Oversight & Gov’t Reform, Transcribed Interview of Orion Czarnecki, at 72 (Sept. 16, 2014) 

[hereinafter Czarnecki Tr.]. 
101

 Id. at 72. 
102

 Id. at 40-41. 
103

 Gormley Tr. at 26. 
104

 Tiversa, 2008 Review of Richard Wallace (Aug. 4, 2008). 
105

 Id. at 1 (emphasis in original). 
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Client and Media Relations 

Rick has received exemplary feedback for his work from client contacts 

most notably from F.B.I. and Cigna.  Rick has also managed relationships 

and provided P2P background to outside parties and media during their 

investigations of P2P risks. 

 

Drive for new business / press 

Rick is constantly scanning the P2P (literally) for files or individuals that 

will yield new Tiversa business, yield more tickets for existing Tiversa 

clients thus strengthening Tiversa’s value with existing clients, and finding 

situations that put the P2P or Tiversa in a strong public relations position.  

Rick always seems to be able to find a hard hitting file or P2P situation to 

accelerate our client acquisition, existing relationships or to help serve as a 

nugget for a powerful news story.  For example, recently Rick found a 

number of American Express internal files in the Philippians [sic] which 

have strengthened our relationship with Amex’s CIO and put us in contact 

with Accenture. 

 

Enthusiasm for the P2P Space 

There is no other person at Tiversa that lives and breathes P2P more than 

Rick.  His level of enthusiasm for finding P2p sourced information is 

contagious and extremely valuable to Tiversa.
106

  

 

Going forward, the review pointed to two areas in which Wallace could improve.  First, the 

review suggested that Wallace “[c]onsider [d]ownstream [a]ffects [sic]” by  

 

[N]ot only continu[ing] his outstanding work as an individual contributor, 

but [] seek[ing] to make the whole team more effective, more highly 

scalable, less Dilbert-like by balancing the short term needs for sales and 

files with the long term need to make everyone effective and ready to 

handle more scale.  I would ask Rick to please provide me direct feedback 

on areas that he thinks can be more effective and to take a leadership role 

in addressing the issue.
107

  

 

Second, the review suggested that Wallace pursue searching other peer-to-peer networks for 

“’veins’ of file gold”:
108

  

 

Rick is a maestro of LimeWire operation and sleuthing.  The business 

benefits greatly every time we find more “veins” of file gold not only 

including sources on LimeWire, but on wholly new P2P networks.  For 

instance, the addition of eDonkey to our roadmap was guided by the large 

magnitude of sensitive files that appeared by using the eMule client in 

                                                 
106

 Id. at 1-2. 
107

 Id. at 2. 
108

 Id. 
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Tiversa’s lab.  In between leveraging LimeWire for the benefits already 

highlighted above, I would like Rick to experiment with other clients to 

discover new caches of files and help guide our product roadmap.
109

  

 

In consideration of his performance, the review noted that Wallace was to be given a 9.8% raise, 

in addition to the 20.6% Wallace received at the end of 2007.
 110

  The review concluded by 

congratulating Wallace on his achievements.
111

  

 

 It is not clear who at Tiversa wrote Wallace’s review.  Gormley stated that he, Schultz, 

and Boback would have all had input on the review.
112

  Although Schultz was Wallace’s direct 

supervisor, and although Schultz reported to Gormley, Boback gave Wallace a direct raise 

without telling either of Wallace’s supervisors.
113

  This caused Gormley to think that he, Schultz, 

and Boback “had split responsibilities for Mr. Wallace.”
114

 

 

Tiversa employees characterized their relationships with Wallace as typical professional 

relationship.  Tagliaferri stated that he and other Tiversa employees socialized with Wallace: 

 

Q. Did you socialize outside of the office with Mr. Wallace?  

 

A. Sometimes. If he would have a bonfire or a Christmas party or 

something like that at his house then I would attend something like 

that.  

 

Q. And were these events attended by Tiversa employees generally?   

 

A. Sometimes. There might be, you know, a couple of other Tiversa 

employees there, and other professionals in the security industry 

that we all work with that may attend one of his get togethers.
115

 

 

When asked to describe Wallace’s professional contribution to Tiversa, Tagliaferri stated: 

 

[Wallace] found a lot of information that was very sensitive, confidential 

and bad stuff out on these networks that shouldn’t be out there, and he was 

really good at finding information out on the networks. 

 

And, to that extent, you know, would we have found that information 

without Rick?  I don’t know.  Maybe we would have.  But the things that 

Rick found certainly contributed to the company.  He was an asset to 

the company to that extent.
116

 

                                                 
109

 Id.at 2-3. 
110

 Id. at 3. 
111

 Id. 
112

 Gormley Tr. at 205. 
113

 Gormley Tr. at 55. 
114

 Gormley Tr. at 55. 
115

 Tagliaferri Tr. at 156. 
116

 Tagliaferri Tr. at 98 (emphasis added). 
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Boback and Wallace’s relationship extended beyond the professional.  When 

Boback and Wallace interacted in the office, it was not through the traditional 

hierarchical channels: 

 

Q. Mr. Boback was the CEO, correct?  

 

A. Yes.  

 

Q. And Mr. Wallace was an analyst, correct?  

 

A. Mr. Wallace was an information forensic engineer.  

 

Q. And so, in the corporate hierarchy, Mr. Boback was certainly 

above Mr. Wallace, correct?  

 

A. Yes, substantially.  

 

Q. Is the type of direction that Mr. Wallace took from Mr. Boback 

typical to the type of direction that other employees in Tiversa took 

from Mr. Boback? Or was there something different about the 

nature of the direction that Mr. Wallace was taking from Mr. 

Boback?  

 

A. It was much more one-on-one, less hierarchy involved. It wasn't 

like Mr. Boback went to me and then I went to Mr. Schultz and 

then Mr. Schultz went to Mr. Wallace to ask him to do something. 

It was, "Hey, Rick, you're coming with me," and off he went. 

Or, "We don't know where Rick is. He's with Bob." It was 

much more direct. So it was independent of any kind of 

hierarchy that existed.
117

 

 

Another Tiversa employee verified that even though Wallace was a forensic 

security analyst, he reported directly to Boback.
118

  According to a former Tiversa 

employee, Boback and Wallace were very close, with Boback exerting greater influence 

over the relationship: 

 

Q. Would you describe them as close friends? 

 

A. Yeah, absolutely… [T]here was nobody that was closer to Bob 

in the time frame that Rick was there than him, with maybe the 

small exception of Mr. Hopkins, but even Mr. Hopkins had his 

own life, and he just wanted to go do his thing.  Mr. Wallace and 

Mr. Boback were tied at the hip. 

                                                 
117

 Gormley Tr. at 214-15 (emphasis added). 
118

 Tagliaferri Tr. at 75 (“[M]y understanding was that he reported to Mr. Boback.”) 
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Q. You would say they’re close friends? 

 

A. Yeah, I would say that. 

 

Q. Would you describe one of them as having a dominant role in 

the friendship? 

 

A. Yeah, Mr. Boback. 

 

Q. Could I ask why you would say that? 

 

A. Well, Mr. Boback had a bigger house, he had all the little—you 

know, the toys and games, and so that would certainly lead the 

way, and just the way they interacted with one another.  It was 

clear that Mr. Wallace was taking direction from Mr. Boback, 

not the other way around.
119

  

 

Boback, on the other hand, has consistently mischaracterized Wallace and his 

responsibilities  to the Committee.  When asked a simple question about what duties Wallace 

performed at Tiversa, Boback could not give a straight answer: 

 

Q. Okay. When Mr. Wallace was employed at Tiversa, which section 

or sections did he work in? 

 

A. I don't know that he necessary -- he really didn't work in -- he was 

never a cleared individual, so he never had the clearance portion of 

it when everyone else went through there. Mr. Wallace's role at 

Tiversa was regarding, or most of his work was child 

pornography, searching for child pornography and providing it as 

a confidential informant to the FBI, and also identifying new cyber 

risks for, you know, educational purposes that he would then 

provide to me and then whenever I would go, I've traveled around 

the country training law enforcement for FBI LEEDA, L-E-E-D-A 

and he would sometimes travel with me and, you know, highlight 

different risks for the cyber world that law enforcement wouldn't 

see otherwise.
120

 

 

* * * 

 

Q. Was Mr. Wallace first hired as an analyst?  

 

A. Yes, he was.  

 

                                                 
119
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120

 Boback 62-63 (emphasis added). 
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Q. And when was he first hired by Tiversa as an analyst?  

 

A. I'm not sure exactly, but I think in 2007, maybe. I'm not sure of the 

exact date, but the summer roughly, I think I remember around the 

summer of 2007.  

 

Q. Was Mr. Wallace first hired for his skills as an analyst or for his 

work with the FBI?  

 

A. No, Mr. Wallace was hired as an analyst. Mr. Wallace was a stay-

at-home dad in Illinois and his wife was in the military, and Mr. 

Wallace ran a Web site called SeeWhatYouShare.Com. 

Essentially, See What You Share, what he did was, he would 

search for files leaked or exposed on file-sharing networks and he 

would publish them on his Web site. Essentially, he was the first 

iteration of WikiLeaks, but he did it under the 

SeeWhatYouShare.com website.  

 

So an individual, Tom Sydnor, Thomas Sydnor who used to work 

at -- work with Senator Hatch in the Senate Judiciary, Tom Sydnor 

told me about this Richard Wallace and said, hey, you should talk 

to this guy because he's, you know, in the space that you're in 

where no one knows anything, he's doing some searches that may 

be of interest to you, and he said, he's a little different but you 

should talk to him.  

 

So we flew him to Pittsburgh, we met with him and then we 

offered him as a job as an analyst and that's how he started, as an 

analyst in our corporate business and that's what he started with a 

reporting structure of he reported to an individual by the name of 

Griffin Schultz who reported to the chief operating officer, Chris 

Gormley, who then reported to me.
121

 

 

* * * 

 

Q. At what point did Mr. Wallace's work transition from part time for 

the FBI and full time for the FBI?  

 

A. Mr. Wallace was very erratic in his time, so I'm not sure. 

Sometimes you'd see him; sometimes you wouldn't, in the 

office. And he was -- I'm not sure. It was mostly FBI work. 

Again, he didn't generate revenue so therefore it was hard for 

me to say, I couldn't tie it to revenue coming in so I didn't know, 

you know, what he was doing.  
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So he, you know, that's how that went. So, I mean, he was still 

working as an analyst, obviously, in 2008 and then he, like I said, 

he was doing both work and then it kind of transitioned out, 

probably closer to 2009, 2010.
122

 

 

Expanding on the assertion that Wallace did not generate revenue, Boback told the Committee 

that Wallace and personally received cash payments from the FBI as a confidential informant, 

while Tiversa did not receive any money as a result of Wallace’s FBI affiliation: 

 

Q. So Mr. Wallace worked with the FBI. It sounds like he was, at 

times, working in the business-to-government section. Is that fair?  

 

A. But we didn't have any contract with the FBI, so that's why I don't 

necessarily know where to put him. He was not a revenue 

generating [sic]. In fact, recently it's come to light that Mr. 

Wallace, it's our understanding that Mr. Wallace was receiving 

revenue from the FBI as a confidential informant, yet none of 

that money ever made it to Tiversa. So he was keeping that 

money, that cash that was being given to him, at a reported, as we 

were told a reported $1,000 per child pornography case that he 

gave to the FBI.
123

 

 

However, a former Tiversa employee told the Committee that Tiversa—or at least Boback—was 

compensated in cash for Mr. Wallace’s work with the FBI: 

 

Q. And do you know whether Tiversa received any compensation 

from the FBI for Mr. Wallace's work?  

 

A. Yeah. They were paid cash. I don't know how much. I recall 

one instance where there was a bag of cash on Molly Trunzo's 

desk, and it was apparently from the FBI.  
 

Q. As someone who was responsible, in part, for –  

 

A. About this much. [Estimating the size of the bag]. 

 

Q. -- overseeing financial controls at Tiversa, were you concerned that 

the FBI was paying the company in bags of cash?  

 

A. Yeah.  

 

Q. Did you raise those concerns with anyone at the company?  
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A. This was after my review of Mr. Becker. Yeah, I -- well, I'm trying 

to remember if I raised those concerns. I definitely raised the 

concerns during the arbitration hearing, you know, because I 

wasn't sure whether that was being recorded properly.  

 

The relationship with the FBI itself and how it was set up, I 

remember Griffin Schultz making a comment and me making a 

comment at the time as to how we thought it should be handled. 

And that was another instance of Mr. Boback lashing out at Mr. 

Schultz. I remember that.  

 

And that was on my -- actually, it was on my comments to Mr. 

Becker. I remember telling Mr. Becker about any cash and the FBI 

because I don't know that they were paying us at that time. I think 

it was just an initial, kind of, trial.
124

 

 

Gormley, the CFO, was apparently not made aware of the cash payments prior to seeing them on 

Trunzo’s desk, and could not say if the money was properly placed in an account. 

 

 Later in his transcribed interview, Boback contradicted himself in admitting that Tiversa 

had received a cash payment from the FBI, although he insisted the money went to Wallace: 

 

Q. But you don't have any specific information about anything that he 

downloaded?  

 

A. He's a confidential informant, and we didn't know. But as I 

mentioned before, early on Mr. Frankhouser talked to me about 

knowing that Rick Wallace was on Tiversa's payroll and 

downloading child pornography presumably for their prosecutions. 

He discussed paying Tiversa as a confidential informant, of which 

I think he did. I mean, he may have -- they may have paid us as a 

confidential informant a little bit. I could double check. I'm not 

positive. They may have paid us some money as a confidential 

informant. 

 

Q. So as you understand it, Tiversa is a confidential informant as 

opposed to Mr. Wallace, personally?  

 

A. I don't know how the FBI designates it, you would have to look. I 

know that it ultimately became Mr. Wallace. He said to me, he 

being Mr. Wallace, said to me, along the way that for work he has 

been doing with the FBI, he was owed some money, and he was 

owed so much as a confidential informant. It was like $1,000, or 

$2,000, or something like that.  
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And he said to me, would I mind if he took that as a bonus 

because he has been doing so much hard work for this. I said, 

no, I don't mind, meaning put the cash into the account at 

Tiversa as we always do, record it, because we wanted our 

revenue to come up, and then we will add the amount to your 

check with the proper withholdings, and that was the last time, 

thinking back, that was the last time I ever heard anything talked 

about money paid as any informant and it's my allegation that he 

continued to take that money, at a rate of roughly $1,000 per case, 

in cash and he took it. So I reported that to the authorities. 

 

Q. I see. And the FBI was paying Tiversa for the information that Mr. 

Wallace was providing, is that right; there was some kind of 

contract?  

 

A. No.  

 

[Att’y] No, he didn't say that.  

 

Q. Nothing?  

 

A. Nothing.  

 

Q. I'm sorry if I misunderstood.  

 

A. Yeah, no. It is my allegation that Mr. Wallace was paid by the 

FBI as a confidential informant, from monies that should have 

been directed through Tiversa because he was doing that 

under our direction and we were paying him a salary to do 

that, as I mentioned to you and he decided to take that money 

himself, which is larceny.
 125

 

 

In a separate instance, Boback described Wallace’s professional behavior as “normal” 

before launching into a tangent about how Wallace had a “revenge-based mentality”: 

 

Q. How often during the course of his employment at Tiversa, if you 

could describe it for us, was Mr. Wallace in the office? Was it 

daily?  

 

A. Yeah. I mean, he was in there like a normal employee, for the 

most part. I mean, he would come in and leave just normal.  

 

Q.  Earlier today you mentioned he worked from home a lot and you 

didn't really know what he was doing.  
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A. Well, he worked -- as I testified to, he told us that the best time to 

catch child pornographers was in the evening. So his working from 

home was over the night, like at nighttime.  

 

Q. Okay. So –  

 

[Discussion off the record.]  

 

[Att’y] If you could just be clear on that.  

 

A. So he would be in the office and then he would go home and 

search. I think that Mr. Wallace searched peer-to-peer quite a bit as 

a part of his normal -- it was almost like his ritual, if you will, for 

his life, to where he was always searching.  

 

Like he was always in front of a computer screen and always 

searching something, either online or searching peer-to-peer, 

whether it was at the office or whether it was at home. He was 

always – 

 

Q. Did you find that troubling?  

 

A. I work in tech. Everyone's a little bit different. So, I mean, we have 

-- in tech, you know, you have different personalities. He was no 

exception of a different personality.  

 

The downside of one of the things that you recognize is he had a 

very revenge-based mentality[.]
126

 

 

However, Boback described Wallace’s duties as much more expansive when the 

discussion turned to verifying the truth of his testimony before Congress.  Boback testified that 

Wallace was solely responsible for Boback’s testimony before this Committee in 2009.  Thus, 

according to Boback, any blame for inaccuracies in the testimony should fall on Wallace.  

Boback testified: 

 

Q. Did Tiversa employees identify the source of this information 

other than France? In other words, France got it from somewhere, 

so do you know where France got it from? Did Tiversa employees 

determine that? 

 

A. You're asking me to testify to what someone else did? I have no 

idea. I was provided information that I testified to, which I 

believed to be rue and correct, as I just testified to again.  
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Q. Yeah, no, no, I hear you. I'm just asking you if you know anything 

else about the facts underlying.  

 

A. I know that Mr. Wallace would have been doing this type of 

work and provided this information to me, which I then 

provided, believing it to be true and correct, to Congress.  

 

Q. Can you tell us with a little bit more specificity what the 

information Mr. Wallace provided to you was?  

 

A. Sure. Again, this was 5 years ago, but Mr. Wallace would have 

been responsible for discussing breached files; finding, 

downloading breached files; locating the location of where 

those files came from; and then, you know, articulating that to 

us. So, you know, producing that information, so therefore any 

information that I received regarding where a file came from, who 

was the disclosing source, the file itself all came from him.  

 

Q. And did he tell you those things?  

 

A. Yes.  

 

Q. The source?  

 

A. Yes.  

 

Q. The location, the specific location?  

 

A. Yes.
127

 

 

* * * 

 

Q. Just to clarify for us, my understanding -- and please correct me if 

I'm wrong, but my understanding from our earlier conversation 

was that, you know, Mr. Wallace was hired, you used the term 

charity with respect to him working at Tiversa. I understood 

that Mr. Wallace was working primarily on child exploitation 

or child pornography cases, did a lot of that work from home, 

and I believe you said you didn't really have a great idea of 

what he was doing a lot of the time. So the work that you 

testified to seems to fall outside the bounds of how you described 

Mr. Wallace's responsibilities at the company earlier. Could you 

help rectify that for us?  
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A. I don't think it needs rectification, but this -- maybe you 

misunderstood what we were saying. Mr. Wallace did do child 

pornography-type work with the FBI, to the best of my knowledge. 

Mr. Wallace, as I already testified to, was an analyst at 

Tiversa, which then would put him in this information. He also 

searched for, on his own, in the time when he was searching his 

child pornography and other things, he would come up with files. 

He would download files outside of our system, because, as I 

testified, our system was configured to look for a dynamic 

signature profile which was specific for each client, which does not 

just take everything. So therefore, Mr. Wallace would come up 

with random downloads that, again, because he managed to do the 

search from end to end, we were confined within a very confined 

space in the confines of our work product.  

 

Mr. Wallace could put whatever search in at any time. Clearly, as I 

testified to, I wouldn't have searched for U.S. nuclear information. 

However, Mr. Wallace apparently came up with this U.S. nuclear 

information, because, again, he could put whatever search in and 

see the outcome of it. So therefore, when he came to me and said, 

here, I have this, this is not through the course of our normal work 

of Fortune 500 clients. So therefore, he was putting whatever 

search in any time he wanted to then -- I'm assuming, because then 

he would come up and provide us these files, and then he also 

detailed where the file was -- where he downloaded it from. I had 

no reason to believe it wasn't true, and I testified to that 

accordingly.
128

 

 

Boback reverted again to describe Wallace’s role as minimal later in the interview.  He 

stated:  

 

Q. Have you hired anyone to replace Mr. Wallace's work as an analyst 

for Tiversa?  

 

A. No, he hasn't been an analyst for years, so he hasn't logged in for a 

long time. 

  

Q. I'm just -- I'm confused about this aspect of it, though. I can't get 

my head around it --  

 

A. Yeah, okay.  

 

Q. -- because is he doing work just for the FBI, or is he acting as an 

analyst? What -- I just -- sorry, I keep asking the same question. I 

want to understand, though.  
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A. Yeah, that's okay. He was not -- in my estimation he was not -- 

now, granted nobody watched him. Like on a daily basis, 

nobody would say, what is every minute of your day happening? 

So that was out.  But he was not an analyst. He was not sitting 

in what the analysts do for years.  

 

* * * 

 

There was never like one job, specifically that, that's all it was. He 

could be researching how to delete metadata or do something along 

those lines. He could be researching other cyber crimes. So he was 

kind of doing this mix hodgepodge of a bunch of different things.  

 

Q. But he wasn't doing work for Tiversa's other clients?  

 

A. Correct.
129

 

 

As noted above, multiple current and former employees described Boback and Wallace 

as exceedingly close, both at and outside of work.  To the Committee, however, Boback 

repeatedly characterized Wallace as a dangerous alcoholic.  Boback told the Committee that he 

was aware of Wallace’s poor performance and inappropriate behaviors but failed to terminate 

him for years, even though Tiversa had terminated numerous other employees during the same 

time period.   

 

When staff questioned Boback’s judgment in continuing to employ Wallace in the face of 

his purported poor performance and erratic behavior, Boback evaded questions with convoluted 

tangents about how unwell Wallace seemed or the dangers he allegedly posed.  He failed to 

address his own decision-making, instead highlighting at length Wallace’s destructive 

personality.   

 

F. Tiversa’s Unseemly Business Practices 

1. Tiversa used fearmongering tactics to generate business 
 

From its inception, Tiversa has marketed itself as a vital tool to be wielded against the 

“scary” and complex world of the peer-to-peer network.  Tiversa largely creates revenue through 

contracts with companies who desire cybersecurity services.  To build their brand and generate 

clientele, Tiversa uses fearmongering tactics by citing stories of the very most sensitive 

documents on the peer-to-peer falling into the hands of criminals and terrorists. 

 Sam Hopkins, the creator of Tiversa’s technology, gave the Committee examples of the 

type of information Tiversa had found on the peer-to-peer network.  He stated, “I didn’t want to 
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see the stuff, so I just stayed out of it all….There’s just scary stuff out there.”
130

  When asked to 

explain, Hopkins continued, “Yeah, I mean everyone knows of Snowden.  Tiversa has way more 

than he does and Tiversa has new information on everybody.”
131

   

Hopkins further described files he had seen during the course of his work with Tiversa: 

Q. Let's fast-forward to the discussion of the Marine One schematics. 

You said at one point that the Marine One schematics were, sort of, 

the least sensitive thing you've seen. Is that fair?  

 

A. I wouldn't say "least." You know --  

 

Q. One of the least.  

 

A. -- a tax return for somebody is probably the least, but definitely not 

the scariest. Scariest would be how to fly a 747 sitting in, you 

know, the hands of an Arab. You know, that was pretty scary. 

Q. And you've seen that on --  

A. Oh, yeah.  

 

Q. -- the peer-to-peer networks?  

 

A. Yeah. Or, you know, some guy collecting tons of explosive 

information from the military and also how to tow a boat into 

the harbor in the Pacific, you know. Or one of our -- or all of 

our bases in the South Pacific, all of their security cameras, 

exactly where all the gunners are and what the cameras can see 

and how to gain access, that's pretty scary.  
 

How to blow up every, you know, big city in America with 

improvised explosives and exactly what trash cans to stick 

them in and how to take out bridges, that's pretty scary. Space-

based laser stuff, that's pretty scary. Seeing China, Russia, 

Iran actually grabbing the stuff and seeing it transferred over 

to them, that was pretty scary.  

 

Q. So who created these documents?  

 

A. Government agencies. Defense contractors.  

 

Q. And these are all in the Tiversa data store?  

 

A. They're out on the peer-to-peer, and Tiversa has some of them. 

                                                 
130

 Hopkins Tr. at 26 (emphasis added). 
131

 Hopkins Tr. at 26 (emphasis added). 
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Q. But everything you just described, is that in the possession of 

Tiversa in its data store?  

 

A. That's where I've seen them, yeah. And, I mean, there's 

millions of files. I mean, it's everything -- I would not be 

shocked if everybody's information in this room is sitting out 

there, from your doctors and accountants and, you know, 

whatnot. It's out there.  

 

[Att’y] To be clear, when you say in possession of Tiversa, it's not 

exclusively in the possession of Tiversa. You got it off the Internet.  

 

A. Yeah, it's peer-to-peer. It's probably still out there, and anyone 

could go and grab it.  

 

Q. But at the time you viewed this information, it had been 

downloaded by Tiversa.  

 

A. Yeah.  

 

Q. Were these documents marked "classified," do you know?  

 

A. Oh, yeah. Tiversa is, and peer-to-peer in general, there's tons 

and tons of classified. And Tiversa turned over -- Tiversa was in 

the strange situation, not so much anymore, of that, you know, 

they had droves and droves of classified information on all the 

wars that were going on over in the Middle East. We could see 

what was happening every day, with all the stuff that was 

being leaked. And the government would come every once in a 

while and get it, and then, you know, it would just sort of 

disappear, you know[.]
132

 

 

 Hopkins statements about Tiversa routinely downloading classified information is at odds 

with what the Committee heard from Tim Hall.  Hall told the Committee that much of the 

information Tiversa provided to him while at NCIS was unclassified.
133

  Hall also stated that, 

since he began working for Tiversa, Tiversa had not determined that it was in the possession of a 

classified document.
134

 

Regardless of how often Tiversa actually downloaded classified information, however, 

their marketing tactics appear to have worked—Tiversa frequently received press regarding its 

account of the government security leaks.  When Hopkins was interviewed by CNET regarding 

Tiversa’s involvement in the Marine One leak, he stressed the wide-ranging nature of inadvertent 

leaks on the peer-to-peer, even designating it as “the biggest security problem of all time”: 

                                                 
132

 Hopkins Tr. at 97-99 (emphasis added). 
133

 Hall Tr. at 39-40. 
134

 Hall Tr. at 35. 
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Q. So your team concluded that the materials fell into the hands of 

Iran. Is it possible that other actors also are trying to take 

advantage of similar openings in the system?  

A. Heck yeah. Every nation does that. We see information flying out 

there to Iran, China, Syria, Qatar--you name it. There's so 

much out there that sometimes we can't keep up with it. 

Q. I would have assumed military contractors would use more secure 

networks to communicate. 

A.  Everybody uses (P2P). Everybody. We see classified information 

leaking all the time. When the Iraq war got started, we knew 

what U.S. troops were doing because G.I.'s who wanted to 

listen to music would install software on secure computers and 

it got compromised. 

Q. This is what your company specializes in, obviously, but what's 

your professional opinion about the extent of this sort of thing? 

A. This is the biggest security problem of all time. Coming from 

me, it sounds biased. But you can get 40,000 Social Security 

numbers out there at the drop of a hat. We've had people come 

into our data center and we've shown them things that are out 

there on P2P and they go away with their minds blown.
135

 

Various outlets portrayed Tiversa as partnering with federal authorities.  One outlet wrote, “By 

the end of [2004], Tiversa was working with the CIA, FBI, Homeland Security, and the U.S. 

Secret Service.”136  Regarding a WikiLeaks spreadsheet containing potential terrorist targets in 

California, another outlet wrote, “Asked to aid in the investigation of the leak by U.S. authorities 

that the company declined to identify, Tiversa found the spreadsheet was inadvertently exposed 

by a California state employee using a peer-to-peer network in August 2008, more than a year 

before WikiLeaks posted it.”137
 

Tiversa capitalized on this press in their presentations at various conferences and to 

potential clients. 

2. Tiversa systematically mined for files for “potential” clients as a 
solicitation tactic. 

 

                                                 
135

 Charles Cooper, Q&A: Tiversa Co-founder Talks About P2P Leak, CNet (Mar. 1, 2009), available at 

http://www.cnet.com/news/q-a-tiversa-co-founder-talks-about-p2p-leak/ (emphasis added). 
136

 John Foley, Your Data And The P2P Peril, InformationWeek (Mar. 13, 2008), available at 

http://www.informationweek.com/your-data-and-the-p2p-peril/d/d-id/1065643?page_number=2.  The Committee 

found many of Tiversa’s claims regarding its relationships with federal agencies to be greatly overstated. 
137

 Michael Rile, WikiLeaks May Have Exploited Music Networks to Get Data, Bloomberg (Jan. 20, 2011), available 

at http://www.bloomberg.com/news/2011-01-20/wikileaks-may-have-exploited-music-photo-networks-to-get-

classified-data.html. 
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 A whistleblower told the Committee that Tiversa kept dossiers of information on various 

companies and executives in an attempt to garner new business.  According to the whistleblower, 

Boback even went so far as to create false documents containing large amounts of sensitive 

information he obtained through his improper use of a law enforcement database to trick 

potential clients into purchasing Tiversa’s services. 

 As a matter of practice, Tiversa contacted companies whose documents it found on the 

peer-to-peer network.  Tiversa did so under what it called a “duty of care” policy.  However, 

Tiversa held back critical information from companies whose documents were actually exposed 

in order to force them to purchase Tiversa’s services.  

When asked whether Tiversa contacted non-client companies about documents actually 

exposed on the peer-to-peer network, Boback told the Committee that it did not—that Tiversa 

only searched the data store for potential clients that had a relationship with Tiversa.  He then 

admitted that Tiversa did in fact “cold call” new clients with documents found on the peer-to-

peer network, but stated that it was not a “routine practice.”  He testified: 

Q. Can you describe circumstances in which you would mine the data 

store for a potential client?  

 

A. If the client -- if we know we are -- if we were contacted or we 

have some relationship with a certain client and we know we 

are going to see that client.  Prospective clients, yes, prospective 

clients and the prospectives, it usually starts with a phone call with 

a prospective client, as any prospective client would start, you have 

a phone call with the client. You explain to them about the risks of 

file sharing, the risks of, you know, what this is, and how 

information can get out this way.  

 

Most people don't understand it, and they say, can you give me an 

example, so we go into the data store, not into Eagle Vision. We go 

into the data store and we usually prepare an example sheet of 

whatever we have in the data store without looking for it; 

providing that example –  

Q. Have you ever contacted a potential client after mining the 

data store for information concerning that potential client?  

 

A. I think I -- you lost me there.  

 

Q. Absolutely. Have you ever looked in the data store for 

information, found information, and then contacted a potential 

client?  
 

[Att’y] He can't answer. I'm not sure I'm following you. So company 

X, we want to get them. Let's look for stuff on company X. We 

call company X?  
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Q. Correct.  

 

[Att’y] Okay, do you follow that?  

 

A. Yes. No, I don't believe so. We may have, but I don't believe so. 

It is not a routine practice by any means.
138

 

 

 The Committee found, however, that Tiversa routinely “cold called” clients with 

documents found on the peer-to-peer network.  Under the company’s “duty of care” policy, 

Tagliaferri regularly called businesses to alert them to exposed documents.  In fact, Tagliaferri 

called companies nearly every day at some points of his employment with Tiversa.
139

  The 

Committee also spoke with numerous companies that Tiversa contacted seemingly out of the 

blue about documents it found on the peer-to-peer network.  Documents obtained by the 

Committee further reveal that Tiversa contacted MetLife, NetXert, Open Door, and LabMD 

regarding use of their services. 

 

                                                 
138

 Boback Tr. at 146-47 (emphasis added). 
139

 Id. at 132. 
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“It seems Traversa [sic] solicits business by 

scanning files online, and bringing them to 

the company’s attention.”  

RX 644

LABMD_SUPP_PROD 0800



EMBARGOED UNTIL AFTER THE TESTIMONY OF RICHARD WALLACE  

46 

 

 

“a few days ago Netxert received a phone call 

from an agent of Tiversa, Inc.“ 

“Tiversa offered to disclose this 

information, investigate the 

source of the breach and take 

remedial steps if Netxert agreed 

to retain Tiversa’s services at 

$495/hour.”  
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3. Boback Misrepresented Howard Schmidt’s Role in Generating 
Business Contacts for Tiversa 

 

Tiversa boasts an impressive board of advisors, a corporate governing body separate of 

the board of directors.  The members of the advisory board include Howard Schmidt, General 

Wesley Clark, Maynard Webb, Larry Ponemon, Michael Dearing, Thomas Keevan, Lynn Reedy, 

and Patrick Gross.
140

  The board purportedly provides “business” and “strategic guidance” to 

Tiversa.
141

  Joel Adams praised the involvement of Tiversa’s board.  He stated, “Some 

companies use advisory boards as window dressing…The interaction is minimal, and that type of 

board isn’t worth much.  Tiversa has been able to get its advisers to interact, to participate.  

When they walk about of a board meeting, they have to-do lists.”
142

  Contrary to Adams’ 

praise, however, according to Boback the advisory board met only once, in January 2006. 
143

  

Instead, Tiversa appears to use the advisory board primarily to solicit clientele.  In a 

bulletin published by Morgan Lewis & Bockius, Boback stated, “when we considered advisers, 

we asked ourselves, ‘Who can provide instructions?  Whose credibility can we leverage to get 

where we need to be?’”
144

  The article goes on to note, “Tiversa added the other [advisors], who 

became stepping stones to clients… and more.”
145

 

Howard Schmidt serves on Tiversa’s board of advisors. During his tenure as advisory 

board member, he was appointed as the White House Cybersecurity Coordinator under President 

Obama.
146

   Upon his appointment, Schmidt put the options he received from Tiversa into a blind 

trust.  When asked by the Committee about Schmidt’s role at Tiversa, Boback expressly denied 

that Schmidt helped generate business or introduce clients:  

Q. Did Mr. Schmidt help generate any business for Tiversa? 

A. I don’t believe so. 

Q. Did Mr. Schmidt introduce you or anyone else at Tiversa to 

potential clients? 

A. No.
 147

 

Contrary to Boback’s statement, the Committee has received extensive e-mail 

correspondence between Boback and Schmidt, where Schmidt systematically introduces Boback 

                                                 
140

 Tiversa Advisory Board, Tiversa, available at http://tiversa.com/about/advisors.html. 
141

 Boback Tr. at 28. 
142

 Evan Pattak, Build a Better Board: See How a Solid Board of Directors Can Poise a Company for Success 9, 

Getting It Done II, available at 

http://www.morganlewis.com/pubs/GettingItDone2BuildABetterBoard_TEQ2007i5.pdf   (emphasis added) 

[hereinafter Pattack]. 
143

 Boback Tr. at 29. 
144

 Pattack at 8.. 
145

 Id. (ellipsis in original). 
146

 Macon Phillips, Introducing the New Cybersecurity Coordinator, The White House Blog (Dec. 22, 2009) 

http://www.whitehouse.gov/blog/2009/12/22/introducing-new-cybersecurity-coordinator. 
147

 Boback Tr. at 41. 
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to potential clients and media contacts.  In one e-mail to Schmidt, Boback praised him as “a 

lightning rod for business”:
 148

 

 

Tiversa played in active role in ensuring Schmidt could be an effective advocate.  Chris 

Gormley, copying Boback, gave Schmidt explicit talking points on Tiversa’s business model:
149

 

                                                 
148

 TIVERSA-OGR-0017729. 
149

 TIVERSA-OGR-0017719. 

“[Y]ou are clearly a lightning rod for business.  I was (and am) 

extremely impressed by your extensive resume and experience 

which is what lead us to contact you for the advisor position.” 
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Schmidt used these talking points to introduce Boback to potential clients.  In June 2006, for 

example, Schmidt introduced Boback to FAA officials:
150

 

 

                                                 
150

 TIVERSA-OGR-0017696. 

“I have been working with Tiversa and thought that you would 

find the information that they have found on the P2P networks is 

unreal… 

To that end, I would like to introduce you to Bob Boback…” 

“Howard, Thank you for highlighting the 

problems we’re addressing in your talks over 

the next six days.  I’ve attached some 

information that may help you on Monday…” 
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During the same time, Schmidt introduced Boback to Paypal officials, joking that he hoped 

Paypal would not hold Schmidt’s affiliation against Tiversa:
151

 

 

 

 

  

Schmidt also approached Merrill Lynch on behalf of Tiversa, after Boback told him he had 

unsuccessfully tried to solicit the company:
152

 

 

 

                                                 
151

 TIVERSA-OGR-0017697. 
152

 second TIVERSA-OGR-0017740 

“I would like to introduce you to Bob Boback… 

During a recent call I had with Bob we were talking about 

the widespread issues around data leakage issues… and he 

mentioned that there were a number of PayPal related 

things that his folks had found.” 

 

“For full disclosure, I am their advisory board but 

hopefully you will not hold that against them. ” 
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Tiversa also leveraged Schmidt’s reputation for publicity.  Schmidt contacted news outlets on 

Tiversa’s behalf:
153

 

 

 
 

                                                 
153

 TIVERSA-OGR-0017729 

“We have made initial contact but have been stopped 

by a mid level IT individual… Any assistance that you can 

lend would be much appreciated.” 

“(IN CONFIDENCE) I am working with them taking 

a look at their security program… I will talk with 

[ML official] who has engaged me.”  

“I would like to introduce you to each other o see what you can work out.” 
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 The Committee found that, contrary to Boback’s statements about Schmidt’s role at 

Tiversa, Schmidt actively sought out contracts and potential clients for the company.  This is yet 

another example of Boback providing false information during the course of this investigation. 

4. Boback Misrepresented Information about Tiversa’s Capabilities to 
Clients 

 

 According to a former Tiversa employee, Boback had a propensity to exaggerate, or even  

lie at times.  Gormley stated, “the perception at least from what I remember internally was that 

there was a tendency to exaggerate or at least misrepresent… what was going on at the time.”
154

  

Specifically, the feeling among some employees was that Boback’s statements were “60 percent, 

you know, bullshit; 30 percent not true; and 10 percent truth, I guess, as far as like a 

representation of the facts.”
155

 

 

 Gormley recalled a specific instance in which Boback misrepresented facts in meeting 

with a client: 

 

Q. When you say "third parties," do you mean potential clients?  

 

A. I remember the incidents. I mean, one was an existing investor, a 

limited partner within Adams Capital, came into the meeting, into 

a discussion, and the number of employees and the revenues of 

our companies were overstated at the time.  

 

The other was, well, to General Wesley Clark and Yahoo around 

whether we were profitable or not. And, again, you know, at the 

time, we were profitable for one quarter, but we weren't profitable 

for an entire year. I looked at that as misrepresenting that we're 

profitable, but you could argue that we were profitable for one 

quarter.  

 

There were also too many employees attributed to a potential 

acquirer named SecureWorks. That was later corrected, of course, 

in diligence, because you know how many employees you have, 

right?  

 

And those are some of the incidences I remember. And then -- so 

those are some -- I'm just trying to remember some of the other 

major areas. 

  

Q. Sir, did you ever confront Mr. Boback about these 

misrepresentations?  

 

                                                 
154

 Gormley Tr. at 131-32. 
155

 Id. at 131, 136. 
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A. Yeah, I mean, I told him, you can't do that, they're going to -- 

particularly in the case of potential acquirers, they're going to find 

out. I mean, let's not say that. We lose credibility in those 

instances.  

 

The case of this limited partner, the individual on the other end of 

the table was someone who friends of mine knew, so I felt 

personally at odds.  

 

Q. And this is the gentleman from Adams Capital?  

 

A. No, it's a limited partner, who was an investor in Adams Capital 

that came in to see essentially what Adams Capital was investing 

in. So, I mean, to me, the risks there were lower, because they had 

already invested. But we can't not state -- now, again, there's all 

different ways of viewing this. I mean, are you counting every 

single part-time potential person? Are you counting -- I mean, but 

I recall it being an order of magnitude different; it wasn't close.  

 

So that was one incidence -- set of instances that I remember.
156

 

In another instance, Boback represented to a potential client that he had a close personal 

relationship with the FBI, implying retaliatory action if the client did not take action: 

 

[I]n the discussion, Bob mentioned very lightly, but it stood out that 

he knows people at the local FBI office. And the veiled implication 

was that continue with monitoring, or else that FBI office might get 

wind of this.
157

 

 

 During the course of its investigation, the Committee routinely found that it could not 

take information provided by Tiversa at face value—and statements made by former employees 

indicate that clients and potential clients could not do the same.  The Committee found that 

Boback’s statements about Tiversa’s technological capabilities simply did not match what it 

found in the documents and testimony, Boback created a hostile work environment, withheld the 

nature of his relationship with Richard Wallace from the Committee, and created a culture at 

Tiversa based on a series of unseemly business practices.  The Committee found that information 

provided by Tiversa—such as that on the Marine One leak—not only could not be verified, but 

at times appeared to be outright false.  Given all the Committee has learned about Boback and 

Tiversa, the extent of its relationship with the Federal Trade Commission is extremely 

concerning. 

V. Tiversa’s Relationship with the Federal Trade Commission 
 

                                                 
156

 Id. at 27-29 (emphasis added). 
157

 Gormley Tr. at 132-33 (emphasis added). 
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Tiversa’s interactions with the FTC raise questions about the propriety of the 

relationship.  Both Tiversa and the FTC have characterized the relationship as nominal.  

Overwhelming evidence produced to the Committee, however, demonstrates mutually-beneficial 

collaboration, wherein the FTC obtained information validated its regulatory authority, and 

Tiversa gained an ally in a powerful federal agency that provided actionable information that it 

exploited for monetary gain.  Unfortunately, this relationship existed at the expense of good 

government. 

 

The FTC accepted information from Tiversa through a shell organization without 

questioning the motives or reason for the third party, or, significantly, the veracity of the 

underlying information.  The FTC’s motives for blindly accepting this information are unclear.   

 

In addition, Tiversa’s involvement with LabMD, a medical testing laboratory based in 

Atlanta, Georgia, raises questions.   Not only does LabMD’s story offer a case study illustrating 

Tiversa’s coercive business practices and relationship with the FTC, but information the 

Committee obtained shows that Boback lied about material information in the case, which 

ultimately led to the shuttering of LabMD. 

 

According to a whistleblower, Tiversa withheld from the FTC information about its 

clients that had data breaches while providing information for companies that rejected the offer 

to buy Tiversa’s services. According to the whistleblower, the FTC blindly trusted Tiversa’s data 

and took only nominal steps to verify the information before embarking on the dissemination of 

warning letters and enforcement actions.  Documents provided by the Federal Trade Commission 

also indicate the limited steps taken to verify information provided by Tiversa. 

A. Tiversa misrepresented the extent of its relationship with the FTC to 
the Committee 
 

On July 9, 2009, weeks before Tiversa testified before this Committee for the second 

time, the FTC sent a civil investigative demand to an entity Tiversa created called the Privacy 

Institute.
158

  Tiversa responded promptly, passing documents and information about peer-to-peer 

breaches at nearly 100 companies through the Privacy Institute, which the Committee learned 

was created for the sole purpose of funneling information to the FTC pursuant to the CID.  When 

the Committee asked Boback about Tiversa’s relationship with the FTC, however, he painted a 

picture of a government agency bullying a small company.  He testified:  

 

We wanted to create separation, as we felt we were being bullied by the 

FTC into having to provide information to—a small company having to be 

forced to provide information.  

 

Because in July of 2009, I testified before this committee and then I 

was bullied by the FTC the very following month, in my opinion, in 

providing that information.
159

 

                                                 
158

 Letter from Reginald Brown, Att’y, Tiversa to Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov’t 

Reform (July 22, 2014). 
159

 Boback Tr., at 43 (emphasis added). 
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Boback reiterated this sentiment by stating: 

 

And we felt -- frankly, as I mentioned, we felt bullied or trapped to 

where we were saying I had no choice but to comply with something 

that was no benefit to Tiversa, was time-consuming, was costly to a 

small company, kind of like I feel today.
160

 

 

Boback asserted that Tiversa “denied” the FTC’s request for information, and, under threat of a 

civil investigation demand (CID), Tiversa was compelled to provide information to the FTC.
161

   

 

Consistent with his stated reluctance to cooperate with the agency, Boback described his 

contacts with the FTC as very limited.  He testified he only knew one person at the FTC—Alain 

Sheer—and that he only interacted with Sheer on four occasions.
162

   According to Boback, 

Sheer contacted him after the July 2009 Oversight hearing to set up a visit to Tiversa.
163

  A 

second contact occurred when Sheer visited Tiversa in August 2009.  Boback testified about the 

FTC’s visit to Tiversa: 

 

So he came to Tiversa. They looked in our data center. They went in and 

said, "We'd like to talk about having" -- we met in our conference room 

and they said, "We'd like to talk about getting the copies of the 

information that you provided to House Oversight."  

 

They went into our data center to look at it. And he said, "I want these 

copy" -- "I need these printed out for us. I need these sent to us."  And we 

said, "We don't send any information from our data center. Our data store 

is our data store. That is sacrosanct to us. So that's it."  And they said, 

"Well, we're going to need to get this information, and we can use the 

CID, if necessary."  We didn't know what a CID was.  He said, "Civil 

investigative demand, similar to a subpoena. We're going to get the 

information."  And we went, "Oh, no."
164

 

 

Yet, by the time this meeting took place in August 2009, Tiversa had already received the CID.  

It is unclear why the FTC would threaten Tiversa with a CID a month after the CID was issued 

to the Privacy Institute.   

 

Boback met with Sheer for the third time in Washington, D.C., after the Privacy Institute 

responded to the FTC’s CID with information it in turn obtained from Tiversa.
165

  Then, 

                                                 
160

 Id. at 218 (emphasis added). 
161

 Id. at 43. 
162

 Id. at 188 (Q: “What other attorneys at the FTC, besides Mr. Sheer, have you interacted with?” A: “There were 

two other attorneys at my deposition in November, but I don’t recall their names… I don’t know anyone at the—the 

only person I ‘know’ at the FTC is Mr. Sheer.”). 
163

 Id. at 184-85. 
164

 Id. at 185-186. 
165

 186.  As discussed below, representatives of the FTC do not recall meeting with Boback in Washington, D.C.  It 

is not clear whether or not this meeting actually took place. 
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according to Boback, he did not have contact with Sheer until Sheer took his deposition in 

November 2013.
166

  The fourth meeting occurred in June 2014—just before the Committee 

interviewed Boback.
167

 

 

B. The FTC misrepresented the extent of its relationship with Tiversa to 
the Committee. 

 

 The FTC told the Committee that it had limited contact with Tiversa.  Representatives 

from the Division of Privacy and Identity Protection of the Bureau of Consumer Protection told 

the Committee that the FTC first contacted Tiversa around the time of the July 2009 hearing.
168

  

FTC officials stated they found Tiversa to be a credible source of information, in large part, 

because of Boback’s previous testimony before the House Oversight Committee.
169

   

 

According to the FTC, after Tiversa sent the information responsive to the CID through 

the Privacy Institute, all subsequent contacts with Tiversa took the form of clarifying questions 

about the information provided by Tiversa.
170

  Alain Sheer and Kristen Cohen made these 

calls.
171

  As described above, FTC officials also recalled a meeting at Tiversa’s offices in 2009, 

although they could not remember the details.
172

  FTC officials did not recall any other meetings 

with Tiversa.  Sheer in particular did not recall meeting with Tiversa in Washington, D.C.
173

 

 

E-mails produced to the Committee—including from entities other than Tiversa—show a 

much more cooperative relationship between Tiversa and the FTC.  Contrary to the assertions 

Boback made during his transcribed interview as well as those FTC officials made, documents 

show Tiversa’s relationship with the FTC began in the fall of 2007.  In October 2007, Boback 

participated in a conference call with FTC officials.
174

  In December 2007, Boback provided 

documents to the FTC.
175

  In June 2008, FTC attorney Carl Settlemyer thanked Boback for his 

“cooperation and insights into the area of inadvertent file sharing over P2P networks,” and 

notified him that “confidential” information Tiversa provided to the FTC related to earlier 

Committee hearings on P2P networks would be produced to the Oversight Committee.
176

  In 

                                                 
166

 Id. 
167

 Id. 
168

 Briefing by FTC officials to H. Comm. on Oversight & Gov’t Reform Staff (Sept. 9, 2014) [hereinafter FTC 

Briefing]. 
169

 Id. 
170

 Id. 
171

 Id. 
172

 Id. 
173

 Id. 
174

 E-mail from Robert Boback to Carl Settlemyer, Att’y, Fed. Trade Comm’n (Oct. 22, 2007 3:25 p.m.) [TIVERSA-

OGR-0000071]; GoToMeeting Invitation—FTC Meeting 10:30 a.m. to 11:30 a.m. 
175

 E-mail from Robert Boback, CEO, Tiversa to Carl Settlemyer, Att’y, Fed. Trade Comm’n (Dec. 19, 2007 3:08 

p.m.)[TIVERSA-OGR-0000065]; E-mail from Carl Settlemyer, Att’y, Fed. Trade Comm’n (June 25, 2008 12:13 

p.m.) [TIVERSA-OGR-0000063]. 
176

 E-mail from Carl Settlemyer to Robert Boback (June 25, 2008 12:13 p.m.) [TIVERSA-OGR-0000063] (attached 

letter from Carl Settlemyer, Att’y, Fed. Trade Comm’n, to Robert Boback (June 25, 2008) [TIVERSA-OGR-

0000064]). 
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March 2009, Boback again participated in a conference call with the FTC.
177

   Days later, 

Boback bragged about the call:
 178

 

 

 
 

Personnel from the FTC’s Division of Privacy and Identity Protection told the Committee that 

Tiversa’s contacts with the FTC prior to the July 2009 hearing took place with a different 

division of the FTC.
179

  Yet, Alain Sheer was included on e-mails with Boback requesting 

information about a recent Tiversa press release and scheduling the March 5, 2009, conference 

call
180

—the same call that Boback boasted about days later. 

 

Tiversa’s phone records are also telling of the company’s relationship with the FTC.  

They indicate that Tiversa employees placed two phone calls to FTC attorney Laura Vandruff in 

June 2008, and that in the four months leading up to the July 2009 Oversight Committee hearing, 

Tiversa employees called Alain Sheer at his FTC office on 21 occasions.
181

  Documents show 

that Boback was one of the FTC’s main contacts at Tiversa prior to July 2009. 

 

Regular phone calls between Tiversa and the FTC took place between August 2009, 

when Tiversa provided information to the FTC, and January 19, 2010, when the FTC sent letters 

to nearly all of the companies Tiversa turned over to the FTC.  During these months, Tiversa 

                                                 
177

 E-mail from Robert Boback to Carl Settlemyer, Att’y, Fed. Trade Comm’n (Mar. 4, 2009 1:55 p.m.) [TIVERSA-

OGR-0000052]. 
178

E-mail from Robert Boback to Todd Davis, CEO of LifeLock, and Eric Kline (Mar. 9, 2009 8:59 a.m.) [LLOCK-

OGR-000147].  Tiversa failed to produce this email to the Committee. 
179

 FTC Briefing. 
180

 See e-mail from Carl Settlemyer, Att’y, Fed. Trade Comm’n, to Robert Boback, CEO, Tiversa, Stacey Ferguson, 

Alain Sheer, & Richard Quaresima, Fed. Trade Comm’n (Mar. 4, 2009 5:25 p.m.) [TIVERSA-OGR-0000052-54]. 
181

 Consolidated Comm’ns, Invoice P7249409030020070816TIVERSA_INC [hereinafter Tiversa Phone Records]. 

RX 644

LABMD_SUPP_PROD 0812



EMBARGOED UNTIL AFTER THE TESTIMONY OF RICHARD WALLACE  

58 

 

employees called Alain Sheer 34 times.
182

  The FTC represented to the Committee that only a 

handful of phone calls ever took place.  Tiversa also represented to the Committee that the 

relationship between Tiversa and the FTC was nominal, and produced few documents indicating 

any ongoing contract with the FTC after July 2009, let alone this many interactions.  The phone 

records stand in stark contrast to this assessment.   

 

As discussed below, Tiversa used its advanced knowledge of FTC regulatory actions for 

its own commercial gain.  

C. The FTC failed to question Tiversa’s creation of a dubious shell 
organization, the Privacy Institute, to funnel information to the FTC 

  

Despite the friendly relationship between Tiversa and the FTC, Tiversa asked the FTC to 

accept documents from a company it created for the sole purpose of responding to the FTC—the 

Privacy Institute.  The certificate of incorporation was filed in Delaware on June 3, 2009.
183

  

Boback testified about Tiversa’s purpose in creating the Privacy Institute:  

 

Q. Mr. Boback, what is The Privacy Institute?  

 

A. Privacy Institute is an organization our lawyers set up.  

 

Q. For what purpose?  

 

A. Well, was it originally? I mean, it was –  

 

Q. For what purpose was it set up?  

 

A. Right. It was set up to provide some separation from Tiversa from 

getting a civil investigative demand at Tiversa, primarily. And, 

secondarily, it was going to be used as a nonprofit, potentially, but 

it never did manifest.
184

 

 
* * * 

 

                                                 
182

 Id. 
183

 Sec’y of State, State of Del., Div. of Corps., Certificate of Incorporation, No. 4694728 (June 3, 2009) . 

[hereinafter Certificate of Incorporation].  The Privacy Institute was dissolved on June 18, 2013.  On the certificate 

of dissolution, the address for Brian Tarquinio is that of Boback’s uncle.  In a deposition taken just days after the 

Committee’s transcribed interview, Boback testified that he did not know why his uncle’s address was used on the 

certificate of dissolution.  Deposition of Robert Boback, In the matter of LabMD, No. 9357 (June 7, 2014) at 38.  

Tarquinio also testified that he did not know why the address of Boback’s uncle was listed as his own on this 

document.  Tarquinio Tr. at 23-24.  Upon learning this information, the Committee asked Boback why the address 

of his uncle was used on this document.  Letter from Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov’t 

Reform, to Robert Boback, CEO, Tiversa (June 23, 2014).  One month later, Boback, through his counsel, answered 

that he did not recall.  Letter from Reginald Brown, Att’y, Tiversa, to Hon. Darrell Issa, Chairman, H. Comm. on 

Oversight & Gov’t Reform (July 23, 2014).   
184

 Boback Tr., at 42. 
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A.  I don't know if it was their idea or our idea. We wanted to create 

separation, as we felt we were being bullied by the FTC into 

having to provide information to -- a small company having to be 

forced to provide information. 

 

Because in July of 2009, I testified before this committee and then 

I was bullied by the FTC the very following month, in my opinion, 

in providing that information.  

 

When we denied providing them information, all of a sudden we 

were told that, "You have no -- you have no right to deny it, and 

here's a civil investigative demand that is coming for this."  

 

And we talked to them and said, "We are in acquisition talks at 

Tiversa and the last thing we want to have is some Federal 

subpoena or civil investigative demand coming to us."  

So our lawyers, in talking to the FTC, they said, "Fine. We'll send 

this civil investigative demand to this other company, this Privacy 

Institute, and do it that way."
185

 

 

In the same interview, Boback stressed again that the “singular purpose” of the Privacy Institute 

was to maintain distance between Tiversa and the FTC’s CID.  Boback stated: 

 

Q. How would you describe the relationship between the Privacy 

Institute and Tiversa?  

 

A. It was one singular purpose that was to make sure or try to do 

whatever we could so that the FTC did not send a CID, the civil 

investigative demand, to Tiversa. And that was the only option that 

our attorneys came up with and the FTC was okay with. So -- or, I 

don't know if they were okay with it. If they were okay with it, 

they did it.
186

 

 

Boback asked Brian Tarquinio, his financial advisor, to be the President of the Privacy 

Institute.  Tarquinio accepted the requested as a “favor” to Boback.
187

  Tarquinio had a different 

understanding of the purpose of the Privacy Institute.  Tarquinio stated:  

 

Q. Could you describe for us what the Privacy Institute is?  

 

A. I don't think it's anything at this point.  

 

Q. How about what it was?  

                                                 
185

 Id. at 43. 
186

 Id. at 48. 
187

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Brian Tarquinio (Sept. 5, 2014), at 57 

[hereinafter Tarquinio Tr.]. 
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A. Sure. To my best recollection, it was an entity that was 

established to take bids for either part or all of Tiversa if a 

company wanted to purchase them.
188

 

 

* * * 

 

A. Sure. My recollection is it was set up because at the time there 

were companies that were interested in potentially purchasing 

Tiversa, and it would be a separate entity to take those bids.
189

  

 

Tarquinio’s understanding of the purpose of the Privacy Institute came directly from Boback: 

 

[Att’y] Why don't you just explain how it came to your attention, what 

your involvement was, and then they'll have follow-ups.  

 

A. Sure. Mr. Boback came to me and said, we have a company, and at 

the time I believe it was LifeLock, who was interested in 

purchasing, you know, some part of Tiversa, which I was aware of. 

And he said, we want to create an entity separate from Tiversa 

to accept those bids, so it is not on our corporate side of 

everything. We would like to see if you would be, you know, the 

head of the Privacy Institute. And as a friend, it seemed pretty 

reasonable. I said to him, sure, if I get approval [from my 

employer], fine, glad to.
190

 

 

According to Tarquinio, Boback did not inform Tarquinio that the Privacy Institute was 

set up to transmit information to the FTC.  In fact, Boback did not even mention the involvement 

of the FTC to Tarquinio.  Tarquinio stated:  
 

Q. Concurrent with your involvement in the Privacy Institute, were 

you told that the creation of the Privacy Institute had anything to 

do with the FTC's interactions with Tiversa?  

 

A. At that time, no. I had no knowledge of the FTC's interaction with 

Tiversa.
191

  

 

Tarquinio had no knowledge that the Privacy Institute had ever transmitted information to any 

government entity,
192

 and only recently learned of the Privacy Institute’s connection to the FTC:  
 

                                                 
188

 Id. at 16. 
189

 Id. at 17. 
190

 Id. at 20. 
191

 Id. at 21. 
192

 Id. at 22. 
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Q. At what point in time did you learn that the Privacy Institute was 

somehow connected to the FTC? Was it during the course of your 

preparation for today?  

 

A. Yes, ma'am.
193

  

 

Tarquinio’s testimony contradicts Boback’s explanation of the Privacy Institute’s creation, and 

raises questions regarding the true purpose and activities of the Institute, which remain unknown.  

 

Regardless of the reasons that Boback created the Privacy Institute, it is not in dispute 

that Tiversa used the Privacy Institute to send information to the FTC.  The FTC did not question 

Tiversa’s use of the Privacy Institute, and did not know that the Privacy Institute was set up 

solely to respond to the FTC’s request for information.
194

  FTC officials clearly knew that the 

information was, in fact, coming from Tiversa, despite the use of the Privacy Institute.
195

  The 

FTC admitted that the use of Tiversa’s information was unusual relative to standard agency 

operating procedures for enforcement measures.
196

 

 

FTC officials relied heavily on Tiversa’s “credible” reputation in “self-verifying” the 

produced information.
197

  The FTC explained to the Committee the steps it took in “self-

verifying” the information: 

 

 Tiversa, through the Privacy Institute, certified the information provided under 

penalty of perjury. 

 

 FTC employees looked up the IP addresses provided by Tiversa to determine if 

the IP address was affiliated with the company. 

 

 FTC employees looked at the metadata of the documents, when provided, to 

determine the author or the document. 

 

 FTC employees performed “some” searches on the peer-to-peer networks, both 

for company names and specific documents.  The FTC independently found only 

one of the files Tiversa submitted on the peer-to-peer network.
198

 

 

Ultimately, outside of some minimal work verifying IP addresses and looking at 

metadata, the FTC relied entirely on the list of companies and documents Tiversa provided.  Of 

the 88 companies Tiversa submitted to the FTC, the agency sent warning letters to 63 companies, 

and opened investigations into 9 companies.
199

  The FTC also issued a press release on the letters 

                                                 
193

 Id. at 22-23. 
194

 FTC Briefing. 
195

 Id.  
196

 Id. 
197

 Id. 
198

 Id. 
199

 [FTC_PROD16732-16964]. 
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and received considerable media exposure for its new work related to data security. According to 

the FTC, this was the only time it obtained information from Tiversa.  

 

The FTC further explained that it only needs “reason to believe” that a company is failing 

to adhere to appropriate data security standards before sending a warning letter or issuing a 

complaint.  The agency was comfortable with the extent of the “self-verifying” steps it took 

before sending warning letters and opening investigations into nearly 100 companies. The FTC 

categorically denied to the Committee that it gave Tiversa notice that it would be using the 

information in letters to companies.  Documents the Committee obtained during the course of 

this investigation suggest otherwise.   

D. Tiversa manipulated advanced, non-public, knowledge of FTC 
regulatory actions for profit 

 

Tiversa had advanced knowledge that the FTC intended to pursue regulatory actions 

against many of the companies it turned over to the Privacy Institute in response to the CID.  

FTC officials maintained to the Committee that no one at the FTC provided advance information 

of the January 2010 regulatory actions to Tiversa.
200

 Tiversa did not produce the overwhelming 

majority of the documents indicating Tiversa’s intention to profit off the FTC’s actions.  Tiversa 

failed to produce these documents despite the fact that they were clearly responsive to both the 

original subpoena, and the search terms provided by Committee staff.
201

  The Committee 

obtained these documents from other sources.   

 

Armed with non-public knowledge of these impending actions, Tiversa maneuvered to 

position itself to profit from the FTC’s actions.  In the fall of 2009, Boback began working with 

LifeLock, a major partner of Tiversa and Tiversa’s largest source of income, to send letters to the 

companies that would be contacted by the FTC—the very companies that Tiversa turned over to 

the FTC.  In October 2009, Boback e-mailed senior LifeLock executives about the impending 

FTC investigations:
202

 

 

                                                 
200

 FTC Briefing.. 
201

 Subpoena from H. Comm on Oversight & Gov’t Reform to Tiversa, Inc. (June 3, 2014).  The subpoena requires 

production of “all documents and communications referring or relating to work Tiversa, Inc. performed for the 

Federal Trade Commission.  Id.  The Committee further provided the search terms “FTC” and “Federal /2 trade /2 

commission”. 
202

 E-mail from Robert Boback to Mike Prusinski, Todd Davis, and Clarissa Cerda (Oct. 26, 2009 7:37 a.m.) 

[LLOCK-OGR-0002009]. 
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The “100 or so companies that have breached consumers [sic] information via P2P” were the 

same companies that Tiversa itself reported to the FTC.  Boback further explained that the 

Washington Post planned to “shame” companies into addressing the problem, and that the 

upcoming FTC investigations presented a unique opportunity for LifeLock and Tiversa to 

profit.
203

   

 

Boback’s scheme to profit from the FTC investigations took shape in the coming weeks.  

In early October 2009, Boback advised LifeLock that “the FTC letters did not go out yet so the 

companies will not know what you are talking about……yet.”
204

  He further advised that 

LifeLock should “be solo” and “suggest Tiversa if asked by the company.”
205

 

                                                 
203

 Id. 
204

 E-mail from Robert Boback to Anthony Hesano, LifeLock (Oct. 6, 2009 8:40 a.m.) [LLOCK-OGR-0001929].  

Tiversa failed to produce this e-mail to the Committee. 
205

 Id. 

“the FTC is preparing the federal cases against 

100 or so companies that have breached 

consumers information via P2P” 
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The following month, Tiversa and LifeLock’s strategy with respect to the as-yet-

unannounced FTC investigations became clear.  In a November 3, 2009, e-mail, a LifeLock 

employee stated that he “spoke with Bob” about repositioning the letter.
206

  He described the 

attached version as one that will “get the response we are looking for without overplaying our 

cards.”  Another LifeLock employee responded, stating, “As mentioned, Clarissa has stopped 

this pending the FTC but our strategy is to send a letter similar to the one outline[d] along with 

the breach brochure.”
207

  A later e-mail describes the revised strategy:
208

 

 

                                                 
206

 E-mail from Gary Woods to Steve McGrady, Eric Warbasse, and Chris Miller (Nov. 3, 2009, 10:35 a.m.) 

[LLOCK-OGR-0002044]. 
207

 E-mail from Steve McGrady to Gary Woods, Eric Warbasse, Chris Miller, and Austin Colcord (Nov. 3, 2009 

12:00 p.m.) [LLOCK-OGR-0002043-2044]. 
208

 E-mail from Gary Woods to Austin Colcord and Chris Miller (Nov. 3, 2009 2:25 p.m.) [LLOCK-OGR-0002043]. 

“The FTC letters did not go out yet so the companies will not 

know what you will be talking about...yet.  I that that… LL 

should be solo on this… you could always suggest Tiversa if 

asked by the company.  ” 
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As discussed, the draft letter, as provided to Boback on November 3, 2009, contains no reference 

to the FTC, no reference to Tiversa, and no reference to the peer-to-peer networks.
209

 

  

 On February 22, 2010, the FTC announced that it notified “almost 100 organizations” 

about data breaches that occurred on peer-to-peer file sharing networks, and opened non-public 

investigations into several other companies.
210

  Boback sent the link to executives at LifeLock:
211

 

 

 
 

                                                 
209

 Draft Letter, LifeLock (undated) [LLOCK-OGR-0002045].  
210

 Press Release, FTC, Widespread Data Breaches Uncovered by FTC Probe (Feb. 22, 2010), available at 

http://www.ftc.gov/news-events/press-releases/2010/02/widespread-data-breaches-uncovered-ftc-probe 
211

 E-mail from Robert Boback to Gary Woods, Todd Davis, and Mike Prusinski (Feb. 22, 2010 9:30 a.m.) 

[LLOCK-OGR-0002375]. 

“Key points: 

 No FTC reference 

 No Tiversa reference 

 No P2P reference” 
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LifeLock responded, “Once again you guys are at the top of the food chain.  Any problem with 

us pushing this with media and using you?”
212

   Boback promptly replied, “No problem.”
213

    

 

 In an interview with Computerworld days after the FTC press release, Boback stated, 

“We were happy to see that the FTC [has] finally started recognizing that P2P is a main source 

for criminals to gain access to consumer’s personally identifiable information for ID theft and 

fraud.”
214

  Boback further stated that complying with the FTC’s request for information could be 

“extensive and cumbersome,” and that 14 of the companies the FTC contacted had already 

contacted Tiversa for help.
215

  The Computerworld article does not mention that Tiversa acted as 

the primary source for the FTC’s enforcement actions announced in February 2010.
216

 

 

When asked about the propriety of Tiversa seeking to profit from its dealing with the 

FTC, FTC attorney Alain Sheer stated that it was routine for the FTC to make clear to third 

parties that the information was not public.  

 

Q.  In the course of your interactions with Tiversa in the pre-complaint period, did 

you or one of your colleagues ever tell Tiversa not to discuss the conversations 

that the FTC and Tiversa were having with third parties? 

 

A.  It is routine for Commission staff to ask entities that are providing information to 

keep the information confidential. 

 

Q.  Do you recall making that specific request to Tiversa? A I don't recall it.  Q It 

would've been your general practice or your colleagues' general practice to make 

that request? A Yes.
217

 

 

Sheer further testified that he was unaware of Tiversa seeking to profit off of the 

information provided to the FTC until shown documents produced to the Committee and that the 

scheme with Lifelock was concerning.  

 

Q.  Does it concern you that Mr. Boback seems to have obtained some sort of 

information about what the FTC planned to do as early as October 26, 2009? 

 

A.  The company provided information about roughly 100 companies when they 

looked at it. They are well aware of what it is they gave to us. So is it a concern? 

                                                 
212

 E-mail from Mike Prusinski to Robert Boback (Feb. 22, 2010 11:47 a.m.) [LLOCK-OGR-0002375]. 
213

 E-mail from Robert Boback to Mike Prusinski (Feb. 22, 2010 10:00 a.m.) [LLOCK-OGR-002375].  
214

 Jaikumar Vijayan, FTC Questions Firms Being Probed for P2P Breaches, TECHWORLD (Feb. 26, 2010), 

http://news.techworld.com/security/3213712/ftc-questions-firms-being-probed-for-p2p-breaches/?olo=rss 
215

 Id. 
216

 Tiversa informed the Committee that it had prior business relationships with 11 companies whose information 

was included in response to the CID.  This conflicts with statements Boback made in the Computerworld interview 

that “14 of the companies contacted over the leaks have already contacted Tiversa for help” and that “all but two of 

those have CIDs.”  Not only is the number of companies with contracts with Tiversa inconsistent, but many of the 

companies that received CIDs from the FTC did not, in fact, have contracts with Tiversa.     
217

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Alain Sheer, Fed. Trade Comm’n, Transcript 

at 94 (Oct. 9, 2014) (hereinafter Sheer Tr.).  
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Yes. I'd like it to be kept confidential. That's the point of asking for it to be kept 

confidential.
218

 

 

 Troublingly, despite Tiversa’s close relationship with Lifelock, a company that was itself 

the subject of an FTC investigation, Sheer stated that he was unaware of the relationship between 

Lifelock and Tiversa before being informed of it by Committee staff in a transcribed interview.   

 

Q.  Are you aware of Tiversa and LifeLock having a -- having a business relationship 

-- I guess, what is your awareness of Tiversa and LifeLock's business 

relationship? 

 

A. I don't know that they have a business relationship other than the statement that 

was made in the -- in the email that you -- that you presented earlier. 

 

Q.  Okay. Was the email I presented earlier the first you'd heard of Tiversa and 

LifeLock having any relationship? 

 

A.  Yes.
219

 

 

Boback could not have known the details of the FTC’s investigations—including the 

timing of the letters, which constituted pre-decisional information about pending non-public 

government actions —without some sort of inside knowledge about the FTC’s enforcement 

plans.  While the Committee’s investigation has not yet identified the source of the Tiversa’s 

information about the FTC actions, it is clear that Tiversa and the FTC had a mutually beneficial 

relationship.  The FTC used Tiversa as the source of convenient information used to initiate 

enforcement actions, and Tiversa used the FTC to in further pursuing the company’s coercive 

business practices. 

 

E. Information provided by Tiversa formed the basis of the FTC’s case 
against LabMD 

 

Documents produced to the Committee show that in an effort to generate business, 

Tiversa repeatedly sought to coerce companies to purchase its services.  Tiversa’s methods have 

ranged from contacting a company about a leak but failing to provide anywhere close to full 

information, to referring nearly 100 companies to the FTC.  The Committee has spoken to 

numerous companies on the list Tiversa provided to the FTC—not one of the companies the 

Committee contacted had entered into a contract with Tiversa.  One such business tangled in 

Tiversa’s web was LabMD.
220

  In January 2014, it closed its laboratory operations because of 

costs incurred by its dealings with Tiversa and the FTC.
221

   

 

                                                 
218

 Id. at 107. 
219

 Id. at 170. 
220

 The Federal Trade Commission and Its Section 5 Authority: Prosecutor, Judge, and Jury: Hearing Before the H. 

Comm. on Oversight Gov’t Reform, 113th Cong., at 18 (July 24, 2014) [hereinafter Daugherty Testimony] 

(statement of Michael Daugherty, CEO of LabMD). 
221

 Id. at 72. 
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According to Boback, Tiversa downloaded a file containing patients’ personally 

identifiable health information in February 2008.
222

  Tiversa determined that the downloaded file 

likely belonged to LabMD, and contacted the company in May 2008.  Tiversa provided LabMD 

with a copy of the file, but would not provide the IP address or other information unless LabMD 

agreed to purchase Tiversa’s services.
223

   

 

Tiversa referred LabMD to the FTC as one of the companies listed in the spreadsheet as 

responsive to the FTC’s CID.  The FTC, in turn, sent a complaint letter to LabMD.  The FTC 

then initiated an administrative enforcement action against LabMD for unfair and deceptive 

business practices. 

 

 Among the information Tiversa gave to the FTC regarding LabMD was the IP address 

that was the source of the leak.  The origin of the IP address from where the LabMD document 

was pulled was a matter of contention in the litigation between LabMD and Tiversa.  On 

numerous occasions, Boback maintained that Tiversa had pulled the LabMD document from an 

IP address in San Diego, California:  

 

Q. Going back to CX 21.  Is this the initial disclosure source? 

 

A. If I know that our initial disclosure source believed that that was it, 

yes.  I don’t remember the number specifically, but if that IP 

address resolves to San Diego, California, then, yes, that is the 

original disclosure source. 

 

 Q. When did Tiversa download CX 10? 

 

 A. I believe it was in February of 2008. 

 

 Q. Has CX 10 changed in any way since Tiversa downloaded it? 

 

 A. No.
224

 

 

When asked about the Georgia IP address, Boback denied downloading the information from 

there: 

 

Q. There is an IP address on the right-hand side, it is 64.190.82.42.  

What is that? 

 

A. That, if I recall, is an IP address that resolves in Atlanta, Georgia. 

 

* * * 

 

                                                 
222

 Fed. Trade Comm’n, Deposition of Robert Boback, In the Matter of LabMD, Inc. 25-26 (Nov. 21, 2013) 

[hereinafter Boback FTC Deposition]. 
223

 Daugherty Testimony, at 19. 
224

 Boback FTC Deposition, at 25-26. 
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Q. What other information do you have about 64.190.82.42? 

 

A. I have no other information.  I never downloaded the file from 

them.  They only responded to the hash match.
225

 

 

In an internal e-mail dated almost three months before the deposition and never produced 

to the FTC, however, Boback stated that Tiversa downloaded the LabMD file while working for 

a client.  He stated, “The IP of the download was found to be in Georgia, which after a Google 

search, is where we found LabMD’s office to be located.  This statement, made by Boback in 

September 2013, fundamentally calls into question his claim that Tiversa never downloaded the 

LabMD file from the IP address in Georgia.
226

 

 

 
 

 

 

 

                                                 
225

 Boback FTC Deposition, at 41-42. 
226

 E-mail from Robert Boback to Dan Kopchak and Molly Trunzo (Sept. 5, 2013 3:20 p.m.) (“The IP of the 

download was found to be in Georgia, which after a Google search, is where we found LabMD’s office to be 

located.”) [TIVERSA-OGR-0028866]. 

“The IP of the download was found to be in Georgia, which after a 

Google search, is where we found LabMD’s office to be located.” 
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 Further, the initial report that Tiversa provided to a client about the LabMD document 

stated that the company first “observed” the LabMD file in San Diego, California on August 5, 

2008.
227

  Tiversa could not have downloaded the LabMD file from an IP address in San Diego in 

February 2008 if it did not even observe the file at this IP address until August 2008.     

  

 In light of the information uncovered by the Committee’s investigation, it appears the 

FTC was misled as to how Tiversa came to possess LabMD’s file, which has been a material fact 

in the litigation of the enforcement action. Mr. Sheer testified that, contrary to information 

provided to the Committee, the FTC had never been told that the file was originally downloaded 

in Atlanta, Georgia.  

 

Q. Did anyone from Tiversa ever tell you that they first downloaded 

the file from Atlanta, Georgia, and not from San Diego, 

California?  

 

A That wasn't what the testimony was. 

 

Q  Have you seen any documents during the course of your 

investigation indicating that Tiversa first downloaded the 

document from Atlanta, Georgia, and not from San Diego, as it 

testified to the FTC? 

 

 A.   Not that I am aware of.
228

 

 

The discrepancies in the accounts of Tiversa’s downloading of the LabMD file and the 

information provided to the FTC call into question the FTC’s processes for relying on third-party 

sources and integrity of its actions against LabMD.  

 

Finally, Tiversa recently performed another forensic analysis on the LabMD file after 

inexplicably telling the FTC that Tiversa had provided misinformation about the case.
229

  This 

analysis stated that the LabMD file was disclosed by an IP address in Atlanta, Georgia between 

March 7, 2007, and February 25, 2008.
230

  Yet, this information does not comport with the facts 

of the case.  When Tiversa contacted LabMD on [DATE], LabMD performed an investigation 

and found that a billing manager’s computer had LimeWire P2P software installed, and was 

sharing the LabMD file.  Why did Tiversa’s systems determine that the Georgia IP ceased to 

share the LabMD file in late February 2008, when LabMD’s own investigation determined that 

the file was still being shared months later?  Why wasn’t this information captured by Tiversa’s 

technology? 

 

 All of this information not only calls into question Tiversa’s technological capabilities, 

but also Tiversa’s claim that it never downloaded the LabMD file from a Georgia IP address – a 

                                                 
227

 Tiversa Forensic Investigative Report for Ticket #CIG00081 (Aug. 12, 2008) [TIVERSA-OGR-0017461-17465]. 
228

 Sheer Tr. at 151. 
229

 Boback Tr., at 130. 
230

 Tiversa Forensic Investigation Report – LABMD0001 (June 4, 2014) [TIVERSA-OGR-0017467-17482]. 
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critical fact in the case against LabMD.  As described above, Tiversa’s Eagle Vision software 

purportedly downloads a document every time it hits on a search term.  While the software will 

not download a document from the same IP address twice, it will download the same file from 

different IP addresses, which indicates the spread of the document.  To the Committee’s 

knowledge, Tiversa has not explained in this investigation or other legal proceedings why the 

software did not download the file from the Georgia IP address.  Even assuming that Tiversa was 

unable to download a file due to technological problems (for example, because the peer-to-peer 

user signed off while Tiversa was downloading the file), then its software would make another 

attempt to download the file the next time it was available.  Boback has testified that the LabMD 

file was available on the peer-to-peer network.  Either the software does not download a relevant 

file each time it spreads to a new IP address, which fundamentally calls into question Tiversa’s 

capabilities, or Tiversa did download the LabMD file from the Georgia IP address, a key point in 

the FTC proceeding. 

 

There is little reason to doubt Boback’s statements made to two Tiversa employees—the 

e-mail clearly shows Boback describing Tiversa’s role in the FTC’s LabMD enforcement action.  

Why Boback wrote this e-mail is unknown.  It is possible he wanted to make sure he had his 

facts straight before he was deposed in the FTC matter.  Further, Dan Kopchak, to whom Boback 

sent the e-mail, replied with a draft that made minor edits to the narrative but did not change or 

question the statement that the IP originated in Georgia.
231

  Therefore, information the 

Committee obtained shows that Boback’s testimony that source of the IP address came from San 

Diego is not true.  Boback’s conflicting statements have broad implications for the future of 

litigation between LabMD and Tiversa, and calls into question other information he has provided 

to the FTC. 

 

In short, LabMD witnessed both Tiversa’s manipulative business practices and Tiversa’s 

close relationship with the FTC.  Evidence produced to the Committee shows that the FTC 

notified Tiversa of its investigatory schedule, so that Tiversa knew when the Commission would 

issue complaint letters and act accordingly. 

 

A whistleblower’s account of the LabMD saga suggests that the patient data file was only 

found emanating from a LabMD computer in Atlanta, GA. The whistleblower demonstrated for 

the committee in tremendous detail how he found IP addresses associated with known identify 

thieves (also referred to as “information concentrators”) and created documents later provided to 

the FTC showing that the file was in the possession of known-identity thieves when in fact there 

is no evidence to suggest it was downloaded by anyone other than Tiversa. The reason for 

forging the IP addresses, according to the whistleblower, was to assist the FTC in showing that 

P2P networks were responsible for data breaches that resulted in likely harm, not just the 

exposure of the information from the source computer which could have been easily remedied. 

                                                 
231

 E-mail from Dan Kopchak to Robert Boback (Sept. 5, 2013 4:01 p.m.) (revisions from the earlier draft included 

changes such as “was” to “were;” qualifying “understanding of P2P Information security” to “may have caused him 

to think that he was ‘hacked’ and which apparently has resulted in his widespread government conspiracy theory 

that followed;” the deletion of “Needless to say,” etc.) [TIVERSA-OGR-0025706]. 
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Ultimately, LabMD began to wind down operations in January 2014 as a result of the FTC 

enforcement action.
232

   

 

F. Tiversa withheld documents from the FTC  
 

The Committee has obtained documents and information indicating Tiversa failed to 

provide full and complete information about work it performed regarding the inadvertent leak of 

LabMD data on peer-to-peer computer networks.  In fact, it appears that, in responding to an 

FTC subpoena issued on September 30, 2013, Tiversa withheld responsive information that 

contradicted other information it did provide about the source and spread of the LabMD data, a 

billing spreadsheet file.   

1. Despite a broad subpoena request, Tiversa provided only summary 

information to the FTC about its knowledge of the source and spread of 

the LabMD file.  

Initially, Tiversa, through an entity known as the Privacy Institute, provided the FTC with 

information about peer-to-peer data leaks at nearly 100 companies, including LabMD.
233

  Tiversa 

created the Privacy Institute for the specific purpose of providing information to the FTC.  

Despite Tiversa’s claims that it is a trusted government partner, it did not want to disclose that it 

provided information to the FTC.
234

  

After the FTC filed a complaint against LabMD, the agency served Tiversa with a 

subpoena for documents related to the matter.  Among other categories of documents, the 

subpoena requested “all documents related to LabMD.”
235

  In a transcribed interview, Alain 

Sheer, an attorney with the FTC’s Bureau of Consumer Protection, told the Committee that the 

FTC did not narrow the subpoena for Tiversa.  Sheer stated: 

Q. This is the specifications requested of Tiversa.  No. 4 requests all documents 

related to LabMD.  Do you know if Tiversa produced all documents related to 

LabMD? 

A. I am not sure what your question is.  

Q. Let me ask it a different way.  Was the subpoena narrowed in any way for 

Tiversa?  

                                                 
232

 Michael J. Daugherty, FTC Actions Force LabMD to Wind Down Operations (Jan. 28, 2014), 

http://michaeljdaugherty.com/2014/01/29/labmd-winds-operations/. 
233

 Boback Tr. at 42. 
234

 See Tiversa, Industry Outlook, Government/Law Enforcement, available at 

http://tiversa.com/explore/industry/gov (last visited Nov. 21, 2014); Boback Tr. at 42-43. 
235

 Fed. Trade Comm’n, Subpoena to Tiversa Holding Corp. (Sept. 30, 2013) [hereinafter Tiversa FTC Subpoena]. 
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A. Not that I am aware of.
236

  

 In total, Tiversa produced 8,669 pages of documents in response to the FTC’s subpoena.  

Notably, the production contained five copies of the 1,718-page LabMD Insurance Aging file 

that Tiversa claimed to have found on peer-to-peer networks and only 79 pages of other 

materials, none of which materially substantiated Tiversa’s claims about the discovery of the file.  

The information Tiversa gave the FTC included the IP address from which Tiversa CEO 

Robert Boback has claimed the company first downloaded the LabMD file, as well as other IP 

addresses that Tiversa claims also downloaded the file.  The origin of the IP address from which 

Tiversa first downloaded the LabMD file was in dispute in other litigation between LabMD and 

Tiversa.  On numerous occasions, including before the FTC, Boback maintained that Tiversa 

first downloaded the LabMD file from an IP address in San Diego, California.  Boback stated: 

Q. What is the significance of the IP address, which is 68.107.85.250? 

A. That would be the IP address that we downloaded the file from, I believe. 

Q. Going back to CX 21.  Is this the initial disclosure source? 

A. If I know that our initial disclosure source believed that that was it, yes. I don't 

remember the number specifically, but if that IP address resolves to San Diego, 

California, then, yes, that is the original disclosure source. 

Q. When did Tiversa download [the LabMD file]? 

A. I believe it was in February of 2008.
237

 

Boback also testified that Tiversa performed an investigation into the LabMD file at the request 

of a client.
238

  In the course of this investigation, Tiversa concluded that an IP address in Atlanta, 

Georgia, where LabMD was headquartered, was the initial disclosure source of the document.  

Boback stated: 

Q. There is an IP address on the right-hand side, it is 64.190.82.42.  What is that? 

A. That, if I recall, is an IP address that resolves to Atlanta, Georgia. 

Q. Is that the initial disclosure source? 

A. We believe that it is the initial disclosure source, yes. 

                                                 
236

 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Alain Sheer at 147 (Oct. 9, 2014). 
237

 In the matter of LabMD, Inc., Deposition of Robert J. Boback, CEO, Tiversa, transcript at 24-25 (Nov. 21, 2013) 

[hereinafter Boback Nov. 2013 FTC Tr.]. 
238

 Boback Nov. 2013 FTC Tr. at 72-73 (“In 2008, when working for another client, we were attempting to identify 

the original disclosure source of the file that we discovered from 1 the San Diego IP address.”). 
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Q. And what is that based on? 

A. The fact that the file, the 1,718 file, when we searched by hash back in that time 

for our client, we received a response back from 64.190.82.42 suggesting that 

they had the same file hash as the file that we searched for. We did not download 

the file from them. 

*  *  * 

Q. So, I think you are telling me that chronologically this was the first other location 

for that file in juxtaposition of when you found the file at 68.107.85.250? 

A. We know that the file in early February, prior to this February 25 date, was 

downloaded from the 68.107.85.250. Upon a search to determine other locations 

of the file across the network, it appears that on 2/25/2008 we had a hash match 

search at 64.190.82.42, which resolved to Atlanta, which led us to believe that 

without further investigation, that this is most likely the initial disclosing source. 

Q. What other information do you have about 64.190.82.42? 

A. I have no other information. I never downloaded the file from them. They only 

responded to the hash match.
239

 

Boback’s testimony before the FTC in November 2013 made clear that Tiversa first downloaded 

the LabMD file from an IP address in San Diego, California, in February 2008, that it only 

identified LabMD as the disclosing source after performing an investigation requested by a 

client, and that it never downloaded the file from LabMD. 

2. Tiversa withheld responsive documents from the FTC, despite the 

issuance of the September 2013 subpoena.  These documents contradict 

the account Boback provided to the FTC. 

On June 3, 2014, the Committee issued a subpoena to Tiversa requesting, among other 

information, “[a]ll documents and communications referring or relating to LabMD, Inc.”
240

  This 

request was very similar to the FTC’s request for “all documents related to LabMD.”
241

  Despite 

nearly identical requests from the FTC and the Committee to Tiversa, Tiversa produced 

numerous documents to the Committee that it does not appear to have produced to the FTC.  

Information contained in the documents Tiversa apparently withheld contradicts documents and 

testimony Tiversa did provide to the FTC.   

                                                 
239

 Boback Nov. 2013 FTC Tr. at 41. 
240

 H. Comm. on Oversight & Gov’t Reform, Subpoena to Robert Boback, Chief Exec. Officer, Tiversa, Inc. (June 

3, 2014). 
241

 Tiversa FTC Subpoena. 
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 An internal Tiversa document entitled “Incident Record Form,” dated April 18, 2008, 

appears to be the earliest reference to the LabMD file in Tiversa’s production to the 

Committee.
242

  This document states that on April 18, 2008, Tiversa detected a file “disclosed by 

what appears to be a potential provider of services for CIGNA.”
243

  The Incident Record 

described the document as a “single Portable Document Format (PDF) that contain[ed] sensitive 

data on over 8,300 patients,” and explained that “[a]fter reviewing the IP address, resolution 

results, meta-data and other files, Tiversa believes it is likely that Lab MD near Atlanta, Georgia 

is the disclosing source.”
244

  The name of the file was “insuranceaging_6.05.071.pdf,” which is 

the same name as the file in question in the FTC proceeding.  According to the Incident Record, 

the IP address disclosing the file was 64.190.82.42—later confirmed to be a LabMD IP 

address.
245

  Upon learning about the file, CIGNA, a Tiversa client, “asked Tiversa to perform 

Forensic Investigation activities” on the insurance aging file to determine the extent of 

proliferation of the file over peer-to-peer networks.
246

   

An August 2008 Forensic Investigation Report provided the analysis CIGNA requested.  

This report identified IP address 64.190.82.42—the Atlanta IP address—as proliferation point 

zero, and the “original source” of the Incident Record Form.
247

  A spread analysis included in the 

August 2008 forensic report stated that the file had been “observed by Tiversa at additional IP 

addresses” but made clear that Tiversa had not downloaded the file from either additional source 

because of “network constraint and/or user behavior.”
248

  Thus, according to this report, Tiversa 

had only downloaded the LabMD file from one source in Atlanta, Georgia by August 2008.  This 

contradicts Boback’s testimony that Tiversa first downloaded the LabMD file from an IP address 

in San Diego, California.  If Tiversa had in fact downloaded the LabMD file from a San Diego IP 

address in February 2008, then that fact should be included in this 2008 forensic report.  It is not. 

One of the two additional IP addresses is located in San Diego, California.  It is a 

different IP address, however, than the one from which Tiversa claims to have originally 

downloaded the file.
249

  Further, Tiversa did not observe that this San Diego IP address 

possessed the LabMD file until August 5, 2008.
250

  Thus, according to this report, Tiversa did not 

observe any San Diego IP address in possession of the LabMD file until August 2008.  Again, 

                                                 
242

 Tiversa Incident Record Form, ID # CIG00081 (Apr. 18, 2008). 
243

 Id. 
244

 Id. (emphasis added). 
245

 Id. 
246

 Tiversa, Forensic Investigation Report for Ticket #CIG00081 (Aug. 12, 2008).  This letter uses the phrase 

“forensic report” to describe this and a second report created by Tiversa about the LabMD file because that is the 

title used by Tiversa.  It is not clear what, if any, forensic capabilities Tiversa possesses. 
247

 Id. 
248

 Id. 
249

 The IP address reported on the August 2008 forensic report that resolves to San Diego, California is 

68.8.250.203.  Boback testified, however, that Tiversa first downloaded the LabMD file from IP address 

68.107.85.250 on February 5, 2008.  Tiversa concluded in the report that the second IP address on which it observed 

the file was “most likely an IP shift from the original disclosing source.” 
250

 Id. 
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the report stands in stark contrast to Boback’s testimony that Tiversa first downloaded the 

LabMD file from a different San Diego IP address in February 2008.   

In addition, both the April 2008 Incident Record Form and the August 2008 Forensic 

Investigative Report stated that the LabMD file was “detected being disclosed” in April 2008.  

Neither report indicated that Tiversa first downloaded the file from the San Diego IP address—

an IP address not listed on either report—on February 5, 2008.  Boback’s deposition testimony 

and a cursory four-line document marked as exhibit CX-19 seem to be the only evidence that 

Tiversa first downloaded the LabMD file from a San Diego IP address in February 2008. 

These documents contradict the information Tiversa provided to the FTC about the 

source and spread of the LabMD file.  If Tiversa had, in fact, downloaded the LabMD file from 

the San Diego IP address and not from the Georgia IP address, then these reports should indicate 

as such.  Instead, the San Diego IP address is nowhere to be found, and the Georgia IP address 

appears as the initial disclosing source on both reports.   

 Tiversa also produced an e-mail indicating that it originally downloaded the LabMD file 

from Georgia – and not from San Diego as it has steadfastly maintained to the FTC and this 

Committee.  On September 5, 2013, Boback e-mailed Dan Kopchak and Molly Trunzo, both 

Tiversa employees, with a detailed summary of Tiversa’s involvement with LabMD.  Why 

Boback drafted the e-mail is unclear.  He wrote, “[i]n 2008, while doing work for a client, our 

systems downloaded a file (1,718 page pdf) that contained sensitive information including SSNs 

and health information for over 9000 people.  The file had the name ‘LabMD’ in both the header 

of the file and the metadata.  The IP of the download was found to be in Georgia, which after a 

Google search, is where we found LabMD’s office to be located.”
251

 

As noted above, according to Alain Sheer, a senior FTC attorney assigned to the LabMD 

matter, the FTC did not narrow the September 2013 subpoena requiring Tiversa to produce, 

among other documents, “all documents related to LabMD.”
252

  Tiversa withheld these relevant 

documents about its discovery and early forensic analysis of the LabMD file from the FTC.  

These documents directly contradict testimony that Boback provided to the FTC, and call 

Tiversa’s credibility into question.  Boback has not adequately explained why his company 

withheld documents, and why his testimony is not consistent with reports Tiversa created at the 

time it discovered the LabMD file.   

It is unlikely that the LabMD file analyzed in the April 2008 Incident Record Form and 

the August 2008 Forensic Investigative Report is different from the so-called “1718 file” at issue 

in the FTC proceeding, particularly given Boback’s testimony to the FTC about how Tiversa’s 

                                                 
251

 E-mail from Robert Boback, CEO, Tiversa, to Dan Kopchak & Molly Trunzo (Sept. 5, 2013) (emphasis added) 

[TIVERSA-OGR-0028866-67]. 
252

 Tiversa FTC Subpoena. 
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system names files.
253

  If, however, the earlier reports do refer to a different file, then Tiversa 

neglected to inform the FTC of a second, similarly sized leak of LabMD patient information. 

3. Tiversa’s June 2014 forensic report is the only report provided to this 

Committee that substantiates Boback’s claims. 

 Tiversa produced to the Committee a forensic report on the LabMD file that it created in 

June 2014.  Tiversa created this report and others related to testimony previously provided to the 

Committee after the investigation began.  While outside the scope of the FTC’s subpoena due to 

the date of the document, this is the only report supporting Tiversa’s claim that it first 

downloaded the file from the San Diego IP address.  This report contradicts information Tiversa 

provided to CIGNA in the April 2008 Incident Record Form and August 2008 Forensic 

Investigative Report—documents created much closer to when Tiversa purportedly discovered 

the LabMD document on a peer-to-peer network.  The fact that Tiversa created the only forensic 

report substantiating its version of events after the Committee began its investigation raises 

serious questions.   

 This most recent report states that Tiversa’s systems first detected the file on February 5, 

2008 from a San Diego IP address (68.107.85.250) not included in either of the 2008 documents.  

According to the spread analysis, this San Diego IP shared the file from February 5, 2008 until 

September 20, 2011.  Yet, despite allegedly being downloaded before both the April or August 

2008 reports, neither 2008 document mentions that Tiversa downloaded this document.   

The June 2014 report also states that the LabMD IP address (64.190.82.42) shared the file 

between March 7, 2007 and February 25, 2008.  Thus, according to this report, by the time 

Tiversa submitted an Incident Record Form to CIGNA in April 2008, the LabMD IP address was 

no longer sharing the file.  Furthermore, the report does not describe why Tiversa’s system did 

not download the file from the Georgia IP address, even though the technology should have 

downloaded a file that hit on a search term, in this case “CIGNA,” each time a different 

computer shared the document.  The June 2014 report includes no reference to the other San 

Diego IP address discussed in the August 2008 forensic report as being in possession of the 

LabMD file.   

4. Tiversa did not make a full and complete production of documents to this 

Committee.  It is likely that Tiversa withheld additional documents from 

both this Committee and the FTC. 

 On October 14, 2014, Tiversa submitted a Notice of Information Pertinent to Richard 

Edward Wallace’s Request for Immunity.
254

  Chief Administrative Law Judge D. Michael 

                                                 
253

 Boback Nov. 2013 FTC Tr. at 40-41 (describing that a file’s “hash” or title identifies “exactly what that file is.”  

The title of the LabMD document described in the April and August 2008 documents is the same as the title of the 

document in the FTC proceeding). 
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Chappell has since ordered that the assertions and documents contained in the Notice of 

Information will be “disregarded and will not be considered for any purpose.”
255

  Tiversa 

included two e-mails from 2012 as exhibits to the Notice of Information.  According to Tiversa, 

these e-mails demonstrate that Wallace could not have fabricated the IP addresses in question in 

October 2013, because he previously included many of them in e-mails to himself and Boback a 

year prior.
256

  

 Tiversa did not produce these documents to the Committee even though they are clearly 

responsive to the Committee’s subpoena.  Their inclusion in a submission in the FTC proceeding 

strongly suggests that Tiversa also never produced these documents to the FTC.  In its Notice of 

Information, Tiversa did not explain how and when it identified these documents, why it did not 

produce them immediately upon discovery, and what additional documents it has withheld from 

both the FTC and the Committee.  The e-mails also contain little substantive information and do 

not explain what exactly Wallace conveyed to Boback in November 2012 or why he conveyed it.   

 If Boback did in fact receive this information in November 2012, his June 2013 

deposition testimony is questionable.  It is surprising that Tiversa would have supplied inaccurate 

information to the FTC when Boback himself apparently received different information just 

months prior.  Tiversa should have located and produced these e-mails pursuant to the September 

2013 subpoena, and it should have been available for Boback’s June 2013 deposition.   

 Tiversa’s failure to produce numerous relevant documents to the Commission 

demonstrates a lack of good faith in the manner in which the company has responded to 

subpoenas from both the FTC and the Committee.  It also calls into question Tiversa’s credibility 

as a source of information for the FTC.  The fact remains that withheld documents 

contemporaneous with Tiversa’s discovery of the LabMD file directly contradict the testimony 

and documents Tiversa did provide.  

VI. Tiversa’s Involvement with House Ethics Committee Report Leak 
 

A. The Washington Post breaks the story 
 

 On October 29, 2009, the Washington Post reported that the U.S. House of 

Representatives Committee on Ethics was investigating the activities of “more than 30 

                                                                                                                                                             
254

 Tiversa Holding Corp.’s Notice of Information Pertinent to Richard Edward Wallace’s Request For Immunity, In 

the Matter of Lab MD, Inc., No. 9357 (U.S. Fed. Trade Comm’n, Oct. 14, 2014), 

http://www.ftc.gov/system/files/documents/cases/572572.pdf [hereinafter Notice of Information]. 
255

 LabMD Case: FTC gets green light to grant former Tiversa employee immunity in data security case, 

PHIprivacy.net, Nov. 19, 2014, http://www.phiprivacy.net/labmd-case-ftc-gets-green-light-to-grant-former-tiversa-

employee-immunity-in-data-security-case/. 
256

 Notice of Information at 4. 

RX 644

LABMD_SUPP_PROD 0833



EMBARGOED UNTIL AFTER THE TESTIMONY OF RICHARD WALLACE  

79 

 

lawmakers and several aides.”
257

  The Post based its reporting on a “confidential House ethics 

committee [sic] report” inadvertently disclosed on a peer-to-peer network.
258

  “A source not 

connected to the congressional investigations” provided the document to the Washington Post.
259

  

The Ethics Committee stated that a junior staffer released the document after installing peer-to-

peer software on a home computer.
260

  The staffer was subsequently fired.
261

   

 

 The Washington Post’s story indicated that the leaked “Committee on Standards Weekly 

Summary Report” provided summaries of non-public ethics investigations of nineteen 

lawmakers and several staff members, as well as non-public investigations into fourteen 

additional lawmakers undertaken by the Office of Congressional Ethics.
262

  

 

 The same day that the Washington Post published its story, Chairwoman Zoe Lofgren 

made a brief statement about the leak on the House floor.
263

  News of the leak prompted a review 

of the House’s information systems to determine whether there had been any breach beyond the 

inadvertent leak of the Ethics Committee document on the peer-to-peer network.   

 

 Tiversa began providing written information about the leak to the House Ethics 

Committee in early November 2009, after the Washington Post broke the story.  Documents 

produced by Tiversa, however, show that Boback was aware of the leak and its significance 

more than a week before the story was published.  On October 20, 2009, a Tiversa analyst e-

mailed Boback the name, resume, and Facebook profile picture of a House Ethics Committee 

staffer.
264

  The subject line of the e-mail read, “US Rep Ethics Doc Leaker.”
265

  On October 26, 

2009, four days before the Washington Post published its story, Boback wrote an e-mail to 

executives at LifeLock.  He stated:
266

 

 

                                                 
257

 Ellen Nakashima & Paul Kane, Dozens in Congress Under Ethics Inquiry, WASH. POST (Oct. 30, 2009), 

available at http://www.washingtonpost.com/wp-dyn/content/article/2009/10/29/AR2009102904597.html. 
258

 Id. 
259

 Id.  In a subsequent Washington Post online question and answer forum, the Post further described that the Ethics 

Committee document was brought to its attention by “a source familiar with those kinds of [peer-to-peer] networks.”  

Washington Post Q&A with Carol Leonning 1 (Oct. 30, 2009), available at http://www.washingtonpost.com/wp-

dyn/content/liveonline/discuss/transcript_politics131.htm (last visited Sept. 4, 2014). 
260

 Nakashima. 
261

 Id. 
262

 Id. 
263

 Chairwoman Lofgren stated, “I regret to report that there was a cyberhacking incident of a confidential document 

of the committee.  A number of Members have been contacted by The Washington Post, which is in possession of a 

document.  We don't know with certainty whether it is an accurate document, but we thought it important to state the 

relevance of the material.”  Statement of Congresswoman Zoe Lofgren, Cong. Record, Announcement by the 

Chairwoman of the Comm. on Standards of Official Conduct (Oct. 29, 2009).    
264

 E-mail from Rick Wallace, Analyst, Tiversa, to Robert Boback, CEO, Tiversa (Oct. 20, 2009 12:34 a.m.) 

[TIVERSA-OGR-0026603 - 26604]. 
265

 Id. 
266

 E-mail from Robert Boback, CEO, Tiversa, to Mike Prusinski, Vice President, Pub. Affairs, LifeLock, Todd 

Davis, CEO, LifeLock, and Clarrisa Cerda, Counsel, LifeLock (Oct. 26, 2009 7:37 a.m.) [LLOCK-OGR-0002009].   
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Boback did not explain to LifeLock how he had become aware of the breach, or of the 

upcoming, and then-unpublished, Washington Post story. 

 

 While it is suspicious that Boback knew of the Washington Post story days before its 

publication, this Committee’s investigation did not examine whether Boback or Tiversa acted as 

the initial source in providing the Ethics Committee document to the Washington Post.  

Documents produced by Tiversa showed that Boback provided information about the leak to the 

Washington Post reporter.  On October 30, 2009, at 4:49 p.m., a Washington Post reporter e-

mailed Boback asking whether a certain statement, including a quote from Boback, was 

accurate:
267

 

 

 
 

Tiversa did not produce to the Committee any response Boback may have written.  This is the 

earliest document produced to this Committee indicating that the document had “spread,” i.e., 

that other peer-to-peer users had downloaded it.  The Washington Post does not appear to have 

used Boback’s quote or the information about the spread of the document in stories about the 

leak. 

 

                                                 
267

 E-mail from Ellen Nakashima, Wash. Post, to Robert Boback, CEO, Tiversa (Oct. 30, 2009 4:49 p.m.) 

[TIVERSA-OGR-0026594]. 

“…there was a breach in House Ethics via 

2P2 that the Washington Post will be 

writing a story about this week or next…” 
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 The reporter then e-mailed Boback regarding the origin of the leak.  The first sentence 

reiterated the known information about the leaker, and the second sentence outlined generally 

how peer-to-peer networks operate: 

 

 
 

Again, Tiversa did not produce any response from Boback.  The e-mail does further illustrate, 

though, that the reporter sought advice from Boback, at the very least, during the drafting of an 

upcoming piece. 

 

Several hours later, the same reporter e-mailed Boback a third time with additional 

information about the leak, including “the latest” on the response by House leaders:
268

 

 

                                                 
268

 E-mail from Ellen Nakashima to Robert Boback (Oct. 30, 2009 8:08 p.m.) [TIVERSA-OGR-0026592]. 

RX 644

LABMD_SUPP_PROD 0836



EMBARGOED UNTIL AFTER THE TESTIMONY OF RICHARD WALLACE  

82 

 

 
 

Again, Tiversa did not produce any response to this e-mail Boback may have written.  It is 

therefore unclear if Boback did not respond at all to these three e-mails, responded by phone, or 

responded in e-mails that Tiversa failed to produce.  In the third e-mail, however, information on 

the spread and availability is no longer attributed to Tiversa.  Instead, it is attributed to “security 

experts.”  It is thus not clear if Boback asked that Tiversa not be named in the story, or if the 

reporter amended the information to exclude Tiversa’s name without prompting.  Two months 

later, in December 2009, Boback provided the same reporter with information about a TSA 

document Tiversa found on the peer-to-peer network.  In that instance, Boback wrote, “[a]s 

always, we are not the source.  :-)[.]”
269

  The reporter responded, asking “[w]hat again is the 

main reason you don’t want to be identified as the source – to avoid charge [sic] that you’re 

doing this for commercial gain?  To preserve relationship with govt [sic] customers?”
270

  

                                                 
269

 E-mail from Robert Boback to Ellen Nakashima (Dec. 17, 2009 2:12 p.m.) [TIVERSA-OGR-0008473]. 
270

 E-mail from Ellen Nakashima to Robert Boback (Jan. 4, 2010 10:36 a.m.) [TIVERSA-OGR-0008473].  Even this 

exchange runs contrary to statements Boback made to a potential client in July 2008.  At that time, Boback wrote 

about another Washington Post reporter, “I know that the WashPost reporter is actively scouring the file sharing 

networks to find any information relevant to ‘DC-area businesses…especially government contractors.’  For clarity, 

we would never provide any information or files to any reporter whether you decided to work with our firm or not, 

however he will probably find them on his own if he continues to search.”  E-mail from Robert Boback, CEO, 

Tiversa, to [Redacted Name], President/CEO [Redacted Company] (July 17, 2008 2:55 p.m.) (Emphasis and ellipsis 

in original) [TIVERSA-OGR-0019195.  Given that Boback did, in fact, provide information to a reporter on at least 

one occasion, it is not clear if Boback lied to this customer about Tiversa’s relationship with the media, or if Boback 

changed his mind about this policy sometime later. 
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Tiversa did not produce any response to this e-mail from Boback.  As such, his reasoning 

remains unknown.   

Less than a year later, in August 2011, Tiversa entered into a contract with TSA for peer-

to-peer monitoring and remediation services.  The potential value of the contract over five years 

was $1,548,000 and the scope of the project included “help[ing] the TSA avoid negative 

publicity and exposure through P2P file sharing networks.”
271

 TSA did not exercise all option 

years on the contract.  The Committee does not know how many years of the contract passed 

before TSA ended its contract with Tiversa. 

 

Tiversa received a great deal of press attention in the wake of the House Ethics leak.  

Network World reported that Tiversa had “seen the file at multiple locations including London, 

Toronto, Washington, Los Angeles, Texas and New York.”
272

  The leak also sparked additional 

media interest around Tiversa’s previously announced peer-to-peer discoveries.
273

  In one 

instance, a blogger reported that Tiversa discovered the document.
274

  Boback insisted that 

Tiversa deny “discover[y]” of the exposed report to a blogger; he maintained that Tiversa only 

“investigated” the breach after he was made aware of its occurrence.
275

  As of September 12, 

2014, the article remained unedited.
276

 

 

Whether or not Tiversa “discovered” the leak, the documents show that although Tiversa 

was aware of the leak, the company failed to report the leak to the House Ethics Committee, long 

before the Washington Post reported about it.  

 

B. Tiversa “assists” the House Ethics Committee in its investigation 
 

While Tiversa was aware of the Ethics Committee leak more than a week before it 

became public, Tiversa does not appear to have contacted the Ethics Committee about the leak 

                                                 
271

 Contract HSTS03-11-C-CIO554 (Aug. 3, 2011) [TIV-0000101-135].  
272

 Jaikumar Vijayan, Leaked House Ethics Document Spreads on the Net via P2P, NETWORK WORLD (Oct. 30, 

2009), available at http://www.networkworld.com/article/2252989/securityeaked-house-ethics-document-spreads-

on-the/security/leaked-house-ethics-document-spreads-on-the-net-via-p2p.html (originally published in 

Computerworld) (last visited Sept. 9, 2014). 
273

 J. Nicholas Hoover, Bill Would Ban P2P Use by Federal Employees, INFORMATIONWEEK (Nov. 18, 2009), 

available at http://www.informationweek.com/regulations/bill-would-ban-p2p-use-by-federal-employees/d/d-

id/1084955 (last visited Sept. 9, 2014) (“In October, Tiversa provided the House Oversight and Government Reform 

committee [sic] with evidence that secret military documents on P2P networks had been downloaded in China and 

Pakistan and that personally identifiable information on U.S. soldiers was widely available.”). 
274

 John Pescatore, The Security Risks of Consumerization Hit Home for US Congress, GARNER BLOG NETWORK 

(Nov. 2, 2009), http://blogs.gartner.com/john_pescatore/2009/11/02/the-security-risks-of-consumerization-hit-home-

for-us-congress/ (last visited Sept. 12, 2014). 
275

 E-mail from Robert Boback, CEO, Tiversa, to Scott Harrer, Brand Dir., Tiversa (Nov. 11, 2009 10:54 a.m.) (In 

response to an article by John Pescatore that read “I live in the Washington DC area and much Beltway buzz about 

the Washington Post article on Tiversa’s discovery of a House ethics report only available on a peer to peer music 

stealing file sharing network,” Boback said, “Tiversa did not discover the document…. we need to let Pescatore 

know about that.  We only investigated the breach.”) [TIVERSA-OGR-0026558].     
276

 Pescatore.. 
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prior to publication of the story by the Washington Post.  Tiversa appears to have first spoken 

with the House Ethics Committee on or around November 2, 2009.  

 

On November 2, 2009, Boback provided information about the leak to the House Ethics 

Committee.  Specifically, Boback provided a list of IP addresses at which the House Ethics 

Committee document had allegedly been downloaded:
277

 

 

 
 

The locations of the IPs—including Washington, D.C., Houston, New York, Los Angeles, 

Toronto, and London—were the same as those included in the e-mails from the Washington Post 

reporter to Boback several days earlier.  In a later e-mail that same day, Tiversa provided 

additional information about when it first located the Ethics Committee document:
278

 

 

 

                                                 
277

 E-mail from Robert Boback, CEO, Tiversa, to Clifford Stoddard, Counsel, Comm. on Standards of Official 

Conduct, H. Ethics Comm. (Nov. 2, 2009 10:13 a.m.) [TIVERSA-OGR-0002413]. 
278

 E-mail from Robert Boback to Clifford Stoddard (Nov. 2, 2009 4:44 p.m.) [TIVERSA-OGR-0002412]. 
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 Before Boback sent any e-mails to the House Ethics Committee on November 2, he e-

mailed a LifeLock executive about the leak as an “FYI,” in case LifeLock “want[ed] to 

piggyback anything on this[.]”
279

 

 

                                                 
279

 E-mail from Robert Boback, CEO, Tiversa, to Mike Prusinski, Vice President, Pub. Affairs, LifeLock (Nov. 2, 

2009 9:50 a.m.) [LLOCK-OGR-0002036]. 

“As an answer to your question below, the search that resulted in us finding 

the original source file occurred in early August.  It is my assumption that it 

was the same day in which the source of the leak saved it to her home PC.  

The file, although downloaded in early August, was not reviewed by anyone 

here at Tiversa until recently (2 weeks ago).” 
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 Several days later, Boback traveled to Washington, D.C. to meet with the Chair and 

Ranking Member of the House Ethics Committee regarding the leak.
280

  During this meeting, the 

Ethics Committee appears to have requested a timeline from Tiversa about the leak.
281

  On 

November 24, the Ethics Committee again requested a timeline, apparently after additional 

phone conversations between the Committee and Tiversa.
282

  On December 3, the Ethics 

Committee requested yet again that Tiversa provide the timeline first requested nearly a month 

earlier.  The Ethics Committee also asked if Tiversa’s systems had picked up the file’s download 

from Wikisecrets.org and several other websites:
283

  

 

                                                 
280

 E-mail from Clifford Stoddard, Counsel, Comm. on Standards of Official Conduct, H. Ethics Comm., to Robert 

Boback, CEO, Tiversa (Nov. 6, 2009 2:30 p.m.) [TIVERSA-OGR-0002411]. 
281

 E-mail from Blake Chisam, Staff Dir. & Chief Counsel, Comm. on Standards of Official Conduct, to Robert 

Boback, CEO, Tiversa (Nov. 24, 2009 2:43 p.m.) (“I know Cliff’s been chatting with you about the timeline that the 

Chair and Ranking Member discussed with you at our meeting … I can’t recall seeing a timeline.  Is there any 

chance you could shoot that over to me?”) [TIVERSA-OGR-0002409].  Tiversa has not produced any documents to 

this Committee indicating that it replied to this request for information. 
282

 Id. 
283

 E-mail from Clifford Stoddard, Counsel, Comm. on Standards of Official Conduct, H. Ethics Comm., to Robert 

Boback, CEO, Tiversa (Dec. 3, 2009 7:20 a.m.) [TIVERSA-OGR-0002407]. 

“…not sure if you want to piggyback 

anything on this for your purposes…” 
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Boback finally responded, with a very general timeline of events:
284

 

 

 

 
 

Boback did not address the Ethics Committee’s concern that the file had been made 

available by wikisecrets.org and several other websites.  Boback also provided information that 

contradicted his November 2, 2009, e-mail.  On November 2, Boback wrote that he “was not 

sure if [he] had spoken to Oversight about this specific file as we were discussing several files at 

that time.”
285

  On December 3, 2009, however, Boback wrote that he spoke with an Oversight 

Committee staffer sometime between August 1 and October 30, likely around October 19.
286

  

                                                 
284

 E-mail from Robert Boback to Clifford Stoddard (Dec. 3, 2009 10:32 a.m.) [hereinafter Boback-Stoddard Dec. 3 

E-mail] [TIVERSA-OGR-0002407]. 
285

 E-mail from Robert Boback to Clifford Stoddard (Nov. 2, 2009 4:44 p.m.) [TIVERSA-OGR-0002412]. 
286

 Boback-Stoddard Dec. 3 E-mail.. 
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Boback further explained that he “probably had 15 or so conversations” with the Oversight 

staffer about other breaches between August 1 and October 30, and that he only discussed the 

Ethics file with the Oversight staffer on one occasion.  Boback explained that the file “didn’t 

seem that sensitive” to him.
287

 

 

Further, Boback indicated in the November 2 e-mail that Tiversa reviewed the House 

Ethics document “about two weeks ago,” meaning that Tiversa became aware of the House 

Ethics file in mid-October.  This timeline fits with an October 19 conversation with the 

Oversight staffer, and the October 20 internal Tiversa e-mail in which Boback received 

information about a House Ethics staffer. 

 

Tiversa, by its own admission, learned of the House Ethics document in mid-October.  

Boback had a conversation about the document with the House Oversight Committee, mentioned 

the leak to executives at LifeLock, and conducted an investigation into the source of the leak, all 

before publication of the story.  Yet Tiversa does not appear to have contacted the House Ethics 

Committee about the leak prior to publication of the Washington Post story.  Boback further 

appears to have provided information about the spread of the leak to the Washington Post days 

before he provided the same information to the Ethics Committee. 

 

Had Tiversa notified the Ethics Committee about the leak in a timely fashion, then it 

could have prevented some or all of the alleged spread of the document over the peer-to-peer 

network.  When presented with a chance to minimize harm to the House of Representatives, 

Boback failed to act.  Instead, Boback’s failure to inform the House Ethics Committee of the leak 

quickly and his failure to provide timely and consistent information about the exposed document 

are indicative of Tiversa’s questionable business practices in general.  Finally, Tiversa stood to 

benefit from the Washington Post’s publication of the House Ethics leak regardless of whether 

Tiversa was the initial source of the article, or whether the article cited Tiversa.  Any news on the 

vulnerability of sensitive information to leaks breached via peer-to-peer networks—and 

especially a high-profile breach—would bolster Tiversa’s profile as a firm with the capability to 

remediate this type of problem.  The House Ethics leak is another example of Tiversa’s use of its 

association with Congress as a platform for intimidation and fearmongering.   

 

A whistleblower’s account of the story states that in the course browsing the P2P network 

for profitable material, Tiversa came across the Ethics Committee document. Tiversa’s plan, 

according to the whistleblower was to leak the document to the press and generate publicity for it 

and then sell its services to the U.S. congress as the solution to the problem while never 

acknowledging it was the source of the breach. This resulted needlessly in the embarrassment of 

many Members of Congress who did not receive investigatory due process as a result of the 

pending investigations being exposed.  

 

VII. Open Door Clinic 
 

                                                 
287

 Id. 
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The Open Door Clinic is a small non-profit healthcare organization located in Elgin, 

Illinois.
288

  Open Door provides education, testing, and treatment for sexually transmitted 

infections, including HIV/AIDS.
289

  Between 2008 and 2009, Tiversa sought to exploit the Open 

Door Clinic using information Tiversa discovered on a peer-to-peer network.    

A. Initial contact with Tiversa 
 

On June 5, 2008, a computer with the IP address of 75.58.87.97 disclosed six files related 

to the Open Door Clinic on a peer-to-peer network.
290

  According to information provided by 

Tiversa, through the Privacy Institute, to the FTC, Tiversa appears to have downloaded these six 

files from that IP address on or around June 5, 2008.
291

  The documents—spreadsheets of patient 

information—exposed the names, addresses, telephone numbers, social security numbers, and 

HIV/AIDS status of approximately 250 Open Door patients.
292

  The fact that patient information 

was leaked on a peer-to-peer network is not disputed, nor is the seriousness of the leak in 

question.  The documents contain no information identifying them as the property of the Open 

Door Clinic— the clinic’s name does not appear on any or the six spreadsheets, nor does its 

address, phone number, location, or any identifying information appear.
293

  Tiversa has not 

provided information to the Committee about how it determined that these documents belonged 

to the Open Door Clinic. 

 

On July 14, 2008, a Tiversa sales representative contacted the Open Door Clinic about 

the leak.
294

  Tiversa subsequently provided one of the six documents it downloaded to the Open 

Door Clinic via e-mail.
295

  In the e-mail, which included the password to open the document, the 

                                                 
288

 The Federal Trade Commission and Its Section 5 Authority: Prosecutor, Judge, and Jury: Hearing Before the H. 

Comm. on Oversight & Gov’t Reform, 113th Cong. 25 (July 24, 2014) (testimony of David Roesler, Exec. Dir. of 

Open Door Clinic) [hereinafter Roesler Testimony]. 
289

 Open Door Clinic, History, available at http://www.opendoorclinic.org/about-us/history/ (last visited Sept. 4, 

2014). 
290

 Microsoft Excel spreadsheet from Tiversa to FTC, “FTC Final 8-14-09pm.xls” [FTC_PROD0000014]. 
291

 Id.  The exact date of download of all six documents is not fully clear to the Committee.  The spreadsheet of 

companies created by Tiversa for the FTC indicates that the “date of disclosure” of the six Open Door Clinic files 

was June 5, 2008.  Id.  Tiversa informed the Committee, however, that it downloaded one of the files, “Master 

List.xls,” on May 26, 2008 at 7:29 p.m.  Letter from Reginald J. Brown, Counsel for Tiversa, to Hon. Darrell E. Issa, 

Chairman, H. Comm. on Oversight & Gov’t Reform (Aug. 28, 2014).  Tiversa declined to provide the exact dates it 

downloaded the additional five files related to the Open Door Clinic “because Tiversa, Inc. believes it only analyzed 

the origins of the MASTER LIST.xls file.”  Id.  It is not clear how Tiversa determined the date of disclosure of the 

six files provided to the FTC to be June 5, 2008, and why Tiversa did not inform the FTC that at least one of the 

files provided was downloaded the previous month.  It is also not clear how Tiversa provided a “date of disclosure” 

to the FTC for all six documents if it in fact only analyzed one of the files.   
292

 Microsoft Excel spreadsheet from Tiversa to FTC, “Master List.xls” [FTC_PROD0005345]. 
293

 Microsoft Excel spreadsheets from Tiversa to FTC, “Master List January 15, 2003.xls” [FTC_PROD0005340]; 

“Master List Michelle.xls” [FTC_PROD0005341]; “Master List Rosa.xls” [FTC_PROD0005342]; “Master List 

Sally.xls” [FTC_PROD0005343]; “Master List Sharon.xls” [FTC_PROD0005344]; “Master List.xls” 

[FTC_PROD0005345]. 
294

 E-mail from Perry Maier, Assistant Dir., Open Door, to Anders Riedemann, IT Adm’r, Adnet (July 14, 2008 

10:56 a.m.). 
295

 E-mail from Keith Tagliaferri, Cyber Forensic Analyst, Tiversa, to Anders Riedemann, IT Adm’r, Adnet (July 

14, 2008 3:20 p.m.). 
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sales representative attached a statement of work for the Open Door Clinic to hire Tiversa.
296

  

The quoted rate for Tiversa’s services was $475 per hour – far beyond the clinic’s modest 

budget.
297

  Open Door employees were immediately suspicious as to why Tiversa contacted the 

clinic:
298

 

 

 
 

The Open Door Clinic began an internal investigation of the leak after receiving 

notification from Tiversa.  In early September 2008, an IT vendor for the clinic contacted 

Tiversa by telephone to obtain more information about the leak and what steps the clinic could 

take to remediate the breach.
299

  Tiversa provided eight steps that Open Door could undertake to 

remediate the leak:
300

 

                                                 
296

 E-mail from Katy Everett to Anders Riedemann, IT Adm’r, Adnet (July 14, 2008 3:29 p.m.) [Open Door e-mail 

#5]. 
297

 Roesler Testimony, at 25. 
298

 E-mail from Perry Maier to Anders Riedemann (July 14, 2008 2:15 p.m.). 
299

 E-mail from Katy Everett, Tiversa, to TJ Vinz, Adnet (Sept. 4, 2008 1:34 p.m.). 
300

 Id. 

“It could be an elaborate 

scheme to get business.” 
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Tiversa also offered to “assist Open Door with any of the above and in performing the global 

spread analysis we discussed.”
301

  The sales representative again attached a statement of work for 

an Incident Response Investigation for Open Door.  The quoted rate remained $475 per hour.
302

   

 

One hour later, the Open Door Clinic’s IT vendor sent these eight steps to the clinic, as 

well as information on how the clinic had already addressed each step in the course of its internal 

investigation.
303

  The clinic’s internal investigation, based on the limited information provided by 

                                                 
301

 Id. 
302

 Id. 
303

 E-mail from TJ Vinz, Adnet to Ryan Howater, Adnet (Sept. 4, 2008 2:40 p.m.). 
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Tiversa, found that none of the computers on the system had peer-to-peer software installed, and 

that no peer-to-peer network ports into or out of the clinic’s computer system were allowed.
304

  

As Executive Director David Roesler testified, the clinic was at a loss as to how the one file 

Tiversa provided could have been exposed on a peer-to-peer network.
305

 

 

Later that month, Tiversa again contacted the Open Door Clinic, this time attempting to 

sell LifeLock’s identity theft services.
306

  A Tiversa sales representative wrote, “Tiversa has 

recently established an exciting new partnership with a company called LifeLock.  LifeLock is a 

leading provider of identity theft PREVENTION [sic] services to many organizations and 

corporations.”
307

 

 

Ultimately, Open Door declined to purchase Tiversa and LifeLock’s services.  In his 

testimony before the Committee, Roesler explained that the clinic did not purchase Tiversa’s 

services because Open Door’s IT provider had sufficiently “reviewed its network to confirm that 

there was no evidence of any P2P software.”
308

 

 

B. Tiversa only provided self-serving information to the Open Door 
Clinic in July 2008 

 

Tiversa has maintained to the Committee that it went above and beyond in trying to help 

the Open Door Clinic mitigate the peer-to-peer leak.  Such a statement, however, is not only self-

serving, but also incorrect.  In fact, Tiversa failed to provide full and complete information about 

the leak to the clinic. 

 

Several of the eight steps for mitigation Tiversa suggested to the clinic—including the 

suggestions to “identify any additional sources that may have acquired the file(s) and are re-

sharing them to the P2P networks” and “remediate/close down any additional sources found in 

step #4”—are steps that seemingly require the use of Tiversa’s technology.  Tiversa has 

maintained that it provides technology and services that no other company can provide.  The so-

called “steps” Tiversa provided are in fact a blatant sales pitch.  Tiversa failed to provide 

additional files downloaded from the Open Door Clinic on the same day from the same IP 

address.  Tiversa also failed to provide the IP address of the computer leaking the files, 

information that Tiversa’s technology can provide in minutes.  Had Tiversa chosen to provide 

the Open Door Clinic with this information, the clinic could have more readily identified the 

source of the leak. 

 

Further, Tiversa appears to have begun investigating the source of the Open Door leak 

even prior to July 14, 2008, when it first contacted the Open Door Clinic.  On July 3, 2008, Chris 

                                                 
304

 Id. 
305

 Roesler Testimony, at 25. 
306

 E-mail from Katy Everett, Tiversa, to TJ Vinz, Adnet (Sept. 24, 2008 2:20 p.m.).  This e-mail was not produced 

to the Committee by Tiversa. 
307

 Id. 
308

 Roesler Testimony, at 25, 60. 
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Gormley, Tiversa’s former Chief Operations Officer, e-mailed a sales representative a web link, 

with the notation “Open Door Clinic:”
309

 

 

 
 

Tiversa did not produce this e-mail to the Committee.  A forensic report Tiversa created in 

October 2011, which Tiversa also did not produce to the Committee, includes several files about 

the “SISTA Project” to support its conclusion that the probable disclosure source was a specific 

Open Door employee.
310

   

 

The July 3, 2008, e-mail indicates that Tiversa had already begun work on step one of the 

eight steps provided to the Open Door Clinic—“identify the offending computer/source”—but 

failed to inform Open Door of this information.  Further, the same sales representative who sent 

the eight steps to the Open Door Clinic also received Gormley’s e-mail.   

 

Had Tiversa really wanted to help this non-profit clinic, it could have provided all of the 

files downloaded from Open Door and the IP address of the computer sharing the files in 

question.  Tiversa could have also informed the clinic that it had already begun investigating the 

source of the breach, and had identified a potential link between documents the computer shared 

and the identity of the computer’s owner.  

 

C. Tiversa facilitates a class action lawsuit against the Open Door Clinic, 
and contacts Open Door patients directly 
 

On July 29, 2009, Tiversa CEO Robert Boback testified about the Open Door Clinic leak 

before the Committee.  Boback stated that 184 Open Door patients were “now victims of identity 

                                                 
309

 E-mail from Chris Gormley, COO, Tiversa, to Katy Everett, Tiversa (July 3, 2008, 11:26 a.m.) [hereinafter July 3 

Tiversa E-mail]. 
310

 Tiversa, Forensic Investigation Report: Open Door Clinic, at 6, 21, 26, 29 (Oct. 13, 2011).  One of the excerpted 

documents in the Investigative Report discusses the SISTA Training Institute, and refers participants to the website 

www.effectiveinterventions.org – the same main website as the link in Gormley’s July 3, 2008 e-mail (July 3 

Tiversa E-mail). 
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theft.”
311

  After this hearing, a Committee staffer expressed concern to Boback that the affected 

Open Door clients had not been notified that their personal information had been exposed.
312

 

 

Rather than contacting the Open Door Clinic to provide additional information about the 

leak that Tiversa initially withheld, such as the IP address of the source computer, the additional 

files that Tiversa downloaded, or any investigation Tiversa performed into the identity of the 

disclosing source, Boback provided information on the Open Door leak to Michael Bruzzese, 

one of Tiversa’s attorneys.
313

  Shortly after the July 2009 hearing, Boback provided Bruzzese 

with a verbal summary of what he knew about the Open Door leak.
314

  Boback also provided one 

of the six documents Tiversa downloaded from the clinic.
315

  At this time, Boback stated that 

Tiversa had also determined that an “information aggregator” located in Apache Junction, 

Arizona downloaded Open Door’s documents.
316

  Boback did not provide Bruzzese with 

information about any other spread at this time.
317

  Boback also did not provide the Open Door 

Clinic with information about the alleged spread of the file. 

 

Bruzzese and his co-counsel “retained the services of an attorney who devotes his 

practice to matters involving legal ethics and the rules of professional responsibility to provide us 

legal advice as to how and in what manner we could solicit potential clients for this case.”
318

  

Bruzzese determined that “it was permitted to contact the potential class members by mail” and 

sent letters to all patients on the list Boback provided.
319

  The letter was a “solicitation to provide 

legal services,” and asked the recipient to sign on as a class representative for the suit.
320

 

 

Tiversa, through one of its current attorneys, explained to the Committee why Tiversa 

provided information to Bruzzese instead of contacting Open Door or its patients directly.  The 

attorney stated that Tiversa did not have the resources to contact the patients itself, and 

accordingly provided the information to an attorney:    

 

                                                 
311

 Inadvertent File Sharing Over Peer-to-Peer Networks: How it Endangers Citizens and Jeopardizes National 

Security: Hearing Before the H. Comm. on Oversight & Gov’t Reform, 111th Cong. 12 (July 29, 2009) (testimony of 

Robert Boback, CEO of Tiversa, Inc.).  Michael Bruzzese, however, told the Committee that he did not know what 

would have been the basis of this statement; he was not aware of any claims of identity theft until after he assembled 

plaintiffs for the class action lawsuit between November 2009 and February 2010.  H. Comm. on Oversight & Gov’t 

Reform, Transcribed Interview of Michael Bruzzese, at 115 (Sept. 10, 2014) [hereinafter Bruzzese Tr.].   
312

 Letter from Michael J. Bruzzese, Att’y, Johnson, Bruzzese & Temple, LLC, to Hon. Darrell E. Issa, Chairman, 

H. Comm. on Oversight & Gov’t Reform 2 (July 30, 2014) [hereinafter July 30 Bruzzese Letter].   
313

 Id.   
314

 Bruzzese Tr. at 21-22.   
315

 Id. at 22. 
316

 Id. at 32.  A draft version of the Tiversa Forensic Investigation Report includes a file spread analysis.  This 

analysis indicates that the file spread to four IP addresses unrelated to the initial disclosing source.  The spread 

analysis shows that, in addition to the Apache Junction user, a peer-to-peer user in the Netherlands had also 

downloaded at least one of the Open Door files on March 12, 2009.  It is not clear how Boback knew about the 

spread of the file in one instance, but not the other.  Tiversa, Forensic Investigation Report: Open Door Clinic (Oct. 

21, 2011) (draft report).  At no point was Tiversa’s file spread analysis provided to the Open Door Clinic.  
317

 Bruzzese Tr. at 32-33. 
318

 July 30 Bruzzese Letter at 2. 
319

 Id.; see also Letter from Michael Bruzzese & James Cirilano, Cirilano & Associates, to [Open Door Clinic 

Patient] (Nov. 4, 2009) [hereinafter Bruzzese Patient Letter]. 
320

 Bruzzese Patient Letter.. 
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Here’s what our understanding is.  And, again, I think you're going to get a 

letter. . . . Tiversa found the Open Door file.  They called them, as is their 

policy, just saying, look, we found this on your system, here it is.  They 

said, no, thanks, about getting help.  

 

Getting ready for the testimony in 2009, they told the story to someone on 

staff.  And when they told them the story, they were told back that 

somebody needs to reach out to the victims. 

  

Tiversa did not have the resources to do it themselves, and they just 

gave a file to the local Pittsburgh attorney, who they knew, in order to 

help the victims.  And Tiversa didn’t get any payment for it.
321

 
 

He further stated: 

 

Well, what he did with it, I don’t think -- Tiversa didn’t say, go do this or 

that. It was, they were asked by staff to make sure the victims knew that 

their information was compromised. And since they didn't have the 

ability to do it themselves, or more than what they did, they gave the 

information to this guy, and he said he would handle it.
322

  
 

Bruzzese also explained to the Committee how he contacted the clients of the Open Door 

Clinic.  He stated: 

 

Q. How did you contact [the Open Door clients]? 

 

A. We contacted them one way, the only way, by sending 

them what in our profession is called an attorney 

solicitation letter, and prior to doing that, I retained the 

services of a lawyer in Pittsburgh who kind of concentrates 

his area of practice on professional responsibility and ethics 

and asked him whether and how under Illinois law that I 

could contact these individuals.  And he did some research, 

told me that I was prohibited from making direct phone 

calls to them but that I could send a letter as long as I 

marked on the letter that it was a solicitation from a 

lawyer.  And that’s what we did. 

 

* * * 

 

A. Correct.  So let me just make a statement to you.  Prior to 

the five individuals retaining my services as their 

lawyer, I did not make any telephone calls to any Open 

Door Clinic patients. 

                                                 
321

 Hopkins Tr.at 143-44. 
322

 Id. at 145 (emphasis added).  
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Q. Did you ask Mr. Boback if Tiversa could make telephone 

calls to any of the Open Door patients? 

 

A. No. 

 

Q. Did you ask Mr. Boback to contact the Open Door 

patients in any way? 

 

A. No.
 323

 

 

Documents obtained by the Committee, however, show that Tiversa independently contacted 

patients of the Open Door Clinic about the leak.
324

 

 

As these documents call into question information provided by Tiversa to the Committee, 

the Committee obtained phone records showing long-distance calls from Tiversa’s office during 

the time in question.  A comparison of the phone records to documents Tiversa downloaded 

from the Open Door Clinic, which contained patients’ personal information, clearly shows 

that Tiversa called more than 50 patients of the Open Door Clinic between October 29 and 

November 5, 2009.  Tiversa called at least one patient on multiple occasions.  These phone calls 

from Tiversa took place just days before Bruzzese sent a letter to Open Door patients. 

 

It is not clear why Tiversa provided false information to the Committee about whether the 

company contacted any Open Door patients.  Further, it is not clear why Tiversa lacked the 

resources to contact Open Door patients, as the company represented to the Committee through 

its attorney. In fact, Tiversa did contact over 50 patients of the clinic.  It is also not clear why 

Tiversa would contact over 50 patients of the clinic in late October and early November 2009, 

days before Bruzzese sent a letter to patients of the clinic, and following the Committee staffer’s 

July 2009 alleged notification that patients needed to be notified.   

 

 In September 2009, Tiversa again contacted Open Door to report that the breached 

document was still exposed on the peer-to-peer network.
325

  Again, Open Door performed its 

own investigation of its servers and again found no evidence of any peer-to-peer networks.
326

  

Tiversa did not tell Open Door that it had referred information about the leak to an attorney, nor 

did Tiversa provide any of the information previously withheld from the clinic.  Although 

Tiversa professed it was concerned about notifying the patients of Open Door about the leak of 

personally identifiable information, it still omitted key information. 

 

Six patients agreed to join the class action against the Open Door Clinic, and Bruzzese 

filed the lawsuit in February 2010.  During discovery, Open Door subpoenaed Tiversa and 

                                                 
323

 Bruzzese Tr. at 35-36 (emphasis added). 
324

 See, e.g. e-mail from Barb Cox to David Roesler, Dir., Open Door Clinic (Nov. 5 2009 4:29 p.m.) (“According to 

[redacted]-triversa [sic] called him first and asked a ton of questions-did they know that open door had done this etc.  

I think that Triversa [sic] is affiliated with the law firm and sent them the info they had-I would imagine that they 

get a finders fee [sic].”). 
325

 Roesler Testimony, at 25. 
326

 Id. at 25-26. 
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finally received the additional files that Tiversa downloaded from the same computer on the 

same day as the one file it previously provided.
327

  This production included information 

indicating that an IP address in Apache Junction, Arizona, downloaded all six Open Door 

files.
328

  Bruzzese testified to the Committee that he also did not receive a full accounting of all 

the Open Door files Tiversa downloaded until he received Tiversa’s production.
329

 

 

After receiving full information from Tiversa, the Open Door Clinic determined that the 

source of the breach was a computer stolen from the clinic in 2007.
330

  Open Door believes that 

the peer-to-peer software that exposed its patients’ personally identifiable information was 

installed on the computer after it was stolen, and therefore was not a breach of Open Door’s 

network.
331

    

 

D. Tiversa did not charge Bruzzese for the same information it refused 
to provide to the Open Door Clinic 

 

Tiversa did not accept payment for any services provided as part of the litigation against 

the Open Door Clinic.
332

  When Boback first told Bruzzese about the Open Door leak, Boback 

was “adamant”
333

 that Tiversa would provide any required services free of charge:   

 

He said, Tiversa does not want anything.  I do not want anything.  I 

am doing this to—words to this effect—discharge my obligation 

put upon me by the staffer to do something about it.  And he said 

that, whatever you need, in terms of forensic work, you’ve got, 

no matter what.
334

 

 

Pursuant to this professed sense of moral obligation, Tiversa performed forensic analysis of the 

Open Door Leak.  Tiversa examined the source of the leak, including details about the 27 times 

the IP address shifted, the identity of the leak, and the alleged spread of the leak.  Tiversa 

produced a 42-page forensic investigation draft report,
335

 and a 39-page final forensic 

investigation report
336

 for Bruzzese’s use in the litigation.   

 

Boback directed that Tiversa expend time and effort to investigate the leak for Bruzzese 

at no charge.  He provided the exact same services to Bruzzese for free that he withheld from the 

Open Door Clinic.  Had Boback really felt a sense of moral obligation to the patients of the Open 

                                                 
327

 Id. at 94. 
328

 The production included a spreadsheet titled “Open Door Clinic File Listing With Spread” and included a list of 

files for two IP addresses.  One IP address is the disclosing source as identified by Tiversa, and the other IP address 

at the time resolved to Apache Junction, Arizona.  Tiversa Production to Open Door Clinic (Jan. 21, 2011). 
329

 Bruzzese Tr. at 34.   
330

 Roesler Testimony, at 91. 
331

 Id. at 93. 
332

 Bruzzese Tr. at 65-66. 
333

 Id. at 65. 
334

 Id. 
335

 Tiversa, Forensic Investigation Report (Oct. 13, 2011. 
336

 Tiversa, Forensic Investigation Report (Oct. 21, 2011).. 

RX 644

LABMD_SUPP_PROD 0852



EMBARGOED UNTIL AFTER THE TESTIMONY OF RICHARD WALLACE  

98 

 

Door Clinic, he could have provided these services to the Open Door Clinic.  Once again, 

Tiversa was in a position to help and refused to do so. 

 

 According to a whistleblower, Tiversa engaged in numerous attempts to get the Open 

Door Clinic to pay for its services. When the clinic refused, Tiversa began calling the patients 

listed on the document it downloaded. Tiversa employees thought that by calling the patients and 

ginning up the leak, they could scare the clinic into hiring Tiversa. When this plan failed, Boback 

provided the information to his attorney, Michael Bruzzese, who filed a law suit against the non-

profit clinic while TIversa performed work related to the exposure free of charge to Bruzzese. 

The clinic was never informed by Bruzzese that Bruzzese received the information from Tiversa.  

E. Tiversa provided information on the Open Door Clinic to the FTC  
 

In addition to providing information to assist Bruzzese in his class action lawsuit, Tiversa 

also provided information on the Open Door Clinic leak to the FTC.  Tiversa, through the 

Privacy Institute, provided all six documents about the clinic to the FTC.  As noted above, the 

spreadsheet Tiversa provided indicated that all six documents were downloaded from the same 

IP address and disclosed on the same day – June 5, 2008.
337

  On January 19, 2010, the FTC sent 

a letter to Open Door Clinic about the leak.
338

  The letter informed the clinic that a file had been 

exposed on the peer-to-peer network, and noted that the clinic’s failure to prevent the document 

from leaking could violate federal laws.
339

   

 

If Boback was truly motivated to help the patients affected by the Open Door leak, he 

should have given complete information to Open Door immediately.  Instead, Boback withheld 

critical information about the number of downloaded documents, the IP address of the leak, and 

any information Tiversa had uncovered about the source of the leak.  He referred the leak to an 

attorney.  Even after the referral, Tiversa made unsolicited calls to more than 50 patients of the 

clinic about the leak for unknown reasons.  And, finally, Boback provided the very information 

and services he denied to the Open Door Clinic for free to the attorney who sued the Open Door 

Clinic over the leak Tiversa first identified.  Boback’s actions toward the Open Door Clinic 

unfortunately fit a pattern of self-promotion and manipulation, not a heartfelt wish to “discharge 

[his] obligation” to Open Door’s clients. 

 

 

VII. Conclusion 
 

The Committee’s investigation raises substantial questions about Tiversa’s business 

practices.  The company’s failure to produce documents responsive to the subpoena hindered the 

Committee’s investigation.  Not only did Tiversa primarily report companies to the FTC that had 

                                                 
337

 Microsoft Excel spreadsheet from Tiversa to FTC, “FTC Final 8-14-09pm.xls” [FTC_PROD0000014]. 
338

 Letter from Maneesha Mithal, Assoc. Dir., Div. of Privacy & Identity Protection, Federal Trade Comm’n, to 

Open Door Clinic (Jan. 19, 2014). 
339

 Id. 
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refused its services, but it also manipulated its relationship with the FTC—including its 

knowledge of upcoming investigations—in an attempt to profit from these same companies the 

second time around.  In addition, Tiversa seemingly knew about a breach at the House Ethics 

Committee nine days before the Washington Post reported about the breach.  Boback notified 

LifeLock about the breach and the upcoming article, but failed to notify the House Ethics 

Committee itself.  Boback’s communications prior to the publication of the article call into 

question his claim that he did not act as the Washington Post’s source.  Finally, Boback’s actions 

toward the Open Door Clinic are unethical, and potentially illegal.  Boback refused to provide 

critical information about a leak of incredibly sensitive data.  Instead, he reported the clinic to the 

FTC, provided information on the leak to an attorney, and provided certain services to the 

attorney free of charge but not to the clinic at all.   

Boback’s actions on behalf of Tiversa demonstrate that when, in a position to prevent 

harm to companies or the federal government, he acted to benefit himself and Tiversa.  Federal 

departments and agencies should be aware of these business practices when determining whether 

to do business with Tiversa. 
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Office of the Secretary 

The Honorable Darrell Issa 
Chairman 

United States of America 
FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

June 13, 2014 

Committee on Oversight and Government Reform 
United States House of Representatives 
Washington, D.C. 20515-6143 

Dear Chairman Issa: 

Thank you for your letter to Chairwoman Ramirez dated.June 11, 2014 regarding 
Tiversa, Inc. and information your Committee has obtained from that company. The Federal 
Trade Commission stands ready to respond to any Committee requests. Because this matter 
relates to ongoing administrative litigation in In the Matter of LabMD, Inc., Docket No. 9357, 
I am responding on behalf of the agency. Please ask your staff to contact Jeanne Bumpus, the 
Director of our Office of Congressional Relations, at (202) 326-2195, if you or your staff have 
any additional questions. 

cc: The Honorabk Elijah E. Cummings 
Ranking Member 

Sincerely, 
. 11 I d t'i /J L 

t(i;~tf ;~. V.:~.1/e-__ 
onald S. Clark 

Secretary 

Committee on Oversight and Government Reform 
United States House of Representatives 

COA # 000091 
FTC-FOIA-2015-00109

LABMD - SUPP. PROD. 
0436 
4/30/15
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June 11 , 2014 

The Honorable Edith Ramirez 
Chaitwoman 
U.S. Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 

Dear Madam Chairwoman: 
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The Committee on Oversight and Government Reform is investigating the activities of 
Tivcrsa, Inc., a company upon which the Federal Trade Commission ("FTC") relied as a source 
of information in its enforcement action against LabMD, Inc. 1 Information the Committee 
recently obtained indicates that the testimony provided by company officials to federal 
government entities may not ha\·e been tnnhful. 

The Committee's ongoing investigation has shown that competing claims exist about the 
culpability of those responsible for the dissemination of false information. It is clear at this 
point, however, that the information provided to the FTC is incomplete and inaccurate. A 
witness in the proceedings against LabMD, Inc. recently testified to the Committee that he 
provided incomplete or inaccurate information to the FTC regarding the origin of a "1718" 
document. In a transcribed interview with Committee staff, Tiversa' s ChiefEx~cutive Officer, 
Robert Boback, testified that he received "incomplete information with regard to my testimony 
of FTC and LabMD."2 He further stated that the "the original source of the disclosure was 
incomplete."3 Mr. Boba~k testified: 

Q How did you determine that it was incomplete or that there was a 
probbm with the spread analysis? 

A l had ... [Tiversa Employee A], perfonnO an analysis, again, 
remember, data store versus the peer to peer. So the information in 
the data store, [Tiversa Employee BJ performed another analysis to 
say, what was the original source oftbe file from LabMD and what 

1 See Jn re Labl-D, lnc., No. 9357 (Fed. Trade Comm'n Aug. 29, 2013}, available at 
ht.p://www.ftc.gov/sites/defaultJfiles/documents/cases/2013/08/1308291abmdpart3.pdf. 
2 Transcribed Interview of.Robert Boback, Transcript at 129-130 (June 5, 2014) [hereinafter Boback Tr.]. 
1 Id. 
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The Honorable Edith Ramirez 
June 11,2014 
Page2 

was the disclosure, a full analysis of it which then provided to me, 
which expanded upon what [Tiversa Employee B] had told me 
when I asked [Tiversa Employee B] prior to my testimony. And 
the only reason why I asked [Tiversa Employee B) in the first 
place was because [Tiversa Employee BJ was the analyst on it at 
the time when it was found, so I asked the analyst who was most 
familiar with this. I didn't kno-w [fiversa Employee B] was going 
to provide me with Jess than accurate infonnation. 

*. * 
Q So at the time that you were first made aware of the 1718 

document in April, May of 2008, Tiversa employees had not 
conducted the spread analysis? 

A No. 

Q And you did not know the original source of the !718 document? 

A I did no::. No. 

• • * 

Q Did there come a point at which a Tiversa employee determined 
who the original source of the 1718 document was? 

A W~ll, th.J.t's - yes. A Tiversa employee told me who the original 
source was . . . just before I testified . . . in the deposition [in the 
FTC LabMD case] in November of last year. And, subsequently, 
we have done a new search and found that the origin was different 
than what was provided to me ... in November. 

The Committee brings this matter to your attention because this information bears 
directly on the ongoing proceeding against LabMD, Inc. The Committei.: is currently considering 
next steps with regard to its own investigation, including the possibility of holding hcarin.gs, 
agreeing to hear certain testimony in executive session, and, based on information provided, to 
immunize certain future testimony pursuant to 18 U.S .C. § 6005. The Committee may request 
documents and access to relevant FTC witnesses. It is my expectation that you and your staff 
will cooperate fully with any subsequent requests for documents or transcribed witness 
ir.terviews. 

The Committee on Oversight and Government Reform is the principal oversigh1 
committee of the House of Representatives and may at "any time" investigate "any matter" as set 
forth in House Rule X. 
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The Honorable Edith Ramirez 
, Jur:e 11, 2014 
Page 3 

If you have any questions, please contact the Committee staff at (202) 225-5074 
Thank you for your prompt attention to this matter. 

~ 'J.!~ 

Darrell Issa 
Chairman 

cc: The Honorable Elijah E. Cummings, Ranking Minority Member 

William A. Sherman II, Counsel, J ..abMD, Inc. 

LauraRiposo VanDruff, Complain Counsel, U.S. Federal 1rade Commission 

William A. Burck, Quinn Emanuel Urquhait & Sullivan LLP 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Hippsley, Heather 
Wednesday, June 18, 2014.12:07. PM 
Bumpus, Jeanne;. Ramirez, Edith; White, Christian S. 
RE:. FTC IG has. been asked to. look into Tiversa matter 

Thanks Jeanne;. Kelly gave us a heads. up and I asked her to double. check with Chris when updating us .. Thanks, H. 

From:. Bumpus, J eanne 
Sent:. Wednesday,J une 18, 2014. 11 :34 AM 
To:. Ramirez, Edith; Hippsley,. Heather; White, Christian S. 
Subject: FTC IG has been asked to. look into Tiversa. matter 

Edith, 

Please know that Kelly Tshibaka advised. me that she. received a letter last night from Chairman Issa. asking that the IG 
look into the. Tiversa matter. She could not share the. contents of the letter but said it referred also to. FTC staff. She. will 
seek to meet with Mr. lssa's staff on the Oversight and Government Reform Committee ASAP and will notify FTC staff of 
her inquiry. 

Jeanne .. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Tshibaka, Kelly C. 
Wednesday, June.18, 2014 10:51 AM 
White, Christian. S. 
RE: Notice of Request for Investigation 

Can you please ca ll me on this when you have a chance? 

Kelly Tshibaka 
Acting Inspector General 
Federal. Trade Commission 
202-326-3527 

From:. Hippsley, Heather 
Sent: Wednesday, J une. 18, 2014. 10:49. AM 
To:. Tshibaka, Kelly C. 
Cc:. White, Christian. S. 
Subject:. RE:. Notice. of Request for Investigation 

Thank you for the. heads up; Issa sent a letter to the. Chairwoman which asked for our cooperation in any investigation 
he conducted and Don Clark answered the letter on behalf of the. agency since. there is. a pending administrative 
liti ation related to his concerns. (b)(5) 

(b)(5) 

(b)(5) Thanks so much, Heather 

From:. Tshibaka, Kelly C. 
Sent: Wednesday, June. 18, 2014 10:40. AM 
To: Hippsley, Heather 
Subject:. Notice. of Request for Investigation 

Heather, 

1. wanted to let you know that last night we received a. reauest from Chairman Issa to. investi2ate alle2ations. re2ardin2 
Tiversa. and FTC employees' involvement with Tiversa J<b)(S) 
(b)(5) 
(b)(5) 1 1 will keep you posted as this. progresses .. 
--~~~~~~~~~~-

Kelly Tshibaka. 
Acting Inspector General. 
Federal Trade. Commission 
202-326-3527 

COA # 000127 
FTC-FOIA-2015-00109

LABMD - SUPP. PROD. 
0472 
4/30/15

RX592



 

 

 

 

 

 

RX593 



Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Attachments: 

Clark, Donald S. 
Monday, June 16, 2014 2:50 PM 
Burstein, Aaron; Davis,. Anna; Delaney, Elizabeth A;. Delorme,. Christine Lee 

Hippsley, Heather; Bumpus, Jeanne; Vandecar, Kim; White, Christian S. 
Incoming Letter From Chairman Issa and Outgoing Response, Relating To In the Matter 
of LabMD, Docket No. 9357 

Issa061314.pdf 

Everyone, I've attached a letter from Chairman Issa which relates to the ongoing Part 3. proceeding in In the 
Matter of LabMD,. Inc.,. Docket No .. 9357. l(b)(S) 

(b)(5) 

also. attached a response we sent to Chairman Issa. on Friday, advising him that the FTC stands. ready to. respond to any 

Committee. requests . 

.. . Please let me. know if you need any additional. information; thanks!. 

Don 
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Office of the Secretary 

The Honorable Darrell Issa 
Chainnan 

United States of America 
FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

June 13, 2014 

Committee on Oversight and Government Reform 
United States House of Representatives 
Washington, D.C. 20515-6143 

Dear Chairman Issa: 

Thank you for your letter to Chairwoman Ramirez dated.June 11 , 2014 regarding 
Tiversa, Inc. and information your Committee has obtained from that company. The Federal 
Trade Commission stands ready to respond to any Committee requests. Because this matter 
relates to ongoing administrative litigation in In the Matter of LabMD, Inc., Docket No. 9357, 
I am responding on behalf of the agency. Please ask your staff to contact Jeanne Bumpus, the 
Director of our Office of Congressional Relations, at (202) 326-2195, if you or your staff have 
any additional questions. 

Sincerely, 

</fi2/{~/YJ_ 

cc: The Honorable Elijah E. Cummings 
Ranking Member 

Secretary 

Committee on Oversight and Government Reform 
United States House of Representatives 
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Kelly, Andrea 

From: Bumpus, Jeanne 

Sent: Monday, June 16, 2014 2:30 PM 
To: Clark, Donald S.; Vandecar, Kim; White, Christian S. 

Subject: RE: Draft Email Message Transmitting Letter From Chairman Issa and Response 

Looks good to me Don. 

From: Clark, Donald S. 
Sent:. Monday, J une 16, 2014 1 :53. PM 
To:. Bumpus,.Jeanne;. Vandecar, Kim; White, Christian S. 
Subject:. FW:. Draft Email. Message Transmitting Letter. From Chairman Issa. and Response . 

. .. .... Jeanne,. those are good points! I've. tried to incorporate them into. the proposed revised response below; (b)(S) 

this looks OK; thanks! 

...... .. .... Don 

(b)(5) 

From:. Bumpus,.J eanne. 
Sent:. Monday,.J une. 16,. 2014 1 :39. PM 
To:. Clark, Donald S.; Vandecar, Kim; Wh ite, Christian S. 
Subject: RE:. Draft Email. Message Transmitting Letter From. Chairman Issa and Response 

Thanks. Don .. 

(b)(5) 

From: Clark, Donald S. 
Sent: Monday, J une 16, 2014 12:40 PM 
To:. Bumpus,.J eanne;. Vandecar, Kim; White, Christian S. 
Subject:. Draft Email. Message. Transmitting Letter From Chairman Issa. and Response. 

1 

ease. et me. now 1 . 
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Jeanne, Kim and Chris, here's my draft message to the Commissioner Offices; I'd be happy to make any changes you'd 
like. Thanks! 

Don 

(b)(5) 

From: Clark, Donald S. 
Sent:. Monday, June 16, 2014 12:16 PM 
To:. Bumpus,j eanne 
Cc: Vandecar, Kim; Wh ite, Christian S. 
Subject: RE: Letter from Chairman Issa 

Jeanne, thanks; I'll send around the complete package this afternoon; here's a copy of both the incoming letter and the 
outgoing response, in case you don't have it. 

Don 

From:. Bumpus, J eanne 
Sent: Monday,.June 16, 2014 12:06 PM 
To: Clark, Donald S. 
Cc:. Vandecar, Kim; Wh ite, Christian S. 
Subject: Letter from Cha irman Issa 

Don, 

We have shared the letter dated June 11 from Chairman Issa with the Chairwoman and with Commissioner Ohlhausen's 
office (who asked for it over the. weekend).j(b)(S) 

(b)(5) 

Jeanne ... 

2 
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Kelly, Andrea 

From: Vandecar, Kim 

Sent: Monday, June 16, 2014 12:58 PM 
To: White, Christian. S.; Clark, Donald S.; Bumpus, Jeanne 

Subject: RE: Draft Email Message Transmitting Letter From Chairman Issa and Response 

Me too. 

From: White, Christian S . . 
Sent:. Monday,.June 16, 2014 12:58. PM. 
To:. Clark, Donald. S.; Bumpus,.Jeanne;. Vandecar, Kim 
Subject: RE:. Draft Email. Message. Transmitting Letter From Chairman Issa and Response. 

Looks. ok to me. 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Thank you! 

From:. Bumpus.J eanne .. 

Davis, Anna 
Sunday, June. 15, 201410:26 AM 
Bumpus, Jeanne;. White, Christian S. 
Re:. Letter. from Chairman Issa 

Sent: Saturday, J une 14, 2014 10:48 PM 
To: Davis, Anna 
Subject: Fw: Letter. from Chairman Issa .. 

Anna, 
Attached is the letter from Chairman Issa. 
Jeanne. 

From: Oxford, Clinton P .. 
Sent:. Wednesday,.J une 11, 2014 05:38. PM 
To:. Bumpus,.Jeanne;. Vandecar, Kim 
Subject:. FW:. Letter from Chairman. Issa.. 

From:. Grimm, Tyler [mailto:Tyler.Grimm@mail.house.govl . 
Sent:. Wednesday, J une. 11, 2014. 5:28. PM 
To:. Oxford, Clinton P .. 
Cc:. Skladany,Jon; Pinto, Ashok; Marin, Mark 
Subject: Letter from Cha irman Issa 
Importance:. High 

Clinton, 

Attached please find a letter from Chairman Issa. to Chairwoman Ramirez. Please confirm receipt of this. letter . . 

Tyler Grimm 
House Committee on Oversight and Government Reform 
Rep. Darrell Issa,. Chairman 
(202) 225-5074 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Thanks .. 

----- Original Message ----

From:. White,. Christian S. 

Bumpus, Jeanne 

Saturday, June. 14, 2014 10:43. PM 
White, Christian. S. 

Re:. Issa. letter 

Sent:. Saturday, June.14, 2014. 07:39. PM 

To: Bumpus, Jeanne; Davis, Anna. 

Subject: Re:. Issa. letter 

----- Original Message----

From: Bumpus, Jeanne 

Sent:. Saturday, June.14, 2014. 08:09. AM 

To:. Davis,. Anna;. White, Christian S. 

Subject: Re: Issa letter 

Anna,. 

Jeanne. 

----- Original Message ----

From: Davis, Anna 

Sent:. Friday, June.13,. 2014 06:04. PM 

To:. Bumpus, Jeanne 

Subject: Issa letter 

Jeanne, 

Can you send us. a copy of the. Issa letter. on LabMD?. 

Anna 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Clark, Donald S. 
Friday, June 13, 2014 3:47 PM 
Hippsley, Heather; White, Christian S.; Vandecar,. Kim 
Signed Copy of Letter To Chairman Issa 
Issa061314.pdf 

Heather, thanks. for the final version of the letter to Chairman Issa from Edith;. I've. attached a signed copy (along w ith a 
copy of the. incoming letter); OCR is delivering the original to. Chairman Issa and a copy to. Ranking Member Cummings 
(thanks, Kim!). Please let me know if you need anything else, and everyone have. a great weekend! 

... .. . Don 
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Office of the Secretary 

The Honorable Darrell Issa 
Chainnan 

United States of America 
FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

June 13, 2014 

Committee on Oversight and Government Reform 
United States House of Representatives 
Washington, D.C. 20515-6143 

Dear Chairman Issa: 

Thank you for your letter to Chairwoman Ramirez dated.June 11 , 2014 regarding 
Tiversa, Inc. and information your Committee has obtained from that company. The Federal 
Trade Commission stands ready to respond to any Committee requests. Because this matter 
relates to ongoing administrative litigation in In the Matter of LabMD, Inc., Docket No. 9357, 
I am responding on behalf of the agency. Please ask your staff to contact Jeanne Bumpus, the 
Director of our Office of Congressional Relations, at (202) 326-2195, if you or your staff have 
any additional questions. 

Sincerely, 

</fi2/{~/YJ_ 

cc: The Honorable Elijah E. Cummings 
Ranking Member 

Secretary 

Committee on Oversight and Government Reform 
United States House of Representatives 
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2157 RAYBURN HOUSE OFFICE BUILDING 
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l(ERRY c. SENTI\ OLIO, M fCHIGAN 
RO('J O•$ANT1S. FLORIDA 

LAWRENCF J , BP.ADY 
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The Honorable Edith Ramirez 
Chai1woman 
U.S. Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 

Dear Madam Chairwoman: 

M"'°"'TY C!02) ·22~7< 
F,..,.•,..• ' \202) 22~7< 
M110nr-.· ~02) 225-5051 

tiup-J/oyorsigH.hovse gOv 

June 11, 2014 

ELIJAH E CUMMINGS. MARYLAN D 
RA'IKING MINORJW M o;MBER 

CAROLYN 8. MALONEY, NEW YORK 
ELEANCR HOLMl:S NORTON, 

DISTRICT or C'JlUMSIA 
J OHN f. TIERN€Y MASSALHUSHTS 
W M 1.A.CY ClA Y. Ml$SOUfU 
STCPHEN F. nNCH. MASSACHUSETTS 
JIM COOPER, TENNESSEE 
GERALD E. CONNOll Y, vmr,1NIA 
JACKIE SPEIER. CAUFO•NIA 
MATTHEW A. CAATWAIGH'T PEtJNSYLV,, NIA 
L TAMMY OUCKWORTI<. ill :NOIS 
ROBIN l. KELLY. ILL·INO;S 
OANNY K. OAVJS. ILLINOI$ 
PHER WE:LCH, VERMC:.HT 
TONY CARDENAS. CALIFOR•UA 
STEVEN A, HORSFORD. NE\IAOA 
MICHi!LlE LUJAN GRISHAM , "'EW MEXICO 
VACANC'i' 

The Committee on Oversight and Government Reform is investigating the activities of 
Tiversa, Inc., a company upon which the Federal Trade Commission ("FTC") relied as a source 
of information in its enforcement action against LabMD, Inc. 1 Information the Committee 
re:::ently obtained indicates that the testimony provided by company officials to federal 
government entities may not have been truthful. 

The Committee's ongoing investigation has shown that competing claims exist about the 
culpability of those responsible for the dissemination of false information. It is clear at this 
point, however, that the infonnation provided to the FTC is incomplete and inaccurate. A 
witness in the proceedings against LabMD, Inc. recently testified to the Committee that he 
provided incomplete or inaccurate information to the FTC regarding the origin of a "1718" 
document. In a transcribed interview with Committee staff, Tiversa's Chief Executive Officer, 
Robert Boback, testified that he received "incomplete information with regard to my testimony 
of FTC and LabMD."2 He further stated that the "the original source of the disclosure was 
incomplete. "3 Mr. Boback testified: 

Q How did you determine that it was incomplete or that there was a 
problem with the spread analysis? 

A I had ... [Tiversa Employee A) , perforrnO an analysis, again, 
remember, data store versus the peer to peer. So the information in 
the data store, [Tiversa Employee B] performed another analysis to 
say, what was the original source of the file from LabMD and what 

1 See Jn re Lab.tvfD, [nc., No. 9357 (Fed. Trade Comm'n Aug. 29, 2013), available at 
ht:p :/ /www.ftc.gov/s ites/defau I t/fi I es/documents/cases/20 l 3/08/13 0829 labmdpart3. pdf. 
2 Transcribed Interview of Robert Boback, Transcript at 129- I 30 (June 5, 2014) [hereinafter Boback Tr.]. 
l Id. 
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The Honorable Edith Ramirez 
June 11,2014 
Page2 

was the disclosure, a full analysis of it which then provided to me, 
which expanded upon what [Tiversa Employee BJ had told me 
when I asked [Tiversa Employee BJ prior to my testimony. And 
the only reason why I asked [Tiversa Employee B) in the first 
place was because [Tiversa Employee BJ was the analyst on it at 
the time when it was found, so I asked the analyst who was most 
familiar with this. I didn't know [Tiversa Employee B) was going 
to provide me with less than accurate information. 

* * * 

Q So at the time that you were first made aware of the 1718 
document in April, May of 2008, Tiversa employees had not 
conducted the spread analysis? 

A No. 

Q And you did not know the original source of the 1718 document? 

A I did not. No. 

* * * 
Q Did there come a point at which a Tiversa employee determined 

who the original source of the 1718 document was? 

A Well, that's - yes. A Tiversa employee told me who the original 
source was ... just before I testified ... in the deposition [in the 
FTC LabMD case] in November of last year. And, subsequently, 
we have done a new search and found that the origin was different 
than what was provided to me ... in November. 

The Committee brings this matter to your attention because tills information bears 
directly on the ongoing proceeding against LabMD, Inc. The Committee is cun-ently considering 
next steps with regard to its own investigation, including the possibility of holding hearings, 
agreeing to hear certain testimony in executive session, and, based on information provided, to 
immunize certain future testimony pursuant to 18 U.S.C. § 6005. The Committee may request 
documents and access to relevant FTC witnesses. It is my expectation that you and your staff 
will cooperate fully with any subsequent requests for documents or transcribed witness 
interviews. 

The Committee on Oversight and Government Reform is the principal oversight 
conunittee of the House of Representatives and may at "any time" investigate "any matter" as set 
forth in House Rule X. 
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The Honorable Edith Ramirez 
• June 11, 2014 

Page 3 

If you have any questions, please contact the Committee staff at (202) 225-5074. 
Thank you for your prompt attention to this matter. 

Darrell Issa 
Chairman 

cc: The Honorable Elijah E. Cummings, Ranking Minority Member 

William A. Sherman II, Counsel, LabMD, Inc. 

Laura R.iposo VanDruff, Com.plain Counsel, U.S. Federal Trade Commission 

William A. Burck, Quinn Emanuel Urquhrut & Sullivan LLP 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Clark, Donald S. 

Friday, June 13, 2014. 2:57 PM 
Hippsley, Heather 
White, Christian S.; Vandecar, Kim 

RE: Letter To Chairman Issa Acknowledging Receipt of Letter Re Tiversa.docx 

Heather, thanks; I just saw your message, as I was in a meeting; I'm signing the letter and taking it to OCR now. 

Don 

From: Hippsley, Heather 
Sent:. Friday,.J une 13, 2014 2:06. PM 
To:. Clark, Donald S. 
Cc:. White, Christian. S.; Vandecar, Kim 
Subject: Letter. To. Chairman Issa. Acknowledging Receipt of Letter. Re. Tiversa.docx 
Importance:. High 

Oops; use this. one. please. I created a. typo in the. last version I just sent .. Thanks,. h. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Hippsley, Heather 

Friday, June 13, 2014 2:05 PM 
Clark, Donald S. 

Vandecar, Kim; White, Christian S. 

Letter. To Chairman Issa Acknowledging Receipt of Letter Re. Tiversa.docx 
Letter To Chairman Issa Acknowledging Receipt of Letter Re. Tiversa.docx 

Don, here. is. the. final with Edith's input . . Please provide a copy back to. our office after you sign and send .. Thanks! H .. 
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Kelly, Andrea 

From: Clark, Donald S. 

Sent: Thursday, June 12, 2014 11:26 PM 
To: Vandecar, Kim; Hippsley,. Heather; White, Christian S. 
Subject: Re: Letter To Chairman Issa Acknowledging Receipt of Letter. Re Tiversa 

It looks good to me.as well; thanks! 

Don 

From:. Vandecar, Kim 
Sent:. Thursday, J une 12, 2014 09:43 PM 
To:. Hippsley, Heather; Clark, Donald S.; White, Christian S. 
Subject: Re:. Letter. To. Chairman Issa Acknowledging Receipt of Letter Re. Tiversa. 

Looks good to. me. 

From:. Hippsley, Heather. . 
Sent:. Thursday, J une. 12, 2014 09:33 PM 
To:. Clark, Donald S.; Vandecar, Kim; Wh ite, Christian S. 
Subject: Letter To Chairman Issa. Acknowledging Receipt of Letter. Re Tiversa 

Here' s. what I'll. show Edith. tomorrow .. Any last thoughts? H .. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

I like that. 

From: White, Christian S. 

Vandecar, Kim 
Thursday, June 12, 2014 9:31 PM 
White, Christian. S.; Hippsley,. Heather;. Clark, Donald S. 
Bumpus, Jeanne 

Re: Letter To Chairman Issa Acknowledging Receipt of Letter Re Tiversa.docx 

Sent: Thursday,.J une. 12, 2014 08:55. PM 
To:. Hippsley, Heather; Clark, Donald S.; Vandecar, Kim 
Cc: Bumpus.Jeanne . 
Subject: Re:. Letter To Chairman Issa. Acknowledging Receipt of Letter Re. Tiversa.docx 

l(b)(5) 

From: Hippsley, Heather 
Sent: Thursday, June 12, 2014 08:52. PM 
To:. Clark, Donald S.; Vandecar, Kim 
Cc: White, Christian S.; Bumpus, J eanne. 
Subject: Re:. Letter To Cha irman Issa. Acknowledging Receipt of Letter Re. Tiversa.docx. 

Let me. read .. I. can fix .. Thanks h 

From: Clark, Donald S. 
Sent:. Thursday, J une. 12, 2014 08:18. PM 
To:. Vandecar, Kim; Hippsley, Heather 
Cc:. White, Christian S.; Bumpus, J eanne 
Subject: Re:. Letter To Chairman Issa. Acknowledging Receipt of Letter Re. Tiversa.docx. 

That's a good point; ... l<b_l<_Sl _____________________ _. 

Don 

From:. Vandecar,. Kim 
Sent:. Thursday, J une 12, 2014 07: 14 PM 
To: Clark, Donald S.; Hippsley, Heather 
Cc:. White, Christian S.; Bumpus,.J eanne. 
Subject: Re: Letter To Chairman Issa Acknowledging Receipt of Letter Re Tiversa.docx 

Thanks. Don j<b)(S) 
l<b)(5) 

From:. Clark, Donald S. 
Sent:. Thursday, June. 12, 2014 06:44 PM 
To:. Vandecar, Kim; Hippsley, Heather 
Cc: White, Christian S.; Bumpus, J eanne . 
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Subject: RE: Letter To Chairman Issa Acknowledging Receipt of Letter Re Tiversa.docx 

Don 

From: Vandecar, Kim 
Sent: Thursday, J une 12, 2014 6:17 PM 
To: Clark, Donald S.; Hippsley, Heather 
Cc: White, Christian. S.; Bumpus, J eanne 
Subject: RE: Letter To Chairman Issa Acknowledging Receipt of Letter Re Tiversa.docx. 

(b)(5) 

From:. Clark, Donald S. 
Sent:. Thursday,J une. 12, 2014 6:02. PM. 
To:. Hippsley, Heather. 
Cc: White, Christian S.; Vandecar, Kim; Bumpus, J eanne 
Subject: RE: Letter To Chairman Issa Acknowledging Receipt of Letter Re Tiversa .docx 

Heather, I've now incorporated Chris's comments; please let us know if you or Edith would like any changes. Thanks! 

Don 

2 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Clark, Donald S. 

Thursday, June 12, 2014 4:52 PM 
White, Christian S. 
Hippsley, Heather; Bumpus, Jeanne; Vandecar, Kim 

Letter To Chairman Issa Acknowledg ing Receipt of Letter Re Tiversa 
Letter To Chairman Issa Acknowledging Receipt of Letter Re. Tiversa.docx 

Chris, here's the current draft response to Chairman Issa; if it looks OK to you, Heather will forward it on to Edith for 

review; thanks! 

Don 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Importance: 

fyi 

From: White, Christian S . . 

Nuechterlein, Jon 
Thursday, June 12, 2014 12:05 PM 
Hippsley, Heather 
White, Christian S. 
FW: Letter from Chairman Issa 
2014-06-11 DEI to Ramirez-FTC - LabMD Tiversa.pdf 

High 

Sent:. Wednesday, J une 11, 2014. 6:32. PM 
To:. Nuechterlein, Jon 
Cc:. Freedman, Bruce 
Subject: FW:. Letter from Chairman Issa. 
Importance:. High. 

Should have. copied you. 

From: White, Christian S . . 
Sent: Wednesday, June. 11, 2014 6:30 PM 
To:. Ramirez, Edith 
Cc: Bumpus,.J eanne 
Subject: FW:. Letter from Chairman Issa. 
Importance:. High 

(b)(5) 

From: Bumpus,.J eanne 
Sent: Wednesday.J une 11, 2014 6:13 PM 
To:. White, Christian S. 
Subject: FW:. Letter from Chairman Issa 
Importance:. High 

Chris,. 
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appreciate your advice on how to proceed .. Thanks Chris,. 

Jeanne. 

From: Oxford, Clinton P ... 
Sent: Wednesday, J une 11, 2014 5:39 PM 
To: Bumpus, J eanne; Vandecar, Kim 
Subject: FW:. Letter from Chairman Issa 
Importance:. High 

From:. Grimm, Tyler [mailto:Tyler.Grimm@mail.house.gov] 
Sent:. Wednesday,.J une 11, 2014. 5:28. PM 
To:. Oxford, Clinton P. 
Cc: Skladany, J on; Pinto, Ashok; Marin, Mark 
Subject: Letter from Cha irman Issa 
Importance:. High 

Clinton,. 

Would 

Attached please find a letter from Chairman Issa to. Chairwoman Ramirez .. Please. confirm receipt of this. letter ... 

Tyler Grimm 
House. Committee. on Oversight and Government Reform 
Rep. Darrell. Issa,. Chairman 
(202) 225-5074. 

2 
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DARRELLE. ISSA, CALIFORNIA ONE HUNDRED THIRTEENTH CONGRESS 
CHAIRMAN 

JOHN L MICA. FLORIDA 
MIC•IAEL R. TURNE R, OHIO 
JOflN J . DUNCAN, JR .• TENNESSEE 
PATRICK T. M cHENRY, NORTH CAROLINA 
JIM JORDAN. OHIO 
JASON CHAFFETZ, UTAH 
TIM WALBERG, MICHIGAN 
JA \1ES LANKFORD. OKLAHOMA 
JUSTIN AMASH. MICHIGAN 
PAUL A GOSAR. ARIZONA 
PATRICK '-IEEHAN. PENNSYlVAl'llA 
scon DUJARLAIS. TENNESSEE 
TREY GOWDY. SOUTH CAROUNA 
BLAKE FARENTHOLD. TEXAS 
00C HAST.,..GS. WASHINGTON 
CYNTHIA M. LUMMIS. WYOMING 
ROB WOOOAll. GEORGIA 

C!Congress of tbe Wntteb ~tates 
j!}ou~e ot l\epre.sentatiue.s 

COMMITIEE ON OVERSIGHT ANO GOVERNMENT REFORM 

2157 RAYBURN HOUSE O FFICE BUILDING 

W ASHINGTON, DC 20515-6143 

THOMAS MASSIE. KENTUCKY 
DOUG COLLINS. GEORGIA 
MARK M EADOWS. NORTH CAROLINA 
KERRY L BENTIVOLIO, MICHIGAN 
RON D6SANT1S. FLORIDA 

LAWRENCE J. BRADY 
STAFF DIRECTOR 

The Honorable Edith Ramirez 
Chai1woman 
U.S. Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 

Dear Madam Chairwoman: 

Mt..ltlmY (.102) 225-~N 
FACs&•• (20l!l22~74 
MiHolo1Y l202) 22S-S0&1 

11ltp-JIOV91WVhl.houM.p 

June 11, 2014 

ELIJAH E. CUMMINGS. MARYLAND 
RANKING M INORITY MEMBER 

CAROLYN B. MALONEY. NEW YORK 
ELEANOR HOLMES NORTON. 

DISTRICT OP COWMBIA 
JOHN F. TIERNEY, MASSACHUSETIS 
WM. LACY CLAY. M ISSOURI 
STEPHEN F. LYNCH MASSACHUSETTS 
JIM COOPER. TENNESSEE 
GERALD E. CONNOLLY. VIRGINIA 
JACKIE SPEIER. CALIFORNIA 
MATIHEW A CARTWIUGHT, PEl'INSYLVANIA 
L. TAMMY DUCKWORTH, ILLINOIS 
ROBIN L KELLY. ILLINOIS 
DANNY IC . DAVIS, ILLINOIS 
PETER WELCH. VERMONT 
rONY CARDENAS. Cllllf-ORNIA 
STfV£N A HORSFO~D. NEVADA 
MICHELLE LUJAN GRISHAM, NEW MEXICO 
VACANCY 

The Committee on Oversight and Government Reform is investigating the activities of 
Tiversa, Inc ., a company upon which the Federal Trade Commission ("FTC") relied as a sow·ce 
of information in its enforcement action against LabMD, Inc. 1 Information the Committee 
recently obtained indicates that the testimony provided by company officials to federal 
government enti6es may not have been truthful. 

The Committee's ongoing investigation has shown that competing claims exist about the 
culpability of those responsible for the dissemination of false infonnation. It is clear at this 
point, however, that the information provided to the FTC is incomplete and inaccurate. A 
witness in the proceedings against LabMD, Inc. recently testified to the Committee that he 
provided incomplete or inaccurate information to the FTC regarding the origin of a " l 718" 
document. In a transcribed interview with Committee staff, Tiversa's Chief Executive Officer, 
Robert Boback, testified that he received "incomplete information with regard to my testimony 
of FTC and LabMD."2 He further stated that the "the original source of the disclosure was 
incomplete."3 Mr. Boback testified: 

Q How did you determine that it was incomplete or that there was a 
problem with the spread analysis? 

A I had .. . [Tiversa Employee A], perfolll1[] an analysis, again, 
remember, data store versus the peer to peer. So the information in 
the data store, [Tiversa Employee B] pcrfonued another analysis to 
say, what was the original source of the file from Lab MD and what 

1 See In re LabMD, lnc., No. 9357 (Fed . Trade Comm'n Aug. 29, 2013), C1Vailable at 
http://www.ftc.gov/s ites/defau lt/files/documents/cases/2013/08/ J 30829 labmdpart3 .pdf. 
2 Transcribed Interview of Robert Boback, T ranscript at 129-1 30 (June 5, 2014) (hereinafter Boback Tr.]. 
3 Id. 
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The Honorable Edith Ramirez 
June 11, 2014 
Page 2 

was the disclosure, a full analysis of it which then provided lo me, 
which expanded upon what [Tiversa Employee B] had told me 
when I asked [Tiversa Employee B] prior to my testimony. And 
the only reason why I asked [Tiversa Employee B] in the first 
place was because ITiversa Employee BJ was the analyst on it at 
the time when it was found, so I asked the analyst who was most 
familiar with this. I didn't know [Ti versa Employee BJ was going 
to provide me with less than accurate information. 

* * * 

Q So at the time that you were first made aware of the 1718 
document in April, May of 2008, Tiversa employees had not 
conducted the spread analysis? 

A No. 

Q And you did not know the original source of the 1718 document? 

A I did not. No. 

* * * 
Q Did there come a point at which a Tiversa employee determined 

who the original source of the 1718 document was? 

A W~ll, that's - yes. A Tiversa employee told me who the original 
source was ... just before I testified . . . in the deposition [in the 
FTC LabMD case] in November of last year. And, subsequently, 
we have done a new search and found that the origin was differen t 
than what was provided to me .. . in November. 

The Committee brings this matter to your attention because this information bears 
directly on the ongoing proceeding against LabMD, Inc. The Committee is cun-ently considering 
next steps with regard to its own investigation, including the possibility of hold ing hearings, 
agreeing to hear certain testimony in executive session, and, based on information provided, to 
inununize certain future testimony pursuant to 18 U.S.C. § 6005. The Committee may request 
documents and access to relevant FTC witnesses. It is my expectation that you and your staff 
will cooperate fully with any subsequent requests for documents or transcribed witness 
illterviews. 

The Committee on Oversight and Government Reform is the principaJ oversight 
committee of the House of Representatives and may at "any time" investigate "any matter" as set 
forth in House Rule X. 
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The Honorable Edith Ramirez 
June 11, 2014 
Page 3 

If you have any questions, please contact the Committee staff at (202) 225-5074. 
Thank you for your prompt attention to this matter. 

Chairman 

cc: The Honorable E lijah E. Cummings, Ranking Minority Member 

William A. Sherman II, Counsel, LabMD, Inc. 

Laura Riposo VanDruff, Complain Counsel, U.S. Federal Trade Commission 

William A. Burck, Quinn Emanuel Urquhati & Sullivan LLP 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Chris, thanks. 

uuplicate 

Ramirez, Edith 
Wednesday, June 11, 2014 6:32 PM 
White, Christian S. 

Bumpus, Jeanne 

RE: Letter from Chairman Issa 

COA # 000155 
FTC-FOIA-2015-00109

LABMD - SUPP. PROD. 
0500 
4/30/15

RX596



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Bumpus, Jeanne 

Wednesday, June. 11, 2014 5:42 PM 
White, Christian S. 

VM:. Bumpus, Jeanne. (2946) 
Voice_Message_Recording_Sll86659_001_gsm.wav 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

I'll be in touch shortly. 

Vandecar, Kim 
Wednesday, June 18, 2014 3:22 PM 
'Taylor, Shannon' 
RE: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

Follow up 
Flagged 

From: Taylor, Shannon [mailto:shannon.taylor@mail.house.gov] 
Sent: Wednesday, j une 18, 2014 3:12PM 
To: Vandecar, Kim 
Subject: Fw: RELEASE: I ssa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

We definitely need to talk now. Let me know if Friday late morning would work. If not we'll find another time. 

From: Marrero, Alexa 
Sent: Wednesday, j une 18, 2014 03:09PM 
To: Nagle, Paul; Taylor, Shannon 
Subject: FW: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

ICYMI 

From: Watkins, Becca 
Sent: Wednesday, j une 18, 2014 3:01 PM 
Subject: RELEASE: I ssa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

June 18th, 2014 
Contact: Becca Watkins, 202.225.0037 

lssa to FTC Watchdog: Investigate Allegations of Corporate 
Blackmail 

WASHINGTON -House Oversight and Government Reform Committee Chairman Darrell lssa, R-Calif ., sent a letter to 
Federal Trade Commission's (FTC} Acting Inspector General Kelly Tshibaka last night requesting that the IG's office 
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investigate the FTC's relationship with Tiversa, Inc. The Committee has substantial concerns about the reliability of the 
information Tiversa provided to the FTC and the relationship between the FTC and Tiversa. 

In 2008, Tiversa allegedly discovered a document pertaining to LabMD, Inc. containing the personal information of 
thousands of patients on a peer-to-peer network. Tiversa contacted LabMD in May 2008, explaining that it believed it 
had identified a data breach at the company and offering "remediation" services through a professional services 
agreement. LabMD did not accept Tiversa's offer because LabMD believed it had contained and resolved the data 
breach. Tiversa, through an entity known as the Privacy Institute, later provided the FTC with a document it created that 
included information about LabMD, among ot her companies. Tiversa allegedly provided information to the FTC about 
companies that refused to buy its services. In the case of LabMD, after Tiversa provided information to the FTC, the 
Commission sought an enforcement action against the company under its Section 5 authority related to deceptive and 
unfair trade practices. New information has surfaced indicating that information Tiversa supplied to the FTC may have 
been inaccurate 

"The possibility that inaccurate information played a. role. in the FTC's decision to initiate. enforcement actions against 
LabMD. is a serious matter," said Chairman lssa in today's letter. "The FTC's enforcement actions have resulted in serious 
financial difficulties for the company. Additionally, the. alleged collaboration between the FTC and. Tiversa, a company 
which. has now admitted that the information it provided to federal government entities-including the FTC-may be 
inaccurate,. creates the appearance that the FTC aided a company whose business practices allegedly involve. 
disseminating false data about the nature of data. security breaches." 

The letter continues: "Further, the Committee has received information from current and former Tiversa employees 
indicating a lack of truthfulness in testimony Tiversa provided. to. federal government entities. The. Committee's 
investigation is ongoing, and competing claims exist about the culpability of those responsible for the dissemination of 
false information. It is now clear, however, that Tiversa provided incomplete and inaccurate information to the FTC." 

Read the letter and embedded below. 

Ms. Kelly Tshibaka 
Acting Inspector General 
Federal Trade Commission 
Room CC-5206 
600 Pennsylvania Avenue NW 
Washington, D.C. 20580 

Dear Ms. Tshibaka: 

June 16, 2014 

The Committee on Oversight and Government Reform is investigating the activities of Tiversa, Inc., a company 
that provided information to Federal Trade Commission in an enforcement action against LabMD, lncY1 In 2008, Tiversa 
allegedly discovered a document containing the personal information of thousands of patients on a peer-to-peer 
network.r21 Tiversa contacted LabMD in May 2008, explaining that it believed it had identified a data breach at the 
company and offering "remediation" services through a professional services agreementY1 LabMD did not accept 
Tiversa's offer because LabMD believed it had contained and resolved the data breach. Tiversa, through an entity 
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known as the Privacy Institute, later provided the FTC with a document it created that included information about 
LabMD, among other companies.141 Apparently, Tiversa provided information to the FTC about companies that refused 
to buy its services. In the case of LabMD, after Tiversa provided questionable information to the FTC, the Commission 
sought an enforcement action against the company under its Section 5 authority related to deceptive and unfair trade 
practices. 151 

In addition to concerns about the merits of the enforcement action with respect to the FTC's jurisdiction, the 
Committee has substantial concerns about the reliability of the information Tiversa provided to the FTC, the manner in 
which Tiversa provided the information, and the relationship between the FTC and Tiversa. For instance, according to 
testimony by Tiversa CEO Robert Boback, the Committee has learned of allegations that Tiversa created the Privacy 
Institute in conjunction with the FTC specifically so that Tiversa could provide information regarding data breaches to 
the FTC in response to a civil investigative demand. The Committee has also learned that Tiversa, or the Privacy 
Institute, may have manipulated information to advance the FTC's investigation. If these allegations are true, such 
coordination between Tiversa and the FTC would call. into account the LabMD enforcement action, and other FTC 
regulatory matters that relied on Tiversa supplied information. 

Further, the Committee has received information from current and former Tiversa employees indicating a lack of 
truthfulness in testimony Tiversa provided to federal government entities. The Committee's investigation is. ongoing, 
and competing claims exist about the. culpability of those responsible for the dissemination of false information . . It is. 
now clear, however, that Tiversa provided incomplete and inaccurate. information to the. FTC.. In a transcribed interview 
with Oversight and Government Reform Committee staff, Boback testified that he received "incomplete information 
with regard to my testimony of FTC and LabMD."161 He stated that he now knows "[t]he original source of the. disclosure 
was incomplete."171 Mr. Boback testified : 

Q How did you determine that it was incomplete or that there was a problem with the spread analysis? 

A I had ... [Tiversa Employee A] perform[] an analysis, again, remember, data store versus the peer to 
peer. So the. information in the data store, he. performed another analysis to say, what was the original 
source of the file from Lab MD and what was the. disclosure, a full analysis of it which then provided to 
me, which expanded upon what [Tiversa Employee Bl had told me when I asked [Tiversa Employee 
B]prior to my testimony. And the only reason why I. asked [Tiversa Employee B] in the. first place was. 
because [Tiversa Employee B] was the analyst on it at the time when it was. found, so I asked the analyst 
who was. most familiar with this . . I. didn't know [Tiversa Employee B] was going to provide me with less 
than accurate information. IS! 

* * * 

Q So at the time that you were first made aware of the 1718 document in April, May of 2008, Tiversa 
employees had not conducted the spread analysis? 

A No. 

Q And you did not know the original source of the 1718 document? 

A I did not. No. 

* * * 

Q Did there come a point at which a Tiversa employee determined who the original source of the 1718 
document was? 
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A Well, that's- yes. A Tiversa employee told me who the original source was ... just before I testified ... in 
the deposition [in the FTC LabMD case) in November of last year. And, subsequently, we have done a 
new search and found that the origin was different than what was provided to me ... in November.191 

The possibility that inaccurate information played a role in the FTC's decision to initiate enforcement actions 
against LabMD is a serious matter. The FTC's enforcement actions have resulted in serious financial difficulties for the 
company.1101 Additionally, the alleged collaboration between the FTC and Tiversa, a company which has now admitted 
that the information it provided to federal government entities-including the FTC-may be inaccurate, creates the 
appearance that the FTC aided a company whose business practices allegedly involve disseminating false data about the 
nature of data security breaches. The Committee seeks to understand the motivations underlying the relationship 
between Tiversa and the FTC. 

The Committee is currently considering next steps, including the possibility of holding hearings, agreeing to take 
certain testimony in executive session, and, based on information provided, to. immunize certain. future testimony 
pursuant to 18. U.S.C. § 6005 .. Concurrent with. the Committee's investigative efforts, I request that you undertake a full 
review of the FTC's. relationship with Tiversa. 

Specifically, I ask that your office examine the following issues: 

1. FTC procedures for receiving information that it uses to bring enforcement actions. pursuant to its authority 
under Section 5, and whether FTC employees have improperly influenced how the agency receives 
information. 

2. The role played by FTC employees, including, but not limited to, Alain Sheer and Ruth Yodaiken, in the 
Commission's receipt of information from Tiversa, Inc. through the Privacy Institute or any other entity, and 
whether the Privacy Institute or Tiversa received any benefit for this arrangement. 

3. The reasons for the FTC's. issuance of a civil. investigative demand to the Privacy Institute instead of Tiversa,. 
the custodian ofthe information. 

The Committee on Oversight and Government Reform is the principal oversight committee. of the House of 
Representatives and may at "any time" investigate "any matter" as set forth in House Rule X. 

If you have any questions about this request, please contact Tyler Grimm or Jennifer Barbian of the Committee. 
staff at (202) 225-5074. Thank you for your prompt attention to this matter . . 

Sincerely, 

Darrelllssa 
Chairman 

cc: The Honorable Elijah E. Cummings, Ranking Minority Member 

Becca Glover Watkins 
Communications Director 

4 LABMD - SUPP. PROD. 
0610 
4/30/15

RX613



House Committee on Oversight and Government Reform 
Chairman Darrell lssa 
Rayburn 2157 
202.731 .7234 - Blackberry 
202.225.0037 - Press 
202.225.5074 - Committee Main 
becca.watkins@mail.house.gov 
http:// oversiqht.house.gov/ 

[11 See Complaint, In re LabMD, Inc., No .. 9357. (Fed. Trade Comm'n, Aug. 29, 2013), available at 

http:/ /www.ftc.gov/sites/default/files/documents/cases/2013/08/1308291abmdpart3.pdf. 
[21 Respondent LabMD, Inc.'s Answer and Defenses to Administrative Complaint, In re LabMD, Inc., No. 9357 (Fed. Trade Comm'n, 
Sept. 17, 2013), at 5. 
r31 Respondent LabMD, Inc.'s Motion to Dismiss Complaint with Prejudice and to Stay Administrative Proceedings, In re LabMD, Inc., 
No. 9357 (Fed. Trade Comm'n, Nov. 12, 2013), at 5. 
r41 H. Comm. on Oversight & Gov't Reform, Transcribed Interview of Robert Boback, Chief Executive Officer, Tiversa, Inc., Transcript 
at 42 (June 5, 2014) [hereinafter Boback Tr.). 
rsJ See generally 15 U.S.C. § 45. 
[GJ Boback Tr. at 129. 
[7)/d. 

raJ /d. at 129-130. 
r91 /d. at 162-163. 
r101 Rachel Louise Ensign, FTC Cyber Case Has Nearly Put Us Out of Business, Firm Says, WALL ST. J., Jan. 28, 2014, 
http:l/blogs.wsj.com/riskandcompliance/2014/01/28/ftc-cyber-case-has-nearly-put-us-out-of-business-firm-says/. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Yes. 

Vandecar, Kim 
Wednesday, June 18, 2014 5:27 PM 
'Taylor, Shannon' 
RE: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

Follow up 
Flagged 

From: Taylor, Shannon [mailto:shannon.taylor@mail.house.gov] 
Sent: Wednesday, J une 18, 2014 5:25 PM 
To: Vandecar, Kim 
Subject: Re: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

llam on Friday in H2-255? 

From: Vandecar, Kim [mailto:KVANDECAR@ftc.gov] 
Sent: Wednesday, J une 18, 2014 04: 1 0 PM 
To: Taylor, Shannon 
Subject: RE: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

It will. . Tell us when and where.. Daniel Kaufman, Deputy Director of BCP. will come. along with one of our General 
Counsels,. Maneesha, Jeanne and myself. 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Taylor, Shannon <shannon.taylor@mail.house.gov> 
Wednesday, June 18, 2014 5:29 PM 
Vandecar, Kim 
Re: RELEASE: Issa to FTC Watchdog: Investigate Allegations of Corporate Blackmail 

Follow up 
Flagged 

Second floor of ford btwn the elevator banks. 

From: Vandecar, Kim [mailto:KVANDECAR@ftc.gov] 
Sent: Wednesday, J une 18, 2014 05:28 PM 
To: Taylor, Shannon 
Subject: RE: RELEASE: Issa to FTC Watchdog: I nvestigate Allegations of Corporate Blackmail 

Where is that? 

Duplicate 

1-
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Hey, Kim. 

Taylor, Shannon <shannon.taylor@mail.house.gov> 

Wednesday, June 18, 2014 12:16 PM 
Vandecar, Kim 
LabMD/Tiversa/Government Reform 

Follow up 
Flagged 

I've been meaning to reach out to you on this. You guys have any thoughts you want to share with us, or just tell us 

generally what's happening in this case now that Government Reform is sniffing around Tiversa? 

http ://b logs. ws j. com/ ris ka n d com pI ian ce /2 014/06/03/ u -s-1 aw makers-i nvesti gating-ft cs-u se-of-f irm -in-data -cases/ 

http ://blogs. ws j. com/riska ndcom plia nce/2014/06/12/house-com m itt ee-says-ftc-privacy-case-incomplete-and
inaccurate/ 

Shannon Taylor 
Counsel, Majority Staff 
Committee on Energy & Commerce 
U.S. House of Representatives 
2125 Rayburn HOB/316 Ford HOB 
Washington, DC 20515 
202.225.2927 
u 9 \p 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Follow Up Flag: 
Flag Status: 

Good Afternoon, 

Vandecar, Kim 
Friday, June 13, 2014 3:49 PM 
'dave.rapallo@mail.house.gov'; 'susanne.grooms@mail.house.gov' 
Bumpus, Jeanne 
FTC response to Chairman Issa 
Chairman Issa response.pdf 

Follow up 
Flagged 

Attached is the Commission response to Chairman lssa's letter. Please let me know if you have any questions. 

Regards, 

Kim Vandecar 
202-326-2858 
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Office of lbe Secretary 

The Honorable Darrell Issa 
Chairman 

United States of America 
FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

June 13,2014 

Committee on Oversight and Government Reform 
United States House of Representatives 
Washington, D.C. 20515-6143 

Dear Chairman Issa: 

Thank you for your letter to Chairwoman Ramirez dated.June 11,2014 regarding 
Tiversa, Inc. and information your Committee has obtained from that company. The Federal 
Trade Commission stands ready to respond to any Committee requests. Because this matter 
relates to ongoing administrative litigation in In the Matter of Lab MD, Inc., Docket No. 9357, 
I am responding on behalf of the agency. Please ask your staff to contact Jeanne Bumpus, the 
Director of our Office of Congressional Relations, at (202) 326-2195, if you or your staff have 
any additional questions. 

Sincerely, 

~~k~ 
cc: The Honorable Elijah E. Cummings 

Ranking Member 

Secretary 

Committee on Oversight and Government Reform 
United· States House of Representatives 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thank you, will do. 

Marin, Mark <Mark.Marin@mail.house.gov> 
Friday, June 13, 2014 3:51 PM 
Vandecar, Kim 
Pinto, Ashok; Skladany, Jon; Bumpus, Jeanne 
Re: FTC response to Chairman Issa 

Follow up 
Flagged 

On Jun 13, 2014, at 3:43PM, "Vandecar, Kim" <KVANDECAR@ftc.gov> wrote: 

Hi Mark, 

Attached is the Commission response to Chairman lssa's letter. Let me know if you have any 
questions .. 

Regards, 

Kim 
202-326-2858 

<Chairman Issa response.pdf> 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Flag Status: 

Tyler, 

Oxford, Clinton P. 
Wednesday, June 11, 2014 5:43 PM 
'Grimm, Tyler' 
Skladany, Jon; Pinto, Ashok; Marin, Mark; Vandecar, Kim; Bumpus, Jeanne 
RE: Letter from Chairman Issa 

Follow up 
Flagged 

I have received the letter and will deliver it to the Chairwoman. 

Best, 

Clinton Oxfor d 
Honors Paralegal 
Office of Congressional Relations 
Federal Trade Commission 
(202) 326-2544 
coxford @ftc. gov 

From: Grimm, Tyler [mailto:Tyler.Grimm@mail.house.govl 
Sent: Wednesday, J une 11, 2014 5:28 PM 
To: Oxford, Clinton P. 
Cc: Skladany, J on; Pinto, Ashok; Marin, Mark 
Subject: Letter from Cha irman Issa 
Importance: High 

Clinton, 

Attached please find a letter from Chairman lssa to Chairwoman Ramirez. Please confirm receipt of this letter. 

Tyler Grimm 
House Committee on Oversight and Government Reform 
Rep. Darrelllssa, Chairman 
(202} 225-5074 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks 

Wender, Joseph (Markey) <Joseph_Wender@markey.senate.gov> 
Friday, June 13, 2014 5:38 PM 
Vandecar, Kim 
Re: Data Security Language 

Follow up 
Flagged 

Sent from my BlackBerry 10 smartphone on the Verizon Wireless 4G LTE network. 

From: Vandecar, Kim 
Sent: Friday, j une 13, 2014 5:27PM 
To: Wender, j oseph (Markey) 
Subject: FW: Data Security Language 

The exact language is in the GMR consent attached- ! highlighted the sentence (I think page 3) . The concept is all 

through our testimonies as well. See if that helps. 

From: Wender, j oseph (Markey) [mailto: Joseph Wender@markey.senate.govl 
Sent: Friday, j une 13, 2014 4:18 PM 
To: Vandecar, Kim 
Subject: Data Security Language 

Kim, 

I am looking for good language about what a strong data security standard should look like, and found this at 
the bottom of the LabMD case (bottom page 7) "comprehensive information security program that is reasonably 
designed to protect the security, confidentiality, and integrity of personal information collected from or about 
consumers .. 
. " http://www.ftc.gov/sites/default/files/documents/cases/20 13/08/130829labmdpart3.pdf. However, I would 
like to cite this from another source (not a complaint). Has the FTC used this language somewhere else? 

Thanks, 

Joey 

Joseph Wender 
Senior Policy Advisor 
Office of Senator Ed ward J_ Markey 
218 Russell Senate Office Building 
(202) 224-2742 
Joseph Wender@markey.senate.gov 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks. 

Vandecar, Kim 
Tuesday, June 17, 2014 10:13 AM 
'Mark.Marin@mail.house.gov' 
Re: Request 

Follow up 
Flagged 

From: Marin, Mark [mailto:Mark.Marin@mail.house.govl 
Sent: Tuesday, j une 17,201410:08 AM 
To: Vandecar, Kim 
Subject: RE: Request 

Kim, 

I' m sorry, but as we discussed last week, the Committee's policy is not to release (or allow in camera review of) full 
transcripts of interviews or depositions during an investigation, mainly to protect the integrity of subsequent 
interviews. The Committee continues its investigation of Tiversa and will be conducting additional interviews, and 
therefore we are unable to share more of the transcript at this time. 

Best, Mark 

From: Vandecar, Kim [mailto :KVANDECAR@ftc.gov] 
Sent: Monday, j une 16, 2014 4:55PM 
To: Marin, Mark 
Subject: RE: Request 

Any word on our request to see the entire transcript referenced in the letter to Chair? 

From: Marin, Mark [mailto:Mark.Marin@mail.house.gov] 
Sent: Thursday, June 12, 2014 1 :20 PM 
To: Vandecar, Kim 
Subject: Re: Request 

Sure, just tried you, you can reach me at 202-226-0022. 

On Jun 12, 2014, at 1:16PM, "Vandecar, Kim" <KVANDECAR@ftc.gov> wrote : 

Can you give me a call? I'm at 202-326-2858 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Vandecar, Kim 
Wednesday, June 18, 2014 10:37 AM 
'Mark.Marin@mail.house.gov' 
Re: Request 

Follow up 
Flagged 

Disregard. Apparently someone was referencing last weeks letter incorrectly. 

From: Vandecar, Kim 
Sent: Wednesday, June 18, 2014 09:34 AM 
To: 'Marin, Mark' <Mark.Marin@mail.house.gov> 
Subject: RE: Request 

Mark, 

Did you send us a new letter yesterday? 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Importance: 

Could you give me a call? 
x3204 

From: Kaufman, Daniel 

Harrison, Lisa M. 
Monday, July 21, 2014 5:26 PM 
White,. Christian. S. 
FW: Issa letter 

High 

Sent:. Monday, J uly 21, 2014. 5: 17. PM 
To:. Bumpus, J eanne; Harrison, Lisa. M.; Vandecar, Kim 
Subject: FW:. Issa letter 

FYI . 

From: Kaufman, Daniel 
Sent:. Monday, J uly 21, 2014. 9:29. AM 
To:. Kestenbaum, Janis; Davis, Anna; Chilson, Neil; Burstein, Aaron 
Cc:. Delaney, Elizabeth A; Delorme, Christine. Lee. 
Subject: RE :. I ssa. letter 

(b)(5) 

(b)(S) I I'd be. glad to talk to. anyone about what's. going on here ... 
... T .... h .... a .... n.-ks __ _. 

Daniel. 

From:. Kaufman, Daniel.. 
Sent:. Monday, J uly 21, 2014. 9:23. AM 
To:. Kestenbaum, Janis; Davis,. Anna;. Chilson,. Neil;. Burstein, Aaron 
Cc:. Delaney, Elizabeth A; Delorme, Christine. Lee. 
Subject: Issa letter 

In case. you had not seen the. letter. WE are. drafting the. Commission memo. this. morning . .. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Harrison, Lisa M. 

Monday, Ju ly 21, 2014 3:57 PM 
White,. Christian. S. 

Liu,. Josephine 

FW: Signed Copy of Commission Letter To Chairman Issa 
P034101 Letter Granting. Request For Nonpublic Info and Dox Re. Tiversa To Chairman 

Issa.pdf 

Commission has approved the request. 

From: Clark, Donald S. 
Sent:. Monday,.July 21, 2014. 3:55. PM 
To:. Bumpus,.J eanne; Vandecar, Kim;. Mithal, Maneesha;. Brin, Katherine. Race; Kaufman, Daniel; Harrison,. Lisa M. 
Cc:. Hippsley, Heather; Kestenbaum, J anis; Rich, Jessica L.; Fallow,. Katherine; DeMartino, Laura; Frankie, J anice Podoll; 
Simons, Claudia A.; Runco, Philip; Oxford, Clinton P. 
Subject: Signed Copy of Commission Letter To Cha irman Issa 

.. . Everyone, I've. attached a scanned copy of the. above. letter, and we're. now bringing the signed original to. 

OCR .. Please let us know if you need anything else; thanks! 

.. .. .... Don 
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Office of the Secretary 

The Honorable Darrell E. Issa 
Chairman 

United States of America 
FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

July 21, 2014 

Committee on Oversight and Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515-6143 

Dear Chairman Issa: 

Thank you for your letter dated July 18, 2014, requesting certain documents. The 
Commission is responding to your request as an official request of a Congressional Committee, 
see Commission Rule 4.1 l(b), 16 C.F.R § 4.1 l(b), and has authorized its staff to provide the 
requested documents, along with associated information during discussions. 

Most of the documents to be provided to the Committee in response to your request and 
some of the information that the Commission staff likely would discuss in follow-up 
conversations are non-public and statutorily protected from public disclosure by the Federal 
Trade Commission Act ("ITC Act"), 15 U.S.C. § 41 et seq. Some of the information may also 
be exempt from mandatory disclosure under the Freedom of Information Act ("FOIA"), 5 U.S.C. 
§ 552. 

The responsive documents include highly sensitive personal information about tens of 
thousands of individuals. Personally identifiable information about individuals is exempt from 
mandatory public disclosure under Exemption 6 of the Freedom of Information Act, as the 
disclosure of the information would reasonably be expected to constitute a clearly unwarranted 
invasion of personal privacy. See Department of the Air Force v. Rose, 425 U.S. 352, 372 
(1976). In accordance with Commission policies on protecting sensitive personally identifiable 
information, this information will be encrypted in transit. The Commission requests that the 
Committee maintain the confidentiality of this information and take appropriate steps to 
safeguard it. 

Some of the documents provided and information that could be discussed would reveal 
the existence of, and information concerning ongoing, nonpublic law enforcement investigations, 
including identification of the targets of those investigations. Disclosure of this information 
reasonably could be expected to interfere with law enforcement proceedings, and this 
information therefore is protected from mandatory public disclosure by FOIA Exemption 7(A), 5 
U.S.C. § 552(b)(7)(A). See NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214, 232 (1978); 
Ehringhaus v. FTC, 525 F. Supp. 21, 24 (D.D.C. 1980). 
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The Honorable Darrell E. Issa -- Page 2 

In addition, some of the responsive information and documents may be protected under 
Section 6(f) of the FTC Act, 15 U.S.C. § 46(f), as confidential commercial or financial 
information. The Commission is prohibited from disclosing such information publicly, and it 
would be exempt from disclosure under FOIA Exemption 3, 5 U.S.C. § 552(b)(3). Because 
disclosure of this information is likely to result in substantial competitive harm to the submitters, 
or is clearly not of a kind that submitters would customarily make available to the public, it also 
would be exempt from disclosure under FOIA Exemption 4, 5 U.S.C. § 552(b)(4). See Critical 
Mass Energy Project v. NRC, 975 F.2d 871, 877-80 (D.C. Cir. 1992) (en bane), cert. denied, 507 
U.S. 984 (1993) (exempt status accorded to information submitted voluntarily); Nat'/ Parks & 
ConservationAss'n v. Morton, 498 F.2d 765 (D.C. Cir. 1974) (exempt status accorded to 
information submitted under compulsion). 

Some of the documents provided and information that could be discussed were obtained 
by compulsory process or provided voluntarily in lieu thereof in law enforcement investigations. 
Such information is protected from public disclosure under Section 2l(f) of the FTC Act, 15 
U.S.C. § 57b-2(f). By virtue of that section, such information also is exempt from public 
disclosure under FOIA Exemption 3(B), 5 U.S.C. § 552(b)(3)(B). See McDermott v. FTC, 
1981-1 Trade Cas. (CCII) if 63,964 at 75,982-3 (D.D.C. April 13, 1981); Dairymen, Inc. v. FTC, 
1980-2 Trade Cas. (CCH) 'if 63,479 (D.D.C. July 9, 1980). 

Finally, some of the information that could be discussed and documents to be provided 
could include internal staff analyses and recommendations, which are pre-decisional, deliberative 
information and materials exempt from mandatory public disclosure under FOIA Exemption 5, 5 
U.S.C. § 552(b)(5). See NLRB v. Sears, Roebuck & Co., 421U.S.132 (1975); Coastal States 
Gas Corp. v. Dep't of Energy, 611F.2d854, 866 (D.C. Cir. 1980). Some of this information 
also may be protected from mandatory public disclosure under FOIA Exemption 5 as attorney 
work product prepared in anticipation of litigation. See FFC v. Grolier, Inc., 462 U.S. 19, 28 
(1983); Martin v. Office of Special Counsel, Merit Systems Protection Bd., 819 F .2d 1181, 1187 
(D.C. Cir. 1987). 

Notwithstanding the protected status of most of the documents and other information that 
could be discussed, the FTC Act, 15 U.S.C. § 57b-2(d)(l)(A), and the FOIA, 5 U.S.C. § 552(d), 
provide no authority to withhold such information from this Congressional Committee, and the 
Commission has authorized staff to provide the documents to Committee staff, along with 
associated information in any follow-up discussions. Because the confidential information 

The Commission is required to notify any person who submitted information pursuant to 
compulsory process in a law enforcement investigation, if the Commission receives a request 
from a Congressional Committee or Subcommittee for that information. See Commission Rule 
4.1 l(b),16 C.F.R. § 4.1 l(b). Staff will be providing any requisite notice. 
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The Honorable Darrell E. Issa -- Page 3 

would not be available to the public under the FOIA or otherwise, and some of the documents 
contain highly sensitive personally identifiable information, the Commission requests that the 
Committee maintain its confidentiality, and take appropriate steps to safeguard the information. 

By direction of the Commission.~ .,g. ~ 
Donald S. Clark 
Secretary 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Harrison, Lisa M. 
Monday, Ju ly 21, 2014 8:55. AM 
White,. Christian. S. 
FW: Letter from Chairman Issa 
2014-07-18. DEI to Ramirez-FTC - spreadsheet request.pdf 

You already have. a copy of the Friday afternoon letter, but I am resending. 

-----Original Message----
From:. Shonka, David C. 
Sent: Friday, July 18, 2014 4:27. PM 
To:. Harrison, Lisa M . 
Subject: FW:. Letter from Chairman Issa 

FYI,. this. is the. Issa letter you don't have .. 

-----Original Message----

From: Vandecar, Kim 
Sent: Friday, July 18, 2014 2:07 PM 
To: White, Christian S.; Mithal,. Maneesha; DeMartino, Laura; Kaufman, Daniel;. Clark, Donald S.; Schoshinski, Robert; 
Rich, Jessica L.; Hippsley, Heather; Shonka, David C. 
Cc:. Bumpus, Jeanne 
Subject: FW:. Letter from Chairman Issa 

We. have. acknowledged receipt. Please. let me. know if this. timetable. (Monday at 5:00) is doable .. 

From: Barbian,. Jennifer [mailto:Jennifer.Barblan@mail.house.gov] 
Sent:. Friday, July 18,. 2014.12:28 PM 
To:. Simons,. Claudia. A ... 
Cc: Grimm, Tyler <Tyler.Grimm@mail.house.gov> 
Subject: Letter from Chairman Issa . 

Claudia-

Attached please find a letter from Chairman Issa. Please confirm receipt at your earliest convenience. 

Please. feel free to call with any questions. 
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Thanks, 
Jen 

Jennifer Barbian 

Senior Counsel 

Committee on Oversight and Government Reform 

Rep. Darrell E. Issa, Chairman 

(202} 225-5074 

Jennifer.Barblan@mail .house.gov 

2 
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DARRELL E ISSA CAUFO!l'llA 
CHAIRMAN 

ONE HUNDRED THIRTEENTH CONGRESS 

JOHN L. MICA. FLORIDA 
MICHAEL R TURNER. OHIO 
JOHN J . OONCAN. JR. TENNESSEE 
PATlllCK T. McHENRY. NORTH CAROl.INA 
JIM JORDAN, OHIO 
JASON CHAFFl;Tl, UTAH 
TIM WALBERG, MICHIGAN 
JAMES LANKFORD. OKLAllOMA 
JUSTIN AMASH, M ICHIGAN 
PAUL A GOSAR. ARIZONA 
PATRICK MEEHAN. PENNSYLVANIA 
SCOTT DtsJARLAIS. TENNESSEE 
TREV GOWDY. SOUTH CAROLINA 
BLAKE FARENTHOlO, TtXAS 
DOC HASTINGS. WASHINGl'ON 

QCongress of tbe 1tniteb $tates 
J!)ouse of l\epresentahbes 

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM 

2157 RAYBURN HOUSE OFFICE BUILDING 

WASHINGTON, DC 20515- 6143 
CYNTHIA M. LUMMIS. WYOMING 
ROB WOODALL. GEORGIA 
THOMAS MASSIE, KENTUCKY 
DOUG COLLINS. GEORGIA 
MARK MEADOWS, NORTH CAROLINA 
KERRY L BENTIVOLIO, MICHIGAN 
RON DtSANTIS, FLORIDA 

LAWRENCE J. BAAOY 
STAFF DIRECTOR 

The Honorable Edith Ramirez 
Chairwoman 
U.S. Federal Trade Commission 
600 Pennsylvania A venue, NW 
Washington, D.C. 20580 

Dear Madam Chairwoman: 

M"'°"""' (202) 225-5074 
F'°"'S.Md.F \202) 225-397 • 
MINORllY (202) 225-!>051 

http://ovas9'llhouse.gov 

July 18,2014 

ELIJAH E- CUMMINGS, MARYL.ANO 
RANKING MINORITY MEMBER 

CAROLYN 8. MALONEY. NEW YORK 
ELEANOR HOLMES NORTON. 

DISTRICT OF COLUMBIA 
JOHN F. TtERNEV. MASSACHUSETTS 
WM. LACY CLAY, MISSOURI 
STEPHEN F LYNCH, MASSACliUSElTS 
JIM COOPER, TENNESSEE 
GERALD E. CONNOLl Y, VIRGINIA 
JACKIE SPEIER. CALIFORNIA 
MATTHEW A CARTWRIGHT, PENNSYLVANIA 
l. TAMMY OUC~WORTH. llllNOIS 
ROBIN L KELLY. llllNOIS 
DANNY I< DAVIS, llUNOIS 
PETER WELCH, VERMONT 
TONY CARDENAS. CALIFORNIA 
STEVEN A. HORSFORD. NEVAOA 
MIC~IELLE LUJAN GRISHAM, NEW MEXICO 
VACANCY 

The Committee on Oversight and Government Reform is investigating the activities of 
Tiversa, Inc., a company the Federal Trade Commission relied upon as a source of information in 
investigations and enforcement actions. The Committee has learned that the FTC received 
in.formation on nearly 100 companies from Ti versa, and initiated investigations or enforcement 
actions against multiple companies after receiving the information. The Committee has received 
serious allegations against Ti versa related to the ways that the company collected and used that 
information. In the course of investigating those allegations, the Committee obtained documents 
and testimony that show the company~ s business practices cast doubt on the reliability of the 
information that Tiversa supplied to the FTC. Given what the Committee has learned so far, I 
have serious reservations about the FTC's reliance on Tiversa as a source of infotmation used in 
FTC enforcement actions. I am also concerned that the FTC appears to have acted on 
information provided by Tiversa without verifying it in any meaningful way. 

From the information the Committee has gathered the relationship between the FTC and 
Tiversa dates back to 2007. In July 2007, Tiversa and the FTC testified before the Oversight and 
Government Reform Committee about the dangers of peer-to-peer networks. 1 Following 
Tiversa' s July 2007 testimony, the FTC had a number of conversations with Tiversa about the 
risks of inadvertent sharing on peer-to-peer networks.2 According to documents obtained by the 
Committee, after at least two telephone conversations between FTC and Tiversa employees, 

1 H. Comm. on Oversight & Gov't Reform, Hearing on Inadvertent File Sharing Over Peer-to-Peer Networks, 
I 10th Cong. (July 24, 2007) (H. Rept. 110-39). 
2 E-mail traffic indicates that representatives from the FTC and Tiversa held a conference call with an online 
meeting component on October 26. E-mail from [FTC Employee l], Fed . Trade Comm'n, to Robert Boback, CEO, 
Tiversa, Inc. (Oct. 22, 2007 2:23 p.m.) ("We'll plan on speaking with you at 10:30 on Friday morning (10126). I'll 
check on our ability to do the call with web access to be able to view a presentation." E-mail from Robert Boback, 
CEO, Tiversa, Inc., to [FTC Employee 1], Fed. Trade Comm'n (Oct. 22, 2007 3:25 p.m.) ("T have scheduled our 
demonstration for Friday at 10:30."). Another phone conversation appears to have occurred on December I 9, 2007. 
E-mail from Robert Boback, CEO, Tiversa, Inc., to [FTC Employee L], Fed. Trade Comm'n (Dec. 11, 2007 2:04 
p.m.) ("2 pm on Wednesday (12/ 19) will work. Let's plan for that time."). 
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The Honorable Edith Ramirez 
July 18, 2014 
Page2 

Robe1t Boback, Tiversa's CEO, sent information to the FTC in December 2007.3 It is unclear 
what specific information Tiversa sent to the FTC at that time or how that information was used. 

In 2009, Tiversa and FTC again testified before the Oversight and Government Reform 
Conunittee at another hearing on the risk of inadvertent sharing on peer-to-peer networks.4 The 
Committee has learned that around the same time as this hearing, the FTC contacted Tiversa and 
asked for information about companies with large data breaches. 5 In order to receive the 
information, the FTC issued a civil investigative demand to the Privacy Institute, an entity 
Tiversa apparently created for the specific and sole purpose of providing information to the FTC. 
Mr. Boback explained the relationship between Tiversa and the Privacy Institute during a 
transcribed interview with the Committee. He testified that Tiversa lawyers set up the Privacy 
Institute "to provide some separation from Tiversa from getting a civil investigative demand at 
Tiversa, primarily. And, secondarily, it was going to be used as a nonprofit, potentially, but it 
never did manifest. "6 

Through the Privacy Institute, Tiversa produced a spreadsheet to the FTC that contained 
information on data breaches at a large number of companies. 7 Mr. Boback further testified that 
Ti versa provided information on "roughly I 00 companies" to the FTC. 8 

In February 2010, the FTC announced that it notified "almost 100 organizations" that 
personal information had been shared from the organizations' computer networks and was 
available on peer-to-peer networks.9 The FTC also announced that it opened non-public 
investigations concerning an undisclosed number of companies. 10 The timing of the Privacy 
Institute' s production of negative information on "roughly 100 companies" to the FTC, and the 
FTC's subsequent· announcement that it notified "almost 100 organizations" that they were under 
FTC scrutiny, creates the appearance that the FTC relied substantially on the infom1ation that 
Tiversa collected and provided. 

That same month, Mr. Boback gave an interview to Computerworld about the FTC's 
announcernent. 11 He stated, "We were happy to see that the FTC [has] finally started 
recognizing that P2P [peer-to-peer] is a main source for criminals to gain access ~o consumer's 
personally identifiable information for ID the.ft and fraud." 12 Mr. Boback also stated that 14 of 
the companies the · FTC contacted had already reached out to Ti versa for assistance, and that 12 

3 E-mail from Robert Boback, CEO, Tiversa, Inc., to [FTC Employee I], Fed. Trade Comm'n (Dec. 19, 2007 3:08 
p.m.) ("Per our discussion ... see attached ."). 

H. Corrun. on Oversight & Gov't Reform, Hearing on Inadvertent File Sharing Over Peer-to-Peer Networks: How 
it Endangers Citizens and Jeopardizes National Security, l l lth Cong. (July 29, 2009) ( 111-25). 
5 H. Comm. on Oversight & Gov't Reform, Transcribed Interview of Robert Boback, CEO, Tiversa, Inc., at 169 
(June 5, 2014) [hereinafter Boback Tr.]. 
6 Boback Tr. at 42-43. 
7 Boback Tr. at 169. 
8 Boback Tr. at 171 . 
9 Fed. Trade Com.m'n, Press Release, Widespread Data Breaches Uncovered by FTC Probe (Feb. 22, 2010). 
io Id. 
11 Jaikumar Vijayan, FTC seeks extensive information from firms being investigated for P 2P breaches, 
COMPUTERWORLD, Feb. 25, 20 10, 
http://www.computerworld.com/s/article/9 l 62560/FTC _seeks_ extensive _in formation_ from _firms_ being_investigat 
ed _for _P2P _breaches?taxonomyid=84&pageNumber= I. 
i2 Id. 
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The Honorable Edith Ramirez 
July 18, 2014 
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of those companies received civil investigative demands. 13 Because Ti versa was benefiting 
commercially from the fact that the FTC was investigating the companies that Ti versa itself 
referred to the FTC, it is critical for the Committee to understand the relationship between the 
FTC and Tiversa, and whether Tiversa manipulated the FTC in order to enrich themselves. 

In order to assist the Committee in its investigation, please provide the following 
documents as soon as possible, but by no later than 5 :00 p.m. on July 21, 2014: 

1. All civil investigative demand letters the FTC sent to the Privacy Institute and Tiversa, 
Inc. 

2. All documents, including spreadsheets, produced by the Privacy Institute or Tiversa to 
the FTC in response to any civil investigative demand letters sent by the FTC. 

3. All letters or other notices sent by the FTC sent to "almost 100 organizations" as 
discussed in a February 22, 2010, FTC press release. 

4. All civil investigative demand letters the FTC sent as part of the investigations 
announced in the February 22, 2010, FTC press release. 

The Committee on Oversight and Government Reform is the principal investigative 
committee of the U.S. House of Representatives. Pursuant to House Rule X, the Committee 
has authority to investigate "any matter" at "any time." An attachment to this letter provides 
additional information about responding to the Committee's request. 

When producing documents to the Committee, please deliver production sets to the 
Majority Staff in Room 2157 of the Rayburn House Office Building and the Minority Staff 
in Room 2471 of the Rayburn House Office Building. The Committee prefers, if possible, 
to receive al l documents in electronic format. 

If you have any questions about thfa request, please contact Tyler Grimm or Jennifer 
Barbian of the Committee staff at (202) 225-5074. Thank you for your prompt attention to this 
matter. 

Enclosure 

Sincerely, 

~~-···~· 
Darrell Issa 
Chairman 

cc: The Honorable Elijah E. Cummings, Ranking Minority Member 

i J Id. 
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CHAIRMAN 
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l{,ll i11tmiG l\·llNDRll'1' MLMf>l:H 

Q1onrrrcss of t1Jr ~lniteb ~t«tts 
j'i)o 11st' of :~3.cprcsr.nU1ti ucs 

COMMITIEE ON OVERSIGHT AND GOVERNMENT REFORM 
2·157 RA.,·1:1 .1;..:;~ Housr: 01T1CF 8u11 01h1<; 

W1V:;1UNG1"c)N, DC 20515-6143 

t ~ .- j. ,, :, ,; ·:;· ~:.:;. - _. ... 

P..i. :l.·~1• ·: 1 :·r:::~ / ';-, 4:,!!< I 

Responding to Committee Document Requests 

l . Io complying with this request, you are required to produce all responsive documents that arc 
in your possession, custody, or control, whether held by you or your past or present agents, 
employees, and representatives acting on your behalf. You should also produce documents 
that you have a legal right to obtain, that you have a right to copy or to which you have 
access, as well as documents that you have placed in the temporary possession, custody, or 
control of any third party. Requested records, documents, data or information should not be 
destroyed, modified, removed, traosferred or otherwise made inaccessible to the Conunittee. 

2. 1n the event that any entity, organization or individual denoted in this request has been, or is 
also !mown by any other name than that herein denoted, the request shall be read also to 
include that alternative identification. 

3. The Committee's preference is to receive documents in electronic fo1m (i .e., CD, memory 
stick, or thumb d1ive) in lieu of paper productions. 

4. Documenls produced in electronic fo1mat should also be organized, identified, and indexed 
electronically. 

5. Electronic document productions should be prepared according to the following standards: 

(a) The production should consist of single page Tagged Image File ("T.IF"), files 
accompanied by a Concordance-formal load file, an Opticon reference file, and a file 
defining the fields and character lengths of the load file . 

(b) Document numbers in the load ti.le should match document Bates numbers and TJF file 
names. 

(c) If the production js completed through a series of multiple partial producLions, field 
names and fi.le order in all load files should match. 

(d) All electronic documents produced to the Committee should include the following fields 
of metadata specific to each document; 

BEGDOC, ENDDOC, TEXT, BEGATTACH, ENDATTACH, 
PAGECOUNT,CUSTODIAN, RECORD1YPE, DATE, TIJ\.1.E, SENTDATE, . 
SENTTIME, BEG.INDA TE, BEGINTIME, ENDDATE, ENDTIME, AUTHOR, FROM, 

. l 
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CC1 TO, BCC, SUBJECT, TITLE, FILENAME, FILEEXT, F1LESJ2E, 
DATECREATED, TIMECREATED, DATELASTMOD, TIMELASTMOD, 
INTMSGTD, INTMSGHEADER, NA TlVELINK, INTFILPA TH, EXCEPTION, 
BEGATTACH. 

6. Documents produced to the Committee sbouJd include an index desc1ibing the contents of 
the production. To the extent more than one CD, hard drive, memory stick, thumb drive, box 
or folder is produced, eacb CD, hard drive, memory stick, thumb drive, box or folder should 
contain an index describing its contents. 

7. Documents produced in response to this request shall be produced together with copies of file 
labels, dividers or identifying markers with which they were associated when the request was 
served. 

8. When you produce docwnents, you should identify the paragraph io the Committee's 
schedule to which the docwnents respond . 

9. It shall not be a basis for refusal to produce documents that any other person or entity also 
possesses non-identical or identical copies of the same documents. 

10. If any of the requested infonnation jg only reasonably available in machine-readable form 
(such as on a computer server, hard drive, or computer backup tape), you should consult with 
the Committee staff to detennine the appropriate format in which to produce the infmmation. 

11 . If compliance with the request cannot be made in full by the specified return date, 
compliance shall be made to the extent possible by that date. An explanation of why full 
compliance is not possible shall be provided along with any partial production. 

12. In the event that a document is withheld on the basis of privllege, provide a privilege Jog 
containing the following information concerning any such document: (a) the privilege 
asserted; (b) the type of document; (c) the general subject matter; (d) the date, author and 
addressee; and (e) the relationship of the author and addressee to each other. 

13. If any document responsive to this request was, but no longer "is, in your possession, custody, 
or control, identify the document (stating its date, author, subject and recipients) and explain 
the circumstances under which the document ceased to be in your possession, custody, or 
control. 

14. If a date or other descriptive detail set forth in this request referring to a document is 
inaccurate, but the actual date or other descriptive detail is known to you or is otherwise 
apparent from the context of the request, you are required to produce all documents which 
would be responsive as if the date or other descriptive detail were correct. 

15. Unless otherwise specified, the time period covered by this request is from January 1, 2009 
to the present. 

16. This request is continuing in nature and applies to any newly-discovered information. Any 
record, document, compilation of data or information, not produced becaus e it has not been 
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Jocated or discovered by the retum date, shall be produced immediately upon subsequent 
location or discovery. 

17. AH documents shall be Bates-stamped sequentially and produced sequentially. 

18. Two sets of documents shall be delivered, one set to the Majority Staff and one set to the 
Minority Staff. When documents are produced to the Committee, production sets shall be 
delivered to the Majority Staff in Room 2157 of the Rayburn House Office Building and the 
Minority Staff in Room 2471 of the Rayburn House Office Building. 

19. Upoo completion of the document production, you should submit a written certification, 
signed by you or your counsel, stating that: (l). a diligent search has been completed of all 
documents in your possession, custody, or control which reasonably could contain. responsjve 
documents; and (2) all documents located during the search that are responsive have been 
produced to the Cormnittee. 

Schedule Definitions 

1. The te1m "document" means any written, recorded, or graphic maner of any natw·e 
whatsoever, regardless of how recorded, and whether origin.al or copy, including, but not 
limited to, the following: memoranda, reports, expense reports, books, manuals, instructions, 
financial reports, working papers, records, notes, letters, notices, confumations, telegrams, 
receipts, appraisals, pamphlets, magazines, newspapers, prospectuses, inter-office and intra
office communications, electronic mail (e-mail), contracts, cables, notations of any type of 
conversation, telephone call, meeting or other couunwlication, bulletins, printed matter, 
computer printouts, teletypes, -invoices, transcripts, diaries, analyses, returns, summaries, 
minutes, bills, accounts, estimates, projections, comparisons, messages, cotTespondence, 
press releases, circulars, financial statements, reviews, opinions, offers, studies and 
investigations, questionnaires aod su1veys, and work sheets (and all drafts, preliminary 
versions, alterations, modifications, revisions, changes, and amendments of any of the 
foregoing, as well as any attachments or appendices thereto), and graphic or oral records or 
representations of any kind (including without limitation, photographs, charts, graphs, 
microfiche, microfilm, videotape, recordings and morion pktures), an.d electronic, 
mechanical, and electric records or representations of any kind (including, without limitation, 
tapes, cassettes, disks, and recordings) and other written, printed, lyped, or other graphic or 
recorded matter of any kind or nature, however produced or reproduced, and whether 
preserved in writi.ng, film, tape, disk, videotape or otherwise. A document bearing any 
notation not a part of the original text is to be considered a separate document. A draft or 
non-identical copy is a separate document within tbe meaning of this tenn. 

2. The term "communication" means each manner or means of disclosure or exchange of 
information, regardless of means utilized, whether oral, electronic, by document or 
otherwise, and whether in a meeting, by telephone, facsimile, email (desktop or mobile 
device), text message, instant message, MMS or SMS message, regular mail, telexes, 
releases, or otherwise. 
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3. The terms "and" and "or" shall be construed broadly and either conjunctively or disjunctively 
to b1ing within the scope of this request any information which might otherwise be construed 
to be outside its scope. The singular includes plural number, and vice versa. The masculine 
includes the feminine and neuter genders. 

4. The tenns "person" or "persons" mean natural persons, firms, partnerships, associations, 
coipora6ons, subsidiaries, divisions, departments, joint ventures, proprietorships, syndicates, 
or other legal, business or government entities, and all subsidiaries, affiliates, divisions, 
departments, branches, or other units thereof. 

5. The term " identify," when used in a question about individuals, means to provide the 
following information: (a) the individual's complete name and title; and (b) the individual's 
business address and phone number. 

6. The term "refening or relating," with respect to any given subject, means anything that 
constitutes, contains, embodies, reflects, identifies, states, refers to, deals with or is pertinent 
to that subject in any manner whatsoever. 

7. The term "employee" means agent, borrowed employee, casual employee, consultant. 
contractor, de facto employee, independent contractor, j oint adventurer, loaned employee, 
part-time employee, permanent employee, provisional employee, subcontractor, or any other 
type of service provider. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Harrison, Lisa M. 
Monday, Ju ly 21, 2014 8:54 AM 
Bumpus, Jeanne 
White, Christian S. 
RE: 

Thanks, I have the. Friday afternoon letter . . 

-----Original Message----
From: Bumpus, Jeanne 
Sent:. Monday, July 21, 2014. 8:49. AM 
To: Harrison, Lisa M . 
Cc: White, Christian S. 

Subject: 

Lisa, 

Attached is the incoming letter from Chairman Issa dated June 11. I have also attached Don's response. In addition, the 
letter to the IG at http://oversight.house.gov/wp-content/u ploads/2014/06/2014-06-17-DEl-to-Tshibaka-FTC-IG-La bM 0-
Tiversa .pdf, and the letter we received Friday afternoon requesting documents, which. I will forward separately, provide 
additional. information about what Chairman Issa may be. looking into. Of course the title. of the hearing "The. Federal. 
Trade. Commission and its section 5. Authority: Prosecutor, Judge, and Jury" also. indicates. the. scope of Chairman lssa's. 
interests. 

Jeanne. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Mithal, Maneesha 
Sunday, Ju ly 20, 2014 5:58 PM 
Harrison,. Lisa. M.; DeMartino, Laura;. Bumpus,. Jeanne; White, Christian S. 
Re: Consent for non-public 

laura will send me the. model when she. gets a chance, and I'll take it from there. 

----- Original Message ----
From: Harrison, Lisa M. 
Sent:. Sunday, Ju ly 20, 2014 05:54 PM 
To: DeMartino, laura; Mith al, Maneesha; Bumpus, Jeanne; White,. Christian S. 
Subject: Fw: Consent for non-public 

(b)(5) 

----- Original Message----
From: Bumpus, Jeanne 
Sent:. Sunday, July 20, 2014 01:40 PM 
To: Harrison, Lisa M.;. Rich, Jessica L.; Vandecar, Kim; Kaufman, Daniel; Mithal, Maneesha; Schoshinski, Robert; 
DeMartino,. laura;. White, Christian S.; Liu, Josephine 
Subject: Re: Consent for non-public 

-----Original Message----

From: Harrison, Lisa M. 
Sent:. Sunday, July 20, 2014 01:21 PM 
To:. Rich, Jessica. l.; Vandecar,. Kim; Bumpus, Jeanne; Kaufman, Daniel; Mithal, Maneesha; Schoshinski, Robert;. 
DeMartino, Laura;. White, Christian S.; Liu, Josephine 
Subject: Re: Consent for non-public 

(b)(5) 

-----Original Message----
From: Rich, Jessica L 
Sent: Sunday, July 20, 2014 01:14 PM 
To: Vandecar, Kim; Bumpus,. Jeanne; Kaufman, Daniel; Mithal, Maneesha; Harrison, Lisa M.; Schlueter, Vanessa; 
Schoshinski, Robert; DeMartino, Laura 
Subject: Re: Consent for non-public 

Yes 
Jessica L. Rich, Director 
Bureau of Consumer Protection 
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Federal Trade Commission 

----- Original Message----
From: Vandecar, Kim 
Sent: Sunday, Ju ly 20, 2014 01:09 PM 
To: Bumpus, Jeanne; Rich, Jessica L.; Kaufman, Daniel; Mithal, Maneesha; Harrison, Lisa M.; Schlueter, Vanessa; 
Schoshinski, Robert; DeMartino, Laura 
Subject: Re: Consent for non-public 

Agree completely Jeanne 

-----Original Message----
From: Bumpus, Jeanne 
Sent: Sunday, Ju ly 20, 2014 01:03 PM 
To: Rich, Jessica L.; Vandecar, Kim; Kaufman, Daniel; Mithal, Maneesha; Harrison, Lisa M.; Schlueter, Vanessa; 
Schoshinski, Robert; DeMartino, Laura 
Subject: Re: Consent for non-public 

Looping in Laura. 

----- Original Message ----

From: Bumpus, Jeanne 
Sent: Sunday, Ju ly 20, 2014 12:59 PM 
To: Rich, Jessica L.; Vandecar, Kim; Kaufman, Daniel; Mithal, Maneesha; Harrison, Lisa M .; Schlueter, Vanessa; 
Schoshinski, Robert 
Subject: Consent for non-public 

Sorry for being out of the loop. l(b)(S) 

(b)(5) 

(b)(S) I What do others think? 

Jeanne 
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Kelly, Andrea 

From: 
Sent: 
To: 

Subject: 

Jessica, 

Bumpus, Jeanne 
Sunday, Ju ly 20, 2014 3:00 PM 
Rich, Jessica L.; Harrison, Lisa M.; Vandecar, Kim; Kaufman, Daniel; Mithal, Maneesha; 
Schoshinski, Robert; DeMartino, Laura; White, Christian S.; Liu, Josephine 
Re: Consent for non-public 

I MS) 

(b)(5) I J 
--~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ...... · eanne. 

----- Original Message ----

From: Rich,. Jessica. L. 
Sent: Sunday, July 20, 2014 02:49 PM 
To:. Bumpus, Jeanne; Harrison, Lisa. M.; Vandecar, Kim; Kaufman, Daniel; Mithal, Maneesha; Schoshinski, Robert; 
DeMartino, Laura; White, Christian S.; Liu, Josephine 
Subject: Re: Consent for non-public 

Jeanne. (b)(5) 
..._~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~___, 

Jessica L.. Rich, Director 
Bureau. of Consumer Protection 
Federal Trade. Commission 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 

Subject: 
Attachments: 

Clark, Donald S. 

Saturday, July 19, 2014 7:47 PM 
DeMartino, Laura; Harrison, Lisa M. 
Hippsley, Heather; Rich, Jessica L.; Vandecar, Kim; Mithal, Maneesha; Kaufman, Daniel; 

Schoshinski, Robert; Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, 
Christian S.; Shonka, David C. 
RE: Letter from Chairman Issa 

l<b)(5) 

Laura and Lisa (b)(S) 

l<b)(S) l pleas~ let me. know if you need anything else. Thanks! 

Don 

-----Original Message----

From: Clark, Donald S ... 
Sent:. Saturday, July 19, 2014. 6:47 PM 
To:. Rich, Jessica. L.; DeMartino, Laura; Harrison, Lisa M .; Vandecar, Kim; Mithal, Maneesha; Kaufman, Daniel; 

Schoshinski, Robert; Hippsley, Heather 

Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter. from Chairman Issa. 

This. approach sounds. fine1 ... (b-)(-S)---------------------------' 

Don 

----- Original Message----
From: Rich,. Jessica. L 
Sent:. Saturday, July 19,. 2014. 03:22 PM 
To:. DeMartino,. Laura;. Harrison,. Lisa M.;. Vandecar,. Kim;. Mithal,. Maneesha;. Kaufman, Daniel;. Clark,. Donald S.; 

Schoshinski,. Robert;. Hippsley, Heather 

Cc:. Bumpus, Jeanne;. Schlueter,. Vanessa;. Liu,. Josephine; White,. Christian S.; Shonka,. David C. 
Subject: Re:. Letter from Chairman Issa 

Thanks!. 
Jessica. L.. Rich,. Director 

Bureau of Consumer Protection 

Federal Trade. Commission 

-----Original Message----
From: DeMartino,. Laura. 

Sent:. Saturday, July 19,. 2014. 01:22 PM 
To:. Harrison,. Lisa. M.;. Rich,. Jessica. L.;. Vandecar,. Kim;. Mithal,. Maneesha;. Kaufman, Daniel;. Clark,. Donald S.; Schoshinski,. 
Robert;. Hippsley, Heather 

Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu,. Josephine; Wh ite, Christian S.; Shonka, David C. 
Subject: Re: Letter from Cha irman Issa 
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----- Original Message----
From: Harrison, Lisa M. 
Sent: Saturday, July 19, 2014 01:20 PM 
To: Rich, Jessica L.; Vandecar, Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; Schoshinski, 
Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter from Chairman Issa 

(b)(5) 

(I am in RI with no safe access, back in the office monday morning) . 

----- Original Message ----

From: Rich, Jessica L. 
Sent: Saturday, July 19, 2014 12:25 PM 
To: Harrison, Lisa M.; Vandecar, Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; 
Schoshinski, Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter from Chairman Issa 

If someone has a sample, that would be great. 
Jessica L. Rich, Director 
Bureau of Consumer Protection 

Federal Trade. Commission 

----- Original Message ----
From: Harrison, Lisa M. 
Sent: Saturday, July 19, 2014 12:19 PM 
To: Rich, Jessica L.; Vandecar, Kim; Mithal, Maneesha;. DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; Schoshinski, 
Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.;. Shonka, David C. 
Subject: Re: Letter from Chairman Issa 

Depending on what you and heather think is feasible, a short request memo could be sent first thing monday morning 
with vote requested by the end of the day. 

----- Original Message----
From: Rich, Jessica L. 
Sent: Saturday, July 19, 2014 12:16 PM 
To: Harrison, Lisa M.; Vandecar, Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; 
Schoshinski, Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter from Chairman Issa 

Yes 
Jessica L. Rich, Director 
Bureau of Consumer Protection 
Federal Trade Commission 

----- Original Message -----
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From: Harrison, Lisa M. 
Sent: Saturday, July 19, 2014 12:09 PM 
To: Vandecar, Kim; Rich, Jessica L.; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; Schoshinski, 
Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter from Chairman Issa 

Is any of the material nonpublic? 

----- Original Message----
From: Vandecar, Kim 
Sent: Saturday, July 19, 2014 12:07 PM 
To: Harrison, Lisa M.; Rich, Jessica L.; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; 
Schosh inski, Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter from Cha irman Issa 

My understanding is we are going to meet the deadline. But I don't think any of us considered that we would need a 
vote. 

----- Original Message ----

From: Harrison, Lisa M . 
Sent: Saturday, July 19, 2014 12:04 PM 
To: Rich, Jessica L.; Vandecar, Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donalds.; Schoshinski, 
Robert; Hippsley, Heather 

Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David C. 
Subject: Re: Letter from Chairman Issa 

That said, Josephine and I can work with Laura D. and others. on this (Vanessa is. out until thursday). As you know, we will 
need commission approval to release any nonpublic material.. Has. a decision been made. about the. deadline? 

----- Original Message ----
From: Harrison, Lisa. M. 
Sent:. Saturday, July 19, 2014 10:25 AM 
To: Rich, Jessica L.; Vandecar, Kim; Mithal, Maneesha;. DeMartino, Laura; Kaufman, Daniel;. Clark, Donald S.; Schoshinski, 
Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne;. Schlueter, Vanessa; Liu, Josephine 
Subject: Re: Letter from Chairman Issa 

(b)(5) 

----- Original Message ----
From: Rich, Jessica L. 
Sent: Saturday, July 19, 2014 10:05 AM 
To: Harrison, Lisa M.; Vandecar, Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; 
Schoshinski, Robert; Hippsley, Heather 
Cc: Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine 
Subject: Re: Letter from Chairman Issa 

But we have Vanessa and Josephine, right? 
Jessica L. Rich, Director 
Bureau of Consumer Protection 
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Federal Trade. Commission 

----- Original Message----
From:. Harrison, Lisa M .. 
Sent:. Saturday,July 19,. 2014. 09:40 AM 
To:. Vandecar,. Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark,. Donald S.; Schoshinski,. Robert;. Rich,. 
Jessica L.;. Hippsley, Heather 
Cc: Bumpus, Jeanne;. Schlueter,. Vanessa;. Liu,. Josephine 
Subject: Re:. Letter from Chairman Issa 

Just to clarify, th is. is not the. matter Vanessa,. Josephine and I. have. been working on and we. don't need to. be on the. 
emails ... 

-----Original Message ----

From:. Shonka, David C. 
Sent: Friday, July 18,. 2014 02:42. PM 
To:. Vandecar,. Kim; White,. Christian S.; Mithal, Maneesha;. DeMartino,. Laura; Kaufman, Daniel; Clark, Donald S.; 
Schoshinski, Robert; Rich, Jessica L.; Hippsley, Heather 
Cc:. Bumpus, Jeanne; Harrison, Lisa M .;. Schlueter,. Vanessa; Liu, Josephine 
Subject: RE:. Letter from Chairman Issa. 

I will. be on travel next week, but please keep me. in the. loop on this .. I. will be. back in the office on Monday the. 28th ... 
looping in Lisa, Vanessa, and.Josephine who have been working on this. for OGC. 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 

Cc: 

Subject: 

I can get it done on monday. (b)(S) 

Hippsley, Heather 
Saturday, July 19, 2014 3:14 PM 
DeMartino, Laura; Harrison, Lisa M.; Rich, Jessica L.; Vandecar, Kim; Mithal, Maneesha; 
Kaufman, Daniel; Clark, Donald S.; Schoshinski, Robert 
Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine; White, Christian S.; Shonka, David 
c. 
Re: Letter from Chairman Issa 

l<b)(5) I 1 can a ,_v_a_n-ce- to_m_o_r_r_o-w""". i-------------.-----------------

know if there. is. anything else I can do .. H 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Harrison, Lisa M. 
Saturday, July 19, 2014 1:36 PM 
DeMartino, Laura 
Liu, Josephine; White, Christian S.; Schlueter, Vanessa 
Re: Letter from Chairman Issa 

Thanks laura. Can you do. a draft of the letter granting the nonpublic and then I. can take a look? Are we providing docs 
that companies or others. provided where we need to notify the submitter? I might have a sample of one of those. 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Harrison, Lisa M. 
Saturday, July 19, 2014.12:07 PM 
Nuechterlein,. Jon 
Shonka, David C.; White, Christian S. 
Fw; Letter. from Chairman Issa 
2014-07-18 DEI to Ramirez-FTC - spreadsheet request.pdf 

Jon - FYI. Chairman Issa is. requesting some. docs. regarding tiversa ... 

From:. Vandecar, Kim. 
Sent Friday,.J uly 18, 2014. 04:08. PM 
To:. Harrison, Lisa M ... 
Subject: FW:. Letter from Chairman Issa .. 

From:. Simons,. Claudia A .. 
Sent:. Friday, J uly 18, 2014. 1 :37 PM 
To:. Vandecar, Kim 
Subject: Fw:. Letter from Cha irman Issa 

Do you want me to reply to her and cc you and let her know you are handling? 

From:. Barbian, Jennifer Cmailto: I en nifer. Ba rblan@mail. house .gov] . 
Sent:. Friday,.J uly 18, 2014 12:28. PM 
To:. Simons, Claudia A ... 
Cc:. Grimm, Tyler <Tyler. Grimm@mail.house.gov> 
Subject: Letter. from Chairman Issa .. 

Claudia -

Attached please find a letter from Chairman Issa .. Please. confirm receipt at your earliest convenience .. 

Please. feel free to call. with any questions. 

Thanks,. 
Jen 

Jennifer Barbian 
Senior Counsel. 
Committee. on Oversight and Government Reform 
Rep. Darrell E. Issa, Chairman 
(202). 225-5074 
I ennif er.Barblan@mail.house.gov 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Great ... . 

Jessica. L. Rich,. Director 

Bureau of Consumer. Protection 

Federal. Trade. Commission 

600 Pennsylvania. Ave ... NW 

Washington, DC 20580 

-----Original Message----

From:. White,. Christian S. 

Rich, Jessica L. 
Saturday, July 19, 2014.10:34 AM 
White, Christian S.; Harrison,. Lisa M. 

RE:. Letter from Chairman Issa 

Sent:. Saturday, July 19,. 2014.10:33 AM 

To:. Harrison,. Lisa. M.;. Rich,. Jessica L.. 
Subject: Re:. Letter. from Chairman Issa. 

Right, I'll. be. here. next week ... 

-----Original. Message----

From:. Harrison,. Lisa. M .. 

Sent:. Saturday, July 19,. 2014.10:31 AM 

To :. Rich, Jessica. L. 
Cc: White, Christian S. 

Subject: Re:. Letter. from Cha irman Issa. 

I believe chris. is. here next week .. 

----- Original Message ----

From: Rich,. Jessica. L. 
Sent: Saturday, July 19,. 2014.10:30 AM 

To:. Harrison, Lisa M .; Vandecar, Kim; Mithal, Maneesha; DeMartino, Laura; Kaufman, Daniel; Clark, Donald S.; 

Schoshinski, Robert; Hippsley, Heather 

Cc:. Bumpus, Jeanne; Schlueter, Vanessa; Liu, Josephine 

Subject: Re:. Letter. from Chairman Issa. 

Is. chris. around. next week?. . 
Jessica. L.. Rich,. Director 

Bureau of Consumer. Protection 

Federal. Trade. Commission 

Duplicate 

COA # 000112 
FTC-FOIA-2015-00109
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Shonka, David C. 
Friday, July 18, 2014 4:25 PM 
Harrison, Lisa M.; White, Christian S. 
Schlueter, Vanessa; Liu, Josephine 
RE: Letter from Chairman Issa 

Right -- sorry for the. confusion . I was into much of a hurry and confused Issa matters ... 

-----Original Message----
From: Harrison, Lisa M .. 
Sent:. Friday, July 18, 2014 3:39 PM 
To:. Shonka, David C.; White, Christian S. 
Cc: Schlueter, Vanessa; Liu, Josephine 
Subject: Re: Letter. from. Chairman Issa. 

Duplicate 

COA # 000113 
FTC-FOIA-2015-00109
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Ramirez, Edith 

Wednesday, July 23, 2014 1:53 PM 
Ellen Doneski 

RE: Rockefeller Letter to Issa Re: Improper Interference 

E~h!n, thank you for 5ending a copy of Chairman RockefeHer's jetter. -Edith 

From: Ellen Doneski 
Sent: Wednesday, July 23, 2014 1:34PM 
To: Ramirez, Edith 
Subject: Rockefeller Letter to Issa Re: Improper Interference 

Senator Rockefeller just sent this. letter. to. Congressman Is sa and we wanted to make sure. you had a copy. Will call after mark 
up/hearing on cramming. Best, Ellen 
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The I-Ianorabie DarreH B. [ssa 
Chairman 

'lilnitcd. t~tes note 
CCMM1TfE'E CN CCMM!-:f~CE, SClE~K.t', 

ANO TH:~V.J~;PQHT!\'HON 

'liVASHJNi~T(;tN, DC 2f)b HJ·.tnn1 

July 23, 2014 

U.S. House Committee on Oversight and Govemment Refbnn 
2157 Rayburn. House Office Building 
Washington, D.C. 20515 . ~;~ 

f 
Dear 

I am troubled by the impropriety of your ongoing interference with an administrative trial 
regarding allegations that the medical testing CQmpany LabMD, Inc. (Lab MD) violated the 
security and privacy of almost 10,000 consmners. The trial is the result of an enforcement action 
brought by the Federal Trade Commission (FTC) against Lab MD for lax data-security practices 
after discovering that consumers' sensitive persona] and health intnrmation was available 
through a •<peer-to-peer" sharing application and was being used by criminals to commit identity 
theft. Your interference in this legal matter is apparently going to be the subject of an upcoming 
hearing on July 24 in the House Committee on Oversight and Government Reform. 

You purport to be concerned about allegations that a third-party company provided 
untruthful testimony to the FTC with regar:d to the Lab MD breach. This alLegation would be 
more property raised by LabMD's detense counsel to the administrative law judge presiding over 
this triaL The trial process provides defense counsel with ample opportunity to impugn the 
veracity or .integrity of a wi l:ness or evidence. It is not the job of Congress to serve as an 
advocate for one particular side and attempt to sway a judge who makes determinations of fact 
based on evidence formally presented under well-established rules and procedures. 

Instead of allowing the parties in this trial to present evidence and to argue their positions 
before an. independent fact finder, you are instead using heavy .. handed, bullying tDctics to 
undermine due process and to inappropriately assist the defendant, Lab MD. As a result of your 
interference- including a June 11, 2014~ letter to Chairv-.:oman Edith Ramirez stating that your 
Committee may "immunize certain future testimony under 18 u.s~c. § 6005"- the 
administrative law judge presiding over this case has suspended the trial indefinitely. This delay 
is completely unnecessary; it needlessly forestalls resolution of this important consumer
protection case. 

'While Congress obviously has an. important role in government oversight, 1 believe you 
have overstepped your bounds in this instance. It is not appropriate for OJngtess to intervene in 
the midst of a trial and to adversely affect its proceedings, as you have done. The inappropriate 
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The Honorable Darrell E. Issa 
July 23.2014 
Page 2 of3 

timing and nature of your investigation are buttressed by the revelation that LahMD is being 
represented by a fom1er member of your Committee staff. This raises the question of whether 
LabMD directly sought your help and intervention in the legal process rather than take the risk of 
losing on the merits at triaL 

Another apparent purpose of your hearing is to express skepticism about the FTC's long
standing and well~establishcd legal authority under Section 5 of the FTC Act to bring an action 
against companies like LabMD for negligent data~securhy practices. This skepticism is 
unfounded, and your public position was recently rejected by a federal judge in the FTC's data 
security case against Wyndham Corporation. Over the pa'jt 13 years~ the Commission has 
initiated dozens of administrative adjudicatory proceedings and cases in federal court 
challenging practices that compromised the security of consumers' data and that resulted in 
improper disclosures of personal information collected from consumers. 

Indeed~ Congress has mandated that the FTC effectively use its authority U) protect 
consumers from '"unfair or deceptive m,1s or practices in or affecting interstate commerce~· -- the 
very issues at the heart of the Lab MD case. The legislative history of the F'TC Act confirms that 
Congress)ntended to delegate broad authority "to the [C]ommission to dctennine what practices 
were unfair/' rather than ''enumerating the particular practices to which [the term 'unfair'] was 
intended to apply ... There .is no limit to human inventiveness in this field. Even if all known 
unfair practices were specifically defined and prohibited, it would be at once necessary to begin 
over again." Against this backdrop, one must conclude that your upcoming hearing and current 
investigation are nothing more or less than an effort to weaken one of our nation's most 
important consUmer-protecti~rt laws~ a law that has protected generations of American 
consumers· ti·om sdims and rip~offs~. · · · · 

Lastly, itls worth 40ting that due to Congress's repeated failure to pass stmng data
secilrity and breachnotification legislation, the FTC stands as the primary federa1 entity · 
protecting American consumers from harmful data breaches. Recent high~profile, large-scale 
data breaches-- most notably at Target- have once again mised public awareness about the need 
for companies to adequately secure consumer information. Because Congress rt."lllains incapable 
of passing meaningful data~ security legislation that provides American consumers with strong 
protections~ we must continue to rely on the FTC and its organic authority urider the FTC Act to 
bring enforcement actions against compariies that break the law. Rather than continuing to . 
pursue yow- cunent course of inte1ference, I would urge you ro· instead work to pass meaningful 
data-security legislation. I would welcome your assistance. · 

As Chairman of the Senate Committee on Commerce, Science, and Transportation, I · 
regard th~ FTC a..'l the premier consumer-protection agency in the nation. The Commission 
consiste11tly seeks to carry out its mission of protecting consumers and competition, and the 
agency and its employees serve as an important watchdog for corporate \:VTongdoing. If the 
Commission acted improperly or othem'ise relied on faulty testimony or evidence in its case 
again~i Lab MD, a judge would be the proper arbiter of su.ch an allegation at trial; not Mem~bers 
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The Honorable Darrell E. Issa 
July 23s 2014 
Page 3 of3 

of Congress. I urge you to reconsider yow: actions and to allow tor tbe American legal system 
and the ru:J.e of law- not political theater - .to resolve this case. 

Sin<:erely. 

r''t,~f'~~~_r ., 
'tt'J 

John D. Rockefeller IV 
Chairman 

c{;: The Honorable Elijah E. Cummings, Ranking. Member 

-
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks Michelle, 

Bumpus, Jeanne 
Thursday, July 17, 2014 2:24PM 
'Ash, Michelle'; Berroya, Meghan 
RE: hearing 

Follow up 
Flagged 

Hi Meghan, I would love to talk to you at your earliest convenience. My number is (202) 326-2946. 

Jeanne 

Jeanne Bumpus 
Director. 
Office of Congressional Relations. 
Federal Trade. Commission 
326-2946. 

From: Ash, Michelle [mailto:Michelle.Ash@mail.house.gov] 
Sent: Thursday, j uly 17, 2014 2:21 PM 
To: Berroya, Meghan; Bumpus, j eanne 
Subject: hearing 

Meghan is. with Oversight and Government Reform, Jeanne. Bumpus is with. FTC congressional. Meet each 
other . . Cheers .. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks Paul. 

Bumpus, Jeanne 
Monday, Ju ly 21, 2014 12:48 PM 
'Nagle, Paul' 
RE: Hearing in OGR re: Section 5 

Follow up 
Flagged 

From: Nagle, Paul [mailto:Paui.Nagle@mail.house.gov] 
Sent: Monday, july 21, 2014 12:48 PM 
To: Bumpus, j eanne 
Subject: RE: Hearing in OGR re: Section 5 

Thanks for the heads up- that had caught my eye as well. We will monitor the hearing from afar for now. 

From: Bumpus, j eanne [mailto: JBumpus@ftc.gov] 
Sent: Monday, j uly 21, 2014 12:19 PM 
To: Nagle, Paul 
Subject: Hearing in OGR re: Section 5 

Paul, 

I wanted to. make you are aware that the Oversight and Government Reform Committee has noticed a hearing for this. 
Thursday morning entitled "The. Federal. Trade commission. and Its Section 5 Authority: Prosecutor, Judge, and Jury." We. 
expect they will discuss. data security and the Lab MD case. We hope to learn more about the hearing this afternoon .. 

Jeanne . 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thanks for sharing it. 

From: Christian Fj eld 

Bumpus, Jeanne 
Wednesday, July 23, 2014 2:16 PM 
Christian Fjeld; Vandecar, Kim 
RE: Letter 

Follow up 
Flagged 

Sent: Wednesday, j uly 23, 2014 1:42 PM 
To: Bumpus, j eanne; Vandecar, Kim 
Subject: Letter 

Jeanne and Kim- attached is a letter that Chairman Rockefeller sent to Chairman lssa with regard to his ongoing 
investigation and upcoming hearing on LabM D. Call me wit h. any quest ions. 

Christ ian. 

Christian Tamotsu Fjeld 
Senior Counsel 
Senate Committee on Commerce, Science and Transportation 
428 Hmt Office Building 
Washington, DC 20510 
p: (202) 224-1270 f: (202) 228-0327 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

I figured 

Benway, Kathleen (Commerce) <Kathleen_Benway@commerce.senate.gov> 

Monday, July 21, 2014 9:36AM 
Vandecar, Kim; Bumpus, Jeanne; Simons, Claudia A. 
RE: The Federal Trade commission and Its Section 5 Authority: Prosecutor, Judge, and 

Jury I Committee on Oversight & Government Reform 

Follow up 

Flagged 

From: Vandecar, Kim [mailto:KVANDECAR@ftc.gov] 
Sent: Monday, J uly 21, 2014 9:34AM 
To: Benway, Kathleen (Commerce); Bumpus, j eanne; Simons, Claudia A. 
Subject: RE: The Federal Trade commission and Its Section 5 Authority: Prosecutor, J udge, and j ury 1 Committee on 
Oversight & Government Reform 

Thanks. We saw it yesterday. 

From: Benway, Kath leen (Commerce) [mailto:Kathleen Benway@commerce.senate.gov] 
Sent: Monday, July 21, 2014 9:33 AM 
To: Bumpus, j eanne; Vandecar, Kim; Simons, Claudia A. 
Subject: FW: The Federal Trade commission and I ts Section 5 Authority: Prosecutor, j udge, and j ury I Committee on 
Oversight & Government Reform 

Link t o. the lssa hearing is up. No. w itnesses. listed . 

http://oversight.house.gov/hear ing/federal-t rade-commission-section-5 -authority-prosecutor- judge- jury-2/ 
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Office of the Secretary 

The Honorable Darrell E. Issa 
Chairman 

United States of America 
FEDERAL TRADE COMMISSION 

WASHINGTON, D.C. 20580 

July 21, 2014 

Committee on Oversight and Government Reform 
United States House of Representatives 
2157 Rayburn House Office Building 
Washington, DC 20515-6143 

Dear Chairman Issa: 

Thank you for your letter dated July 18, 2014, requesting certain documents. The 
Commission is responding to your request as an official request of a Congressional Committee, 
see Commission Rule 4.ll(b), 16 C.F.R § 4.11(b), and has authorized its staff to provide the 
requested documents, along with associated information during discussions. 

Most of the documents to be provided to the Committee in response to your request and 
some of the information that the Commission staff likely would discuss in follow-up 
conversations are non-public and statutorily protected from public disclosure by the Federal 
Trade Commission Act ("ITC Act"), 15 U.S.C. § 41 et seq. Some of the information may also 
be exempt from mandatory disclosure under the Freedom of Information Act ("FOIA"), 5 U.S.C. 
§ 552. 

The responsive documents include highly sensitive personal information about tens of 
thousands of individuals. Personally identifiable information about individuals is exempt from 
mandatory public disclosure under Exemption 6 of the Freedom of Information Act, as the 
disclosure of the information would reasonably be expected to constitute a clearly unwarranted 
invasion ofpersonal privacy. See Department of the Air Force v. Rose, 425 U.S. 352, 372 
(1976). In accordance with Commission policies on protecting sensitive personally identifiable 
information, this information will be encrypted in transit. The Commission requests that the 
Committee maintain the confidentiality of this information and take appropriate steps to 
safeguard it. 

Some of the documents provided and information that could be discussed would reveal 
the existence of, and information concerning ongoing, nonpublic law enforcement investigations, 
including identification of the targets of those investigations. Disclosure of this information 
reasonably could be expected to interfere with law enforcement proceedings, and this 
information therefore is protected from mandatory public disclosure by FOIA Exemption 7(A), 5 
U.S.C. § 552(b)(7)(A). See NLRB v. Robbins Tire & Rubber Co., 437 U.S. 214,232 (1978); 
Ehringhaus v. FTC, 525 F. Supp. 21,24 (D.D.C. 1980). 
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The Honorable Darrell E. Issa -- Page 2 

In addition, some of the responsive information and documents may be protected under 
Section 6(f) of the FTC Act, 15 U.S.C. § 46(f), as confidential commercial or financial 
information. The Commission is prohibited from disclosing such information publicly, and it 
would be exempt from disclosure under FOIA Exemption 3, 5 U.S.C. § 552(b)(3). Because 
disclosure of this information is likely to result in substantial competitive harm to the submitters, 
or is clearly not of a kind that submitters would customarily make available to the public, it also 
would be exempt from disclosure under FOIA Exemption 4, 5 U.S.C. § 552(b)(4). See Critical 
Mass Energy Project v. NRC, 975 F.2d 871, 877-80 (D.C. Cir. 1992) (en bane), cert. denied, 507 
U.S. 984 (1993) (exempt status accorded to information submitted voluntarily); Nat'/ Parks & 
ConservationAss'n v. Morton, 498 F.2d 765 (D.C. Cir. 1974) (exempt status accorded to 
information submitted under compulsion). 

Some of the documents provided and information that could be discussed were obtained 
by compulsory process or provided voluntarily in lieu thereof in law enforcement investigations. 
Such information is protected from public disclosure under Section 2l(f) of the FTC Act, 15 
U.S.C. § 57b~2(f). By virtue of that section, such information also is exempt from public 
disclosure under FOIA Exemption 3(B), 5 U.S.C. § 552(b)(3)(B). See McDermott v. FTC, 
1981-1 Trade Cas. (CCII)~ 63,964 at 75,982-3 (D.D.C. April13, 1981); Dairymen, Inc. v. FTC, 
1980-2 Trade Cas. (CCH) 'i[63,479 (D.D.C. July 9, 1980). 

Finally, some of the information that could be discussed and documents to be provided 
could include internal staff analyses and recommendations, which are pre-decisional, deliberative 
information and materials exempt from mandatory public disclosure under FOIA Exemption 5, 5 
U.S.C. § 552(b)(5). See NLRB v. Sears, Roebuck & Co., 421 U.S. 132 (1975); Coastal States 
Gas Corp. v. Dep't of Energy, 617 F.2d 854, 866 (D.C. Cir. 1980). Some of this information 
also may be protected from mandatory public disclosure under FOIA Exemption 5 as attorney 
work product prepared in anticipation of litigation. See FTC v. Grolier, Inc., 462 U.S. 19, 28 
(1983); Martin v. Office of Special Counsel, Merit Systems Protection Bd., 819 F .2d 1181, 1187 
(D.C. Cir. 1987). 

Notwithstanding the protected status of most of the documents and other information that 
could be discussed, the FTC Act, 15 U.S.C. § 57b-2(d)(l)(A), and the FOIA, 5 U.S.C. § 552(d), 
provide no authority to withhold such information from this Congressional Committee, and the 
Commission has authorized staff to provide the documents to Committee staff, along with 
associated information in any follow-up discussions. Because the confidential information 

The Commission is required to notify any person who submitted information pursuant to 
compulsory process in a law enforcement investigation, if the Commission receives a request 
from a Congressional Committee or Subcommittee for that information. See Commission Rule 
4.l l(b), 16 C.P.R.§ 4.ll(b). Staff will be providing any requisite notice. 
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would not be available to the public under the FOIA or otherwise, and some of the documents 
contain highly sensitive personally identifiable information, the Commission requests that the 
Committee maintain its confidentiality, and take appropriate steps to safeguard the information. 

By direction of the Commission.~ .,g .~ 

DonaldS. Clark 
Secretary 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Flag Status: 

Bumpus, Jeanne 
Monday, July 21, 2014 12:33 PM 
'Barbian, Jennifer'; Grimm, Tyler 
Vandecar, Kim 
RE: E-mail addresses 

Follow up 
Flagged 

Thanks. Jessica Rich, Director of our Bureau of Consumer Protection, will join us. 

Jeanne 

From: Barbian, j ennifer fmailto: l ennifer.Barblan@mail.house.gov] 
Sent: Monday, J uly 21, 2014 12:28 PM 
To: Bumpus, Jeanne; Grimm, Tyler 
Cc: Vandecar, Kim 
Subject: RE : E-mail addresses 

We will call you at 2 pm. 

Thanks, 
Jen 

From: Bumpus, j eanne [mailto: IBumpus@ftc. gov] 
Sent: Monday, July 21,201411:48 AM 
To: Barbian, j ennifer; Grimm, Tyler 
Cc: Vandecar, Kim 
Subject: RE: E-mail addresses 

Thank you, 

Yes, 2:00 works for us. Shall we call you or do you want to call us at 326-2946? Kim Vandecar and I will be joined by 
Daniel Kaufman, who is Deputy Director of the Bureau of Consumer Protection. 

Jeanne 

From: Barbian, j enn ifer [mailto: l ennifer.Barblan@mail.house.gov] 
Sent: Monday, J uly 21,2014 11:07 AM 
To: Bumpus, j eanne; Grimm, Tyler 
Cc: Vandecar, Kim 
Subject: Re: E-mail addresses 

Thanks Jeanne. Could we speak at 2 this afternoon about the hearing? 

From: Bumpus, j eanne [mailto: I Bumpus@ftc.gov] 
Sent: Monday, July 21, 2014 10:34 AM 
To: Barbian, J ennifer; Grimm, Tyler 
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Cc: Vandecar, Kim < KVANDECAR@ftc.gov> 
Subject: E-mail addresses 

Jenn and Tyler, 

Wanted to make sure you had our e-mail addresses accessible. We look forward to talking about the hearing this 
afternoon. Thank you, 

Jeanne 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 

Subject: 

Follow Up Flag: 
Flag Status: 

Thank you, Kim. 

Marin, Mark <Mark.Marin@mail.house.gov> 
Monday, Ju ly 21, 2014 5:07 PM 
Vandecar, Kim 
jennifer.balban@mail.house.gov; Berroya, Meghan; Lessley, Lucinda; Reavis, Brandon; 
kathleen.peleky@mail.house.gov; Grimm, Tyler; Bumpus, Jeanne; Smith, Matthew 
Re: FTC letter authorizing non-public information to Chairman Issa 

Follow up 
Flagged 

>On Jul 21, 2014, at 5:04PM, "Vandecar, Kim" <KVANDECAR@ftc.gov> wrote: 

> 
>Attached please find the Commission letter authorizing the release of non-public information. Staff at the FTC is 
working hard to finalize the document transfer. We believe we will have this done no later than 6:00pm today. 

> 
> Please let me know if you have any questions. 

> 
>Best, 

> 
>Kim 

> 
> 
> <P034101 Letter Granting Request For Non public Info and Documents Re Tiversa. To Chairman lssa.pdf> 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Thank you! 

Teleky, Kathleen < Kathleen.Teleky@mail.house.gov> 
Monday, July 21, 2014 5:16 PM 
Vandecar, Kim 
RE: FTC letter authorizing non-public information to Chairman Issa 

Follow up 
Flagged 

From: Vandecar, Kim [mailto:KVANDECAR@ftc.gov] 
Sent: Monday, July 21, 2014 5:1 0 PM 
To: Barbian, j ennifer; Teleky, Kathleen; Marin, Mark; Berroya, Meghan; Lessley, Lucinda; Reavis, Brandon; Grimm, Tyler 
Cc: Bumpus, j eanne; Smith, Matthew 
Subject: FW: FTC letter authorizing non-public information to Chairman Issa 

Correcting Jennifer and Kathleen's addresses. 

From: Vandecar, Kim 
Sent: Monday, July 21, 2014 5:04 PM 
To: Marin, Mark (Mark.Marin@mail.house.gov) ; 'jennifer.ba lban@mail.house.gov'; 'meghan.berroya@mail.house.gov'; 
'lucinda.lessley@mail.house.gov'; 'brandon.reavis@mail.house.gov'; 'kathleen.peleky@mail.house.gov'; 
'tyler.grimm@mail.house.gov' 
Cc: Bumpus, j eanne; Smith, Matthew 
Subject: FTC letter authorizing non-public information to Chairman I ssa 

Attached please find the Commission letter authorizing the release of non-public information. Staff at the FTC is 
working hard to final ize the document transfer. We believe we will have this done no later than 6:00pm today. 

Please let me know if you have any questions. 

Best, 

Kim 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 

Marin, Mark <Mark.Marin@mail.house.gov> 
Wednesday, July 23, 2014 6:13 PM 
Bumpus, Jeanne 
Barbian, Jennifer; Grimm, Tyler; Berroya, Meghan; Reavis, Brandon; Lessley, Lucinda; 
Vandecar, Kim 

Subject: Re: Meeting with FTC staff 

Follow Up Flag: 
Flag Status: 

Categories: 

Follow up 
Flagged 

Red Category 

Thanks Jeanne- please let us look at our calendars and get right back to you. Many thanks - Mark 

On Jul 23, 2014, at 4:52 PM, "Bumpus, Jeanne" <JBumpus@ftc.gov> wrote: 

Mark, Jenn, and Tyler, 

We. wanted to get back to. you regarding scheduling .. We'd like first to bring up senior Commission staff 
as well as staff working on the LabMD case, including Alain Sheer, to meet with. you before scheduling 
interviews .. Would you be able to do this in the earlier part of next week? Wednesday is. preferable on 
our end . . If next week doesn't work, we're also available the week of August 11. . If we're. unable. to. 
answer your questions at the meeting, Alain Sheer would be available for an interview starting in mid
August, and we're checking with Ruth Yodaiken on her August schedule. Thank you, 

Jeanne Bumpus 
Office of Congressional Relations 
Federal Trade Commission 
326-2946 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Attachments: 

Hey Aaron, 

Satalin, Patrick < Patrick.Satalin@mail.house.gov> 
Wednesday, July 23, 2014 10:31 AM 
Burstein, Aaron 

I"'' on Agoncy ""'"' 

I hope you are doing well. The FTC is going to be getting attacked at the OGR Committee tomorrow (Peter sits on this 
Committee). If you have a few minutes, would love to chat with you about this today to see if there is anything we could 
raise that would be helpful for you all. Let me know. Thanks Aaron. 

Patrick 

Not an Agency Record 
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Not Responsive 

From: Barbian, j ennifer rmailto: Jennifer.Barblan@mail.house.govl 
Sent: Friday, j uly 18, 2014 12:28 PM 
To: Simons, Claudia A. 
Cc: Grimm, Tyler <Tyler. Grimm@mail.house.gov> 
Subject: Letter from Chairman Issa 

Claudia-

Attached please find a letter from Chairman lssa. Please confirm receipt at your earliest convenience. 

Please feel free to call with any questions. 

Thanks, 
Jen 

Jennifer Barbian 
Senior Counsel 
Committee on Oversight and Government Reform 
Rep. Darrell E. Issa, Chairman 
(202) 225-5074 
I ennifer.Barblan@mail.house.gov 
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DARRELL E.ISSA. CAUFOR>IIA 
CHAIRMAN 

ONE HUNDRED THIRTEENTH CONGRESS 

JOHN L. MICA, FlORID" 
MICHAEL II l\JRN£R. OHIO 
JOHN J DUNCAN, JR., lENNESSEE 
PATRICK T. McHENRY. NORTH CAROLINA 
JIM JORDAN, OHIO 
JASON CHAFFETZ. UT"H 
TIM WALBERG, M ICHIGAN 

cteongress of tl)e 1tnittb ~tatts 
J!)ouS'e of l\epreS'entatibeS' 

JAMES LANKFORD, OKLAIIOMA 
JUSTIN AMASH, M ICHIGAN 
PAUL A. GOSAR, ARIZONA 
PATRICK MEEHAN, PENNSYLVANIA 
SCOTT DEsJARLAIS, TENNESSEE 
TREY GOWDY, SOUTH CAROLINA 
BLME FARENTHOLO, TCXAS 
DOC HASTINGS, WASHINGTON 

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM 

2157 RAYBURN HOUSE O FFICE B UILDING 

WASHINGTON, DC 20515- 6143 
CYNTHIA M. LUMMIS, WYOMING 
ROB WOODALL. GEORGIA 
THOMAS MASSIE, KENTUCKY 
DOUG COLLINS, GEORGIA 
MARK M EADOWS, NORTH CAROLINA 
KERRY l. BE NTIVOLIO. MICHIGAN 
RON DESANTIS, FLORIDA 

LAWRENCE J . BRADY 
STAFF DIRECTOR 

The Honorable Edith Ramirez 
Chairwoman 
U.S. Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, D.C. 20580 

Dear Madam Chairwoman: 

M"JCRTV {202) 225-507 4 
F<eS•MIU' {202) 225-3974 
Mlf'I'ORRY {202) 225-5051 

hltp.://over-s.ght.house.gov 

July 18, 2014 

HLJAH E. CUMMINGS, MARV\AND 
RANKING MINORITY MEMBER 

CAROLYN 8. MAlONEY. NEW YORk 
ELEANOR HOLMES NORTON, 

DISTRICT OF COLUMBIA 
JOHN F TIERNEY, MASSACHUSETTS 
WM. LACY CLAY, MISSOURI 
STEPHEN F LYNCH, MASSACHUSETTS 
J IM COOPER, TENNESSEE 
GERALD E CONNOLLY, VIRGINIA 
JACKIE SPEIER, CALIFORNIA 
MATTHEW A CARTWRIGIH , PENNSYlVANIA 
l . TAMMY DUCKWORTH, IlliNOIS 
ROBIN L KEllY, ILLINOIS 
DANNY K. DAVIS, ILLINOIS 
PETER WElCH, VERMONT 
TONY CARDENAS, CAliFORNIA 
STEVEN A. HORSFORD, NEVADA 
MICHELLE LUJAN GRISHAM, NEW MEXICO 
VACANCY 

The Committee on Oversight and Government Reform is investigating the activities of 
Tiversa, Inc., a company the Federal Trade Conunission relied upon as a source of information in 
investigations and enforcement actions. The Committee has learned that the FTC received 
informatiOJ1 on nearly 1 00 companies from Tiversa, and initiated investigations or enforcement 
actions against multiple companies after receiving the information. The Committee has received 
serious allegations against Tiversa related to the ways that the company collected and used that 
information. ln the course of investigating those allegations, the Committee obtained docwnents 
and testimony that show the company's business practices cast doubt on the reliability of the 
information that Tiversa supplied to the FTC. Given what the Committee has learned so far, I 
have serious reservations about the FTC's reliance on Tiversa as a source of info1mation used in 
FTC enforcement actions. I am also concerned that the FTC appears to have acted on 
information provided by Tiversa without verifying it in any meaningful way. 

From the infonnation the Committee has gathered the relationship between the FTC and 
Tiversa dates back to 2007. In July 2007, Tiversa and the ITC testified before the Oversight and 
Goverrunent Reform Committee about the dangers of peer-to-peer networks.' Following 
Tiversa' s July 2007 testimony, the FTC had a number of conversations with Tiversa about the 
risks of inadvertent sharing on peer-to-peer networks.2 According to documents obtained by the 
Committee, after at least two telephone conversations between FTC and Tiversa employees, 

1 H. Comm. on Oversight & Gov't Reform, Hearing on inadvertent File Sharing Over Peer-to-Peer Networks, 
I I Oth Con g. (July 24, 2007) (H. Rept. II 0-39). 
2 E-mail traffic indicates that representatives from the FTC and Tiversa held a conference call with an online 
meeting component on October 26. E-mail from [FTC Employee I], Fed . Trade Comm 'n, to Robert Boback, CEO, 
Tiversa, Inc. (Oct. 22,2007 2:23p.m.) ("We'll plan on speaking with you at 10:30 on Friday morning (10/26). I'll 
check on our ability to do the call with web access to be able to view a presentation." E-mail from Robert Boback, 
CEO, Tiversa, lnc., to [FTC Employee 1], Fed. Trade Comm'n (Oct. 22, 2007 3:25p.m.)("[ have scheduled our 
demonstration for Friday at 10:30."). Another phone conversation appears to have occurred on December 19,2007. 
E-mail from Robert Boback, CEO, Tiversa, lnc., to [FTC Employee l], Fed . Trade Comm'n (Dec. II, 2007 2:04 
p.m.) ("2 pm on Wednesday ( 12/ 19) will work. Let's plan for that time."). 
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The Honorable Edith Ramirez 
July 18,2014 
Page 2 

Robe1t Boback, Tiversa's CEO, sent information to the FTC in December 2007.3 It is unclear 
what specific information Tiversa sent to the FTC at that time or how that inf01mation was used. 

In 2009, Tiversa and FTC again testified before the Oversight and Government Reform 
Committee at another hearing on the risk of inadvertent sharing on peer-to-peer networks.4 The 
Committee has learned that around the same time as this hearing, the FTC contacted Tiversa and 
asked for information about companies with large data breaches. 5 In order to receive the 
information, the FTC issued a civil investigative demand to the Privacy Institute, an entity 
Tiversa apparently created for the specific and sole purpose of providing information to the FTC. 
Mr. Boback explained the relationship between Tiversa and the Privacy Institute during a 
transcribed interview with the Committee. He testified that Tiversa lawyers set up the Privacy 
Institute "to provide some separation from Tiversa from getting a civil investigative demand at 
Tiversa, primarily. And, secondarily, it was going to be used as a nonprofit, potentially, but it 
never did manifest. "6 

Through the Privacy Institute, Tiversa produced a spreadsheet to the FTC that contained 
information on data breaches at a large number of companies. 7 Mr. Boback further testified that 
Tiversa provided information on "roughly 100 companies" to the FTC. 8 

In February 2010, the FTC announced that it notified "almost 100 organizations" that 
personal information had been shared from the organizations' computer networks and was 
available on peer-to-peer networks.9 The FTC also announced that it opened non-public 
investigations concerning an undisclosed number of companies. 10 The timing of the Privacy 
Institute 's production of negative information on "roughly 100 companies" to the FTC, and the 
FTC's subsequent announcement that it notified "almost 100 organizations" that they were under 
FTC scrutiny, creates the appearance that the FTC relied substantially on the information that 
Tiversa collected and provided. 

That same month, Mr. Boback gave an interview to Computerworld about the FTC's 
announcement. 11 He stated, "We were happy to see that the FTC [has] fmally started 
recognizing that P2P [peer-to-peer] is a main source for criminals to gain access ~o consumer's 
personally identifiable information for ID theft and fraud." 12 Mr. Boback also stated that 14 of 
the companies the· FTC contacted had already reached out to Tiversa for assistance, and that 12 

3 E-mail from Robert Boback, CEO, Tiversa, Inc., to (FTC Employee 1], Fed. Trade Comm'n (Dec. ]9, 2007 3:08 
p.m.) ("Per our discussion . .. see attached."). 

H. Comm. on Oversight & Gov't Reform, Hearing on Inadvertent File Sharing Over Peer-to-Peer Networks: How 
it Endangers Citizens and Jeopardizes National Security, lll th Cong. (July 29, 2009) ( l 11-25). 
5 H. Comm. on Oversight & Gov't Reform, Transcribed Interview of Robert Boback, CEO, T iversa, Inc., at 169 
(June 5, 20 14) [hereinafter Boback Tr.]. 
6 Boback Tr. at 42-43. 
7 Boback Tr. at 169. 
s Boback Tr. at 171. 
9 Fed . Trade Comm'n, Press Release, Widespread Data Breaches Uncovered by FTC Probe (Feb. 22, 2010). 
10 ld. 
11 Jaikumar Vijayan, FTC seeks extensive informationfromfirms being investigated for P2P breaches, 
COMPUTERWORLD, Feb. 25,2010, 
http://www.computerworld.com/s/article/9162560/FTC _seeks_ extensive _information_ from_fmns_ being_investigat 
ed_for _P2P _breaches?taxonomyld=84&pageNumber= I. 
12 Jd. 
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ofthose companies received civil investigative demands. 13 Because Tiversa was benefiting 
commercially from the fact that the FTC was investigating the companies that Tiversa itself 
referred to the FTC, it is critical for the Committee to understand the relationship between the 
FTC and Tiversa, and whether Tiversa manipulated the FTC in order to enrich themselves. 

In order to assist the Committee in its investigation, please provide the following 
documents as soon as possible, but by no later than 5:00p.m. on July 21,2014: 

1. All civil investigative demand letters the FTC sent to the Privacy Institute and Tiversa, 
Inc. 

2. All documents, including spreadsheets, produced by the Privacy Institute or Tiversa to 
the FTC in response to any civil investigative demand letters sent by the FTC. 

3. All letters or other notices sent by the FTC sent to "almost 100 organizations" as 
discussed in a February 22,2010, FTC press release. 

4. All civil investigative demand letters the FTC sent as part of the investigations 
announced in the February 22, 2010, FTC press release. 

The Committee on Oversight and Government Reform is the principal investigative 
conunittee of the U.S. House of Representatives. Pursuant to House Rule X, the Committee 
has authority to investigate "any matter" at "any time." An attachment to this letter provides 
additional information about responding to the Collllnittee's request. 

When producing documents to the Conunittee, please deliver production sets to the 
Majority Staff in Room 2157 of the Rayburn House Office Building and the Minority Staff 
in Room 2471 of the Rayburn House Office Building. The Committee prefers, if possible, 
to receive all documents in electronic fonnat. 

If you have any questions about this request, please contact Tyler Grimm or Jennifer 
Barbian of the Committee staff at (202) 225-5074. Thank you for your prompt attention to this 
matter. 

Enclosure 

Sincerely, 

~~- --·: 
Darrell Issa 
Chairman 

cc: The Honorable Elijah E. Cummings, Ranking Minority Member 

13 Jd. 
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Cl-fAifHv1AN 

ONE HUNDRED fHIHl EENTH COI\JGRESS 

ELIJ /,11 l ( liMMINtiS. ~ t:, li\' L,.i·H.' 

1\,\ ill t-: ltiG MtNOAif'o' MlMfji:H 

QJ:ongrrsz of tiJr (!Hnitctl ~tntrs 
Ji)o ttsr of l\cprcsrutntitlc£5 

COMMITIEE ON OVERSIGHT AND GOVERNMENT REFOnM 
2'1!)7 RA·,·m.t?.i" Hou.sr Ot=r•c.r- Buu OlhJ(j 

WJV:;HIN( ;Tt)N, DC 20515-6143 

Responding to Committee Document Requests 

1. In complying Wlth this request, you are required to produce all responsive documents that arc 
in your possession, custody, or control, whether held by you or your past or present agents, 
employees, and representatives acting on your behalf. You should also produce documents 
that you have a legal right to obtain, that you have a right to copy or to which you have 
access, as well as documents that you have placed in the temporary possession, custody, or 
control of any third party. Requested records, documents, data or information should not be 
destroyed, modified, removed, transferred or olhetwise made inaccessible to the Committee. 

2. In the event that any entity, organization or individual denoted in this request has been, or is 
also known by any other name than that herein denoted, the request shaiJ be read also to 
include that alternative identification. 

3. The Committee's preference is to receive documents in electronic fonn (i.e., CD, memory 
stick, or thumb d1ive) in lieu of paper productions. 

4. Documents produced in electronic fmmat should also be orgaojzed, identified, and indexed 
electronically. 

5. Electronic document productions should be prepared according to the foltowing standards: 

(a) The production should consist of single page Tagged Image File ("TIF''), files 
accompanied by a Concordance-format load ft..le, an Opt icon reference file, and a file 
defining the fields and character lengths of the load file. 

(b) Document numbers in the load ftle should match document Bates numbers and TJF file 
names. 

(c) lf the production is completed through a series of multiple partial productions, field 
names and fiJe order in. all load flles should match. 

(d) All electronic documents produced to the Conunittee should .include the following fields 
of metadata specific to each document; 

BEGDOC, ENDDOC, TEXT, BEGATTACH, ENDATTACH, 
PAGECOUNT,CUSTODIAN, RECORDTYPE, DATE, TI!v1E, SENIDATE, 
SENTillvlE, BEG.INDATE, BEGINTllvffi, END DATE, ENDTIME, AUTHOR, FROM, 

. l 
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CC, TO, BCC, SUBJECT, TITLE, FILENAI\.tffi, FILEEXT, FILESIZE, 
DATECREATED, Tllv1ECREATED, DATELASTMOD, TllvffiLASTMOD, 
WTMSGID, INTMSGHEADER, NA TIVELINK, rNTFILPA TH, EXCEPTION, 
BEGATTACH. 

6. Documents p roduced to the Committee should include an index desctibing the contents of 
the production. To the extent more than one CD, hard drive, memory stick, thumb drive, box 
or folder is produced, eacb CD, hard drive, memory stick, thumb drive, box or folder should 
contain an index describing its contents. 

7, Documents produced in response to this request shall be produced together with copies of ft..le 
labels, dividers or identifying markers with which they were associated when the request was 
se1ved. 

8. When you produce docwnents, you should identify the paragraph in the Committee's 
schedule to which the docwnents respond . 

9. It shall not be a basis for refusal to produce documents that any other person or entity also 
possesses non·identical or identical copies of the same documents. 

10. If any of the requested information js only reasonably available in machine· readable form 
(such as on a computer server, hard drive, or computer backup tape), you should consult with 
the Committee staff to detennioe the appropriate format in which to produce the information. 

ll. If compliance with the request cannot be made in fuiJ by the specified return date, 
compliance shall be made to the extent possible by that date. An explanation of why full 
compliance is not possible shall be provided along with any partial production. 

12. In the event that a document is withheld on the basis of privilege, provide a privilege log 
containing the following information concerning any such document: (a) the privilege 
asserted; (b) the type of document, (c) the general subject matter; (d) the date, author and 
addressee; and (e) the relationship of the author and addressee to each other. 

13. If any document responsive to this request was, but no longer is, in your possession, custody, 
or control, identify the docwnent (stating its date, author, subject and recipients) and explain 
the circumstances under which the document ceased to be in your possession, custody, or 
control. 

14. If a date or other dcscripti ve detail set forth. in this request referring to a document is 
inaccurate, but the actual date or otber descriptive detail is known to you or is otherwise 
apparent from the context of the request, you are required to produce all documents which 
would be responsive as if the date or other descriptive detail were correct. 

l5. Unless otherwise specified, the time period covered by this request is from January 1, 2009 
to the present. 

16. This request is continuing in nature and applies to any newly·discovered informatwn. AJ:ly 
record, document, compilation of data or information, not produced because i.t has not been 

2 
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located or discovered by the remm date, shall be produced immediately upon subsequent 
location or discovezy. 

17. AJl documents shall be Bates-stamped sequentially and produced sequentially. 

18. Two sets of documents shall be delivered, one set to the Majority Staff and one set to the 
Minority Staff. When documents are produced to the Committee, production sets shall be 
delivered to the Majority Staff in Room 2157 of the Rayburn House Office Building and the 
Minority Staff in Room 2471 of the Rayburn House Office Building. 

19. Upon completion of the document production, you shou ld submit a wr:itten certification, 
signed by you or your counsel, stating that: (1) a diligent search has been completed of all 
documents in your possession, custody, or control which reasonably could contain responsive 
documents; and (2) all documents located during the search that are responsive have been 
produced to the Corrunittee. 

Schedule Definitions 

1. The te1m "document" means any written, recorded, or graphic matter of any nature 
whatsoever, regardless of 'how recorded, and whether original or copy, including, but not 
limited to, the following: memoranda, reports, expense reports, books, manuals, instructions, 
financial reports, working papers, records, notes, Jetters, notices, con.finnations, telegrams, 
receipts, appraisals, pamphlets, magazines, newspapers, prospectuses, inter-office and intra
office communications, electronic mail (e-mail), contracts, cables, notations of any type of 
conversation, telephone call, meeting or other commtutication, bulletins, printed matter, 
computer printouts, teletypes, -invoices, transcripts, diaries, analyses, returns, summaries, 
minutes, bills, accounts, estimates, projections, comparisons, messages, correspondence, 
press releases, circulars, financial statements, reviews, opinions, offers, studies and 
investigations, questionnaires and su1veys, and work sheets (and aJI drafts, preliminary 
versions, alterations, modifications, revisions, changes, and amendments of any of the 
foregoing, as well as any attachments or appendices thereto), and graphic or oral records or 
representations of any kind (including without limitation, photographs, charts, graphs, 
microfiche, microfilm, videotape, recordings and motion pictures), and electronic, 
mechanical, and electric records or representations of any kind (including, without limitation, 
tapes, cassettes, disks, and recordings) and other written, printed, typed, or other graphic or 
recorded matter of any kind or nature, however produced or reproduced, and whether 
preserved in writing, fi.tm, tape, disk, videotape or otherwise. A document bearing any 
notation not a part of the original text is to be considered a separate document. A draft or 
non-identical copy is a separate document within the meaning of this tenn. 

2. The term "communication" means each manner or means of disclosure or exchange of 
information, regardless of means utilized, whether oral, electronic, by document or 
otherwise, and whether in a meeting, by telephone, facsimile, email (desktop or mobile 
device), text message, instant message, MMS or SMS message, regular mail, telexes, 
releases, or otherwise. 
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3. The terms "and" and "or" shall be construed broadly and either conjunctively or disjunctively 
to bting within the scope of this request any information which might otherwise be construed 
to be outside its scope. The singular includes plural number, and vice versa. The masculine 
includes the feminine and neuter genders. 

4. The terms "person" or "persons'' mean natural persons, firms, partnerships, associations, 
corpora6ons, subsidiaries, divisions, departments, joint ventures, proprietorships, syndicates, 
or other legal, business or government entities, and all subsidiaries, affiliates, divisions, 
departments, branches, or other units thereof. 

5. The term "identify,'' when used in a question about individuals, means TO provide the 
following information: (a) the individual's complete name and title; and (b) the individual's 
business address and phone number. 

6. The term "referring or relating," with respect to any given subject, means anything that 
constitutes, contains, embodies, reflects, identifies, states, refers to, deals with or is pertinent 
to that subject in any manner whatsoever. 

7. The term "employee" means agent, borrowed employee, casual employee, consultant, 
contractor, de facto employee, independent contractor, joint adventurer, loaned employee, 
part-time employee, pennanent employee, provisional employee, subcontractor, or any other 
type of service provider. 

4 

LABMD - SUPP. PROD. 
0658 
4/30/15

RX627



 

 

 

 

 

 

RX628 

 

 



Kelly, Andrea 

From: 
Sent: 
To: 

Cc: 
Subject: 

Follow Up Flag: 
Flag Status: 

Smith, Matthew 
Monday, Ju ly 21, 2014 6:38 PM 
jennifer.barblan@mail.house.gov; kathleen.teleky@mail.house.gov; 
Mark.Marin@mail.house.gov; meghan.berroya@mail.house.gov; 
lucinda.lessley@mail.house.gov; brandon.reavis@mail .house.gov; 
tyler.grimm@mail.house.gov 
Bumpus, Jeanne; Vandecar, Kim 
Nonpublic Info and Documents Re Tiversa To Chairman Issa 

Follow up 
Flagged 

You have received 1 secure file from msmith4@ftc.gov. 
Use the secure link below to download. 

Dear Committee Staff, 

Below you will find a link to download documents Chairman lssa requested in a letter to the FTC on July 18, 2014. 
As discussed with Commission staff, the information contained in these documents is highly sensitive. The link to 
download these documents will be active for a period of 48 hours or about 2 days. Should you have any questions, 
please do not hesitate to contact Kim Vandecar at (202) 326-2858. 

Kind Regards, 

Matt Smith 

Matthew Smith 
Division of Privacy and Identity Protection 
Federal Trade Commission 
400 7th Street, SW 
Washington, D.C. 20024 
Mail Stop CC-8232 
Direct: (202)326-2693 
Fax: (202)326-3062 
Email: msmith4@ftc.gov 

This email message and any attachments are confidential and may be privileged. If you are not the intended 
recipient, please delete the email and notify the sender. 

Secure File Downloads: 
Avai lable until: 25 July 2014 

Click link to download: 

20140721final.zip 
708,171.51 KB 

You have received attachment link(s) within this email sent via the FTC Secure Mail system. To retrieve the attachment(s), please click 
on the link(s). 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Hi Chris .. (b)(S) 

From:. VanDruff, Laura. Riposo .. 

Sheer, Alain 

Tuesday, October 28, 2014 1:36. PM 
White,. Christian. S. 

FW: FTC v .. LabMD Docket No. 9357 
l(b)(5) 

Sent:. Tuesday, October 28, 2014 10:47 AM 
To:. LabMD-Team; Schoshinski, Robert; Mithal, Maneesha. 
Subject: FW:. FTC v .. LabMD. Docket No .. 9357 

(b)(5) 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Chris, l<b)(S) 

Clark, Donald S. 
Tuesday, October 14, 2014 6:36 PM 
White, Christian S. 
FW: In Re LabMD Docket No. 9357 

r )(5) 
.... <b_)(_5) _______________________________ 1 Thanks! 

Don 

From: Mack, Julie 
Sent: Thursday, October 09, 2014 3:27. PM 
To:. Shonka, David C.; White, Christian S. 
Cc:. Clark, Donald S.; Frankie,. Janice Podoll 
Subject: FW: In Re. LabMD. Docket No. 9357 

Hello, Dave. and Chris:. 

Please see. below ... (b)(S) 
j<b)(5) I Please. le"'"t-m-e"""k"""n_o_w-. _T_h_a-nk,...s-.. -----------------------' 

Julie. 

(b)(5) 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 

Clark, Donald S. 

Thursday, October 09, 2014 3:31 PM 
Mack, Julie; Shonka, David C.; White, Christian S. 

Frankie, Janice Podol l 

Re: In Re LabMD Docket No. 9357 

Chrisj._<b_l<_5l _______________ __.l rhanks! 

Don 

Duplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Schoshinski, Robert 

Friday, August 15, 2014 4:12 PM 
White, Christian S. 

VM: Schoshinski, Robert (3219) 
Voice_Message_Recording_S1234049_001_gsm.wav 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Sheer, Alain 

Thursday, August 14, 2014 2:48 PM 
White, Christian S. 

VM: Sheer, Alain (3321) 

Voice_Message_Recording_S1233067 _OOl_gsm.wav 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

From:. Blodgett, Katrina Ane. 

Mithal, Maneesha 
Friday, June. 27, 2014 10:51 AM 
White, Christian. S. 
FW:l(b)(5) 

(b)(5) 

Sent:. Thursday,.J une. 26, 2014 2:35. PM 
To:. Mithal,. Maneesha. 
Subject: .... l<b_)<S_) ______________ _ 

Maneesha-. 

Attached please find a. memol(b)(5) 
(b)(5) 

Thank you, 
Katrina 

Katrina Blodgett 

Division of Privacy and Identity Protection 

Federal Trade. Commission 

202-326-3158. 

I 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Mithal, Maneesha 
Monday, June 23, 2014 10:34 AM 
White, Christian S. 
VM: Mithal, Maneesha (2771) 
Voice_Message_Recording_Sll94273_001_gsm.wav 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 

Subject: 

Mithal, Maneesha 
Friday, June. 20, 2014. 8:54. AM 
White, Christian. S. 
Sheer, Alain; VanDruff, Laura Riposo;. Yodaiken, Ruth; Blodgett, Katrina Ane;. Lincicum, 
David; Cohen, Kristin; Cox, Megan; Mehm, Ryan; Brown, Jarad; Lassack, Maggie 
names of people at meeting. yesterday 

Hi Chris - I'm cc'ing the. people who attended the meeting yesterday, per your request. Please. keep us. posted. Thanks! 

COA # 000124 
FTC-FOIA-2015-00109

LABMD - SUPP. PROD. 
0469 
4/30/15

RX591



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Seeyouthen. Thanks. 

From: Nuechterlein, J on 

Ramirez, Edith 
Friday, June. 20, 2014 8:18. AM 
Nuechterlein,. Jon; White,. Christian. S. 
RE:. LabMD 

Sent: Friday, J une 20, 2014 8:17 AM 
To: White, Christian S. ; Ramirez, Edith 
Subject: Re: LabMD 

lam. 

From: White, Christian S. 
Sent: Friday, June 20, 2014 07:17 AM 
To: Ramirez, Edith; Nuechterlein, J on 
Subject: Re: LabMD 

10:00 would work if Jon is available. 

From: Ramirez, Edith 
Sent: Friday, J une 20, 2014 07:15. AM 
To: White, Christian S.; Nuechterlein, J on 
Subject: RE: LabMD. 

Chris,. I. forgot about that .. I. can. also meet at lOam or 3pm. Let me. know what works ... Thanks .. 

From: White, Christian. S. 
Sent: Friday, J une 20, 2014 7:08 AM 
To: Ramirez, Edith; Nuechterlein, Jon 
Subject: Re: LabMD 

I'm.supposed to go with Jeanne, Kim V, Maneesha, Daniel. K for a. public briefing of Cong. Terry's staff at 11 .. Could we. 
meet before that?. Or, they could certainly get along w/o me ... 

From: Ramirez, Edith. 
Sent:. Friday, J une 20, 2014 06:54 AM 
To:. Nuechterlein, Jon; White, Christian S .. 
Subject: LabMD 

Jon & Chris,. are you available. to. meet with me at llam today about this Hill. matter?. Please. let me. know ... Thanks .. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

(b)(5) 

Sheer, Alain 

Wednesday, November 05, 2014. 3:07 PM 
White, Christian. S. 

filed yesterday. 
l(b)(5) 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Thanks Chris 

From: White, Christian S . . 

Sheer, Alain 
Tuesday, June. 10, 2014. 2:18. PM 
White, Christian. S. 
RE: l(b)(5) 

Sent: Tuesday,June 10, 2014 2:17. PM 

To:. Sheer, Ala..,,in.,., . ....------------------
Subject: RE:l<b)(5) I Thanks. Alain 

From: Sheer, Alain 
Sent:. Tuesday,.June. 10, 2014 2:15. PM. 
To:. White, Christian S. 
Subject: .... l<b-)(-5) ________________ __.I Thanks. Alain .. 

IThanks ... Alain 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

VanDruff, Laura Riposo 
Tuesday, June 10, 2014. 11:01 AM 
White, Christian. S. 
Schoshinski, Robert 

As you discussed. with Bob1 ... (b-)(_S_) __________ _.. 

Best, 

Laura 

Laura Riposo VanDruff 
Federal Trade Commission 
Division of Pnvacy and Identity Protection 
600 Pennsylvania Avenue, N.W., NJ-8100 
Washington, DC 20580 
202.326.2999 {direct) 
202.326.3062 {facsimile) 
lvandruff@ftc.gov 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Attachments: 

(b)(5) 

VanDruff, Laura Riposo 
Wednesday, November 05, 2014 10:46 AM 
White, Christian. S. 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Schoshinski, Robert 
Monday, June 09, 2014 3:15 PM 
White, Christian S. 

VM: Schoshinski, Robert (3219) 
Voice_Message_Recording_Sll84624_001_gsm.wav 
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Kelly, Andrea 

From: Sheer, Alain 
Sent: 
To: 

Monday, June. 02, 2014 9:21 AM 
White,. Christian. S. 

Subject: RE: 

Hi Chris. !<b)(S) 

... r_)<_5) ______________ -JI Alain . 

From: White, Christian S . . 
Sent:. Saturday, May 31, 2014 1 :58. PM 
To:. Sheer, Alain. 
Subject:. Fw:. 

Fyi . . 

From:. Hippsley,. Heather. . 
Sent: Friday,. May 30, 2014 10:37. PM 
To:. Bumpus.Jeanne; Cole, Justin; White, Christian S . . 
Subject: Fw: . 

Fyi. l(b)(5) 

(b)(5),(b)(6) 

~ H 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Good evening, Chris. 

(b)(5) 

Best regards, 

Laura 

(b)(5) 

VanDruff, Laura Riposo 
Tuesday, March 25, 2014 6:30 PM 
White, Christian. S. 
Schoshinski, Robert 

llbXSJ 

COA # 000163 
FTC-FOIA-2015-00109

LABMD - SUPP. PROD. 
0508 
4/30/15

RX602



 

 

 

 

 

 

RX603 

 

 



Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Thanks, 

Ruth 

From: White, Christian S . . 

Yodaiken, Ruth 
Friday, March 14, 2014 2:18 PM 
White, Christian S. 
RE: j<b)(5) 

Sent: Friday, March 14, 2014 2:01 PM 
To: Yodaiken, Ruth. 
Subject: .... l<b_l<_sl ___ __. 

(b)(5) 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Chris, 

VanDruff, Laura Riposo 
Tuesday, November 04, 2014 12:51 PM 
White, Christian S. 
call 

If you're up for a short conversation, will you please give me a call? I want to fill you in on a small development. 

Best, 

Laura 

Laura Riposo VanDruff 
Federal Trade Commission 
Assistant Director, Division of Privacy and Identity Protection 
600 Pennsylvania Avenue, N.W., CC-8232 
Washington, DC 20580 
202.326.2999 (direct) 
202.326.3393 (facsimile) 
lvandruff@ftc.gov 

COA # 000165 
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Kelly, Andrea 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

David L Sieradzki. 
Attorney, Office of General Counsel. 
Federal Trade. Commission 
600 Pennsylvania Ave.,. NW 
Washington, DC 20580 
.. office: .. 202.326-2092 
.. fax: ..... 202.326.2477 

From:. Daly, John F ... 

Sieradzki, David L. 
Monday, March 10, 2014 10:29 AM 
Daly, John F.; Hegedus, Mark S.; Nuechterlein, Jon; Freedman, Bruce; Shonka, David C. 
Cohen Wjlljam E · Whjte Christian S 

Sent:. Tuesday, February 04, 2014. 1 :32. PM. 
To:. Hegedus, Mark S.; Nuechterlein,.Jon;. Freedman, Bruce; Shonka, David. C. 
Cc:. Sieradzki, David L.; Cohen, William E.; Wh ite, Christian. S. 
Subject:. RE:. LabMD. motion for document subpoena. on. FTC Commissioners. 

(b)(5) 

From:. Hegedus,. Mark S . . 
Sent:. Tuesday, February 04, 2014. 1 :23. PM. 
To:. Nuechterlein,Jon; Freedman, Bruce; Shonka, David. C. 
Cc:. Sieradzki, David L.; Daly, John F.; Cohen, William E .. 
Subject:. FW:. LabMD. motion for document subpoena. on FTC Commissioners. 

Adding in Jon,. Bruce. and Dave .. 

From:. Sieradzki,. David L. .. 
Sent:. Tuesday, February 04, 2014. 1: 14. PM. 
To:. Shonka, David C.; Daly, John F.; Cohen, William E.; Hegedus, Mark S. 
Subject: LabMD. motion for document subpoena on. FTC Commissioners. 

COA # 000167 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Thanks, 

Ruth 

From: White, Christian S. 

Yodaiken, Ruth 

Tuesday, March 04, 2014 4:22 PM 
White, Christian S. 
RE: l<b)(5) 

Sent: Thursday, February 27, 2014 4:32 PM 
To: VanDruff I ;:111ra Rinnc:o; Yodaiken, Ruth 
Subject: l(b)(S) I 

(b)(5) 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

(b)(5) 

From:. Daly,.John F ... 

White, Christian S. 

Monday, February 10, 2014 3:32 PM 

Dair, John F.; Hegedus, Marks.; Shonka, David c. 
RE: (b)(5) 

Sent:. Monday,. February 10,. 2014. 3:23. PM 
To:. Hegedus, Mark S.; Wh ite, Christian. S.; Shonka, David. C. 
Subject: Re :J<b)(5) 

From:. Hegedus, Mark S . . 
Sent:. Monday, February 10, 2014. 02:57 PM 
To:. Daly, J ohn F.; White, Ch ristian S.; Shonka, David C. 
Subject: RE:l(b)(5) 

Duplicate 

COA # 000170 
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Kelly, Andrea 

From: Hegedus, Mark S. 
Sent: Tuesday, February 04, 2014 1:56 PM 
To: Sieradzki, David L.; Daly, John F.; Nuechterlein, Jon; Freedman, Bruce; Shonka, David C. 
Cc: 
Subject: 

~~:~g)?s)Wjlljam E · Whjte Christian S 

From: Sieradzki,. David L. .. 
Sent: Tuesday, February 04, 2014 1 :49 PM 
To: Daly. J ohn F.; Hegedus, Mark S.; Nuechterlein, Jon; Freedman, Bruce; Shonka, David C. 
Cc: Cohen, William E.; White, Christian S. 
Subject: RE: l(b)(5) I 

(b)(5) 

Uuplicate 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Thanks. 

From: Daly, John F .. 

White, Christian S. 
Tuesday, February 04, 2014 1:20 PM 
Daly,. John F. 
RE:l(b)(5) 

Sent:. Tuesday,. February 04, 2014. 1: 17 PM 
To:. White, Christian. S. 
Subject: FW:.-l<b.,.)(""5)--------------------

1 thought you should also see this,. in light of our discussion this morning. 

Duplicate 

COA # 000172 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

From: VanDruff, Laura Riposo 

White, Christian S. 

Tuesday, February 04, 2014 12:21 PM 
Liu, Josephine 

Sent: Monday, February 03, 2014. 11: 18 AM 
To:. White, Christian. 5. 
Cc:. Schosh inski, Robert 

Subject: ..... l<b_l<5_l _____ _, 

Good morning, Chris .. 

Best regards, 

Laura. 

Laura Riposo VanDruff 
Federal Trade Commission. 
Division of Privacy and Identity Protection 
600. Pennsylvania.Avenue, N.W., NJ-8100 
Washington, DC 20580 
202.326.2999. (direct) 
202.326.3062 (facsimile) 
lvandruff@ftc.gov 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 
Attachments: 

From: VanDruff, Laura Riposo 

White, Christian S. 
Monday, February 03, 2014 4:15 PM 
Freedman, Bruce 

r XSJ 

Sent: Monday, February 03, 2014. 11: 18 AM 
To:. White, Christian. 5. 
Cc:. Schosh inski .. Robert 

Subject: ... l<b_)<-5l ______ __. 

Good morning, Chris .. 

Best regards, 

Laura. 

Laura Riposo VanDruff. 
Federal Trade Commission 
Division of Privacy and Identity Protection. 
600 Pennsylvania Avenue, N.W., NJ-8100 
Washington, DC 20580 
202.326.2999 {direct) 
202.326.3062 {facsimile) 
lvandruff@ftc.gov 
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Kelly, Andrea 

From: 
Sent: 
To: 

Subject: 
Attachments: 

Nuechterlein, Jon 
Thursday, December 26, 2013 10:08 AM 
Shonka, David C.; White, Christian S.; Da ly, John F.; Freedman, Bruce; Cohen, William E.; 
Sieradzki, David L.; Grossman,. Bradley D. 
Fw: LabMD 
Bril l Statement Re LabMD for filing.pdf 

Fyi -- here is Commissioner Brill's disqualification statement, which has been emailed to the parties but not yet posted. 
Thanks to those who helped on this. - Jon 

From:. Tabor, April . 
Sent: Thursday, December 26, 2013. 10:00. AM. 
To:. Nuechterlein, J on 
Cc:. Clark, Donald S.; Frankie.J anice Podoll . 
Subject: RE: LabMD. 

Hi Jon, 

Commissioner Brill. did end up filing a statement on Tuesday, which is. attached ... It was. sent to the. parties on Tuesday via 
email. and FedEx .. . However, it has. not yet been posted to. the. website. because. the. Commissioner asked that we. hold off 
posting until. further notice ... I. expect we. will. receive. further instructions. later today. 

Best, 
April 

-----Original Message----

From: Nuechterlein, Jon . 
Sent:. Thursday, December 26, 2013. 9:55. AM 
To: Tabor, April 
Subject: LabMD 

Hi April -- did. Commissioner. Brill end up filing a. statement on Tuesday? If so, could you send it to me? .. Thanks! 

COA # 000197 
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Kelly, Andrea 

From: 
Sent: 
To: 
Subject: 

Nuechterlein, Jon 
Wednesday, December 18, 2013 5:50 PM 
Kestenbaum, Janis; White, Christian S. 
RE:. LabMD 

Chris will be on an airplane tomorrow morning en route to Tahoe. We just tried to cal l you; if you're around, please 
call. Otherwise, let's shoot for tomorrow afternoon, either between 2 and 3:30 or after 5. 

From: Kestenbaum, Janis 
Sent: Wednesday, December 18, 2013. 5:36. PM. 
To: White, Christian. 5.; Nuechterlein, Jon 
Subject:. LabMD 

Chris. - I'd like. to. speak to. you about this. case .. Do. you have time tomorrow at 11 ? .. Jon,. if you're free. too,. that would. be 
great, but if not and Chris is. available at 11, let's go ahead ... 

Thanks,. 
Janis. 

Janis. Claire. Kestenbaum. I Federal. Trade. Commission 
Office : (202} 326-2798. I Mobile: .. (202)4 60-6261 

COA # 000200 
FTC-FOIA-2015-00109

LABMD - SUPP. PROD. 
0545 
4/30/15

RX610



(b)(5) 

From: Clark, Donald S. 
Sent: Tuesday, December 17, 2013 5:20 PM 
To: Tabor, April 
Subject: FW:. In the Matter of LabMD, Docket No. 9357: Respondent LabMD, Inc.'s. Motion to Disqualify Commissioner 
Bril l. From This. Administrative. Proceeding 

From: Michael Pepson [mailto:michael.pepson@causeofaction.org] 
Sent: Tuesday, December 17, 2013 3:26 PM 
To: Secretary; Cla rk, Donald S. 
Subject: In the. Matter of LabMD, Docket No .. 9357: Respondent LabMD, Inc.'s. Motion to Disqualify Commissioner Brill. 
From This Administrative Proceeding 

Dear Secretary Clark:. 

Please find attached to this e-mail. a courtesy copy of Respondent LabMD, lnc.'s Motion to Disqualify Commissioner Brill 
from this Administ rative Proceeding, which was. filed today using the. Federal. Trade Commission E-Filing System. 

Thank you. 

Sincerely, 

Michael Pepson 

Michael D. Pepson I Counsel I Cause of Action 
1919 Pennsylvania Avenue NW, Suite #650 
Washington, D.C.. 20006 
Admitted to practice only in Maryland, the U.S. District Court for the. District of Maryland, the U.S. District Court for the. 
District of Colorado,. the U.S. Court of Appeals for the D.C.. Circuit, the U.S. Court of Appeals for the Ninth Circuit, and the 
U.S. Court of Appeals for the. Eleventh Circuit. Practice limited to cases in federal court and administrative proceedings 
before federal agencies. 
Michael.Pepson@causeofaction.org 

o: 202.499.2024 I 

Confidentiality:. The information contained in this. communication. may be. confidential,. is. intended only for. the use of the. recipient named above,. and may be legally 
privileged, It is not intended as. legal advice and may not be. relied upon or used as legal advice. This. communication does not establish an attorney·client relationship. 
between us. If the reader of. this. message is. not the intended recipient, you are. hereby notified that any. disseminat ion, distribution,. or. copying of. this 
communication, or. any. of its. contents,. is. strictly prohibited. If. you have received this. communication. in. error,. please. re·send this. communication. to. the. sender and 
delete. the original. message and any copy. of. it from. your. computer. system. Thank you. 

2 
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UNITED STATES OF AMERICA 

FEDERAL TRADE COMMISSION 
WASHINGTON, D.C. 20580 

Bureau of Consumer Protection 
Division of Advertising Practices 

August 19, 2010 

Mr. George Searle, CEO 
Lime Wire LLC 
45 Howard St. 
New York, NY 10013 

Re: Lime Wire LLC, FTC File No. 082-3046 

Dear Mr. Searle: 

The staff of the Federal Trade Commission has conducted an investigation of the 
LimeWire file-sharing application that put consumers’ personal information in peril. As you 
know, users of some versions of LimeWire risk inadvertently sharing sensitive information 
stored on their computers. Consumers should not have to worry that one small mistake in 
configuring a software program such as LimeWire might expose their tax returns, credit reports, 
and college loan applications to millions of people. Identity thieves have used LimeWire to 
retrieve this information and injure consumers.I Ongoing research shows consumers continue to 
inadvertently share sensitive documents via peer-to-peer software, either through LimeWire or 
similar software applications.2 It is imperative that distributors of such software act more 
responsibly and provide safeguards against inadvertent sharing. 

During our investigation, we inquired whether Lime Wire LLC could force security 
upgrades for consumers who have installed legacy versions of LimeWire to help reduce these 
risks. Upon review of the matter, including non-public information submitted to the staff, we 
have determined not to recommend any further action by the Commission at this time. Among 
the factors we considered are Lime Wire’s incorporation of safeguards against the inadvertent 
sharing of sensitive, personal documents into the user interface of more recent versions of its 

1 Press Release, United States Attorney’s Office - W.D. Wash., Seattle Man Who Used 

Peer-to-Peer File Sharing Software to Steal Personal Info Sentenced to Prison (Aug. 11, 2009), 
available at http:iiwww.justice.goviusaoiwawipress/2009iaugiwood.html. 

~- Press Release, Federal Trade Commission, Widespread Data Breaches Uncovered by 
FTC Probe (Feb. 22, 2010), available at http:iiwww.ftc.goviopa/2010/02ip2palert.shtm. 

FTC-013897 

RX659



Mr. George Searle 
August 19, 2010 
Page 2 

software; our understanding that the attrition rate for legacy versions is substantial; the apparent 
inability of Lime Wire to tbrce users to upgrade legacy versions of the software to more recent 
versions; and the possibility that users of some of the older versions of LimeWire may have been 
able to avoid disclosure of sensitive information.3 

We remain concerned, however, about consumers who are still using insecure legacy 
versions and are therefore subject to a risk of inadvertent sharing of sensitive, personal 
information. We expect Lime Wire to continue to advise consumers to upgrade legacy versions 
of its software because of the potential safety benefits of doing so, and to participate in software 
industry efforts to inform consumers about how best to avoid the inadvertent sharing of sensitive 
documents. Based on that expectation, it appears that no further action by the FTC staff is 
warranted at this time and the investigation is closed. 

This action is not to be construed as a determination that a violation of law did not occur. 
The Commission reserves the right to take such further action as the public interest may require. 

Very truly yours, 

Associate Director 

cc: Chul Pak, Esq. 

~ See 15 U.S.C. § 45(n) (stating that an act or practice is not unfair unless, among other 
things, it causes "injury to consumers which is not reasonably avoidable by consumers 

themselves"). 
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Legal Counsel.

D•rismorc
December 24, 2013

Via e-mail and Regular mail
Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, D.C. 20580

DINSMORE & SHOHL LLP
801 Pennsylvania Avenue, N.W. A Suite 610
Washington, DC 20004
www.dinsmore.com

Re: In the Matter of LabMD, Inc., FTC Docket No. 9357

Dear Sir or Madam:

This letter is to notify you that counsel for LabMD, Inc. ("LabMD"), has issued a Request for

Production of Documents and LabMD's First Interrogatories to the Federal Trade Commission, which are

enclosed. The Federal Trade Commission's Rules of Practice state that "[a]ny party may serve on another

party a request: to produce and permit the party making the request, or someone acting on the party's

behalf, to inspect and copy any designated documents or electronically stored information, as defined in

§3.34(b), or to inspect and copy, test, or sample any tangible things which are within the scope of

§3.31(c)(1) and in the possession, custody, or control of the party upon whom the request is served...." 16

C.F.R § 3.37(a). Accordingly, LabMD's counsel has issued a Request for Production of Documents for

certain of the FTC's documents. The Rules of Practice further state that "[a]ny party may serve upon any

other party written interrogatories ... to be answered by the party served or, if the party served is a public

or private corporation, partnership, association or governmental agency, by any officer or agent, who shall

furnish such information as is available to the party...." 16 C.F.R § 3.35(a). Accordingly, LabMD's

counsel has issued LabMD's First Interrogatories.

On August 29, 2013, the Federal Trade Commission, Office of Administrative Law Judges issued

a Protective Order Governing Discovery Material (the "Protective Order") in the above-referenced action.

The Protective Order protects confidential information produced in discovery in the case. A copy of the

Protective Order signed by Chief Administrative Law Judge D. Michael Chappell is enclosed as an

exhibit.

Any documents you produce to LabMD that are confidential must include the notice

"CONFIDENTIAL — FTC Docket No. 9357," in accordance with paragraph 6 of the Protective Order. If

you produce confidential documents in electronic format, such as on a CD, thumb drive, or other media,

you may place the "CONFIDENTIAL — FTC Docket No. 9357 designation on the CD, thumb drive, or

other media.



I would be pleased to discuss any issues regarding responses or production of documents at your

earliest convenience. You may reach me at (202) 372- 9100.

Sincerely,

fiedvan aiird
William A. Sherman, II
Dinsmore & Shohl
801 Pennsylvania Ave., NW, Suite 610
Washington, D.C. 20004
Phone: 202.372.9100
Fax: 202.372.9141
william.sherman@dinsmore.com
Counsel for Respondent LabMD

WAS:alm
Enclosures:

(1) Request for Production of Documents

(2) First set of Interrogatories

(3) Exhibit A: Protective Order Governing Discovery Material

(4) Exhibit B: Certification of Records of Regularly-Conducted Activity

(5) Exhibit C: BCP Production Guide

cc (via email):

Alain Sheer
Laura Riposo VanDruff
Megan Cox
Margaret Lassack
Ryan Mehm

DINSMORE & SHOHL LLP • LEGAL COUNSEL - www.dinsmore.com



Certificate of Service

I hereby certify that a duplicate original of the within Requests for Production and Interrogatories were

duly served by e-mail and regular U.S. mail on the persons named herein on: December 24, 2013.

William A. Sherman, II
Dinsmore & Shohl
801 Pennsylvania Ave., NW, Suite 610
Washington, D.C. 20004
Phone: 202.372.9100
Fax: 202.372.9141
william.sherman@dinsmore.com
Counsel for Respondent LabMD

DINSMORE & SHOHt, LLP ^ LEGAL COUNSEL - www.dinsmore.com



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

)
In the Matter of )

)
LabMD, Inc., )
a corporation. )

)
)

 )

DOCKET NO. 9357

RESPONDENT LABMD, INC.'S FIRST SET OF 
REQUESTS FOR PRODUCTION OF DOCUMENTS

COMPLAINT COUNSEL 
(NUMBERS 1-17) 

Pursuant to the Federal Trade Commission's Rules of Practice, 3.37, 16 C.F.R. § 3.37,

and the Court's Scheduling Order dated October 22, 2013, LabMD requests that Complaint

Counsel produce the documents and material identified below for inspection and copying within

thirty (30) days at the offices of Dinsmore & Shohl, LLP 801 Pennsylvania Avenue, N.W., Suite

610, Washington, D.C. 20004.

DEFINITIONS

1. "All documents" means each document within your possession, custody, or control, as

defined below, that can be located, discovered or obtained by reasonable, diligent efforts,

including without limitation all documents possessed by: (a) you, including documents

stored in any personal electronic mail account, electronic device, or any other location

under your control, or the control of your officers, employees, agents, or contractors; (b)

your counsel; or (c) any other person or entity from which you can obtain such

documents by request or which you have a legal right to bring within your possession by

demand.

2. "All communications" means each communication, as defined below, that is a document

that can be located, discovered, or obtained by reasonable, diligent efforts, including

without limitation all communications possessed by: (a) you, including communications

stored in any personal electronic mail account, electronic device, or any other location

under your control, or the control of your officers, employees, agents, or contractors; (b)

your counsel; or (c) any other person or entity from which you can obtain such
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documents by request or that you have a legal right to bring within your possession by

demand.

3. The term "communication" includes, but is not limited to, any transmittal, exchange,

transfer, or dissemination of information, regardless of the means by which it is

accomplished, and includes all communications, whether written or oral, and all

discussions, meetings, telephone communications, or email contacts.

4. "Complaint" means the Complaint issued by the Federal Trade Commission in the

above-captioned matter on August 28, 2013.

5. The term "containing" means containing, describing, or interpreting in whole or in part.

6. "Dartmouth College" means Dartmouth College, its divisions, programs, projects,

affiliates, contractors, and its directors, officers, and employees.

7. "Document" means the complete original and any non-identical copy (whether different

from the original because of notations on the copy or otherwise), regardless of origin or

location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of

every type and description, however and by whomever prepared, produced, disseminated

or made, including, but not limited to, any advertisement, book, pamphlet, periodical,

contract, correspondence, file, invoice, memorandum, note, telegram, report, record,

handwritten note, working paper, routing slip, chart, graph, paper, index, map, tabulation,

manual, guide, outline, script, abstract, history, calendar, diary, journal, agenda, minute,

code book or label. "Document' shall also include electronically stored information

("ESI"). ESI means the complete original and any non-identical copy (whether different

from the original because of notations, different metadata, or otherwise), regardless of

origin or location, of any electronically created or stored information, including, but not

limited to, electronic mail, instant messaging, videoconferencing, and other electronic

correspondence (whether active, archived, or in a deleted items folder), word processing

files, spreadsheets, databases, and sound recordings, whether stored on cards, magnetic or

electronic tapes, disks, computer files, computer or other drives, thumb or flash drives,

cell phones, Blackberry, PDA, or other storage media, and such technical assistance or

instructions as will enable conversion of such ESI into a reasonably usable form.

8. The term "documents sufficient to show" means both documents that are necessary and

documents that are sufficient to provide the specified information. If summaries,

compilations, lists, or synopses are available that provide the information being

requested, these may be provided in lieu of the underlying documents.

2



9. The terms "each," "any," and all shall be construed to have the broadest meaning

whenever necessary to bring within the scope of any document request all documents that

might otherwise be construed to be outside its scope

10. "Federal Trade Commission" or "FTC" means the Federal Trade Commission, and its

directors, officers, and employees.

11. "Includes" or "including" means "including, but not limited to," so as to avoid

excluding any information that might otherwise be construed to be within the scope of

any document request.

12. "LabMD" means LabMD, Inc., the named respondent in the above-captioned matter, and

its directors, officers, and employees.

13. Or as well as "and" shall be construed both conjunctively and disjunctively, as

necessary, in order to bring within the scope of any document request all documents that

otherwise might be construed to be outside the scope.

14. The term "person" means any natural person, corporate entity, partnership, association,

joint venture, governmental entity, or other legal entity.

15. "Personal information" means individually identifiable information from or about an

individual consumer including, but not limited to: (a) first and last name; (b) telephone

number; (c) a home or other physical address, including street name and name of city or

town; (d) date of birth; (e) Social Security number; (f) medical record number; (g) bank

routing, account, and check numbers; (h) credit or debit card information, such as account

number; (i) laboratory test result, medical test code, or diagnosis, or clinical history; G)

health insurance company name and policy number; or (k) a persistent identifier, such as

a customer number held in a "cookie" or processor serial number.

16. Documents that are in your "possession, custody, or control" include, but are not limited
to, documents that are in your constructive possession, custody, or control, as well as
documents that are in the possession, custody, or control of your attorney (if not
privileged or work product). This means that the documents do not need to be owned,
written, or recorded by you to fall within this definition, which should be construed
liberally.

17. The terms "relate" or "relating to" or "referring or relating to mean discussing,

constituting, commenting, containing, concerning, embodying, summarizing, reflecting,

explaining, describing, analyzing, identifying, stating, referring to, dealing with, or in any

way pertaining to, in whole or in part.
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18. "Sacramento Police Department" means the Sacramento Police Department and its

officials, employees, and agents.

19. "Tiversa" means Tiversa Holding Corporation, its wholly or partially owned
subsidiaries, unincorporated divisions, joint ventures, operations under assumed names,

and affiliates, and all directors, Board members, officers, employees, agents, consultants,
attorneys, and other persons working for or on behalf of the foregoing.

20. "You" or your means Federal Trade Commission.

21. "1,718 File means the 1,718 page file Tiversa Holding Corporation ("Tiversa") found on

a peer-to-peer network and identified as having been created and stored on a LabMD

computer

22. The use of the singular includes the plural, and the plural includes the singular.

23. The use of a verb in any tense shall be construed as the use of the verb in all other tenses.

24. Words in the masculine, feminine, or neuter form shall include each of the other genders.

INSTRUCTIONS 

1. Applicable Time Period: Unless otherwise specified, the time period covered by a

document request shall be limited to the period from January 1, 2005 to present.

2. Objections: Pursuant to Commission Rule of Practice § 3.37(b), any objection and

reason therefore must be filed within thirty (30) days of service thereof.

3. Protective Order: On August 29, 2013, the Court entered a Protective Order governing

discovery material in this matter. A copy of the protective order is enclosed as Exhibit A,

with instructions on the handling of confidential information.

4. Document Identification: Documents that may be responsive to more than one

specification of this Request for Production of Documents need not be submitted more

than once; however, your response should indicate, for each document submitted, each

specification to which the document is responsive. Documents should be produced in the

order in which they appear in your files or as electronically stored and without being

manipulated or otherwise rearranged; if documents are removed from their original

folders, binders, covers, containers, or electronic source in order to be produced, then the

documents shall be identified in a manner so as to clearly specify the folder, binder,

cover, container, or electronic media or file paths from which such documents came. In
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addition, number by page (or file, for those documents produced in native electronic

format) all documents in your submission, preferably with a unique Bates identifier, and

indicate the total number of documents in your submission.

5. Production of Copies: Unless otherwise stated, legible photocopies (or electronically

rendered images or digital copies of native electronic files) may be submitted in lieu of

original documents, provided that the originals are retained in their state at the time of

receipt of this Request for Production of Documents. Further, copies of originals may be

submitted in lieu of originals only if they are true, correct, and complete copies of the

original documents; provided, however, that submission of a copy shall constitute a

waiver of any claim as to the authenticity of the copy should it be necessary to introduce

such copy into evidence in any Commission proceeding or court of law; and provided

further that you shall retain the original documents and produce them to LabMD or its

counsel upon request. Copies of materials shall be produced in color if necessary to

interpret them or render them intelligible.

6. Sensitive Personally Identifiable Information: If any material called for by these

requests contains sensitive personally identifiable information or sensitive health

information of any individual, please contact LabMD's counsel named above before

sending those materials to discuss ways to protect such information during production.

For purposes of these requests, sensitive personally identifiable information includes: an

individual's Social Security number alone; or an individual's name or address or phone

number in combination with one or more of the following: date of birth, Social Security

number, driver's license number or other state identification number, or a foreign country

equivalent, passport number, financial account number, credit card number, or debit card

number. Sensitive health information includes medical records and other individually

identifiable health information relating to the past, present, or future physical or mental

health or conditions of an individual, the provision of health care to an individual, or the

past, present, or future payment for the provision of health care to an individual.

7. Scope of Search: These requests relate to documents that are in your possession or under

your actual or constructive custody or control, including, but not limited to, documents

and information in the possession, custody, or control of your attorneys, accountants,

directors, officers, employees, or other agents or consultants, whether or not such

documents were received from or disseminated to any other person or entity.

8. Claims of Privilege: Pursuant to the Federal Trade Commission's Rule of Practice

3.38(a), 16 C.F.R. § 3.38(a), if any documents are withheld from production based on a

claim of privilege or any similar claim, you shall provide, not later than the date set for

production of materials, a schedule that describes the nature of the documents,
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communications, or tangible things not produced or disclosed in a manner that will

enable LabMD's counsel to assess the claim of privilege. The schedule shall state

individually for each item withheld: (a) the document control number(s); (b) the full title

(if the withheld material is a document) and the full file name (if the withheld material is

in electronic form); (c) a description of the material withheld (for example, a letter,

memorandum, or email), including any attachments; (d) the date the material was created;

(e) the date the material was sent to each recipient (if different from the date the material

was created); (f) the email addresses, if any, or other electronic contact information to the

extent used in the document, from which and to which each document was sent; (g) the

names, titles, business addresses, email addresses or other electronic contact information,

and relevant affiliations of all authors; (h) the names, titles, business addresses, email

addresses or other electronic contact information, and relevant affiliations of all recipients

of the material; (i) the names, titles, business addresses, email addresses or other

electronic contact information, and relevant affiliations of all persons copied on the

material; G) the factual basis supporting the claim that the material is protected (for

example, that it was prepared by an attorney rendering legal advice to a client in a

confidential communication, or prepared by an attorney in anticipation of litigation

regarding a specifically identified claim); and (k) any other pertinent information

necessary to support the assertion of protected status by operation of law. If only part of a

responsive document is privileged, all non-privileged portions of the document must be

produced.

9. Certification of Records of Regularly Conducted Activity: Attached as Exhibit B is a

Certification of Records of Regularly Conducted Activity, which may reduce the need to

subpoena you to testify at future proceedings in order to establish the admissibility of

documents produced in response to this Request for Production of Documents. You are

asked to execute this Certification and provide it with your response.

10. Continuing Nature of Requests: This request for documents shall be deemed continuing

in nature so as to require production of all documents responsive to any specification

included in this request produced or obtained by you prior to the close of discovery,

which is currently scheduled for March 5, 2014.

11. Document Retention: You shall retain all documentary materials used in the preparation

of responses to the specifications of this Request for Production of Documents. We may

require the submission of additional documents at a later time. Accordingly, you should

suspend any routine procedures for document destruction and take other measures to

prevent the destruction of documents that are in any way relevant to this litigation during

its pendency, irrespective of whether you believe such documents are protected from

discovery by privilege or otherwise.
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Electronic Submission of Documents: The following guidelines refer to the production

of any Electronically Stored Information ("ESP') or digitally imaged hard copy

documents. Before submitting any electronic production, you must confirm with LabMD

counsel named above that the proposed formats and media types will be acceptable to

LabMD. LabMD requests Concordance load-ready electronic productions, including

DAT and OPT load files.

12. Electronically Stored Information: Documents created, utilized, or maintained in

electronic format in the ordinary course of business should be delivered to LabMD as

follows:

(a) Spreadsheet and presentation programs, including but not limited to

Microsoft Access, SQL, and other databases, as well as Microsoft Excel

and PowerPoint files, must be produced in native format with extracted

text and metadata. Data compilations in Excel spreadsheets, or in

delimited text formats, must contain all underlying data un-redacted with

all underlying formulas and algorithms intact. All database productions

(including structured data document systems) must include a database

schema that defines the tables, fields, relationships, views, indexes,

packages, procedures, functions, queues, triggers, types, sequences,

materialized views, synonyms, database links, directories, Java, XML

schemas, and other elements, including the use of any report writers and

custom user data interfaces;

All ESI other than those documents described in (1)(a) above must be

provided in native electronic format with extracted text or Optical

Character Recognition ("OCR") and all related metadata, and with

corresponding image renderings as converted to Group IV, 300 DPI,

single-page Tagged Image File Format ("TIFF") or as color JPEG images

(where color is necessary to interpret the contents); and

(b) Each electronic file should be assigned a unique document identifier

("DociD") or Bates reference.

(1) Hard Copy Documents: Documents stored in hard copy in the ordinary course of

business should be submitted in an electronic format when at all possible. These

documents should be true, correct, and complete copies of the original documents

as converted to TIFF (or color JPEG) images with corresponding document-level

OCR text. Such a production is subject to the following requirements:
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(a) Each page shall be endorsed with a document identification number

(which can be a Bates number or a document control number); and

(b) Logical document determination should be clearly rendered in the

accompanying load file and should correspond to that of the original

document; and

(c) Documents shall be produced in color where necessary to interpret them

or render them intelligible.

(2) For each document electronically submitted to LabMD, you should include the

following metadata fields in a standard ASCII delimited Concordance DAT file:

(a) For electronic mail: begin Bates or unique document identification number

("DociD"), end Bates or DociD, mail folder path (location of email in

personal folders, subfolders, deleted or sent items), custodian, from, to, cc,

bee, subject, date and time sent, date and time received, and complete

attachment identification, including the Bates or DociD of the attachments

("AttachiDs") delimited by a semicolon, MD5 or SHA Hash value, and

link to native file;

(b) For email attachments: begin Bates or DociD, end Bates or DociD, parent

email ID (Bates or DociD), page count, custodian, source location/file

path, file name, file extension, file size, author, date and time created, date

and time modified, date and time printed, MD5 or SHA Hash value, and

link to native file;

(c) For loose electronic documents (as retrieved directly from network file

stores, hard drives, etc.): begin Bates or DociD, end Bates or DociD, page

count, custodian, source media, file path, filename, file extension, file size,

author, date and time created, date and time modified, date and time

printed, MD5 or SHA Hash value, and link to native file; and

(d) For imaged hard-copy documents: begin Bates or DociD, end Bates or

DociD, page count, source, and custodian; and where applicable, file

folder name, binder name, attachment range, or other such references, as

necessary to understand the context of the document as maintained in the

ordinary course of business.
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(3) If you intend to utilize any de-duplication or email threading software or services

when collecting or reviewing information that is stored in your computer systems

or electronic storage media, or if your computer systems contain or utilize such

software, you must contact LabMD's counsel named above to determine whether

and in what manner you may use such software or services when producing

materials in response to this Request for Production of Documents.

(4) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or otherwise

provided to LabMD;

(b) As uncompressed electronic volumes on size-appropriate, Windows-

compatible media;

(c) All electronic media shall be scanned for and free of viruses;

(d) Data encryption tools may be employed to protect privileged or other

personal or private information. LabMD accepts TrueCrypt, PGP, and

SecureZip encrypted media. The passwords should be provided in advance

of delivery, under separate cover. Alternate means of encryption should be

discussed and approved by LabMD; and

(e) Please mark the exterior of all packages containing electronic media sent

through the U.S. Postal Service or other delivery services as follows:

MAGNETIC MEDIA- DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

(5) A11 electronic files and images shall be accompanied by a production transmittal

letter, which includes:

(a) A summary of the number of records and all underlying images, emails,

and associated attachments, native files, and databases in the production;

and

(b) An index that identifies the corresponding consecutive document

identification number(s) used to identify each person's documents and, if

submitted in paper form, the box number containing such documents. If

the index exists as a computer file(s), provide the index both as a printed

hard copy and in machine-readable form (provided that LabMD's counsel
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named above determines prior to submission that the machine-readable

form would be in a format that allows LabMD to use the computer

files).We have included a Bureau of Consumer Protection Production

Guide as Exhibit C. This guide provides detailed directions on how to

fully comply with this instruction.

13. Documents No Longer In Existence: If documents responsive to a particular

specification no longer exist for reasons other than the ordinary course of business or the

implementation of your document retention policy but you have reason to believe have

been in existence, state the circumstances under which they were lost or destroyed,

describe the documents to the fullest extent possible, state the specification(s) to which

they are responsive, and identify Persons having knowledge of the content of such

documents.

14. Incomplete Records: If you are unable to answer any question fully, supply such

information as is available. Explain why such answer is incomplete, the efforts made by

you to obtain the information, and the source from which the complete answer may be

obtained. If books and records that provide accurate answers are not available, enter best

estimates and describe how the estimates were derived, including the sources or bases of

such estimates. Estimated data should be followed by the notation "est." If there is no

reasonable way for you to make an estimate, provide an explanation.

15. Questions: Any questions you have relating to the scope or meaning of anything in this

request or suggestions for possible modifications thereto should be directed to William A.

Sherman, II at 202.372.9100.

16. Documents responsive to the request shall be addressed to the attention of William A.

Sherman, II, Dinsmore & Shohl LLP, 801 Pennsylvania Ave., NW, Suite 610,

Washington, DC 20004, and delivered between 8:30 a.m. and 5:00 p.m. on any business

day.
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REQUESTS

Please produce the following:

1. All documents referring or relating to the 1,718 File.

2. All communications between Dartmouth College and FTC.

3. A11 communications between M. Eric Johnson and FTC.

4. All communications between Tiversa and FTC.

5. All communications between FTC and any third person not employed by FTC referring
or relating to LabMD or the 1,718 File.

6. All communications between FTC and any federal Government agency, including the
U.S. Department of Homeland Security, concerning LabMD generally and/or the 1,718
File specifically.

7. All communications between FTC employees referring or relating to LabMD or the 1,718
File that is not protected as attorney work product, including communications between
the FTC and the FTC's Office of Public Affairs (including communications between the
FTC and the Office of Public Affairs's current and former employees).

8. A11 documents sufficient to show what data-security standards are currently used by FTC
to enforce the law under Section 5 of the Federal Trade Commission Act.

9. All documents sufficient to show what changes occurred in the data-security standards
used by FTC to enforce the law under Section 5 of the Federal Trade Commission Act
from 2005 to the present and the dates on which these standards changed.

10. All documents sufficient to show the standards or criteria the FTC used in the past and is
currently using to determine whether an entity's data-security practices violate Section 5
of the Federal Trade Commission Act from 2005 to the present.

11. A11 documents provided to the FTC pursuant to any Civil Investigation Demand regarding its
investigation of LabMD.

12. All documents identifying LabMD and other companies whose documents or files Tiversa
downloaded from Peer to Peer Networks which contained Personal Identifying Information and
or Protected Health Information that were provided to FTC.

13. All documents identifying consumers that were harmed, or that are substantially likely to be
harmed, as result of the claims alleged against LabMD in the Complaint.
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14. A11 documents that are utilized by FTC to determine whether to pursue an investigation or
complaint against an entity or individual, including but not limited to evaluation standards and
scoring systems.

15. All communications and all documents relating to communications between FTC and the

Sacramento Police Department from October 5, 2012 to the present.

16. All communications—including letters—between FTC and the Persons identified in the

documents discovered by the Sacramento Police Department at 5661 Wilkinson Street,

Sacramento, CA, on October 5, 2012; Bates-Labeled by the FTC in the present matter as

FTC-SAC-000233 through 000272, FTC-SAC-000273 through 000282, and FTC-SAC-

000001 through 000044.

17. All documents relating to communications between the Bureau of Competition and the

Persons identified in documents discovered by the Sacramento Police Department at

5661 Wilkinson Street, Sacramento, CA, on October 5, 2012; Bates-Labeled by the FTC

in the present matter as FTC-SAC-000233 through 000272, FTC-SAC-000273 through

000282, and FTC-SAC-000001 through 000044.

December 24, 2013
r n

By: 7 vezom y ivnprgai
William A. Sherman, II
Dinsmore & Shohl
801 Pennsylvania Ave., NW, Suite 610
Washington, D.C. 20004
Phone: 202.372.9100
Fax: 202.372.9141
william.sherman@dinsmore.com
Counsel for Respondent LabMD
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CERTIFICATE OF SERVICE

This is to certify that on December 24 2013, I served via email a copy of the foregoing

document to:

Alain Sheer
Attorney
Federal Trade Commission
600 Pennsylvania Ave, NW
Room NJ-8100
Washington, DC 20580
Phone: 202-326-3321
Fax Number: 202-326-3062
Email: asheer@ftc.gov

Laura Riposo VanDruff
Attorney
Federal Trade Commission
600 Pennsylvania Ave, NW
Room NJ-8100
Washington, DC 20580
Phone: 202-326-2999
Fax Number: 202-326-3062

Megan Cox
Attorney
Federal Trade Commission
600 Pennsylvania Ave, NW
Room NJ-8100
Washington, DC 20580
Phone: 202-326-2282
Fax Number: 202-326-3062

December 24, 2013

Margaret Lassack
Attorney
Federal Trade Commission
600 Pennsylvania Ave, NW
Room NJ-8100
Washington, DC 20580
Phone: 202-326-3713
Fax Number: 202-326-3062

Ryan Mehm
Attorney
Federal Trade Commission
600 Pennsylvania Ave, NW
Room NJ-8100
Washington, DC 20580
Phone: 202-326-3713
Fax Number: 202-326-3062

By: W/LM/0 hMa-1/

William A. Sherman, II
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IN THE UNITED STATES DISTRICT COURT  
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 
 

LabMD, INC., 
 
 Plaintiff, 
 
v. 
 
FEDERAL TRADE COMMISSION,  
 
 Defendant.  

)
)
)
)
)
)
)
)
)
)

 
 
 

 

Civil Action No.: _______________ 
 

 

 
DECLARATION OF MICHAEL D. PEPSON 

The undersigned declarant, Michael D. Pepson, states: 

1. I am an attorney at Cause of Action Institute, counsel for the plaintiff 

LabMD, Inc. (“LabMD”). The following facts are based on my own personal 

knowledge and, if called as a witness, I could and would testify competently 

thereto. 

2. Attached hereto as Exhibit 1 is a true and correct copy of a publicly 

available document on PHIprivacy.net entitled “Meanwhile, back in court: Tiversa 

sues LabMD for defamation, seeks to block publication of book by LabMD CEO 

(updated),” which is available at http://www.phiprivacy.net/meanwhile-back-in-

court-tiversa-sues-labmd-for-defamation-seeks-to-block-publication-of-book-by-

labmd-ceo/ (last visited March 17, 2014).  
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3. Attached hereto as Exhibit 2 is a true and correct copy of a publicly 

available press release posted on the Federal Trade Commission’s (the “FTC”) 

website, entitled “FTC Files Complaint Against LabMD for Failing to Protect 

Consumers’ Privacy” (Aug. 29, 2013), which is available at 

http://www.ftc.gov/news-events/press-releases/2013/08/ftc-files-complaint-

against-labmd-failing-protect-consumers (last visited March 17, 2014). 

4. Attached hereto as Exhibit 3 is a true and correct copy of the 

following publicly available document, which is posted on the FTC’s Business 

Center Blog: Lesley Fair, entitled “FTC files data security complaint against 

LabMD (Aug. 29, 2013), at http://www.business.ftc.gov/blog/2013/08/ftc-files-

data-security-complaint-against-labmd (last visited Mar. 17, 2014).  

5. Attached hereto as Exhibit 4 is a true and correct copy of a publicly 

available excerpt of a speech given by Federal Trade Commissioner Julie Brill on 

September 17, 2013, entitled “Forum Europe Fourth Annual EU Data Protection 

and Privacy Conference, Commissioner Julie Brill’s Keynote Address,” which is 

available on the FTC’s website at 

http://www.ftc.gov/sites/default/files/documents/public_statements/keynote-

address-forum-europe-fourth-annual-eu-data-protection-and-privacy-

conference/130917eudataprivacy.pdf (last visited Mar. 17, 2014). 
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6. Attached hereto as Exhibit 5 is a true and correct copy of an excerpt of 

a publicly available speech given by Federal Trade Commissioner Julie Brill on 

October 29, 2013, entitled “Commissioner Julie Brill's Opening Panel Remarks, 

European Institute, Data Protection, Privacy and Security: Re-Establishing Trust 

Between Europe and the United States,” which is available on the FTC’s website at 

http://www.ftc.gov/sites/default/files/documents/public_statements/data-

protection-privacy-security-re-establishing-trust-between-europe-united-

states/131029europeaninstituteremarks.pdf (last visited Mar. 17, 2014). 

7. Attached hereto as Exhibit 6 is a true and correct copy of an excerpt of 

a publicly available speech given to the International Association of Privacy 

Professionals by the FTC’s Director of the Bureau of Competition, Jessica Rich, on 

December 6, 2013, entitled “Privacy Today and the FTC’s 2014 Privacy Agenda,” 

which is available on the FTC’s website at 

http://www.ftc.gov/sites/default/files/documents/public_statements/privacy-today-

ftcs-2014-privacy-agency/131206privacytodayjrich.pdf (last visited Mar. 17, 

2014).  

8. Attached hereto as Exhibit 7 is a true and correct copy of an excerpt of 

a publicly available speech given by Federal Trade Commissioner Maureen K. 

Ohlhausen on September 14, 2013, entitled “The FTC’s Privacy Agenda for the 
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2014 Horizon, Forum for EU-US Legal-Economic Affairs,” which is available on 

the FTC’s website at 

http://www.ftc.gov/sites/default/files/documents/public_statements/ftc%E2%80%9

9s-privacy-agenda-2014-horizon-forum-eu-u.s.legal-economic-

affairs/130914berlinprivacyin2014.pdf (last visited Mar. 17, 2014). 

9. Attached hereto as Exhibit 8 is a true and correct copy of an excerpt of 

the deposition transcript of Ms. Letonya Randolph, who was deposed on February 

4, 2014, as a Federal Rule of Civil Procedure 30(b)(6)-type witness for Midtown 

Urology, Inc., in the In the Matter of LabMD, Inc., FTC Dkt. No. 9357, with 

particularly relevant portions highlighted. 

10. Attached hereto as Exhibit 9 is a true and correct copy of an excerpt of 

a publicly available AP News article authored by Anne Flaherty entitled “FTC: 

Medical Lab’s Lax Security Led to Data Leak” (August 29, 2013), which is 

available on the Bloomberg Businessweek website at 

http://www.businessweek.com/ap/2013-08-29/ftc-medical-labs-lax-security-led-to-

data-breach (last visited Mar. 17, 2014). 

11. Attached hereto as Exhibit 10 is a true and correct copy of an excerpt 

of a publicly available AdWeek article authored by Katy Bachman, entitled “FTC’s 

Jessica Rich Lays Out Ambitious Ad Enforcement Agenda” (Sept. 30, 2013), which is 
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available at http://www.adweek.com/news/advertising-branding/ftcs-jessica-rich-

lays-out-ambitious-ad-enforcement-agenda-152794 (last visited Mar. 17, 2014). 

12. Attached hereto as Exhibit 11 is a true and correct copy of excerpts 

from Complaint Counsel’s Response to LabMD, Inc.’s First Set of Interrogatories 

(Numbers 1-22), In the Matter of LabMD, Inc., Dkt. No. 9357 (Jan. 24, 2014). 

13. Attached hereto as Exhibit 12 is a true and correct copy of excerpts 

from Complaint Counsel’s Answer and Objections to Respondent’s First Set of 

Requests for Production of Documents (Numbers 1-17), In the Matter of LabMD, 

Inc., Dkt. No. 9357 (Jan. 24, 2014). 

14. Attached hereto as Exhibit 13 is a true and correct copy of excerpts 

from Complaint Counsel’s Response to LabMD, Inc.’s First Set of Requests for 

Admission (Numbers 1-20), In the Matter of LabMD, Inc., Dkt. No. 9357 (Mar. 3, 

2014). 

15. Attached hereto as Exhibit 14 is a true and correct copy of a letter sent 

by FTC enforcement staff to LabMD’s counsel on March 3, 2014, Re: In the 

Matter of LabMD, Inc. Docket No. 9357. 

16. Attached hereto as Exhibit 15 is a true and correct copy of document 

produced to LabMD’s counsel on March 3, 2014, as responsive to LabMD’s 
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Request for Production 10 (FTC-103115), entitled “NIST.OCR HIPAA Security 

Rule June 6 2012 (with notes).pptx.” 

17. Attached hereto as Exhibit 16 is a true and correct copy of an excerpt 

from the following June 6, 2012, FTC Power Point presentation: Cora Tung Han, 

FTC, Division of Privacy and Identity Protection, NIST/OCR HIPAA Security 

Rule Conference (June 6, 2012). This document is publicly available at 

http://abouthipaa.com/wp-content/uploads/day1-2_chan_ftc-privacy-report.pdf 

(last visited Mar. 19, 2014), and is available through a hyperlink on the related 

website, http://abouthipaa.com/about-hipaa/hipaa-hitech-resources/nist-ocr-2012-

hipaa-security-conference-presentations/ (last visited Mar. 19, 2014) entitled 

“Beyond HIPAA: The FTC Privacy Report.” 

18. Attached hereto as Exhibit 17 is a true and correct copy of an excerpt 

from the following document: Complaint Counsel’s Motion for Protective Order 

Regarding Rule 3.33 Notice of Deposition, In the Matter of LabMD, FTC Dkt. No. 

9357 (Feb. 14, 2014). 

19. Attached hereto as Exhibit 18 is a true and correct copy of the Expert 

Report of Raquel Hill, Ph.D., which was provided to LabMD’s counsel on March 18, 

2014, in In the Matter of LabMD, Inc., FTC Dkt. No. 9357. 
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20. Attached hereto as Exhibit 19 is a true and correct copy of a document 

entitled “Division of Privacy and Identity Protection,” which is publicly available on 

the Federal Trade Commission’s website at http://www.ftc.gov/about-ftc/bureaus-

offices/bureau-consumer-protection/our-divisions/division-privacy-and-identity 

(last visited Mar. 19, 2014). 

21. I have highlighted particularly relevant portions of Exhibits 4, 5, 6, 7, 

8, 10, and 17 to this declaration. 

 

I declare under penalty of perjury that the foregoing is true and correct. 

 

Executed on March 20, 2014 

 
/s/ Michael D. Pepson 

       Michael D. Pepson  
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Notice of Electronic Service
 
I hereby certify that on June 12, 2015, I filed an electronic copy of the foregoing Respondent LabMD, Inc.'s
Motion to Admit Select Exhibits, with:
 
D. Michael Chappell
Chief Administrative Law Judge
600 Pennsylvania Ave., NW
Suite 110
Washington, DC, 20580
 
Donald Clark
600 Pennsylvania Ave., NW
Suite 172
Washington, DC, 20580
 
I hereby certify that on June 12, 2015, I served via E-Service an electronic copy of the foregoing Respondent
LabMD, Inc.'s Motion to Admit Select Exhibits, upon:
 
John Krebs
Attorney
Federal Trade Commission
jkrebs@ftc.gov
Complaint
 
Hallee Morgan
Cause of Action
cmccoyhunter@ftc.gov
Respondent
 
Jarad Brown
Attorney
Federal Trade Commission
jbrown4@ftc.gov
Complaint
 
Kent Huntington
Counsel
Cause of Action
cmccoyhunter@ftc.gov
Respondent
 
Sunni Harris
Esq.
Dinsmore & Shohl LLP
sunni.harris@dinsmore.com
Respondent
 
Daniel Epstein
Cause of Action
daniel.epstein@causeofaction.org
Respondent
 
Patrick Massari
Counsel
Cause of Action
patrick.massari@causeofaction.org
Respondent
 



Prashant Khetan
Senior Counsel
Cause of Action
prashant.khetan@causeofaction.org
Respondent
 
Alain Sheer
Federal Trade Commission
asheer@ftc.gov
Complaint
 
Laura Riposo VanDruff
Federal Trade Commission
lvandruff@ftc.gov
Complaint
 
Megan Cox
Federal Trade Commission
mcox1@ftc.gov
Complaint
 
Ryan Mehm
Federal Trade Commission
rmehm@ftc.gov
Complaint
 
Erica Marshall
Counsel
Cause of Action
erica.marshall@causeofaction.org
Respondent
 
 
 

Patrick Massari
Attorney


