“Truth or Consequences: The FTC Approach to Advertising”*
Remarks of Commissioner Jon Leibowitz
National Advertising Division — Annual Conference
September 24, 2007

Good morning. I'll focus my remarksthismorning on just a few topics: first, food
mar keting and children’s obesity; second, adwar e and spywar e; and third, targeted
I nternet advertising.

ETC Overview

L et me begin by saying a little about the agency and its mission. When most people think
of the FTC, they probably think of the Do Not Call Registry, which has been unbelievably
successful in preserving the dinner hour for all Americans. But wedo alot more. Wearea
wonder ful little independent agency with a broad consumer protection and antitrust
mandate. | will not talk about the antitrust side much today, but you may have heard that
we recently went to court —unsuccessfully —to try to stop the Whole Foods/Wild Oats
merger. Wecan't win every time, but don’t blame usif the price of tofu really goes up.

The Commission is headed by five Commissioners. One of thejoys of working at the FTC
isthat we areless politicized than many other agencies. We do disagree from timeto time,
but we are also committed to collegiality, consensus building, and collectively solving
problems.

Food Marketing and Obesity

Let meturn first to food advertising and marketing to kids. We all hope that the BBB self-
regulatory initiative headed by Elaine Kolish will change the way foods are marketed to
children. To someextent, it already has.

Garrison Kelllor talksabout a place where all the children are* above average.” Asfar as
our children’sweight goes, at least, that’s certainly where we seem to be headed. The
proportion of overweight children ages six to 11 hasincreased almost fivefold in a
generation, from four percent in theearly 1970sto 19 percent in 2004. Even with the
world’s best medical system, the United Statesisno longer in thefirst tier of countriesin
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terms of longevity —we're 42" in the world, behind Guam and Jor dan — but this*“ obesity
crisis’ threatensto give usthefirst generation of American children with shorter life spans
than their parents. | won’t go through the litany of health problems associated with
children’s obesity, but it isdisturbing that obesity has caused more and more children to
have disease conditions that used to be found only in adults, liketype Il diabetes and high
blood pressure.

Childhood obesity isa complex issue with a variety of causes. Children are spending more
time engaging in sedentary activities like watching TV, playing video games, or going on
the computer. Moreand more parentsareworking and don’t have time to make home-
cooked meals, so we' ve migrated to restaur ants, take-out, and quick-prepar ation processed
foods. A recent study even showed a social link to obesity: peoplewith obesefriendsare
mor e likely to be obese, which isnot a factor that many of uswould have thought of.

We as a society have to move forward on many fronts, not just marketing. But it’sno
surprisethat there hasbeen a big spotlight on food marketing to children —both asa
possible cause and as a partial cure.

There are people with strong feelings on both sides of this controversy who tend to talk
past each other, and factsaren’t alwaysa part of the debate. At the FTC, though, we're
trying to generate thoughtful resear ch about advertising to kidsin a couple of ways. First,
the FTC staff released areport in June that answered the question, “ Arekids seeing more
TV adsnow than they used to?” The study compared data from 2004 with data from 1977
—beforethe dramatic rise in childhood obesity. Back then, the agency was considering
banning TV advertising to kids, and let me assur e you, we're not going down that road
again.

The staff study’sresults wer e of the * good news, bad news—and mor e bad news’ variety.
Compared to 1977, today’s children are seeing somewhat fewer paid ads, somewhat fewer
food ads, and somewhat fewer total minutes of advertisingon TV. But kids still see alot of
commer cials— children agestwo to 11 saw on average mor e than 25,000 TV ads annually —
including about 5,500 food ads, mostly for “junk food.” And of course, TV representsjust
a portion of kids' screen time—there are also movie screens, video game screens, cell phone
screens, and computer screens, each a venue for advertising.
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Mor e troubling, while the number of TV adskids see has gone down, twice as many food
commer cials are now targeted to them on children’s shows. Just about any day part, any
day of the week, is“ Saturday morning” if you'relooking to find a high per centage of
children inthe TV audience. Our study did not evaluate the content of advertising, or
whether adswith content designed to appeal to children are more effective than adsfor a
general audience. But it just seems common sensethat adstailored to children are more
likely to influence their product preferences, purchaserequests, and eating habits. Put
differently, the advertisersand ad agencies that many of you represent are darn good at
their jobs.

Second, as many of you know, we have sent out subpoenasto forty four food and beverage
marketersand quick servicefood chains. At the direction of Congresswe are doing a
comprehensive study of all types of food and bever age marketing targeted to children.
What’sthe time framefor completion? Well, responsesto the subpoenas are due on
November 1 —so, asWinston Churchill once said, we're not at the end, or the beginning of
the end, morelikethe end of the beginning of the study.

Meanwhile, you in the audience can have a real impact on reducing children’s obesity.
Reformulating foods so they’re healthier isa critical step. From the advertising side, we
need to see mor e advertising for healthier foods; mor e advertising that encourageskidsto
get off their duffsand exercise; and lessadvertising for junk food. A lot of groupsand
initiatives are moving in that direction; the Children’s Food and Bever age Advertising
initiative is per haps the most ambitious. 1'm glad to hear that Burger King hasjoined, as
the second quick service chain along with McDonald’s. 1'd liketo see other marketers
doing more, too, whether through thisInitiative or on their own.

The Commission will be monitoring the market asthese changes are implemented. The
real yardstick will be, what will advertising on children’stelevision shows look like by next
year ?

For the companiesthat have started to change the way they advertiseto kids, | know these
types of commitments can have an impact on the bottom lineand | know that many
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companies ar e choosing to make changes because they want to “do theright thing.” At this
point, almost all of us prefer industry self-regulation. But asyou all know, there' s strong,
bipartisan interest in thisissue on Capitol Hill and from the presidential candidates—the
campaignsjust held a forum last week on obesity at Geor ge Washington University —so if
kids' obesity rates continueto rise there will be mounting pressurefor government to
intervene.

Spyware & Adware

The second topic is spyware and adware. At one end of the spectrum you have hard core
spywar e — like a keylogger —that collects personal infor mation such as passwor ds and bank
account numbersfor theft. On the other side isnuisance adwar e, which infects consumers
computerswithout giving them adequate notice or meaningful consent in order to deliver
ads.

Nuisance adwar e often generates a barrage of pop up ads and slows down theuser’s
computer, and is often hard, if not impossible, to uninstall. The harm from nuisance
adwar e may not seem so significant but it can be enormousin aggregate. The latest
Consumer Reports State of the Net survey indicatesthat the spywar e and adwar e problem
isnot quite asbad asit used to be—good news. To temper that, the study found that the
number of consumerswho had junked their computer in the previous six months went
from a million last year to 850,000 thisyear. Just last week humorist Gene Weingarten of
the Washington Post wrote about junking his computer after it had turned “into a vending
machine for pop-up ads on behalf of casinos, personal enlargement devices, ladies who
would like to make my acquaintance and, of cour se, protection against pop-up ads.”

So what arewe doing? Aside from a healthy dose of consumer education, we've brought
about a dozen spywar e casesin the past two years. Our first case was particularly
interesting — the defendants’ softwar e changed people’ s home pages without notice and
consent and bombar ded them with pop-up ads, which isnot all that unusual. | mention it
becausetherewas a twist: the company also advertised —for $40 a pop —an anti-spyware
product that would removeits own software. Our Director of Consumer Protection called
it the essence of cyber-chutzpah.



Therearecriminalsdistributing spyware who do not care what law enfor cement does — at
least until they’re caught. But for companiesthat do want to run a legitimate adware
business, our consent orderswith Direct Revenue and Zango —the latter alone the source
of 6.9 billion pop-ups— should have a tremendousimpact. Those ordersare a blueprint for
adwar e companiesto follow. If you'rearesponsible adwar e distributor, you need to keep
three thingsin mind:

1 Y ou have got to respect that consumer s have dominion over their own

computers; they get to choose what softwar e goes on their computer.

2. Y ou cannot bury very important information in an End User License
Aqgreement.
3. You have got to makeit easy and straightforward for the consumer to find

and uninstall your software.

I’ve been concer ned about the“demand side” of the nuisance adwar e problem. Thedirty
little secret about nuisance adwar e has been that legitimate companies— even a few
Fortune 500 companies — have fueled the problem by buying I nternet ads without knowing
(or wanting to know) how their adsreached consumers. A coupleof yearsago | said that if
we didn’t see a changefor the better on the adware front, I’d urge the Commission to
“name names’ —that is, announce the names of the companies whose ads wer e distributed
via nuisance adware. | continueto believethat alittle shaming may go a long way to
protect consumers. But we're seeing progress, sol don’t think we need to take that step.
Y ou should know, though, that we have sent out lettersto companiesthat advertised via
nuisance adwar e — maybe without knowing it —to make sure they know how their adswere
being delivered so it won’t happen again.

Evenif | weren't herein New York, 1'd givea lot of credit to Eliot Spitzer and Andrew
Cuomo for their leader ship on thisissue. Earlier thisyear Attorney General Cuomo
announced settlements against three major advertisers— Travelocity, Priceline, and
Cingular —who allegedly spent hundreds of thousands of dollarsto advertise through
Direct Revenue, when they knew or should have known that the softwar e had been
downloaded without adequate notice and consent. In addition to afine, those orders
require the companiesto monitor their ads downstream.



Now, | don’t mean to sound gloomy about spywar e and adware. Some trade associations,
likethe Direct Marketing Association, have developed adwar e guidelines. Many
companies already go out of their way to avoid advertising via nuisance adwar e — either
directly or through affiliates. They recognizethat if they don’t know wheretheir adsare
going, they risk alienating customerswho will associate their brand with annoying pop-up
ads, not to mention the types of content on the Web that isoften paired with it. Thereare
now initiativesthat can help advertiserssteer clear of problems. Stopbadware.org, for
example, hasdone a lot of work to identify problematic softwar e so everyone, including
advertisers, can avoid it.

So we'removing in theright direction. But if | can leave you with one message, it’sthis:
please, police your chain of distribution so that you know who’s serving your ads and how.

Targeted Internet Advertising
Third, turning to targeted I nternet advertising — or behavioral marketing — some of you

may know that we're holding a workshop on November 1% and 2nd to take a fresh look at
thisarea. Possibly sparked by the numer ous mergersand acquisitionsin this space,
especially Google' s proposed acquisition of Doubleclick, there s been increased attention to
theresulting aggregation of information. And we've received petitions from privacy
advocates such as EPIC, the Center for Digital Democracy, and US PIRG, which expressed
concern about more persistent, pervasive tracking that becomes mor e possible as bigger
and bigger companies collect mor e information to provide more services.

Weall bring different privacy expectationsto thetable. It doesn’t bother me, for example,
that Amazon keepstrack of the books |’ve ordered and recommends new ones; that’'s
targeted advertising. But | am concerned about when my personal infor mation can be sold
and whether infor mation that companies have about meis secure from breaches or
inadvertent release. For example, the search recordsthat AOL released werenot linked to
personal information per se, but you could identify a few individuals, with somewhat
embarrassing results.

The purpose of our “town hall meeting” isto get a broad spectrum of expertstogether



from industry, consumer groups, and academia to examine how the advertising community
isusing information, how it is collected and maintained, and how infor mation could be
misused too. | hopethat you will attend —or even participate —in the town hall meeting.
Many of you in thisaudience work with these issues on a daily basis and you’ ve given them
atremendous amount of thought. One of the reasonsthat some people distrust
information collection isthat they don’t have a clear under standing how their information
isbeing used or why it isunlikely to be misused. You can help to bring the discussion out
of the abstract into the realistic and explain who’s doing what and how and why.

One promising development is the growing competition among sear ch engineson privacy.
Major search companiesincluding Yahoo, Google, and Microsoft have announced more
limited data retention policies. At least one search engine, Ask, announced that consumers
can choosethat their search information will not beretained. Theidea that companies
would competein terms of privacy motivated the Commission’s push for privacy policiesin
thefirst place, and it is great to see this competition expanding —it isthe quintessential free
market solution. Let’shope we seethat type of competition in the tar geting space, with
consumersin thedriver’s seat choosing between providerson the basis of the level of
privacy protection they expect.

National Advertising Division — Conclusion
Finally, let me end by talking about the NAD. All of usat the FTC appreciatethe NAD’s
advertising review work —it ismoreimportant today than it hasever been. The

advertising reviewsthat the NAD hastackled in the last few monthsinclude nameslike
Starbucks; Panasonic; Schering-Plough; Tylenol maker McNeil; and Bayer (who recently
settled an action with the Commission over adsfor its One-A-Day Weightsmart product,
which included a $3.2 million civil penalty). You'retalking about major, global companies.
| am curious about onereview that came out last week —the NAD found claimsfor “gravity
defying” shoesto be substantiated. |I’'ve got to get me a pair of those!

If you look back at the published volumes of FTC administrative decisions—back in the
day —you’ll find that we used to bring a lot of cases against responsible corpor ate citizens
who just went alittletoo far in their ads and weretold to cease and desist. Now, because of



the NAD’swork, we can do morein other areas, such asadvertising for dietary
supplements. It really helpsto have an alternative procedur e that is quick, fair, and well-
respected. Thereisa high degree of compliance from the vast majority of companies that
have a paramount interest in protecting their brands. For those who don’t, of course, there
isalwaysthereferral process....

Even aside from referrals, we have not and will not cedethefield here. The Commission
has continued to bring advertising cases against national advertisers—the Tropicana and
Bayer cases are a couple of examples. Another isthe FTC’slawsuit in federal court against
national infomercial advertiser Telebrandsrelating to itsfalse and unsubstantiated ads for
the Ab Force ab belt, whose electrical pulseswere supposed to make your excess pounds
turn to muscle without diet or exercise. For thefirst timesincetheearly 1990s, the
Commission filed an action under Section 19b of the FTC Act, which allowsthe agency to
seek monetary remediesfor dishonest and fraudulent acts or practices, following an
administrative action by the Commission.

More than anything, the NAD isa crucial complement to the FTC’s enfor cement —and
vice-versa. Thank you.



