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PROCEEDI NGS

ROBERT PI TOFSKY: Good nor ni ng
everyone. \Welcone. Welcone to the Federal Trade
Commi ssion's public workshop on consuner
protection in the global electronic marketpl ace,
and a special welcone to so many representatives
of foreign counties who | know are here and wl |l
participate in our two-day sessions. Wen we
address issues concerning the global electronic
mar ket pl ace, we want to consider all the ways in
which the internet facilitates comerce, ranging
fromthe sinple placenent of an add to the
conpletion of an entire transaction.

As nost of you know, that market is
growi ng rapidly. Between now and 2003 the val ue
of electronic commerce worldw de is expected to
increase from70 billion to about 1.4 trillion.

Ameri can consuner spending on retail goods al one

is expected to increase fromabout 18 billion to
108 billion. But nunbers alone in ny opinion
fail toillumnate fully the revolutionary

changes in global comerce that are taking
pl ace.

In his exceptionally fine recent book
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"The Lexus and the dive Tree," Tom Friedman has
sone things to say about the internet that are
especially relevant to the discussions that we
wi |l be having over the next several days.

Fri edman addresses his remarks to sellers, but
much of what he says applies to the wel fare of
buyers as wel|.

Fri edman wote, "As we increasingly
nmove into a world where the internet defines
commerce, this push for common gl obal standards
is going to becone unusually intensified for one
very sinple reason. Fromthe mnute you decide
to do business on the internet as a retailer or a
service provider, fromthe first nonent you open
your website, you are a gl obal conpany, whether
you are in India, Italy, or Indianapolis.

To do business on the internet is by
definition to be global, and you' d better be able
to assure custoners that you can ship your goods
in atinely and safe fashion, that their credit
card will be safe in your site, their noney wl|l
be transferred according to international
standards, |aws, and best practices, and that al
accounting and comercial issues wll be dealt

wi th according to international norns."
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| think that's exactly right. As that
guote indicates, this marketplace is different.
It's true that consunmers have had broad access to
i nported goods, at |east since the nmerchant ships
of Venice first returned fromthe Oient. But
now t hese transactions will not be limted to a
sophi sticated few nerchants. American and
forei gn producers large and snmall can enter
international markets al nost effortlessly, and
consuners have a w der access to desirable
products.

But what if the products don't arrive,
or the wong product is delivered, or sonehow the
advertising marketing by the seller is
inconsistent wwth the | aws of the consuner's
country? Should an Anerican firmthat conpares
the nmerits of different products, for exanple
different colas, be subject to prosecution in
northern Europe for violating their | aw agai nst
conparati ve adverti sing?

Should a clothing store be subject to
prosecution in a Muslimcountry for exposing a
woman's arnms? Should a toy store be subject to
prohi bitions on advertising to an underage

audi ence? And does the consumer have to bring
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the action in a foreign country if the product or
service never arrives or is not what was
or der ed?

Finally, the informal, and this is an
i ssue that appeals especially to people in this
buil ding, the informal nature of the medium the
| ack of personal contact between buyer and
seller, the geographic dispersion of sellers
creates new and unprecedented opportunities for
consuner abuse through fraud and decepti on.
Qpportunities so great that if not effectively
addressed, they can underm ne the ful
devel opnent of this global marketplace itself.

How do we nonitor the internet? How do
we exam ne what transactions are goi ng on, what
clains are being nmade? How do we deal with cross
border fraud? That's a daily problemin this
agency. In just the last eight or ten nonths we
brought eighty cases involving internet fraud,
and | suspect that that's just the beginning of
the responsibilities that we will to try to
protect consuners in this new nedia.

These are chal | engi ng questions and,
therefore, it is all the nore inportant to start

a di al ogue on these issues anong interested
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parties. Since 1995 the Federal Trade Conmi ssion
has tried to facilitate a di al ogue anong i ndustry
menber s, consuners, technol ogy experts and
government representatives concerning these
energi ng i ssues.

We have an extraordinary program
pl anned for the next two days. Today we wll
hear presentations to set the stage, |earn about
what people think are the core protections
consuners want and need, and about issues of
aut hentication. Tonorrow we w || exam ne the
framewor k t hrough which we can secure
protections. W w | hear discussions of the
| egal framework, including jurisdiction and
choice of law, from both donestic and
i nternational perspectives.

We are honored these several days by
the participation in the program of outstandi ng
gover nment, business, consuner, and academ c
representatives. No one has been nore
instrunmental in addressing energing issues and
opportunities than our first speaker, the
Secretary of Commerce WIlliamDaley. Along with
the President and the Vice President, the

Secretary has taken the neasure of this new
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el ectroni c gl obal marketpl ace, seen the probl ens
that |ie ahead, and has begun efforts
constructively to address those problens. It's a
great pleasure for ne to introduce to you to this

group the Secretary of Commerce, WIIiam Dal ey.
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PRESENTATI ON BY SECRETARY W LLI AM DALEY

SECRETARY W LLI AM DALEY: Thank you
very much. Thank you, M. Chairman, for the
i ntroduction and the opportunity to speak to this
very inportant conference, and to those who may
be in the overflow room | welconme themfor being
Wi th us this norning, and Conm ssioner Swi ndl e
and Comm ssi oner Thonmpson | thank you for having
me here this norning. To all the participants of
the conference fromour coll eagues in governnment
to the especially the private sector, we thank
you for taking time in your busy schedule to
participate over the next day and a half. It's
extrenely inportant.

W at the Commerce Departnent had a
simlar sort of overflow packed audi ence at the
conference which we had |l ast nonth. W were
di scussing ways to include e-commerce in our
government statistics. The fact is people in the
private sector are nmaking billions of dollars
wort h of decisions about e-comrerce wthout very
reliabl e bases of information.

A parallel can also be nmade for

consuners. Consuners are maki ng maj or purchases
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on the web often w thout knowi ng or even having
heard of the conpanies that they're buying from
In the world of retailing consuners cannot go to
the store and obviously the nerchandi se. They
cannot talk to enpl oyees or have visual clues as
to what the place is like as they may do if they
shop at a mall. So we have to find new ways t hat
consuners can obtain information.

This is extrenely inportant, and |
absolutely believe in the history of business
t here has never been anything |like the internet.
E-comerce's potential to change the way we shop
we work, we get our news, we conduct our business
is enornous. It is creating businesses that would
never be able to exist without it. It is
creating whol e new forns of businesses.

Now a nom and pop store anywhere in
rural Anerica can sell products on the internet
not only nationw de but worldw de, just |like a
Fortune 100 conpany could wth a nassive
di stribution systemworl dw de. Soon Vice
President Gore and | will release an updated
report on the emerging digital econony both
showing its size and the growi ng i nportance to

our econony.
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We released the first one | ast year,
and we will make this an annual activity. The
nunbers show that our country's econony is very
much tied to information technol ogi es, for about
a third of our gromh has cone frominformation
t echnol ogi es, and renenber, this is an econony
that has created over 18 mllion new jobs and has
expanded nore than any econony in peacetine
hi story.

The declining price of information
t echnol ogy products has | owered overall inflation
by at least 1 percent, and investnents in
i nformation technol ogi es account for nore than a
third of all business investnent, up fromjust 3
percent in the md 1960's. | was rem nded of
this yesterday when | was on a trade education
tour in Louisville. | went to a UPS facility,
and JimKelly, the CEO of UPS, told ne that they
spend about as nmuch on information technol ogy
systens in that conpany then they do on airlines,
and they are the eighth largest airline in the
wor | d.

Wthout getting into details let ne
previ ew some of the forthcomng report. | know

not hi ng surprises all of the optimsts, but even
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they will be pleased with the new nunbers when
they conme out, but the fact is e-comrerce is
relatively small conpared to the rest of our
econony. Last year business to business
transactions accounted for less than 1 percent of
our 9 trillion dollar econony, and even though
retail sales on the internet tripled | ast year,
they still accounted for less than 1 percent of
all retail sales

It may be small, but as we all know it
is growmng fast, and the point I want to make
today is we need to act just as fast to deal with
two i ssues that are of growi ng concern to all of
us. They are privacy and of course consuner
protection. If we do not deal with themthere is
no doubt in my mnd that the internet will never
be able to realize its potential wth custoners.

First on privacy. Survey after survey
shows it is the | eading cause of why peopl e may
not go on line. Chairman Pitofsky and the entire
conmm ssi on have worked extrenely hard on this
i ssue. The President and Vice President have
asked the private sector to take the lead, and it
has taken sone prodding fromsone of us in the

front of this room and the job is not finished
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by any neans, but | think that we can all say
that with nearly two-thirds of websites now

di sclosing their privacy policies or information
practices, that this is a trenendous increase
fromlast year and a very positive indication.

As all of us know to hel p conpani es
devel op privacy policies and enforce them many
new groups have been fornmed |ike the On-line
Private Alliance, Trust-E, B.B. On Line, and CPA
Web Trust. They have signed up hundreds of
conpani es and al so associations. As we |ook to
t he second i ssue of consunmer protection, we nust
show sim |l ar progress. |n one respect consumner
protection and privacy are very different.

Unli ke privacy we today have a | arge
nunber of consuner protection | aws and
regul ations. At the federal level, at the state
| evel, at the country level, every country in the
world has this, and that's how it should be so no
one is allowed to cheat our consuners. What need
tois ask is this. How do we adapt the existing
rules to the internet?

Say the seller is in California and the
buyer is in Illinois. Wose rules do we follow

as the chairman stated in his opening remarks, or
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can you in California conply with the rules of
hundreds of jurisdictions around the world where
you may sell? Maybe you won't sell across state
or national lines because it's too conplicated or
it is not cost effective. This would obviously
deprive you of an incredible market opportunity.

These jurisdictional issues are
conplicated just as they are for copyrights and a
whol e host of related issues, and they are
conplicated even nore so on the internationa
basis. No doubt this will take years to sort out
and resolve. There is no silver bullet, but I
think we have to cone to a consensus on the
jurisdictional issues. W need to have a
di al ogue, and it cannot just be governnent
talking to governnent. It has to involve
busi nesses and consuner advocates working
t oget her.

In the nmeantine, consuners need
confidence now. In this respect privacy and
consuner protection are very simlar. |f people
don't feel safe and secure, they will not use the
internet. Al those rosy predictions that we all
quote will never pan out. It nust be the private

sector that takes the lead on privacy. It nust
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be busi nesses working with consumer groups to
buil d consunmer confidence for those who shop on
t he web.

Consuners want to know whet her the
websites they are visiting are safe places to do
busi ness. Consuners want to know that they are
dealing with reputable conpanies. There are too
many cases as the chairman has stated of people
who have gone on |ine and have not had good
experiences. They may order a book and are sent
a tape and then they find out they cannot return
that. New technol ogy and al so ol d fashi oned
i ngenuity can bring consuner confidence back.

Look at the el ectronic auction
busi nesses. There have been a nunber of fraud
conpl ai nts because not everyone in this world is
a straight shooter at auctions, so conpanies
began to offer to insure their transactions, and
there is now even conpetition anong auction sites
on who can give the best insurance. Electronic
escrow comnpani es energe saying that they would
hol d the noney due to the seller until the buyer
got the product.

El ectroni c assessors energed sayi ng

that they would inspect and certify that the
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mer chandi se was what the seller clained, and
technol ogy on the auction sites allows people to
post information on both sellers and al so on the
buyers. So there is an instant feedback on

whet her you'll dealing with an honest person or a
di shonest person, information that was hard to
get before the internet.

As we get nore bandw dth as President
Cinton has suggested, there will be even nore
ways for consuners to | earn about businesses so
consuners can gain confidence in cyberspace as
t hey have as they have shopped on main street.
hope at this conference you wll get down to the
nitty-gritty in |looking at the agenda you are
required to. | hope businesses and consuner
groups cone in, tell us what are effective
consuner principles, what are good ways to
enforce them and lay out a tine line for putting
theminto effect.

In the end a seal could be provided to
gi ve consuners sone visible sign that tells them
what websites may be safe, sonething equival ent
to Good Housekeepi ng seal of approval as a
divide. | won't stand here today and tell you in

advance obvi ously what these principles should
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be. It's not ny job to tell you what to do. You
know what needs to be done for your custoners.
You know what to do to survive in a market.

Nor will | stand up here and say t hat
we Wil bless whatever industry comes up wth.
| ndustry nust take a leap of faith. Industry and
consuner groups together have to set the floor on
consuner protection. To have to get your
col | eagues on board, you have to expand the base
of conpanies that are participating, just as you
are doing on privacy. Later today | understand
that B.B. On Line will announce its plans to
devel op a code of on-line business practices. W
t hank you for stepping up to the plate and we
| ook forward to seeing this and other efforts as
t hey evol ve hopefully soon.

Let me end on this: |If we can work
together to devel op core consunmer protection
principles, this would be a win for the private
sector and therefore prevent unnecessary
governnment action. It will be a win with
consuner protection authorities, and it would
insure that good rules are in place. It would be
a win for e-comerce because it would prevent

needl ess policy nmaking that could stifle the
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internet and stifle our econony, and it woul d be
a wn for consuners obviously.

Peopl e want to shop on line. W know
it saves tinme. W can conpare prices better. W
can shop all hours of the day or night, and sone
peopl e even find it fun. So we hope we can work
together to find ways to make this work for al
of us. That's the object of this conference,
that's the object of the Comm ssion and those of
us in this entire admnistration, and again
thank you all for participating so actively in
this conference and beyond. Thank you very
nmuch.

HUGH STEVENSON:. Thank you,
M. Chairman. Thank you, M. Secretary. W
have our charge. Thank you, M. Chairman,
M. Secretary. W have our charge fromthe
Secretary to get down to the nitty-gritty and
we're ready to do that. W're noving on to the
next part of our program which is the Four
Per spectives on International E-commerce and
Consuner Protection. M nane is Hugh Stevenson
fromthe Federal Trade Comm ssion, and |'|
introduce this norning's presenters.

A lot of the programthat we have
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pl anned over the next two days is in the form of
panel di scussion, which we have found useful in
the past in getting people to articulate their
positions and think about and devel op new ones.
We thought it would be hel pful here to start with
sone presentations snapshots if you will on how
this intersection of internet and international
| ooks fromdifferent angles, different
per specti ves.

W have the technol ogi cal perspective,
t he consuner perspective, the business
perspective, and the |aw enforcenent perspective,
and we' re hoping these presentations will give us
all a first |ook both at what the basic concerns
are that the different participants in e-comrerce
have and al so a | ook at what some of the data is
out there about what's really going on, what are
the surveys of the studies that are available to
us now.

Before we turn to the speakers
t hensel ves a couple of other things. First, a
definitional perspective if you will on the use
of terme-commerce. It's obviously used by a | ot
of people in ot of different contexts for a | ot

of different purposes. It can nean slightly
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different things. W thought it was worth just
articulating that the staff's operating
assunption has been | ooking at e-commerce in the
context of consuner protection here is that we're
dealing with transactions that are either
advertised or marketed through the internet or
transacti ons concl uded through the internet or
both so that one can have m xed transactions, an
e-mail soliciting, a phone call, and a website
that mght solicit facts back, and it's inportant
to bear in mnd what we're tal ki ng about when
we' re tal king about e-commerce and thinking about
the policy, possible policy solutions that we
come up wth.

Second, to underscore a point that the
Secretary nade, it's inportant to bear in mnd
here that we're dealing with in consuner
protection and e-commerce we're dealing with an
area that is already governed by a body of |aws
and the whol e bevy of |aw enforcers addressing
t hese consuner protection issues. The question
here is not should we bring |law to the these
transactions. The law is already there. The
Comm ssion for exanple has al ready brought over

eighty cases related in sone way to the internet,

For The Record, Inc.
(301) 870-8025



21

but the issue again as the Secretary nentioned is
nmore how shoul d we adapt and apply those | aws
here and should we limt themor extend them or
ot herw se rearrange the | egal framework which
does however al ready exi st.

It's not a clean slate that we're
riding on. |It's nore of sort of a chalk board
that already has many marks put there by many
people, and in fact there are ongoi ng now a
nunber of dial ogues that we'll hear nore about
over the next two days on precisely how those
laws interrelate. The OECD has an ongoi ng
di al ogue in drafting consunmer protection
gui delines for e-commerce. The Trans-Atlantic
Consuner Di al ogue has been di scussi ng these
i ssues. The Trans-Atlantic Busi ness D al ogue has
begun to address them so this is obviously an
area where a lot of attention is being paid right
Now.

A couple of logistical things 1'd like
to mention also. W continue to invite coments
on the subjects that are governed in the
wor kshop. The Comm ssion has extended the
deadline for submtting comments to July 1st, and

we wel come input both on the policy issues that
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are raised and also if you' re aware of any facts
or studies or surveys that you're participating
in or aware of that you think would help

illum nate the dial ogue, we certainly wel cone any
material |ike that.

During the workshop itself we're
inviting witten questions for those who are
listening in by audio cast, and in sort of a
nodest attenpt to | ook kind of cyber smart we're
taking e-mail at emarketplace@tc.gov. |If you're
here in the roomwe' re doing a kind of nore retro
thing where you wite it on a piece of paper and
hand it up to us in the front or to the FTC
representatives in the back of each room

We probably won't be able to get to
many of the questions but we think it still can
be very useful because of we get to themin later
parts of the sessions, and also or we may get to
them after the workshop is over but may stil
hel p gui de people's thinking to know what issues
peopl e have, and so we al so encourage that.
Finally, we have an anbitious schedule and quite
a nunber of speakers so obviously we woul d ask
peopl e's cooperation in sticking to that

schedul e.
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Ri ght now, though, we're doing very
well and we're right on track, so with that
think we'll turn to the technol ogi ca
perspective. | should add that the overfl ow
roons can also submt questions and we have
representatives in those roons to handl e them as
well. Wth that, then, we'll turn to the first
of four perspectives, the technol ogical
perspective. W had two thoughts in asking for
t hese presentations.

First we wanted to |lay out the four
peopl e as sort of a prinmer or a refresher in the
basic architecture of the internet, how the
organi zati on of cyberspace relates to the
geographic borders we find in real space. The
second issue that we wanted to address and bear
inmndis what it is possible to do with the
technol ogy or may in the near future be possible
to do with the technology if it nakes sense to do
t hat .

For exanple, what is it possible for
consuners to tell about the identities and
| ocati ons of businesses we're dealing with. What
is it possible for the businesses to tell about

the consuners they're dealing with. To what
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extent given the current technol ogy or the
possi bl e technol ogy can businesses put limts on
geographic availability of their websites, or to
what extent can consunmers in their internet
travels if you will limt thenselves to certain
geographic locations, and we think those are

i nportant issues to bear in mnd.

Wth that we turn to our first speaker
who is Ed Frankenberg, director of web products
for PSINet. W're very pleased to have him here
to have the | SP perspective as well, and he'l
tal k about the way the world | ooks from where he

sits, and with that | introduce M. Frankenberg
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PRESENTATI ON BY ED FRANKENBERG

EDWARD FRANKENBERG  Thank you. [|I'm
here to tal k about the technol ogical
under pi nni ngs of electronic commerce. Before |
get into the details of electronic comrerce
transactions, | first would like to give a brief
overview of the internet and what nakes it work.
This colorful graphic is a depiction of the
i nterprovider communications that's necessary for
the internet to function properly.

As you can see, there is one source
| ocation that this was created fromand many
destinations that it was, the path was sent to.
This depicts that it's a conbination of a |ot of
di fferent networks, multiple networks that create
the internet by itself. There is no one single
entity controlling the internet. It is a
conbi nati on of sharing rel ati onshi ps anong many
net wor ks.

To get nore of a geographi cal
representation of this sharing, it shows a
conbi nation of a lot of different networks. As
you can see on the left side | ower above net al

t he way down through and including of course
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PSI Net, the network is represented within that
map. Over on the right-hand side you can see
that froma location in Al bany, New York in order
to get to Rochester, New York it actually passes
through three internet service providers BBA,
Annui ty, and PSI Net .

This depicts that there is
i nterprovider communication that is necessary and
i's considered appearing within the internet
space, and this is essential for the internet to
operate and it's a core foundation of the
internet. Mwving on to the several different
| ayers within the internet space, I'd like to go
over three specific layers if you will wthin the
internet space. There's the internet backbone
whi ch we just saw in the previous tw slides, and
they carry the internet traffic, and for exanple
is PSINet of course, CU Net which is owed by EC
Wor|l dCom and BBN which is al so owned by GIE
| nt er net wor ks.

Those are the backbones of the
internet. They carry the traffic fromthe
consuner to the nerchants and al so just the
browsi ng of the internet and el ectronic mail

messages and chat and all the other traffic that
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consists of the internet. Then you have the next
| ayer which are portals, which are the entrance
points onto the internet. Wth the internet
bei ng the conpl ex web of servers and information,
it becones necessary for certain websites to be
devel oped in order to, it becones necessary for
certain websites to be developed in order to
provide a directory or search engi ne
functionality for consuners or internet users in
order to be able to find the information that

t hey need, and two exanpl es of course are Yahoo
and Lycos, which | believe is the next
presentation after m ne.

Then you're going to nove on to the
third one, which is the content providers. These
are the owners of the content that resides on the
internet. They own and operate and manage al
the content, and there are actually many or
t housands, tens or hundreds of thousand of
content providers. Some are very |arge content
provi ders and well known, and sonme of them are
very small, basically hone office type of
or gani zat i ons.

To give a few exanples, Anerica On

Li ne, Amazon.Com Victoria's Secret, and NASA are
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actual content providers. Then there is also
anot her layer which is the actual infrastructure.
This gives you a diagram of the PSINet gl obal
network. Wthin the PSINet global network we are
one network of many that nmake up the internet, so
Wi thin our network we have relationships with
actual, the actual network construction
conpani es, those conpanies that lay the fiber or
the copper wire in order to create this network
mesh which is considered the PSINet network and
part of the internet.

As you can see, there are many pl ayers
within that space, and so not only do you have
t he physical layer of the internet. Then you
have the internet service provider |ayer, and
then you have the portals and the content
providers, and so there are many players that
make up the internet. Next slide? Now Il'II
going into ISP's role within el ectronic conmerce,
and specifically I'lIl go into electronic comrerce
ecol ogy, how a basic transaction happens, and
this is a typical transaction based upon credit
card processi ng where a consuner goes to a
website, purchases a product, whatever that

happens to be, a nusic CD or a book, and puts in
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a credit card nunber and the credit card gets
processed in real time through the internet.

There are basically four paths, or four
phases to the transaction process. The first
phase is the typical browsing of the website or
shoppi ng of the website. The second phase is the
actual transfer of the purchase information, the
credit card information fromthe web server to a
paynment system secure server. The third phase is
the actual transfer of that purchase information
encrypted over to a gateway server, which then
goes to the fourth phase, which is out to the
private financial network which is in existence
today in what is being used by many, many stores,
fiscal stores to process transactions.

"Il first cover the phase 1, if you
can read that. Phase 1 is basically where the
consuner accesses the website. This is -- |'ve
broken up the store front into three conponents.
The store front application serving the product,
ad log, and the web server. The web server is
basically the website that you see today. The
store front enables a consuner to select a nunber
of products and put theminto a virtual shopping

cart in order to make one transaction at the end
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of the shopping experience to purchase all those
products, and of course a product ad log is a
dat abase if you will of all the products that
that nmerchant is selling.

Each nmerchant basically has this
physi cal infrastructure and that that physical
infrastructure can either be one server where al
t he applications are conbi ned onto one server or
they can be three unique servers as depicted in
t hese diagrans. These central servers can be
| ocated either at the nerchant's facilities or
within an internet service provider's facility.
That's typically called hosting of that website
or hosting of that store front.

Nunber 2 is the web server interacting
wi th the paynent system secure server, and this
is where the information is sent. The purchase
i nformati on such as the name of the consuner, al
t he purchasing information, credit card
information and so forth is encrypted using the
SSL protocol, secure socket player protocol, and
sent over to a paynent system secure server which
is firewall ed or physically kept fromthe public
internet. So this is a |ocal area network

communi cations path that happens that secures the
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information fromthe internet once it hits the
paynment server.

Next slide? Nunber 3 is the paynent
system Once that information hits the paynent
system secure server, it then gets transmtted to
a paynent system database whi ch the database
wor ks, you can go in and to use void
transactions, refund transactions and so forth.
This systemis set up so the nerchant can manhage
the transactions on a day by day basis. Also
that information is sent to the financial network
gateway, which is then sent fromthe financial
net wor k gateway through the private financi al
network, and that information is encrypted from
t he paynent system secure server to the gateway
again using the SSL technol ogy.

And then the fourth phase, the fourth
phase is where that information actually goes
t hrough the private bank network and private
financial network and is processed. This is the
typi cal four-phase approach for real-tine credit
card processing. Wen you approach a website or
browse a website and purchase an item it goes
through this path. There are various -- of these

four paths the nerchant does not have to
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i npl enent all four of them

The nerchant can inpl enent just one or
a conbi nati on of them depending on if that
mer chant wants real-tinme credit card processing
transaction, neaning that if a consumer goes to
purchase a product at 2:00 in the norning, the
credit card is authorized and hit at 2:00 in the
nmorning. O the nmerchant can take anot her
approach to where that information is kept in a
secure database in the third phase and then the
mer chant goes and does a batch transaction
processi ng the next day, so where it's not a
real-tinme credit card processing, and those are
usual | y dependent upon what product the nerchant
is shipping, which is a relationship between the
product and the nerchant bank and the credit card
processi ng on how that transaction happens.

|SP's role in the el ectronic comrerce
i npl enentation, there are basically four service
| evel s that can, that the service provider can
offer a nerchant. The first level is the nost
basic level. It is providing internet
connectivity only to the nerchant when the
mer chant basically has all those servers that you

saw in the previous slides are physically |ocated
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at their own facility.

So the ISP is providing a connection
into their facility in all the transactions and
the content, and all the other information
resides at the nmerchant's location. The next is
the ISP host website only. As indicated earlier
by Hugh Stevenson, there are different
definitions of electronic commerce, and one
definition of electronic commerce is where there
is a website that provides information for you to
either print off an order formthat you fax back
to the nmerchant, or you call an 800 nunber, and
when an | SP hosts the website we're hosting the
merchant's content, but there's no actual
transacti on processi ng happeni ng.

It is we're hosting content, which then
the consunmer prints off or uses that information
to actually provide the transaction with the
merchant. The third is the ISP hosts the store
front, and again the third one is where we
provi de rel ated services such as holding all the
busi ness information in a secure server for the
merchant to then batch process later on. W are
actually hosting the first three conponents of

t he phases that | previously went through.
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The fourth itemis where we provide a
conplete turnkey solution to the nmerchant. All
the servers and everything associated with the
servers are physically hosted within the internet
service provider's facilities, and it's real-tinme
credit card processing. Sonething to keep in
m nd though is this informati on we act basically
as a shopping mall to the degree of we provide
the electricity, the lights, the flooring and
everything else. The actual content and the
other material on this website is owed and
operated and nmanaged 24 hours a day, seven days a
week by the nmerchant or owner of the website
present .

Since the internet is a gl obal network
conbi ni ng many networks into one, there is a
chal l enge to provide the best performance to the
consuner no matter where the consuner is |ocated,
no matter where the web server is located. It
becones a chal |l enge when a web server is |ocated
say here in the Washington, D.C. area, a consuner
in Tokyo Japan or in Berlin wants to access that
website, they have to transfer through many
net wor ks over to the physical server here in the

Washi ngton, D.C. area.
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Because this possibly provides | ower
performance to that consuner than if the consuner
is located directly here in the Washington, D.C.
area or within the East Coast of the United
States, internet service providers have taken the
next logical technical step and inplenented what
we terned gl obal distributed hosting, where we
actually host websites and store fronts on behal f
of merchants in various |ocations throughout the
world. We use a technol ogy called | oad bal anci ng
in order to balance the | oad anong these
di fferent servers.

If you |l ook at the |l ower |eft-hand
corner, it depicts two servers in Herndon
Virginia right outside Washington, D.C. here, and
then on the right side it depicts two servers in
London Engl and. Above that there is a | oad
bal anci ng device, what | call a local area
network | oad bal anci ng that bal ances traffic
bet ween those two servers here in Herndon,
Virginia and in London, England, and then there
are wi de area networks for balancing, which is
actually balancing traffic between those two
physi cal geographi c | ocations.

The reason why this is inportant is
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when the consuner up in the upper right-hand
corner, and who knows where the consumer is
physically | ocated, the consuner could be
physically | ocated in Tokyo, Japan, the consuner
accesses the internet through a |ocal internet
service provider, transverses the internet

t hrough many networks over to say these servers
are located on the PSINet network, transverses
the network over to the PSI Net network, depending
on network performance at the tine of day that
consuner i s accessing the internet, depending on
the server performance of the service nerchant,
the consuner is either directed to the server in
Herndon, Virginia or the server in London,

Engl and.

It's not a random selection, but it's a
sel ection based upon criteria at that single
moment in tinme. It's not predeterm ned 24 hours
head of tinme. |It's at that single nonent in
time. This also depicts the whole uncertainty
regarding jurisdiction issues because the
mer chant can be a physical |location in M nnesota,
the actual servers that are providing the
el ectronic commerce functionality are based in

Her ndon, Virginia and London, Engl and, and the
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consuner is in Tokyo, Japan.

This brings up the global electronic
commer ce advantage as to why is this so inportant
to so many nerchants. It provides a 24-hour
busi ness cycle to every market. Basically we're
open 24 hours a day, seven days a week.

Ceogr aphi ¢ boundaries are elimnated. No |onger
are you, no longer is a nerchant restricted to
only those people within their geographic

| ocation or within just say the United States.
They are now open to the world, to the gl obe,
ever yone.

It also creates custom zed demand for
custom zed products. There are products out
t here such as your own personal CD s for nusic
where you can incorporate whatever songs you want
on a CD and it pushes back two weeks, so it's
creating a demand for custom zed products and
it's providing the ability for nerchants to offer
real -time pricing. Pricing can be adjusted 24
hours a day, seven days a week by the nerchant
t hrough the web server, and that can be adj usted,
you know, any tinme day or night.

The chal | enges that internet service

providers and al so the nerchants face first is
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gl obal connectivity. To be able to open up the
mar ket globally requires global connectivity
t hroughout the world both for nerchants and for
t he consuners, and as PSI Net and the internet
grows nore global, you'll see electronic conmerce
extend beyond what it is today. Milti-currency
settlenment, this is a big issue going back to the
depiction that | had of the distributed gl obal
hosting, say the nerchant was actually in Paris,
France and the service were in Herndon, Virginia
and London and the consuner was in Tokyo, Japan.

It would be nice for that consuner in
Tokyo, Japan to purchase it in their |ocal
currency in Japan and for the nmerchant to settle
in his or her local currency in Paris, France,
and there are starting to becone nulti-currency
service offerings for credit card processing, and
one such conpany is Wrld Pay based in Jersey
over near the UK, but there are many, that's a
chal l enge for many nerchants and for many
consuners.

| woul d rather purchase a product in
the currency that 1'mused to rather than trying
to figure out the currency exchange rate and not

knowi ng exactly what price | paid for that
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product at the tinme. The next is |anguage
barrier. O course given that sane exanpl e,
don't speak Japanese, the website is in French,
it makes it hard for me to actually purchase the
product, and so nerchants have to becone nore
concerned with nmultilingual websites and the
ability to provide that information to the
consuner.

The |l ast one is the |legal uncertainty
of the actual of where the electronic commerce
transaction takes place, and that is depicted
t hrough the actual graphics that | displayed
regardi ng the gl obal distributed hosting what
jurisdiction is responsible, and that's a little
uncertainty which nmerchants are trying to deal
wi th on how to understand what |aws are
applicable to themand what laws are not. Wth
that | conclude nmy presentation.

HUGH STEVENSON: Thank you very nuch.
W'll turn nowto M. WII Cdurman, who is pinch
hitting for M. Eaves. M. durman al so works
for Lycos as the manager of on-line commerce
services and wll talk to us about the role of
fromthe perspective of the search engi nes and

where those road nmaps can take consuners.
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PRESENTATI ON BY W LL CLURVAN

WLL CLURMAN: Thank you. Well, good
nmor ni ng, and thanks for having ne here. |'mvery
honored to be on this panel, and especially to
have Ed set up because he covered all of the what
we call common issues, all of the infrastructure
i ssues that are very conplicated and covered very
clearly. So even though it seenmed like a | ot of
information, that was a very good set up for
everything you' re going to hear going forward |
suppose in the next couple of days.

A coupl e of key points that Ed raised
are the fact that this is a global distributed
infrastructure, and that even though it's gl obal
and distributed, everybody ties down sonewhere.
Everyone has to be on a server sonewhere. That's
whet her you are a user, an end user consumner, or
you're a nerchant. So at sonme point these
jurisdiction questions which seemon the m nds of
a lot of people here tie down to specific
| ocalities, and there is no uncertainty or there
doesn't need to be nmuch uncertainty about where
the actual nerchant |ives, where the actua

consuner |ives.
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There are technical ways to spoof that
stuff and get around it and hide, but the vast
majority of transactions can be known pretty
precisely. So that's going to spring board us
into sone things that I'mgoing to tal k about.
Ed covered infrastructure, and I'mgoing to talk
about what you can do with that infrastructure.
| f you |l ook at what's out there today on the
internet, there's tons of content, there's tons
of activity, and there's tons of stuff to buy.

From the nerchant's perspective to what
you' ve really got is an ideal nediumfor direct
mar keting. Actually what's our tine |ike here?
What does ny tine |ook Iike?

HUGH STEVENSON: Fifteen, twenty
m nut es.

MR, CLURMAN. Fifteen, twenty m nutes,
that'll be good. | just to take a couple of
qui ck questions to make sure that we're going to
cover the things that are on people's m nds.
Wien | say the words direct marketing and the
i nternet, does anybody have a reaction to that?
Does anybody have a fear or a hope or an
uncertainty about that? | was told not to ask

any questions beforehand because this is
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Washi ngton, D.C., but | have to apol ogize for
t hat .

CONFERENCE ATTENDEE:  Spammi ng.

MR. CLURMAN. Spamm ng? Spanm ng,

okay. So a fear about spamm ng. Oher concerns

or thoughts? GCkay, we'll just park that spanmm ng
concern because we'll definitely hit it. Really
what you've got is -- next slide, please. You' ve

got a new kind of direct marketing, and | put
that question that was on the agenda up top
because | sure don't know the answer to it, and
it"'s adifficult one, but I thought that that's a
reasonabl e starting point, the question about how
do consuners, industry, and -- well, consuners,
i ndustry, and governnent, oh yeah, governnent,
how do those three different bodies with
sonetinmes very different interests cooperate in
this nmediumto protect, certainly to protect the
consuners and also to facility commerce?
l"mgoing to talk to you about three
t echnol ogy enabl ed concepts which are
applications of fundanental technol ogies that
have evol ved because of the internet. [1'Il talk
about the four T s of e-comrerce, which is kind

of a sinple way to think about a |l ot of the
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systens that people use for direct marketing.
" m tal ki ng about dynam c pricing, which
everybody is pretty aware of |'m sure.

Who here has bought sonething on an
auction? Anybody? On line action? One, two,
three, four, five? Any Beanie Baby collectors
out there? Dynamc pricing is sonething that we
won't go nmuch into, but it's an inportant concept
because it's a good exanpl e of what systens, what
you can do with the systens just because all of
the information is flow ng through the system

Finally, no technol ogi cal perspective
woul d be conplete if you didn't take hone sone
techno babble, so you'll find out what a GU D
is. This question -- yeah, thanks. There's a
question of third party systens, again | don't
have an answer for that so we'll have to cone
back to it and I'msure that's going to resurface
again and again. I'mcalling themthird party
systens because from if you're trying to get
sonet hi ng done, whether you're trying to
regul ate, whether you're trying to find out
i nformati on, whether you're trying to do
sonething with that information, you have to have

systens that enable you to first of al
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understand the information flow ng through the
internet, and secondly to take action on that
i nformation.

So here's sone eye candy regarding the
mar ket today. Wat do consuners want? They want
| ow transaction costs defined broadly. |[|f you
ask people who currently buy on-line they say
they want things that are cheap, they want it to
be convenient, and they want a broad sel ection.
Next slide, please. The market is big, everybody
knows that. 9.4 billion today in business to
consuner transactions and growng to a projected
55.6 billion just a couple years out.

Next slide, please. Now into sonme nore
direct marketing things. The purchase frequency
and the nonetary val ue of transactions are
rising. This is pretty dramatic. 1In 1997 there
were, well, only 4 percent of people who were
buyi ng on |ine bought nore than ten tinmes, but
today 17 percent of people surveyed by Ernst &
Young bought nore than ten tinmes. So you' ve got
a lot of frequent shoppers.

In addition, the amount of these
transactions is rising and that's what's started

to make a dent in, just trying to give you a
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not abl e percentage of the econony going through
el ectroni c comerce revenues, and el ectronic
commerce is as our noderator said at the start is
sonething that's very broad and fuzzy, but

busi ness to consuner electronic comerce is
growi ng extrenely rapidly.

So given all that activity on the
consuner side, on-line retailers are diving in.
Merchants left and right of all flavors with al
different offerings, sone goods, sone services,
they're all junping in, and the next slide wll
answer why. The four T's of e-commerce is a
thi ng we use around Lycos and sone people use in
the industry to tal k about what the systens
really need to do if they're going to be
effective and do sonething different from what
traditional bricks and nortar nerchants do.

G ven that you have users and given
that you have a Il ot of information, given that
users are interacting with information in your
systemat all tines, you have endl ess
possibilities to track what they're doing. You
have endl ess possibilities to know what it is
that interests them what it is that they buy,
and by the way once they've bought what are they
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likely to buy in the future, so you can assenble
purchase transaction histories on people and nmake
pretty accurate predictions about what they're
likely to buy the next tine they cone in.

These are things that direct narketers
in the bricks and nortar and mail, postal mai
wor| d have done for a long tinme. American
Express has done very well with this. Lots of
cat al og nerchandi sers |i ke Fingerhut, Publishers
Cl eari nghouse, sone of the guys that are all in
your mail box and everyone thinks of them maybe as
spanm ng because not a lot of us sign up for
t hose, but what if now you have infrastructure
that's everywhere and enabl es you the nmerchant to
sort through all of those different potenti al
custoners and find the ones who really want to
buy your goods and services?

That's where the action is. So at
first when you set up a store front you can
expose it to the web and have people flow through
it, you get a little bit of information and you
do sone rough targeting. You throw up sone
advertisenents that people pay you for and you
hope sonebody clicks on, and if soneone clicks on

t hem and goes through and eventual ly purchases a
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product, tries a purchase with you, then now
you' ve got sonething really crucial.

You know, a single person bought a
single item and depending on how cl ever you are
about how you use that information, you may be
able to market to that person in a whol e new way
given that initial purchase. That's what engage
and trial is all about, and | guess probably lots
of people here assune that we in the internet
know | ots and | ots about consuners that we can
target endlessly, that we can track information
and we know your habits, for that matter we know
our habits.

We don't even know our own habits |
should say. W don't have very many good ways of
managi ng the information that flows through these
systens. W need to put that out there as a set
up because if you think that, if you think that
what's on the internet today is a ness, then just
t hi nk about what happens when you try and
regulate it with tools that are going into a
gi ganti c pool of nodes that connect in al
different directions but don't have any central
coordinating authority.

| just want to park that because |
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suspect that if this conference is going to
result in specific actual policies, then people
are going to have to figure out what systens are
going to get into this current fray and how
they're going to control anything at all. Back
to this franework here, sonebody makes a
pur chase, sonebody is uniquely identified, they
have a user nane now, and we know exactly what
t hey bought at a certain point in tine.
Now | et's say they conme through again
and we offer thema simlar good or maybe
sonething in a related category. You bought a
|aptop last tinme, this tine we put sone |uggage
if front of you because you're probably a
busi ness traveller. That's how we refine
targeting over tine. The nore trial we get, the
nore informati on we have to define the
targeting. The nore information we have to
refine the targeting, the nore we can drive
transactions, and it's this virtual circle that
as long as we have control over the information,
as long as we're doing intelligent things with it
as it flows through the system we have the
ability to continually refine our profile of the

user.
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Next slide, please. Now, EDMV
el ectronic direct marketing, it's a new buzz
phrase, is very simlar to el ectronic conmerce.

It just takes into account that what we're doing
here on the internet froma retailing standpoint
is not newat all. W just have new systens and
new tools that if we design themwell and if
we're able to harness them then we're able to do
the sane things that people have done in the
off-line world and bricks and nortar world but
with a whole | ot nore precision.

So why is that? |It's because all the
information really is in the system You know
what sonmeone bought. You know what, you know
where they |ive because you have a shi ppi ng
address for them You know probably what their
phone nunber is because they give it to you when
they give you their credit card, and by the way,
you know their credit card nunber, too. Now,
|'"ve said a |lot of things about how we have
information, but in nmy mnd when |I'm saying that,
| " m thinking about the real, the reality of these
conpani es today, which is that there are very few
processes in place to use that information and

very few systens in place that |let you access it
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to do neaningful things with it.

This is the context that people are
t hi nki ng about setting policy in. This context
doesn't really have much in the way of structure
or process today, and the intervention of third
party systens into this environnent where the
systens that are in place aren't well
coordi nated, aren't -- don't, they have al
information in them but there's nothing you can
do with the information unless you take, unless
you expend a | ot energy and focus on it.

That's part of the reality of what you
see today. It's part of the reason why there are
SO many conpani es junping in because everybody
real ly does have increnmental ways and new i deas
to inprove what's going on. There's a |arge
vol une of electronic commerce activity, but
really it's a relatively small proportion of the
overal |l popul ation that's buying things.

These are the early adapters, the |ead
users of these technol ogies who are enabling us,
the on-line retailers, the on |line services to
refine our tools and make things sinpler both for
ourselves and for consuners out in the wde, wde

wor|l d who maybe aren't so conputer savvy and
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don't have, don't even have access today in a
| ar ge nunber of cases.

Let me take a couple of questions
here. Anybody? Peter, I'mgoing to call on
you. You said you were going to say sone radica
t hi ngs.

CONFERENCE ATTENDEE: How do parent
relation practices cone to your four T s? \What
control does the consuner have over what
i nformation you collect and what you do with it?

MR. CLURMAN. That's right, | prom sed
l'd tell you what a GUDis. A GQUDis a global
uni que identifier, and that's what uniquely
identifies you in a conputer sonewhere. So it's
your log-in at ACL, it's your screen ID in
anot her service, it's the thing that every piece
of information that the service has on you, every
pi ece of information the service has on you ties
to that global unique identifier. That's what's
gl obal about it, cross all transaction services,
content services, nessage board, all that stuff.

So when you signed up for that |og-in.
You clicked through a policy statenent, you
clicked through a privacy policy and hit yeah,

get it out of ny way, | agree to this policy,

For The Record, Inc.
(301) 870-8025



52

this privacy policy and let ne in. That's

what ever you signed up for there. That is your
contract wwth the on-line service. Point of

fact, no one reads those contracts because
they're cunbersone and they say all the usual
stuff that has not much to do with you, but | can
say fromthe perspective of soneone who nakes use
of that information to try to think about it,
we're very, very afraid of having consuners find
out that we m sused their information.

It's been, one big hamrer that
governnment has and other third parties have in
this regulatory environnment is the fact that
we're very, very PR conscious, and since nost of
t he val ue, stock market val uations of internet
conpanies are largely a matter of perception, not
to say anything agai nst market val uations but
certainly there's no economc basis. It's easily
quantified to econom c bases to justify these
val uations, there's a lot of PRthat's at stake,
and so we're very careful about what we do with
the information. That's really all there is to
say.

HUGH STEVENSON. W don't want to go

touch nuch towards the privacy issues only
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because that's a whol e another world of wonder
here that we have so nmuch on our plates with
consuner protection. Let nme ask you what has,
you' ve been talking to sonme degree about the
information that is gotten about the consuner,
but to turn it around in terns of what
informati on the consuner gets through the search
engi nes or otherw se about the business, what
does the technol ogy permt those consuners to
know and what is it likely to do in the future?

MR, CLURMAN. Well, the easiest way to
hide information these days is to send it
sonewhere, it's printed it here so I'll read
that, and the internet is of course a gigantic
docunent medium So there's no end to the
information that people can put up. There's a
general principle that having nore information
acceptable is better.

It reduces custoner service costs, it
reduces the likelihood that sonmeone will have a
question that they can't resolve on-line, but I
mean that said, people, nost people don't really
want to wade through tons of information. So,
you know, in that sense it's very easy for us to

take sone boiler plate contract | anguage and
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throwit up on our website when we |aunch a new
service because we're pretty sure that nobody is
going to read it.

The ease and conveni ence and speed that
peopl e want from on-Iline purchasing, you know,
it's conpletely antagonistic to the consunption
of detailed information. People generally know
what they want when they go on line.

LI SA ROSENTHAL: As a consuner can | use
a search engine to search for let's say if I'm
| ooking for a particular product? Can | search
only for conpanies offering that product in a
particul ar geographic region? If |I want to limt
myself to only U S. conpanies for exanple, can
Lycos facilitate that for nme?

MR. CLURMAN:. Absol utely, yeah.

LI SA ROSENTHAL: How?

MR. CLURMAN. W have, | nean the
fundanental val ue that Lycos offers as do the
ot her search engines is that we have organi zed
informati on and nmade it navi gabl e, so when
sonmeone wants to do a search by geographic
region, that's frequent by the way because people
do | ook for the local nmerchants. Then we give

themthat option. |It's part of a gigantic
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structure which we call, it's actually on the
main system it's a way to organi ze the
information, but it's all highly searchable.

| f a business has registered their site
with us then they have told us where the | ocation
is, and every piece of information that sonmeone
puts into one of these listings is easy to index
and made searchable. So if soneone wants j ust
different indices, sonmeone wants to sort by
geographic region it's very easy to put them on
to sort by product category or brand nanme. It's
all, all the information is there and especially
in the case of geographic region we nmake it
easier. Question in the back, sir?

CONFERENCE ATTENDEE: Yes. Since you're
tal ki ng about summary itens, do you care to
coorment a little bit on this growing trend to
have a virtual supply chain and have store fronts
that have no inventory that they're actually drop
shi pping directly from manufacturers? Please
comment on that.

MR, CLURMAN. Sure, yeah.

M5. ROSENTHAL: Can you repeat the
gquestion?

MR. CLURMAN: Yes. The gentleman in the
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back was asking about virtual supply chains and
the trend I guess | ed by Amazon.com towards
havi ng no inventory, having nothing but a
cust oner aggregation point and access to
distribution partners who can supply the needs of
t hose consuners endl essly. Anmazon started in
books, and now the latest thing | hear that
they're doing is |aunching a toy store com ng
soon.

Lycos is pursuing a simlar strategy.
In the industry people tal k about being the
merchants of record. It's a, | guess it's a
legal termthat has to do wth who takes the
l[iability for the transaction. Who's on the hook
if the goods don't get delivered. That's a
tricky business nodel for nost consuner
aggregators, so Lycos is a user aggregator.
Yahoo is a user aggregator. ACL is a user
aggregator, and in the past these | arge websites
t hat aggregate users did not want to be on the
hook for taking the transactions and delivering
t he goods, because then if you failed to deliver
the goods or if the consumer wal ks away with it
wi t hout paying, you are the nerchant and you | ose

t he noney.
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The trend toward taking on that risk is
| think it's very natural. |It's sonething that
we're pursuing. It's not sonething that
conpanies junp into right away, but especially
this holiday season you're going to see tons and
tons of them who have sorted through all the
i ssues over the past three or four nonths and who
are trying to make a big splash starting
Septenber. Did you want to follow it up? I'm
not sure if | really got to you back there.

CONFERENCE ATTENDEE: No, | think that's
good.

HUGH STEVENSON: Thank you,

M. Curman. | think we want to keep noving
along. W appreciate your input. W're going to
turn now to the consuner perspective, but before
we do I'd just |ike to ask the speakers if they
could try to speak into the m crophones and pul
them cl ose to you, and when there are questions
just it is helpful to repeat the question so that
the people who are listening in the overfl ow
roons can hear that.

We turn now as | said to the consuner
per spective and what international e-comerce

| ooks like fromthe consuner point of view
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Consuner protection has as the chai rman not ed
until recently had a largely donestic focus in
terms of the transactions thensel ves. W' ve seen
sone changes in that even aside fromthe internet
with telemarketing and direct mail, but the

i nternet obviously vastly expands that

percentile, and to speak for that first we have
Mark Sil bergeld who's the co-director of the
Washi ngton office for Consunmers Union to bring us

t he consuner's point of view

For The Record, Inc.
(301) 870-8025



59

PRESENTATI ON BY MARK SI LBERGELD

MR. SI LBERGELD: When the history of
Federal Trade Commi ssion is rewitten for the
unpteenth tinme in let's say the year 2025, |
think that one of the things that will be said of
it is that it doesn't fall behind the curve.
This is a very sharp curve that the internet is
throwing at retailing. | don't think Sandy Kof ax
ever threw one as hard or as sharp, and it's one
t hat keeps on going and it keeps on curving.

| think these hearings are yet another
step in the conmssion's attenpt to keep up with
the curve, and | conpl enent the conm ssioners and
the Bureau for everything that it's done. You're
a long way fromfinished. Every tine | hear or
tal k to businesses who are sonehow connected with
e-commerce, | hear them say that business needs
to |l ead the way and governnent needs to get out
of the way, neaning that they don't want
government rul es about things that go on the
i nternet.

Well, let me say sonething on behal f of
consuners right now and let nme put it in terns

that | think are understandable. M 14-year-old
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has sone rul es about keeping his roomin a
condition where at |east he can find the
necessaries of life such as his shoes on the way
out the door to school, his honmework and so forth
and so on. He couldn't get out of those rules by
saying that he wants to go live in the garage.
There still have to be sone rules.

| f business sets a sufficient set of
rules to protect consuners, then governnent can
| ook to adopting those rules. |[If it doesn't,
governnment will adopt rules that are different
than the rules that business would |like to have
apply to these kinds of transactions. The other
thing that I find when business tal ks about the
government keeping off the internet and letting
busi ness set the rules is that |arge reputable
corporations grossly underestimate the nunber of
sharks and barracudas that are swnmng in the
sea.

They really believe that if reputable
mer chants and reputabl e consuner aggregators |
think is the term1 just heard get together and
have a set of voluntary rules that is sufficient
to protect consumers, we won't need any

government rules. And | just don't believe
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that's true, and you can go through history of
| aw enforcenent by the Bureau of Consuner
Protection and find that that is not true.

No matter how good the rules are and no
matt er how many reput abl e conpani es who sel
their stock on the stock exchange and get their
names in the papers a lot for good reasons stick
to those rules, you're going to have a huge
nunber of outriders who need rules and they are
increasingly going to be difficult for
governments to reach. They're going to set up in
one renote conpany -- country to do business with
consuners in other countries.

They are going to do things that sone
peopl e have done in the past such as buy private
islands if that is going to increase their
community to run a scam and so the rules don't
just have to be sufficient to deal wth the
retailers that we all know and are willing to
purchase from They have to be sufficient to
protect the unwary fromthe unconscionable, and |
t hi nk that the conm ssion knows that and | hope
that the businesses who are eagerly | ooking at
what the commission is and is not going to do and

talking to the Departnent of Comrerce and you as
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trade representative and ot hers who have a stake
in formulating broad U S. policy in this area
understand that and can swal |l ow hard and accept

t hat, because consuners are not going to accept a
situation where shopping on-line is |like going to
a beach that may only have sharks every ot her
weekend but nonetheless there's a risk of

sharks. They want sone rul es.

What do consuners want the rules to
do? There are about seven things that consuners
expect out of a set of rules, whether they're
vol untary or whether they're mandatory. They
want to understand the terns of the transaction
and they want to understand it in their own
| anguage and they want it in a sinple formthat
t hey can understand, not just the I egal contract
throwmn up on the screen, even one for
downl oadi ng. They don't want to have to go to a
| awyer to know if they should buy a vacuum
cl eaner.

Those terns include privacy and others
in an attenpt to bifurcate for anal ysis reasons,
consuner protection and privacy in nmy mnd
privacy is a subset of consuner protection, and

al t hough that separation is useful because
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privacy is such a difficult area, they want to
know all of the ternms in the transaction,
including their privacy rights and what wll be
made of the information that they are both
positively and really voluntarily by means of

| oggi ng on and entering particular sites

provi ding the seller.

They want to know what nmeans there is
for cancelling contracts, especially those that
i nvol ve substantial suns. They want to know what
conpl ai nt nechani sns are avail abl e when a
transaction is not satisfactory and whether that
mechani sm seens to give themeffective redress.
They want to know what [imts there are on their
liability, especially when they make and are
engaging in transactions in which they
comuni cate their credit card identification,

t heir bank checki ng account nunber.

These are things that they already do
of course in tel ephone transactions and nai
transactions, but increasingly they will be doing
this to people in places they have not been and
peopl e who they have a feeling neither they nor
perhaps their governnent may be able to trace,

and they want to know therefore what |imts there
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are on their liability. Sone of that is the
seller's responsibility of course and that is the
third party credit card issuer's responsibility
if that's the kind of paynent nmechanismthey're
usi ng, but they want to know that.

They want to know i f unreasonabl e
contract terns are non-enforcable as they are in
the United States when they're dealing with
foreign sellers. They want to know where they're
going to have recourse if a transaction of a
| ar ge anount shoul d necessarily result in sone
kind of |egal proceeding. And finally they want
to know what their governnment is doing, including
cooperative efforts with other governnents, when
the transaction is international.

Now, these kinds of principles can be
fl eshed out, but that last is as inportant as
anything that | said before it. You can have
terms that are sonewhat better than what we woul d
recomrend or what business woul d recommend,
sonewhat | ess than what we woul d recommend, you
can fiddle around with how satisfactory the
details of the rules are, but if the United
St at es governnent cannot hel p American consuners

deal with sellers in places |ike Belyarus or New
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Gui nea or wherever sonebody may set up on a
private island to avoid jurisdiction, then they
want to know that they are engaging in an
especially risky transaction, and to ne the

bi ggest chall enge although it is a big challenge
is not setting the exact rules or guidelines
under which governnent will take | egal action.

It is in securing cooperations anpong
governments to assure that the geographica
[imts of jurisdiction can be overcone, and
W t hout that assurance let ne tell you that there
wi |l be many, many transactions that consuners
will not engage in no matter how attractive the
product or the price because they do not want to
take the risk that if sonmething is wong that the
sel |l er cannot be reached and that their noney is
down the drain.

There are specifics to the rul es of
course. Consuners want to know the real nane of
t he conpany, the trade name of the conpany that
can identify it for enforcement purposes. They
want to know the real geographical address of
t hat conpany, not sone rented | ock box
sonmewhere. They want to know a phone nunber, a

fax nunber, a e-mail nunber of the conpany.

For The Record, Inc.
(301) 870-8025



66

Hopeful |y those things exist. Wth nost
retailers of course they will, and providing that
i ncreases consuner confidence that they're
dealing with a reputable seller, a seller with
whom t hey woul d |like to do business nore than
once.

Not providing that in ny vieww || soon
beconme an itemvery high on the chit sheet of
sellers not to deal with on the internet. |If a
conpany is engaging in business in a country that
requires a licensing registration to do business,
they want to know where they're registered to do
busi ness. They want information on the offer,
they want to know the length and validity of the
of fer.

| was really concerned to hear about
real -time pricing. O course that's what you do
any time you buy an airline ticket with nost
airlines, but if you couple that wth the kind of
information that can be coll ected about
particul ar users through their user ID s, and
let's say a seller can identify a particul ar user
from past transactions, even past transactions
with other sellers, because the information is

coll ected and sold as sonmeone who nakes purchases

For The Record, Inc.
(301) 870-8025



67

within five mnutes of | ogging on.

Smart sellers will soon learn to raise
the price for those sellers, and when you have a
real -ti me constant changing price, you can |learn
to take advantage of people. [It's not like
seeing in the newspapers that sonething is on
sale for the entire weekend for a set price.
It's not even |like bargaining with sonebody. |
woul dn't mnd real-time pricing where an internet
site said can you identify a site that is
offering this product for less, give us the site
address, we'll check it out in tw seconds and
mat ch t hat.

That woul d be to the consuner's
advant age. \When consuners are being targeted
based on tracking of their purchasing habits and
having the price adjusted because they're in a
hurry or because they may be unfamliar with the
retailer, then they may quickly learn not to deal
W th conpani es that can change prices. How
they're going to identify that of course |I don't
know that. That wll remain in part for the
markets to deal with, but maybe the rules need to
say how long the price is good for, howlong it

has been good for.
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Any of the warnings, safety or care
war ni ngs about the product that you could see in
the store or in the catalog, if |I shop for
clothing in a catalog it nmay say dry clean only.
If it says nothing on the net site, |I've got a
problemw th that seller. There may be questions
of additional duties and taxes on goods com ng
in. This may seemirrel evant now.

For those of you who live in this area
you may have noticed that | live in Maryl and.

Qur fornmer governor and now our state controller
has warned consuners in Maryland that if they're
buying fromout of state by mail, they owe the
use tax and the state of Maryland is going to
seek to begin collecting that use tax from

Maryl and consuners because the controller says
it's costing Maryland retail ers noney.

Well, you're going to have the sane
question with goods that are subject to duties on
goods or on services. |If that's not disclosed
and people find that state or federal officials
are seeking to collect taxes, duties, especially
duties at the federal level, and that hasn't been
di scl osed, well, that really is part of the

transacti on costs and consumers want to know
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t hat .

| nformation on the terns and
conditions, they want to know the main
characteristics of goods and services. They want
to know the terns of paynent. They want to know
what the information is on the liability of the
supplier. For instance, let's take books
purchased on-line. Sonebody may represent that a
particular title is being sold. If that titleis
being sold fromsone distant country, it may
appear to be a popular title on the New York
Tinme's best sellers if | can use that termgi ven
this week's devel opnents, but what if it's a
pirate copy, poorly bound, m sprinted, abridged,
not what it appears to be fromthe title |listed?

Consuners want to know what they're
getting and they want to know that the goods are
really what they're represented to be. It's no
different than the rules are now. They want to
know the details of cooling off periods in the
case of large purchases, in the case of financial
services sold on-line, every tine | log on to one
of your conpetitors now | get sone kind of an
offer for a hone nortgage, this |loan, a car | oan,

and that | oan.
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"' mnot sure why because |'ve never
visited a car site so | don't know why that pops
that one up for nme, but --

MR. CLURMAN. Targeting.

MR. SI LBERGELD: Well, they haven't
done a very good job in this case, or nmaybe they
devel oped fromthe registration that our second
car is about ten years old now. They want to
know what the conplaint procedures are. They
want to know what conditions are for returning,
exchangi ng, cancelling goods and getting a
refund, whether they can get a refund, and they
want to know what the privacy policy is and |
think that they al so want confirmation that they
can downl oad and save on the transacti on when
it's conpleted.

HUGH STEVENSON:. Mark, you nentioned
various things that in your view consuners want.
Are you aware of enpirical studies on what for
exanpl e sone of the itens that you nentioned
which | think are also things that have been
raised in the Trans-Atl antic Consuner Di al ogue
recommendati ons, are you aware of enpirica
studi es | ooking at what for exanple consuners

have either indicated they want or denonstrated
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t hrough their buying patterns?
MR. SILBERGELD: | have not, and they

may well exist. | don't do this issue
full-time. | think perhaps sonebody sitting at
the table may be nore aware of it thanl. In

fact he had enpirical study as part of his
presentation. You nentioned the Trans-Atlantic
Consuner Dialogue. That's one thing | didn't say
to you and I'd like to get this in.

What | said is based upon what the
Trans-Atl antic Consuner Di al ogue has sai d about
this issue. That represents a huge nunber of
consuner organi zations in the United States and
the EU and | invite you all to visit ww. tacd.org
and select the electronic comrerce statenent.
This is an organi zation that was fornmed to
provi de a balance in the Trans-Atl antic Busi ness
D al ogue, and you can downl oad nuch of what |
have just said and nore and study it at your
| ei sure.

HUGH STEVENSON: Thank you very much,
Mark. W appreciate it. W turn nowto
Prof essor Robert Mayer fromthe University of
Uah. | was just asking about enpirical

information. | know the professor does have sone
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enpirical studies to tell us about, and this is a
study that he has been working on on behal f of
Consuners International, and the professor is

al so involved with Consuners International. So
to present the results which | believe were just

rel eased | ast week.
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PRESENTATI ON BY ROBERT MAYER

MR. MAYER: They haven't quite been
rel eased yet.

HUGH STEVENSON. Ch, they haven't? So
this is really hot news.

MR. MAYER: While the overhead is
getting set up | want to echo Mark's remarks by
t hanki ng the comm ssioners, Director Bernstein
and the staff of the FTC for hol ding these
hearings and for inviting consunmer perspectives
to be heard. It doesn't always occur and we
don't take it for granted. As was just
mentioned, this study is still in progress.

Qur friends in Geece were a little
slow getting all their data selection done, and
we're still gleaning the data. So you are very
much seeing prelimnary results. That's another
reason why | didn't have tine to put this into a
fancy power point type presentation which | would
have |i ke to have done, and the final report wll
not be out until the end of June, so you are
seeing a work in progress.

This study was -- thanks. This study

was funded by the European Union. It was
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coordi nated by Consuners International and

i nvol ved researchers involved in el even countries
wor ki ng together to collect the data, and we had
three objectives in this study. The first was to
docunent consuner experiences buying over the
internet both fromdonestic sites and from
foreign sites.

Secondly, to identify consuner problens
that were experienced as well as conpany
practices that reduce or prevent consuner
probl ens, and finally to nake policy
recommendations. Now, |'mnot going to talk nuch
about that today. You just heard sone policy
recomendati ons from Mark, and you have sone Bl ue
Chi p consuner advocates here who will be speaking
| ater, Jean Ann Fox, Linda Gol odner anong them
who wi |l probably tal k about policy
recommendations. |'mgoing to present the data
and | et them speak for thensel ves.

Briefly, the countries participating in
the study were el even, and al t hough the study was
funded by the European Union, it was not confined
to countries in the European Union. The
organi zati ons that were represented were ngjor

i nternational organizations involved in consuner
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research and education, and | participated by
virtue of my nenbership in the American Counci
on Consuner |nterests.

We canme up with a shopping list that
each of us followed once within our donestic
mar ket and once overseas. W didn't have the
[ uxury of buying airplane tickets or cars, we
didn't have the funding for that, but we were
able to purchase itens in the $25 to $50 range,
and these include many of the nost popular itens
purchased on the internet, for exanple books,
software, conputer RAM a toy, a travel hair
drier, jeans, chanpagne, and chocol ates, and we
had to send back everything except for the
chanpagne and chocolate to see how firns did on
their refund policies, and | didn't even get to
keep the chanpagne because | live in Uah and
we're not allowed to bring alcohol into the state
via the internet, so | had to send it to ny
brother, and he's apparently going to hold it
until 1 visit himnext.

So each of these eight products were
pur chased once within our own country and once
wi thin another country. W tried to approximate

the way a normal relatively naive consuner would
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approach the internet. W tried to use well
known sites. W tried to use sites that were
listed in major search engines |ike Yahoo or
Lycos or Infoseek. W selected sites that we
cane across that were recomended in conputer
magazi nes as excellent sites.

And finally, we tried to try avoid
buyi ng coal from New Castle. In other words,
al t hough we were supposed to buy a Barbie, | was
exenpted fromthat, because what U S. buyer woul d
go to Austria or Australia to buy a Barbie? So
my task was to buy a doll from another country
that was produced in that country. Oherwise it
woul dn't be realistic.

For the ten non-U S. buyers, they were
encouraged not to buy exclusively fromthe United
States. That was a tendency that people woul d
have with such a large market, virtually everyone
spoke English, they were told to try to spread
their purchases around, and of their eight
forei gn purchases they averaged between three and
four fromthe United States.

And nost inportantly we tried, we
didn't nmake a special effort to go after |ousy

sites. That would have been a highly biased way
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of doing things. W would have found way nore
probl ens than the typical consuner would
encountered. That's why | said we went to these
wel | known sites, we even took sites that were
recommended in nmgj or nagazi nes.

The key areas of investigation were
many of the sane areas that Mark just addressed.
VWhat's the quality of the information about the
seller? How conplete is the price and cost
information? How clear is the information about
your right to review, confirm and cancel an
order, the privacy and security practices,
confirmation practices, the speed of delivery,
choi ces of delivery nethods, the ease and speed
of refunds, and dispute resolution procedures as
wel | as jurisdictional issues.

The study has three nmjor strengths as
| see it. Firstly, our focus on transborder
purchases, the first study that we know of that
has done this. From our perspective in the
United States it gives us the ability to conpare
US sites with non-U S. sites and recover the
full range of the buying experience. Not a
single connection like the privacy issues, and

t hose have been studied very well, but not in the
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context of these other issues, and later we'll be
heari ng about the results in the FTC study that

t ook the buying process part of the way but
didn't go all the way to the point of actually
buying, giving credit card information, trying to
return products.

So those are the three major strengths
of the study, but of course there are sone
[imtations. The major one | would say is we
didn't have a firmsanpling frame. In other
words, we didn't' systematically sanple froma
known popul ation the way you would in a public
opinion survey. W rather tried to go after a
naturalistic approach of |ooking at how the
consunmer would normally buy on the internet and
try to approximate that, but that does lead to
probl ens of general liability and replicability.
In other words if you wanted to do the exact sane
study again in a year you' d have to live with the
sonmewhat fudgy approach towards sel ection sites
as the typical consuner woul d.

There's also a limted nunber of sites
in the study, especially in individual countries.
In the United States the nunber was decent, but

in Switzerland or in Australia or Austria the
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nunber was rather limted, and really I shouldn't
say there were few | ess devel oped nations. There
were no | ess devel oped nations included in our
sanple, and the limted product coverage that |
al ready nention we had to limt ourself to
rel atively inexpensive products and we did not
try to test auction sites.

So you have to look at this as an
exploratory study that raises issues for further
i nvestigation, not that's going to answer
guestions once and for all. Finally I'd like to
put the results I'mabout to give you in the
perspective of a couple of things. Firstly,
consuner groups should not be viewed as trying to
sl ow down t he devel opnent of e-commerce.

Consuners as a group have nore at stake
in the success of e-commerce than any individual
firmdoes. There are trenmendous potenti al
advant ages for consuners. All consumer groups
recogni ze these. Even ny nother, ny 80-year-old
not her who's afraid of the internet, would have
to agree that it does provide trenendous
advant ages for certain consuners who are retai
poor, by which I nean people who don't line in a

retail rich environnent, perhaps rural areas,
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that it's great for finding hard to find itens,
that for mailing gifts at Christmas tinme there is
no better way to do it than by over the

i nternet.

Travel products, colleagues from Europe
who were comng to this conference told nme what
hotel they were staying at, they told ne what
they were paying, | went on the internet, | got
the sanme hotel for 50 percent less in about five
m nut es of shopping, and even if you don't
consunmat e purchases over the internet it's a
t remendous source of product information, and if
we can extend that to the international
mar ket pl ace to the gl obal marketplace, this only
magni fi es whatever the benefits of e-comerce
are.

So consuners have a tremendous stake
and want to see it succeed. In our study we
found many excellent sites that provided perfect
information, favorable refund policies, every
good privacy protection, and | don't want us to
| ose sight of that because |I'm going to be
focusing on nore of the problens that we found,
but there are many excellent sites.

And finally, a traveler's worst
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nightmare is losing his or her luggage. A
consuner's worse nightmare on the internet is
probably having your credit card nunber stolen,
and we did not experience that, not once in our
150 to 175 purchases. So that is very good
news. The worst thing did not happen, but there
were many problenms, and the first one was sinply
finding appropriate sites to buy from overseas.

Sonme of the things you would think
woul d be nost obvious, if you wanted to buy
chocolate you'd go to Switzerland or Belgium |If
you wanted to buy chanpagne you'd go to France.
I f you wanted to buy a nice consuner electronic
item a small appliance, Germans are known for
maki ng those products, very high quality
product s.

One of the, | had troubl e buying
al cohol for Utah, for a while | thought maybe 1'd
just buy olive oil fromltaly. This raises a |ot
of the same issues. This cones in a bottle and
let's see if it cones broken or not. It was very
difficult to find sites such as these on the
internet currently, even using the facilities
where you can go in and say just give nme sites in

France. So it's not that easy to find foreign
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sites.

Sone of the sites display products but
only serve wholesalers or retailers, and that
doesn't do a lot for the consuner, and sone w ||
only serve particul ar geographic areas, and |'|
return to that problemin a second. So in terns
of the countries we ultimately sel ected and we
conpl eted our data on 152 sites out of 176 that
we ultimately will have, 45 are in the United
States, 23 are in the United Kingdom 42 are in
ot her European Union nations, and 42 are in other
non- Eur opean Uni on nati ons.

The first thing we | ooked for was
i nformati on about the identity of the seller, and
this seens to be pretty consistent with what |
think we'll hear |ater about the FTC study. 83
percent of the sites gave an e-mail address. You
woul d i magi ne that would be closer to 100. 74
percent a phone nunber. 72 percent, so slightly
| ess than three-quarters actually told you where
their conpany was | ocated and gave you a physical
address, and then a much small er nunber gave a
regi stration nunber or a contact person's nane.

| don't even know what the registration

nunmber would be. M/ European friends told ne
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this is very inportant, but only a very, very
smal | percentage gave that information, and one
of the things we encountered was the URL sw tches
wi thin the purchase transaction. This may have
to do sonething wwth the | oad bal ancing, |'m not
sure.

Sonme of these swi tches, next one
pl ease, could be potentially problematic for the
consuner. Fortunately we didn't encounter that.
For exanple, in ternms of jurisdictions or dispute
if you switched within your own country, that's
not going to have a big inpact on jurisdictional
issues. Nor within the same foreign country,
whi ch we experienced, or froma foreign country
to your own country, which we experienced. That
woul d generally clear things up for the
consuner.

What you really are worried about is a
switch froma donestic site to a foreign site or
anong different foreign sites. W did not
experience that, but that's sonething one woul d
want to be very sensitive to as far as consuner
protection. As far as price information, 76
percent of the sites gave very clear price and

cost information, generally costs involving
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subpoenai ng.

In the United States this figure was
slightly slower at 71 percent, but that's because
only of the eight of the forty-five visits to
U S sites were done by the donestic purchaser
So you're seeing a | arge percentage of those
involving U S. firnms selling to peopl e overseas
where shipping is not always clear up front, and
so all of the U S. donestic sites were perfectly
cl ear and gave accurate price and shi ppi ng
information, but only 65 percent of the U S
sites gave clear pricing costs information when
sel ling overseas.

Agai n nost of the difference regards
shi ppi ng costs, and again buying fromthe
donestic sites, and this is true in the United
States and el sewhere, obviously you get much
clearer information because firns have a better
handl e on what it will cost to ship you a
product. In the ordering process the good news
is that 89 percent of sites overall and 93
percent of the U S. sites provided consuners with
a clear chance to review the details of their
purchase, and 92 percent of sites overall,

including 95 in the United States, gave the
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consuner the last chance to clear the order, the
opportunity, or it nmade it clear when you were
reaching the end of the purchase decision, it
said this is your last bit of information, but
see, that's separate fromthe opportunity to
cancel .

49 percent of sites gave you in
addition a chance to change your m nd and cancel
your purchase at that point before actually
giving your credit card information or sending
your credit card information, and again the
percentages were slightly higher in the United
States. The problem one often experienced in a
site that didn't have a cancellation opportunity
was you had to use the back bar, and when you do
that sonetinmes you can't go back. Oher tines
you don't know the information has been cl eared
by goi ng backwar ds.

So half the sites did not give
consuners a clear chance to cancel and |eft
consuners in a pretty problematic, confused
condition. Even when you had a | ast chance to
cancel you could run into a nunber of problens,
and this one | call "Now You Tell Me." A nunber

of us experienced, and | did, a case where we
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conpleted the order, we submtted our credit card
information, and only then were told by the site
they didn't sell to our country, and this was
despite that fact at one site | visited that they
said we are happy to fulfill internationa

or ders.

Consuners are already worried enough
about the m suse of their credit card information
when it's sent over the internet. There's no
excuse for accepting that information and only
then telling consuners that they don't transact
wi th your country. As far as paynent option
goes, this is a lesson for nme. This varies a | ot
by country. 85 percent of all sites did accept
credit cards, but COD, which is sonething I
remenber fromny childhood, it seens to be still
a very common way of buying in a nunber of
countries, especially in the Scandi navi an
countries and in Germany, and so this was the
nmost conmon paynent option in sonme of those
countries, nore common than using credit cards.

Even when credit cards are avail able we
shoul dn't assune they provide fabul ous
protections for consuners, and | call this credit

card deficit, and here you run into this problem
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where firnms are trying to do two things at once,
bot h things the consuners want. One is consuners
want there to be strong authenticity neasures so
that firnms know that when you give thema credit
card it's not soneone who's stolen your credit
card, but they also want flexibility in buying.

One site would only' deliver to a
shopper's credit card billing address so to avoid
t he probl em of soneone using a credit card and
t hen saying send ne the goods, but of course if
you want to buy a gift for sonmeone, this becones
an inconveni ence for the consuner. Another site
insisted that a consunmer who had |ived at the
sane address for twenty years and had held the
sane credit card for fifteen of those years was
not at the address listed on their credit card
when they tried to send it to their hone
addr ess.

This information was incorrect and
despite repeated efforts through e-mail to
provide information to reconfirmthe correct
information, the firmsaid it doesn't match the
address we have for you and we won't send it to
you. And one site required a copy of the credit

card and the signature to be faxed or mailed to
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the site even though they were using a credit
card, which takes away a | ot of the inconveni ence
of using a credit card.

So the overall point here is that there
is a conflict between consuner objectives here
and firms need to try to find ways that maxi m ze
post the consuner desire to nake sure their card
is not being used, but al so convenience in using
that credit card, because the credit card does
provi de the consunmer with excellent protections.

" m not going to say nuch about
privacy. | realize this is a very hot topic and
it has been addressed el sewhere, but I'd like to
poi nt out some good news and sone not so good
news. First was the mandatory collection of
nonessential personal information |ike your age,
your sex, was very rare. W found that in a very
smal | percentage of sites |less than 5 percent
typically.

On the other hand, a small mnority of
firms, although it's higher in the US., stil
provi de consuners with an explicit way to not be
added to a mailing list or a general policy that
they don't do this, or give consuners the option

of not having their information passed to a third
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party. These percentages were 17 and 14 percent
respectively overall, and 25 and 23 in the United
St at es.

One other privacy issue |I'll nmention
very briefly is cookies, and | call this problem
"Eat Your Cookies Or Else". A fewsites would
not allow transactions to occur if you wanted to
keep your browser set so you would not accept
cookies, and perhaps this is a problemthat wll
take care of itself in the marketpl ace, because
consuners who are forced to accept cookies wll
sinply say I'"'mnot going to shop here, and that
will send nmessage to firns that you can't do
that, unless of course nost firns adopt this
policy, in which case the consuners woul dn't have
a choice. So ny hope here is that market
mechanisms will take care of this problemof eat
your cookies or el se.

Site security, which I don't perceive
the same as site privacy issues, we found 61
percent of sites overall provided sone
i ndications that the transacti on was secured.

It could be a statenent, it could be sinply an
icon that swtches to a | ocked position, and in

the United States the percentage was 80 percent
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of sites show that their sites were secure for
t he transacti on.

44 percent of sites and 57 in the
United States in addition had statenents about
why they're sites were secured to explain that to
the consuner. Regarding returns, again this is
one of the nost unique studies of our features,
uni que features of our study was that we did go
through the return process. It's not very fun
going to the post office, rewapping, and waiting
for your noney to be refunded.

First we | ooked at whether or not this
informati on was available on the site, and we
found that 53 percent of sites overall, 70
percent in the United States, did provide
information on the site about how it was
returning the goods. W also asked was it easier
to find, and we defined easy to find as one click
away fromeither the order page or hone page, soO
of those 53 percent, 54 percent were rated as
easy to find. Two clicks, you m ght consider
that easy to find.

We did not for the purposes of our
study were easy to find, so 53 tines 54 gives you

29 percent of sites and it's easy to find
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informati on on-site about your returns policy

t hat you woul d have before purchasing.
Jurisdictional issues, we found that 18 percent
of all sites did nmention which | aws woul d apply.
This may be a slight underestimate because the
way we asked it was right after our question
about ternms and conditions, and sone of our
buyers may have considered this was this part of
the terns and conditions statenent and not al

the sites had in terns of condition statenent, so
at this point we're going back and rechecking the
data to make sure that this information was not
somewhere el se on the site, but so far we haven't
found any exanpl es of that.

So | think that 18 percent figure is
pretty accurate and it's very germane to our
state about which jurisdiction should apply and
whet her it should be resolved by just telling the
consuner which jurisdiction should apply. Now,
when there were jurisdictional statenents they
weren't always very useful. | call this one
"Thanks, That Clears It Up."

So for exanple one of our German buyers
found a French site where he bought chanpagne

with the foll owm ng statenent about jurisdiction:
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"I'n case of a disagreenent, the Commerce Law
Court of Tolouse is the only one conpetent to
solve this matter." | don't know what that tells
t he consuner.

As far as order processing, order
processi ng, 64 percent and 82 percent in the
United States did provide e-mail confirnmation of
t he purchase, and 12 percent of sites, 23 percent
in the United States sent an additional e-mail to
say your order, or it could be in the sane
confirmati on order saying your item has been
sent .

Regardi ng delivery tine, 60 percent,
59% percent of sites did provide a target
delivery time. Sonetimes this answered a choice
of delivery nethods, each of which carried
different delivery tinme, and only 54 percent of
the sites actually net their delivery tinme, so
maybe it's better not to have a delivery tinme and
just wait.

As far as delivery times go, the
typical U S. donestic delivery tinme was about a
week. The typical U S delivery tinme when a good
was sent from abroad was about two weeks. One

woul d assune however that this would be the case
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in other countries, and it was not. There were
many countries in the study where the delivery
time to buy sonething froma site in your own
country and to buy sonething froma site in
anot her country was about the sane.

The four countries where this was nost
not abl e were Australia, Belgium Hong Kong, and
Sweden, and | can't find a comnmon denomni nat or
there. You could say well, Belgium sure, that'd
be true because wi thin Bel giumand from Ger many
to Bel gium that's about the sanme di stance, sure,
that m ght be true. But what about Australia?
You would think that Australia sites from abroad
woul d take much longer to arrive in Australia
than they do fromsites within Australia, but
this was not the case.

So consuners cannot use the heuristic
that if I'"'mworried about getting a product
qui ckly | better buy it donestically, because at
this point there's at |least in a nunber of our
countries there was no difference in delivery
time, and sonme of the delivery problens were
severe. | call this problem"Christmas In
February," and | experienced this in nmy own

shoppi ng.
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| ordered chanpagne fromthe UK |
pl aced ny order on Decenber 8th. | sent it to ny
brother in California where they do allow you to
i nport al coholic beverages, and | hoped it woul d
arrive intime for Christmas, certainly in tine
for New Year's. Well, | had to recontact themin
themin | ate January saying where's the shipnent,
and it finally arrived on February 6th. So it
took a very long tine, certainly from Decenber
8th to February 6th is about two nonths, to
arrive, which is really not what one woul d expect
as a consurmer.

Now, maybe to get Engl and back for
this, one of our UK buyers bought an item from
the United States and it took sixty days to
arrive as well. W didn't have very many
problens with the goods per se. One iteml
recei ved, a book, was pretty heavily dented, but
there weren't severe problenms with many of the
products we received. One or two cases where the
wong itemwas sent, one case where the item was
not conpatible in terns of small appliance,
despite that fact that we thought it would be
el ectrically conpati bl e when we nade the

purchase, but there were very few probl ens, but
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consider if you do have a problem there's many
sites don't have information about how to return
the item

The cost of return is very high, and
only again in 18 percent of the sites were the
jurisdictions clear. | want to say nore about
the cost of returning the itens. Recall, 53
percent of the itens did have a return policy on
site. 24 percent of the itens included with the
shi pment i nformation about returning the item
There were sone overl ap between these two and we
haven't sorted that out yet, but that would be a
maxi mum of 77 percent of sites gave information
either on site or wwth the product on howto
return. That would be the best case scenario.

Regardl ess of where the returns policy
was stated, 62 percent of the buyers considered
it to be relatively conveni ent without onerous
restrictions. The nost common restriction was a
time restriction, and these were generally
between fourteen and thirty days. This could be
a problemin sonme cases where you woul d be
informed of the time restriction, you received
the product, later you' d even receive a mailing

| aying out the terns of the procedure but term
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peri od had al ready expired.

Thi s happened to one buyer, and sone of
other restrictions vary by product, so for
exanpl e sone itens you can't open themlike
software, and others need to be in their original
packagi ng. To the cost of returning goods, these
can include, typically include the postage to
return the itemand the postage you originally
paid to receive the item Those are usually the
two bi ggest conponents that virtually every site
charged, and sone mail order conpanies in the
United States charge you one way but not both, so
generally you'll pay postage both ways.

Some conpani es required or strongly
recommend, and what are you going to do when a
conpany says, "W strongly recommend that you
i nsure the purchase,"” because what if it doesn't
arrive, right, and they said that they
recommended that you insure it, right? So it's
essentially saying you' ve got to insure it. O
course there's the tine cost to you of returning
the item going to the post office.

Sone sites require a restocking fee,
which is generally in the 10 to 20 percent range,

and generally you | ose noney both directions with
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currency conversion. So you add all those
together, plus the delays in getting your credit
refund, which is the flowto the conpany, the
cost of sending a good can be very high. One
item!| would give as an exanple, | call it the
cost of keeping nothing, the cost of having
not hi ng.

To return a software itemthat cost
$23.44, | had to spend $4.95 for the original
shipping, $3.20 to return the item software
wei ghs virtually nothing, and a $3.52 restocking
fee for a total of $11.67, which is 50 percent of
the purchase price. So | have the choice of
keeping this software item and paying the ful
price, and say it was a software itemthat |
didn't want, | already received. Like if you
bought it as, received as a present and you
recei ved the sane item from anot her person and
you wanted to return one of the itens, you're
faced with a choice of either paying a high
anount to return it, or keeping an itemyou don't
want, and this percentage is based on a product
that's very light in weight, where there was
i nsurance paid, and there was no overseas

shi ppi ng i nvol ved, which is nore expensive.
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So you can end up paying as nuch to
return the good as to buy it in the first place.
Anot her problem | call quick to debit, is it slow
to refund. This is a U S. buyer and he's buying
froma Canadian site. An itemwas ordered on
Decenber 12th, debited fromthe account on
Decenber 29th, which is actually relatively sl ow
by conparison in our overall study. The item was
shi pped back on January 15th to Canada, so that
woul d only be a couple of days. The item was
insured and sent by airmail, and it was credited
back to the account on April 8th.

So that neans the firm had the noney
for a close to a hundred days. And three itens
are currently outstanding in the project, in
ot her words since we have not received the refund
yet at over a hundred days. W haven't
experi enced many di sputes, but sone of the
products that we've ordered have not yet been
delivered and we're pretty sure they're not going
to be delivered.

Sonme refunds remain uncredited and we
don't know if they ever wll be credited, and of
course later on we may find that persona

information was found in a way that we found
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i nappropriate. So there may be still be

addi tional problens, but if there aren't problens
again it won't be very clear what the dispute
jurisdiction is. Only about a half of the sites
describe it, a dispute resolution procedure at
all, and we haven't had any experience yet with
charge backs, which is where we had a probl em
with the good where we said we are not going to
pay for this as long as it was sent, a damaged
good was sent.

So finally to conclude, what grade
shoul d we give electronic comerce as we | ook
cross national borders? |'ma professor, | like
to give grades, and we can take pride in the fact
that the U S sites would get a relatively good
grade in this study. Virtually everything |'ve
shown you the U S. had a hi gher percentage of
di scl osure than sites overall, but there are
still problens, and one issue is how many
probl ens woul d be accept abl e.

| don't expect a student to get 100
percent on every examto earn an A.  So we have
to discuss or we have to think about out of the
150 to 175 purchases, how many probl enms should

you just be willing to accept, and again there's
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to correct answer to that, but if we use a few of
the following itens we can assign a grade. W
want to | ook at how good a job firnms are doing in
al l owi ng consuners to review the details of their
orders, they'd get an A or an 89 percent overal
in the study, higher in the U S.

Whet her information was clear on price
and delivery costs, 76 percent, slightly |ower
grade. Confirmation information, |ower still.
Security information, lower. Return information
on site, 53 percent lower still and very |ow for
information on jurisdiction and third party
privacy protections.

Finally, it's very tenpting when one
hears strong di sagreenents about issues such as
in what jurisdiction should the issue be
resol ved, should it be the buyer's jurisdiction
or the seller's jurisdiction. Foreign issues
i ke who should bear the liability when a credit

card is msused, the consuner or the firm These

are polarizing issues. It's very tenpting to say
well, let's split the difference by naking sure
that at | east the consuner is well informed in

advance about what's going on.

Let them choose the site based on the
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jurisdiction. If they don't |like the
jurisdiction they won't shop there. |If they
don't like the liability policy, they can choose
not to shop there, and | can agree with that
position in many cases. However, we need to
recogni ze that based on our study we are a |ong
way from providing consuners with the kind of

i nformati on where they can select sites based on
their policies in these various domains, and that
shoul d be as Mark pointed out a m ni num goal for
consuner protection, to give consuners the
information they need to select sites based on
the quality of their practices on security,
delivery, refund policy, jurisdiction and etc.
Thank you.

HUGH STEVENSON: Okay, we're going to |
think take a break in just a nonent. As the
prof essor nmentioned, there's also an FTC web
study that we did that we're going to tal k about
this afternoon in the context of the core
protection and we'll talk about the findings
we've had there in that sanple of websites both
foreign and donestic. |It's about five after
11: 00. Way don't we aimto reconvene at about

twenty past 11.00. Thanks.
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(Recess taken at 11:07 a.m Conference
resuned at 11:28 a.m)

HUGH STEVENSON: | think we're ready to
get started again, but before turning to the
i ndustry perspective there are a couple of slides
| just wanted put up follow ng on the consuner
protection discussion that we just had concl uded,
and these are just a few slides sort of
suggestive of the trends we're seeing in terns of
consuner conplaint data that we receive at the
Federal Trade Comm ssion, and the Federal Trade
Comm ssion together with National Association of
the Trades Ceneral and various private and public
partners in the United States and Canada has
sonet hing cal |l ed Consuner Sentinel, which
coll ects data on consumer problens especially
related to consuner fraud, and this first slide
states what was probably fairly obvious to a | ot
of people that there is a significant rise in the
nunmber of conplaints that we receive that are
related in some way to the internet and to
internet transactions, and this can cover a whol e
broad array of different things, but it is a
trend that we' ve seen especially in the past

couple of years with the increase in this as the
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percent age of what we are see out there and what
our partners are there out there.

This is a slide of conbined data of the
program various data contributors to that
project. The next slide is one that's suggestive
in ternms of |ooking at the trend towards cross
border transactions and conpl ai nts about cross
board transactions that we're seeing. The vast
majority so far of the cross border conplaints we
recei ved have been either U S. consuners about
Canadi an conpani es or Canadi an consuners about
U.S. conpani es.

A lot of that has been tel emarketing
and direct mail and lottery related, but we are
now starting to see conplaints comng fromfar
and wi de. The nunbers are still small, but the
pattern is we believe energing, and here we see
for exanple foreign consuner conplaints that
we' ve received through at our website, we now
have a web conplaint formwhere we take
conplaints and they can be entered by anyone, and
we have started to receive conplaints froma
variety of |ocations as you can see, and then the
next slide is conplaints fromU.S. consuners

about foreign conpanies, and there's a simlar
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pattern that we see there in the | ocations which
are now nore various than probably we have
typically seen before.

There are a couple of other just
announcenents I'd i ke to make. First, we'd |like
to thank Comrercenet for breakfast. W really
appreciate that, and we'd |like to thank Yahoo and
Broadcast.com for the web audi ocast of this
proceedi ng so that nore people can participate.
Wth that -- oh, and we received a question which
was could you post the transcript of the
proceedi ngs on the web, and indeed we do plan to
do that once we've got it so that people can al so
ook at it there. Wth that we will turn to the
i ndustry busi ness perspectives and what it's |ike
to do business in this environnent.

W'd really like to thank the industry
participants who are joining us and are willing
to tal k about their experiences and what they
have | earned from what they've done. Qur first
speaker is Brad Handl er, who's associ ate general
counsel for eBay, and eBay is a conpany famliar
to a lot of people I'"'m sure here and probably
you' re aware they've taken a nunber of

initiatives to i ncrease consunmer confidence, and
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| believe one of our earlier speakers in fact
alluded to that and we are very interested to

hear their perspective on it.
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PRESENTATI ON BY BRAD HANDLER

MR. HANDLER: Thanks very nuch. 1[I'd
i ke to begin by thanking the Federal Trade
Comm ssion for posting this workshop and inviting
me to speak and give an industry perspective on
what we see happening in our trends in particular
W th consumer protection, and in addition to
associ ate general counsel as ny day job |I'm al so
the director of our public policy initiatives and
| relish the opportunity to sit here with all of
the other fol ks today and present our information
in an informed dialogue to try and make sure that
we maintain the United States and our industry as
a place where consuners are able to get the best
products at the best possible prices with the
maxi mum anount of servi ce.

So with that let nme begin. |'mgoing
to start today and go over three basic itens.
First 1'mgoing to do a little background on eBay
and how eBay wor ks, just nake sure that everyone
is famliar with our nodel. Then we're going to
talk alittle bit about consuner protection and
how we deal wi th consuner protection on our

site. Then a brief discussion of howif that
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doesn't work we facilitate fraud reporting and

foll owup through any types of fraud which are

perpetrated, and then hopefully | eave sone tine
for questions.

So what is eBay? Wwen | started two
years ago eBay | would ask that question and I'd
say how many peopl e have heard of eBay in the
room and so if ny nomwas there she would raise
her hand and that woul d be about it. So now when
| ask the question how nmany peopl e have heard of
eBay we have a much greater response, so | won't
make anybody in the hot roomtell ne that they' ve
heard of eBay, but I wll say that we have
enjoyed along with the rest of the internet space
tremendous growh in the | ast couple of years,
and with that growth cones added responsibility
and with that responsibility comes increased
consuner protection initiatives, and that's what
we're going to tal k about today.

But at its core eBay's mssion is as
the world's | argest person to person trading
environnent to facility trade between
i ndi vi dual s, and so one of the things to think
about as we explore how one begins to nonitor and

assess global commerce is to renenber that it's
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not just businesses selling to consuners. |It's
consuners that are selling to consuners.

| ndi vi dual s can now be buyers and sellers
anywhere in the world at any point in time, and
to put alittle bit of flavor on that, if you

| ook at our last reports, our last quarterly
reports, you see we're on an annual run rate for
2.2 billion dollars worth of gross nerchandi se
commer ce, which makes us by far the | argest
e-commerce site on the net.

So that's a lot of comrerce that's done
by individuals to individuals. So what are we
not? That seens to be easier to describe to
folks initially, and we are not an auction
merchant. eBay holds no inventory. eBay
controls no part of the transaction once the
price has been set for the auction nmechani sm
What eBay does is allowindividuals to connect
with one another in an efficient narketplace to
achi eve the breast price for the seller and the
best price for the buyer, and we do that by
m nim zing transaction costs and | owering
over head.

The difference between eBay and a

website that sells books or CD s or video tapes
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IS every transaction in the eBay environnent is a
personal transaction between individuals, and

t hat personal touch often tines is what hel ps
peopl e resolve difficulties and issues further on
in the transaction. So this is what eBay | ooks
i ke when you get to the hone page, and nost
people in ny conpany when they give presentations
update this slide.

| update this slide once a year. This
was | ast updated last August. |If you look in the
upper right-hand corner it says there were
620,000 itens for sale. | checked it this
nmorning. There were 2.2 mllion itens for sale
on eBay, so in ten nonths that's a four fold
i ncrease denonstrating growh that has never
bef ore been witnessed on this type of a scale for
busi nesses in the history of conmmerce.

This type of growth is not unique just
to eBay. Al of the internet conmerce conpanies
are experiencing very simlar gromh as users
adopt and adapt to the benefits that are
avai lable to themon-1line, but what is the hone
page tell consumers? It tells consuners if you
| ook in the lower right-hand corner where | use

the spotlight, we highlight information about our
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i ndi vidual users that 1'll talk about later in
sonmet hing called a feedback format, but you can
see that on the hone page there's access to
information on our site map, there's access to
all types of information within a single click,
and bel ow the bottom which is cut off on the
slide, you would see that if you went to our
actual hone page is our user agreenent and our
privacy policy on the home page along w th our
trust detail and our BBB On-Line so all of those
are avail abl e on our hone page with easy access
for consuners.

W're also a worl dwi de comunity.
We've recently started both our Canadi an and our
United Kingdomsites, which are in |oca
currency, they have |local content, and they all ow
searching for local information. This is just
t he begi nning of eBay's planned international
roll out where you wll begin to see over the
next com ng nonth eBay specific sites rolled out
in major countries around the world, all of them
with the ability to search locally so you can
find consuners within your own jurisdiction if
you're nore confortable that way, or if you want

to search the entire global, if you wanted to
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search our entire gl obal database you'll have
that availability as well. You'll also be able
to search particular countries.

So what does it look like if you're
searching for sonething? W're back into
basebal| season, so if you wanted to |l ook for a
Mark McGM re comi ¢ book you would type McGnaire
and you would find in this particular search that
there were over 2,000 itenms. You would click on
the highlighted one in red and you woul d get a
slide like this that gives you the pertinent
details about this particular piece.

There's a picture, it tells you who the
seller is, who the high bidder is, what the bids
are, how many peopl e have bid and where this
i ndi vidual lives, and there's a description.

Now, in an on-line world one of the first things
that occurred to our founders Pierre Mediar when
he was designing this long ago in internet days,
not even four years ago, was that in a

di si nternedi at ed envi ronnent where you have
individuals in different parts of the country or
i ndeed different parts of the world, how do you
know that the person you're dealing with is

trustworthy and honest?
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How do you build the reputation that
you had in small town America when you used to be
able to go into the corner store and everyone
woul d know you? And Pierre solved that problem
with the feedback formwhich you'll see on the
very next page which you get by clicking on the
nunber 899 or the nunber next to any seller.
This feedback is feedback that is |isted from
i ndi vidual s who have dealt with this particular
seller, and it lists their inpression of the
transaction with that individual

So this reputational feedback system
travels with this user wherever they go
t hroughout the system and this is a very
critical piece in determ ning whether or not you
want to deal with soneone on the site. It builds
your reputation. So people ask how then as an
i nternet conpany do you nmake noney, because we
were the first profitable internet conpany and
still one of the only profitable internet
conpani es.

It's a very sinple fee structure based
here in U S. dollars, it's a sinple fee to |ist
your item below the two dollars, usually 25

cents, and then the transaction fee i s based on
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the final price of the item Consuner
protection, with this vast anount of commerce
that's going through our site and 2.2 mllion
itens that are on the site for three, five, or
seven days, so if you go next week and | ook at
the site there will 2.2 or 2.3 mllions and
they're all brand new itens.

So with this vast nunber of
transactions, how do we insure that the comrerce
t hat takes place between individuals is good
commer ce and not bad conmmerce, that people on
both ends of the transaction are happy, and we do
t hat through our consunmer protection initiatives
that 1'mgoing to discuss briefly. Safe Harbor,
whi ch is our baseline consuner protection
initiative, there's the feedback forum which
just discussed, our privacy policy, and then
t hrough an abundance of third party services
i ncl udi ng escrow aut henti cati on i nsurance and
identify verification.

Saf e Harbor. Safe Harbor is our
junping point to all of the consunmer protection
information within the eBay site. Safe Harbor is
a dedi cated team of custoner support

prof essionals that are avail able 24 hours a day,
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seven days a week to address conplaints and

i ssues that consuners have, either issues with
eBay specifically or issues with other sellers or
how to use the site.

The feedback forum which | just
di scussed hears information about how do we
f eedback, what the little colors nmean on the side
which | get asked often, and also howto |ink
your feedback to a particular transaction,
because that's a real critical piece of making
t he feedback forum val uable is making sure that
t he people that | eave those comments were
actually engaged in a transaction with the other
party, and you see that through a |inkage on each
and every feedback profile that's left.

If it was involved in a transaction if
you click on the nunber next to it you'll see the
actual good or service that sonebody purchased.
Next is our privacy policies, and now I
understand there is an entire session dedicated
to that. Let me briefly tell you what we have
evol ved here in privacy, because a | ot of people
| ose sight of the fact that there is a fine line
bet ween privacy and anonymty on the one hand and

fraud prevention on other. They are nutual
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excl usive. You cannot have conpl ete anonymty
and nmai ntain a one hundred percent fraud free
site. It's inpossible to do.

So what sites have to do, and they have
to do it in a way that best matches their
busi ness nodel, is they have to be able to
i nnovate effectively and create a privacy policy
that protects consuners yet neets the needs of
their business, and | would submt that the only
way for us to effectively do that is to allow
sel f-regul ati on, which the industry has begun to
do, and through recent surveys is denonstrated
occurs in at |least 95 percent of the major
websites that are visited, and I'"'mgoing to talk
about that a little bit nore later, but briefly
let me tell you that the keys for us are a
di scl osure of what information is sel ected, being
i nvol ved in organi zations such as the On-line
Privacy Alliance, BBB On-Line and Trustee telling
i ndi vidual s how to use their information, giving
i ndi vidual s access to all of the information we
have about them and a choice on how we use that
i nformation, and maeking sure that if individuals
come onto our site and you search persona

information for sonme ot her purpose, we have gone

For The Record, Inc.
(301) 870-8025



116

after those individuals through legal renedies to
try and resol ve those issues on behalf of our
menbers.

Now, |'ve put this slide in here and I
think that it was funny that the gentleman from
Lycos was tal king about all of the boiler plate
| egal ese that goes up on these sites that he
doesn't believe anyone is going to read. | won't
comrent on how Lycos views the information that
they put up on their site, but I can tell you
that when | wote our privacy policy, a large
concern for nme was whet her or not people woul d
understand it, and what | did and |I've al ready
mentioned ny nmomin the speech once, so if she's
wat ching on the net, hi Mom | sent nmy nom our
privacy policy, and she sent it back to ne and
said, "Well, | kind of understand it but could
you make it a little bit sinpler?”

So we did it again and | sent it back
to her and she said, "It seens to ne you're
collecting an awful ot of information. Wy
don't you just tell me what information you
coll ect and who has access to it,"” and there's ny
mom s chart, which is part of our concept for

privacy, so you can see exactly who has access to
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all of the information we collect in an easy to
read graphical format that was an innovation
driven by what our users, nanely in this instance
my nom and those are the types of innovations
which we're free to do here.

Sadly |1've already been told by sone of
our local counsel in Europe that this is not an
appropriate way to display the treat we put up
our privacy information and we have to change it
in certain countries. | personally find that a
l[ittle bit disturbing. | won't coment on how ny
mom feels. Escrow, we find escrowto be a very
i nportant nmeans of insuring transactions that are
greater than $200, and so what we've done is
we've integrated a third party naned |-Escrow,
and we have created |Iinks back and forth that
popul ate informati on on transacti ons over $200 so
i ndividuals can easily use the system

The reason we do it at over $200 is
because we provide no cost insurance which I']I
talk about in a mnute for under $200, but an
interesting thing to realize is everybody sets
their sights on whether or not sonething has to
be regulated. It took us over one year to

conpletely integrate |I-Escrow into our site.
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VWhy? Because in the state in which |-Escrow was
i ncorporated they had escrow | aws on the books
whi ch had not been updated that required physical
signatures that required what were called good
funds, in other words no credit cards.

So they weren't able to get a license
in the state in which they were dom cil ed, which
made theman ill egal escrow operator if actually
turned the switch on, and so to get around that
probl emthey had to reincorporate and nove to
another state while we tried to fix regul ations
whi ch didn't anticipate how quickly and fast the
i nternet changes and how the business dynamic is
no | onger the sane business reality of the
1930's, 40's and 50's.

So as in this conversation and
t hroughout the rest of today people begin to
t hi nk about whether or not regulation is the way
to move. 1'd like everyone to think about
| - Escrow and the trouble that I-Escrow had
becom ng our partner in order to get licensed in
that state, because for a year we were unable to
integrate this very inportant consumer protection
into our site based on regul atory schenes.

Aut hentication. How do you know t hat
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what you're buying is what sonebody says it is,
and so we've entered into a nunber of
partnerships with third party providers who for a
small fee will authenticate itens that are up for
auction. Authentication is an increasingly
i nportant avenue for |arger priced goods, and we
find it to be extrenely val uable and we believe
that our users do as well. It's inportant to
realize that is not authentication of an end
user, which I'"'mgoing to talk about in a little
bit.

Next we have insurance. eBay being the
i nnovat or and the creator of on-line person to
person auctions was faced wth an issue, how do
we nmake people realize that engaging in
transactions in an environnent where you don't
know either party is safe, and we did that by
being the first conpany to introduce no cost
i nsurance, and insurance that we now carry for
any eBay transaction is at no cost to buyer or
seller. Each transaction is insured at $200 with
a $25 deductible. W are now able to offer this
i nsurance for all of our consuners worldw de, and
one interesting note is that since we were the

innovator in this and we had to go out and find a
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conpany that was willing to take the risk of
i nsuring, they canme and | ooked through all of our
records of all of our reported transactions that
had gone bad and all of our fraud that had been
reported, and they neasured it agai nst what they
see in other industries, and we were able to find
an insurer, Lloyd s of London, that was wlling
to take that risk, so this is not a conpany that
is newto the field of risk. W have done an
awful 1ot of study, and as | think other people
will talk about later in the presentations,
on-line commerce is an incredibly safe way to
trade.

Identity verification. How do you know
t hat sonmeone is who they say they are? Everybody
is famliar with the New Yorker cartoon on the
i nternet nobody knows you're a dog, and so at an
auction site or e-commerce site how do you know
who the person on the other end of the line is?
We have created a systemcreated the eBay
verified where for a small additional fee our
users are able to provide additional bits of
information that are collated to the information
that they've already given us, and we use a

partner Equifact to do this.

For The Record, Inc.
(301) 870-8025



121

And what we do is we ask additiona
questions based on this person's credit history
or credit profile through a series of multiple
choi ce questions, and if they get the questions
right then they get the verified seal, so you
have a better sense that this person is who they
really say they are. An interesting note |ike |
tal ked about earlier about our inability to
provide certain things |like a privacy appendi x as
being conpliant in the field, is we're |earning
now t hat we are unable to provide this service at
this time to anyone outside the United States
because of the privacy laws in other countries
which forbid this type of use, which is a benefit
for consuners but yet we are not allowed to add
this in our arsenal of weapons to prevent fraud
to consuners outside the United States.

So that's what we do on the front
[ine. Wat happens when there is a bad
transaction and sonmeone is defrauded? W have
several itens that we go through and the nost
useful is our fraud conplaint formwhich is the
link into our insurance. It's a process where a
user initiates a conplaint. They do that by

filling out a formthat I'll show you in a
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second. The form hel ps distinguish through a
series of Al questions exactly what went wong in
the transaction and provides the consuner wth
information tailored to the type of bad
transaction that they were in.

An e-mail is sent to both parties, a
confirmng one to the person who | odged the
conplaint and one to the person who the conpl aint
has been | odged against. This on-line
communi cation facilitates comruni cati on between
users because we see an astoundi ng nunber of
initiated conplaints resolved by the tine that
communi cation gets goi ng agai n between the
parties, and there is a 30-day cooling off period
to make sure that the parties have an opportunity
to try and work it out, and if that doesn't
resolve the problemthen the claimis filed with
Ll oyd' s.

In additi on we have been working with a
third party nediation service on a trial basis
whi ch has al so hel ped significantly in defusing a
| ot of bad transactions, because in the end
unl ess soneone is really intent on being a bad
actor, we can normally clear up al nost every

single conplaint that conmes through. This is
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what the system | ooks like. | understand that
you guys can't actually see it, but it's there.

You file a conplaint or view a
conplaint, and then this is the beginning of the
Al system where you can see how there are a
series of questions that are asked, and then at
the end you end up getting a clai mnunber, and
that clai mnunber is your guide to com ng back
on-line and finding out if there's been a
response fromthe party who the conplaint was
| odged against, and it's also your key to the
Ll oyd's of London clainms process, so it's very
inmportant that fol ks finish the systemand we
gi ve people an awful lot of information on that,
and now | would throw it over to Hugh for
gquesti ons.

HUGH STEVENSON: Thank you very much.
Qur next speaker is Peter Harter. |'mnot sure
t hough if he's here.

MR. HANDLER: He's not here.

HUGH STEVENSON: He's not here, okay.
Then we'll go to Charles Prescott, who is vice
presi dent of international business devel opnent
and gl obal affairs for the Direct Mrketing

Associ ation, and the DVA represents a variety of
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busi nesses of varying sizes involved in various
ki nds of |ines of business, and he is here to

of fer that perspective.
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PRESENTATI ON BY CHARLES PRESCOTT

MR. PRESCOTT: Thank you. | think
shoul d start by remarki ng how eBay has changed
t he nmeani ng of the word "Mom & Pop Shop"
significantly. The DVA is the world's | argest
association of direct and interactive marketing
conpani es. W have 4, 600 nenber conpani es across
as Hugh has said all industry sectors, including
nonprofits and governnment agency, and we include
al so some 500 non-U.S. nmenbers from 53 nations
around the world, including many maj or post al
systens as well as a |l arge nenbership of internet
based professionals and busi nesses through our
subsidiary and association for interactive
mar keting and the Internet Alliance.

Qur nenbers are in the business of
bui | di ng | ong-term custonmer focused one to one
relationships. As WII Curman described the
process it works quite well. He described it
extrenely well of finding customers, offering
themthe right product at the right price to the
right person, and maintaining their loyalty. The
goal is the sane across all nedia off-1ine and

on-line, and |I apol ogi ze, sooner or later | wll
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| earn not to put black type on a bl ue
backgr ound.

That is a quotation from Seth Gode, the
founder of Yoyo-Di, who has referred to the
internet as direct marketing on steroids. It is
our view that for direct marketing, and
especially electronic comerce to thrive either
donestically or globally there nust be three
things. Ease of use, let's carry on, ubiquity,
and trust. Now, ease of use, which you can't
see, and ubiquity, which you can't see, are
t echnol ogi cal and econom c issues, and the |ast,
trust, is the result of a conplex interplay of
consuner experience and busi ness confidence and
i ndustry devel opnent .

There is no software for that, and for
gl obal electronic comrerce to thrive that trust
must be shared by consuners and ny own experience
has shown ne and | will share with you
anecdotal |y busi nesses. W believe good busi ness
will thrive with direct marketing techni ques by
doing well, what is good for the consuner is good
for business because mai ntenance for the
| ong-termrel ati onship produces the nost val ue

for both parties.
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Now, direct marketing in any nedium be
it mil, television, radio, or electronic
comerce is a discipline of nunbers and results.
It is intensely experiential and fact based,
which is why | was absolutely fascinated by
Prof essor Mayer's presentation. Facts are
critical to us. Direct marketers generally find
t hat people do not do what they say they do.
Peopl e do what they do, and the discipline of
direct marketing is based on that sinple truth.

Qur recent survey of our nenbership's
i nvol venent in electronic commerce and our
research departnent's review of other data has
provi ded us sone food for thought and I'd like to
share sone of that information with you. For
exanpl e, a recent survey of 2,400 internet users
by Geenfield Central found that nearly 75
percent of those users had nmade a purchase in the
| ast six nonths, and over 50 percent have done so
three or nore tinmes, and Tel equest Information
G oup found simlar nunbers with 56 mllion
peopl e, or nearly 70 percent of the on-Iline
popul ati on, making a purchase in the first
gquarter of this year alone.

O course, as Secretary Dal ey noted
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this is but 1 percent of retail trade in Anmerica,
but it is growing and we all see the trend.

Anot her exanpl e, our electronic nedia survey of
our menbershi p was conducted in January of this
year, a big year, and discovered the follow ng.
95 percent of our nenbers maintain websites, up
from 87 percent |ast year. 52 percent conduct
sales at the those sites, up from 43 percent the
year before, and 49 percent of those conducting
sal es are doing so profitably.

O those websites were 43 percent who
did not conduct sales, they use those
predom nantly to generate marketing | eads and for
brandi ng purposes. In addition we discovered
that 51 percent of the respondents conduct
busi ness with donestic custonmers only. Be they B
to Bor Bto C 46 percent do busi ness
donestically and internationally, again primarily
Bto B and also Bto C.

There is twice as nuch electronic
commerce in the business to business field as
busi ness to commerce, business to consuner 10
percent on nedi an versus 5 percent on nedi an, and
the top markets cited for both business to

busi ness and busi ness to consuner are Canada, the
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UK, Europe generally, and then Japan, and 11
percent of our menbers will not accept orders
internationally on their websites where they
accept orders.

In all honesty we don't know the
reasons why for any of these nunbers. W can
guess. The nunber of Anericans purchasing
on-1ine woul d suggest but not prove that the
trust and security issues appear to be receding
in inmportance. The business to business nunber
is nost explainable. There are nore conputers in
t he busi ness to business environnent, it has been
nmore qui ckly accepted, and many conpani es are
nmovi ng by conpany policy to dealing with their
busi ness custoners in that nedium

The markets are understandable, that is
where the economic activity is. O course we're
here to tal k about consuner protection and trust,
and the DVA has worked and will continue to work
to help further build trust and to foster the
best practices in the industry. W have been a
| eader in devel opnent of self-regulatory
prograns, many of which we are adapting for
el ectroni c commerce and many of which are being

bot h adopted and adapted by other DVA' s around
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t he worl d.

For exanpl e, our consuner |ine program
previously called the Mail Order Action Line,
provi des a neans for consuners to elicit our help
inresolving their difficulties with distant
selling conpanies. This has been duplicated in
the UK, Germany and Japan and el sewhere. W are
now est abl i shing a mechani smthrough the
I nternational Federation of Direct Mrketing
Associ ations, which is an association of thirty
national direct marketing associations to provide
t he sane service across borders.

Wil e the program cannot prevent fraud
it does provide a detection device, and we comm t
oursel ves through the associations to refer
evi dence of fraud to our |ocal enforcenent
authorities, and it does result in resolving
numer ous conmon custonmer service probl ens which
often result as noted from m sunder st andi ngs,
| anguage difficulties, and inevitably system
failures because direct marketing and fulfill nent
i nvol ve many, many different kinds of systens,
and any |ink can break.

Bui | ding on our experience with our

mai | preference and tel ephone preference
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services, both of which we now offer on the

i nternational basis where the data protection
conmmi ssioners in Europe wll cooperate, we are
devel oping a globally available e-mail preference
service. This wll permt any consuner or donmain
to register their desire not to receive
unsolicited comercial e-mail offers. W've
invited all DMA's worldwide to link to our site
and to provide a |local |anguage front door to the
system

W we've also translated the site into
a nunber of languages. | invite you to visit it.
You will need a user nane, which is DVA, how
clever of us, and a password EMPS, but w thout
the dash. It is at ww e-nps.org. The DVA
bel i eves that the nechani smof unsolicited
commercial e-mail should at |east be preserved
and protected for reputable conpanies to use
because it has not yet been disproved that this
is not a valuable conmercial device.

Finally we have had a code of on-line
busi ness practices for over a year. It is
contained in our ethical guidelines and we're
delighted to hear that BBB On-Line is al so

devel oping the code. Finally I have had nunerous
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conversations with industry nenbers over the | ast
few nonths in the U S., Europe, and South
Anerica, | travel quite a bit, and fromthose
conversations |I've drawn a few tentative
conclusions, and | admt in all humlity that
t hese are anecdotal and | present them as such.

First, brands matter. Well known
brands with reputations of reliability are doing
very well on the web. Trust in this conpany does
count. Second, growth of e-commerce around the
worl d as noted el sewhere is hindered nore by | ack
of infrastructure. Tel ephones, personal conputer
penetrations, credit card and ot her paynent
mechani sm adapt ati ons and direct marketing skills
than by any other reason. For exanple, Brazi
has 61 tel ephones per 1,000 popul ation. The
United States has 700, in excess of 700
t el ephones per 1, 000 popul ati on.

The average incone of the Brazilian
resident is about the price of a personal
conputer in the United States, the average annual
inconme. Costs are a significant problem An
hour of internet connection time in Germany costs
about $4, in Brazil $21, and these prices vary

wi dely around the world, although they are com ng
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down in countries where the tel ephone systens
have been noderni zed.

Now, | eaving aside products that can be

digitally delivered, the backbone of the process
are packagi ng and delivering physical products
internationally is daunting, and Professor
Mayer's survey has uncovered a few of those.
Thi s di scourages e-comrerce and especially
international e-commerce in the sanme way it
di scourages international direct marketing
Conmer ce.

A frequent remark | hear from ny
menbers here in the U S is that, "W want to get
the systemworking here first. Then we'll battle
the international logistics.” So while direct
mar keters may venture on-line with | ogistical
systens in place, and they have an advant age over
busi nesses | acking those skills, both are equally
di sadvant aged when attenpting to deliver products
abroad. There are for exanple what | cal
nontrade barriers. For the nost part | don't
mean those in the Wrld Trade Organi zati on sense,
but there are obstacles to direct marketers who
are reluctant to venture into the nultinational

environnent, off-line or on-Iline.
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A few exanples are restrictions on
pronoti onal devices such as rebates or discounts
or premuns or gifts, pronotional devices such as
sweepstakes. | will not touch on that. |[If you
stunbl e on one of these in say Gernmany or
Switzerland or Japan or Scandi navia, you can
expose yourself to significant |awsuits from
government, conpetitors, and consuners. Second,
custons forns and duties in val ue added tax
levies, with respect to custonms and duties the
failure to observe formalities can delay or even
prevent delivery, and |I'mwondering if that was
not a factor in Professor Mayer's study.

Oten you conpletely | ose the product.
| just suffered this in Brazil where four of six
boxes with materials I was sending to a direct
mar keti ng conference arrive, the other two did
not, will not be sent back to nme. They nust
either be cleared or be destroyed. The problem
was there a wong formon one box and an
incorrect value to high value was put on the
ot her box. There is no way to resolve that at a
di stance and | nust hire a | ocal custons broker
at a fee that nmakes it unrealistic to resolve.

Duti es and VAT |levies are often
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incredibly difficult and tinme consumng to
determ ne. They're sonetinmes changed w t hout
notice. They're not published clearly, and
transparently. Even large multinationals who

i mport and expert materials around the world on a
daily basis find this subject an extrenely costly
and vexing one, and they have very often | arge
staffs devoted to dealing with these issues.

How you classify a wistwatch that is
digital, analog, plastic strap, |eather strap,
you nane it, will determne the duty on that
item and that's just a wistwatch. Small
conpani es nust indeed died rely on the goodw ||
of their custoners overseas in their know edge
that they have to pay these fees. It would be |
think a great disincentive for e-comrerce growth
to put the calculation or collection
responsibilities for these on a marketer,
especially a small nmarketer unless sone sort of
technol ogical fix can be found.

Most experienced consunmers in an
i nternational environnment who deal
internationally and who have perhaps travel ed
abroad know that they have sone of these

responsibilities and we know this from our
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Anmerican nmenbers who marketed to Canada where
Canadi an custoners are quite accustoned to having
to pay a provisional sales tax on delivery of a
package fromthe United States.

There are product restrictions from
country to country. In Europe you may not send
in wearing apparel that contains certain flanme
retardants that are very commonly used here.

W' ve got nenbers who need to nanufacture
especially for that market. The U S. is not
imune to this by any neans. W have | abeling
requi renents on a |l ot of products which are

i nconsistent with other countries. |'msurprised
you got your chanpagne, Professor Mayer. [|'m
told that you cannot inport w ne through the
mai |l . Maybe |I'm m sinf or ned.

Who knows? You can order wine on the
internet and have it delivered from California,
but I was told not from France.

Congratul ations. As | said, packaging and

| abel ing requirenents that differ dramatically,
dual | abels required for Europe. There is a

di spute as to whether or not that will be netric
only in the future. Warning | abels differ from

country to country. Then there are of course
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huge cultural differences that are a marketing,
chal | enge but they sonetines result in changes
that could be called consuner protection issues.
You noted that in Scandi navia and
Cermany COD was a commopn paynent nechani sm and
that's fostered by the postal systens who
actually carry and exploit with their general
systens and they encourage that. One of the
i ssues on that, and we're glad to focus on that
is that German consuners very often are known to
return up to 60 percent of the products they
ordered because of shop closing hours, especially
cl othing buyers will buy three or four colors and
sizes of an item keep the one you want, and send
the rest back. This makes by the way for a
| ogi stical nightmare if you' re dealing in those
product s.
There's al so sone evidence that again
assure you this is an anecdote, there is sone
evi dence that conpanies live in awareness that
laws may be different over there, restrict their
i nternational business offers. Several conpanies
have been nentioned to ne. They're reluctant to
accept orders from overseas out of what | cal

the L.L. Bean Syndronme. L.L. Bean is involved in
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l[itigation in Germany where its lifetine
guarantee of a product has been chal | enged under
German anticonpetition | aw

That know edge has frustrated sone
mar keters here who would like to sell into
Cermany and they are now reluctant to do that,
and then finally another anecdote, and perhaps
Prof essor Mayer's data can be turned to here if
this is correct, the general counsel of the
Swedi sh Direct Marketing Association asserted to
me quite strongly over coffee |I assure you | ast
month that fully 95 percent of their menbers with
consuner directed websites refused to fulfill
orders from outsi de Sweden because of the Rone
Convention which was nentioned in the Norwegi an
subm ssion and in Professor Swaro's subm ssion.
The Rone Convention submts a seller in the
jurisdictions which have signed the Rone
Convention to the jurisdiction of the courts
where the consuner resides, and apparently
Swedi sh marketers are finding it difficult and
unconfortable to | earn the consunmer protection
rul es el sewhere and are not sure of their
l[iability exposure, and they're very reluctant to

find thensel ves involved in litigation in sone
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prettily litigious places.

| will tell you that in Germany and the
Net her| ands consuners are very, very quick to go
to quite user friendly courts. Now, from al
this | would suggest there are a nunber of
concl usions and these are for consideration and
di scussion. | think business accepts that the
off-line rules such as Section 5 of the FTC Act
and the Mail Order Rule apply on-line, and that
they apply to international orders if you're
doi ng business here in the United States.

For substantive | aw purposes it seens
to me the starting point should be for discussion
that there should be no discrimnation anong the
nmedi a, tel ephone, nmail, and el ectronic comerce.
Busi ness and governnent are still |earning about
this. W all know that. New and different best
practices are developing and will continue to
devel op. We have seen that denonstrated with
eBay.

Attenpts to dictate particular
practices in this medium| do not think will be
very protective, but they could restrict to
mut ual Iy beneficial experinmentation. For

exanple, a three click rule for contracting has
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been suggested. W have one nenber who enploys a
six click rule to confirmto place, to confirm
this, to confirmthat, by the way aren't you
sure, are you sure that you weren't thinking of
this particular product, no, |ook here, all the
way down to by the way, if you click again the
deal is done, if you don't want it hit the back
bar and so on and so forth.

He's finding sone consuner reluctance
to deal with that. He gets e-mails objecting to
the |l engthy process. At sone point who knows,
the market may fixate two or one or even eight
clicks, and we need to let that work itself out.
So dictating various access to the contracting
practice will hinder that ability to consuners to
signal to sellers what is optinmal.

Busi ness associ ations are working nore
qui ckly than ever before to formul ate
international self-regulatory prograns and trust
bui Il ding and protection delivery prograns. These
like the internet as a commercial nediumare
still a work in progress and will be for sone
time. The ICCis very active in this area. The
Confederation of British Industry, the UK Direct

Mar ket i ng Associ ation, many associ ati ons around
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the world, including Japan, Japan Direct

Mar ket i ng Associ ation and UP are pronul gating
consuner protection rules for the on-line world,
it's very interesting.

Hi story should not be forgotten. Ten
years ago 80 to 90 percent of all catal og orders
were sent in by mail. Now, part, not all of
that, was concern about revealing your credit
card nunber over the phone, and another aspect in
there was toll free nunbers becane nore popul ar,
but neverthel ess there was a security concern.
Now i n many nmj or conpani es 90 percent of their
orders are taken over the tel ephone and consuners
willingly tell conpanies their credit card
nunbers.

They not only tell themtheir credit
card nunbers. Consumers now expect conpanies
that they deal with regularly to know their
credit card nunbers and sonetines get a bit testy
if you ask themfor it again. You have to
explain you don't keep it on file for to protect
you, and sone custoners say don't protect ne,
keep it on file, | want to save tine. Finally,
subj ecting conpanies to a diversity of nationa

jurisdictions through sonmething |like a country of
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destination rule as under the Rone Convention may
not protect consumners.

Its greater result may be to di scourage
t he devel opnent of international choices for
consuners as websites refuse to accept foreign
orders. Also ny experience as a |legal aid | awer
sone years ago and nine years | spent as a smal
clainms court arbitrator in New York City showed
me that it is the rare consunmer who has the
patience and tinme to get a snmall clains court
j udgnment issued in Brooklyn enforced even in the
Br onx.

Forget Buffalo, and Berlin is
absolutely out of the question. So creating
causes of action for things like this in foreign
jurisdictions may not get us very far. It may
make us feel better, but | don't think it wll
provide real effective relief. Finally, | think
consuner education canpai gns, neetings like this,
i nternational cooperation and fact sharing anong
busi ness and consuner groups and gover nnment
authorities can only be fruitful. Cautionis
desirable for we are all on a frontier here. W
shoul d be cogni zant that we're building a

foundati on and we hope it will enhance the
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| andscape and not scar it permanently. Thank
you.

HUGH STEVENSON: Thank you very much
for that presentation. W are about ready to
nmove on to the | aw enforcenent perspective.

Since we're doing reasonably well for time |
wondered if any of the panel participants here
had any questions for each other or if the

comm ssioners had any questions, we mght take
those at this tinme. |If you can just turn your
head si deways, actually Comm ssioner Thonpson has
a question.

COWMM SSI ONER THOWPSON:  Sure. |'m just
wondering fromnot only fromfol ks we just heard
from but sone people we heard fromearlier this
nmorning, to what extent are you encouragi ng or
seeing a greater consuner interest in alternative
di spute resol uti on nechani sns?

HUGH STEVENSON. Brad, do you have a --

BRAD HANDLER: | can tell you
Comm ssioner, that for eBay we have vested
interest in making sure that all of the
transactions which take place on our site are
happy transactions for both parties and as such

we instituted a pilot program for nediation and
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di spute resolution this spring, and the person in
charge of that actually wll be presenting

later. | don't know what kind of statistics
he'll give you, but | can tell you that from our
side it was incredibly useful for the people that
used that nmechani sm because it gave individual
buyers and sellers an independent third party to
listen to what their problemwas, because it
doesn't do us, eBay, any good to try and nedi ate
a di spute because the buyer and the seller both
think you' re taking the other person's side, so |
thi nk that an independent third party dispute
mechanismis a solution to that.

CHARLES PRESCOTT: W have a particul ar
exchange with that, although our consumer line is
a formof alternate dispute resolution, it needs
to be better known and nore wi dely used. Many
di sagreenents if you will or conplaints by
consuners agai nst our nenbers tend to result from
m sunder st andi ng and communi cati on breakdown.
Sonetimes systens failure or we're very sorry,

t he guy who handles that is on vacation for two
weeks, and the consuner is rightly concerned
about that.

In this environnent, |I'd like to
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suggest that one needs to take a | ook at consuner
protection nmechanisns in Europe. Wen you talk
about alternative dispute resolution, in many

Eur opean countries the consunmer onbudsman, for
exanpl e in Scandi navia or the other governnent
agencies in other countries take what | would
call a nore sort of retail activity on behal f of
consuners on the individual cases because they
have the staffs and the budgets in the countries
that are smaller.

In France, the DGCC, which is the,
can't help but renenber the French nanme, consuner
or sonething like that, wll actually handle
specific conplaints fromconsuners agai nst a
specific conpany. They will send an officer over
to the conpany to resolve it. The UK of course
has | egal services publicly funded, and consuner
groups in Germany have standing to file actions
on behalf of particular consuners. So those
m ght be viewed froman Anerican perspective as
alternate dispute resolution mechani snms, but they
really aren't. They're a different structure on
t hat .

COWM SSI ONER THOWPSON: | ' m j ust

wonderi ng, Professor Mayer, that in your study
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did you run across any or did you have sonething
you were specifically |ooking for?

ROBERT: MAYER Well, we are | ooking for
it but we haven't really gotten far in terns of
t hese transactions. The ones nost likely to

| eave that to that kind of dispute we're still

waiting to see if the itemgets delivered. In
any event, we'll probably have, you know, |ess
than ten, we'll definitely have | ess than ten

such situations. More |like three or four.

HUGH STEVENSON: Okay, with that why
don't we turn to the | aw enforcenent perspective,
and to the | aw enforcenent perspective there are
two things that are new to consunmer protection
| aw, and of course we know both the advent of the
internet the past few years has introduced new
chal | enges and the advent of international
transactions which has given us a whole series of
chal | enges as wel | .

Qur first speaker is Sally Custafson,
who the senior assistant attorney general and the
chief of the consunmer protection division for the
Washi ngton State Attorney General's Ofice, and
her office has been involved already both in

internet related matters and in cross border
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enforcenent, and so she can offer us the
perspective for the experiences that they have

had in this area
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PRESENTATI ON BY SALLY GUSTAFSON

M5. GUSTAFSON: Thank you very nuch.
|'"d always like to thank the FTC for hosting this
conference. | think it's going to be very
mutual , and for including the state's attorney
general and our position and our perspective on
this issue. W appreciate it very nuch. It's
been very interesting this norning listening to
my coll eagues up here at this table tal king about
their fine conpani es and organi zations and the
consuner protections that they are interested in
and are pursuing, but it should cone as no
surprise to any of us in this roomthat froma
| aw enf orcenment perspective we're tal king about
e-commerce that all too frequently there are scam
artists and fraud operators who use the internet
as a shield against | aw enforcenment and agai nst
accountability, and they can do this in a nunber
of different ways we have found.

By chall enging the jurisdiction of
peopl e who, the | aw enforcers who want to pursue
them Therefore they're not held accountabl e,
anywhere sonetinmes they are not held accountabl e

in the consuner state and they chall enge the

For The Record, Inc.
(301) 870-8025



149

jurisdiction if they are trying to be hailed into
that state for |aw enforcenent purposes. They
cl ai msonetines that they are not subject to the
| aws of the jurisdiction of the buyer, and
frequently of course they will seek jurisdictions
whi ch operate where the protections or consuner
protection are much | ess, and there is much | ess
protection even under the | aws of which they are
oper ati ng.

And by doing that they can avoid any
effective renedies. W have found that froma
| aw enf orcenent perspective if we do file a case
say in the state of Washi ngton agai nst a conpany
that nay be operating out of Canada, that there
are, we can get a judgenent against that conpany,
but it's basically an enpty judgnent if these
peopl e are operating outside the United States.
We m ght even get a judgnent for noney that
requi res the conpany to pay the noney, but again
if we don't have any mechani smto pursue that
person in their bank accounts from anot her
country, that is pretty nuch sonetinmes just
| aughed at and it's not effective.

And al so our injunctions are pretty

much worthless. The conpany can keep doi ng what
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they're doing just as long as they want to do

it. Sonetinmes we can keep them out of our state
but then they would go into another state or they
just keep operating until the |l ocal authorities
get an eye of themand then they just shut down
and di sappear.

So we have faced this problemin
Washi ngton state |ike many of the other states
attorney generals have, and although we're
thinking globally here and I think that's a very,
very good idea in order to plan for better
enforcenment, what we found is that what really
works is to act locally, and that's what we have
been doi ng and pursuing. Wat we have done is
tried to get a coordinated effort between the
countries where these scam operators operate and
the FTC and the states' attorney generals to
pursue effective | aw enforcenent agai nst these
scam operators and fraud artists.

For exanple, this really does work. |
woul d like to use as an exanple what we've been
doing in the area of cross border fraud with
Canada. As a border state we've been very
interested in the fact that a |lot of these sone

fraudul ent operators were operating out of
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Canada. You may recall those of you who have
foll owed tel emarketing probl ens and fraudul ent
tel emarketing that when the Tel emarketing Sal es
Rul e was enacted several years ago and U. S.
enf orcenment agai nst fraudul ent tel emarketing
increased greatly, a lot of the fraudul ent
tel emarketers sort of picked up stakes and noved
on, and they left Nevada, Ceorgia, New York,
wherever el se they were, and noved to Canada, and
| ot of themwe found were operating out of
British Col unbi a.

| think a great nunber of themare in
British Colunbia, also in Toronto and Montreal
and it's not unlike sone internet operators, they
were using the border as a shield against the
effective | aw enforcenent that was ongoing in the
United States. The types of scans that we saw up
there that were victimzing U S. citizens were
advanced fee | oan scans, credit repair problens,
hi gh profit investnent scanms, prize pronotions,
tel efundi ng, travel schenes, recovery roons where
| don't know if you folks are aware, but when
peopl e | ose noney to fraudul ent tel emarketers
there are conpanies that set up to call these

peopl e and say we can get your noney back that
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you lost to the telemarketers. All you have to
do is pay us $500 and we'll get your noney back.
Well, then they got themtw ce because
they lose their $500 as well as the ori ginal
noney that they |lost, and we al so saw a great
i ncrease and a focus on foreign lottery sellers.
These are people who |ocated in Canada and are
and are still operating up there, many of them
A coupl e of nonths ago we heard fromthe
Canadi ans that they estimate that there are over
160 foreign lottery sellers in British Col unbia
al one, and what these people would do woul d be
mar ket both through the internet and by
t el ephone, traditional telemarketing, to people
out si de of Canada and offer to them purchase of
foreign lottery tickets, and this in the United
States and the state of Washington specifically
it'"'s illegal to do that, but of course there were
peopl e who were targeted, often ol der peopl e,
peopl e who were the traditional targets of
telemarketing fraud that were |onely and were
easily taken in by of the prom ses and pronotions
that were given to them by these people and a
great deal of noney is being lost to these

foreign lottery sellers.
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Often tines there isn't a lottery.
Sonetinmes there is a lottery, say an Australian
|ottery where tickets are being sold and peopl e
are told that they have a better chance of
wi nning if they buy through these people, and
then frequently also the tickets are never even
purchased on these foreign lotteries. It's just
a conplete scam So we in the state of
Washi ngton and the Washi ngton state's attorney
general's office recogni zed an obligation as a
border state and as a victimstate, there were
many victinms in the state of Washi ngton as wel |
as all over the United States that we really
wanted to do sonet hing about this, but of course
again we got back to the problem of the border
was being used as an effective shield against |aw
enf or cenment .

In June of 1997 President Cinton met
with the prime mnister of Canada and deci ded
that this was going to be a priority for |aw
enf orcenment and Washi ngton was one of the two
states that stepped up to try to help effect sone
of the nore, sone |aw enforcenent that was really
going to work agai nst these people, and how we

did that was by formng a task force. W net
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wi th the Canadi ans in Vancouver -- excuse ne, it
was in Victoria. Geat trip up there, June of
1997, and we net with their director of trade
practices, the RCMP, the Vancouver police
departnment, and the mnistry of the attorney
general for the Province of British Colunbia, and
it was representatives fromny office, the
attorney general's office, and fromthe FTC, the
| ocal regional office in Seattle went to Victoria
to meet with these folks.

W tal ked about sone of the problens
that we had encountered in trying to stop these
telemarketers, and quite frankly before this |
don't think the Canadi ans had actually focused on
this as a real problem because nost of the
victim zation had been occurring in the United
States, not the Canada, and here were peopl e that
owned busi nesses in Canada and enpl oyed peopl e
and paid the bills and the Canadians initially I
admt well, what's wong with this, but after
sone publicity and sone interest by the Canadi ans
and by us and by the FTC, it was very clear that
we were going to have to have a coordi nated
effort in order to stop this activity and that it

was hurting the Canadi an econony and the inage of
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Canadi ans in the world by allowng this to
happen, and they were extrenely cooperative and
interested in working with us.

Al so coincidentally at that time there
were sone crimnal cases that had been filed out
of Western District of Washington against foreign
|ottery sellers, and they were running into sone
problens. There were problens with getting
i nformati on out of Canada over the M.AC process,
which | think Eileen is going to talk a little
bit about. There were extradition problens.
There were all kinds of issues and some adverse
rulings in Canada regarding the crimnal pursuit,
so we decided that it was going to be better to
go after these folks civilly.

VWhat we did as | said is forma task
force, and in 1997 we pursued our first case
against a foreign lottery seller in Canada and we
wor ked very closely with Canada in doing this,
and our plan was to file cases both in Canada and
in the United States sinmultaneously, and that way
we coul d coordinate efforts in both countries and
have the nost effective enforcenent. W went up
to Canada, we planned this all out, we filed a

conplaint in the United States and got an
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i njunction against their operating in the state
of Washi ngt on.

Then we went to Canada and assisted the
Canadi ans in searching about nine different
sites, the honmes, the offices, freezing bank
accounts in Canada, and froze approxi mately siXx
mllion dollars of the tel emarketers' noney in
bank accounts and in assets in Canada. This was
really great. It was wonderful. W closed them
down, and all of a sudden they were starting to
tal k about how nuch noney do you want to give
back to consunmers, what can we do for you, we'll
cl ose down operations, and this is of course
exactly what we want ed.

We were al so concerned of course about
returning noney to consunmers. Qur part of the
deal with the Canadi ans was that we would help
with the witnesses. It was very difficult for
t he Canadi ans to bring people to Canada fromthe
United States. It was hard to | ocate them hard
to interview them and that was what we were
going to do and what we did do is |locate
W tnesses and assure the Canadi ans that we woul d
facilitate they' re going to Canada and being

avail abl e for the prosecution in British
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Col unmbi a.

So we really we had a coordi nat ed
effort and | think that the defendants were
pretty intimdated by that and they did settle
the case. Even Canada got their share off the
top which made themultimtely very happy.
Apparently these fol ks had not been paying their
taxes up there, so we made everyone happy | think
and this closed the operation down and returned
about half a mllion dollars to consuners in the
United States.

We have continued on this enforcenent
effort. We filed additional cases in 1998 in
conjunction with state of Arizona, and of course
also | failed to nention and | apol ogi ze, the FTC
did file a case at the sane tine, the first one
al so, and they have been very intricately
involved in the enforcenent effort and making
sure that this works on all sides and have been
filing also their own cases to enhance this
effort and make sure we get restitution
universally for all U S. consuners.

It is now, the project is now called
Project Enptor by the Canadi ans and | understand

that it is the only civil enforcenent task force
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which is international of its kind operating
right now In any event, | do want to stress
that there is arole for state enforcenent in

t hese ki nds of issues, whether they involve
conpanies in other countries that are operating
through the internet or through the tel ephones or
however they're operating, because they do use

t he border as a shield.

These are cases where jurisdictionis a
guestion, where there's question as to which | aw
applies, and there are problens, very serious
problems with renedi es and effectiveness of those
remedi es. The states can act very quickly. W
can get in there fast. W have access to
victinms, we can get interviews, we can do the,
gat her the conplaints, we can find and pursue
injunctions that wll prohibit practice in
certain locations. Also the states are very
responsive to | ocal consuners.

There are |l ocal custons, there are
| ocal operating interests that different states
have, and al t hough perhaps a consistent lawis
advisable in dealing with many of these
operations, it's also inportant that the states

are enpowered to find specific protection for
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their own consuners as they see fit. W have

al so done this in the state of Washi ngton by
passing a bill which prohibits certain sending of
unsolicited comrercial e-mail, spam if it has a
fal se header or an incorrect subject |ine, and
we're one of the first states in the nation who
has done that and we're finding that it's very
successful not only because we're pursuing public
actions by our office, but also it creates a
private cause of action for people who just don't
i ke getting spam and they can sue these people
who send them unsolicited conmercial e-mail under
our state if they are Washi ngton consuners
receiving e-mail in the state of Wshi ngton.

Al so the states can be a nodel for
future federal legislation. W have testified in
subcomm ttees in Congress about our spam
| egislation and I know that there is sone
interest in pursuing a simlar type of bill at
the federal level. W can |ook at how these
statutes are working in the states and what works
and use that, and if it doesn't work to try to
modify it to make it better.

And nost inportantly, the states can

cooperate with others to nake an effective | aw
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enforcenment team and we have done that and our
cross border telemarketing fraud and Project
Enptor and our work with other countries, Canada
and the FTC, has been very effective to pursue
and stop these fraudul ent operators. Thank you.
HUGH STEVENSON. Thank you, Sally. W
turn next to Eileen Harrington fromthe Federal
Trade Conm ssion. She's the associate director
of the division of marketing practices, the
di vision of marketing practices has addressed
consuner fraud in many forns, mail fraud and
tel emarketing fraud and pay per call fraud and
it's turning to internet fraud in its various
gui ses and including a nunber of cases which add

an international conponent to it
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PRESENTATI ON BY ElI LEEN HARRI NGTON

El LEEN HARRI NGTON:  Thank you, Hugh. |
want to pay you a special thanks for putting ne
on the schedule at the end of the |ong norning so
that 1'mnow in the position of sitting between
you and lunch so that | can return the kindness
sonetinme soon. | think that Sally has done an
excell ent job of summarizing the experience that
we've had in working the tel emarketing fraud
probl em across the United States-Canadi an border
and there is nuch to be |learned fromthat.

| want to turn to a different exanple
to illustrate sonme of the challenges that |aw
enforcenent faces in the new age of gl oba
e-commerce, and that exanple cones froma case
that the FTC filed just a couple of weeks ago.
guess it's our version of just in tinme delivery
for this conference, but the case was one of 83
that the conm ssion has brought to date to
chal | enge deceptive and fraudul ent marketing and
advertising practices involving the internet.

Most of those cases | would add have
been brought in the last two and half years,

al t hough our first internet fraud case was
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brought five years ago. The case that |'m going
to describe to you was devel oped by the FTC s
staff using data fromthe Consuner Senti nel
dat abase that Hugh referred to at the begi nning
of the second half of the norning session. The
data was actually collected for Consuner Senti nel
right here at the FTC through a conbinati on of
the on-line conplaint formthat you saw and our
consuner response center, the Federal Trade
Comm ssion's centralized national consumner
conpl aint center.

| would add that these efforts and
others that we've been involved in. | see fornmer
comm ssioner Sperris is here. Wen he was on the
conmi ssion he was very instrunmental in starting
the international marketing supervisory network,
which is an organi zation that we're very active
in consunmer protection |law enforcers froma
variety of countries. Sally has nentioned the
U. S. -Canada tel emarketing fraud work group
initiative with the FTCis a part of and which
uses consi derably Consuner Sentinel as the tool
for accessing tinely conplaint data, and al so an
organi zati on much which is the

Mexi can/ U. S./ Canadi an Health Alli ance.
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It's again an organi zation of consuner
protection | aw enforcenent officials across
borders. W have many good exanples to draw from
and to form| think useful strategies to try to
overconme sone of the chall enges that |aw
enforcement now faces in dealing wth the gl oba
el ectronic commerce mar ket place. The case that |
want to turn to is styled Federal Trade
Comm ssi on versus Unknown Providers of Audio Text
Information, and that case in turn | think
illustrates four of the key challenges that we
face as | aw enforcers.

The first is anonymty, and we've heard
a fair amount of discussion already this norning
about both the pros and the cons of anonymty in
internet comrerce. The second chal |l enge that we
face is the speed with which transactions occur
usi ng these technologies. The third is a problem
that Sally referred to, and that is the problem
of jurisdiction and understandi ng exactly who has
jurisdiction and frankly whether it matters,
because the whether it matters question | eads us
to the challenge of insufficiency of renedies.

There may be jurisdictions, there may

be renedi es, but none of themmay matter in any
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given situation faced by | aw enforcenent. Let ne
tell you alittle bit about the facts of this
case. W have at the FTC an internet fraud rapid
response teamthat daily checks the data com ng
in to Consuner Sentinel to see whether there are
new and troubl esone frauds on the internet that
consuners are conpl ai ni ng of.

Qur internet fraud rapid response team
pi cked up a conplaint that canme in late in
April. That conplaint was actually piece of
unsolicited comercial e-mail that was forwarded
to us by a consuner, spam The consuner received
spamthat said sonmething |ike the follow ng
W' ve received your order, your confirmation
nunber is XYZ 224, your credit card will be
charged $395. |[|f you have any questions cal
767-425-2424.

Now, we heard from Prof essor Myer that
80 percent of U S sites that were surveyed in
his study or some 80 percent use e-mail to
confirmorders. Well, for the consuners who
received this particular e-mail, it was difficult
for themto know whether this was an e-nai
confirmng sonme order that they had forgotten

about or that one of their kids had placed or
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what, but the consequences were i nmedi ate, that
is your credit card was about to be charged $395,
and so the consuner we heard from and ot her
consuners with whom we | ater spoke set about to
find out what this was about.

They hit reply and the answer when they
hit reply was that there was an error code. The
party who sent the spamwas disguising its
identify by using fal se header and source
informati on and so there was no way for the
consuner who got this spamin their e-mail box to
reply. So the only other alternative was to cal
t he tel ephone nunber, 767-da da da da da da da.
VWhat happened when people called that nunber to
find out about their order? They were connected
to an adult entertai nnent audi o program

Now, sone consuners heard that and
t hought | nust have dialed the wong nunber and
di al ed again and got the adult entertai nnent
programone nore tinme. Wiy were consuners
connected to this nunber? Well, the whole schene
was a ruse to get people to dial an international
audi o text pay per call line. 1In this case the
t el ephone nunber term nated in Dom nica, the

Cari bbean West | ndies nation.

For The Record, Inc.
(301) 870-8025



166

When we received this first spamthe
t eam checked t he database and we found we had
simlar conplaints fromother consuners, and we
felt well, we need to find out who's sending this
spam W tried unsuccessfully to learn the
identify of the spam Alnost all of the consuner
conplaints that we had received were from
consuners who used the sane | SP, so we thought
okay, we'll send a subpoena to the ISP and see if
t hey can hel p us out.

Well, the answer there was there are
El ectronic Privacy Act issues, so we're not
really sure whether you have a right to subpoena
the information that you seek. Mreover, we have
20, 000 conpl aints about this sanme outfit, so even
if we were to conply with your subpoena we can't
really conply fully because it will cost us a | ot
of noney to turn over these 20,000 conplaints
that we've received, but gee, we'd like to try to
hel p you sonehow, so let's informally and
formally provide you with responsive
i nformation.

That was our first challenge or hurdle
in the investigation, that is even when we went

to a donmestic source to find infornmati on, we ran
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into sone hurdles. Then we decided that we
needed to trace the tel ephone nunber,
767-425-2424, and see what the deal was on that.
So we did that, we were able to learn the
identify of the common carrier, the conmon
carrier serving the country of Dom nica, and that
is about all that we were able to | earn.

W& sent a subpoena out to the phone
conpany in Domnica and it replied that it didn't
have to honor our subpoena because nunber one
they're outside of the United States, and nunber
two they're a common carrier and the Federal
Trade Conm ssion Act seened to exclude conmon
carriers fromthe comm ssion's jurisdiction.
However, the phone conpany said they would be
glad to try to provide us with sonme information
but not really what our subpoena sought in its
entirety.

W were able to learn in our
i nvestigation how the noney was bei ng col |l ected
for the scheme. W knew that the noney, we
| earned that the noney was being collected by the
t el ephone conpany that sent the bills out to the
consuners who were duped into calling this

t el ephone nunber, and we have a fair amount of
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experience here at the FTC with the tel ephone
billing and collection systemand so that part of
our investigation was pretty easy. W were able
to figure out quickly where the pressure points
were in the collection system and our comm ssion
made a decision to go ahead and bring an action
to stop this schene, even though we were not able
to identify it before we filed the case the
identity of the party or parties who were sending
out this fraudul ent, deceptive, unsolicited
comercial e-mail.

The comm ssion filed the case in
federal court in North Carolina about two and a
hal f weeks ago and obtained an i medi ate order
freezing the funds in the tel ephone billing and
collection systemso at |east the parties who are
the beneficiaries of this schene will not receive
the noney that is still in the system The
defendant in this case, or the defendants, that
is those who sent the spam are still unknown,
but let nme tell you what we've |learned so far in
di scovery.

We know who all the players are now
fromour discovery except the identity of the

person or persons who sent the spam W have
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deposed at | east one person who sent spam but
not the spamthat we have, and that person got
involved in this schene by replying to a banner
ad that he saw when he was on a very popular site
on the internet. The banner ad when he clicked
into it recruited himto nake noney in the

i nternational audio text business, and our

di scovery has infornmed us just exactly how it was
that this person at |east nmade his noney.

Here's how the noney flowed. For every
dollar collected by the phone conpany that sends
out the phone bill to the consunmer who is duped
into placing this call, 33 cents of that dollar
was sent to an agent in Gbraltar. The agent in
G braltar, who is apparently the person who has
| eased these phone lines fromthe tel ephone
conpany in Dom nica, the agent in G braltar keeps
a penny and sends 32 cents on to the service
bur eau.

The service bureau is a conpany here in
the United States that assists the information
provider in running this business. The
information, the service bureau keeps 9 cents of
that 33 cents and forwards the remai ning 23 cents

to the information provider. The information
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provider is the conpany in this case who ran the
banner ad on the internet recruiting our spamrer
into the schene. The information provider keeps
3 cents out of this 33 cents and forwards the

| ast 20 cents to the spammer.

Now, that's how the noney flows. So
there are a ot of actors here. The rest of the
noney, 67 cents out of the dollar, goes to the
t el ephone conpanies that are involved in
transmtting the call. Now, we've also |earned
bot h t hrough our discovery and through a wor kshop
that we held here at the FTC just ten days ago to
tal k about proposed anmendnents to the
comm ssion's 900 nunber pay per call rule, we
| earned from di scussions about this case at that
wor kshop that the tel ephone conpani es, who |
think we would all agree are certainly the nost,
shoul d be the nost trustworthy entities in this
schene, the tel ephone conpanies do not talk to
each other at all.

The donestic phone conpani es don't
communi cate with one another and the
i nternational tel ephone phone conpany that is
i nvolved in making 67 cents on the dollar off of

this schenme, the international telephone phone
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conpany doesn't talk to the donestic phone
conpany. So what we |learned fromall of the
phone conpanies sitting around a rul e making

wor kshop table in this room about ten days ago is
that the international tel ephone conpany involved
in this schenme actually cut this nunber off in
Mar ch.

That is it stopped termnating calls
for this phone nunber, but they didn't tell any
of the phone conpanies in the United States that
t hey had cut the conpany. They cut the nunber
of f because they got sone conplaints fromthe
United States enbassy |ocated in Dom ni ca about
t hi s phone nunber, and so they thought well,
we'll just turn it off. They didn't investigate
the conplaints. They just turned it off, and
they didn't tell any of the phone conpanies in
the United States about that, so those phone
conpanies were still billing and collecting and
trying to get people to pay for these phone
cal I s.

Now, this case is still in litigation,
so | don't know howit's going to turn out, but I
think that it really illustrates very well these

four challenges that | wanted to focus on, and
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those are the probl ens posed by anonymty, speed,
i ssues about jurisdiction, and the insufficiency
of the evidence. Anonymty, of course the nost
obvious point is this is the first tinme ever |
believe that the Federal Trade Conm ssion has
filed a case agai nst an unknown defendant.

There was an imedi ate formof relief
that the comm ssion believed was inportant to
obtain here and so it sought it, but nonethel ess
as a result this case was filed agai nst an
unknown defendant. | think that we have
consi derabl e investigative tools and skills here
at the FTC. | think it's troublesone that a | aw
enf orcenent agency cannot learn the identity of
the party or parties who are defrauding its
citizens.

Related | think to that is that our
conpul sory process and the court's conpul sory
process cannot or have not yet been successfully
used to conpel identification of the wongdoer,
and | think that that is a very serious
situation. The second chall enge, that of speed,
obviously we've heard fromall of our panels this
norni ng, the internet and e-comrerce operates in

real-tine, and in this instance when the consuner
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responded to the electronic mail by dialing a
t el ephone nunber, the transaction and the
obligation to pay and the acquisition of the
program i nformati on occurred instantaneously.

Now, sonme mght say well, this isn't
entirely e-commerce because the entire
transaction did not occur on the internet, but |
woul d point out that there are already paynent
systens operating on the internet that use pay
per call technol ogy where the purchaser has the
option of clicking onto a link that causes the
nmodemto dial a pay per call phone nunber and the
transaction is then charged to the consuner's
t el ephone account.

That is a paynent systemthat is in use
on the internet, and so for our purposes | would
suggest that using pay per call is really the
equi val ent of paying by credit card or any ot her
paynent systemthat causes an instantaneous
result. The problemfor |aw enforcenent where
all of this is occurring in the blink of an eye
is enornous. You know, we tal k about internet
years, days, and tinme, you know, being very much
accelerated fromthe real world.

For us the anobunt of damage that can be
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done in the blink of an eye is overwhel mng, and
the speed with which fraudul ent actors can nove
and change URL's and change phone nunbers and
change paynent systens and do all of this al nost
i nstantaneously is really breathtaking. The
third challenge is the challenge of jurisdiction
or reach. | think that there's going to be a
great deal of discussion tonorrow about the |egal
bases for asserting various propositions with
regard to jurisdiction for e-commerce.

| would say from an enforcenent
perspective the real issue is reach. Even if the
United States Federal Trade Comm ssion and the
courts of the United States have jurisdiction, if
we can make the m ni num contact argunent and
assert jurisdiction over the bad actors, the real
problem and Sally alluded to it is whether the
courts can reach them if we can't conpel
appearances or attach the proceeds of the fraud,
then it doesn't do a whole lot of good to get
i njunctions and to obtain judgnents, and that
| eads to the fourth challenge, which is in the
area of renedies, and here 1'd like to pick up on
sonething that Sally said. Sally pointed out
that in the state of Washington and all of the
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states, the attorneys general have been thinking
globally but acting locally, and I think that
that's really right for us here in the United
States, so | would urge us to do a third thing
concerning renedies. | think we need to think
globally, we need to act locally, but | think we
need to i magi ne boldly what the renedi es nust be
for the kind of problens that we are seeing and
that we will see nore of in electronic conmmerce.

| think that no anmount of |aw nmaking or
regulation is going to give |l aw enforcers the
right tools to deal with these problens, and
certainly not alone. Wiat we really need in the
remedi es area are entrepreneurial partnerships
that are based on incentive and self-interest,
and they need to be partnershi ps anong gover nnent
and enforcers and busi nesses and consuner groups
and all of those who have an incentive in a
particul ar instance to protect the group of
consuners who are actually or potentially
victim zed.

And so in the case that | just
described wouldn't it have been better if the
t el ephone conpany that realized in Dom nica that

realized that it probably had a bad account had
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done sonething to communicate that to the
t el ecomruni cations industry in the United States
that was being used to collect the noney for the
this schenme, and wouldn't it have been better if
t hey woul d have notified | aw enforcenent in the
United States that they had a problem woul dn't
it have been better if that notice had turned up
when our rapid response team | ooked in the data
because we communi cations fromindustry in the
data, | want to on that point comend, it may be
slightly premature, but maybe if | can nmake it
publicly it won't be terribly premature, Brad
Handl er at eBay, who in addition to doing all the
good conplaint and fraud handling work that
t hey' re doing have conmtted to furnishing fraud
conplaint data to the FTC for inclusion in
Consuner Senti nel .

W need to get that kind of
information, and in the renmedies area information
has to be part of the renmedy. Alternative
di spute resolution, there was a question about
that a nonment ago. | think that is a key renedy
for the e-comrerce age. Not a substitute for the
enforcenment of |aws, but an area where

entrepreneuri al arrangenents and partnerships
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bet ween | aw enforcers and busi nesses and consuner
groups should be able to provide sone useful
tools to help consuners be nmade whole if they've
been wrong.

Yes, we need law reform and | think
we' ve heard di scussion and reference to that.
Laws shoul d not be an insurnmountable hurdle to
getting the right thing done, and right now much
of the law that we operate under as |aw enforcers
is an obstacle to getting the right thing done.
So we need sensible |aw reform so enforcenent is
able to nove quickly in this era. Sally
menti oned MLAT nmutual | egal assistance treaties.
Here in the United States one thing that we
desperately need done is for our MAT's to be
revised when the tine for renegotiating those
cones up to include civil enforcenent of the sort
that the attorney general and the FTC bring and
t he consuner protection agencies bring. | think
we can probably have, Hugh, a three-day
conference on renedies or problens in the
e-commerce age. So that we can hear fromthe SEC
and then have lunch | think | should stop. Thank
you.

HUGH STEVENSON: Thank you, Eil een.
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Actually it is Elizabeth Jacobs who has the rea
honor of being between us and lunch, but it's
inportant to hear fromElizabeth who is the
assistant director for international affairs at
the SEC. The SEC of course deals with the
consuner protection issues in their sphere as
wel | and they have a perspective to offer here,

t 0o.
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PRESENTATI ON BY ELI ZABETH JACOBS

ELI ZABETH JACOBS: Wien | arrived here
| got a nessage that we're running ahead of
schedule. We're now five m nutes behind.
t hink the nessage here is prosecutors love to
tal k about their cases, and they'll knowit's
schedul ed prosecutors right before |unch, but
that being said, we can basically take pages from
our ganme books. | was very intrigued by
Washi ngton's experience with Canada, Canada and
Vancouver bearing a big issue on a |ot of
securities cases that we had.

You tal ked about your first experience
i n unknown defendants. Going back five, ten
years ago the SEC just brought a |lot of insider
trading cases with the caption unknown
purchasers, and sone of the challenges |I'm going
to talk about there is a real commonality of
things that you're going to hear about. | have
two specific disclainers that | need to make. 1In
addition to thanking the FTC for allow ng us to
participate in this program one is that the
views | express are nmy own and not necessarily

t hose of ny conm ssion, and the second is |'m not
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a technical expert, but | think the other view
that we've heard up here is you don't need to be
a real techie to understand what the chall enges
are that are posed to | aw enforcenent officials
in light of gl obal e-commerce.

The SEC has been at the forefront of
the battle of the use of the internet for
fraudul ent securities activities. The first case
with international conmponents involving the
internet that | worked on dates backs to "96. So
| think it's sort of in the sane tine frame of
the last five years being when these cases
started to cone on the rise.

In 1998 we centralized our efforts
simlar to what the FTC has done with the
creation of an Ofice of Internet Enforcenent.
One thing that | think may distinguish ny
presentation fromthe others is that because we
are part of the global community of regul ators,
we have a very effective organization called the
I nternational Organizations of Securities
Comm ssi ons where other securities regul ators get
toget her and work on a variety of different
topi cs, and when the internet cane on the scene

the very first topic, | think this is fairly
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telling, that |10OSC addressed was what are the
enforcenent issued posed by use of the internet,
and a lot of themare the ones you've heard

al ready heard today.

The fact that it's fast, that it's |ow
cost, you can reach a worl dw de audi ence and
everything | ooks good on the internet are things
that really start to nake your antenna go up in
terms of the potential if it's in the wong
hands. 10SC issued a report in 1997 in which
they did a nunber of things, one of which, and
this is the first slide | have up, they described
sone of the typical types of internet fraud that
peopl e are seeing, and of a nunber of theml|'ve
hi ghl'i ght ed two.

One is price manipul ation. W have
fal se and m sl eadi ng statenents nade about
financial instruments or securities and this is
tal ki ng about sending them by the web, by a
bulletin board site, by chat roomor by e-nmail
This information can dramatically influence the
price of instruments potentially if they' re sent
and traded, and if it's sent in a manner that can
conceal the identify of the sender it gives a

fal se inpression that there's a | ot of active
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i ndependent public interest in a stock when in
fact that that may be fal se.

The second sort of conmon internet
fraud that we're seeing are fraudul ent offerings
and i nvestnent advice. W often tell investors
that if it |looks to good to be true, beware.
There are a few nmechani sns that can be used
qui cker and faster and are nore visually
appeal ing than putting up a website that has a
fraudul ent offer on it. To highlight this point,
our counterparts in Australia, and they always
seemto do things a little bit differently down
there, apparently managed to get clearance from
their other governnment officials to have a huge
April Fools joke, and they put up a fake internet
investnment site in part | think to see how
vul nerabl e many of their investors were, and they
had over 233 people willing to part with nore
than four mllion dollars over the internet to
invest in this, and the conpany didn't exist,
there wasn't a prospectus. They put this on
their website and there was al so a teaser to get
people to go in further into the Australian
Securities Conmmi ssion's website where people can

readily check to see if a conpany is registered
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or has filed a prospector or if a broker is
selling sonething or floating sonething is
registered with them

The report also identified the
chal I enges, and these are very common to the ones
you' ve already heard. W need nore effective
met hods for conducting surveillance. How can we
as securities regulators becone nore famliar and
search for specialized chat roons and probl ematic
websites, especially when everything is done in
real-tinme and sone of themare on one day or one
m nute and off the next. Again anonymty is a
simlar problemfor securities regulators,
especi ally since people can hack in and cl oak
identities and layer them it makes it much nore
| abor intensive just to catch the wongdoers, and
again using the other exanples, this is
conpounded internationally. If we need
information for France or Malaysia, it's here
under | ocal |aw whether those regul ators can
collect the right information fromthose who have
it, and is there a nmechanismthat can be shared
with the SEC

| want to give you two qui ck exanpl es

of cases that we've recently brought. The first
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one, SEC versus Pentaganos, which is a pyramd
schene, it was run froman entity in Italy, and
the pyram d or ponti schene was actually | egal
under Italian law. Gee, | wonder why they

i ncor porated and decided to do business in

Italy. The Italian authorities were basically
there for despite the conplaints they were
getting fromall over the world about this entity
really not able to do nuch under their own
donestic | aw.

The website was designed with a
specific U S. hone page and ended up havi ng over
400 U. S. residents in twenty U S. states
i nvolved, and this was the subject of nultiple
foreign action. W've taken action, the
Phi | i ppi ne Securities and Exchange Conmm ssion
t ook action and our Canadi an counterparts issued
warni ngs to their investors and consuners about
becom ng involved in the Pentaganos schene.

Also filed within the last |I'd say
probably nonth to a nonth and a half is SEC
versus Roor doi ng business as the Oxford Savi ng
Club. For some reason Oxford Saving Club is nuch
perceived on a marketing test as a legitimte

soundi ng nane because | can think of four or five
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ot her cases where the entity used, Oxford was
used as sort of the name, but this was trying to
place U.S. investors in a fictitious offshore
trade programoffering very attractive returns of
10 to 400 percent per nonth.

The conpany targeted the U S. investors
inits website, again part of the fraud simlar
to the ones described by the FTC were
acconpl i shed t hrough ot her neans, not just the
internet. People cane in and visited, they'd
connect a tel ephone answering service that was
used to take nessages frominterested investors,
but the websites, the domains were actually
regi stered of fshore in Luxenburg and the
Net her| ands and al so the proceeds fromthis fraud
was sent offshore.

Well, the task that |aw enforcenent
officials have is daunting. |In part getting
together with our counterpart regulators we have
devel oped a gane plan for trying to deal with
this in addition to the nunber of many
prosecutions the SEC has brought in its own
right. W're getting together with our foreign
counterparts to share information regarding the

surveillance techniques as well as questionable
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transactions and the ones that we've been able to
prove as fraud.

The other thing that we're enphasi zi ng
is investor education as a key defense to on-line
fraud. Investor education has been one of the
chief initiatives of Chairman Arthur Levitt and
has really taken on new neaning in the |ight of
investor interest in trading over the internet,
and we're asking people to go back and do sone of
these law reformtype issues both in the U S. and
wor | dwi de for people to go back and nake sure
that their weapons are sufficient, that they can
get the information or we can get the information
that's needed to prove these cases, and that
there are avenues that are created to share
informati on with one anot her.

One last issue that | wanted to touch
upon, which may end up al so being discussed in
t he panel tonorrow afternoon, is how do you take
the bite out of crine. You nentioned sone
interesting ideas about counterparts with the
i ndustry or partnershi ps where you m ght be able
to sort of pool any of your entities for
investors. W generally fromthe perspective of

our cases try and recover the direct profits from
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t he proceeds of securities trading.

We have a nunber of tools that we've
been able to use. One is if we can find noney
here of course we'll try and freeze it here.
You've got a U S. judge, you' ve got a U S. bank
or financial institution, it's much easier to
take the tinme and litigation to resolve these
t hi ngs when everything is happening on shore.

But where possi ble we have a nunber of
mechani snms that we can use offshore. W m ght
have to reach out to foreign financial
institutions holding the proceeds of the fraud.
Getting a letter fromthe federal regul ator
alerting a bank that they may be hol ding the
proceeds of fraud m ght give their noney
| aundering conpliance officer a few worries about
rel easing on the demand of an alleged fraud
sur f aci ng.

We have been able to successfully use
crimnal channels in various countries sinply to
freeze the proceeds of fraud, but we al so have
not been shy to actually comence litigation in
foreign courts if basically that's what it's
going to take to keep mllions of dollars out of

t he hands of the wongdoers.
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One international devel opnent that's
underway which | hope wll be touched upon
tonorrow and people nay not be so aware of is
there current consideration by The Hague for a
convention on enforcenent of judgnents that |
think if people in the audi ence are not aware of
certainly they want to take note of. The Hague
procedure is a glacial one, and that is probably
an understatenent, but this is starting to build
up steam

This would be the first tinme since the
1970's that the U S. would have an opportunity to
engage in real discussions about whether it would
be part of a convention that would make it nore
feasible to effect judgnents on a cross border
basis. This has relevance for us as regul ators
in light of concerns that we face about tracing
nmoney that's been transferred of fshore, but |
think also for citizens who may be considering
their own private action.

From the SEC s perspective we've been
consulting wwth the State Departnent and the U S
Justice Departnment | think along wth the FTC and
sonme of our other counterparts, | think for

everyone, regulators and consuners, there is a
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nunber of issues that are being discussed
currently that it nmay be worth weighing in on.
One is the jurisdictional issues where there's
the scope of the conduct that's going to be
reached in coverage, and the second, which

think is particularly inportant in |ight of

gl obal e-commerce, is the use of provisiona
measures and ability to act quickly to freeze
nmoney before it gets transferred off to Banatu or
sonme other island in the Pacific where it's going
to be really hard to trace.

In closing | think it's pretty to say
we've all been able to identify what the
chal | enges are that are faced fromthe | aw
enf orcement perspective. | think that we at the
SEC are working with our counterparts in trying
to address them by enhanci ng our technol ogi cal
resources and bringing the cases to send out the
message that the internet shouldn't be abused by
fraud and to really nmake the fight against fraud
a global effort.

HUGH STEVENSON: Thank you, Eli zabeth.
On the Hague convention, actually it's a very
good point, we will be discussing it later on and

we nmade copies of the current, the nost recent
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draft and have left it out on the table al ong

Wi th various other materials of interest. W're
done now to |unch, except let ne nention that
there's two breakout sessions that we're going to
start up in the afternoon at 2:15, one that's
here on the core protections for e-commerce and
the other on security and authentication, which
will be inthe roomdirectly below this, room
332. So we'll see you back at 2:15. Thank you.

(Lunch recess at 1:15 p.m)
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AFTERNOON SESSI ON
(2:20 p.m)

HUGH STEVENSON: Okay, | think we're
ready to start the breakout session on the core
of consuner protections in e-commerce, and in
this session what we'd i ke to focus on in
particular is what about e-commerce in discussing
it is different, what new protections are needed,
what protections may no | onger be needed. Again
I"d |ike to enphasize that we're tal ki ng about an
area where they are sone existing | ega
standards, and the question is how to adj ust
t hose.

This is a potentially obviously a vast
topic that we need to narrow down in a couple of
ways, there are a couple of things that we won't
be tal king about. One is we won't be tal king
about nost privacy issues that were fromthis
nmorning just as a way of passing off the areas
we're tal king about the inimcal sides, we won't
be tal ki ng about authentication security, which
is the subject of the other breakout group. W
won't be tal king about how to nmake di scl osures,

assum ng they should be made, and that's been a
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subj ect of a recent FTC workshop on how cl ear and
conspi cuous, what the neaning of clear and
conspicuous is in the on-line environnent, and
finally we won't be tal king about various
concerns about specialized areas of consuner
protection, which of course there are a whole
variety of fromtruth-in-lending to food safety
to truck labeling and securities and the |ike.

So those are the things we won't be tal king
about .

What we will be tal king about is to
focus on what the basic fair business practices
shoul d be for basic consuner transactions. In
particul ar what kinds of disclosures are
necessary and appropriate and what basic
principles of fair dealing are needed. These are
subj ects that have al so been addressed in a
nunber of the other core that we nmentioned this
nmorni ng such as the CECD, is Trans-Atlantic
Consuner Di al ogue, the Trans-Atlantic Business
Di al ogue, and we'd like to talk both about what
the principles should be and about how we m ght
achi eve those principles.

A word about the format, and I

apologize if this was confusing fromthe agenda,
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this nmorning we had a series of presentations.
VWhat we'd like to do now is Lisa Rosenthal, who's
the coordinator for our international consuner
protection program wll give a brief
presentation on the web survey that we nentioned
earlier today, but then we're going to have a
di scussion in a panel format and give and take
any questions and answers with the people sitting
at the table.

This session we plan to run into about
five o' clock with a break sonewhere in the
m ddl e, and we will be discussing the issues of
t he di scl osures, a general kind of disclosure
that m ght be required, specific transaction
rel ated disclosures, and then the issues of fair
busi ness practices. |'ve been asked to ask
everybody to speak into the mc and to use your
name before speaking so that the stenographer can
get this down as easily as possible. So with
that to set the stage we will turn to a report on
t he snapshot survey that we did of websites, both

foreign and donestic
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PRESENTATI ON BY LI SA ROSENTHAL

M5. ROSENTHAL: Good afternoon. |Is
this on? Ckay, great. |It's great to be in a
position where | can actually see the slide
projector, |'ve been sitting under it all norning
and sort of half know ng what's going on. |
appreciate this opportunity to be able to talk to
you about an international web survey that FTC
staff conducted during the |last two weeks of My
to on disclosures and general business
informati on and contract related informati on by
on-line retailers.

| have about three m nutes worth of
interesting survey results and six m nutes of
caveats that are less interesting but nonethel ess
inportant. The first is that this is intended as
a snapshot only. It's not statistically
significant. Nonetheless we thought it would be
interesting and hel pful to help us set the stage
to tal k about what information on-line conpanies
shoul d di scl ose by first |ooking at what on-line
conpani es are di scl osing now.

Next slide? W |ooked at a total of

200 websites and we | ook at websites both that
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were offering goods for sale on-line and al so
those that were using their websites nore as
advertisement, referring consuners to a tel ephone
nunber, to their physical address, for exanple
for nore information, and we used those sites
that have a retail SIC code.

We excluded sites that weren't in
English and those sites that did not sel
consuner goods that was appropriate for cross
border sales. So for exanple we excluded the
site that sold manikins, the site that sold, that
of fered pizza delivery for exanple, and the site
that sold notor honmes. Next slide?

We | ooked at a total of 200 sites, 100
US sites and 100 non-U. S. sites. W
determ ned, we defined U S. site as a site that
registered for its domain using a physical
address located in the United States, and
i kewi se wise for the non-U. S. sites we
determ ned we defined those as those sites that
used an address, a physical address | ocated
somewhere other than the United States. W drew
our sanple froma random sanple of URL's again
with the retail SIC code fromDunn & Bradstreet,

and for the one hundred U S. sites we drew t hose
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froma sanple of five hundred sites and for the
foreign sites it was a sanple of 1,700 sites, and
that foreign sites covered a w de range of
countries, including actually seventeen countries
fromltaly to Israel and Singapore to Spain.

Next slide? The questions that we
asked -- before | actually even go any further
want to make it clear that the information we
| ooked for on the sites do not reflect a
determ nation that the FTC or FTC staff has nade
about the type of information that on-1line
conpani es shoul d disclose. W're going to be
tal ki ng about that over the course of the
afternoon, but we had to start sonmewhere, and we
started using the OECD draft guidelines as a
nodel .

Hugh nmentioned earlier this norning
that the CECD consuner policy conmttee is in the
process of drafting guidelines, international
gui del i nes for consumer protection and
e-comerce, and those contain two sections on
i nformati on di scl osures, one on the general
busi ness information disclosures and anot her on
contract related disclosures. So for the general

i nformation di sclosures we're referring to things
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i ke the conpany's |ocation, their physical
address, contact information, and geographic
restrictions on sale.

For the terns of sale we |ooked at the
information that likely would be inportant to a
consuner meki ng a deci sion whether to buy a
product, including the total costs, the delivery
terms, refund policy, cancellation policy, and
things like that. Next slide? GCkay, on to the
nore interesting part, the results. Overall we
found that for the nost part conpanies are doing
a pretty good job of disclosing hel pful
informati on to consuners.

However, the results were | ess
inpressive for the terns of sale information.
Next slide? General business information we
found that al nost 80 percent of the conpanies
overall, this includes U S. and non-U. S. sites,
were di sclosing their physical address. Now,
this doesn't necessarily nmean that they were
di sclosing the country where they're |located. |If
they disclosed that their address was 123 Min
Street in Tulsa, Oklahoma they got credit for
havi ng made the di scl osure of physical address,

and we'll talk alittle bit nmore about the
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country, the disclosure of a country where
they're located in a few m nutes.

Contact information, again the
conpani es were doing a pretty good job, although
you'd think that a hundred percent of the
conpani es woul d be disclosing information to
al l ow consuners to contact them especially
e-mai | address. However, a fair anount did
di scl ose that information, 88 percent disclosed
their phone nunber and 90 percent disclosed their
e-mai | address.

Next slide? Now on to contract related
information. W found in the entire site that
only one -- in the entire survey rather, only one
site disclosed all of the itens that we were
| ooking for on our survey, and we'll talk a bit
about what those itens are, and another caveat
here is that we only, in conducting this survey
we only went up to the point where the conpany
asked the consuner to disclose her credit card
information or paynent information, and this is a
maj or distinction between this effort and the
survey results that we heard about this norning
from Prof essor Mayer

Oten it's the case that conpanies
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di scl ose nore information about the ternms of sale
once a consuner has entered her paynent
information. So it mght say you m ght disclose
your credit card information, you click, and then
it says okay, the total cost will be, and then
you click again. So this is not, it doesn't
indicate conpletely the information that was

di scl osed. However, we thought it was an
appropriate place to stop because nbst consuners
woul d want to know the relevant information in
deci di ng whet her to make a purchase before having
to divulge their confidential paynment

i nformation.

For the next few nunbers |I'mgoing to
tell you these are limted to a sub-sanple of the
sites. As | said earlier, we |ooked both at
conpani es that were all ow ng consuners to
conplete a transaction on-line and those that
were nostly just advertising, and we limted
t hese nunbers to just those conpanies that
al | oned consuners to conplete the transaction
on-line with the thought that if the consunmer was
then going to contact the conpany by phone or go
visit the conmpany in person, the conpany would

have further opportunity to disclose nore
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information to the consuners.

So there are 120 sites total in our
sanpl e that all owed consuners to nmake purchases
on-line, and of those only 9 percent disclosed
the cancellation terns, next slide, only 26
percent disclosed a refund policy, next slide,
and of those sites that allowed off-Iline
delivery, sone sites just allowed for electronic
delivery, and in that case given that it's by
definition instantaneous, we thought it was |ess
rel evant whether they were disclosing delivery
terms, so we limted this only to those sites who
were actually delivering the goods off-line, and
of those fewer than 40 percent disclosed their
delivery terns, including howlong it would take
for an itemto be delivered.

Warranty information, we found that
only 20 percent of the sites were disclosing the
warranty information on-line, and this is
actually an interesting result given the nature
of what we're tal king about over the course of
t hese two days. Fewer than 8 percent of the
sites disclosed the | aw that woul d be applicable
to the transaction. Now granted, where

conpani es, nore consuners are confident about
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what |aw actually will apply, but there seens to
be consensus energi ng that assum ng we can deci de
on which law w Il apply, and we've heard that
fromthe Trans-Atlantic Consuner Di al ogue and
fromthe Trans-Atlantic Business Di al ogue, that
that information should be disclosed.

However, of the entire sanple only four
U S sites disclosed the applicable | aw, and of
the sites selling on-line 10 percent discl osed
the law that would apply. On to costs. 65
percent of the sites selling on-line disclosed
the total costs that would apply, and again this
is sonething that may have been discl osed after
paynment information was shared by the consuner,
and only 38 percent of the sites disclosed the
currency that would apply, and |I should say that
in |looking at the currency, we were sticklers on
what constituted a disclosure of currency.

If for exanple a site just provided a
dol lar sign, they didn't get credit for having
di scl osed the currency, and the reason is that in
doing a beta test before actually conducting the
survey we happened upon a Canadian site and it
was uncl ear that we were on a Canadian site, and

t hat Canadi an site had di sclosed currency dollars
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and there was no way of know ng whet her that was
Canadi an dollars or U S. dollars, so we thought
in an international context when discl osing
currency it's inportant to qualify that
conpletely. So of those, only about 38 percent
of the total sites disclosed the currency.

It was interesting to see how many nore
non-U. S. sites disclosed the currency as opposed
tothe U S sites. Only nine U S. sites
di sclosed that it was U. S. dollars, whereas 37 of
the non-U. S. sites disclosed the currency, and
that |l eads us to the final conclusion, which is
sort of an interesting one that enmerged fromthe
survey results. W learned this norning a | ot
about how once you post a website it can be
accessed by anyone anywhere around the world. So
just because |I'ma U. S. conpany and | post ny
website here in the United States, it doesn't
mean ny website is only accessible by consuners
in the United States.

However, it seens that U S. conpanies
are acting like that's the case. 1In fact, |ess
than one-third of U S. sites disclosed that they
were operating fromthe United States, and that's

i nteresting when you conpare it to al nost 80
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percent of the sites |ocated outside of the
United States that disclosed their country of
origin, and it's appropriate and perfectly
acceptable of course if the U S. conpany has
deci ded okay, well, | only want to do business
with U S consuners, therefore | don't
necessarily need to disclose to themthat |I'm
where |I'mlocated and that the currency that
applies to this transaction is U S. dollars
because | intend only to do business locally.

However, if that's the case the
conpanies aren't telling anyone. |In fact, only
21 percent noted any geographic restriction on
sales, and we | earned from Professor Myer's
study this norning that they may have di scl osed
this after the fact, in fact way later after the
consuner al ready thought they had nade the
purchase and they canme back and, you know, that
sort of now you tell nme we don't do business with
you outside of the country, but as far as the
di scl osures up front we found there were very
few, and again for the U S sites only 11 percent
di scl osed the applicable currency.

Basically that's the highlights of the

survey and we hope that it will be helpful in
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tal king about the types of information that

websi tes shoul d disclose, and | | ook forward to
having a fruitful discussion about that over the
course of the afternoon. Thanks for your

attenti on.
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DI SCUSSI ON OF DI SCLOSURES

HUGH STEVENSON: Let's now turn to the
subj ect of disclosures, and as Lisa outlined for
you there's sort of two disclosure questions.
One is the general disclosure information about
busi nesses, and then there's a second question
about what information is disclosed about
particular contracts that m ght be entered into
on-line. I1'd like to focus first on the
di scl osure of general business information, and
this is sonething that where there have been
vari ous proposals, as nentioned the
Trans-Atl antic Consuner Di al ogue and sone of the
things that Mark Sil bergeld nentioned this
nor ni ng about specific proposed discl osures that
conpani es shoul d nake about their businesses,
their identities, and |location and so forth, but
l"d like to start with the question of what is it
that we want to acconplish through such general
busi ness di scl osur es.

| f we think perhaps it woul d be
appropriate to ask businesses to disclose their
name, their physical address, what have you, what

are the various purposes to be acconplished by
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havi ng peopl e make those di sclosures. 1In other
wor ds, why would we want to do that, and | pose
t hat question and then | ook to our distinguished
panel and | would ask if people would like to
speak if they could just turn their tent on its
side like this, and you can do it that way and
start fromthere. GCkay, | see Linda is about to
turn her tent over so we'll ask her in her view
what are the goals here.

LI NDA GOLODNER:  And probably 1'1
thi nk of things after other people speak, but
just you nust have the seller's nane, address,
physi cal | ocation, and any other information,
t el ephone nunber or fax nunber so that the
consuner can call the conpany or call the seller
and ask maybe how do you use the product, nore
i nformati on about the product, how do you use the
service. There are always questions to ask that
you can't, you can ask those questions when
you're in a store buying sonething but you can't
ask themon the internet.

Also for redress, if you don't like the
product you really have to know how to return it,
and again it's al so useful to have the

informati on of where the conpany is or the
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organi zations so that you know that you're
dealing with soneone in a different conpany.

HUGH STEVENSON: We have Sol vei g
Si ngl et on.

MS. SINGLETON: Just basically | guess
three quick points. This will be probably adding
guestions rather than answering them but one
thing I think that it's inportant to focus onis
havi ng | ooked at a snapshot of what e-conmerce is
offering today, it's alittle bit |ooking Iike at
a snapshot and asking the question are the prices
t he conpanies are charging too |low or too high
In that, you know, that's an interesting question
to ask, but a nore significant question m ght be
to ask about the forces that wll cause those
di scl osure agreenents to change in their content
over tinme, whether those forces are conpetition
or concern for reputation or what have you.

Just as a nore key question in | ooking
at prices mght be, you know, what are the | aws
of supply and demand affecting these prices, so |
think one thing that we m ght be concerned about
i s thinking about e-commerce as a static nodel as
opposed to an endl ess process. A second concern

is that we're thinking about mandatory discl osure
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rules either on the national |evel or on the
i nternational |evel

In a sense it's solving sone probl ens,
but it's also creating a new set of problens in
that all of a sudden your enforcenment concern is
not hunting down cases of fraud from perpetrators
of actual fraud for exanple. Al of a sudden
your enforcenent concern is nmuch bigger. |It's
maki ng sure hundreds and hundreds of websites
conply with a disclosure requirenent, and |I' m not
sure whet her maki ng the enforcenment problem
bi gger rather than focusing it is necessarily the
way to go, particularly if you think about what
the internet is going to nean to small busi ness.

For exanple, | bought sone unusual
variety of the furniture stain froma hardware
store fromtheir website in the m ddle of
nowhere. |'m been dealing with them ever since.
They' ve been in business for fifty years. Their
custoner service is excellent. They're not
posting any disclosures on their website because
the idea that a dispute with a custonmer would be
resolved by referring in sone legalistic way to a
contract is the furthest thing fromtheir m nds.

In their eyes the customer is always
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right, they don't go to court, and there's going
to be hundreds and hundreds of small businesses
comng on-line with very nuch the sane m nd set.
They're not going to be thinking in terns of

di scl osure things and contracts, and | think it's
really inportant not to presune that these
conpani es are a problem sinply because they're
not di scl osing things.

HUGH STEVENSON: | think that's a
poi nt --

SOLVEI G SI NGLETON: What they have is
per haps we have the appearance a potenti al
problem So that's what |I'lIl throw up for now.

HUGH STEVENSON. Okay. Well, we
haven't -- there may be sone problens, we don't
want to create rules just to enforce themso
we'll take that off the list of reasons to have
rules to have disclosure, but then the question
is what other reasons are there, because | think
the point is well taken that there may be a down
side and there are other various down sides |I'm
sure we can articulate in having either mandatory
or even self-regulatory provisions requiring
di scl osure of certain information.

VWhat | was trying to get at first
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t hough is just what are the affirmative needs
that m ght be addressed by having any such
principles saying that there's a disclosure
requi renent. For exanple, Linda raised the issue
of the ability to contact the conpany. Even if
t he conpany believes the custoner is always right
that nay be because they never hear fromthem
because they didn't put down any way to contact
them Jean Ann, you have your flag up
M5. FOX: Yes. One of the other reasons
why we need a baseline standard discl osure of
information on websites is so that consuners can
assure thenselves to be confident and confortable
that they're dealing with | egitinmate businesses
that can be found, that this is one of the key
| ayers of problens created by doi ng busi ness on
the internet and in the national marketpl ace.
It's the difficulty consumers have in know ng
w th whom t hey are doi ng busi ness or whet her
there is a legitimate, | would argue that basic
consuner protection disclosure requirenents are
necessary to benefit small businesses in the
e-comerce arena rather than a burden on them
The very | arge conpani es have naned

t hat comm ssion, everybody knows who they are,
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and if we deal in a voluntary everybody does
their owm thing regine | believe that snal

busi nesses will be di sadvant aged because
consuners won't feel confident in doing business
with them w t hout adequate consuner disclosures
and consumer protection. So | think it's good
for conpetition for there to be basic

requi renents that everyone has to conply with

HUGH STEVENSON: Thank you. Caitlin
Hal ligan fromthe New York attorney general's
of fice.

CAI TLIN HALLI GAN: 1'd just preface ny
opi nion and just say that they represent ny own
views and not necessarily those of ny office.
Along the lines of what Jean Ann is saying, |
think there's an additional reason why those
ki nds of disclosures m ght benefit consuners. It
may be the case depending on where we end up with
questions |ike choice of |aw and form sel ection
that a consunmer may find it nore difficult to
gai n redress depending on where the operator of a
website or a conpany is |ocated, and that's
sonmet hing that a consunmer ought to be able to
factor in to any decision that's nmade about

whet her to purchase a particul ar product.
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| think another reason, and this is
nore a self-interested one | think, is that it
makes it easier for |aw enforcenent to nonitor
the kinds of activity going on on-line. |If a
business is required to state its |ocation and
we' re | ooking at whether or not there's
conpliance with a particular state statute that
we're | ooking to enforce, it's obviously a | ot
easier to get a sense of what the sellers |ocated
in our jurisdiction are doing if the location is
right there for us to see.

HUGH STEVENSON: Jill Lesser from
America On Line.

JILL LESSER  Thank you. | actually
agree with a | ot what's being said about why we
want to have that kind of information, nanme
address, contact information, and | would even go
further to say terns of a deal, making sure that
consuners know what return policies are, nmaking
sure consuners what they need to do if they want
to contact a custoner service representative, al
of that information is critical for consuners to
have.

| don't know that it's necessary to get

into a debate about whether it's mandatory or
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vol untary, because just speaking fromthe
perspective of one of the |argest conpanies
that's actually both engagi ng in conmerce

oursel ves and al so creating a quorum for other
conpani es engaging in comerce directly with
custoners, and that is that we are still at a
clear gromh point in this nmediumand clearly at
a point where consuners in total are not yet
confortable with the nedi um

So we will not be able to -- it is our
view at America On Line to build e-comerce to a
point where it really is a principal way people
do business if we don't offer these kinds of
di scl osures and confort for people who are nuch
nore used to engaging with people off-1line
therefore in an interpersonal situation where
t hey have a physical |ocation that you can go
back and conplain to a physical person that they
search out in the conpany, or even just ask
guesti ons.

So, | think what you'll see over tine
is that exactly what Jean Ann said, which is you
won't see businesses surviving in this
environment if they don't offer consunmers what

they need in terns of information.
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HUGH STEVENSON: Let ne ask on the
goal s that have been identified which if | can
briefly characterize them insuring confidence to
do business with a particul ar conpany or a
conpany to a particular location, the ability to
contact conpanies with questions or conplaints or
returns, and then the issue for the ability for
the law enforcenent field to | ocate people, does
anyone di sagree with the proposition that those
are reasonabl e and appropriate goals to be
served? Yes, Kaye Cal dwell from ComrerceNet.

KAYE CALDWELL: |I'mnot sure |I'd
characterize this as a disagreenent. | would
however urge care in |ooking at what things need
to be required, and just as exanples of sonme
things we've al ready tal ked about, | m ght
di sagree with the requirenent that a phone nunber
be provi ded, because you m ght have a very smal
busi ness that only provides an e-mail business
because they don't have people there to answer
t he phones and they know people prefer to
communi cate sonetinmes on the internet by e-mail

| ndeed one of ny favorite services |
bought from a conpany that owns the rights of the

e-mai |l address and | was perfectly happy with
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that. So you m ght want to have a nethod of
contacting but not specify that you have to have
A, B, C, D and E. The other area that | think
you m ght want to think about is this question of
physi cal |ocation. Now, we've dealt with that in
California in a very particular way. | agree
that you need to have a nechanism for contacting
and you need to have physical |ocation, but don't
forget that with all these small conpani es going
on the internet, many of them may be wor ki ng out
of their homes and may feel unconfortable putting
that information up on the internet, so you need
to give thema way to deal with that.

The way we've done that in California
is we have laws specifying that while you're
normal |y expected in a business to give your
physi cal |ocation on certain advertising
materials, that you can use a comrercial mai
recei ving agency or a post office box, but we
have a very specific laws in place saying,
actually | think it's a federal |aw that
determ nes that the post office has to be able to
find your actual address, that it has to be on
record.

In California we have a | aw that says
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if sonmebody trying to serve | egal papers on you
and you're using a comrercial mail receiving
agency, it is sufficient for themto serve those
papers to that |ocation, you know, the people
behind the counter. So when you | ook at these
setting up these kinds of regulations | think you
need to be very, very careful and nake sure that
you do themin a way that's very, very flexible
and will apply to very small businesses, and you
may want to make sure that you neet certain needs
that they m ght have.

HUGH STEVENSON: Frances Smth.

M5. SM TH: |'"ve had a turn up, so
if don"t mnd 1l'd like to respond to a coupl e of
things that the other people have said first, and
one thing that struck ne as a consunmer group is
when Caitlin nentioned that it would nake it
easier for law enforcenment officials to track
peopl e and such, we were involved in the know
your custoner financial institution where it
| ooked |i ke a good idea for |aw enforcenent to
| ook at their bank custonmers as potential noney
| aunderers, and | don't think that's a good
reason to require sonething.

| think if know your custoner got two
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hundred thousand coments and it wasn't from

i ndi vi dual people nostly on the internet, | think
you' d have an upheaval of that sort, too. So
that's just one point, naking it easier for |aw
enf orcenment should not be the purpose of a law to
protect consumers. Another point, we tal k about
what consumers are | ooking for, and they're

| ooki ng for sonme degree of confidence either in

t he product, sonme degree of confidence in the
company.

They may be | ooking for price, they may
be |l ooking for a lot of other things. As Solveig
said, she's |looking for this particular brand of
varnish or paint, | think that's what she said.
So | think for us to presune that every consuner
is looking for the same things in terns of
disclosures is a bit | think an elitist point of
view. | think if you' re a conpany that wants to
instill confidence in their business, you al
heard about eBay this norning, sets up a conplete
system of consuner protections so a stranger from
across the country can deal w th another stranger
across the country with a great degree of
confidence that that transaction is valid, that

the goods will be delivered as purchased.
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So the point I'mtrying to make is |
think with this dynam c nmedi um we see a conpany
and many conpani es that are going to want to have
repeat business rather than the fly by night
firms are going to find ways to build confidence
that gives people a |lot nore than di scl osures we
m ght think of in Washi ngton.

HUGH STEVENSON: Thank you. Peter
G ay?

PETER GRAY: | would like to take
somewhat of a different approach and rather than
try to suggest that we try to create an on-line
environnent with a set of disclosures that's very
different fromthe ones we have in the real world
so to speak, we m ght want to think about a new
approach or at |east consider a new approach to
di scl osures al toget her.

First of all as | think Jill and others
fromthe industry can certainly relate to, the
consuner is enpowered today to a greater extent
on the internet than they probably are in a paper
based world in negotiating prices, negotiating
terms and conditions, and it seens to nme that the
i nternet gives you a wonderful opportunity for

consuners to be educated and enpowered to an even
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greater degree to determ ne what kinds of
di scl osures and what ki nds of pricing and what
other ternms and conditions they want to have.

In other words, you custom ze the
di scl osures rather than saying one size, like the
phrase one size fits all. So in one scenario you
can say that the seller conmes to a consunmer and
says okay, |I'mgoing to offer this product or
service at the followng price with the foll ow ng
types of conditions, ternms, conditions, including
delivery and all the things we tal ked about
earlier today. The custoner can then negotiate
with the seller, not just on price but on the
ot her factors, too, and then they can cone to a
negoti ated agreenent.

O alternatively another scenario, the
custoner nmakes an offer to buy a product because
that' s happening today in sone of the exanples
we've seen with their not getting the offering in
ot her circunstances, and sellers either through
an internediary, sone third party, trusted third
party, or directly bid for the consuner's
busi ness by offering a package which incl udes
price, service, quality, custonmer recourse, and

all of those things we tal ked about. So | just
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think that we ought to try to go beyond the box
we're trying to stage, trying to fix for the
on-1ine environnment what we have today and an
off-line environnent, so that's really a fresher
approach to it.

HUGH STEVENSON. Haywood Torrence from
Bell Atlantic.

HAYWOOD TORRENCE: Thank you. | think
to echo what Peter was just saying, one of the
new t hi ngs about the internet is that it does
offer fairly unique feedback | oops for consuners
to provide informations to other consunmers, and
whil e that may obviously not obviate all problens
and i ndeed may even cause sone problens, it does
| think provide an additional incentive to people
who are in business not to engage in activities
that are designed to either defraud the consuner
or make it difficult for the consuner to get your
address if there are concerns that the consuner
has.

| would give you one exanpl e which
think I sort of found hunorous actually. Last
July a year ago | purchased a new conputer, and I
ordered the nonitor and the scanner separately

fromthe processor itself, and | realized after
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had searched out on the internet the cheapest
pl ace to buy this and confirmed fromthe pricing
engine that | used that this was at |east an
extensively reputable conpany, that |I didn't know
where this conpany was. And | went to | ook on
its website and I didn't spend a long tine. |
could not find its address.

| was concerned for probably about
thirty seconds about what have | done, and then
remenbered there was a thing called Reg Z and |
sort of went about ny business. Wen | got hone,
| ordered this about 3:00 on a Thursday, when
got honme on Friday the scanner and nonitor were
sitting in nmy garage. | had sonmeone in there
wor ki ng during the day and the product was
there. So | think that we can spend an awful | ot
of time worrying about potential problens that in
fact are not going to be problens.

| would add the follow ng fol |l ow up,
bought just a couple of nonths ago an additi onal
itemfromthis conpany. They now di sclose their
phone nunber and address, and | suspect it's
probably because people Iike nyself who sent them
an e-mail saying where's your address and phone

nunber, and | couldn't find it on the website,
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probably got that feedback back to them

HUGH STEVENSON: M. Thonpson?

COWMM SSI ONER THOWPSON: | think one of
the things that in listening to sone of the
responses that raises the question in ny mnd is
to make a distinction fromthe consuner
perspective as to what kind of confort they're
goi ng to need versus what kind of recourse
they're going to have, and nmaybe if sonme on the
panel could address that a little bit, because in
| ooki ng at how internationally people | ook at
this issue, I've had a | ot of people conme to ne
to say it's necessary for us to have an address,
and we say why is that, because in sone ways is
it nore inportant for a consuner to have a neans
of redress knowi ng that they can get to sonebody,
sone person, sone thing if there is a problem or
is it that they need to know that there is a
pl ace, a site for the person that they're dealing
with, and are they | ooking at two different
t hings, the renmedies and the confort |evel ?

So | was curious about that because one
of the concerns that |'ve heard expressed here
that 1've also voiced is that in |ooking at how

governments | ook at this issue, they need to have
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sone degree of caution not to be too wedded to a
particul ar type, piece of information which may
or may not be relevant five years fromnow So
was j ust curious about others' inpressions.

HUGH STEVENSON:. Dave O ausen, pl ease.

DAVE CLAUSEN. Thanks. A coupl e of
points to those questions, Comm ssioner. First
of all, the worst assunption you can nake on the
internet is what governnents naturally do anyway
is they have to represent all the citizens here,
and they have to cone to a baseline that, you
know, all nen and wonen are created equal, we
start there and go up.

On the internet that can kill you. The
point is that consuners are very, very
different. They're different economcally,
they're different socioculturally, they have
di fferent | anguages, they have different behavior
patterns, and your question about how nuch
information is a very critical one because |
think what you'll find is that disclosure on the
internet is used in a protectionary way. It's
actual ly goi ng agai nst the whol e reason the
internet is there.

These consuners are on the internet
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buying and selling at eBay and it any other sites
because they want to be. They are getting
benefits fromit, and that benefit is primrily
due to the savings in tinme. They may in fact not
want to deal with human beings, god forbid. They
may not have the tinme to deal w th human bei ngs,
god forbid, so the need for a conpany address nmay
not be the first thing that conmes to their mnd
This issue cones up all the tine.

So if you look at it fromthe conpanies
that are servicing consuners on line, the first
level is what is the mnimal information on each
to provide in order to get maxi mum use of that
consuner's tinme at ny website. They're paying
for this tine on-line, it's costing them noney
for the phone connection and the conputer tine.
That's what a consuner, nost consunmers will tel
you is their primary reason apart from saving
nmoney. They list saving noney first and we
actually see that it saves tine.

If you go to the next level is what if
the disclosure is actually beyond that as the
next step, what do | have to tell the consuner by
law. At the mnimum| think it's desirable that

conpanies |ike eBay and others do is provide
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maxi mum i nformati on that the consunmer can drill
down to his or her needs, and | think that is
where that differentiates the better transaction
oriented sites fromthe mniml ones. Those that
recogni ze that all consumers are not the sane,
you need to provide a range of spectrum of

i nformation.

VWhat is the mninmum should we treat
all people equally? | don't think so. |If you go
over to Europe as we discussed this norning,
si nply asking for sonmeone's address can be seen
as a social affront not recognized in the
cul tural and business environnment of that
conpany, so you could risk al nost sone
mat erialistic points of view by assum ng that
there is a base level that the whole world nust
operate by, and this is one where in particular
the FTC has to take a | ook and observe behavi oral
patterns that begin to explore and experinent and
understand what in fact is required and where.

The informati on needed to purchase a
car is very different than the information you
need to buy a book, and to sinply say that one
cost is going to cover all those would be a

usel ess thing.
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HUGH STEVENSON: Ed Mezw nski, how
woul d you respond to that?

ED MEZW NSKI :  Well actually, Hugh, |1
j ust had another comment but to respond to
sonething earlier if that's okay, but | just
wanted to make the point, |I nean, when U S
Consuners Union and the Consuner Federation of
Anerica | obbi ed passage five years ago of the toy
safety Labeling Act, we had to agree to an
18-nmonth inpl enmentati on period because in order
for the toy manufacturers around the world to
take their old stock we had to give them an
entire cycle of holiday shopping in order to
rel abel all their toys.

Now, what's exciting to ne about the
internet as a consuner advocate is that it m ght
be the thing that gives us what Econom cs 101
al ways prom sed us, which was equal information
bet ween consunmers and sellers, and the way it
does that is by |ower transaction costs and rapid
ability to make changes to one website rather
t han meki ng changes to hundreds of thousands of
boxes of 99 cent toys.

|"mreally disappointed in the results

of the survey that Lisa Rosenthal just
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described. Here we are, we've been on the
internet for several years now and conpani es are
still in the 10 percent range of providing the
ki nds of disclosure that the FTC, our expert
agency, thinks they ought to be provided, and
that's why | think we need to provide m ni mum
standards, m nimum di scl osures. | nean, if
conpani es aren't providing disclosures, what
about ot her consuner protections? Thanks.

HUGH STEVENSON: W shoul d probably
clarify, I think Lisa nmentioned in the study we
have not nade a determ nation necessarily what
exact information should be required on
websites. One of the starting points for that
was actually the | anguage in sonme of the draft
CECD e-comerce and consuner protection
principles, and there have been sone differing
approaches there and sone conpani es have poi nted
to requiring either as matter of regulation or as
a matter of pure business practice certain very
specific requirenents.

For exanple, | think one of the reasons
we | ooked at fax and e-nmail and phone was that
t hat had been suggested in sone of the proposed

| anguage. | just wanted to clarify that we had

For The Record, Inc.
(301) 870-8025



228

not necessarily taken a position on whether that
particular information is what is being

di sclosed. Wat | was trying to get at earlier
was whet her there was any particul ar di sagreenent
about the legitimte purposes for which we m ght
seek the information in some form not exactly
what information m ght be required.

For exanpl e, soneone nade the point
that if the goal is to feel that you know where
you' re doi ng business with soneone, nanely
they're governed by the laws of California, it
may be necessary to have a physical address or it
may be necessary to have sone ot her piece of
information that serves the sanme underlying
purpose. Al an Anderson, you've got your slide up
for a conment.

ALAN ANDERSON: Thank you. A coupl e of
points on the initial question about what are we
trying to acconplish relative to basic
di sclosures. At the end of the day right now on
the internet only about 35 percent of the
consuners are actually executing a retai
transaction. So from a business perspective what
busi nessman want is to convert nore of those

consuners into a sale, and the consuner wants
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hel p in maki ng i nfornmed deci sions, and both of
t hose processes are very inportant so they'l|l
wor k hand in gl ove because the nore the consuner
is informed, the nore likely they're going to
execute a transaction and the nore they have
confort that they're dealing with a legitimate
reput abl e busi ness.

The issue of course is as you | ook
t hrough the internet and you | ook through a
website, all of these required disclosures are in
all sorts of different spots. There's very few
pl aces you can go to get one conprehensive |ist
of all the business practices. That of course is
wi th the exception of conpanies that have gotten
the CPA Web Trust seal of approval, because what
we do require is a one-page disclosure of all the
busi ness practices that are disclosed today, and
fromthat standpoint we have found our research
has told us as we've talked to consuners that
have executed a transaction on a site that has
the seal, we found out that one thing they |iked
best about it was that they could go into the
busi ness practices and know everyt hing they
needed to know about the business, and when you

tal ked to the busi ness owner or the website
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owner, they say, you know, | have received fewer
cal | s asking about ny business as a result off
havi ng that seal in place and ny busi ness
practice is adequately discl osed.

And so you end with a significant
wn/win situation fromthe standpoint the
consuner is protected, the consuner has all the
information fromwhich to nmake an infornmed
deci sion, and the business owner, the website
owner al so has increased busi ness because they've
adequat el y comuni cated who they are, what they
are, how they conduct business so that the
consuner that's at their website wll be
interested in executing the transaction.

HUGH STEVENSON: 1'd like to put out a
gquestion noving fromthe disclosures about
general business operations to specific
transactions that people m ght engage in
on-line. | noticed in the Trans-Atlantic
Busi ness Di al ogue papers a reference to, it was
in the context of tal king about self-regulatory
goal s as opposed to regul ations, but as a
self-regulatory goal if you will there was
mention of the follow ng, the suggestion that the

consuner should receive prior to entering the
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on-line contract all relevant materi al
i nformati on necessary to make an i nforned
deci si on about a contenpl ated el ectroni c conmerce
transaction. | wondered whet her people had
reactions to that, whether that principle nmakes
sense, and again not whether this should be then
therefore mandated into | aw but whether as a
general matter the idea of disclosing relevant
material information and disclosing it prior to
the transaction is a sensible approach. Sol vei g,
did you-- or Cait Halligan.
CAI TLIN HALLI GAN: Well, | think it's a
good principle, but it's certainly vague. |
t hi nk you nmust have to look at it fromthe
seller's point of view Trying to have a
regul ation that said that would be way too big.
HUGH STEVENSON: Are the other
reactions to that particular, are there other
reactions to the proposition of disclosing
what ever information is disclosed before the
transacti on as opposed to afterwards? Jean Ann?
JEAN ANN FOX: The whol e purpose of
information disclosure is to allow the consuner
to make the decision, and you have to nake the

deci si on based on the information before you
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decide to buy it, and so any discl osure nade
after the fact is rather superfluous really and
the coments that CFA and the National Consumner
Law Center filed in this docket, we laid out a
fairly extensive |list of disclosures that we
t hought ought to be available to consunmers before
the transaction is nmade, with nore discl osures
dependi ng on the value of the transactions which
has the m nimal disclosures for small purchases
and as nore noney was involved you woul d have
nore di sclosure information avail abl e because of
the fact that consuners feel they need nore
protection when there's been greater anounts of
nmoney, but the basic concept here is pre-purchase
di scl osure so that that information can inform
your deci si on.

HUGH STEVENSON: How about the, Jean
Ann just referred to the nore particul ar
di scl osure proposals that CFA nentioned and |
think sone overlap there or simlarity with sone
of the ones that the OECD had nmade, what are the
reactions to that approach fromothers? What's
the problemwth that? What's wong with that
approach? Sol vei g?

SOLVEI G SI NGLETON: Let ne grab the
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mc. | guess | just wanted to, ny experience of
busi ness practice now just both on the web and in
the tel ephone mail order context is you give them
your credit card nunber, you tell themthe item
nunbers you want, the operator on the phone or
the website billing address then tells you what
the total is going to be calculating in shipping
and tax and all those things that you don't
really want to think about until then, and then
basically you get a chance to cancel

| nmean, if you're talking on the phone
wi th an operator you can say oh, | didn't realize
the tax was going to be that much, 1'd like to
cancel, the answer woul d be oh, okay. Where on a
website there's also usually a little do you want
to go ahead with this transaction thing, and |
think that -- | nmean, | think that if we want to
go sort of standing a usual business practice on
its head and try to, you know, havi ng anot her
|ayer to it, it's just really inportant to think
about whether that's really absolutely necessary,
because it seens to be working fine the way it is
now. | mean, maybe over tinme ot her business
nodels will be tried that are nore successful,

but in terms of requirenents | guess | don't see
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any pressing need there.

HUGH STEVENSON: Okay. Follow ng up on
that, what would people say if anything is
inpressing me, why is this any different from
medi a that already exists, or is it in any sense
is there any need to have any different Kkinds of
di scl osure rul es about contracts that you m ght
be entering into? Dave C ausen?

DAVE CLAUSEN. Yeah, | think if you
asked a retailer that before you could buy
sonet hing fromthe checkout stand, the person
checking you out had to put a disclosure policy
in front of you, had to rem nd you of what the
tax was, and then had to ask you do you stil
want to buy this product, | think you would hear
a human cry that you don't seemto be hearing on
t he internet.

One of the issues about the web | think
t hat has people nervous is the fact that it is
new and it is a change, it's a very powerful
change, but because the change is the difference
doesn't nean that all of a sudden we have to fee
that it's going to sonehow be the ruin of the
consuner out there. |In fact, it's quite the

other way. Let's |look at the observed behavi or.
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More people are going to the internet,
are raising their hands saying they intend to
purchase this way and are in fact doing so. So
the point is you can either work with the flow or
work against it, and to answer the question you
asked, Hugh, there's nothing wong with
di scl osure. The question of what we don't know
i s how nuch is enough and how nuch is enough when
you' re again buying a hone is very different than
how much i s enough when you're buying a book and
it's very different in terns of who you are and
how you purchase, and | think we can all agree
that disclosure is good, just like going to
col |l ege, but what you learn there and what you do
wth it are very different depending on who you
are.

HUGH STEVENSON: Yes, Peter G ay.

PETER GRAY: Let ne just add to that,
first of all we tal ked about disclosure. WMany of
us who have worked on discl osures and have
written disclosures and tried to get consuners to
understand them | think is a problemhere that we
ought to go back to, which is too nuch disclosure
obfuscates the whole thing and doesn't protect

the consuner at all. 1In fact, it just has the
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reverse effect.

Secondly | think we should go back to
| ooking at disclosures in terns of plain
| anguage, and | know plain | anguage in all the
countries around the world is a difficult thing.
We tried plain | anguage in the United States, and
that's al nost an oxynoron but think of all the
ot her countries that have to do things in plain
| anguage. Nevertheless | think there was a
wonder ful exanpl e given this nmorning by the
gentl eman from eBay on the privacy disclosure
that he put up in a very sinple understandable
form and | think we should spend nore tine
t hi nki ng about that because all of these
di scl osures whether you're tal king about in
credit contracts or otherwi se, no one reads them
even the experts don't read them and if they
read them nobody understands them and so what
have you really acconplished when you tal k about
nore di sclosures and all these necessary things
on the internet? 1 think that to be
count erproductive to the consuner and | would
argue that we need to take another | ook at
di scl osures altogether to see exactly what we

need, and if we need sonething, then put it in as
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pl ai n | anguage as we possi bly can.

HUGH STEVENSON: Thank you. Caitlin
Hal | i gan.

CAI TLIN HALLIGAN: | think the way we're
carrying this discussion right nowis we're
asking the question are there new di scl osures
whi ch are appropriate or necessary for this
medium and | think it's inportant to recognize
that | think any existing rules about disclosures
shoul d be extended to on-line transactions. For
exanple, in New York in order for a nmerchant to
t ake advantage of any restrictions that it places
on refunds, it has to disclose that refund policy
up front at the tine the sale is consummat ed.
woul d think that it's pretty straightforward that
that applies whether the transaction is
consunmated on-line or off-line, and that's an
exanpl e of a disclosure where a disclosure would
have to be nmade on the phone.

HUGH STEVENSON. (Okay. Haywood
Torrence.

HAYWOOD TORRENCE: The question | would
ask you is in the on-line world what constitutes
that disclosure? Does a hyperlink to a pl ace

that fromthe purchase page constitute disclosure
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or does the text of that disclosure have to
appear on the web page itself where you're about
to make the purchase?

CAI TLIN HALLIGAN: | think that's a
difficult question and | think that's one that
the FTC has been | ooking at in the context of
sonme ot her proceedings, but | think that
wherever, | think I would suggest that it does
need to be clearly conspicuous preferably on the
screen, but wherever we conme down about whet her
hyperlink is sufficient or whether it has to be
on the screen at the tine the sale is actually
consunmmated, | do think it's inportant to
acknow edge that there are a nunber of existing
di scl osure requirenents out there which are
medi um neutral and that we need to take that into
account in thinking about on-line disclosures as
wel | .

HAYWOOD TORRENCE: The reason | asked
that question is that as one starts to think
about the variety of disclosures and the variety
of information that one is, the consuner m ght be
interested in know ng, at sone point if you
di sclose all of that on a single page, the

consuner's eyes wll tend to glaze over. It
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woul d be sonewhat |ike the page that | always get
whenever | open a new piece of software, that

I icense page which | of course always read before
| agree to.

| think that there are disclosures, one
of the real advantages of doing that | think is
that it does allow the individual who wants to
find out nore information before making a
purchase very easily to ask the question of the
person who is selling the good, because al nost
al ways there is a way on the website to contact
the conpany, and if one does not feel
confortable, if that doesn't, isn't the case, one
ought not to nmake the purchase. It's that
si npl e.

HUGH STEVENSON: G ven that we may have
the problem of sort of word blindness on the net
or the problem of disclosure becom ng
overwhel m ng, what woul d people articulate if
there are key m ni mum di scl osures, what woul d
they be? In other words, if there may be, and it
may be that there, obviously there's a whole
uni verse that you could require but with kind of
a clear down side as you articulated, are there

particul ar cases that people see as sonething you
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just do not do without as a matter of, as a fair
busi ness practice to disclose on the website?
Kaye?

KAYE CALDWELL: Actually I think I m ght
want to go back to your other question a little
bit and tal k about this disclosure issue and
again the nunber of different disclosures. One
of the things that | think the governnent coul d
be quite hopeful in doing is putting together an
informational effort for small businesses to |et
t hem know what all these disclosure requirenents
are in all of the different states in the U S
and all of the different countries in the world
so that they have an understandi ng of what they
may be expected to conply with in these different
pl aces.

In the process of doing that | think
you're going to find how incredibly confusing
this is. You may find that sone of these
di scl osures are contradictory. You may find that
sone of themare not in sinple | anguage because
the law requires themto be stated in a specific
way, and you may start to perhaps feel |ike may
you should work with sonme of these jurisdictions

to get sonme harnoni zation, sone sinplicity so
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t hat these di sclosures can be nmade in an easier
way .

Anot her thing I woul d suggest that
m ght be an interesting project is that it m ght
be nice to have sone standardi zed international
icons that could be used to click on so that
there's a specific icon that will always link to
the information of the |ocation of the business,
one that would always link to what the warranty
policy is, one that would always link to what the
privacy policy is or mght just perhaps identify
that there's a particular privacy seal next to
that particul ar one.

That coul d be very useful and could
save consuners a lot of time and enable themto
| ook at the things that they ought to | ook at and
find themvery easily, so | would suggest sone
educational efforts on those disclosure
requi renents hel ping both consuners and snal
busi nesses m ght be incredibly useful in this
ar ea.

HUGH STEVENSON: Frances Smth?

FRANCES SMTH.  Yes, I'd just like to
make a few points on what was just said about the

sone of the |links and sonme of the hyperlinks and
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icons and such. | think we're already seeing
t hat developing in the private sector. W now
see BDD on-line privacy policies, we see seals of
all sorts of business practices policies BSZNet,
we heard about Net Trust as well, so we're going
to see nerchants on the internet increasingly
havi ng these avail abl e seal s that soneone is
particularly interested in warranties, in the
reputation of conpany, in the privacy policies of
t he conpany, etc., etc., they'll be able to click
because these are devel oping at an extrenely
rapi d rate.

| think several people stressed the
dynam smthat's taking place. W can't viewthis
as a static nediumat all, and I think by not
| ooki ng at what's happeni ng now and saying is
that going to provide enough, are those types of
arrangenments, certifications, seals, third party
certification, infonediaries, internediaries, all
of these are rapidly trying to act as negotiators
bet ween buyers and sellers to provide the
information that people want in the way that
people want it, and if they don't want the
information they don't have to click on those

icons and find out what all the business
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practices are. So | think that's a very
i nportant point that we often overlook. It's a
sinplistic one, but this is a dynam c nedi um
Looking at it froma static formcan, froma
static point of view | think can be a great
di sservice to the users of the internet.

HUGH STEVENSON: M. Thonpson?

COMM SSI ONER THOWPSON: | think they are
very interesting points. | guess they raised a
couple of questions for ne. One is, and | often
hear this, is that |I'mstruck by what we heard
this norning from about the study and | ooking at
ordering goods and what the experience was and
that can we say are there sone things that,
di fferences where consuners don't know what they
don't know, and that's a question | raise, and
the second is that notw thstanding the fact that
there's this high degree of dynamsm if one
desirabl e goal that everybody seens to be talking
about is the fact that people want to broaden the
use of the internet as a neans of transacting
busi ness, then what does that say about the
degree of risk what consuners should be | ooking
for and what busi nesses shoul d be providi ng?

That's sonmething to throwin as a factor as
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wel | .

HUGH STEVENSON: Jill Lesser from
America On Line.

JILL LESSER | think in the context of
bot h what Comm ssi oner Thonpson just said and the
entire discussion that it's inportant to ask the
nore macro question of sort of why are we here,
and in part the question is what do, what are we
trying to do through consuner protection?
think there's sort of two different things. The
first is to provide a level of clarity for
consuners so they understand their rights and
responsibilities when they're engaging in
commercial transactions, and the second | think
to protect themfromfraud, fromdeceit, from
trickery, and I think in the on-line environnment
that is where a ot of the focus needs to be with
respect to the role of agencies |like the FTC and
state attorney general and governments around the
wor |l d because what | see evolving on the other
point, which is the right to responsibility, is a
process whereby conpanies nust if they want to
succeed really undertake to provide the anount of
di scl osure that consuners are |ooking for, and |

t hink the exanple given by eBay this norning was
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a perfect one. W have never seen that kind of
an auction business before, and in the context of
trying to provide that service they obviously
realized that there were certain issues that were
energi ng, and authentication is one that was
brought up, you know, am | going to really be
buyi ng a baseball card of Thurnon Mundsen, who's
my favorite baseball player way back in the 70's
on the Yankees.

You know, | nmean | think what you're
finding and we're finding this wthin AOL as
wel |, we have |l ong had a content based servi ce,
and over time, particularly over the |last year
and a half we have tried to nove a | ot towards
e-comerce and we have a whol e shoppi ng
environment, and in that shopping environnment
there are nore than 150 nerchants. |In order to
basically invite customers into that shopping
environment, to that nerchant's environnent, what
we basically have found through feedback from our
custoners is that our custoners want to know
sonet hi ng about that environnent. So each of
t hose nmerchants is nowin order to basically be
an ACL merchant has to be within our certified

mer chant program and that certified merchant
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program has several different aspects to it, sone
of which | nentioned earlier, return policies,
privacy policies, making sure that there's a
certain amount of custoner response so that for
exanpl e an order nust be processed wthin 24
hours of receipt.

There are several different aspects of
the certified merchant programthat al so include
a noney back guarantee and in the end a guarantee
fromAOL that if there is any credit card fraud,
whi ch we've never actually seen that, AOL wll
make sure the customer ends up whole. So | think
what we're finding in our own environnent is as
we want to see customers migrating to e-conmerce,
we have to say to themand here's what we w |
provi de for you so you understand the nerchants
you're dealing with in our environnment
particul arly because many of those brands may be
large in the on-line world but they're
essentially a small brand where they've grown up
over the last couple of years.

LI SA ROSENTHAL: Could | just ask a
foll owup question? What are the m ninma
di scl osures that you require your certified

merchants to nmake?
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JILL LESSER Let ne run through them
Basically the certified nerchants programis as
follows, and as | said we have nore than 150
certified nerchants in the programand it grows
every day. The first is a posting requirenent,
essentially a notice requirenent so that there
has to be conplete details within each nerchant's
environnent, their custoner service policies,
i ncl udi ng contact information, shipping
information, returns policies, and guarantee
information. They nust receive and respond
e-mail within one day of receipt, respond to
e-mai |, excuse nme. They nust nonitor their
on-line store to make sure there are no for
exanpl e out of stock nerchandise, so if there was
a special on a product that was featured on the
site, they nmust nonitor that site to make sure if
t he product was sold out that they were no | onger
pronoting it.

They have to both receive orders
el ectronically. W don't want our custoners to
have to essentially go off-line. W want a ful
seanl ess on-line experience, and that those
orders have to be processed within one business

day. They have to provide the custonmer with an
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order confirmation within one business day,
deliver all nerchandise in particular

pr of essi onal packagi ng, ship the displ ayed
product at the displayed price wthout
substitution and agree to have a privacy policy
that is consistent with AOL's privacy policy.
They don't have to actually adopt our privacy
policy, but essentially all the elenments have to
be consi stent.

And you know, in addition to those sort
of affirmative obligations are ways for the
custonmer to then contact ACL or contact the
merchant directly that they can get their
guestions answered, and it is only relatively
infrequently that a custoner who goes to the
mer chant and doesn't receive a satisfactory
response from AOL, the custoner sort of gets
directly involved, and what we always try to do,
and actually |I've never had a conpl ai nt going
down this, is that we | eave that customer fully
satisfied. If we have to work with the merchant
to correct their policies, we do that.

HUGH STEVENSON: How does that sound as
a basic approach? Mchelle Turner fromDell, and

t hen Li nda Gol odner.
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M CHELLE TURNER: Thanks. First 1'd
actually like to comment a little bit on what she
was saying and indicate that we would certainly
agree with her approach in ternms of bifurcating
the views on consuner protection and sort of two
ways to look at it and the two different aspects
of the issues, and | think that's exactly right.
Fol ks have nentioned the dynam c nature of the
internet, the evolving and growi ng nature, and |
think it's also inportant to keep in mnd the
hi ghly conpetitive nature of the internet.

It is in many respects far nore
conplete than in the physical world because of
the many opportunities that consunmers have not
only to get access to a wealth of information at
a nonent's notice, but also to do conparative
shoppi ng, conparative assessnents of conpanies
and what their policies and practices are, and
they can sinply choose to go sonewhere else with
nothing nore than a sinple click, so conpanies
have strong incentives to protect their
consuners, to informtheir consuners, and to nmake
sure that it's a safe place for people to cone
and they have their trust around that website.

| think we certainly feel and have seen
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that the people who will succeed in the internet
environment are those that do just that. In
fact, at Dell the one thing that we | earned very
clearly is that it's a huge conpetitive advant age
to make sure that we put our policies out there
very clearly, to nmake sure that our custoners
have access to all of the information that we
have inside the conpany, and that's going to be a
benefit to us.

Dell is an 18 billion dollar conpany
| ast year. W have a strategic goal of selling
50 percent, getting 50 percent of our revenues
over the internet by the end of next year, so we
certainly are noving in that direction and
incentives in that direction, and in the first
quarter of this year 30 percent of our 5.5
billion dollars of revenue cane fromon-I|ine
sales, and | can echo what Dave was sayi ng, we
did that with virtually no custoner issues or
conplaints. So we're not seeing a huge outcry
and a huge need for detailed regulations at this
st age.

HUGH STEVENSON: Li nda?

M5. GOLODNER: Jill said al ong sone

pi eces that we included in our comments al so, but
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| wanted to refer to Rob Mayer's study that the
terms of sale are very inportant, especially the
terms with regard to how much postage you're
going to have to pay and if you're going to
return it how nuch postage you m ght have to pay.
Al so how the seller is going to confirmto the
consuner that they actually made the purchase.

You al so have to know what to do in
case of replacenents, in case sonething arrives
br oken how you get back to the seller, and even
t hough it m ght seem appropriate to do everything
on-line, | think there has to be sone way to
reach a seller off-line, especially with regard
to special questions that a consuner woul d have.
One thing I would add to Jill's list is what | aws
apply, and especially as we nove into nore
selling and buyi ng of fshore.

| also wanted to refer back to sone of
t hese questions that people had earlier about
should it apply if you operate your business out
of your hone or if you're a small business.
think all these rules should apply to everyone.
| f you're working out of your hone you're
operating a comercial business, and | think you

have take those, if you're risking to sel
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sonet hing you al so have to have disclosure. |
don't know why people would be afraid to do
t hat .

We all know that fraud can be
perpetrated fromkitchens. A lot of the boiler
roons in telemarketing fraud cane out of snal
busi ness and I think we al ways be aware of the
shar ks and barracudas that Mark Sil bergeld
menti oned earlier this norning.

ALAN ANDERSON: Al an Anderson from
AlCPA. How do the elenents that Jill nentioned
square with the programthat you all had
di scussed?

DAVE CLAUSEN. Actually they square up
fairly well, everything that Jill nmentioned
clearly in the CPA | ecture program A coupl e of
things that we've added to the programin the
nmost recent version is the jurisdictional aspect
of CPA Wb Trust as far as what country's rules
apply, and right now based on since there isn't a
| egi sl ative solution right now, it's website only
that we're saying right now, we also are a little
bit nore specific, | couldn't quite tell from
Jill"s coments, but we actually put a nane or a

departnment or who to contact as opposed to just a
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phone nunber. W have a specific contact nane,
and | couldn't tell fromJill's coments whet her
or not, they square up pretty well, and if you

| ook at the statistics that Lisa presented,

mean they all match on what there's not going to
be on websites today that the certified nerchant
program and CPA Web Trust are addressing the

t hi ngs that consuners need to know.

HUGH STEVENSON: 1'd like to turn
before the break to the other question, which is
there are obviously a couple of different ways to
approach having a fair business practices. One
is to have themw th self-regulatory codes of
vari ous types or with businesses adopting their
own codes as a way of attracting business for
conpetition. Then there's also the option of
havi ng certain disclosures nmandated by |aw, and
so it would be helpful to hear people's views on
whet her that's a good idea or when it would be a
good idea. Solveig Singleton?

SOLVEI G SI NGLETON: Actually this is
still up fromthe last tine.

HUGH STEVENSON. (Okay. Jean Ann Fox?

JEAN ANN FOX: Sure. W Dbelieve that

there should be |l egislative m ninmumrequirenents
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that the role of the voluntary prograns that

busi nesses are joining intois to provide over
and above the m ni num necessary requirenents of
law. That's true in the off-line world, we have
a lot of legislative information disclosure

requi renents, and there's no reason for the
internet to be any different. 1In fact, it's nore
inportant to have a | egislative baseline because
of the international aspect of the market.

In listening to the earlier discussion
about the cut throat conpetition on getting
prices down for exanple, fromny old days of
runni ng Accounti ng Consumer Protection Agency ny
experiences would lead ne to believe that
sonetinmes that kind of cut throat conpetition
woul d encourage fol ks to cut corners a bit, and
when you're dealing in an international market
where you' re not counting on repeat business from
the fol ks just in your neighborhood and consuners
have difficulty getting their hands on the
busi ness, | would think you could stay in
busi ness for quite a while cheating people one at
a tinme rather than having to worry about seeing a
reputation in a local area. So | think we need

sonme basic enforcabl e disclosure requirenments and
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consuner protections, and all of the good
voluntary self-regulatory prograns shoul d be on
top of that.

HUGH STEVENSON: Dave C ausen, what's
your reaction to that suggestion?

DAVE CLAUSEN:. Different. | think
speaking for sonme of our clients and who we do
business with, and the first question we'd ask is
is the nmechanismin place to resolve the issue
now. | would argue that nost of the mechani sns
to take care of the issues that have been
di scussed today are in fact in place right now
The FTC is already follow ng eighty sone odd
cases. How can we enpower the FTC to do nore?

Second, | think the, in terns of
whet her you | egi sl ate di sclosure or not, again ny
concern is internationally I know of very few
gl obal | egislative issues that have been very
successful anywhere, maybe |I'mwong. |n many
cases | think if you | ook at the banking and
financial industry, they are trading trillions of
dollars a day in currency exchange as we speak.
They have sonmehow managed to nove your noney and
mne fairly effectively all over the world and do

okay.
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VWhat can we learn fromthat industry
and how it approaches these very sane issues.
There's no difference there in the Canadi an
i ndustry's perspective a snaller nunber of
pl ayers and now we're about to open it up.
Secondly | think the vigorous pursuit through
exi sting channels of resolution is what | would
argue for. Begin with proactive information
distribution. W shouldn't be asking in the
sense what is the mninmm but what is the
maxi mum

I f you |l ook at ACL, they're not
mandated into doing that. Wat they understand
is that they do nore business that way because
that is one part and only one of a conplete
consuner experience for them They want those
ACOL users to cone back to that AOL mall and shop
with these people and it adds value to the people
who |icensed the right to be on AOL, and finally
| think | ooking at the role of the FTC and
government in general, we should help drive these
mar ket efficiencies.

| mean, the whole point about the web
is the fact that it is a comunity, it is

i nformati on exchange, and maybe we need to
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rethink the language. It shouldn't be so nuch
about disclosure, which is a somewhat pejorative
term but how can we open up, provide nore,
educate? |I|f you made the anal ogy that the best
way to stop kids fromsnmoking is to get them
whil e they're young and educate ahead of tinme, it
seens to be the only thing that works.

Per haps we shoul d take that sane sort
of approach to enpowering the consuners
everywhere in the world to know as nmuch as they
can, and whatever the FTC can do apart from
mandate the rules and | egislation that have to go
above and beyond where we are now | woul d argue
for. If it's working now how can we make it work
better without just rewiting the rules for the
sake of doing so?

HUGH STEVENSON: Caitlin Halligan from
New Yor k?

CAI TLI N HALLI GAN: My perspective is a
little different in terns of, | think the
busi ness community has sone really well placed
concerns about regul ati ng such a qui ckly changi ng
and still nascent industry and | also think that
t hi nki ng about any kind of regulation on a gl obal

level is very difficult, but | think Jean Ann
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raises a very inportant point, which is that |
think it's way to early to conclude that the
conpetitive nature of the internet will fix al
t hese probl ens.

We get thousands of conplaints every
year from consuners, and a nunber of them
definitely involve outright fraud, you send ne
your noney and I'll send you nothing in return,
but quite a substantial nunber also involve
consuners who as | think Conm ssioner Thonpson
said didn't know what they didn't know when they
got into a transaction and they're frustrated,
sonme of themcan't contact the entity that they
engaged in a transaction with, and they want sone
relief. So | think that it's way to early for to
us conclude that conpetition will be the cure for
everything that we're | ooking at here.

HUGH STEVENSON. Haywood Torrence?

HAYWOOD TORRENCE: Well, I'mnot sure
t hat anyone was suggesting that conpetition is
the conplete cure, but | certainly think that it
has sonme material inpacts that perhaps m ght be
nmore conpletely taken into account. | was
| ooking at the internet fraud watch site that is

run by the National Consuner League | believe,
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and they noted that they had 100 fraud reports
per nmonth. These were in 1997 figures.

couldn't find any 98 figures on that, but they
al so noted that they had 350 calls a day to their
800 nunber about non on-line fraud, which | think
at | east works out to about 130,000 a year for
non on-line versus 1,200 for on-line.

| think it is inportant before we start
to create new rules particularly for nediuns
where there are such strong feedback nmechani sns,
to keep in mnd the magni tude of the problem to
assess that magnitude, and seriously consider
whet her there is a unique problemthat requires
additional new rules before we start to wite
t hem

HUGH STEVENSON. Those are your
nunbers, Linda. Have they changed?

LI NDA GOLODNER:  Yeah, we had 600
percent increase last year in internet fraud. |
don't have those nunbers right in front of ne.

HUGH STEVENSON: Sol vei g Si ngl et on?

SOLVEI G SI NGLETON:  Just one qui ck
comment that so far we've kind of assunmed out of
the picture in thinking about international

agreenents, and that is that one of the nmajor
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i ssues woul d be what | anguage are the discl osures
in. |If you have a conpany that's based in
Germany, say it's selling tropical fish supplies
of the kind you can only get in Germany, another
personal experience, its website is in the Gernman
| anguage. They nmay have the nost wonderf ul
di sclosures in the entire world, but | cannot
read Gernman.

| can go to the website and | know
enough about the specific product nanme that |'m
| ooki ng for and what the product | ooks like to be
able to get the kind of oxidators that | want,
but as far as disclosures of any kind are
concerned |I'mnot going to be reading those or
understanding them So | guess that's going to
be a major problemin this international context
and | just, | nean | cannot see the French being
very happy with being told that they nust post
di sclosures in English. For that matter even any
reason that they should at all because that nost
of the people speak Chinese, so | nean there's a
huge issue there waiting.

The second point is | think fromthe
st andpoi nt of consuner risk and the question of

how much risk will allow themto bear, it's going
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to vary widely fromcontext to context. |[If | can
only get the product | want by going to a website
that's posting no disclosures and is in a foreign
| anguage, |'mgoing to do that and I'mgoing to
want to do that as a consuner and |'mgoing to be
angry with any national authority that tries to
stop nme, and I'malso going to take steps to
evade that |aw.

So |''mconcerned al so about whet her
it's national or international and mandatory
di scl osures are seeing actual enlarging the
enf orcenment problem fromthe standpoint of an
enf orcenent agency, because instead of focusing
on actual fraud, actual problens, instead you're
focusi ng on the question of these disclosures,
and that has to involve every single website in
exi stence. So that's all.

HUGH STEVENSON: Ed Mezw nski, we'll
give you the last word and the I think we'll take
a break.

ED MEZW NSKI :  Thank you, Hugh. Just
very, very briefly | agree wwth Jean Ann's
coomments. | think there needs to be a floor of
consuner protection |law to protect consuners

whet her on-line or off-line. A word | haven't
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heard today is enforceable. W need enforceable
consuner protections, and | don't see voluntary
self-regul ation providing that, although
obviously |I'm encouraged that conpetition has
caused | arge conpanies like Anmerica On Line to
require their nerchants to have strong codes of
conduct, so enforceable is the word that we're

| ooking for that we don't seemto get with

vol untary. Thank you

HUGH STEVENSON. Thank you. So we'll
meet again at 4:00. Thank you.

(Recess taken at 3:47 p.m Sem nar
continued at 4:03 p.m)

HUGH STEVENSON: Okay, | think we're
ready, ready or not, to go. | wanted to before
we turn to the, what the substantive protections
shoul d be, there's one nore question on
di scl osures. W had focused earlier in our
guestions and comments on what's different about
e-commerce and for consuners. A related question
here since this is about the intersection of
internet and international is what's different
about foreign commerce for consuners. This is a
relatively for the nost part a new thing, and

does that suggest the need for different
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di scl osures and does it suggest any need to
mandat e any particul ar disclosures, if anybody
has a thought on that. Jill?

JILL LESSER Well, it seens to raise a
di fferent question, which is how woul d you
mandat e those disclosures. | think what the
nati onal and gl obal nature of the nedi um has
brought up in a nunber of policy contexts
rai sing, you know, being here and |'ve been here
at this table discussing the privacy issue sort
of in the sane vein, which is you certainly want
to end up with a theory of baseline standards.
The question is in a global environment is the
government that's the I'll say initiator of those
standards, or is the gl obal business narket the
best initiator of those standards with this
course of consuners so they have flexibility, in
a lot of the portions that doesn't rely upon
getting into a lot of the jurisdictional disputes
that | think you di scussed sone this norning and
have been alluded to in this discussion.

HUGH STEVENSON: Jean Ann Fox?

JEAN ANN FOX: The fact that consuners
in |large nunbers are suddenly in the

i nternational market buying from fol ks under
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different | egal nmachines conpletely out of their
reach for resources | think is going to add a
whol e level of difficulty to this market as nore
of this takes place, and it leads to the

i nportance for the devel opnent of agreed upon
rules such as CECD or guidelines for consuner
protection for commerce, enphasizes the

i nportance of the Federal Trade Conmm ssion
playing a lead role in the devel opnent of those
gui del ines and how inportant it is for those to
get finalized and adopted for those governnents
to go out and persuade other major players in the
worl d market that they also want to abide by the
CECD qui del i nes.

W may need to have conversation at
sonme point of consuner disclosure requirenents
and to protection throughout the world, but just
the sheer fact that this is not on the internet
but it's international makes it nore likely that
consuners wll feel pensive and unconfortable
shoppi ng el sewhere when they know they're
shoppi ng el sewhere and not know ng what's goi ng
to happen which is the fact it should work out
well and how inportant it is to have agreed upon

i nternational rules.
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HUGH STEVENSON: Sol vei g Si ngl et on.

SOLVEI G SI NGLETON: | guess very
qui ckly on the point of whether to what extent
the rules should be different between the on-line
world and the regular world, a |lot websites are
going to have you can order this on-line or you
can fax it or you can phone us, and | think as
long as that situation is obtained it would just
sinply be insane to have a business operating on
a different set of different rules and different
choi ce of |aw rul es dependi ng on whet her the
transacti on was consummated by phone or by fax or
by e-mail

So |l mean | think in ternms of
substantive rules, the idea that they would be
di fferent woul d produce sonme extrenely strange
results. In terns of thinking about
i nternational rules and what consunmers w ||
expect and want in terns of devel oping trust,
probably nost the thing that consuners wll be
| ooking for first and will be formng their
attitudes toward el ectronic comrerce wll be
things like famliar brand names, reputation,
information that's avail able on news groups to

t hem about who they want to deal wth and so on.

For The Record, Inc.
(301) 870-8025



266

In many cases they' Il be willing to
take enornmous risks in order to get a product
that they can't obtain el sewhere and they'll be
nmore willing to take risks also in the context of
products that are pretty cheap. So | think that
for the nost part consuners' expectations of what
el ectronic commerce is going to bring themis
going to be fornmed by the conpetitive process and
by the normal day to day process of dealing with
a nmerchant on-line rather than with exceptiona
events that will occur in sone cases where there
will be problens that will lead to a | ega
di sput e.

And | guess finally in terns of an
i nternational mandate, as conpared to private
institutions to develop, | think eBay has
devel oped nechani sns, credit card conpani es have
for resolving international disputes, | think
government institutions are going to begin to
evol ve because they'll have to address probl ens
like fraud and they will do that, but for the
nost part for consuner service related issues
private institutions are going to respond far
nore quickly and far nore, in a far nore consuner

service oriented way than the governnent
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institutions wll, particularly since governnment
institutions really are geographical territory
institutions, and they're pretty slow, they have
to be as long as they're denocratic, and so |
think that a lot of needs will be for new
institutions rather than for new rul es, and those
institutions will in many ways be supplied by
private institutions, the nature of which we
cannot even begin to inmagi ne now.

HUGH STEVENSON: Al an Ander son?

ALAN ANDERSON: Just to kind of |eave
and tal k about, we should comment that the
mar ket pl ace has a way of responding to
situations, and then what was just nentioned is a
very inportant point with the perspective of
there are private solutions that evolve when
there's a consuner need and then there's a
busi ness need, and there are private solutions
bei ng devel oped every day, and with what AQL is
doi ng, what the CPA profession is doing, and from
a di sclosure perspective sort of point out
anot her el enment of the CPA Web Trust program it
is international in scope as all of the brother
and sister organizations of the profession.

CPA' s and chartered accountants worl dw de are
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offering this program and so fromthe
perspective of disclosure any entity that would
give a seal programfromthe Wb Trust arena
woul d be mandat ed by the basic disclosures that
we tal ked about earlier today, so there is
already a private sector at |east one answer to
hel p thread a comonal ity of disclosures on an

i nternati onal basis.
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DI SCUSSI ON ON FAI R BUSI NESS PRACTI CES

HUGH STEVENSON: Thank you. | think
we'll turn now fromdisclosures to the nore
substantive, fair business practices and what
basi ¢ other core protections one m ght
articulate, and we could start with what may not
be an easy question, which is should -- right now
there are many laws in many places that prohibit
deceptive and fraudul ent practices, and is there
any argunent agai nst covering internet and
international and internet transactions simlarly
havi ng a corporate protection agai nst fraudul ent
deceptive practices? W don't have anyone
specifically on the pro deception. |'mcalling
on Peter Gay. | will call on Peter Gray not
because he's pro deception, but --

PETER GRAY: Thank you for the
clarification I just want to nake a point to
follow up on a lot of the discussion today, this
nmorning as well as this afternoon about this
issue of fraud. | think there's a perception
here I think wongfully that fraud is a huge
probl emon the internet and growi ng as a huge

probl em of the internet.
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| know that the National Consuners
League did a survey in which they reported that,
| forget what it was, six mllion consuners
allegedly were victimzed by credit card fraud or
unaut hori zed use of the web, but the reality is
that consuner liability is zero if reported
within two days of discovery, and that since nost
transactions are done with credit cards this does
not appear to be or has not actually been a
problemto date.

Al so when you have | ook at fraud you
have to disaggregate fraud into what kind of
fraud it is, because to just plainly say that
this is total fraud that mllions of people are
bei ng defrauded is m sl eading since a | ot of
fraud upon investigation is what's called
friendly famly or unauthorized use of the card,
and when you | ook into that you find suddenly you
know your son has sonmehow gotten hold of your
credit card and has gone on a buying spree, a |ot
of situations like that, and if you ask people
who investigated fraud, the | aw enforcenent
peopl e and private sector people who have | ooked
into this, you will find that there's a |ot nore

to it than the surface figures seemto indicate.
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So ny point in summary on this point is
that | think we got to | ook very carefully and
not be taken in by these scare tactics that fraud
is a huge problemthat deters people from using
the internet. There's absolutely no evidence of
that, and we don't see that as a big problemin
the future.

HUGH STEVENSON: Jean Ann Fox from CFA,
how woul d you respond to that? Has the role of
fraud here been overesti mated or exaggerated do
you t hi nk?

JEAN ANN FOX: W don't have the
conplaint statistics that the National Consuner
League has. | would defer to Linda on that
guestion, but I did want to follow up on the
conpl ai nt about the chargebacks on credit cards
or the lack of liability on credit cards.
think that one of the literal devel opnents of the
internet market is to get the liability uniform
across all forns of electronic paynent nechani sns
consuners.

People in this country think they have
the sane protections when they use their debit
card in a transaction as they have when use their

credit card, and that is not the case. W
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haven't even witten any rules yet for smart
cards to get cash. There are other ways on |ine,
and one of the reasons that American consuners
are so confortable using their credit cards and
are willing to buy things using their credit
cards is they know they have the liability. It's
a great source of confort, it's the Linus Bl anket
of commerce, and we need to have the sane set of
rul es across the other fornms of electronic
paynment so that consuners feel confortable
shopping on the internet so they have those
| evel s of protection.

HUGH STEVENSON: Caitlin Halligan from
the New York AG s offi ce.

CAI TLIN HALLI GAN: | want to get back to
your question of whether or not prohibitions
agai nst fraud and deceptive practices should
apply on-line. | think they can, and they do.
New York has statues much |ike those of the FTC
whi ch prohi bit deceptive business practices and
fal se advertising, and the New York state court
has found that there's statutes that are nmedi um
neutral and that they apply to on-line
transactions as well as off-line transactions.

W investigate conplaints and negoti ate
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assurances of discontinuance, and where
appropriate litigate under those statutes on a
very regular basis. So | think that for a nunber
of cases in New York alone | think the provisions
is they definitely apply.

HUGH STEVENSON: Jill Lesser?

JILL LESSER. Yeah, | just want to add
t hat regardl ess of whether we have statistics for
that, whether there's a lot of fraud or a little
fraud on the internet, |I think the goal should be
there's no fraud on internet, and the nore we
pl ace our resource discussions both in a room
like this in figuring out for exanple howto
apply the laws that are currently on the books,
which | think do work very well, but to nmake a
good exanpl e when do New York consuner protection
| aws apply and how does this, how do both the
busi ness operating on-line and the consuner
under stand what | aws apply and for exanple in the
international environnment it is not always
sufficient for a conpany |like AOL to pick a forum
like Virginia, which is our hone state and state
| aws apply, the laws of the state of Virginia
apply in this case, that that won't always be

enforced, so | think concentration being placed
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on how we in the gl obal medium concentrate help
you fol ks concentrate on enforcenent so that we
can operate businesses and consuners can be nore
cl ear about what their rights are, but | do think
very strongly and America On Line thinks that it
is certainly the role of governnment in this area
to enforce against fraud on-line, that there is
no reason for the lawto be different on-1line
than they are off.

HUGH STEVENSON: Frances Smth?

FRANCES SM TH.  Just a qui ck statenent
about debit and credit cards follow ng up on Jean
Ann's comments, as a consuner group we try to
educat e consuners about sone of the differences
in the nedia that they use in transactions, and
it seens to ne that if a consunmer doesn't know
the difference between credit card, it usually
gives you float and you pay the bill when it's
due, and a debit card that imredi ately gets
debi ted from your checking account, then they
have a bi gger problemthan fraud on the
i nternet.

So we do try to educate consuners but |
think one can't | ook at |laws and regul ati ons as

the |l owest, as applying to the | owest common
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denom nator. | heard a regul ator of another
agent say once it's part of our job to protect
stupid consuners. This is a literal quote from
and I'mnot sure that is the role of our
regulators. | think consuners do have
responsibility. | think consunmer groups have a
responsibility to try to educate consuners, but |
think if we look to laws that will protect people
who probably shouldn't have a debit card or
credit card or be shopping, then | think we're
going to get themin nore trouble.

HUGH STEVENSON. Those people | guess
will stay at hone. Wiy don't we turn it, | think
we' ve tal ked on other hand that | think generally
people aren't extending the fraud and deception
rules to this on-line environnent, we have tal ked
through a little bit. Let's turn to sonething
though a little different, which is cancellation
rights. Wen there's a transaction that occurs
on an on-line site for exanple should there,
should it be either a fair business practice or
shoul d be there a mandated rule that consunmers be
able to cancel an on-line transaction, and if so
under what circunstances should they be able to

cancel an on-line transaction? Kaye Cal dwell?
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KAYE CALDWELL: Again |I'mgoing to urge
caution. | think that you have to be very
careful when you're looking at this issue. Wat
t he consunmer has already gained all the benefit
of the transaction? What if the transaction is
say to get access to a certain piece of
information or to downl oad a certain piece of
digital, sonme sort of digital product I|ike
software or nusic or whatever that is very easily
copied? Wiat if the transaction is buying sone
stock that drops in price thereafter? Should
they be able to cancel that? So |I think you have
to be very careful in that area.

HUGH STEVENSON: | hope | don't
m scharacterize this. M understanding is that
there's an EC directive which gives a certain
period of time to cancel transactions, | believe
it's seven days, and | believe there's actually
sonme form of exception for that conpany for the
goods to be delivered. So if we set aside the
exanpl e where you have the goods delivered or the
benefit of the transaction has already occurred,
are there benefits or down sides to having that
kind of ability to cancel? And it may be either,

| suppose there may be two things behind the
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t hi nki ng of such provisions. One mght be to
protect people who want to change their mnd from
certain pressures kind of thing behind or door to
door cooling off provisions, and al so then the
other issue related to that though is
cancel | ati on because whoops, | got the wong
but t on.

DAVE CLAUSEN. Four seven days? Seven
days seens a little long for an oops.

HUGH STEVENSON: Sone are slow to
react .

LI SA ROSENTHAL: Shoul d there be any
period of tinme is the question in which a
consuner can cancel

KAYE CALDWELL: Are you |looking to nme or
Jean Ann? o head.

HUGH STEVENSON: If you'd like, or Jean

JEAN ANN FOX: I n our coments we
suggested a three-day right to cancel the
transactions over a threshold anmount of noney
except in sone reasonabl e exceptions to that.
It's nmy understanding that the right to cance
contracts that exist in the real world al so ought

to apply to the virtual world, an exanple if the
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equity in your hone is at risk. | think the
probl emati ¢ question is are consuners under the
sane pressure in on-line purchase situations as
they are in a door to door sale, under the door
to door sale provisions, are you all enforcing
that on internet purchases?

HUGH STEVENSON: The door to door
provi si ons?

JEAN ANN FOX: Yes.

HUGH STEVENSON: No, | don't believe --

JEAN ANN FOX: It's a purchase nade in
the consuner's hone. | don't know, we can talk
about that sonme other tinme, but | think if the
purpose here is to facilitate comrerce to help
consuners feel confortable, especially with a new
pur chase nethod where it is so easy to click and
commt yourself to sonething and you m ght not
quite realize what you had done, that it's in
everyone's interest for there to be reasonable
cancel l ati on options especially for |arger
pur chases.

HUGH STEVENSON:. Kaye Cal dwel | ?

KAYE CALDWELL: | believe there are,
and | know that the new Uniform Conputer

I nformation Transaction Act actually has a
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provision called, we will call that provision
after your statement, we'll call that the Qops
Provision, but again | think it's an area that
it's very, it's essential to | ook at what purpose
of the regulation is, and |I'm always very |eery
of just assum ng that these regul ati ons can j ust
be broadly applied to the internet. | think that
if you | ook back at what the concerns are and you
need to make a judgnent as to whether or not it
really does apply to the internet, and then
beyond that if you've gone and done it in the
appropriate way.

| think the concern behind the door to
door selling provision is that sonebody is on
your doorstep and they're really pressuring you
to make this purchase. That's not how the
i nternet works. Sonebody doesn't conme to your
doorstep. The transaction may take place in your
home, but you' ve gone out and | ooked for it. So
it'"s really conpletely different and you really
have to think about well, how are these
different, how are these alike, is this
appropriate or not.

HUGH STEVENSON: How about nerchandi se

delivery rights? This is another area where we

For The Record, Inc.
(301) 870-8025



280

heard a little bit of this in Professor Mayer's
talk. Qbviously one issue when you order stuff
is you hope it then arrives. 1|s there, should

t he consuners have rights about nerchandi se bei ng
delivered within a particular period of tinme?
Qoviously there's, the Conm ssion has the

t el ephone mail order rule in place, but | guess
"' masking nore as a policy question and as
applied to the international context how that
could work. Dave C ausen?

DAVE CLAUSEN. | believe that again
let's try and go by what's in place already. 1Is
there, first question is there a nechanismfor
resolution today and can it be enforced. Second,
let's don't unfairly penalize or yolk the
internet because it's new. So ny first question
isinternms of mail order and shipping and
delivery, | would argue fromthe professor's
study those problens are inherent in ordering
anyt hi ng over seas.

| f you've ever bought sonething in
anot her country and had to have it shipped you'd
have these problem It's not the fact that the
internet is here that all of a sudden the problem

is there. So take the E away fromit, it's just
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business. Let's take a | ook at the fact that
there is a nechanism existing |aw that applies
to business that in that case shi ppi ng goods
border to border, that applicable law should in
fact apply. It's already in existence and
there's no difference sinply because it's the

i nternet.

HUGH STEVENSON: Jill Lesser?

JILL LESSER | think one of the
reasons why we're having trouble answering these
questions is because it's very difficult to say
shoul d there be this right or that right when
we' re tal king across circunstances, but one of
the things that we've focused on at AOL and we've
gotten a | ot of feedback fromour nenbers on is
essentially the consuner's right to know, and |
don't nean that to like, you know, the right to
know from a governnent mandat ed st andpoi nt, but
really in the marketpl ace.

So if our goal is ultimately to make
sure consuners get confortable on-line and are
protected, then ny goal would be to say okay, in
this context of whatever I'mselling at this
particul ar nmonent, what cancell ation policy seens

to make sense, what shipping policy for exanple.
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I f 1" m shipping val uabl e product obviously I
think I should be guaranteeing. M gut reaction
| should be able to say how nuch insurance do you
want or what kinds of guarantees should | be able
to give you based on how much you're spending for
this product, but it seens to ne the nost
inportant thing for the consuner to know is, the
consuner to have is information about that.

So up front, which is | think part of
the basis for the certified nerchant program is
to say we want all of our consunmers to know up
front what the cancellation policy is, what the
return policy is, what the shipping practices are
that custoner nore than trying to standardi ze al
of those itens across all types of transactions
trying to figure out sone sort of a way to nake
sure that the consuner has a way to understand
each of those aspects of the transaction of the
on-line experience.

HUGH STEVENSON. So you're saying you
don't in nore standardizing disclosures that
peopl e in your program woul d standardi ze any
particul ar practice that they're disclosing?

JILL LESSER That's right. That's

where our focus has been.

For The Record, Inc.
(301) 870-8025



283

HUGH STEVENSON. Haywood Torrence from
Bell Atlantic.

HAYWOOD TORRENCE: | think what ny own
experience has been is there is probably a | ot
nore disclosure with regard to shipping in the
on-line world than there is in the off-line
world. One of the I think advantages of the
internet which |I've cone to val ue as soneone who
does a | ot of purchasing on line is the fact that
many sites and many organi zations with which | do
busi ness have a tracking page and will give you a
tracki ng nunber relatively soon after your
purchase, and you can go to that tracking page
which ties into the shipping conpany's page and
they can tell you where your package is, whether
it is in Menphis or whether it is at the |oading
dock in Wal dorf, Maryland or whether it is on the
truck on its way to 1300 | Street, and that's
sonething that in the off-line word | think is
virtually inpossible without a great deal of
trouble, and so | do think that it is in fact a
conpetitive advantage for providers to offer that
ki nd of service because they will get business.
They will certainly get ny business assumn ng

their prices are conpetitive. They m ght even be
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able to extract a few nore pennies out of ne
because they do offer that tracking than
otherwse. | think that we need to all ow market
mechani snms to work rather than try to standardize

everyone into the sane nol d.
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DI SCUSSI ON ON CONSUMER REDRESS

HUGH STEVENSON:. Let's shift topics now
fromwhat rights or protections or fair business
practices we already focused on to what the
redress for consuners should be. |Is there,
shoul d consuners have sone vehicle for effective
redress in these cross border e-comerce
transactions, internet transactions? | guess
t hose who are against effective redress speak out
now. That tells us sonething. That was
admttedly the easier one. Mchelle, okay.

M CHELLE TURNER: | think if | could add
one thing on that. | think obviously everybody
is in favor of consunmer redress in appropriate
situations. As we've seen in a nunber of
i nstances, third parties are comng to the fore
in droves in the privacy area, in all sorts of
areas to help consuners, and | think we're seeing
simlar things inthis area as well in terns of
fol ks | ooking at and inplenenting on-1line
arbitration processes, and | know at Dell we've
recently inplenented that as well. W have not
had the occasion yet to test it, but I think once

again we can start, we can do ourselves a service
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by | ooki ng at what are these other out of the box
i deas and venture, mght help themin this arena
that are unique to the internet.

HUGH STEVENSON: And as |ong as we have
effective redress does it, is having it in a form
for exanple you' re suggesting arbitration, is
there binding arbitration in your instance.

M CHELLE TURNER: It is binding
arbitration

HUGH STEVENSON. Okay. Well, one
guestion is what would be wong w th binding
arbitration in this circunstance? Wy not have
themes for effective consuner redress in the
context of binding arbitration or is it necessary
to reserve a right to judicial recourse for
consuners in this instance? Jean Ann?

JEAN ANN FOX: W think the arbitration
i s hel pful and useful, but it should not be
requi red. Consuners shoul d have recourse through
the court systemwhere | aws have to be applied
and that there's grow ng concern about inposition
of inventory arbitration, like in sone cases the
fact that it doesn't necessarily apply, have to
apply |l aws, and because the outcones are not

necessarily public, you' re seeing resistance to
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mandatory arbitration in the financial product
area. | noticed in reading autonotive news that
the car deal ers are not happy about the thought
of having mandatory arbitration with the
manufacturers. | figure if it's good enough for
the car dealers it's probably good enough for
consuners.

HUGH STEVENSON: Let's break out though
mandatory arbitration in a donestic context.
t hi nk despite what Brad Handl er suggested earlier
| think probably you could enforce a Manhattan
judgnent in the Bronx, but | have no experience
with that. How about the exanple of enforcing
t he Manhattan judgnent in Australia or Germany or
El Salvador, and is that really a right that
needs to be protected or is it an effective
right? Caitlin Halligan?

CAI TLIN HALLI GAN: | can speak to the
fact that it's difficult to enforce cross
border. | think that that doesn't necessarily
mean that resort to the courts is an
i nappropriate nechani smfor reasons one of the
things that it points to is the need for
conti nued and better cooperation across, | think

that that's really assistance towards naking the
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courts a viable neans of redress sinply.

HUGH STEVENSON: Dave C ausen?

DAVE CLAUSEN: | would hope that if it
cones down to waiting for sone sort of mandate
fromthe courts to enforce things that the market
w Il have effectively taken that issue away years
before that judgenent or whatever woul d becone
effective. | think that what you will find in
the internet is that if there's one advantage, it
is the speed at which the community that is
on-line responds to issues and that this is where
sonme of the comments that have been put forth in
terms of howto think differently, new
part nershi ps, acting proactively versus again
taking if the mechanismdoesn't work it won't be
used. It doesn't that nean we should go
inventing brand new things just to sort of try it
and figure it out and mandate it around the
world. | think |leadership is called for. |
t hi nk new partnershi ps on the enforcenent side
woul d be a big supporter of facilitating what we
can do globally to enforce sone of these issues
about fraud and delivery and the kinds of things
that the FTC has to tackle every day. \Whatever

we can do to facilitate that would be hel pful
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On the other hand if we have to sort of, you
know, | eave judicial neans to the end as the only
viable objection | think it will be a long tine
before we see any consuner benefit fromthat.
HUGH STEVENSON: Jean Ann Fox?
JEAN ANN FOX: [I'msorry, | didn't take
it back down.
HUGH STEVENSON: Okay. Frances Smith.
FRANCES SM TH. | think the point nade
about third party negotiators and di spute
resolution of third parties | think is a very
i nportant one, but in reading sone of the
comments were submitted to the FTC in relation to
this e-comerce in the global marketplace, | was
intrigued and realized that of course that al
the credit card conpani es provide dispute
resol ution processes. Visa, MasterCard, Anerican
Express if you have a dispute, you have a
char geback, the dispute, the financial
institutions are contractually bound to abi de by
the guidelines of the nmerchants that deal with
the financial institutions. So when it's a
question of the financial institution, the card
issuer's financial institution, the custoner's

financial institution having a problemwth the
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merchant's financial institution, then they
usually settle the dispute. If not | think the,
inthis case of Visa fromreading it, Visais the
final arbiter of settling the dispute, so they
pronoted that in their coments as because the
conplexities of international |aw are so
difficult to resolve, this is the way that the
private sector has already dealt with howto
resol ve many di sputes, and | think that's an
exanple that is there. W're not waiting for it
to happen. So that's ny point.

HUGH STEVENSON: Sol vei g Si ngl et on?

SOLVEI G SI NGLETON: One advant age t hat
the private sector will have in devel opi ng new
institutions over the public sector is that the
private sector can specialize to a high degree in
di sputes say relating to, you know, as with the
case of eBay consuner to consunmer transactions as
in the case of say another inmaginary arbitration
forum maybe Aquarium Fi sh Magazi ne coul d resol ve
di sputes about highly specialized equi pnent, that
kind of thing, where first of all fromthe
standpoi nt of a prosecutor or a federal agency or
an international agency, the dispute won't be

worth their time unless it's occurring on a |large
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scale, and also they just won't have the
specialized tools, they won't have expert

knowl edge imedi ately after their disposal to
hel p resolve that dispute. So there are a |ot of
niches there that |I think wll be filled with
private institutions.

HUGH STEVENSON: One issue related to
right of redress or access to redress or
proceedi ngs for redress is the choice of |aw and
actually choice of |aw and choice of forum
Choice of law, we saw in a survey that relatively
few sites right now disclose this, although
believe as Lisa nentioned that both the
Trans-Atl antic Consuner Di al ogue and the
Trans-Atl antic Busi ness Di al ogue had indicated in
sonme context that it mght be a good idea for
sites to disclose the law that applies to the
transaction nerchants | believe apply to the
transaction. Does anyone have thoughts on
whet her that is sonething that would be | guess a
di scl osure but woul d be a hel pful disclosure,
necessary disclosure, crucial disclosure, and
should it be a binding disclosure if it's part of
the contract, the terns that are in the, on the

website? Dave C ausen?
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DAVE CLAUSEN. | n observing consuner
behavior, this is probably a mnimal issue in
nmost purchases in the on-line environnent. |
think is it helpful to disclose that? Sone
people will say there's never enough information.
Is it a major cause of concern that disclosure
of , you know, which jurisdiction? 1t's not
i npedi ng or anything, so | think even if it was
put out there, again we're going to start to add
up how nuch is enough. 1'd rather see other
i ssues disclosed before that. It has to be
| ooked at very carefully.

HUGH STEVENSON: Jean Ann Fox.

JEAN ANN FOX: We have taken the
position that beyond the disclosure idea that the
| aw that should apply to transactions is the | aw
of the jurisdiction where consuner |ives because
consuners are nost likely to be famliar with the
right of transaction, and al so to discourage the
race to the bottomfor first time businesses to
| ocate places where there were nonexi stent
consuner protections absent having that decided
by the OECD and then adopted by the nenber
countries, but you know, before that it's

i npl enented or takes place. | think it would be
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useful and hel pful to disclose this. It mght
not be inportant to consuners until they have a
probl em and the need to know that, but | think it
woul d i nform a decision as to whether you want to
buy from a nmerchant who doesn't recognize

Ameri can consuner protection.

HUGH STEVENSON: Would it be your
position that if there was a discl osure that
consuners neverthel ess should not be able to
contract away the right to sue in their honme
state or forum or would you say the consuner
shoul d be able to -- in other words we had the
exanple | think Professor Mayer had the provision
in there that said the courts of Tol ouse are the
ones that are conpetent to hear any dispute of
the transaction. Is that sonething that shoul d
be --

JEAN ANN FOX: | don't see how a
consuner can nmake an informed decision that they
want to be bound by the court of Tol ouse when
they don't know what that neans. | don't know.

HUGH STEVENSON. Okay. Those in favor
of the court of Tol ouse?

HAYWOOD TORRENCE: Wt hout havi ng any

particular interest in Tolouse and its courts,
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what | would say is that | do think there are
sone practical matters and problenms with the
proposition that Jean Ann puts forward. | would
ask for exanple if there are regul ations
regardi ng advertising, Jean Ann, that would | ead
to sonme sort of liability, howis a nmerchant to
post sone kind of information on the web if
indeed it has to conformto the advertising
requi renents of every jurisdiction, many of which
may be contradictory? How is that to happen?

HUGH STEVENSON: |'msorry, | didn't
focus the question quite well enough. |If we're
focusing on, for exanple obviously there nay be
sone issues that we'll talk about in great depth
t onorrow about what | aws shoul d apply, but one
guestion here is whether contractually consuners
shoul d effectively be able to give away their
right to sue in their home state and whether it's
appropriate for consuners who agree yes, | wll
be able to contract, only be able to in a distant
forum

HAYWOOD TORRENCE: | think consuners
ought to be enpowered to nake what ever deci sions
they feel are in their best interest.

HUGH STEVENSON: Jill Lesser, AQL.
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JILL LESSER | think we have to
bal ance the interests of consuners and basically
the interests of businesses in terns of the
expense of doi ng business and not havi ng sone
| evel of clarity, and | think that we need to
| ook at exanpl es which are not obviously at ny
fingertips right nowin the off-line world where
choi ce of |aw, choice of forum cl auses appear in
contracts all the time and have sone faith
frankly in consuners to be able to make those
determ nations because it is sinply not realistic
to have a business subjected to any court in any
of the application of any | aw around the world
and still be able to, you know, nake the
deci sions one needs to nake, and frankly as a
public conmpany the disclosure one needs to be
able to make about the potential for liabilities
as you run a business. It's just not a possible
way of running a business, so | think that
there's a bal anci ng di scussion that we have to
have, but we do have to have faith in consuners
that these kinds of clauses appear all the tinme
in contracts and we all sign themand sort of
bl ow by them

HUGH STEVENSON: Caitlin Halligan from
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New Yor K.

CAI TLIN HALLIGAN. | think Jill is
right that there's a general sensibility that
consuners to be permtted enter into and signing
contracts about form selection, but | think that
there's also a sense and | think this cones
through in sonme of the case files |I've | ook at
form sel ecti on where the purpose of a form
selection clause is sinply to thwart any
effective redress that that is not perm ssible,
so | think that the question you're asking is a
little difficult because you' re sort of asking
t he question why, and | think that maybe it's
nore fact than circunstances dependent on that.

HUGH STEVENSON: Kaye Cal dwel | .

KAYE CALDWELL: | think we need to al so
look at this a little bit nore fromthe
consuner's point of view and realize that perhaps
| may not like the idea that 1'mgoing to have to
pursue sone sort of claimagainst this conpany in
Tol ouse. On the other hand perhaps this is
sonething that I want to buy and that | need for
sonme particular reason, and if my choice is
either | can't buy it at all or I'"mgoing to have

tolive with this particular term that's
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sonething | think that we need to | ook at before
we go to France and say all your nerchants have

to be subject to the |l aws of Loui siana.
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CLOSI NG | SSUES

HUGH STEVENSON: We are al nost out of
time, and I would like to offer people a chance
to any particular closing thoughts on issues we
have perhaps not covered that they were hoping or
expecting that we woul d address. | know that
Sol veig al so has her card up. Go right ahead.

SOLVEI G SI NGLETON: Very qui ckly on the
choice of law issue, to turn to the big picture
for a second, choice of law rules are sort of
simlar between substance and process rul es.
They're not |ike evidence rules clearly in the
real m of process, but neverthel ess they have
their owm sort of procedural integrities related
to the function of the courts and enforcenent and
fundamental fairness, control of risks, certainty
for both consumers and business, and | think that
yes, as you get a new technology you are going to
get sone circunstances where those choice of |aw
rules in their natural operations has sone
strange substantive results, but neverthel ess
it's a very bad idea to start thinking about
mani pul ati ng process rules in order to guarantee

a certain substantive outcone. It just goes a
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long way in the wong direction. |If you do have
jurisdictions around the world where say their
routi ne governing fraud is not adequate, that's a
substantive problemthat should be addressed at a
substantive | evel rather than sonething that you
begin to poke at by manipul ating just the cal
units.

HUGH STEVENSON: What would it nmean to
address it at the substantive level in your
opi ni on?

SOLVEI G SI NGLETON: Basi cal |y perhaps by
having | aw enforcenent in this country set up a
di al ogue with their | aw enforcenent, maybe havi ng
government or private institutions in this
country issue warni ngs about doi ng business with
that country, but sonehow insofar as this is
consistent wth respect to other countries'
sovereignties, having that at the diplomatic
| evel , people tell them you know, nobody is
going to want to do business with you if you have
this fanatically | egal regi me maybe sonewhere
t hrough China on intellectual property, so | nean
| think there's lots of ways you can pursue that
at a substantive level. | guess |I'mvery

concerned here that people should start to think
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that choice of law rules are sonething you can
sort of change around in different contexts as we
need them vyou know, depending on what the lawis

in order to get the substantive outcone you

want .

HUGH STEVENSON: Any ot her thoughts?
Ckay. Thank you all very nmuch. | appreciate our
panelists and their input here. W'IlIl take a

short break and then at 5:00 we're back here for
remar ks by David Aaron, undersecretary for the
i nternational trade adm nistration. Thank you

(Recess taken at 4:50 p.m Sem nar
resunmed at 5:09 p.m)

HUGH STEVENSON: Ckay, | think we're
ready to get started again. Sone of the industry
groups in particular have been counseling great
flexibility, and so | take a page fromthat book
we're switching the programaround a little bit
and we're going to hear first from Conmm ssi oner
Swi ndl e and Conmm ssi oner Thonpson, conm SSioners
at the Federal Trade Conm ssion, to offer their
t houghts on this intersection between internet
and international. W start wth Conm ssioner
Swi ndl e.

COMM SSI ONER SW NDLE: | woul d not begin
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totry to offer expert advice to the groups or
the represented groups who have been tal king
today. | caught probably the |ast couple of
hours and | tried to listen via television up in
my office on the internal network here and |
found that listening in one here to one
conversation and to another is far beyond ny poor
capacities these days to keep up with, but I was
rat her encouraged by the conversations that |
heard this afternoon.

Even in sone cases where | m ght
di sagree with what was said, it was obvious that
t he peopl e naking the statenents were very
sincere in their coments and well, thought it
through quite well, but just some in |istening
sonme thoughts that ran through nmy mnd, | had the
privilege or honor a nunber of years ago to work
in governnent and | worked in Agriculture and |
had the responsibility for sort of managing a
programthat was designed in the 30's com ng out
of the Depression, and one of its nbst notable if
not unstated intents was to assure that there
woul d be no failures anong small farners, and
that effort to assure it insured that many woul d

fail.
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In other words, when you try to avoid
failure or the inadequacies of the marketpl ace
typically you will do nore damage and harm at
least in ny mnd. | was in Russia a few years
ago in the late 80's as M. Gorbachev suggested
t hat gl asnost and perestrojka | believe it was
called was the way to go and he was encouragi ng
all of his bureaucrats down the channel -- would
you like to pause? Wiy don't you go ahead. No,
| can stop right here. | have no organized
comments. | was just killing tine. | had sone
great stories that will cone later. W can
dance, too.

ROBERT PI TOFSKY: Fl exi bl e as al ways.
Wiy don't we go back to our original gane plan
here and | et me introduce David Aaron,
undersecretary of comrerce for international
trade. As many of you know he's the head of the
I nternational Trade Adm nistration and is
responsi bl e for fornulating and providing
| eadership for U S. trade policy. Before he cane
back to the United States to the Departnent of
Comrerce he was secretary of international trade
and the U S. permanent representative to the
OECD.
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He has been responsible for dealing
with this very sticky question of international
consensus on privacy questions and the on-Iline
uni verse. He's our | eading spokesman in that
area representing this country in internationa
negotiations, and it's a great pleasure for nme to
wel come him here this afternoon.

COMM SSI ONER AARON: Shal | | speak from
here or --

ROBERT PI TOFSKY: Yeah, that's fine.
That's fine.

COMM SSI ONER AARON: Do | have to push
any button here or is this automatic? Well,

t hank you very nmuch. 1It's a great pleasure to be
here. | think this is an extrenely inportant
conference and | believe there's no questions but
that the issue of international consensus for an
on-line consunmer protection is a crucial issue.

| have sone thoughts on the subject because since
for nore than a year, alnost a year and a half
now, |'ve been engaged in negotiations with the
Eur opean Conm ssion over the issue of data
privacy.

These have been | engthy and sonetines

exasperating talks, and they've led ne to two
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concl usi ons about on-1line consunmer protection.
First, it wll be difficult to reach anything
approaching a worl dwi de consensus on consumner
protection issues. Secondly, it's vitally

i nportant that we do so, because ot herw se

el ectronic commerce will be unlikely to realize
it's full potential.

As you heard from Secretary Dal ey and
ot her speakers today, that potential is virtually
unlimted. Mre correctly it is limted by one
overriding factor, consunmer confidence. In the
absence of the tangi ble trappings of in-person
consuner transactions, show oom sal espeopl e,
fl oor nodels and so forth, consuners have to have
the trust that they wll get value for their
noney and that the information they provide wll
not be exploited to their detrinent.

The issue of data privacy is further
al ong towards international resolution than other
areas of on-line consuner protection, so perhaps
it would be instructive for us to |look at that as
we seek to devel op the gl obal consensus that has
to be our goal in the other areas. Data privacy
protection is an essential to the future of

el ectronic comerce as are ot her consuner
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saf eguards. People sinply will not put their
personal information on the internet until they
recei ve some guarantee of confidentiality.

The European Union has arrived at a
solution to the privacy issue, at the directive
on data protection which becane effective | ast
Cctober. The directive is a conprehensive
regul atory programthat controls every aspect of
personal data collection and distribution. Not
just the internet, not just electronic, but in
every wal k of life, including the creation and
establishment of data privacy authorities or
czars in each country.

The United States has quite a different
approach to data privacy protection. W have
evaluated in fact in the 1980's the concept of a
conpr ehensi ve approach and it was rejected
| argely out of concerns that creating such an
overriding organi zation and authority could
actually lead to invasions of privacy. So we
have preferred to target | aws on indivi dua
privacy problens. These |aws are suppl enented by
i ndustry self-regul atory codes backed up by the
Federal Trade Comm ssion and state fair trade

| aws.
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The EU directive required the data fl ow
be bl ocked to countries deened not to provide
adequate privacy protection, and the European
Union is now deciding whether the U S. regine
nmeets the adequacy standard. |n our judgnment we
think our systemis nore than adequate to protect
personal privacy. |In fact, sonme of our |aws,
particularly in the fair credit reporting rea,
sur pass European standards. Also in terns of the
protection of personal privacy from governnent
intrusion. But to Europeans our systemis
suspect. In particular they've had a difficult
ti me understanding our reliance on industry
self-regul ation

In an effort to bridge the gap we began
a dial ogue wth the European Conm ssion about a
year and a half ago. W agreed at the outset on
two mutual goals, enhancing privacy for people on
both sides of the Atlantic, and on mai ntaining
the fl ow of personal data across the Atlantic.
The first step was prepare the directive with the
princi ples on which the United States privacy
protections are based and we concl uded that they
are 90 percent conpati bl e.

After maki ng sone progress on our
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di scussions on this broader, nore conceptual

| evel we advanced a proposal to bridge our
different systens by creating a set of safe
harbor principles for U S. conpanies to follow
They' re based on the OECD principles on privacy,
on principles underpinning U S. privacy
protection, and ultimately also on the principles
under |l yi ng the European directives.

Ref i nement of these principles then
becane the focus of our negotiations, and an
agreenent on | anguage of the principles as well
as the frequently asked questions that would
el aborate the inplenentation and application of
t hese principles and the procedures to be
followed in the case of conplaints all becane the
goal of these negotiations. Now each
organi zation that woul d subscribe to the safe
har bor principles would be presuned to be
provi di ng adequate privacy protection and
therefore the data transfers in the European
community to them woul d conti nue.

The safe harbor principles cover the
seven basic elenents of data privacy, such as
notice to individuals about data being coll ected,

choice as to how informati on may be used, access
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to the information, to one's own information,
enforcement, onward transfer of the information,
security, and data integrity. An early and
essential breakthrough in these negotiations was
t he European Comm ssi on acceptance of the concept
of self-regulation as the basis of safe harbor
pri nci pl es.

Conmpani es could thus certify to their
custoners and to in effect the European Uni on and
t he Departnent of Commerce their adherence to the
principles, and the private sector could
adm ni ster dispute resolution and sanction and
provide for the requisite verification. Despite
acceptance of this concept, throughout the
negoti ati ons the EU nonet hel ess had sone
difficulty in accepting the reality of what
sel f-regul ati on neans.

We have repeatedly had to el aborate our
position on enforcenent to neet EU questions. In
ot her areas we've sought and found nutually
acceptable solutions. | think it's fair to say
that we have now reached agreenent on all f the
central privacy issues. However, inplenentation
and procedural issues remain unresolved, notably

the extent to which the nenber states thensel ves
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w Il be bound by these principles and by the
frequently asked questions which el aborate them
and the issue of reasonable transition period,
but these issues can be resolved. W may be able
to initial an agreenent on June 21, which is the
date of the US/EU summ t.

Even then this issue as a whole, the
i ssue of data privacy in an electronic and
on-line world, can't be called settled because it
will have to be revisited each tine there is
maj or changes in technol ogy, major changes in
busi ness practices that rai se new privacy
i ssues. Elsewhere in the world about 25
countries have adopted Omi bus | egislation
conparabl e to the European Union's directive.
Hong Kong, New Zeal and, Taiwan are exanpl es.

Japan on the other hand has taken the
sel f-regul atory approach. Canada now has a
uni form t hough unofficial national standard which
we understand they plan to formalize into a | aw
The data privacy issue gives you sone idea of
what the U S. governnent wll face when
attenpting to reach international consensus.
There are other on-line consunmer protection

i ssues.
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One issue, which is privacy, one
entity, the European Union, albeit nmade up of
fifteen nenber states, eighteen nonths of
negotiation and we're still counting. All of the
consuner protection issues that are proving so
difficult donmestically will be nmagnified by the
| egal and cultural differences anong countries.
| think this was the nost fundanental question
that we faced in the course of the entire
negotiations. Different historical experiences,
different sets of analogies, a different notion
of what was sensitive information on the part of
individuals, different |legal systens. All of
t hese have been major obstacles that had to be
overconme in the course of our negotiations.

In the other areas of consuner
protection, if the consumer purchases on-1line
froma foreign business and a dispute ari ses,
there will be the question of which country's
| aws apply and which country does the consuner
seek redress, what constitutes fraud or deceptive
busi ness practices under one country's |laws m ght
be perfectly | egal and acceptabl e under
another's. Renedies that are taken for granted

in one country may be entirely lacking in
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anot her .

The U. S. governnment's policy has been
that el ectronic comrerce devel opnent shoul d be
|l ed by the private sector, but that the
government nmust work with the private sector in
order to set paraneters for its growh.

Devel opnent of international on-line consuner
protection is one area where the governnment nust
involve itself. It's equally clear that given
the given the nunber of jurisdictions there wll
be no single set and the nunber of conplexity by
the way of the issues involved, there wll be no
single set of negotiations |eading to a universal
agreenment on consuner protections.

Rat her, it nmakes sense to work towards
the international consensus that essentially may
have to skirt donestic |egal systens, many
i ndi sparate as they would be. Wangles over
whet her a di sputed transacti on shoul d be
adj udicated in the country of the seller or the
country of the buyer would bring electronic
comerce to a halt, and in the case of privacy
protection and a privacy agreenent with the
Eur opean Uni on, we are naking explicit the fact

that this arrangenent that we have with the
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Eur opeans does not touch on the question of
jurisdiction.

In other words, it does not constitute
a precedent for jurisdiction or a nonprecedent
for jurisdiction. Jurisdiction is a separate
i ssue that has to be addressed el sewhere, and
perhaps in many different contents. |It's likely
t hat any such consensus on consuner protection
wi |l be devel oped punitively using all the
avai l abl e international channels. There are a
nunber of vehicles for the discussion of such
principles in the private and public sector.

For instance, several internationa
groups with both public and private nenberships
are now di scussing on-1line consuner protections.
Anmong them are the Trans-Atlantic Busi ness
D al ogue, the Trans-Atlantic Consuner Di al ogue,
and the d obal Business D al ogue On El ectronic
Comrerce. The Trans-Atlantic Business D al ogue,
or TABD, is a colloquy involving business |eaders
and governnent representatives fromthe United
States and Europe. The TABD works with both the
United States and EU governnents to devel op trade
policy recommendations that w |l boost

trans-Atl antic trade and i nvest ment
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opportunities.

Thi s past Novenber the TABD rel eased
an el ectronic commerce i ssue paper and
recommendation. The paper points out the
critical need for creating a stable environnent
to conduct on-line transactions. The
Trans-Atl antic Consuner Dialogue is simlar to
t he TABD but conbi nes consunmer interests and
respective governnments. At its nost recent
nmeeting in April the TACD produced a |ist of
recommendations for protecting consuners in
el ectronic transacti ons.

The organi zation supports the
establishment of on-line standards equivalent to
t hose now offered to consuners in the off-1ine
worl d. There are equival ent organizations in
other parts of the world such as the Asia Pacific
Econom ¢ Cooperation, or APEC, and its affiliated
busi ness groups. The Commerce Departnent is
wor ki ng to advance di scussion of electronic
commer ce issues including consumer protection in
that inportant forum

O her foruns exist for the Anmericans
such as the Free Trade for the Anericas and

Africa and subsets of various regional as well.
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One inportant worldw de forumis the d obal

Busi ness Di al ogue on electronic comrerce. It is
a consortiumof world industry | eaders who
cooperate with national governnents to renove
barriers to gl obal communi cati ons and el ectronic
comerce. The group supports a framework of

mar ket driven policies to pronote electronic
commerce. |t has established working groups on
consuner confidence and jurisdiction.

In addition, the OECD commttee on
consuner protection has been working for nore
than a year on drafting guidelines for electronic
transactions. The commttee hopes to conplete
its work by the end of this year. These
gui del i nes coul d be enornously hel pful in
fostering international consensus just as the
CECD privacy gui delines have becone the
i nternational benchmark for privacy and have been
key to bridging the gap between the United States
and the European Union's privacy dreans.

I f the CECD on-line consumer protection
guidelines are to be simlarly effective in
hel pi ng devel op a consensus on ot her consuner
protection issues, they nmust be as high | evel and

as culturally and technically neutral. The
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drafters nust resist all tenptation to include

| ocal interest of any kind, and that is no easy.
O her avenues undoubtedly will be pursued and
other lines of communications will bear fruit in
t he devel opnent of a consensus as tine goes on.

| won't speculate on it.

"1l simlarly say that in conclusion
consuner protection is a worthwhile goal inits
own right, but in the case of electronic
commerce, insuring consuners they can place their
trust in the internet transaction is a critically
inportant step in its devel opnent. Absence of
such trust will at best stunp and at wor st
destroy electronic commerce, and that will cost
consuners a world of infinite variety. Thank you
very nmnuch.

HUGH STEVENSON: Well, | think we can
then return to Conm ssioner Sw ndl e.

COWMM SSI ONER SW NDLE: Thank you very
much conm ssioner. | was about to, |'mjust
going to tell stories. Don't take any notes on
anything I'mgoing to say because none of it's
worth witing dowmn. Certainly it's worth
t hi nki ng about or I wouldn't be saying it. | was

about to say | was in Russia back in the late
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80's, 891 think it was, 89 and 90 and " 91,
and | was with a couple friends, we went over
there with the ideas that we would start sone
busi nesses, and it was a fascinating experience
because it was before the Soviet Union fell.

M . Gorbachev expressed his perestrojka
and gl asnost policies, and he had told his
bur eaucrats throughout the systemto help the
peopl e privatize and get into business,
entrepreneurship would reign. There was a huge
group of people between M. CGorbachev and those
peopl e down at the bottom of the triangle that
included the timd, the greedy, the intim dated.
There were very few risk takers expect those who
woul d | ater beconme known as the Russian Mfi a.
They do take risks over there, and the
intimdation is well understood.

In the course of our being over there
we had occasion to neet sone incredible. | nmade
about six or seven trips as | recall spending a
total of several weeks, and we talked to them
they were very curious about what denocracy was
al | about because that was sort of the buzz and
they were scared to death of the prospects of

sonet hi ng ot her than what they, because all of
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themhad literally, | nmean there was no one, very
few people arrive that knew anythi ng ot her than
communi sm and we would start telling them of

di fferent things.

| remenber the trauma that set in on a
group of themas | took old cal culator out and
showed t hem how we buy a house, by consuners
taking risks and going into enornous debt that
none of us can conprehend and we seemto be able
to pay it off if we live | ong enough, and |
showed them the way we woul d buy a house in
Russia and how nuch it would cost in rubles, and
you know, they go in, they sort of glaze over and
turn ashen white saying well, we can't handle
t hat .

We tal ked about the inefficiency of
denocracies, the waste that's in it, the fact
it's a target rich environment for all the scam
artists in the world, we heard sonme conservation
on the day. W talked a | ot about unknown
consequences or unknown outcones and it was very
di sturbing to them because you know, w thout
this assured exi stence what | was tal ki ng about
when | started ny coments about the farm program

was going to assure that they had no failures, by
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the way | just |ooked over the corner of ny eye
and | saw Conm ssi oner Thonpson, and we were
supposed to tell you in unison that nothing we
say here has anything to do with the opinions of
t he Federal Trade Conmi ssi on.

| don't want to delude anyone into
t hi nki ng ot herwi se, but we tal ked about how
conpetition works in the private sector in a free
enterprise system and that terrified them and
then we talked a |little bit about how t he good
t hi ngs of denocracy and freedom how people are
informed and there's this wealth of information,
sone of it not always right or accurate. W
tal ked about opportunity and the old expression
of doing your own thing.

They liked that, and we tal ked about
the rewards for risk taking and the good side of
conpetition, howit tends to just keep evol ving
and bubbling over with new i deas, even when
busi nesses nove out of our country because
sonebody can do it cheaper, sonething comes al ong
to take its place. It's alnost |like magic. |In
listening to the conversations today a | ot of
conversation depicting the ingenuity of industry,

the fact that the marketplace does work, the fact
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that there are people out here who do severe
damage to a | ot of consunmers who don't catch up
with the situation

| find it alittle bit interesting,
somewhat of a dichotony where we're tal king about
e-comerce which requires that the person have a
conputer, and I didn't even know how to operate
one of the darned things not so long ago, so it
does take a little bit of nmental skills to get
onto this thing, so we're tal king about a certain
subset of our society that perhaps is a little
bit cut above the average, although judging from
sone of the nessages that | see on ny e-nuil
woul d question that at |east anong sone of ny
friends, but in thinking about the internet |
couldn't help but ask the question, and it was
asked several tinmes, is anything really different
in the world of commerce because of the
i nternet.

First and forenost yes, the answer is
speed, the enormty of it all, but that enormty
is not a bad thing and speed certainly is not a
bad t hi ng because people are flocking to the
concept of doing business, participating in

commerce, satisfying their demands by reaching
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out and grabbing every ring that cones al ong
because they want to get on it, they want to

pl ay, and the only reason they do this is because
there is a high degree of satisfaction, albeit
sone do get burned through the inefficiencies and
i nadequacies of it all.

Firms are acting on their own best
interests or for their own best interests, that
hasn't changed. They're out to nmake noney,
profit. Bad firns do fail in the system bad
actors certainly abound. | suspect back when
Thomas Payne was handing out his little flyer
sayi ng you know, insurrection, we're going to
change the world, there were people at the sane
time were trying to sell sonmething, little
flyers, and they were ripping sonebody off in the
process because they had nothing to sell but they
had great prom ses.

So we' ve gone through a trenendous
evolution in this business of communications and
information. That's all that's this really is.
It's just another way of doing things. FTC |aws
exist. They haven't changed appreci ably, and
they still work, and consuners are still taking

risks. It's arisk, I nmust tell you ny first
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experience in buying a book on Amazon, |'Ill give
you a little conmrercial here, | bought a dozen
copies of a book that | particularly wanted, and
| got down to that point where | had gone through
that little nifty shopping cart of whatever they
call it and I got to that point where | put ny
credit card in, you know, MasterCard, zip, zip,
zip, and then says enter, and | had a hard tine
punching that button. | couldn't quite get to
it, and then finally I hit it and | was nervous
for about an hour, and then |I noticed that they
gave ne a little feedback there and it said hey,
we got your order, we got your credit card
nunber, and it's going to work.

Sure enough, three days later | had al
t hese books, so these things about commerce and
busi ness are basic, and the laws that apply to
them and the good and the bad guys and the
quality that can be had and the | ousy products
t hat can be had, all that stuff has not
appreci ably changed with the speed it has, and we
have a different way of doing it. The bottom
line, and | think we've heard that said here
several tinmes today, the marketplace works. Adam

Smith had it right, and then one of his cohorts
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back in those days, Ronald Reagan lived to be a
| ot of years older and he had it right and our
Foundi ng Fathers had it right, and ny MIlton
Friedman had it right and a ot of others had it
right and they basically said that the best
government we can have is that which governs
least, | think that has a lot to do wth what
freedom and denocracy are all about.

Busi nesses will if we let themact in
their owm self interests, they will do sone harm
but they will do incredible good because there
wll be so many of themthey will conpete, and
the mnute the bad ones rise to the top the good
ones will cone along and undercut themif they
aren't providing the privacy policies which the
consuner world, the custoners demand, if they do
demand it. Then sonebody wll come al ong and
offer it, that privacy policy, offering the sane
product, and guess what. The guy who doesn't,
he's not going to be around very long or he's
going to change and start conplying with the
consuners' denmand.

Consuners contrary to sonme what m ght
think are not fools. They are discrimnating.

The FTC is not in the business of protected
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stupid as sonebody suggested, at |east they
suggested that, but that's not what governnent's
role is. There are always going to be people who
will come up short, will be betrayed, wll be
deceived, and that's why we have |laws to dea
wi th those uni que circunstances where we do have
peopl e who viol ate standards of conduct and
et hical practices and good business practice and
just basic integrity and Honesty and we have a
way to get through them

Consuners expect to be satisfied
ot herwi se except for the conplete fools, and
there may be sonme, they're not going to spend
their nmoney foolishly. They're going to nake
W se decisions by and |large as a universe. W
have the | aw enforcenent tools available to us.
| contend that the FTC, and I'mnot a | awer, but
|'ve been here a year and a half and |'ve
observed the things we do, and sonetines the | aws
we're dealing with were witten in 1914, is that
right, M. Chairman? And we're flying to the
superwor | d of cyber space, and | o and behol d t hey
wor K.

And as soneone nentioned, we've gone

after sone eighty cases this year | think in
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i nternet cases alone. The system works.
Conpetition works. It's prevailed through al
the efforts of us to regulate it and try to curb
bad practices, which is appropriate that we do,
but we nust guard against going too far. W nust
guard against trying to protect every sole,
trying to correct every inefficiency, every
inpurity, every m stake, every possible little
trap out there that wll catch sonebody who

unwi ttingly wal ks in, and that takes ne in
concl usi on back to Russi a.

In the Soviet Union for fifty plus
years -- no, seventh plus years as | recall it
was fool proof. | often renmenber there's no crine
in Russia, there is no unenploynent in Russia,
there are no failures in Russia, and | o and
behol d when we got to the end of the book there
were no successes in Russia. Freedom and
denocracy work, and | think when we go about
contenplating this newwrld that we're in, this
i ncredi ble tool that we have to have commerce
flowng so freely, let's be careful that we don't
try to assure that it's perfect. Thank you very
much. | was wat ching the audi ence today and

everybody was awake, alert, and seem ngly enjoyed
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the presentations that | heard, it was very, and
for those of you who participated thank you very
much.

COW SSI ONER THOWPSON: Wl |, first
wel conme. | could give you the normal caveat that
| don't speak for the rest of the comm ssion, |et
al one these two folks to ny right, but | for one

am very excited about having all of you here and

participating. | think this is a very
significant event in that | |ook around the room
and | | ooked around the roomall day today and

was struck by the diversity of people and

vi ewpoi nts who cone here to tal k about what the
future is going to be, and that's very exciting
because there are few opportunities we have out
of our busy day to really reflect on that, and
|"mal so struck by what's also very famliar to
us about fair dealing and how we expect people to
be treated in the world of conmmerce.

Now, | see a lot of my coll eagues here
who |'ve net internationally and we've sort of
westled with sone of these ideas before, and to
hear themall played out here | think is
exciting. | reflect on the fact that

notw t hstanding all these wonderful things |I've
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heard today that industry is doing, and I'm
actually happy to hear there's substanti al
progress that conpetition is bringing in many
ar eas.

There are sill problenms in consuner
space and cyber space, and it's inportant to
recogni ze unlike a lot of different areas that we
deal with, there is still a panacea of |aws and
regul ati ons that purpose to govern the inportant
rel ati onshi ps between buyers and sellers of
goods. That presents a |lot of very interesting
guestions for all of us. How do we | ook beyond
the details of these laws and for that matter our
established positions to get at the core
princi pl es of how we believe buyers and sellers
shoul d be treated?

How can we use these principles to
provi de consunmers with the security and the
protections that we all agree that they need?
How can governnent, consuners, and busi ness
toget her play an ongoing and interactive role in
insuring that the conplex bodies of |aws respect
the dynami smof the internet and provide the
nmut ual benefits that we all expect from

e- conmer ce?
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Now, tonorrow we'll have a series of
panel s that focus on sone of these |aws and the
i nternational and donestic nechani sns t hat
provi de consunmers with protections. The only
thing I would ask is that tonight that all of you
reflect on the interesting ideas you' ve heard
t oday, and recogni zing that there are a range of
valid viewpoints on these subjects that you
return with the willingness to be forward
t hi nki ng and creative, because | think that
energy will enable us all to begin to address the
conpl ex issues that we discussed today, and nore
inportantly that tonorrow we can begin to discuss
what works. Thank you very nmuch for com ng, and
we'll see you tonorrow.

DAVID MEDINE: I'mgoing to briefly
summari ze the breakout session on
aut hentication. Authentication is the process by
whi ch nerchants and consuners can confirm each
other's identity. This holds trenmendous prom se
in pronoting commerce between unknown busi nesses
and |i kew se unknown consuners on the internet.
We heard an exanple of a bakery in Germany that
wanted to do business, and there's no way of

knowing if it's a legitimate bakery, if the
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quality of the pastries are very good, but sone
met hod of authentication m ght help establish
that it is a bakery and in fact its croissants
are excell ent.

Li kew se the bakery needs to know t hat
the person they're dealing wwth on the other end
of the internet is a consunmer who has a valid
bank account or credit card nunber. An
aut hentication can go far in establishing that as
well. W had a lively discussion with
representatives fromthe Conmmrerce Departnent,
Consuners Uni on, National Consunmer Law G oup
Centers, Visa, Verisign, Intel, and the U S
National Bionetrics Center, and | was just saying
t he debate to confirm what Conmm ssioner Thonpson
just said, which is we had a diversity of
Vi ewpoi nt s.

We first focused on technol ogy where we
heard from one speaker that an encryption nodel
using public and private keys offered strong
protection and assurance of identities. W then
heard that very system was vul nerabl e and
insecure and it couldn't be relied on to
establish identities of both nerchants and

consuners. W also heard that Bionetrics is in
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the process of using fingerprints, voice scan,
hand geonetry was both vul nerable and offered
sone protections depending on how it was used.

So we had a diversity of viewpoints
even as we were discussing the basics of the
technol ogy. We then noved into the |egal
structure that should apply to authentication and
it had equally divergent viewpoints on, sone of
t hem woul d require, we saw nonrepudi ati ons, which
is that if you offer your digital signature
you're on the hook even if maybe soneone else is
m susi ng your digital signature. Qhers would
prefer the nodel of repudiation, very simlar to
that used with credit cards in this country,
which will allow you to dispute whether you in
fact were the person that submtted that digital
si gnat ure.

There is good news. There may not be a
rush to resolve these issues tonorrow. \at we
| earned is that the vast majority of
i nternational conmmerce right nowis business to
busi ness where the goal of the United States is
totry to renove restrictions and allow the free
flow of trade and all ow busi nesses to negoti ate

with each other at armis length to establish the
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appropriate rules. Yet wth the beginning of the
grow h of the international electronic comrerce
for consuners, it is inportant to engage in a
debate about what the rules of the road ought to
be, should consuners be liable for transactions
that go bad, should certifying authorities who
certify both the nmerchant and consuner be on the
hook, or should the nmerchant, and the question
there is what's the best way to establish
incentives for the best and nost secure and
robust systems. The session provided a good
opportunity for both consuner advocates and

i ndustry nenbers to begin that debate, and we
hope that debate will continue over tinme. Thank
you.

HUGH STEVENSON: And before we concl ude
then 1'Il try to sunmarize briefly the breakout
session on core protections for consuners, and
again here there was also quite a diversity of
opi nion, and especially | think on the nore
particul ar detail we got, | think that there was
not consensus, at |east a greater agreenent at
sort of a higher level of generality about what
the overriding goals should be in increasing

consuner confidence and finding effective ways to
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enabl e consuners to contact a conpany to be able
to communi cate about conplaints if they have
them to be able to in the case of |aw
enforcenent | ocate conpanies, although there was
sonme di sagreenent about that, and sone ability
for people to know sonet hing about, and this
seens to pick up the theme | guess in the
aut henti cati on session, sone interest in
consuners know ng who they're dealing with and
where they are.

| think though that there was nuch | ess
agreenent as to what how one m ght operationalize
t hose principles and how effectively that m ght
happen as to whether it should be set out in
greater detail and in whether it should be
mandated by law, and there are different, the
consuner groups and the industry groups, people |
t hi nk had sonewhat different views on how that
shoul d play out. The industry groups in
particul ar highlighted the need for flexibility
and the issue of the problens of mandating
certain kinds of disclosure provisions that then
m ght either be too confining or mght be
redundant w t hout changes in technol ogy or by

changes in what conpetition brought to the narket

For The Record, Inc.
(301) 870-8025



332

her e.

We tal ked both about on-1line
di scl osure, about businesses generally and
di scl osures about contractual terns thensel ves.
| think there again at the higher |evel of
generalities at |east a general principle, the
i dea of providing material relevant information
and provi di ng before soneone enters into a
transaction what was | woul d say generally seen
as an unreasonabl e objective about how one shoul d
operationalize that and whether there is any need
for regulation. There is a nore difficult
guestion | think where there was greater
diversity of view

We al so tal ked about substantive
consuner protections for alittle while. On one
issue | would say that there was no one in favor
of fraud, international or otherwi se. You nmay
all have attended David' s session of
aut henti cation but there was, no one
volunteering. So there did seemto be sone
consensus that effective prescriptions agai nst
fraud should be there and as distingui shed
perhaps froma little nore regulatory provisions

if you will to which | would say there's |ess
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consensus, the sort of as Comm ssioner Sw ndle
said the good guys and bad guys.

There was sonme | woul d say
optimstically, and the interesting thing about
summarizing a session that a ot you sitting here
attended is that afterwards you cone up and say
that wasn't what happened. | think that it's
fair to say, | hope it's fair to say there was
al so some consensus that it was reasonable to
obtain for sone effective nmeans of consuner
redress in some sense for these kinds of
transactions, and again when trying to
operationalize that principle there was | ess
agreenent. We talked a little bit for exanple
about whether arbitration should be binding or
not or whether there should be a right to
judicial recourse, an issue which I think has
resonance both in the donmestic and transnati onal
cont ext .

We also talked a little bit preview ng
choi ce of | aw sessions about whether it's
appropriate for consuners to be able to contract
away their choice of forumin which they m ght
bring | egal disputes, and so we discussed that

issue as well. Those were the nmain i ssues that
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we addressed and | think we will then pick up
tomorrow w th Comm ssioner Thonpson with the
choice of law jurisdiction session. W' re hoping
to start at 9:00 tonorrow norning, and so we | ook
forward to seeing you all then. Thank you very
much.

(Thereupon, at 5:50 p.m the sem nar

was adj our ned.)
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