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PROCEEDI NGS

MR. STEVENSON: Pl ease wel cone the Chairman of
t he Federal Trade Conm ssion, TimMiris, who has nade a
priority of conbating cross-border fraud in his tinme here
at the Conm ssion. Ladies and gentlenen, Chairman Tim
Muri s.

MR MJRIS: Thank you very nuch, Hugh, and
t hank everyone for braving the weather and the streets to
get here. And welcone to our Wrkshop on Public/Private
Partnerships to Conbat Cross-border Fraud. And | also
want to give a special thanks to our international
visitors.

We have convened this workshop to expl ore how
the public and private sectors can cooperate and innovate
to fight cross-border consuner fraud. For many reasons,
the tinme is right for this discussion. The evidence of
cross-border consuner fraud and the harmit causes to
consuners and | egitimate busi nesses appears to be
grow ng. This norning we are releasing statistics from
Consuner Sentinel, our central conplaint database, which
show that cross-border conplaints by U S. consunmers rose
in the past two years from 11l percent of our total in
2000 to 14 percent |last year, a junp from about 14,000
conplaints in 2001 to over 24,000 | ast year.

For The Record, Inc.
wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B PR R R R R R
ag A W N P O © 00 N oo 0o p»d W N - O

The nature of the conplaints also is changing.
Wen we first started | ooking at statistics on cross-
border fraud, nost of the conplaints focused on
tel emarketing of deceptive and fraudul ent schemes based
in Canada. While telemarketing schenes are still
wi despread, conplaints about cross-border Internet
rel ated schemes |ocated all over the world al so have
grown from 22 percent of the total two years ago to 34
percent |ast year.

The costs of cross-border fraud are high for
bot h consunmers and busi nesses, both in terns of nonetary
| osses and consuner confidence. The FTC has been taking
steps to fight foreign scans that harm consuners. W' ve
gone to federal court using our civil powers under the
FTC Act to obtain injunctive relief and consuner redress
for U S and foreign consuners. W have worked on
i nvestigations with foreign consuner protection agencies
and pursued regional partnerships with U S. and Canadi an
civil and crimnal |aw enforcenent officials in British
Col unmbi a and Ontario. These partnershi ps have resulted
in dozens of |aw enforcenment actions here and in Canada.

Last year we filed about 20 new | awsuits
i nvol ving foreign defendants or foreign consuners and
continued to pursue dozens of other cases agai nst frauds

operating across national borders. Many of these cases
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deal with the top fraud areas identified in the new
Consunmer Sentinel statistics: advance fee |oans and
credit cards, foreign lotteries, sweepstakes and rel ated
prize pronotion pitches, and Internet offers. |In other
cases, we face cross-border issues such as defendants
transferring funds offshore to avoid payi ng consuner
redress.

We expect our cross-border fraud caseload to
increase in the future. In the first two nonths of this
year alone, we have filed cases agai nst advance fee
credit cards pedal ed by Canadi an tel emarketers, bogus
international driving |icenses advertised through spam by
defendants in Denmark and ot her foreign countries, and
products and prograns sold over the Internet by
defendants based in Switzerland that falsely clained to
cure cancer, AlDs, and other serious di seases.

| ndeed, tonmorrow we will hold a press
conference to announce the filing of a case against U S.,
Canadi an and U. K. defendants using the Internet and
tel emarketing to advertise so-called treatnents at a
clinic in Tijuana, Mexico. These treatnents use an
el ectromagneti c device that purportedly could kill cancer
cells and cure consuners of breast, lung, brain, and
liver cancers.

Wt need to do nore to bring cross-border fraud
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under control. Recently we have begun to inplement our
five point plan for fighting cross-border fraud, which
announced this past Cctober. One of the five points and
the inpetus of this workshop is to explore new ways for
t he governnent and the private sector to work together.
We hope the discussions over the next two days w ||
provide us with a concrete action plan for such
part ner ships.

Today we wi |l study existing nodels of public/
private sector cooperation and di scuss the opportunities
for cooperation with various financial sector entities.
We have invited banks and other financial institutions,
credit cards, ACH processors and noney transmtter
services. Tonorrow norning we will explore potenti al
partnerships with commercial nmail receiving agencies and
i ndustry and self-regul atory organi zati ons.

W will then focus on the role of Internet
busi nesses: | SPs, web hosting conpani es, and domain
registration authorities. W |ook forward to discuss
what we can do together in information sharing, risk
anal ysis, identification and | ocation of investigatory
targets, training, asset recovery, and consuner education
to reduce cross-border fraud.

Again, | would like to wel conme you all here and

t hank you for participating in what we expect to be a
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productive and enlightening workshop. |In addition, |
woul d I'ike to thank my fell ow Conm ssioner -- (break in
t ape) [ Conm ssi oner Modzell e Thonpson, and Ted Kassi nger,
CGeneral Counsel of the Departnment of Comrerce, who] --
served as an attorney with the U S. Departnent of State
and the U S. International Trade Comm ssion.

On a personal note, this is the sixth job I've
had in the federal governnent, and one of the great
pl easures is to neet the many other outstanding people
who serve in the government. And it's been a pleasure to
neet Ted and to work with himand to wel cone himhere

today. Thank you, Ted.

[This text previously omitted from transcript.] We will now watch a short video featuring remarks by Susan Collins, the United States Senator

from Maine. Senator Collins, who was elected in 1996, currently serves as the Chairman of the Senate Committee on Governmental Affairs. In
June 2001, the Permanent Subcommittee on Investigations, under Senator Collins’s leadership, held a two-day hearing — “Cross Border Fraud:
Improving Transnational Law Enforcement Cooperation.” Although Senator Collins could not join us in person today, she wanted to emphasize the
importance of this issue by addressing you via videotape.

[ Presentation of Videotaped Remar ks by
Senat or Susan Collins, Chairman Senate Comrittee on

Governnmental Affairs (Separate docunent: Collins.pdf)].

MR. KASSINGER Good norning. | guess |'m
about three jobs behind Timin ny governnment career. |
appreciate that introduction. Good norning, Conm ssioner
Thonpson, |adies and gentlenmen. 1It's a pleasure to be
here to join you in this inportant program on cross-
border commercial fraud. | want to thank the Federa
Trade Conmi ssion on behal f of our agency, certainly, for

its ongoing work and | eadership on this inportant topic.
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Pronmoting trade is a core mission of the
Commerce Departnment. We seek to create opportunities for
U. S. businesses and entrepreneurs to market globally,
reaching for those nmultitudes of customers abroad who can
enabl e busi ness and enpl oynent growth that are otherw se
unattainable in nerely the U S. market. But equally
i mportant, the conpetition unleashed by expanding
i nternational Conmerce benefits consuners by increasing
choi ces of products and services.

But what ever expansi on and comrerci al
opportunities our agency and others m ght achi eve through
negoti ating reductions in trade barriers or renoving
unfair foreign trade practices will be dimnished if
private sector participants |ack confidence in the
transactions in which they engage internationally.

Those who woul d defraud ot hers have never
recogni zed geographic borders, but clearly the
opportunities and the tenptations for nefarious behavior
have only increased with the advent of new technol ogi es,
and perhaps the ever increasing experience of consuners
who travel and do business around the world. But if
borders no | onger shelter victins, they still offer cover
to the unscrupul ous, and that is the inportant target of
the work of the Conmm ssion here today with you. It has

to be a public/private partnership.
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The Commerce Departnent supports these efforts.
On our own, we've been doing a few things that we think
can serve as exanples of the way that the public/private
sectors can cooperate to address the cross-border fraud
probl ens and ot her challenges of the Internet age. Let
me just touch on a few of them

First, consumer privacy. For several years
consuner privacy issues have been the subject of intense
di scussions with our major trading partners. The
fundanmental questions that we debate donestically do not
change in the international arena. In both contexts,
governnents are properly concerned with the need to deter
and to prosecute fraud and to defend agai nst unwant ed
i nvasi ons of privacy.

On the other hand, there is the need to guard
agai nst overly prescriptive neasures that will chill
entirely desirable and legitimte comercial activities
havi ng real consuner benefits. Pursuing the right
bal ance requires the identification of legitinmate
busi ness needs for personal information, as well as
ef fective saf eguards agai nst the m suse of such
informati on that needs protection.

We have found occasionally that in assessing
t hese questions, our trading partners often proceed from

di fferent assunptions than we do about the val ue and
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| egiti macy of personal data collection activities and the
best neans to safeguard agai nst fraud and abuse of that
data. An inportant case in point is our ongoing dial ogue
wi th the European Comm ssion concerning its directive on
data protection. That directive is designed to protect
Eur opean consuners' personal identifiable information
from m sappropriation and m suse by data controllers or
conpani es who receive personal information for any
reason. Most inportantly fromthe U S. perspective, the
directive restricts the transm ssion of such data outside
the EU unless information that is being sent will receive
adequat e protection.

Unl i ke the approach taken by Europe for
protection of personal information, the U S approach to
privacy primarily has relied on a conbi nation of
i ndustry, self-regulation and sectoral privacy
legislation in areas |ike financial and nedical records.
Over the years, we have sought to find a way to bridge
these differences in approach so that data flows woul d
not be cut off by the directive while addressing the
legitimate privacy interests of European consuners.

After two years of negotiations, the United
States and the European Conm ssion reached agreenent on a
framewor k known as the safe harbor. The safe harbor is a

vol untary arrangenent whereby U. S. conpanies may elect to
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10
foll ow seven privacy principles governing how they wll
use and protect personal information that they receive
from Europe. U.S. conpanies that agree to adhere to the
safe harbor principles are deened to satisfy the
requi renents for adequate protection under the EU
directive. The prom ses nade in these areas are
enforceabl e through third party dispute resolution
mechani snms backed by the potential for FTC enforcenent.

The solution reached in the safe harbor
negotiations is one that has allowed transatlantic data
transfers to continue w thout our governnent inposing
rigid rules on U.S. conpanies that woul d make transacti ng
busi ness nore difficult. O course, there are costs to
busi nesses when neasures to protect consuners are put
into place. These neasures, however, are what make it
possi ble to have a healthy market with a trust that is
the true currency of commercial transactions. W believe
the safe harbor serves as a good exanpl e of cross-border
convergence on a neasure that actually protects consuners
in a manner that does not limt consuner choice and
options in the marketpl ace.

The safe harbor framework al so exenplifies our
general approach to avoiding one size fits all regulation
and of relying on sectoral self-regulation when possible.

We thus generally support the adoption of industry codes
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11
of conduct and voluntary adoption of best practices.
Nevert hel ess, such codes and practices do not always neet
consuner expectations and requirenents, and certainly,
fraud will occur even within the best framework of
enl i ght ened pri nci pl es.

For this reason, in addition to the relief
afforded by vigilant | aw enforcenent neasures, businesses
and consuners alike need to know that they will have
pronpt and effective private recourse in the event of
injuries caused by cross-border transactions. Litigation
in these circunstances is particularly a poor option in
nost cases for consunmers. W thus have encouraged the
adoption of alternative dispute resolution nechanisns as
being particularly apt to support consuner confidence in
t he mar ket pl ace.

Wth the growh of ecommerce, there has been a
proliferation of ADR providers offering on-line and
of f-l1ine dispute resolution for everything froml|ow cost
eBay transactions to nore conplicated, high dollar
i nsurance disputes. In addition to ADR services, on-line
seal programs, such as the Better Business Bureau' s BBB
Online, grant web seals of approval to those on-line
merchants that agree to conply with a set of consuner
protection guidelines and agree to submit to ADR in the

event of dispute. Wth this in mnd, I'"'mglad to see
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12
that the agenda for the workshop includes a panel on the
role of industry associations and self-regul atory
organi zations in dealing with cross-border fraud.

Let me nention just two other activities in
whi ch the Conmmerce Departnent has been involved that are
rel evant to the workshop. First is the recently signed
Convention on Cybercrinme. The U S. governnent, acting
principally through the Departnents of State, Justice and
Commerce, participated actively in the negotiations
sponsored by the Council of Europe of the Cybercrine
Convention. The United States has now signed the
Convention. It is the only nultilateral convention on
t he subject of cybercrinme, and it will provide
significant benefits for U S consunmers who are the
potential victinms of cross-border fraud. Wen it enters
into force, the Convention will fill many of the
jurisdictional gaps that plague |aw enforcenent agencies
trying to investigate and to pursue crimnals in the
cross-border context.

It has three parts. First, it requires each
party to establish certain substantive crimnal offenses,
such as conputer fraud. Second, it requires that each
party be able to carry out certain procedures in donestic
cases, such as tracing the source and the destination of

messages. And finally, it requires parties to give each
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13
ot her assistance in cases involving conputer-rel ated
crime and el ectronic evidence.

The Convention is consistent with U S law It
will not require the crimnalization of legitinmate
busi ness activities that are not currently regul ated or
prohibited. It is also technology neutral, not requiring
| aw enf orcenment or businesses to inplenent efforts
t hrough a particular kind of network or program In our
view, the Convention achi eves the goal of enhancing our
ability to investigate and prosecute cyber crines,
i ncl udi ng cross-border fraud, w thout inposing
significant burdens on businesses and consuners who want
to transact business over the Internet.

Finally, let me say a few words about who is,
whi ch the workshop will cover tonorrow. Since the
i nception of the Internet domain nane system contact
information on registrants has been avail able through a
series of who is databases. These web-based directories
allow Internet users to type in a given donmai n nane and
then to retrieve registrant contact information. The Wo
| s dat abase provides a | ayer of accountability and
transparency to the Internet and is vital to many
categories of users, including intellectual property
owners, |aw enforcenent agencies, Internet service

provi ders, consuners, and parents.
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The Departnent of Commerce supports the
avai lability of conplete, accurate and up-to-date who is
information. The collection verification and provision
for public availability of who is data are an inportant
part of our contract with New Star, the manager of the
dot U. S. country code top |level domain. W support the
i nportant work undertaken by | CANN, the Internet
Cor poration of Assigned Nanmes and Nunbers, to inprove
| CANN' s who i s database.

To this end, we are working in the | CANN
Government Advisory Commttee to assure that key public
policy concerns, including privacy, |aw enforcenment and
protection of intellectual property rights, are taken
into account as I CANN furthers its policies in this area.
| look forward to |l earning the perspectives of the
participants in this workshop on | CANN s worKk.

There is a world of new opportunity in the
i ncreasingly globalized business climte using
information technol ogies, including the Internet, to
enabl e gl obal business to take place as if the parties
were in the sanme place. But with this opportunity comnes
i ncreasi ng dangers of fraudul ent and ot herw se unsavory
behavi or by those who woul d take advantage of the
i ncreased | evel of anonymty afforded by the Internet.

The U. S. governnent is working to put in place an
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international |[egal framework in which nost countries are
wor king to protect consuners, and that is consistent with
our policy goals of encouraging technol ogy, and neutral
and fl exi bl e enforcement nechanisns. Efforts by
i ndi vidual U.S. conpanies and consuners to conbat cross-
border fraud are also a central part of this fight.

Thank you for having nme this norning. | wsh
you an informative and productive workshop.

(Appl ause.)

MR. STEVENSON: Thank you very much, Ted. 1'Il
now turn the programover to FTC Conm ssi oner Mozelle
Thonpson. Mozelle will be leading off this norning's
di scussions with an introductory roundtabl e of
di stingui shed guests. | want to thank Mzelle, again,
for his |eadership in this area, and I wish you all a
productive next couple of days.

Thank you very much

COWM SSI ONER THOWPSON: M. Chairman, | regret
havi ng m ssed your comments, but | read and summari zed
them | ast night.

MR MIRIS: Well, I"'msorry to see (inaudible),
but thanks for com ng.

COWM SSI ONER THOWPSON: Good norning. |'m
trying to get people a little excited here, you know.

You and his staff did a lot of work to put this all
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together. The weather was not quite as cooperative, but
we do have people fromall around the world here. | see
a lot of friends and famliar faces. W welcone you here
to the FTC.

Let me tell you a little bit about this panel

this norning and, Hugh, |I'mcounting on you to give ne
the big -- all right? It remnds nme of the last tine |
gave a speech. | gave a speech in Singapore, and they

have this habit of using a cowbell to |let you know you
have Ii ke three mnutes left. O course, | had never
heard this before. So they started ringing this bell,
and | thought that the building was on fire or sonething.

But we're not quite as bad here.

Anyway, |'mvery happy to see you all here
today to talk about -- to participate in this inportant
wor kshop. |'m Mozell e Thonpson. | amone of the five

Conmi ssioners here, at least the last time | checked. As
many of you know, | spend a ot of tinme working on issues
dealing with international consuner protection. Before |
go too far, ny Ceneral Counsel requires nme to say that ny
comments today are ny own and not necessarily those of

t he ot her Commi ssioners or the Conmm ssion as a whol e.

And | may even change ny own views by the tinme this panel
is over.

But that being said, we wanted to start this
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norning wwth taking a little bit of a -- a little higher
plain view of this issue, because we're going to spend a
ot of tine tal king about some of the technical and
procedural aspects of cross-border fraud and things that
we can do. But | wanted to give at |east the audi ence
and sonme of the panelists some opportunity to reflect on
what it is that we're looking at in terns of cross-border
fraud and why it is so inportant.

|"mgoing to take just a second to at | east
gi ve you sone background fromny standpoint. | think we
have ri ght now many opportunities, both donestically and
internationally, to consider the role of gl obal econony
and howit's going to grow. And what's clear to nme is
that we're seeing an increasingly demand driven econony,
one dependent on how nmuch consuners trust the marketpl ace
and feel confortable participating init. And its
continued growh will demand that all consuners be
i ncl uded and gi ven an opportunity to participate.

So what that neans is, that for this
mar ket pl ace to thrive, the consuners are placed at the
center of a value proposition. It is a market that
recogni zes the inportance of providing a basket of tools
that give consuners the neans to feel safe and confi dent
to participate globally. Now, anong those tools are the

rights and renedies that can protect themfromharm harm
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that can result fromfraud and deception and even
security breaches. And these tools can be exercised by
governnent s, businesses and consuners thensel ves.

Now, there are two reasons why this is probably
nore inportant now than other tines in our history.
First, it is no secret that all western econonm es are
experiencing a little bit of economc distress. It has
been said that 80 percent of the U S. econony is
represented by consuner spending. Simlarly, in France
it's 50 percent and in the UK | think it's about 65
percent. So a small change in consuner confidence one
way or the other can have a significant inpact on all of
our economes. As a result, governnment and business
ali ke are focusing on the inportance of consumer spending
and how do we maintain econom c health and stinul ate
future econom c grow h.

Now, a second condition also exists, one that
is one of the byproducts of increased gl obalization and
i nproved technology. It's that information is so nuch
better that markets have becone nore demand driven
because consunmers can rapidly nove their noney from one
pl ace to another, and they al so have a greater
expectation what their nmerchants and their governments
will do for them and expect themto be nore responsive to

their individual denands. I n other words, consuners in
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this econony want a nore direct voice in telling
conpani es and governnents exactly what they want and
exactly how they want it.

So, the consuner trust that we see that wll be
necessary to have future economc growh wll depend a
| ot on how we manage consumer expectation -- and | think
that we all have sone challenges in that regard -- and
how we define what constitutes value. And finally, how
do we neasure success? ldeally, we can all provide
gui dance through a conbination of laws and rules in our
self-regulatory prograns, but it is clear to ne that
nei t her governnment nor consuners or industry, in and of
itself, can address the issues alone. And that's why
we're all together today, because we can talk a little
bit about the things that we do individually, but also
how they work together. And building on that foundation,
we have a much better opportunity to get at one of the
key problens that underm ne consumer confidence, cross-
border fraud.

Now, we have a great panel here today of very
interesting people. First of all, | thank you all for
getting here. W cone fromvarious places. To ny right
i s Conm ssioner Sitesh Bhojani of the Australian
Conmpetition and Consunmer Conmi ssion. He is also the

current President of | CPEN, the International Consuner
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Protection and Enforcement Network. He is coming from
down under. And, you know, it also remnds nme of -- we
[ive in town. W probably had the hardest tinme getting
here, because it's |like broadband. It's always the |ast
mle that is our town.

We al so have Steve Bartlett, who is the current
President and CEO of the Financial Services Roundtable in
Washi ngton, who is one of the principal spokesnen of the
banki ng and financial services industry. He has also
been here a little while. He previously served as a
congressman. So we thank you for being here.

We have Susan Grant, who is Vice President for
Public Policy for the National Consumers League, who is
co-chair of the Internet Working G oup of the
Transatl antic Consuner Dialogue. And |I'm happy to say
she has al so been an active participant in our del egation
to the CECD Consuner Policy Comm ttee.

And we have Scott Cooper from Hew ett Packard,
who | believe is the Director for Public Policy, isn't
he?

MR. COOPER | w sh. Manager.

COWM SSI ONER THOWPSON: Okay, Manager. That's
not what he usually tells ne.

MR. COOPER:. Executive VP.

COWM SSI ONER THOWPSON: Okay. But it's great
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to have himhere. He has also been a participant in sone
of our consuner policy conmttee del egations.

And so | want to give everybody -- since you
all have cone so far. These two came from western
Massachusetts, where snowis really not that big a deal
up there as it is down here. So | wanted to give
everybody a chance to say a little sonmething, and then
maybe we can talk a little bit about how we see the world
out there.

MR. BHQJANI : Sure.

COWM SSI ONER THOWPSON:  Ckay.

MR. BHQJANI : Thank you very much, Mbzelle.

Ladi es and gentl enen, a warm and hardy good day fromthe
| and down under. [|'mnot sure whether the FTC has
actually planned this or not, and I know that the gl obal
econony and the global marketplace is leading to
convergence in a nunber of areas. For exanple,
conpetition policy and nost |ikely consumer protection
policy. But |I don't know whether there is some
suggestion here that we should also be trying to | ook at
convergence in gl obal weather patterns, because |I know
|"ve just been brought up froma city that is undergoing
some very serious bush fire conditions to a city that is
under goi ng very serious freezing conditions.

COWMM SSI ONER THOWPSON: W woul d be happy to
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send you sone of our snow.

MR. BHQJANI: Thank you. W need it down
there, so we would be happy to have it transported. But
seriously, ladies and gentlenen, on behalf of the nenbers
of the International Consuner Protection and Enforcenent
Network, | would Iike to acknow edge and commend t he
Chai rman, Commi ssioners and staff of the Federal Trade
Comm ssion for their vision in conducting this
part nershi ps agai nst cross-border fraud workshop.

| ndeed, the governnment -- consuner protection
| aw enf orcenent agencies formng | CPEN, as we
collectively refer to it, have recognized the inportance
of partnering and cl ose cooperation to effectively conbat
t he surge of cross-border fraud in an increasingly gl obal
mar ket pl ace. The network itself is an exanple of a
public section partnership established to fight cross-
border consuner fraud. There is also a significant need
and tremendous opportunities for public sector/private
sector partnerships to conbat cross-border fraud, which
believe wll be recognized and energe from di scussi ons
over the next day and a half to two days.

Ladi es and gentl eman, the | CPEN agenci es
recogni ze that consuner fraudsters and scanmers engaged
in international commerce act on three basic principles.

One, they do not respect traditional |egal boundaries.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

23

Two, they are aware that | aw enforcenent agencies do have
to respect soverei gn boundaries. And three, they
organi ze thensel ves and perpetuate their consuner fraud
across |legal boundaries to mnimze the risk of detection
and to maxim ze the difficulties of any effective | aw
enforcenment action being taken agai nst them

So certainly | CPEN nenbers acknow edge t hat
policy and | awmmakers are undoubtedly endeavoring to
address these issues and are working with themto do so.
One exanple is the work of the OECD Conmittee on Consuner
Pol icy under the | eadership of FTC Conm ssi oner Mozelle
Thonpson regardi ng an CECD recomendati on to governnents
for OECD nenber countries about appropriate guidelines
for protecting consuners across borders from fraudul ent
and deceptive commercial practices. However, |CPEN
menbers al so generally recogni ze that an effective gl obal
mar ket pl ace -- that is, one that consunmers are willing to
participate in and do not distrust -- requires the
presence of consumer protection |aw enforcenent agencies
to ensure conpliance with existing consunmer protection
| aws.

Ladi es and gentlenmen, this is not just about
consuner protection. |It's also about fair conpetition in
avoiding firnms gaining market share from consuners by

deceptive, dishonest or fraudul ent nmeans whi ch woul d
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damage conpetition and the gl obal marketplace. As
consuner protection | aw enforcenent agencies, |CPEN
menbers can best fulfill their roles by properly testing
the limts of existing |aws and maki ng cooperation with
international counterparts a priority. Mre details of
ICPEN s initiatives, activities and the |evel of
conmmi t ment agai nst cross-border fraud can be obtained
fromthis booklet, which I'll ensure is available as we
br eak.

What | would |like to do is to let you know t hat
in conclusion, wth determ nation and ent husi asmthe
agencies form ng the International Consumer Protection
and Enforcenent Network are commtted to enhancing the
| evel of cooperation between them thereby enhancing the
network's effectiveness and outconmes for consuners. \Wen
t aki ng enforcenent action, their objectives include one
or nore of the following: to establish the unlawu
conduct, including clarifying the | aw or devel opi ng
precedent. This is particularly inportant in the context
of matters involving cross-border conduct; to stop the
unl awf ul conduct; to obtain conpensation or restitution
for victinms; to undo the effects of contravention; to
deter and prevent future unlawf ul conduct and, where
appropriate, to punish the w ongdoer.

Now, | adi es and gentl enen, those enforcenent

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

25
obj ectives provide trenmendous opportunities for effective
public/private partnerships against cross-border fraud.

In that way, ICPEN is a public sector partnership
certainly commtted to fighting cross-border fraud, and
t her eby encouragi ng consumer participation in the gl obal
mar ket pl ace and contributing to building consuner
confidence in the global econony.

| look forward to the opportunities and
di scussi ons about how the public sector can work with the

private sector in the next couple of days. Thank you,

Mozel | e.

COWM SSI ONER THOWPSON:  Thank you. Steve?

MR. BARTLETT: Thank you, Conm ssioner. Since
this is a cross-border conference international, | have

two conmments on international diversity and the cultura
diversity. One is, I'"'mfrom Texas, which is actually
related to why | was late. | apologize. But in Texas,
even on a bad weather day, if you | eave your hone 15
m nutes away an hour and a half before the conference is
to start, you can generally believe that you m ght make
it there on tinme. But not here.

Second, while we were all bored, |I'msure --
|"m sure you were all bored yesterday and stuck at hone
with the closing of everything. | happened to pick up on

the web that there was one institution in Washi ngton,
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D.C. that remained open during the great -- during the
great Washington ice stormon President's Day, and that
was the Enbassy of Iceland. They seemto know how to
deal with things better than we from either Washi ngton or
Texas.

| have a few things to say. First,
Comm ssi oner Thonpson, ny commendation to you for
organi zing this conference and helping us all to focus on
t hese issues, as well as the | eadership of Chairman
Miris. | amone that believes that the FTC should take a
stronger role in fraud prevention and fraud apprehension,
and a stronger role in consunmer protection than perhaps
FTC has been allowed to in the past. And | think that
this is a good exanple of that.

| plan to kind of take it fromthe 30,000 foot
view and not try to give you all of the answers, mainly
because | don't know them However, during questions and
answers, if you want to give nme one of the answers, | can
ponder about what the question should have been. Later,
in the next two days, there will be plenty of people to
give answers. | do bring particular attention to Bob
Jones, Fleet Bank Boston, and Robin Slade of BITS, which
is the sister organization to Financial Services
Roundt abl e, who, | think, will provide sone rather

detailed and telling and informative data on fraud
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reduction initiatives that have been taken -- and results
of those initiatives that have been taken over the course
of the last 12 nonths by financial services institutions
t hensel ves.

It should be stated at the outset that
financial institutions -- particularly |arge financial
institutions -- in general have a particular interest in
the area of fraud in general and of cross-border fraud
specifically, because our conpanies are in fact the
victins. Now, consumers are victimzed in ternms of
i nconveni ence and sonetinmes the inconveni ence can be
quite overwhel mng. That's one of the challenges that we
have to face. But in terns of the nonetary |oss, the
nmonetary | oss al nost exclusively goes to the institutions
t hensel ves.

And then secondly -- so not only are we the
financial victim But then secondly, our conpanies end
up losing custoners, in some cases, as custoners blame
their financial institution for the fraud as opposed to,
one would think, logically blam ng the fraudster. But
neverthel ess, the financial institutions thenselves
becone victins in two ways.

Fi nanci al Services Roundtable is an
organi zation of a hundred of the |argest financial

services conpanies in the United States, w thout regard
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to whether they used to be banks, or used to be insurance
conpani es, or used to be investnment banks, or used to be
consuner financial conmpanies. O, generally, they are
now all of the above. Qur conpanies collectively have
about 1.3 trillion dollars in market cap. That is give
or take two or three hundred mllion dollars less than it

was a year ago, with a total incone or revenue of 500

billion dollars and 1.6 mllion enpl oyees.

We contribute collectively -- by survey we just
conpl eted, we contribute 1.1 billion dollars in
charitable contributions -- direct charity -- to the
comunities that we serve, and provide sone 60 billion

dollars a year of community devel opment | ending on
investnment. In short, the size matters these days in
terms of finance. That's not to say that there is not a
significant and a very powerful role for smaller
institutions. But it is true. | can say that if you
liveinit, if you work it, if you drive it, if you work
at it, if you wear it, if you consuner it or if you enjoy
it, some or all of that part of the Arerican life was
probably financed by one or nore of these 100 conpani es.
| have four points to nmake on the topic. One
is that the -- is that restrictions on appropriate
i nformati on managenent, particularly within a conpany --

a large conpany -- does not -- not only does not reduce
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fraud. Otentines those restrictions on information
managenent will cause nore fraud. Secondly, the cross-
border fraud is a nere inmage of age old fraud thousands
of years old, whether it's across the street or across
t own.

Third is that electronic transactions, both the
speed and the conveni ence, and the | ow cost of
el ectronics transactions are a dramatic positive for the
worl d today. Perhaps as positive and as nuch benefit as
anything that we've seen in recent decades. It inproves
the Iiving standards, both for Americans and for citizens
t hroughout the world. Fourth is that we ought to exam ne
-- and here's the area in particular | don't have the
answers for a few of the questions. W ought to exam ne
or reexam ne sonme of the relationship between both the
regul atory agencies and the | aw enforcenent agencies and
the private sector financial institutions. | think there
are sone areas there for inprovenent.

So first, enhanced consuner protection cannot
-- enhanced consuner protection cannot be achieved by a
reduction of information flow Oftentines we hear
advocat es advocate stronger privacy protection, which our
conpani es al so advocate, but then the results or the
enforcement of that stronger privacy protection is not

privacy protection or consumer protection at all, but
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it's arestriction of information flow. In fact, in
terms of fraud reduction, it is the appropriate
managenent and the fast access to information, both
wi t hi n conpani es and between conpani es, that both
identifies fraud quickly, can stop it and can oftenti nes
apprehend the crimnal.

| think in one case about a year ago or two
years ago, one of ny conpanies with an office in Omha, a
fraudster showed up to cash a cashier's check, or take
out $100,000 or so to deposit with a cashier's check.

The bank teller -- in this case, it was a bank. The bank
teller | ooked on the screen and saw the account was in
California. Matched up the age, height, weight and ot her
descriptions on the screen. Realized that the person in
front of themdidn't match with the information on the
screen. Called the FBI and a 10 million dollar fraud
ring was broken up. Introduce 90 day limtations or
restrictions on information flow, the various opt in and
opt outs that are often suggested, and that information
woul d not have been avail abl e.

The second exanple -- and | won't go through
the details. You all know how stolen credit cards are
qui ckly apprehended. That's all done through information
flow. 1've watched it done. | invite any of you to cone

and help -- cone and watch. It's often done with four,
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five or six different conpanies. Sonetines conpanies
wi thin the sane parent conpany. Sonetines different
conpani es anal yze the transaction in a matter of mnutes
and can stop the fraudul ent transaction quickly.

Second, cross-border -- it's inportant to note
that cross-border fraud is part and parcel, just sinply a
faster version of age old fraud. W all think about the
Ni gerian scamor the 419 Coalition, which purports that
sonme five billion dollars of noney has been defrauded
t hrough the Nigerian scam |'mnot confident that it's
actually that nuch, but | don't know how nuch it's been.
But the N gerian scamis basically a nodern day
el ectronic version of the old pigeon drop in which
sonebody -- two people would wal k up to sonebody el se,
the victim on the street and say | just found sone
nmoney, and if you will vouch for ne and tell nme your bank
account nunber, 1'll be happy to share it with you. So
sonme things don't change. They just becone el ectronic.
That doesn't nean it's not a significant problem It is
a significant problem but it's the same problemas it's
al ways been.

Third, it is inmportant to note positively and
affirmatively that the dramatic rise -- the cross-border
rise of both ATMrem ttances and debit cards is an

enornmously positive devel opnent for the world popul ation
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in all manner of ways. Froma globalization viewpoint,
it dramatically assists the globalization of the econony
in a positive way. It also introduces a |evel of
fairness that is otherwi se unavailable. It's just sinply
not fair for people who are living in one country to have
to consune the enornmous amounts of costs and
i nconveni ence and wrong noney -- currency exchange rates
and costs of tel egraphing or noney ordering noney, when
in fact ATMtechnology is so wdely avail abl e.

So remttances is a positive thing, both for
the United States as well as other world econom es, but
nore inportantly, it's a matter of fairness and it's a
positive thing for the individuals invol ved.

The sane with debit cards. Debit cards are the

fastest grow ng phenonenon in finance today -- in
consuner finance today. | think Visa estimated that they
are now up to -- in 2001 up to 960 billion dollars of
debit card transactions. It is both dramatically -- it

has been well accepted. Far better accepted than credit
cards or paper checks overseas in devel oping countries,
but it's also amazingly well accepted not by us baby
booners, but by the generation X-er's in the mllennium
because they like it. They like the idea of not ringing
up their credit, know ng exactly how much noney they have

in their account at any one tinme. And if they can't
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afford a cup of Starbucks coffee, then they just sinply
won't buy it. So values have nmade it into the new
generation and are reflected in the new debit card.

And last, if I can find the other page of ny
notes, is the role of industry and | aw enforcenment. It
seens to nme that there are sone areas that we ought to
expl ore together for ways of inproving the use of
information. The information that we have and trying to
get that information to others.

One that does cone to mind is the current
suspi cious -- the so-called suspicious activity reports
(SAR) systemthat we have now. It may well be -- and |
wi || probably overstate this badly, so the opinions |
express are only the opinions of Mzelle Thonpson and not
-- no. But I'll probably overstate this.

COWM SSI ONER THOVPSON:  Let ne tell you, if
that is the worst thing anybody has attributed to ne this
week, then |I'm doing okay.

MR. BARTLETT: It could be that our current use
of the suspicious activity reports is the elephant in the
corner. Everyone knows it is not working very well. It
does work sone -- occasionally -- but really nore as a
verification or as a way of backup. W're going back to
check on sonething that we already knew was fraudul ent as

opposed to apprehending fraud itself.
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The | ast estimate, it now | ooks like -- we

don't have the final data. But it |ooks like there wll
be some 300,000 SARs filed in the year 2002. That's an
estimate based on extrapolation of the first five nonths
of 2002. That conpares to 200,000 in 2001, which
conpares -- | think it was sonething Iike 70,000 in the
year 2000. |It's like the old Davis Bacon paper reports.
And as | understand -- and | may be wwong on this. In
reading through all the data, it appears SARs are still

paper filed and they are pieces of paper.

| f a bank officer or -- these are not just
banks. If a financial institution officer actually does
have a suspicious report -- that is, they think they have

a Joe Terrorist in front of themand they want to
apprehend him-- they literally go to part three, line
32n, to say terrorist about to knock down a buil di ng.
There is no nmechanismthat | know of for -- and, again,
I"mat the risk of overstating. The nechanismis not
apparent for how you would actually report a terrorist.
I nstead, financial institutions are protecting
t hensel ves by filing everything that fits the 2,000 or
5,000 dol | ar category, depending on whether it is an
institution or a clearing house, and then let the
governnment sort it out. And no governnent in the world,

and least of all the U S. governnent, has a capacity to
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sort out that many reports. Again, | don't know the
answer, but | suspect that if we all work on it together,
we could figure out a way to actually cause suspi ci ous
reports to be filed in atinely way to get to people that
woul d have that information

Simlarly with identity thief, there is today
an insufficiency at the federal |evel of prosecution of
identity thief. And one of the difficulties that our
institutions have is when we identify an identity theft
t hat has happened, the best we can do in nost cases --
there are exceptions to this -- is to take it to the
| ocal DA. Usually the theft that we have identified
i nvol ves one transaction or one identity and it's hard to
make much of a case onit. So the |ocal DA may or may
not prosecute, and if they do, it may or may not achi eve
any significant punishnment to stop it.

One of the things that our organization wll be
proposing will be to nmake identity theft a federal crine
-- a federal cause of action -- and then devote sone
resources to it, because in fact it is -- in my opinion,
it is the nunber one cause for concern/al arm di strust of
institutions anobng Anerican consuners today.

So fraud, whether it is across the street or
across the world, is fraud, whether it is done wth a

pi geon drop or with electronic information. And then
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fraud, both identity theft -- the identification and
prevention of fraud can be done faster and better by the
appropriate managenent of electronic information as
opposed to closing down el ectronic information.

COWM SSI ONER THOWPSON: Thank you. Thank you.
Susan?

M5. CGRANT: Thank you. Well, | would Iike to
start by commending the FTC for having the only clear
sidewal k that |I've seen in Washington so far, but getting
to that sidewalk is a big challenge. Al nost as big as --

COWM SSI ONER THOWPSON:  Are you accusi ng us of
doi ng sonet hi ng deceptive?

M5. GRANT: No, no, it's great. | realize that
you're not responsible for those big snow banks on either
end of the street. But it's alnobst as big a challenge
getting around town as dealing with cross-border fraud.
My job is to frame this issue fromthe consuner
per specti ve.

As the market pl ace expands beyond nati onal
boundaries, it provides a | ot nore opportunities to
consuners, obviously, to find goods and services that
nmeet their needs, to conparison shop for the best prices
and to transact nore conveniently, especially now
on-line. But consuners aren't sure it is safe. In our

surveys about on-line shopping, we find that consuners
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are nervous about putting their financial information
on-line. They worry about the privacy of the other
information that they provide and the security of that
information once it is in the hands of the nerchant, and
they' re concerned about whether or not the nmerchant wll
be fraudul ent.

It is true that many of the scanms that we see
now on the Internet are the sane as we've seen conducted
by tel ephone and nmail, but there are new ways of paying.
For instance, not only debit cards but internediary
services such as Pay Pal, that don't give consuners the
sanme protection that they have -- the |legal protection
that they have with credit cards. So that is a concern.

We talk to consuners daily. W know from our
conversations with themthat they are cluel ess about the
di fferences between jurisdictions and national |aws, and
there is no reason, frankly, why they shoul d understand
that. And they al so assunme that sonebody is | ooking out
for them In our on-line shopping surveys, we' ve found
that a significant nunber of consuners think that
mer chants are screened by sonmeone before they can put up
a web site on the Internet to make sure that they are
 egi timate.

And consuners al so expect governnent agencies

to help themif they are defrauded with their individua
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conplaints. They want their noney back, and they don't
want to hear about barriers. They also expect that their
banks, courier services, ISPs and others that facilitate
transactions will protect themand help them And once
they are burned in cross-border transactions, they're
very wary about taking that risk again. So going back to
a key point that Conmm ssioner Thonpson nade, the
potential of the global marketplace cannot be fully
realized if consunmers don't have trust and confidence in
using the Internet and other new nedi ans to take
advant age of the gl obal nmarketpl ace.

Consumer organi zati ons do and want to continue
to work with governnents and busi nesses to conbat cross-
border fraud, both with consuner education -- which we
do. | put out as an exanple a brochure that we produced
with a grant from MasterCard about how to shop safely
on-line. But also working to influence corporate policy
and governnent policy about what are the best ways to
protect consumers and hel ping to get information about
suspected fraud to the appropriate governnent agencies.

COWM SSI ONER THOWPSON:  Thank you, Susan.

Scott?

MR. COOPER As the traditional role of cleanup
on fine points, I'mgoing to agree with the previous
commenters. And of course with this panel, it's quite
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easy.
COWM SSI ONER THOWPSON: W' || change t hat.
MR. COOPER. Then I'Il open nyself up to
constructive criticism First of all, | would echo what
Steve said about businesses can be victins as well. And

| think this is not always sonething that we want to
publicize, but | think businesses can be just as nuch a
victimof cross-border fraud as consunmers. And so we
have a vested interest to try to find solutions that wll
work in the real world to get at these issues.

| think there is also a distinction that can be
made between | arge busi nesses, such as Hew ett Packard,
that have preexisting relationships with | aw enforcenent
officials around the world. W can take care of our own
probl ens, but small businesses nmay be an entirely
different situation and alnost in a sense are surrogates
for consuners thenselves. Wen they have -- when a snal
busi ness has a fraud problemor a problemw th patterns
of abuse, in a sense they are acting as a consuner nore
than they're acting as a business.

So | think that the world that we're tal king
about here is nuch larger than just consuners, or just
| arger than, say, trans-border businesses, nultilateral
busi nesses and consuners. You al so have a whol e subset,

| think, of small businesses that need to be included in
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this as well.

| think Susan's point, though, really gets to
the heart of it. And that is, until we can get a handle
on cross-border fraud, consumers are not going to feel
confident by entering into transactions on the Internet
or other fora that would otherw se enpower them That if
consuners can find ways by feeling protected to shop
anywhere they want to on-line across borders, then that
truly is consumer enpowernent. That is sonething that
serves consuners' interests. It is very likely to drive
down prices. It is very likely to lead to nore
information being available to them and so that is just
a good thing in itself.

But they're not going to feel that way unti
they feel confortable that the marketplace out there is
truly clean and well |ighted, and, obviously, that is not
the case today. So it is in everybody's vested interest
-- or in the case of businesses, enlightened self-
interest -- totry to resolve and to try to at |east get
a handl e on cross-border fraud.

It has been pointed out by Sitesh that this is
clearly a difficult issue because of the jurisdictional
i ssues. W have already seen that in the off-line world.
It is only accentuated, | think, in the on-line world.

And so that may be a place where | think we need to have
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nmore of a continuumof effort by both the -- a
partnership by both the legal authorities as well as the
private sector and consumer groups to try to get a handle
on these things.

| think there are sone very cautionary |essons
out there about what happens when things do go wong and
they aren't addressed soon enough. And | think at |east
in the United States the classic exanple is the 900
nunber, where in the late '80's and early '90's you had a
very -- at that time a very sophisticated technology in
900 nunbers, where a lot of information could be gotten
easily to consuners at a relatively low cost wth a
billing nmechani smthrough the phone conpanies that
seened, you know, very, very straightforward and
transparent.

O course, we know what happened to the 900
nunbers. It becanme sort of the nesting place for
fraudul ent activity, scamartists, you know, and sort of
downscal e informati on services and the whol e industry
just went south. And ultimately it probably woul d have
been superseded by the Internet anyway, but it went south
wel | before the Internet canme along. And so you
essentially had this very inportant technol ogy, or
transition technol ogy, and that the | esson,

unfortunately, we have to take fromthat technology is
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t hat when things go wong, it is very hard to pull it
back.

' mnot saying that that is going to be the
case for the Internet, because | don't think it is and I
think we're well beyond that inflection point where
t hings could go south. But clearly it is a problem as
far as the continued growth of the Internet, of
el ectronic commerce and especially global electronic
commerce. And for all the reasons we di scussed, gl obal
el ectronic commerce is a great tool for consuners. It is
a wonderful opportunity for enpowernment of consuners, as
wel |l as sort of the growmh of the global econony as a
whol e. The nore transactions you have, the better off
the world econony is going to be.

So dealing with these problens is sonething
that | think really brings everybody to the table, or
should in a sense bring everybody to the table to find

practical solutions, and | think that certainly includes

busi ness as well. As far as devel oping these new
solutions, | think there are sone npdels out there that
we can | ook at that are successful. | think one is the

telemarketing world that the FTC devel oped, again, in the
early '90's. And there | think that the key was the fact
that within that |egislation was an agreenent that the

states -- the State Attorneys General -- could enforce
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the federal rule.

And so you had in a sense that ecunenica
approach toward enforcenent where you had a single |aw
You had -- you had a national rule enforced by the FTC,
but under the FTC the State Attorneys General could nove
into go after interstate boiler roons on tel emarketing,
which was the great problem A bit [ike the Nigerian
scam you had people boiler room say, in Florida, to
pi ck an exanple, preying only on citizens in lowa. Well,
the Attorney Ceneral of lowa -- in that case Bonnie
Campbell -- was really limted in what she could do to
protect her citizens, you know, of her state. So you
needed to get sone approach that was national to go after
problens that really were in a sense |ocal

That, | think, is the nodel we need to | ook at

here, is that if we can all work together across borders

totry to develop a nodel simlar to, | think, the
tel emarketing nodel, that, | think, may be the goal we
need to look for. And just parenthetically, | hope that

t hat sanme nodel that was used in tel emarketing of
bringing in the Attorneys General may al so be the nodel
that we see in Congress -- this Congress, | hope -- of
devel opi ng privacy legislation so that the states wll
i ndeed be able to enforce a national uniformfederal

privacy law. | think consunmers need it. They should
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have had it for years. But also, it should not be done
at a state by state level. So that is, again,
parenthetically our desire at HP for privacy.

| think what is being done now, the start of
devel oping this public/private partnership, is noving in
the right direction. |In particular, I want to comend
the work that is being done on econsuner.gov. | think
Pablo is in the audience. | know Hugh and Maneesha are
as well. | think that is an exanple of where mainly |
think OECD countries, but others as well, have joi ned
together to pass on informati on back and forth when they
di scover cross-border fraud.

VWhat | think the next step may be for
econsuner.gov is the devel opnment of a continuum so that
when you have not only problens with fraud -- outright
fraud -- but say patterns of abuse, or even where there
may be cases just of consunmer disputes that need to be
resolved, that is not going to be the job of
econsuner.gov or even |local authorities such as the FTC
that will not handle, obviously cannot handl e, case by
case di sputes.

What | woul d suggest is that we need a
conti nuum where you have groups -- and | think in the
United States it mght be the Better Business Bureau. |

t hi nk gl obally you have through the Better Business
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Bureau and groups |i ke Eurochanbres and the Consuner
Council in China and eComin Japan the devel opnent of
sonething called the dobal Trust Mark Alliance, where
you have an unbrella of organizations that will supply a
trust mark to give credibility to conpanies that are
offering a web site on-line, but also a dispute
resol ution process, so that if a consunmer has a problem
t hey know where to go with their concern.

In the United States, the BBB will handl e not
only problens that cone up through their own nenber
conpani es, but where they can, they will also handle
di sputes of conpanies that don't belong to the BBB. And
they will also publicize the results of that, and if
there is a pattern of abuse and a conpany is show ng that
pattern, they will either pull the seal -- publicly pul
the seal fromthat conpany, or if they're not a nenber
list that on a public web site who those conpani es are.
So if you are a consuner that is trying to do due
diligence, the first steps you should probably do is go
to the BBB web site and see if the conpany that you're
dealing with is on that site as a bad actor

That may be part of the solution, | think,
globally as well, but if you can get a system where you
have di spute resolutions built into consumer redress that

bel ongs to trust mark systens that are al
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i nterconnected, then I think consuners can feel nore
confidence in shopping on-line |ooking for those seals.
And al so when those seal prograns di scover a pattern of
abuse for potential fraud, they should have the
obligation of passing that on up to the local authorities
or to econsuner.gov, so that you have a continuum back
and forth of the public/private partnership that we're
al |l tal king about here.

| woul d al so hope that when econsumer. gov

di scovers cases that they may think are really disputes,
rather than patterns of abuse or fraud, that there is

some way of getting those disputes back to the

organi zations -- the trust mark organi zations -- that can
actually handl e that, rather than, | think, is the case
now where they're just kind of -- the case is accepted by

the FTC, but nothing can be done because they can't

handl e i ndi vi dual disputes. So again, | think devel oping
t hat conti nuum may be one of the next steps, | think,
that can be taken. | think all the actors are out there.

We just need to kind of devel op the on ranps between
t hem

Lastly, | think that there are groups out there
that are very active in trying to cone up with this
partnership, and I'Il just nention a couple of them One

is the dobal Business Dialogue in Electronic Commerce.
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We have done a lot of work on devel opi ng gui delines and
best practices for things like ADR -- for dispute
resolutions -- as well as privacy and trust marks. The
ICC, | think, is becomng nore active in this area, and |
think will hopefully be nore active within the OECD
process in comng up with solutions a bit like we're
tal ki ng about today.

' m al so pleased that the GBDE has been able to
work with Consuners International in devel opi ng best
practices and gui delines that both consuner groups and
busi nesses coul d agree should be the best practices of
what nerchants and ADR providers should provide in the
way of dispute resolution services. W wll be having a
nmeeti ng here in Washi ngton on March 19th with GBDE and
Consunmers International. | think we're close to finding
agreenment on a nenorandum of understanding. |'ve been
sayi ng we' ve been close now, | think, for at |east six,
maybe nine nonths. Sooner or later I'Il be right, but I
think we're even cl oser now.

So | think that there is a |ot going on that
hopeful ly can be part of that partnership, and we woul d
wel cone t houghts about how we can continue them

COWM SSI ONER THOWPSON: Thank you. Well, we
all heard a lot this norning. And | recognize that there

is a cowbell ringing in the corner. It is interesting
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that there seens to be people comng froma w de range of
pl aces, but actually reaching sonme consensus on Some very
inmportant principles. One is the inportance of actually
| ooki ng at cross-border fraud and trying to find new ways
to conbat it, not through traditional ways that we've
been | ooking at it. Because in sonme ways, | think in
this area al nost nore than any other area |'ve seen in a
long tinme, that it is very clear that laws and rules are
effective for those who obey | aws and rul es.

But for those who are engaged in cross-border
fraud, the traditional barriers that we see, how we
traditionally think about conpartnentalizing information
and then confidentiality and other things, actually work
to the di sadvantage of consuners sonetines and nore to
t he advantage of those who commt fraud.

But | think there are three areas where | see
some real opportunities for partnerships. One is how we
tal k about consumer expectation. You know, Susan, you
talked a little bit about what consuners think and who
t hey think should be responsi ble, and where they think
they can be getting information. And | think that from
t he busi ness side, and the governnent's side, it is
inmportant for us to talk to -- engage in partnerships
t oget her where we can talk to consuners about what they

can expect, what they should expect and when they should
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ring bells and whistles. That is part of the challenge,
t 00.

Second, is providing nore tools for consuner
enpower ment, including not only sone of the areas that
you tal ked about, Scott, |ike BBB Online and creating
di spute resol ution nmechani sns, but actually even
t echnol ogi cal tools that consunmers can use to actually
have a safer transaction.

And finally, | think that, Steve, you and
Sitesh tal king about a couple of other issues that are
really inportant. One is howdo -- one thing I'll note,
Steve, that what a |lot of people don't recognize, is
before we started tal ki ng about gl obal econony, the
financi al services industry was involved in gl obal
econony already. And so the idea of greater cooperation
bet ween governnent and busi ness, not only to understand
what's going on out there but also to make enforcenent
nore effective, are areas where we can have sone rea
part ner shi ps.

Now, | wanted to have nore cross talk. W
don't have that nuch nore time. | wanted to give the
audi ence a chance to ask sone questions, if they have
them Any questions out here? Don't be shy. | was a
| aw professor. |If you don't ask questions, I'll start

aski ng you.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

50

Okay. And it will be helpful if you identify
yourself so we know who you are.

MR. EVANS: MW nanme is Rob Evans. Steve, | was
just curious on your comments. You tal ked about the
restrictions on the use of information and data and how
that is counterproductive. But isn't part of the problem
not so nuch on the fraud prevention, but at |east in sone
of the large institutions, the marketing fol ks are so
aggressive in their telemarketing that you do see abuses
fromvery legitimte organi zations that are kind of
runni ng very aggressive tel emarketing and nai
solicitations, and in the sanme spectrum of marketing
practices, you' ve got the really bad pl ayers.

Is this a problen? | nean, in ternms of the
large institutions, that the fraud prevention people have
their mssion for which the data is vital, yet the
mar ket i ng people are using that information so
aggressively that it is perhaps creating a fertile ground
for the real fraudsters?

MR. BARTLETT: Well, | don't -- you know, that
is, of course, the horns of the dilemua that we're al
trying to struggle with. First of all, it is inportant
to note categorically that it is the availability and the
use and the collection of information -- electronic

information -- and the ability to use it that is the
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nunber one, and probably nunber one through ten,
protection against fraud by consuners. And that is often
over|l ooked and that's why | appreciate the chance to say
it again in response to your question.

Wth regard to marketing, that is, of course,
where the current political debate is. It would be a
maj or breakt hrough for public policy, for the public
debate, if we could, in fact, engage in the privacy
debate, or the consumer protection debate, as a debate on
t he appropriate use of consuner information for marketing
purposes. The difficulty -- let's use one exanpl e,

G amm Leach-Bliley. GammLeach-Bliley, while all of the
words that were used about Title V of G amm Leach-Bliley
said we want to -- we want to allow the use of
information for other than marketing purposes, and then
put some opt in and opt out restrictions or opt out
restrictions on marketing, that wasn't the way the bill
was drafted.

And try as we mght, we couldn't get it drafted
that way. It ended up drafting where it is the -- the
opt out applied to use of all information with, | think,
it was seven specific Anerican Airlines Advantage mles
type of restrictions. And so everything else then fel
intoit and all the restrictions weren't applied. So if

we coul d get the debate down to the appropriate use of
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the information, in giving consunmer choices on the use of
the information, it would be a major -- major -- step
forward

So that's point one. You're right. | don't
accept the w despread notion of abuses. There are abuses
that occur. You know, | got a call yesterday fromthe
Di sabled Firefighter Veterans of North Arlington County
or sonething that was, you know, pretty clearly having
nothing to do with either disabled or firefighters. That
is an age old -- an age old scam done on the tel ephone
having nothing to do with the collection of information.
No doubt he was calling fromthe phone book.

The FTC s recent efforts at a national do not
call list, and the Congress and the House passing a bil
| ast week is a step forward. | have to say, though, it

is a significant step backwards if we don't get nationa

preenption for a national do not call list, because then,
instead of a national do not call list, we wll have 51
-- or if you count the territories, 57 do not call lists

wi th an overlay, and thus, you don't have any do not cal
lists or you have 57 of them and who knows and how can it
be enforced? So preenption is key to providing consuner
protection. That's probably not the -- consuner choices
with regard to the use of the information on marketing.

And preenption becones key to that.
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M5. GRANT: Can | just respond to that? W
don't have tine to do the whole on-line privacy debate
here, and I"'mnot going to attenpt to do that. But | do
want to point out that Granm Leach-Bliley has huge
| oopholes in it for the sharing of custoner information
when it comes to marketing with other parties with whom
you have sone kind of pronotional arrangenent. And that
is troubl esone.

But even outside of the context of financial
institutions, in telemarketing over the | ast several
years we have seen a trend towards using what's called
pre-acquired account information, where tel emarketers are
sharing consuners' financial account information in order
to facilitate sales. And the Federal Trade Comm ssion
has recently enacted new rules concerning that. W are
begi nning to see that kind of information sharing anong
on-line vendors and there are no rules restricting that,
and that's of nmjor concern to us.

M5. WOODARD: Ckay. M nane is Gaendol yn
Wodard. | would like to know what plan does the FTC
have in place to deal wth cross-border fraud when it
conmes from anot her continent or another country? How
woul d you deal with that when it is perpetrated on U S.
citizens?

COWM SSI ONER THOWPSON: Wl |, we're working on
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that right now One of the things that we do -- this is
one of the reasons that Hugh's unit exists, which is the
I nternati onal Consuner Protection. Let ne talk about two
different levels. One, on a direct individual |evel we
t ake conplaints and we | ook for trends or types of
probl ems within those conplaints, and that we then take
action against certain kinds of fraud schenes that we see
are particularly pervasive, whether it is foreign
|otteries, as you heard earlier with Senator Collins
referring to, or whether it is different kinds of
fraudsters who are trying to victimze American citizens.

We do take actions, and we work together with
our colleagues internationally in ICPEN, which is --
because what we find, if it's victimzing our citizens,
they're usually victimzing other citizens in other
pl aces, too. So that we try to coordi nate sonme of our
activities so that we have an international |aw
enforcement presence. Now, | will tell you now on a nore
macro |level that there are current barriers that prevent
us fromsharing sone kinds of information and that sone
countries don't have the sane kinds of renedies or
i nvestigatory powers as other countries.

One of the things we're working on with the
CECD Consuner Policy Conmttee is to have a

recommendation to the 30 | argest econom es about very
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specific types of things they should be doing in order to
bring down sone of those barriers to nmake cross-border
| aw enforcenent nore effective. | am hopeful that we
will be able to get through that this spring. It is
sonet hing inportant that we're working on, because we're
realizing a lot of those restrictions, they only bind | aw
enforcers. They don't bind the fraudsters. So those are
some real challenges that we're seeing, but we're working
on that right now.

But that's not to say that we are not al so
working bilaterally. W have relationships with the
ACCC, with the Canadians and with various other countries
to deal with fraud on a cross-border basis and we do it
fairly regularly. Very regularly.

MR. BHQJANI: Can | just add to this with a
speci fic exanple to highlight what the FTCis doing to
protect Anerican consunmers? There was a matter that
involved a fraudster from Australia. A gentlenman who
deci ded that the world' s population was too | arge and he
wanted to take a unilateral action to reduce it by
selling oral contraceptives over the Internet. Now, oral
contraceptives in America cannot be sold wi thout a
prescription, just as they cannot be sold in Australia
wi t hout a prescription.

The FTC and the ACCC have worked together to

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

56
shut down that web site, and that gentleman has even been
put behind bars for contenpt of court in Australia as a
result of the joint enforcenent cooperation between the
FTC and the ACCC in Australi a.

COWM SSI ONER THOWPSON:  But it is clear that we

have to do nore. Qher questions? Going to this side

first.

MR. VESTON: My nane is Rick Weston.

COWM SSI ONER THOWPSON:  Where are you from
Ri ck?

MR. VESTON: | amfrom California. You can
tell, because | didn't know about the dress code today.

|"m al so a technol ogi st.

COWM SSI ONER THOWPSON:  Onh, that explains it.

MR VWESTON: |I'mthe CTO of the Registrars
Consti tuency.

COWM SSI ONER THOWPSON:  Can | take off ny tie,
t hen?

MR, WESTON:  You can.

COW SSI ONER THOWPSON:  Ckay.

MR. VESTON: |I'malso a director of the second
| argest community devel opnent credit union.

COWM SSI ONER THOWPSON:  Good.

MR. WESTON: The Santa Cruz Community

Devel opnent Credit Union in California.
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COWM SSI ONER THOWPSON:  Sur e.

VR, VESTON: And ny question is for Steve.
When you tal k about sharing information between
organi zati ons for non-marketing purposes, | was wondering
if you could speak about the accuracy of that information
and ensuring that. It doesn't seem appropriate to share
information that may be inaccurate about these
i ndi viduals. Have you given any thought to that?

MR. BARTLETT: Well, it's not especially
productive, either, so no one has an incentive to share
-- to have non-accurate information or to share it. So
have | given thought that either individuals or conpanies
or governnments have non-accurate information about
individuals? 1'mcertain that that's true. |'mcertain
it has always been true. I'mnot sure that that tells ne
what to do other than institutions try to get as accurate
information as they can.

If it's for marketing purposes, it alnost falls
into the “no harmno foul.” That is to say, if a conpany
has a policy of making sure that when one of their
custoners pays off their student |oan, that they' re given
a rem nder or an opportunity to open up an IRA, if they
don't have one, and using the sane paynents they had been
making to their student loan. And so if they call or

wite and say you' re paying off your student | oan.
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You' ve been paying $325 a nonth. |f you put the sane
amount of noney into an IRA, here's how nuch you can have
in 20 years. And if the custonmer says, oh, sorry, bud,
paid off ny student |oan 20 years ago and |I'm now 65
years old, you have bad information. It falls into the
“no harmno foul” and so they turned down the product.

Accuracy of information is sonething that we
all work on. I'mnot sure that it tells us about the use
of the information. The use of the information should
still be permtted to benefit the custoners.

MR. COOPER:.  Conmi ssioner, can | nake one
comment on that? Over here to your left.

COWM SSI ONER THOWPSON:  No. Do | hear a
commrent from the business comunity?

MR. COOPER: O at |east from Hew ett Packard.
At Hewl ett Packard we don't share with third party at
all, so that's neither here nor there. | think the point
you' re raising, though, the accuracy of information, gets
to what | think may be the crux of what should be a
debate, | think, when we | ook at privacy legislation this
Congress, and that is the opt in and opt out. Because
obviously if you have an opt in, it is because people
want to share that information with you. So the accuracy
of that information goes up exponentially. You don't

have the deducts and the m nouses that you have to, you

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O © 00 N oo O d~ W N -, O

59
know, scrape away from your files.

Having said that, | think it is a legitimte
debate, because obviously when you have an opt in, you
get a lot less information than you would from an opt
out. If you do go for an opt out, we think it definitely
has to be clear and conspicuous. W think that the FTC
has turned those words into a termof art, and we think
that the FTC has the right approach to what clear and
conspi cuous shoul d nean.

But at HP we do only opt in. There are a few
| egacy systens where we're noving over. Legacy systens
are always a problem But for the nost part, we are
al nost entirely opt in at HP. W think that that
information is good information. W wll stand by that
information. Again, we think that would be a legitinmate
pl ace for a debate in Congress.

COWM SSI ONER THOWPSON: | woul d | ove to take
nore questions, but | think our tine is about up.
wanted to thank our panelists for being here. Can we
give thema little appl ause?

(Appl ause.)

| know quite a few of us will be around for the
remai nder of the conference and here for questions. One
of the things that you will hear fromus over the next

few days is exploring exactly what partnerships nean.
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But | hope that what we will see cone out of this is
opportunities to have a continuing dial ogue so that we
can get at not just the 10,000 feet |evel on these
i ssues, but to be nore specific and tal k about real ways
t hat we can have partnerships.

So | thank you all for comng and | hope you
enjoy the rest of the conference.

(Appl ause.)

Wiy don't we take a 15 mnute break and then
we' |l start up again then.

(Wher eupon, there was a brief recess in the
proceedi ngs.)

M5. SLADE: We're the sister organization to
t he Roundtable. Qur nenbers are the 100 | argest
financial institutions. This was forned in 1996 by the
CEGCs of those nenber institutions in order to address
t echnol ogy and ecommerce rel ated issues.

| manage the Fraud Reduction Program | was
hopi ng today to have with me Bob Jones, who is the
Director of Operating R sk Managenent for Fl eetBoston
Financial. He is stuck in Boston. Bob co-chairs our
Fraud Reduction Steering Commttee, which provides
oversight to the entire program So | am presenting
Bob's presentation for him |If Bob were here, probably

the first thing he would say is fraud, we're against it.
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That's Bob.

FEMALE SPEAKER: Excuse ne.

MS. SLADE: Yes?

FEMALE SPEAKER: |s your m crophone on?

M5. SLADE: |I'mnot sure. |s that better? Can
you hear nme now? | feel like that comercial .

kay. The Fraud Program was | aunched in 1998.
It is one of the very first initiatives we took on. The
mai n goal of the programwas to bring together the key
ri sk managenent representatives of the various financial
institutions in a nonconpetitive environment in order to
di scuss strategies for conbating fraud.

There is a presentation available, if you don't
already have it. It is out on the table to the left as
you go out the door. And I will briefly run through the
slides. There is nore information in the presentation
than | wll give to you today. So as | said, really the
goal was just to bring the proper folks to the table so
that we could start tal king about trends in fraud and how
we can conbat them

We have a Fraud Reduction Steering Conmttee
that has approximately 17 different financial
institutions, and then representatives fromthe Anerican
Bankers Associ ation, the Canadi an Bankers Associ ati on and

t he I ndependent Community Bankers Associ ation as well.
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This group is responsible for the direction and oversi ght
of the entire program So it is purposely small and
strategic.

There are nine different working groups, and
wi thin those nine working groups we have over 300
i ndividuals fromvarious institutions, the Federal
Reserve and al so the various other industry organi zations
participating. They focus on collections, debit cards,
electronification -- and that would be electronification
of a paper check -- identity theft, internet fraud, |egal
and regul atory issues, shared databases, statistics and
successful strategies.

We have found that the nost powerful benefit of
this program cones fromthe sharing of successfu
strategies for conbating fraud. And again, we' ve been
able to forma culture of trust anong those that
participate so they feel open in sharing the information.
This is probably one of the only areas or initiatives in
BI TS where we bring fol ks together and they don't feel
conpetitive. So it really does work well.

In order to fully participate in the program
we suggest involvenent in three areas. One is to, of
course, join one or many of the working groups
surrounding the fraud issues. Two, to participate wth a

nati onal shared database of fraud information. And then
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also to participate in a quarterly | oss reporting program
that is adm nistered by the American Bankers Associ ati on.
So that would be really the full involvenment in the
program | wll talk nore about the shared database and
about the reporting programlater on in the presentation.

So anong the educational tools that we have
created for our nmenbership is a conprehensive guide to
account people and transaction databases, a white paper
on the electronification of the paper check, and then
later this nonth we will be releasing tw additional
white papers: one on identity theft and one on internet
fraud.

" mgoing to run through some of the activities
of the working groups, just a quick overview of what they
are currently working on. The collections working group
is our youngest working group. W forned it |ast year.
The goal was to, again, bring together the key
collections folks fromthe various institutions in order
to create networking anong the participants. Kind of
open the lines of communication in order to help
stream ine the processes that are taking place. This not
only benefits the financial institutions. It also
benefits the consuner as well.

The debit card and ATM working group is

currently conpleting a foreign analysis survey to exam ne
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| osses by country. This is, again, to do sone trending
to figure out where the fraud is occurring, why it's
occurring, howit's occurring and then if there is
correlation. For exanple, is there a correlation between
floor imts for authorizations on debit cards in a
particular country to the type of fraud that is being
experienced there?

The el ectronification working group | ast year
rel eased a white paper entitled, “The Evol ution of Fraud
Prevention Technologies in a Truncated Environnment.” The
goal of the paper was to research when we electronify a
check, how does it bypass our current fraud systens that
wer e devel oped for paper? So it was sone intensive
research. It took a year and a half to conplete. W
t hen presented our findings to vendors of fraud
technology in order to get themto enhance or create new
products.

The identity theft working group, as | said, is
about to release a white paper on identity theft. It
quantifies the problens and outlines best practices and
m ni mum gui delines for financial institutions to put into
place in order to help conbat identity theft.

The Internet fraud working group simlarly is
wor ki ng on a white paper on successful strategies. It

focuses primarily on new account openi ngs and
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transactions on-1line.

The | egal and regul atory working group was
devel oped, well, one, to keep us all informed on
i nplications that could occur in proposed or new
| egislation, as well as just to provide support to the
various working groups under the fraud program when | egal
i ssues ari se.

Qur shared dat abase wor ki ng group has been
lately trying to determne if we are able to either
| everage a national shared database or create a national
shared database for negative enployee information. There
is a problemw th enployees that are found to have
commtted fraud. They are released and within days are
hired at a bank down the street. So that's sonething
that we need to help prevent. So that's what that group
is looking at. GObviously, there is a |lot of |egal
concerns there, so this will take sone tine.

The statistics working group works closely with
the Quarterly Loss Reporting Program They continue to
refine the report and devel op new net hodol ogi es for
reporting. Again, |I'll speak to that very shortly.

The successful strategies working group is
really a showase for vendor technology. It is a way for
vendors to neet by conference call and present their

products to several financial institutions at one tine.
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So it helps us to get the information out to our nenbers
as to what the new products are that exist.

And the Quarterly Loss Reporting Program
think the statistic speaks to it best, that between 1999
and 2001 those participating in the Quarterly Loss
Reporting Program adm ni stered by the American Bankers
Associ ati on experienced, on average, a 3 percent annual
decrease in | osses per account versus an industry
increase of 1 percent. W're able to determne this by
t he ABA 2001 Deposit Account Fraud Survey that was
recently rel eased.

And really we find that this exists because of
sharing of information. Being able to -- once the report
is conplete and each individual institution submts their
fraud | osses by quarter, the ABA takes the information.
They conpile it. They trend. They do statistical
information that is given back to the institution. But
then they neet by regional conference calls, and it is
during these calls where the successful strategies are
identified. Really, the nost benefit out of this is on
those calls, not the information itself. You're able to
nmeet with peers within your own region, and if one bank
is experiencing a lot less fraud in one area than
anot her, you're able to ask them what are you doi ng that

is working? So it really has -- the nenbers find
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trenmendous value in this program

We currently have 40 -- approximately 40
institutions participating in the check fraud | oss
reporting. We have new reporting this year that is being
rolled out this year. Two new reports. One is Loss
Avoi dance, and | oss avoi dance is the noney we avoi ded
| osing by stopping a fraud. This is inportant to know,
because fraud continues to rise, but so does our |oss
avoi dance, neaning | ess exposure for the banks. So it is
inportant to see that what we're doing, the processes and
the technology that we're putting in place, actually is
wor ki ng.

We al so have a net hodol ogy for reporting debit
card fraud | osses. Again, these show very few
institutions participating, but it's just been rolled out
and sign-up is just occurring. So this has changed. In
the | ast couple of weeks, we've probably added six or
seven banks in each of the new reportings, and it wll
continue to grow until the end of the first quarter of
this year.

So that's an overview of what we're doing at
BITS. You know, again, our focus has been nore on types
of fraud rather than -- which happen across borders
rather than fraud -- cross-border fraud. But again,

that's our program So |'m happy to take any questi ons.
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Do we have a mcrophone? | don't know Do we need a
mc? No? kay.

MR. WESTON: | have a question that relates to
two of your areas.

M5. SLADE: Ckay.

COW SSI ONER THOWPSON:  No, | think we do.

M5. SLADE: Sure. W need a mc.

MR. VESTON: My nane is Rick Weston. | have a
guestion about two of the areas that you' ve di scussed.

M5. SLADE: Ckay.

MR. VEESTON: One happens to do with the sharing
of information and the Internet group. |'mwondering if
you collect the I P address that a transaction -- a debit
card transaction conmes with froma nmerchant that is doing
| nt er net busi ness.

M5. SLADE: If | could address that one first.
| was really hoping to have Bob Jones here, because he
woul d be able to speak to the individual financial
institution perspective on this. And, also, we were --
Visa was going to be on the panel, who is doing a
tremendous anount in the fraud area relating to debit
cards and cross-border fraud.

So I'mafraid | don't have an answer for you on
that, because that's not something BITS as a group has

| ooked at. But it certainly nmay be sonething that the
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i ndi vidual institutions are doing.

MR. VESTON: How would we find out? The reason
that | ask is that the Internet is effectively mapped.
It's geography is described by IP addresses. And if
merchants -- Internet nerchants -- registrars could
identify an I P address or a block of |IP addresses as
having a significant anmount of fraud, then that woul d
help as far as like the ability of the nerchants to
determine if there is nore risk by doing business with
the person fromthere.

M5. SLADE: Well, certainly when we break, if
you could provide me with your card, and | can provide
you with mne, I'll be happy to ask the group for sone
further information on that.

M5. GRANT: Hi. Susan Gant fromthe National
Consuners League. |'mwondering if when you detect a
particular type of fraudulent activity that perhaps is on
the rise whether that triggers any kind of public
education on your part, either of your financial
institution nmenbers or of the public in general. |'m
t hi nking particularly of an increasing scamthat we're
heari ng about invol ving fake checks that are being given
to consuners in paynment for things like cars that they're
trying to sell on the Internet, where the checks are for

nore than the purchase price and they're told to deposit
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the noney and wire the excess back to the crook, as it
turns out.

And we're especially concerned about this,
because when consuners ask their financial institutions
if the checks have cl eared, they say yes, neaning that
the hold tinme is over, but not neaning that the check is
good. Consuners don't understand that, and they get left
hol di ng the bag when the check bounces. |Is that the type
of thing that m ght trigger any kind of educational
efforts on your part?

M5. SLADE: Yes. For instance, in the Internet
fraud area, that is one area where we are currently
wor ki ng on how do we comuni cate with our custoners. It
woul dn't be the area that | represent, or the risk
managenent area may not be the ones to speak to the
consuner. But we do provide information back to that
area in order to dissemnate the information. But, yes.

M5. FOX: |'m Jean Ann Fox, Consuner Federation
of America. Are the reports that you described avail abl e
to the public? For exanple, the debit card |oss report.
Can we have a copy?

M5. SLADE: No, because we -- actually, the
only folks that get the reports are those that
participate in the survey. They are also the only ones

that are allowed to participate on the quarterly call.
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The information is very sensitive. Ooviously, if it got
into the wong hands, they would see where what is
wor ki ng where, and we certainly wouldn't want to do that.
But the information is highly confidential.

M5. FOX: Well, we're interested in know ng the
general trends of whether debit cards are nore or |ess
risky to use on the Internet than credit cards. W tel
people not to pay with a debit card on-line. W don't
want to know your specific bank names. But it would be
very hel pful to the public to know the relative risk of
paying with a debit card versus a credit card.

M5. SLADE: Well, | certainly think we can
expl ore the possibility in sharing high |level information
with not just the public, but also Maureen and | have
tal ked about it with the FTC. How can we | everage what

we're doing in order to benefit the greater? So it is

sonmething that we'll certainly explore and talk further
about .

MR. BURG | guess | have the m crophone, so
can go next. |I'mElliot Burg fromthe Vernont Attorney
General's office. | wanted to echo the earlier question

fromthe gentleman from California, but expand it a
l[ittle bit. Do you know if in the databases that are
being created there is information that would all ow one

to identify originating parties for what are called tele-
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initiated entries -- telemarketing initiated automated
cl eari nghouse transacti ons?

It's the same question, being able to trace
back in cases where people have reported fraud who the
originating party is. So is that a question that you
need to pass on to M. Jones?

M5. SLADE: Yes, absolutely.

MR. BURG Okay.

M5. SLADE: | would have to do that. That is
not sonething we've addressed in BITS. But when you nean
tele-initiated entries, are you speaki ng about ACH
transacti ons?

MR. BURG Yes, | am

M5. SLADE: Ckay.

MR. BURG So do these databases cover ACH
transacti ons?

MALE SPEAKER: What is ACH?

MR. BURG  Aut omat ed cl eari nghouse
transactions. So these are electronic funds transfers
from peopl e's accounts. You | ook at your bank statenent
and suddenly there is $400 gone el ectronically.

M5. SLADE: Well, again, this is NACHA, which
is the organi zation that has oversight for the ACH worl d.
We are working with NACHA on their fraud area as well,

and that's sonething that | could certainly obtain sone
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i nformati on and woul d be happy to get back to you.

MR. BURG Ckay. And do you know if any of the
dat abase information in the past has been provided to | aw
enf orcenment agenci es?

M5. SLADE: To |aw enforcenent? |'mnot sure.
The PPS, which is Primary Paynent Systens, has the
| ar gest dat abase currently. A national shared database
by the financial institutions for fraud transaction
information. |1'mnot sure. | would have to check with
PPS to see if that is shared outside the financi al
services comunity into | aw enforcenent.

M5. FOX: Well, then, would you know if it is
shared with your financial regulators?

M5. SLADE: |'m not sure, no.

MR MERZWNSKI: Ed Merzwinski with U S
PIRG One of your early slides tal ked about databases
you were establishing to fight fraud. | think you had
sonmething like a 190 mllion accounts. Wre those
consuner accounts or fraud accounts?

M5. SLADE: That is -- well, it is fraudul ent
accounts. But that's over a period of years and it's
transaction information. That is the PPS database that |
was speaking to.

MR MERZWNSKI: So | guess ny question is

really, doesn't the G amm Leach-Bliley Act allow you to
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share information for the purpose of fraud prevention?

M5. SLADE: It depends. W are restricted as
to the types of information that we can share. As | was
saying, we're trying to devel op a negati ve enpl oyee
i nformati on database and there are |ots of restrictions
as to whether we can do that or not. And we're thinking
t hat maybe through the USA Patriot Act that there may be
sonme |l eeway for us to create such a database. |It's
sonething that we feel is extrenely inportant. Fraud
rings easily infiltrate financial institutions and place
people in there to work, and if we don't have a way of
sharing that information, they are just going to nove
frominstitution to institution.

MR. KANE: Thank you. A very good norning. M
nanme is Paul Kane fromICB, a conpany in the UK |I'm
delighted to be here, and thank you very nuch for
inviting nme. |1'm speaking tonorrow on a different
matter. It is a great shame your coll eagues have not
j oi ned, because | cane a day early specifically to ask
t hem questions, bearing in mnd the cross-border
relationship of this particular sem nar.

A coupl e of questions, and | appreciate your
| ooki ng at the higher level: the overall statistics.

But one thing that would help small merchants such as

ourselves -- we do like helping in transactions -- or
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hel pi ng custoners, as it were, and we do nultiple
transactions per custoner. And | think actually R ck
highlighted this as well, is that we're all on the sane
side. You know, we want to catch the bad guys, and there
are a nunber of reasons why we want to catch the bad
guys.

As a nerchant, we want to nmake sure we are not
defrauded. As a bank, you're in a fortunate situation
because if you are aware that a card is being stolen, for
exanpl e, you can notify the nmerchants. The only problem
is, it takes along tinme (10 to 15 days) for the banks to
actually notify the merchants that a card is being
stolen, and in the interimit is the nmerchant that
unfortunately suffers the | oss.

In the ganmes that we are in, which is
predom nantly software, we're dealing with electronics so
we don't actually lose anything. But for nmerchants in
hard product -- in other words, where boxes | eave their
store through the electronic market -- the problemis
t hey have | ost real cash. You, the banker, are
i ndemmi fied, because its credit card holder is not
present.

And what would really be helpful -- and I
certainly hope that these couple of days could focus on

where we could go -- is to try and facilitate better
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exchange of information. The lady fromthe Consuner
Protection -- sorry, the custoner authority over there --
was suggesting let's share information. W are on the
same side and we really, really want to try and hel p beat
this fraud product.

One of the things as well -- and this is
slightly perverse. As aretailer -- as a nerchant -- we
suffer chargebacks in the event of a consumer claimng
that the transaction was fraudulent. The nmerchant wl|
| ose the funds that they charged to the card. Now, from
a nmerchant perspective, that is a significant -- could be
a significant cost, particularly where boxes are | eaving
factories.

But from a banki ng perspective, you get the
chargeback fee, and you get the comm ssion on the
original transaction -- | don't -- thisis in the UK I
don't know what happens in the U S. But if you think
there are somewhere in the region of 150 million
fraudul ent transactions, and if you think that the
chargeback fee associated with that in the U K, again,

i s around about 15 pounds, 20 odd dollars, on the
chargeback side it is big, big noney not to tell the
merchant that fraud is taking place, or it's a fraudul ent
card.

So one of the things | think the FTC could help
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the smal | businessman, or any businessman involved in
el ectronic comerce or involved in taking credit cards,
is to try and have a streanl i ned approach where banks can
notify the nerchant of the specific details of cards that
are being stolen. Address verification. W can do it in
the U K, but the problemis, we have to act on a
nondi scrim natory basis. So if we w thhold information,
we get nailed. Whereas you or the banking systemis such
that you don't have to share information, as just been
wi tnessed by the consuner agency there.

So it's a great shane your coll eagues coul dn't
conme, because | have a nunber of questions -- specific
questions -- to them But certainly |I hope the FTC could
help us wthin industry and try and hel p | aw enf or cenent
agenci es conbat fraud together on a global basis. And it
woul d wor k.

M5. SLADE: That certainly has been sonething
that we have tried to do. Those banks that participate
on our Fraud Reduction Steering Conmttee have, in the
past, tried to work with the retail organizations in
order to help discuss issues and problens that are
occurring between the two and how can we work together to
conbat fraud.

We had a retail working group. Sone of the

i ssues that we found were that in the retail community
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the fraud areas are not as --

(End of tape.)

M5. SLADE: -- for instance, in financial
institutions. W had a hard tinme getting the right
people to the table to tal k about the issues.

But one of the things we did discuss in a
couple of the forunms that we had is, again, what has been
so successful for the banks is this national shared
dat abase of transaction information where you're able to
scan checks through. Again, if the merchants were able
to | everage such a system that could help to catch the
fraud nmuch, nuch faster

So, again, if that's sonething that you have
sonme interest in, | would be happy to give you a nane of
a person at PPS that you could talk to about that from
t he nerchant perspective. It is sonething that the banks
woul d I'ike to see nerchants do, that we do think you wll
find benefit init.

M5. COONEY: |I'mafraid we have to have a final
question. Sitesh Bhojani?

MR. BHQJANI: Thank you. Yes, Sitesh Bhojani
fromAustralia. Robin, | was wondering whether BITS or
any of your individual nenbers have actually contenpl ated
-- it's related to sone of the questions that have

al ready been asked -- having a public position as a
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policy -- a public policy statenent -- that BITS or your
i ndi vi dual nmenbers will assist |aw enforcenent agencies,
because they don't want their businesses being used or
facilitating fraudul ent activities.

The presentation was terrific in the sense it
was focusing on fraud conmtted on the banks. But what
about the banks' roles or the financial institution's
rol es when their business is being used for unlawful,
illegal behavior? Do they have a public policy view on
t hat about no, we're not going to all ow ourselves to be
associated with fraudul ent unlawful activities? If we
are made aware of those activities, we will do whatever
we can to assist the | aw enforcenent agencies to conbat
t hose i ssues.

M5. SLADE: Well, obviously I can't speak for
any of the individual institutions and, again, | w sh Bob
were here. He could address that from his perspective
with Fl eetBoston. W do work with |aw enforcenment. They
have been participating with us on our identity theft
white paper. W do facilitate. However, we can and
we' ve been asked to put together for the U S. Postal
| nspection Service a list of contacts for debit cards, in
order so that if sonme fraud occurs, they can directly go
to this list of the individual representatives fromthe

various institutions in order to stop sonething sooner.
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So we do -- at least fromthe BITS perspective,
we do help as nmuch as we can. | just can't speak to what
the Fls are directly doing with |aw enforcenent. So |I'm
sorry about that, and again, I'msorry -- it would have
been a great panel.

M5. COONEY: Well, we thank you, Robin, for
com ng and for participating. For those who are
particularly interested in having sone of the debit card
and credit card issues addressed, there will be a panel
| ater on today at 3:15. And Mark McCarthy from Visa wl|
be on that, as well as others, so hold those questions.
Hopefully we'll have sone answers for you.

| think we really heard two thenes this norning
addressed by Robin and brought up by the group, which is
a shared comm tnent agai nst cross-border fraud and
wor ki ng together for better information sharing. From
the FTC perspective, we |look forward to working with BITS
on doing better information sharing between us, and we
t hank you for com ng today.

M5. SLADE: And if | could just -- just one
last thing. Please feel free to contact nme. You have ny
phone nunber. You have ny e-mail address. | know there
are questions that you have that I'mjust not able to
speak to, but I will be happy to find the answers for

you. So please don't hesitate to contact ne.
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Thank you.

M5. COONEY: Thank you.

(Appl ause.)

M5. COONEY: |If everyone would hold their
chairs, we're going to go inmmediately into the next
panel . Thank you.

MR. STEVENSON: Al right. Well, we're ready
to nove ahead. W took things a little out of order
there. | thank Robin Slade for singlehandedly handling
that last matter. W really appreciate that. W now
essentially resume our regular schedul ed progranmm ng
here, in that this is the panel on partnerships.

And we thought to introduce this nore detailed
di scussi on of cross-border fraud here that we would start
by tal ki ng about what the problem of cross border fraud
| ooks |ike. Conmm ssioner Thonpson tal ked about | ooking
at this from10,000 feet, and what we're trying to do now
is, we're landing the plane and trunping around to see
what the weather |ooks |like on the ground. And we would
like to |l ook at the question of what cross-border fraud
| ooks like, both fromthe perspective of the conplaints
that we receive and the cases that we have brought, given
t he current weather conditions.

| was thinking this is kind of |ike putting

toget her a weather report that we don't have all of the
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rel evant information here. That's pertinent to sone of
t he questions that have been asked. But |ooking at the
informati on we do have, all together, we can start to
di scern sone trends.

And let's look first at what the consuner
conplaints tell us. W are, as our Chairman nentioned,
issuing a statistical report, and this is on the cross-
border fraud conplaints that were submtted in 2002 to
t he Consuner Sentinel system the fraud rel ated database
and web tool. I'msorry that we don't yet have the
copies of that, but we should have themtonorrow. The
weat her has sl owed us down a day on that. But let ne
touch on some of the highlights of that.

First, todony little infonmercial here, for
t hose of you who don't know the Consuner Senti nel
project, it is a project that actually conbines
conplaints frommany public and private partner sources,
i ncluding conplaints fromseveral of the organizations
that are represented on this panel.

In the United States we have, for exanple, the
Better Business Bureaus. Many of themcontribute
conplaints. The National Consunmers League, Susan Gant's
organi zation, has what is called NFIC or the National
Fraud Information Center that has contributed conplaints

for many years. The FBlI has its Internet Fraud Conpl ai nt
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Center, which is now contributing data. O her
organi zations, the Postal |nspection Service and, of
course, the FTC. And then north of the border, we have
PhoneBusters, Barry Elliot's organization, which has been
a partner in this for a nunber of years -- | think over
five years now.

And these are |like the weather stations that
are reporting in on what the weather is |ooking like.
G ven the weat her these days, we need a bigger nmap as we
expand in nore -- as this problem expands in nore pl aces.
And so there is the project which Scott Cooper nentioned
earlier, econsuner.gov. This is a site where consuners
can file consuner conplaints directly on-line, and it is
sponsored by now 17 countri es.

Wel |, what does this consuner data tell us?
Overall, as you can see, a distinct warm ng trend. The
absol ute nunber of consumer cross-border conplaints has
i ncreased substantially in absolute nunbers as this chart
shows. There are a couple of ways in which we should
probably put this in perspective. One, to sonme extent
this reflects some success in partnerships and sone
i ncreased outreach. An increased nunber of partners and
a contributing increase in nunbers of data sources
together to create the overall picture.

Anot her way of looking at this is to |look at it
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as a percentage of the total. As our Chairman nentioned,
and if you |ook at the top of these two charts, the red
represents the cross-border fraud conplaints. It's stil
a smal |l er percentage of what we have rising, although not
as dramatically as the absolute nunbers go up. The
bottomchart tells us something interesting, too, though.
We see that the nunber of cross-border conplaints
involving the Internet has increased both in absolute and
in percentage terns. More and nore conplaints generally
that we see are Internet related and that's al so true of
t he cross-border conplaints.

The other inportant thing to bear in mnd is,
of course, that just |ooking at these conplaint nunbers
al one understates the nunber of cross-border fraud
conplaints. Wy? Because consuners often don't know
that they're dealing with a foreign business. The
busi ness mi ght be using a donmestic P.O Box or a private
mail box. It mght have a web site or an e-mail that is
linked to a foreign connection. The noney m ght be
transferred to a foreign country -- consuners don't
necessarily know all of that.

But let's ook at the universe where the
consuners do know about a foreign connection and what
ki nds of things are they conplaining about. Well, we see

a lot of -- you know, especially in tel emarketing,
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advance fee | oans and prizes and sweepstakes are
particularly heavily represented there. On the Internet,
we have perhaps some nore -- a varied group of
conplaints. A lot of these foreign noney offers -- this
is the Nigerian or West African scamkind of thing. And
i ndeed, this probably understates the nunber of consuners
reporting this in that it does not include foreign noney
of fers that have been referred to our UC spam dat abase,
whi ch has a trenendous nunber of pieces of spamreceived
every day. The precipitation there is too heavy to even
fully neasure the effect of this.

We al so see Internet auctions as an area where
we received a substantial nunber of conplaints, at |east
in absolute terns, although bear in m nd how big the
nunber of transactions are in that area. And then a
variety of other issues. Another way to take a cut at
this data is in terns of |ooking at the ones that cone
t hrough econsuner. As Scott Cooper described, there is
sort of a continuum here between the hardest core fraud
and sonething at the other end of the spectrum and we've
al so seen an increase in the nunber of conplaints
involving things |like Shop at Honme and just basically
non-delivery issues as well.

Well, where are the businesses that the U S.

consuners know about that they're conpl aining about? And
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again, this is a cut on the U S. consuner data. There is
al so data from consuners el sewhere. Well, the conplaints
are about conpanies in all manner of places.

Tel emarketing certainly has been heavily associated with
Canada. This map shows U.S. consuner conpl aints about
the three | argest Canadi an provinces. W see, as we have
for sone time, that prize scans are particularly comonly
associated with Quebec in the Montreal area. Advance fee
| oans with the Ontario and particularly the Toronto,
Ontario, area. And then British Colunbia we see prizes
and lotteries as a |large nunber of the conplaints there.

Here we see the victimlocations. This is a
pin map put together by the Canadi an Better Business
Bureau | ooking for a set period of tine where the
consuner victinms were, for advance fee | oans, operating
out of either Ontario or Canada in general. And what we
can see here is that the conplaint precipitation, if you
will, is all over the map. This is an illustration of
the fraudsters aimng both to target consuners in a | arge
nunber of |ocations, so that they are defused -- they're
spread out -- and also to target them where the
fraudsters don't live.

Wien we | ook at the Internet rel ated
conplaints, we see that they are nore wi dely distributed.

We put together a chart |like this when we did a workshop
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in, I think, 1999, and the nunbers in absolute terns of
Internet related cross-border conplaints were quite
small. But over tine they have increased and we see
connections with a |large nunber of countries around the
worl d. The ones here in green are, | think, the top 12
in ternms of the countries where there are conplaints
associated with them

Well, let's think also, then, about what does
this problem Il ook Iike fromthe point of view of the
cases that we have brought. There are here -- many of
our cases, not surprisingly, are associated with Canadi an
tel emarketing, and tel emarketing operating out of the
Toronto, Montreal and Vancouver areas. There have been a
nunber of cases there. There have been the victins to
| ook at. The victimdeclarants have been throughout the
United States, as one would expect fromthe conpl ai nt
data. Recently there has been a connection with United
Ki ngdom victins as wel|.

There has been quite a bit of attention to the
i ssue of cross-border scans. These are just various
newspaper articles. And there have been a lot -- there
has been a | ot of case activity with the U S. and Toronto
partners in sonething -- this is an exanple of the
Toronto Strategic Partnership, which a couple of people

here today -- Don Mercer and Barry Elliot -- have been
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involved with. And there has been -- | think it's fair
to say that the Strategic Partnership has found no
shortage of targets to go after

More broadly, we have seen -- we have had
foreign targets in over 60 cases in various countries
around the world. This is just a representative sanple
of that. Another way of |ooking at this is where we
chase the noney. And we've chased noney to various
international destinations. Canada, of course. A nunber
of countries in the Caribbean, fromBelize to the Bahanas
and the Caymans to St. Kitz or Nevis, but also other
countries around the world, including Vanuatu, The Cook
| slands, and the Isle of Man. And so that is another
sort of cut on the international conponent of sone of
t hese cases.

O course, also, sonetinmes it is the U S. based
practices that are the problem or U S. based businesses.
W' ve had a nunber of cases where we have found foreign
consuner victinms essentially mxed in with our U S.
victinms, and we've actually had occasion to return over
two mllion dollars in redress to foreign consuners.

Here are sone of the countries that have conme up nost
often in terns of the redress paid out.

And finally, I wanted to describe a couple of

the basic allegations and a couple of the cases that we
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have brought. It gives sone illustration of the ways in
whi ch peopl e have actually perpetrated some of these
scans across borders. The first exanple is a first
capital case. Here we sued the defendants in what was
really a fairly typical advance fee credit card scam and
here is basically how it worked.

They woul d get a phone call and the consuner
didn't know where that call was com ng from The phone
was ringing. And it was offering thema credit card for
a fee. They paid the fee. They didn't get the credit
card. That's the basic scam What is nore interesting
about this, though, froman international perspective, is
if they agreed to pay and they paid, they didn't get the
credit card, but they got a package of materials that was
ostensi bly what they had requested. And that package
came froman address in Maryland. And fromthis, the
consuners couldn't easily see that -- fromthis
transaction that the defendants were, in fact, located in
t he Toronto area.

Al so, the noney that they paid for this credit
card that they didn't get was direct debited fromthe
consuner's bank account by a U S. based processing
conpany. The case, as it devel oped, showed that the
processi ng conpany el ectronically forwarded the noney

daily to defendant's bank account in Toronto. So it's an
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exanple of how third parties can be used in sone way or
anot her, both to carry out a scamand al so to conceal
fromthe consunmer the international aspect of it.

A second case that we have had that is an
interesting one froman international point of viewis
the Verity International case. This is sonetines called
t he nodem hijacki ng case. And basically the consuners
were using the Internet and they had their phone nodem --
or their phone line connection basically rerouted so that
they were charged for phone calls to Madagascar as a
result of doing sonething on the Internet.

In fact, the calls were routed to the United
Ki ngdom where they -- with the idea being that they would
be then routed to Madagascar, but they were, in fact,
what was cal |l ed short stopped in the United Kingdom
There is also an Irish connection in the case in that
Verity International is an Irish business entity. This
was a very |large schenme, but there was -- we fortunately
received a large flurry, or a large blizzard, if you
will, of conplaints. | think that the blizzard there was
nore than 600 in a very short period of tine, and that
permtted us to take action quickly to prevent nore
significant injury fromoccurring. But speed there was
the key to preventing |arge scale injury.

And the third case that | wanted to nention is
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t he Zuccarini case, also referred to, | think, as the
pace j acking case or the Cupcake Party case. This is a
case where people were going to a web site. M ght have
intended to go to the Harvard Law Review or the Better
Homes and Gardens or the Cartoon Network or sonething,
but they typed sonmething wong in the URL and i nstead,
their web page was hijacked and they were taken to
various openi ng wi ndows of pornography.

What is interesting about this fromthe
international point of viewis that when we first filed
the case, the domain nane registrar was in the United
States. The web hosting conpany was in the United
States. And the domain holder of these -- as |
understand it, the porn sites to which people were
redirected was or were in the United States. But after
we filed the case, all of these noved offshore, so that
you have a domain nane registrar in Germany, a web host
in the Netherlands and the domain holder in this case in
Canada. Qbviously, in another case all of these could
start -- could start offshore which would make it an even
greater challenge even to find where the web site
operator is.

So | offer those to illustrate sone of the key
chal | enges that we have experienced in the cross-border

enforcement area. One is obviously obtaining the
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evi dence, which can include the consumer victim evidence,
el ectroni c evidence, shipping evidence or the financial
records. The second challenge is recovering the noney --
chasing the noney -- when it goes across borders. The
third is stopping the conduct when either it is occurring
across borders or has sonehow involved a third party that
is across borders. And the fourth issue to enphasize
here, | think, is the challenge of noving fast enough to
make a difference.

Now, in rising to these chall enges, we do have
partnerships to build on, and we'll hear fromthis panel
about various of them One is the Consuner Senti nel
project that |1've already described, which is an on-1line
-- provides sonme on-line vehicle for sharing information
as well as a public site. And there are enforcenent
chal l enges -- enforcenent partnerships. | offered the
exanple earlier of the Toronto Strategic Partnership.

But the challenge is to do nore and to build on these.

And with that, I would like to then turn to our
next panel to describe sone of the partnerships that
al ready exi st and what we can |learn fromthose
partnershi ps and how we can build on them Sone of these
address cross-border fraud directly. Some address a
somewhat different subject. But | think they teach us

here about how we can proceed further in the cross-border
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fraud agai nst consuners area.

And with that, | would like to turn to our
panelists. | would like to start with Barry Elliot, if |
could. | nentioned earlier the PhoneBusters project,

which in and of itself is a really remarkable public/
private partnership. And I'll ask Barry to describe what
sonme of the challenges were in setting this up and sone
of the | essons that you've | earned fromthat experience.

MR. ELLIOT: Thanks, Hugh. | noticed | grabbed
t he handout for | CPEN, and we have our own Canadi an
tel emarketers page here, which is interesting. Wat we
did in Canada was really accidental in how we created
PhoneBusters. W identified a problemw th tel emarketing
fraud back in "91. | identified the problem and I
started to ask people to send ne sone information, which
was a big m stake, because everybody did.

And we did a -- | started by nyself. | gave
out ny phone nunber and ny fax nunber, and ny fax nunber
and ny phone nunber has not stopped ringing. So what
happened was, we started central source and conplaints
into one |ocation, which clearly showed what the probl em
was, and we | ooked at addressing the solution to the
probl em which was to -- you know, to prevent the
crimnals from you know, operating -- obstructing their

ability to operate legally, education and tactically
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going after them where we could and put themin jail.

And when | first started in '91, it was mainly
a national problem W didn't have the internationa
conponent, and it was mainly out of Montreal targeting
the rest of the country. And we specialized in one
pitch, which was the prize pitch. Wat surprised nme was
the nost effective nmethod of the three was educati on.
That was the best and the nost effective nethod and
really resulted in a huge reduction over the last 10
years in the nunber of victins of telemarketing fraud in
Canada.

Unfortunately, there is another conponent to
tel emarketing fraud which has devel oped which is the
i nternational aspect of it, where the crimnals in
Canada, instead of quitting when we kill the market, they
just found other markets, mainly in the U S and now
around the world. |In our database, our call center that
receives information, we've got conplaints from what,
140 different countries. | didn't even realize there
were that many countries out there. And |I'msure that we
have victinms fromwhatever countries are left. They just
don't know where to call.

When we | ooked at conbating this thing as a
police service -- this national problem-- | imediately

went out to, you know, bring in sonme partners, because it
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was a huge problem And right fromthe get go, which was
January 1993, we brought in both the Federal Provincial
Police, as well as the private sector and regul atory
agencies, to formpartnerships to attack the problem W
felt that if we could bring everybody together, you know,
we could really attack this thing and do sonet hi ng about
it.

And | didn't, again, realize how successful
was going to be until we did it. And just to give you
one exanpl e of how successful the private sector was in
working with us, was the credit card. The nunber one
met hod of paynment at that tinme was credit card over the
phone on the illusion that you had won a car, what we
called the pin pitch back then. And the consuner woul d
give the credit card over the phone. O course, that was
instant cash for the crimnal. | nean, that was just
i nstant cash.

So we worked with the CBA, the Canadi an Bankers
Associ ation, Visa and MasterCard and we brought themin
as partners. It took a while, but I was able to show the
banks that they were losing mllions of dollars per annum
on nmerchant credit card fraud, because not only were they
ripping off the consuners, but, you know, at the end of
the day they would run a few extra charges through the

cardhol der's account before shutting down the conpany and
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reopeni ng under a new merchant name, you know, just
around the corner.

So by working with the private sector, we were
able to -- by central sourcing all the data into one
| ocation, we could identify these nmerchant accounts very
quickly. And the first thing that nmy staff would do
woul d be to ask, you know, how did you pay? They said
credit card. And what bank do you deal with and what is
your credit card nunber, and, of course, they would give
it to us, and they shouldn't. And we would contact the
bank, find out where the nerchant account was and
contact, you know, the bank that had issued the account
and, you know, we shut it down.

And PhoneBusters got to be so well known in the
banki ng i ndustry in Canada that, you know, one phone cal
coul d save the bank a | ot of noney. And, of course, that
account was closed and it saved the consuners a | ot of
noney, because they didn't have the ability to take your
credit card over the phone.

Well, the crimnals didn't quit. W were able
to save the banks mllions of dollars. W shut them out
of being able to get merchant accounts fairly quickly and
t hey stopped getting them But they went to the next
fastest way to get noney, which is courier and noney

order. So what we did was, we went out and got the
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Canadi an Courier Association to join PhoneBusters, which
is another private firm-- FedEx, UPS and all those
different agencies. And we were able to work with them
very closely and to intercepting a nunber of these
packages, because there was about a two day tinme period,
and it was very successful.

Well, of course, the crimnals didn't stop
there. They went, you know, to Western Uni on noney
transfer, which is the nunber one nmethod now. And we
work very closely with Western Union and the Money G am
to try to do as nmuch as we can in reducing this problem
But ny point is, is that the partnerships -- the private
sector partnerships -- and what we've done with
PhoneBust ers has been -- you know, we coul dn't have done
it without the partnerships.

The OPP, the RCWMP -- and the OPP is the Ontario
Provincial Police -- and the Conpetition Bureau are the
maj or partners -- mgjor funding partners. W have the
Better Business Bureaus, both in Canada and the United
States, the Federal Trade Comm ssion and a nunber of
ot her agencies, including the Arerican Associ ation of
Retired Persons and the Canadi an Associ ation of Retired
Persons, and anybody that has an interest in what we do,
whether it is seniors or whether it is other groups.

And | was listening to Senator Collins' speech
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here earlier, and she was tal king about education being
the key to success. And really, that is what it's al
about. You know, you can put people in jail, and
unfortunately in Canada the average sentence |ast year
for all the charges that we laid, especially with the
partnership, was two years probation. And | can
guarantee you that's not scaring too many crimnals in
Canada from continuing to defraud the public in other
countries and making mllions of dollars.

You know, | was giving a lecture in Gtawa at a
Conpetition Bureau sem nar, and | alluded to, you know,
how do you fight these guys? And when you're dealing
with the police, you re dealing with, you know,
regul atory bodi es, even private sector institutions --
we're all noving at the speed of sound when it cones to
fighting crime. And, you know, we all have our rules
that we have to follow. W have to put requests in by
conputers. W have to get permssion to anything. It
all takes tinme to do this stuff. The crimnals don't
have to worry about that. They nove at the speed of
light. The only time we can catch themis if one of them
trips and we can catch up to them

So, you know, the solution to the problem --
and there is a solution to this problem | think we've

proved it in Canada. And it goes back to education,
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because it doesn't really matter how fast the crim nal
goes, if when he gets to the consuner's door and the
consuner says no, then we don't have a fraud. Now, that
doesn't solve everything, especially identity theft which
is, you know, a new problemto deal with

But | cannot, you know, say enough about
wor ki ng together and sharing information. And again,
when it cones to sharing information, you hear all Kkinds
of stories about well, we can't tell you this because
it's confidential. | think -- | nmean, when it cones to
sharing informati on and doing things with | aw
enforcement, | nean, it is critical for this information
not only to be shared with | aw enforcenent and ot her
agencies. But it is critical for those places, such as
PhoneBusters, to make sure that information doesn't sit
there. That it gets out to where it can do sone good,
whether it's with the financial institution, whether it's
anot her body in another country, so that that web site or
t hat bank account can be closed w thout affecting any
ongoi ng i nvesti gati ons.

PhoneBusters is kind of an interesting place.
It's in northern Ontario and it | ooks a lot |ike
Washi ngton today. W have about 50, 000 peopl e up there.
It's sort of a small place about three hours north of

Toronto. But it doesn't really matter where you centra
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source the data today. It doesn't matter where your cal
center is as long as you' ve got the information.

And the other thing is the marketing. | nean,
when it comes to education, you want to be able to
educate the public, plus market where the public can get
the information that they need to be educated, whether
it's econsuner.gov or wherever that is, and having one
place to call. |If you' ve got -- if you don't cone
together with a common solution, and a conmon nunber and
a conmmon central |ike, you know, econsuner.gov, you know,
you really have a bunch of places. You're just -- you're
just going to confuse the public.

So not only do you have to have, you know,

partnerships -- strong partnerships -- but you' ve got to
conme together with a package, a strategy -- a national
strategy. In this case, | think we're talking about a

wor |l dwi de strategy to fight these guys, and it's the only
way you can beat them

MR. STEVENSON: Barry, let me ask you to focus
on the -- you nentioned sonme of your partners: Visa,
Master Card and t he Canadi an Bankers Associ ation. Can you
descri be generally what reservations they m ght have had
about working with you nore closely, say, starting back a
nunber of years ago, and what was the nost -- what nade

it nore attractive or nore persuasive to themto work
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wi th you?

MR ELLIOT: Well, they didn't. You know, |
just made Iife mserable for them | kept bothering
them | can tell you sonme success stories and sone
stories that weren't successful as far as partnerships.
When it cane to the banks, it was strictly by show ng
themthat they were losing noney that it was in their
interest to get involved. You know, the funny thing was,
they didn't know that they were | osing noney and how t hey
were losing it, and we had to show them But once we
showed themthat, they got involved.

But the interesting thing was, is they were
concerned that by educating the public about the
crimnals with these nerchant accounts, that they were
concerned that these crimnals would go underground. And
at that tinme, you probably remenber stories that were
goi ng out that there was, you know, credit cards going
out to everybody. You know, seven year old kids were
getting credit cards. Your dog was getting a credit
card. | mean, they were just sending out credit cards to
everybody. They were doing the sane thing w th nerchant
accounts. | nean, nmerchant accounts were really easy to
get .

And there were a | ot of dormant mnerchant

accounts that were out there, so they were concerned that
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by goi ng public they woul d open thensel ves up to higher
| osses. But they took the risk and went with me. At the
end of the day, we were able to save thema ton of noney
and it was, you know, primarily for that reason that they
got onboard. And they stayed onboard, and we' ve been
able to keep credit card as not a nethod for
tel emarketing crimnals to use, whether they're attacking
sonebody in Canada or outside Canada by using a Canadi an
bank.

To tell a not a success story, is the Canada
Post, originally. They're com ng onboard now. But, you
know, we tried to get themto get involved in a bigger
way, but they took the attitude that it is not their
problem It's a police problem And they wouldn't go as
far as the courier conpanies would go as far as
intercepting mail to return it to the victins. They
woul d just deliver it, and once it was delivered, you
know, it becanme sonebody else's problem So it was just
a question of continuing to work with those people, doing
a nunber of neeting interviews and pointing out sone of
t he weaknesses in the system that put pressure on Canada
Post to finally conme onboard. They're now a nmenber of
the task force in Montreal

Tel ephone conpani es i s another area where we've

still got a lot of work to do to get themto be nore
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cooperative and to share information and to be nore
aggressive in cutting, you know, nunbers associated to
fraud.

MR, STEVENSON:. Let ne turn nowto Phyllis
Schneck and ask her how the experience that Barry has
described in terns of the partnership activities conpares
to the partnerships you' ve been involved with. And maybe
start by describing the background of the work you've
been doi ng.

M5. SCHNECK: Good norning. Can you hear ne?

MR. STEVENSON:. You may want to pull that up
toward you a little bit.

M5. SCHNECK: | wi sh we could have shared sone
information with the National Wather Service ahead of
time here. M nane is Phyllis Schneck. | wear two hats.
"' man executive of a conpany in Atlanta called
eCommfBecurity. We work in sort of outsourced utility
conputing. W support the whole network to keep you
on-line. The capacity in which | amhere today is as
Chai rman of the Board of the FBI's InfraGard Program

| ama fully private sector entity, but
InfraGard is a partnership between the private sector and
currently the FBI and the governnent. And I'Il get to
that in a few mnutes. Wat is unique about us is our

size. W're 7200 nenbers and growing rapidly daily. W

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

104
have a presence in every state in the United States,
because we are present at each FBI field office. In sone
ways, we're a great success story, and we're proud to say
that. In alot nore ways, we have a lot of work to do
and that's what | was going to present today.

The big key is that information sharing. And
there is sonme funny stuff about this, and there is sone
very hard things about this. If you |ook at our biggest
chal l enge, it's the cultural difference in working with
the private sector and working with the governnent,
whether it is infrastructure protection, which is what
we're focused on to protect the country, your
transportation infrastructure, your energency services,
wat er or governnent services. Al of the critical
infrastructures, and cyber crinme, as that fans through
it, is alarge part of that.

| f you take that anal ogy and mark that over to
cross-border protection, that is a big key part of not
only cyber and infrastructure protection. But we can
take sonme of the sane things that have sort of trunped us
alittle bit and apply themthere. Wen you |ook at that
information sharing problem a |lot of our nenbers are
noticing -- and I tell this to the FBI all the tine.

When we see sonething on CNN before the FBI has cl eared

it to go out to their partners, that is an issue. That
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is an issue for our nenbers, because we're wondering why
we take time fromour private sector lives to do this if
we can't get the informati on soon enough.

It is a cultural difference when the
governnment, “clears information to go out to public
distribution.” Now, | say that with a caveat that
classified informati on shoul d never ever, ever get sent
out and does not. We win wars in this country based on
what the other side doesn't know we know. So that's a
whol e separate entity.

The information we're looking at is -- for
exanpl e, 7200 nenber base. You travel 100,000 mles a
year. You're Delta Platinum Medallion nmenbers. You're
the eyes and ears of this country. \Wat are you seeing
that could go back into the FBI through a trusted
conmuni cation channel ? Through a rel ationshi p? Through
sonmeone you trust that will take your call, that could
conme back out to the other 7,000 nenbers and say hey,
this is what we saw? How can we vet it?

An exanple of that is, | gave a keynote at a
conference in Septenber on critical infrastructure
protection. W had high | evel executives fromthe
Marines and the CIA giving talks there on terrorism And
we had four Egyptians cone in wanting to pay $7,000 each

in cash -- the only I.D. they had was their Egyptian
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passport -- and wanted the CD-Rom sent back hone to
Egypt. And sonebody reported that into the FBI, and with
all due respect to the FBI, our partners, they get 40, 000
| eads a day from people seeing aliens. So how do you vet
honestly what cones in?

And that's what InfraGard is about, and that's
what these partnerships are about that |I'm hearing from
Barry as well. Setting up those relationships so that
you know where to go. You already have soneone that you
can call. And everyone and every InfraGard chapter has
state and | ocal |aw enforcenent relationships now. An
FBI coordinator that is paid by the FBI and tasked to
manage that chapter as part of his or her job. W're
working with the Secret Service and the Electronic Crines
Task Forces, the offices of Honeland Security in each
state, as well as building a direct relationship with the
new Departnment of Honeland Security, the details of which
will get ironed out when parts of the FBI are fully noved
over there on March 1st.

MR. STEVENSON: Phyllis, can | ask you?

M5. SCHNECK:  Yes.

MR. STEVENSON:. Are there systematic ways in
whi ch you approach building those rel ati onshi ps?

M5. SCHNECK: Mbst of this is human. Wien you

pi ck up a phone and want to know sonething, and that
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person will either tell you or not tell you, it's based
on trust. \Wen you're in business, the deal usually
conmes down on how nmuch that person trusts you to do it
right. And what we've found is that if you just set a
person up with a random set of nunmbers that you can call
it doesn't work. But if they neet Jerry Beck now, the
InfraGard Coordinator fromAtlanta -- and |'ve been to a
nmeeting or two with Jerry -- all of a sudden information
goes back out.

And that's been our strongest point in setting
up those relationships. The state and |ocal are com ng
now secondary. Not that we should have done it that way,
but that's what has been happening. So now you can cal
your state and | ocal police, depending on the right
person to report information.

Anot her incentive we give is -- the private
sector has to get sonmething out of this, because you're
putting in your tinme unpaid to do this. And so what's
happening is, the FBI is offering these rel ationshi ps,
and the other organizations, so that you can call them
and report things to themand get their input. And in
return, we are getting information out now slowy, and
then, again, building that relationship with the
Department of Honel and Security to get nore out. So the

key is incentive. You need a two-way benefit to this
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i nformation sharing.

We're also doing this internationally to | ook
at nore of the issues here today. |'mgoing over to
Japan on the invite of the Japanese governnment, with ny
counterpart at the FBI, in March to brief the Deputy
Prime Mnister on how we set up InfraGard in the United
States and how we set up other partnerships. The
Canadi ans have been extrenely great as far as setting up.
W work with the Royal Mounted -- |I'mnot saying that
right. The Royal Canadian Mounted Police. W have
wor ked with sonme of the people also in setting up how we
woul d do -- not only set up their own InfraGard type
organi zation in Canada, but how we would actually share
i nformation cross-border between U. S. and Canada, which
is pretty unheard of with any other country and the U S.,
as you m ght inmagine.

So a lot of the critical infrastructure
protection and cyber crime information sharing is a good
anal ogy to how these other partnerships are getting set
up. Soneone asked earlier for a list of |IP addresses.
Now, we don't have that for cross-border fraud. | have
that for Internet fraud. So that is sonething that as
t hese partnershi ps grow nore mature, you can start
collecting that data. But then the question becones,

when do you share it? It hel ps organizations to hold
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information froma business perspective if you know
sonet hi ng that your conpetitor doesn't. It helps the
country, and it helps the world at this point, if you can
share it at a high level. And the balance in that is
really what we need to work on. That is probably the
bi ggest, biggest chall enge.

MR. STEVENSON: Thank you. Let nme turn now to
Joseph Sullivan from eBay and maybe picking up on the
i ssue of how -- what role relationships play in the work
that you' ve done. And maybe you can descri be how eBay
has worked with | aw enforcenent.

MR, SULLIVAN. Well, starting out eBay
initially was a conpany just in the United States with
users just primarily in the United States. But eBay has
expanded greatly in the |last couple of years, and we're
now in 27 different countries. W have 62 mllion users
around the world in many countries that we don't even
have offices or web sites.

That has created a huge chall enge for us, and
what we've tried to do is what we've done successfully in
the United States, and that is, build relationships with
| aw enf orcenent agencies in the particular countries. |
have found that it is very difficult if there is sonebody
commtting a fraud on eBay, and they are conmmtting that

fraud fromeastern Europe, to get | aw enforcenment in the
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United States interested in doing anything about it. And
| speak partially from experience, because before | went
to eBay | was a federal prosecutor in Silicon Valley.
And | know that when conpanies in the Valley, |ike eBay,
brought fraud cases involving perpetrators in other
countries, it was very difficult for us to take the case.

Typically, in these cases you're dealing with a
request for |IP addresses fromhosting services in third
party countries that a U S. |aw enforcenent agency has to
go through the Departnent of Justice, Ofice of
I nternational Affairs, through a MLAT, if there is a MAT
treaty in place. |If not, through a letter rogatory. And
it can take -- it used to take nme six nmonths to get bank
i nformati on on one account in, say, Poland. And then
woul d get that, and I would learn that actually all the
nmoney had been transferred to anot her bank in another
country, and I would have to start the process all over.

So what we've tried to do at eBay has been to
develop relationships in third countries and al so work
with U S. agencies that have assets in place in third
countries. So, for exanple, the FBlI has Attaches around
the world in different countries. The Secret Service has
themas well. And we have found that those agencies are
willing to bring cases to |ocal |aw enforcenent in other

countries. W have done hiring within e-Bay to bring
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people into the conpany from | aw enforcenent agencies in
ot her countries to hel p us understand the | aw enforcenent
cul ture and what those countries would be open to doing.

In that regard, for exanple, you saw on -- |
saw on your slides that Romania was fourth in the top 10
countries where fraud conplaints are com ng out of. |
think Romania is a big -- has been a big area of concern
for eBay. | have had investigators go to eBay -- from
eBay to Romania. W've offered to provide training to
t he Romani an cyber crine police on howto investigate
crime on the Internet. W've worked with the FB
Attaches there and with the Secret Service. And we've
devel oped a referral process, so that we can refer cases
to the Secret Service and the FBI, who will then pass
them on to the Romani an cyber crinme police.

The Internet Fraud Conplaint Center based in
West Virginia, which is the FBI National Wite Crine
Center, NWBC. |I'mnot sure what the 3C stands for. But
as a cl earinghouse, they were nostly open to receiving
conplaints fromindividual victins. W went to the |FCC
| ast year and we talked to them and we | earned and
hel ped gi ve them suggesti ons where they now al | ow
conpanies to provide conplaints as well, so that eBay
coul d conpl ain on behalf of our users, or file a

conplaint, so that action can be taken. |FCC also has an
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i nternational division, and we've devel oped a
relationship directly wwth themso we could refer cases
directly up to them

MR. STEVENSON: Do you encounter problens in
terns of people requesting information fromyou --
foreign | aw enforcers? Are there issues there about --
what issues are there in terns of giving and sharing
information with them knowi ng who you are dealing with
you know, both in terns of the organization and whet her
the person is fromthe organi zation?

MR. SULLIVAN: There are two obstacles to
sharing data. One being the conpanies' privacy policies.
And because we are |ocated in different countries, and
because we get user data fromdifferent countries, we

have to have different rules for each country. As was

nmenti oned earlier today, EU has very -- has nore
restrictive privacy rules than the United States. In the
United States we can -- we address things when sharing

with | aw enforcenment in the United States typically

t hrough a subpoena or through a process where we receive
a letter on letterhead fromthe agency for certain
information. And if we are able to verify that the agent
and the agency exist and are at that |ocation, then we
will share information with them

In third party countries, we do get requests
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fromthird countries. W typically try and have a | aw
enforcement officer in this country work with the | aw
enforcenment in the third country if we don't have a
presence in that country. |If we have a presence in the
country, we wll have -- we have in-country, what we cal
a trust and safety expert, who handles all requests for
data fromthat particular country.

In that regard, | can think of sonme recent
exanpl es where we were doing an investigation with the
Postal Inspection Service in San Jose. W realized that
some records were avail abl e over in England. And because
we have on our staff in the United Kingdom a forner
Scotl and -- New Scotl and Yard detective, who now
coordi nates all of our efforts in the U K on the trust
and safety side, he was able to contact his forner
col | eagues and find out whether they would be willing to
participate in the investigation. And within 48 hours
the British authorities had the data to share with the
U S. authorities and we were able to make it happen.

|f the Postal Inspector in San Jose had to go
to the U S. Attorney's Ofice, and the U S. Attorney had
to draft a M.AT request and provide it to DQJ
International Affairs, who then gave it to the State
Departnment to forward over to the U K. through the MAT

process, and then it worked its way down through the
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national to the local, it would have taken a | ot |onger
t han 48 hours.

MR. STEVENSON:. Maybe we should turn then to
t he Postal Inspection Service. | think that's a hel pful
illustration of the challenge of noving the information
in ternms of the speed. W have the pleasure -- | think
John Skoglund is here fromthe Postal Inspection Service,
who has worked on -- this is perhaps described as
anal ogous to sone of the issues we've been tal king about.
But | think it is an interesting exanple of the business
mai | i ng partnership which John has been invol ved w th.

Maybe you coul d describe that for us alittle
bi t.

MR. SKOGLUND: Sure. Wiat |'m here to address
really doesn't fully address the cross-border issue, but
it's an exanple of |law enforcenment working with private
industry. And the Postal Inspection Service is a federal
| aw enforcenent branch of the Post Ofice. W're federal
| aw enforcenent officers that investigate over 200
federal statutes. Obviously -- well, our salary is paid
by postage. W' re not taxpayer doll ars.

So with that said, we have a | ot of major
mai |l ers that are having problens in the arena of fraud.
W were listening to what problens they had, and so we

put together what was called a confidence in the nai
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group, which were major mailers along with postal
i nspectors in working through the issue of how can we
best conbat their problens so that people are fulfilling
orders without being ripped off? That was one entity
that started in the early '90's.

There was another group that was a rebate fraud
task force, which basically was manufacturers,
ful fillment houses and retailers that offered rebates,
simply. They were a |lot nore progressive. In 1997 they
i ncorporated a nonprofit corporation. Their purpose was
for liability issues for these nenber conpanies. They
devel oped a database to put in data related to fraudul ent
rebaters on that side, and that was fed in by fulfill nent
houses, manufacturers or whoever was using that.

Now, they paid a fee of $5,000 to join. That
was basically to offset the cost of the database,
mai nt ai ni ng the database and anything along that |ine
that came in. It canme in to the Postal |nspection
Service. W |ooked at it. And we can do either civil,
adm nistrative or crimnal actions as |aw enforcenment for
the Postal Inspection Service. Sonetinmes it doesn't
reach the level that it's going to get prosecuted
crimnally, either on the state or the federal |evel.

We have what's called a voluntary

di sconti nuance, which is basically a letter that is sent
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out to an individual saying, you're in violation of the
Mai |l Fraud Statute, basically knock it off, okay? And
what they were doing is, they were submtting, you know,
phoney cash register receipts, duplicating UPC | abel s or
anything to help perpetrate the fraud that was comng in
to these conpanies. Then that information was getting
showed to us.

Now, the purpose of the database is, if they're
ripping me off, they're probably ripping off the next
manuf acturer and the next manufacturer. It is not unique
to just one conmpany. So by putting data into this
dat abase, it was helping us in | aw enforcenent to be able
to go and develop a case to conbat this fraud. Also, it
was giving a check for these nmenber conpanies to pull up
on that database and say, okay, John Skoglund, 123 Main
Street, just had submtted, you know, a thousand dollars
of rebate fraud or whatever with ne. You know, you m ght
not then fulfill it. You take additional actions that
you want to get fromthis individual nmaybe before you
you know, pay a check to this conpany.

Now, on the mail order side, for lack of a
better term | used to call them professional neeting
goers, because they woul d al ways get together. W had
nmeetings a couple tines a year, and they tal ked about,

you know, getting a database. What can we do to conbat
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fraud? But they never really got off the dinme, so to
speak, in devel opi ng a dat abase.

About two years ago, the rebate side and the
mai | order side joined forces to now what we call the
Busi ness Mailing Industry Task Force, and just very
recently, we started getting a database together for the
mai | order side. Their issues were different than the
rebate side. They need nore real tinme data which was
com ng al ong.

Getting along the issue of data sharing, we put
forth a letter to the Departnent of Justice, Antitrust
Di vi si on, because of antitrust issues in sharing
information. W also had to have that letter then
reviewed by the Federal Trade Conmm ssion for -- help ne
out with the term

MALE SPEAKER  FCRA.

MR. SKOGLUND: FCRA issues. Because, | nean,
you have conpanies that are in conpetition here, and now
they're getting data, and they're | ooking at that and
it'"s like it could be an unfair conpetitive advantage.
That's not what it said.

Now, on the mail order side, what's comng in -
- and it's just starting to get conpanies on-line,
because we had to put out for a contract and get, you

know, the database together for what their issues are.
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It's going to be web-based a little bit, where they can
get information back, nore real tine if it's one on one.
Dependi ng on what their volunme is, they're going to be
able to get information -- it could be daily. It could
be twice daily, weekly or nonthly, depending on what
their volune is, to look at it.

Where if they have a questionable order, for
exanple, they can go into the database and pull it up and

see if there has been any activity with this nane, this

address or sonething like that by any other conpany. |If
they see that they can't nmake a decision on it -- it
cannot be a negative file. 1It's just another elenment in
their process to determine if they want to fulfill this

order, or go back to that custonmer and say we need
additional information before either they decide to
fulfill that order or not fulfill that order.

But it has been a big cooperative effort. It
has taken several years to get ultimately the mail order
side together to go forward with this. It is a huge
benefit to these conpani es, because they can save a | ot
of nmoney. | nean, you know, everybody thinks about a
rebate -- getting back to the rebate side, you think of,
you know, a dollar or two dollars. But when you start
t al ki ng conputer equi pnent and you're into hundreds of

dol l ars, and now we have cases, you know, that we work 40
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to 100 to 150,000 dollars worth of rebate fraud, people
start taking a little bit nore attention.

Yes, we have the nom and pop or the nom at
honme. | hate to pick on just wonen. But we've had a | ot
of cases with wonen where they go buy a cash register
They're in their basenent and they're just Kkicking out
cash regi ster receipts, because they have to submt those
with the rebate, okay? It's just all part of a fraud.
What can we do to conbat this? So it's been a good
cooperative effort on the |aw enforcenent side -- the
postal inspectors -- with these conpani es on how we can
conbat their fraud.

MR. STEVENSON. And, John, | think a part of
this involved -- the information is shared with the
i ndustry? It goes out as well as com ng in?

MR. SKOGLUND: As far as being able to access
t he dat abase, you can only have access to that if you are
a nenber conpany. And right now that fee is $5,000 that
t he conpanies pay into the nonprofit.

MR. STEVENSON: Al right. WelIl, thank you.
Qur last two panelists are representatives fromparts of
the private sector: Susan G ant fromthe National
Consuners League, and Charlie Underhill fromthe Better
Busi ness Bur eau.

And, Susan, I'Ill turn to you, first, to talk
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about what -- both your practical experience, because
Susan has been heavily involved in the terrific project
that the National Consuners League -- the Internet Fraud
Watch and the National Fraud Information Center, but also
taking sort of the larger view of what you think works in
terms of these cooperative projects.

M5. GRANT: Thanks, Hugh. Well, there are a
couple of recurring thenes that we' ve heard this norning.
One is prevention and the other is getting information
about suspected fraud to | aw enforcenent agencies so that
qui ck action can be taken. And we do both.

Back in the early '90's, as Barry said, when it
becanme obvious that tel emarketing fraud was a huge
probl em t hat was having a significant inpact on the
soci al and econom c wel | -being of consuners, we did a
survey -- a Harris Survey -- to find out what consuners’
experiences were and what they did if they thought that
they were being solicited by sonething that m ght be
fraudul ent .

We found out that many peopl e believed that
t hey had been victinms of telemarketing fraud and that
they really didn't know where to go (a) to find
information to help themtell whether a conpany that was
soliciting themwas legitimte or not, and (b) where to

report fraud. And at that tinme, there was no federal
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toll free nunber to call or a web site, obviously, so we
created the National Fraud Information Center, which was
and is atoll free hotline for consuners to call to get
advice fromlive people about the solicitations that they
received and to report suspected tel emarketing fraud.

And then in 1996, as Internet fraud reared its
ugly head, we created the conpani on program the Internet
Fraud Watch, and also a web site. It was another way to
gi ve consuners educational information to prevent fraud
and al so an on-line fraud reporting form And the
programis unique for a consumer organization. | don't
know anot her that does this -- |I'mthinking about the BBB
as nore of a business association here -- and also in
terms of what we do with the informati on about suspected
tel emarketing and Internet fraud when we receive it.

Because we not only put it into Consuner
Sentinel, which is invaluable for |aw enforcenent
agencies who are investigating sonmething to get that rich
pool of information that they need about victins and how
probl ens are occurring. But also when we take things
into our database from consuners by tel ephone or on-line,
that information goes out automatically to the
appropriate | aw enforcenent agencies by fax or by e-nai
at their preference. And it is matched to the criteria

that the agencies have preset. So, for instance, the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

122
Postal Inspection Service gets information fromus where
t he Postal Service has been involved. The Securities and
Exchange Comm ssion only wants investnment rel ated
conplaints. States AGs office would want a conpl ai nt
where either party appeared to be in its jurisdiction.

MR. STEVENSON: Susan, if | could ask you a
guestion. And you all had set this up, I think it was in
the early '90's?

MS. GRANT: 1992. Yes.

MR. STEVENSON:. And have been sharing that data
with law enforcers for quite a long tinme. Could you
speak fromthe consuner perspective? Do you have
f eedback as to what consumer reaction is to the sharing
of that information?

M5. GRANT: A little bit, just anecdotally. W
haven't really surveyed our users. But sonetines they
will get back to us to thank us, because they've heard
from an agency and because in sone cases they wanted to
wi t hdraw their conpl ai nts now because it has been
resol ved

We know t hat consuners really appreciate being
able to talk to sonebody. It is really inportant to have
a phone |ine where people can get that kind of preventive
advice, and also just be reassured if they have a

probl em and get suggestions for other things that they
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can do, such as disputing fraudulent credit card charges.
It is nore efficient to take information on-1ine, but
havi ng sonething that is just on-line kind of renoves
t hat personal one on one advice function. W know that

consuners really just appreciate having sonebody to turn

to.

And while now there are other places where
consuners can go, like the Federal Trade Conmm ssion's own
hotline, | think that consuner organi zations are in a

uni que position because they are very trusted by the
public. Sonetimnmes people are hesitant to contact a
gover nment agency, and sonetines people just don't have
any i dea what government agency to contact. And as you
know, in Internet and tel emarketing fraud there could be
mul ti pl e agencies that are interested in the information,
and we get that information out to nultiple agencies.

| think our biggest challenge is really
provi ding what is our public service w thout taxpayer
dol I ar support. The Fraud Center was initially set up
wi th some major grants by banks and credit card
associ ations precisely for the reason that Barry tal ked
about, because at that tine they were taking major hits
in chargebacks. Now, at |east for tel emarketing fraud,
it has really shifted where the primary nethod of paynent

is by various kinds of debits from consuners' bank
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accounts. In fact, | just recently had a conversation
wi th sonmebody fromthe Automated C eari nghouse System
about whet her there woul d be support possible for the
t hi ngs that we do.

| should nmention that in addition to
automatically transmtting information to | aw enforcenent
agencies, we transmt it to Visa, MasterCard, Anerican
Express, Western Union and Federal Express when they have
been used as --

(End of tape.)

M5. COONEY: Qur focus today is on the
chal | enges of doing cross-border enforcenent cases, and
in particular, the challenges that the FTC faces. Wth
us today, and I'll go down the Iine and then I'll et
t hem go ahead and speak.

Tara Flynn, who is an Assistant Director in our
Mar keting Practices Division. Tom Schulz, who is with
the FDIC. Carm na Hughes, who is next to Tom She is
with the Federal Reserve Board. Next is Jay Inbert, who
iswth Gtigroup and is a specialist in anti-noney
[ aundering. Next to him second to the left, is Robb
Evans. Robb is the CEO of Robb Evans & Conpany, and he
serves as a receiver on many of our |argest and nost
conpl ex cross-border fraud cases. And finally, Ed

Merzwinski, who is with US. PlIRG
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| would like to begin today by handi ng our
panel discussion off to my colleague, Tara Flynn. She
will describe for you a little bit about our efforts here
at the FTC on cross-border enforcenent, and in
particular, our jurisdiction and challenges that we face
basically every day in doing our cases.

Tar a?

M5. FLYNN: Thank you, Maureen. | thought that
| would initially just talk a little bit about the FTC --
who we are and what we do -- and then tal k about sone of
t he chal |l enges that we face when we're going forward with
a case in litigation

First, |"'msure | may be covering sonme ground
that has al ready been covered. But the Bureau of
Consunmer Protection is the federal governnment's principal
consuner protection agency. Its mssionis to pronote
the efficient running of the marketplace by taking action
agai nst unfair or deceptive acts of practices. And our
authority to go after such deceptive or unfair practices
is the FTC Act, which prohibits unfair nethods of
conpetition and unfair or deceptive acts of practices in
or affecting comerce.

A representation or practice is deceptive if
it's likely to m slead consuners acting reasonably under

t he circunstances about a material fact. A practice is
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unfair if it is likely to cause substantial injury that
i s not outweighed by countervailing benefits and is not
reasonabl y avoi dabl e.

We al so have authority to enforce various
statutes and regul ations, including the Tel emarketing
Sales Rule, the Pay Per Call Rule, also known as the 900
Nunmber Rule, the Franchise Rule, the Mail Order Rule and
the list just goes on and on, sone mght say. W enforce
the FTC Act and the various statutes -- I'msorry --
various trade regulation rules through federal court and
adm nistrative litigation. Qur goal is to stop offending
practices and preserve assets in order for there to be
nonet ary consuner redress or disgorgenent of ill gotten
gai ns.

When enforcing the FTC Act, the FTC is
authorized to represent itself in federal court or
adm nistratively. Wen solely seeking civil penalties,

t he Departnent of Justice brings an action on our behalf
and can obtain civil penalties in the anbunt of $11, 000
per violation of a trade regulation rule.

When we are investigating cases, we often need
to investigate themw thout letting -- wthout contacting
the perpetrator of the scam or the suspected perpetrator
of a scam In our experience, scamartists wll

typically flee with their assets if they know about an
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i npendi ng | aw enforcenent action. |If they do so, it is
i npossi ble for us to make consunmers whole with recovered
assets.

When investigating Internet fraud cases, such
as spam scans or Internet auction fraud, we often need to
do a significant anmount of investigation sinply to
identify who the perpetrators are to identify them The
I nternet has made it much easier for such perpetrators to
hide their identities or their location. Oten we find
t he perpetrators of Internet scans are | ocated outside
the United States, although they may often have many ties
to the United States, including financial ties.

We investigate our scans -- our scans. No. W
investigate scamartist scans through a variety of neans.
Tal king to consuners. Posing as consuners. Database
searches. It runs the full ganut. But one of our nost
powerful tools is a civil investigative demand or CI D
which is a formof conmpul sory process. Wen the
Comm ssion issues a CID, it is seeking docunents or
answers to questions or oral testinony. This tool is
especially hel pful to us when we are seeking information
fromthird parties who may help us identify the
i ndi vi dual s responsi bl e for defraudi ng consuners, or
identify injured consunmers, or evaluate the scope of

injury to consumers.
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If it appears that a target of an investigation
is perneated by fraud, continuing to injure consuners or
very likely to dissipate assets, often the Conm ssion
will authorize staff to file a conplaint in Federal
District Court and seek immedi ate relief, such as a
tenmporary restraining order, an asset freeze and the
appoi ntment of a receiver. These kinds of relief are
essential for preserving the status quo.

I f the Court appoints a receiver, the Court
will often authorize himor her to marshal assets of the
corporation and determ ne whether or not the business can
operate legally. The asset freeze provisions in a
tenporary restraining order require -- often require the
hol der of assets, including financial institutions or
ot her paynment net hod organi zations, to keep the status
guo by not allow ng the defendants to w thdraw funds from
corporate, and in many cases, personal bank accounts.
Such orders require the banks to provide information to
the receiver, if one is appointed, about the defendants’
bank accounts.

Now, there are sonme issues that come up in the
course of our investigating and litigating cases that |
t hought woul d be hel pful for us to talk about, and |
think sone of the panelists are going to tal k about, too.

One is that when -- as | said earlier, when we serve a
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CIDor a Cvil Investigative Demand upon a financi al
institution, we often request that the institution keep
our request confidential. Now, sone financial
institutions have as a matter of policy -- as a matter of
their policy, they won't honor that request. They wll
informthe target of our investigation that there is a
request. And |I'm speaking, of course, about CIDs that
are consistent with any obligations the financial
institution may have under the RFPA or the Right to
Fi nanci al Privacy Act.

So this nmeans that sometines in the course of
investigating a scam often a cross-border scam we have
to forego getting useful information for fear that the
financial institution telling the defendant or a
potential defendant about our investigation will result
in the dissipation of assets and will ultimtely nean
there is no noney for consuners if we prevail.

Anot her issue that | wanted to tal k about is
when we have been successful in court and gotten a
tenporary restraining order -- and sonetines we seek
t hese ex parte without the other side receiving notice.
Actually, when it is a serious scam perneated by fraud,
that is what we do. It is sonetines an issue for us in
terns of where we serve that order in terns of getting it

to the right person in a financial institution.
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Soneti mes we know of a bank account and we serve the
branch office and the main headquarters of a bank. But
it is not always clear that we've gotten it to the right
person, and that information and the obligations under
that order are going to be conveyed to the right people.

For exanple, in a recent case we served the
tenporary restraining order upon a bank at the
headquarters | evel, and one of the provisions of the
asset freeze was to not allow -- required the banks not
to allow the defendant to open their safe deposit boxes.
The existence of the TRO that had been served on
headquarters did not get passed along to the various
branches, and the defendant turned around, opened his
safe deposit boxes in violation of the order and, you
know, now he clains that there were drugs in there. No
nmoney, just drugs. And it's alittle difficult in the
context of safe deposit boxes for us to prove it either
way. So it is really a question of comrunication and
know ng who the right person is for us to serve these
or ders.

And the last issue, | think, that we need to
tal k about would be that financial institutions and
paynent nethods are often on the front line. They are
t he ones who see where the scamartists -- or see how the

scamartists are attenpting to get noney, because they
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all want nmoney. And so, for exanple, the paynent nethod
of choice in the early '80's was a credit card, and that
was before the credit card system i nposed chargeback
rules. But as | understand it, |law enforcenent really
didn't get involved in that, or wasn't working in
partnership with the credit card industry until after
some banks had failed as a result.

So earlier inthe '90's it was -- the paynent
nmet hod of choi ce appeared to be on people's phone bills.
But the people who were aware of that were the ones who
were actually processing the bills. And currently, it
seens |ike, you know, a new trend may be a scamarti st,
m ght be using the automated cl eari nghouse systemin
order to process funds. So what |I'mtrying to convey is
that the people who know this, and who are aware of the
problem are often the people who mght be in this room
and what's inportant is for us to keep comruni cation
i nes open.

M5. COONEY: Thank you, Tara. | would like to
follow up, if we mght, on a few of the issues that Tara
raised. | think the first one that she raised -- and |
woul d be very interested to hear fromour panelists -- is
the extent to which financial institutions are able to
keep confidential our civil investigative demands,

begi nning with demands for information on conmerci al
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And | don't know which one of you m ght want to

take that question.

MR SCHULZ: 1'll give it a shot.

M5. COONEY: kay.

MR SCHULZ: Well, the Right to Financi al
Privacy Act applies to all banks in the United States,
and it seeks to protect customer account information.
at the outset, you have a prohibition on a bank

di sclosing information unless certain requirenents are

met. One of those requirenments is that the custoner nust

be notified in advance and given an opportunity to
chal | enge access to the information.

Now, there are some exceptions, but they are
not easy exceptions. There is a nethodol ogy under one
section of the statute whereby you can get a court to
authorize a delay in the notification. But to do that,
you have to neet a whole series of criteria which are
actually fairly difficult criteria.

And frankly, we've run into sone of the sane
i ssues in connection with sonme of our own investigations
where we're dealing with one particul ar bank, as
oftentimes you'll see funds flow ng through a nunber of

different institutions. And we, like you, like to have

our investigations confidential until we've gotten to the
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bottom of what's going on. Sone banks, just as a matter
of policy, refuse even to their regul ators.

So | think the answer is that where it is a
non- supervi sed -- a nonfinanci al supervisory agency,
there is a greater problemunless you junp through the
hoops of getting a court order.

M5. HUGHES: If | mght just add to that. I'm
going to put a prosecutor's hat on here rather than the
regulator's hat. But ny experience when | was in the
US. Attorney's Ofice, and even filing and issuing grand
jury subpoenas, was that we often had argunents with
general counsels fromlocal banks who clainmed either the
Right to Financial Privacy Act or local |aws that
required disclosure to custoners within a certain period
of time. Not always ahead of tine, but within a certain
period of tinme, which, of course, could cause a problem
if it's a covert investigation.

We woul d sort of nouth the word supremacy
cl ause, but they really didn't much care, because they
were thinking lawsuit. So we would routinely get gag
orders in a grand jury situation, and that's what was
required of us until FCRA was passed and the federal
governnent made it very clear if you were investigating a
bank type of crimnal offense, then essentially there

could be no disclosure no matter what the Right to
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Fi nancial Privacy Act said or any state laws. And so we
have sort of a formletter.

But this is a very difficult problem and it is
made nore difficult by the fact that, as probably many of
you all know, banks do get sued. And even if the bank is
going to prevail, they oftentines have to pay |egal fees
in conjunction with the suit. So they are cautious and
probably cautious through experience.

M5. COONEY: Jay, what about your experience at
Citigroup? Have there been instances when your bank --
Citibank or the affiliates -- were able to keep Cl Ds
confidential?

MR. I MBERT: Well, | have to confess. | don't
recall any CIDs fromyour agency. Routinely, you know,
grand jury subpoenas. | nean, it's just a matter of
course. It's understood that if there is any disclosure
there, it's a crimnal violation. So, you know,
obviously there is a requirement to ensure that that sort
of information regarding a grand jury subpoena concerning
a crimnal investigation is not disclosed to the
cust oner.

And in terns of one of the other issues that
was raised to make sure -- how do you nake sure you're
getting to the right person within the organization?

guess sone practical advice in that area is it's not
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uncommon that you have a formof |aw enforcenent wthin
financial institutions. | was an Assistant U S. Attorney
for eight years before joining G tibank, and we have, you
know, so many fornmer prosecutors and agents.

You know, a friendly phone call to an
organi zati on of some size to make sure you're getting to
the restraining order unit, or to the unit that handl es
the freeze orders, or to make sure you're getting to the
right person, | think that's sort of practical conmon
sense on how to nmake sure you're getting the information
to the right people.

M5. COONEY: | would like to come back to that.
But before we finish up the Right to Financial Privacy
Act question, Tom what you described, and certainly the
FDI C has experienced simlar inpedinents to what the FTC
does, does that apply to corporate accounts or only
per sonal accounts?

MR. SCHULZ: The Right to Financial Privacy Act
applies to “custoner,” and “custoner” is defined as
anyone who has an account relationship with the financial
institution. So it does -- it is not |like the Privacy
Act, which applies only to individuals rather than
corporate entities.

There is one exception that | should nention to

the RFPA, and that is that -- and it happens to be the
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exception that allows banks to file suspicious activity
reports. And that is that the bank can report the nane
of an individual, the type of an account and the type of
suspected illegal activity w thout running afoul of the
RFPA.

M5. COONEY: Tara, did you have a comrent ?

M5. FLYNN: M understanding is that there is
certain information, such as what you've just outlined,

t hat can be provided wi thout notification to the
individual. In ternms of war stories, we often cone to --
come up with a situation where we are seeking information
that does not -- is not subject to the RFPA

MR. SCHULZ: Right.

M5. FLYNN. And could be provided to us w thout
any problemw th the RFPA, yet banks will not provide it
to us as a matter of their policy. And that is what
often creates a problemfor us when we're just really
trying to identify whether they have a bank account at
t hat bank, and we're tal king about a corporate entity
t hrough which these bad actors are operating.

MR SCHULZ: Right. Well, the RFPA would not
prohibit a bank frominformng you that a particul ar
entity or even an individual has an account. The other
thing is, remenber | said it protects individual custoner

account information. |[If you're not seeking custoner
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account information -- and oftentines you're not. You're
seeking information that may relate to the institution
itself. That's not protected by the R ght to Financi al
Privacy Act.

And, of course, there are al so exceptions for
crimnal investigations. O course, the exception
happens to apply to the Attorney General and not to the
FTC, but that's one exception. And it does not, in fact,
require that a subpoena be served. It can be a voluntary
request. It can be a grand jury subpoena. It can be a
judicial subpoena. The same is true in the course of
litigation. They can't cite the RFPA as a basis for not

conplying with the Federal Rules of Civil Procedure or

Crimnal Procedure. So you do have -- you do have sone
[imtations on the RFPA, but it is -- it is an
i npedi nent .

| think the biggest problemreally is the one
that Carmi na eluded to, and that is that banks do get
sued and they are a little bit gun shy, because even if
they ultimately prevail in those suits, it cost themtine
and noney and sonetines adverse publicity.

M5. COONEY: Ed, | saw you --

MR MERZWNSKI: OCh, | actually just wanted to
ask a question, if | could, of the FTC officials, the two

of you. The consunmer groups have had notice that the
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bank regul ators, particularly the OCC, have nmade it very
difficult, and have been putting out a |ot of protections
agai nst State Attorneys CGeneral or State officials
requesting information of banks.

Does that affect the crimnal area as well, and
do the banks invoke OCC as their primary regulator if the
FTC tries to get information?

M5. FLYNN: | don't think that's been our

experi ence.

MR MERZWNSKI: | guess that's good.

M5. FLYNN: You know, we're a civil |aw
enf orcenment agency and generally -- | would say generally
banks are cooperative. | would pose the question whet her

or not there are sonme banks that nmay make it their policy
to keep that information private, and that is a marketing
tool for themas well.

M5. COONEY: Robb?

MR. EVANS: Yeah, just one side point on this.
For nost of ny adult life, | have been a banker until
got into this business about a dozen years ago. The
banks desperately want to have the bad guys out of the

bank. Don't underestimte the val ue of the back

channels. | have had nore than -- nore than one occasion
where -- | nean, |1've been in a bank president's office
and had themtell ne, | can't give you that information.
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|"mgoing to be out of the roomfor 20 m nutes, and he
turns on his conputer with the screen open to where it
iS.

|"ve had calls fromfederal special agents
sayi ng hey, can you find out for me fromBank X if this
account exists over there, because | don't have the tine
to go through the subpoena process if it's not there. |If
it's there, just give ne -- you know, wink at nme and then
"1l go get a subpoena.

So never underestimate the value of the back
channel if you've got people that have confidence in each
other. That is not going to lead to a lawsuit. That is
not going to |l ead to sonething enbarrassi ng, because
everybody wants to get rid of the bad guys.

M5. COONEY: Thank you. That's very hel pful.
To nmove on to the second issue that Tara brought up,
which is really a risk managenent issue within a bank
when an order has been served on a headquarters of a
financial institution, that there is an assets freeze in
pl ace, how -- and | think Jay did try to answer this in
terns of, you know, who do you contact at a bank to nake
sure that they have appropriate information?

But really Tara's point goes beyond that. It
is how do you make sure that financial institutions have

systenms in place that appropriately communicate to their
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other offices that there are these very valid court
orders that need to be abided by in order to naintain the
status quo on accounts for which we m ght be seeking
consumner redress?

Coul d any of you speak to that, your know edge
of systenms within banks and conmunicating on litigation
risk types of issues?

MR, SCHULZ: | knowit is a lot better now than
it used to be. It used to be, | nean, a real operational
probl em because systens weren't integrated. They
weren't automated. And unless you were dealing with a --
| nmean, if you're dealing with a large nulti office
organi zati on wi th hundreds or even thousands of
accounting units, the task was -- you know, let's say 10
or 15 years ago it was formdable. Today it is mnuch
easi er, because now the large institutions have
consol i dat ed databases. It's not al ways easy,
particularly for the very | argest organizations. But for
alot of them it is a lot easier nowthan it used to be.

MR. IMBERT: But | think in general the |arger
organi zations are the ones that probably have the best
controls in place and have procedures already set up to
handl e those kinds of situations. | would suspect that
it is the smaller organi zati ons where you nmay have nore

pr obl ens.
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But even so, that's supposed to be part of
their risk managenent process and they ought to be -- you
know, | think probably the bank regulators would like to
know if there are problens |ike that, because it affects
us as well as them It affects the bank. It can have a
very negative inpact.

MR. EVANS: The biggest problem | think, today
internms of this is the -- let's say the very top of --
well, not the top tier, but just below that.

Organi zations that have gone through recent nergers.
mean, we've had one situation where we subpoenaed and
subpoenaed the bank for records, until we finally had to
report to the court that we couldn't produce the report
that | had been ordered to produce, because the bank
woul dn't supply us the information.

So the judge sinply ordered -- asked for the
name of the Chairman of the Board of the bank and ordered
himto appear in his courtroomevery Monday norning until
the information cane forward. And it canme forward pretty
qui ckly. But they had a real operational problem
because they had just gone through -- they had a series
of nergers and they really -- until it got to the
Chai rman of the Board, nobody knew what button to push.

M5. COONEY: Carm na?

M5. HUGHES: Well, | was just going to say.
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The other sort of part of this is risk managenent run
anok. | nmean, we've seen situations, both on the
crimnal side and also fromwhere I sit now, where banks
have recei ved subpoenas or banks have received orders,
and the first thing they do is, they close an account or
they do sonething that you m ght well not want to happen
in the course of your investigation. And it can really
-- | know I had one case where | was chasing this
fraudul ent check ring all over the country. And we had
finally gotten to them and the problemwas the bank had
recei ved so many subpoenas, they finally got an SAR and
just closed the account.

So whoever is issuing the order or the
subpoena, it is really inportant, as Jay has already
said, to pick up the tel ephone to nake sure that you have
some sort of local contact to nmake sure that this doesn't
happen, because it can be conpletely inadvertent. And as
| say, you could have soneone saying gosh, you know, we
received this subpoena and we think that this is
suspicious. W're going to close the account. And
that's probably not what you want to happen.

M5. FLYNN. Can | ask a question? But how do

you prevent that? | mean, in ny circunstance | don't
have a crim nal subpoena. | have a civil investigative
demand. 1've sent it to a bank. Well, | want to send it
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to a bank, but the bank has informed nme that they're
going to notify the party. |It's a corporate account.

And al so they say, well, and, you know, if you send this
to us and we see sonething suspicious, we're just going
to close the account. Please don't.

M5. HUGHES: Well, actually, | don't think that
you can prevent the disclosure under the authority that
you have based upon what we've tal ked about here today,
unl ess you can get a judicial gag order. But the advice
that we usually give our banks when they ask that
guestion is that -- and actually the sane advice that we
give to law enforcenent is that if |aw enforcenent wants
to have a bank or any other financial institution keep an
account open, they need to put that in witing to the
bank. And if they do, then I think that nost banks woul d
be cooperati ve.

But | think that it is a difficult position for
a financial institution to be in when there have been so
many recent cases on SAR filings and the hyper criticism
out there of financial institutions. So they are going
to be very vigilant in a way they probably weren't --
per haps weren't before. | shouldn't say probably. But
may not have been before because they are concerned about
their exposure in keeping these accounts open.

M5. FLYNN. | just want to -- I'mgoing to be
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quiet in a second. But | just wanted to point out that
|"mnot entirely sure, and | don't want this to becone a
debate about the Right to Financial Privacy Act, because
|"mcertainly not going to hold nyself out as any expert.

But ny understanding is that a customer neans
any person or authorized representative of a person, and
a person is identified as an individual or a partnership
of five or fewer individuals.

MALE SPEAKER. Oh, no.

M5. HUGHES: |I'Il defer to you on that one.

MALE SPEAKER: | don't have the definition

M5. FLYNN. But you can nove the discussion on.

M5. COONEY: That's separate fromthose issues
and it kind of follows up on what we've been tal king
about. | guess fromthe FTC perspective, would there be
any benefit in our agency working through or with the
financi al regul ators when we approach a bank for which
your agencies are the primary regul ators?

M5. HUGHES: Well, | received a tel ephone cal
this year fromsone folks fromthe FTC -- some agents
fromthe FTC -- and | did ny best to get the bank to
cooperate, because they wanted a dummy account and they
wanted to make certain transactions or to have it out
there. And | thought it was a very worthy goal and a

very worthy cause, and | called the General Counsel and I
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did ny best. But the General Counsel said that in order
for the bank to participate in this, they wanted sort of
a hold harm ess kind of agreenment, which, of course, the
governnent can't give, or at least the folks | spoke to
didn't seemto think that the governnment could give.

So, yeah, | think that it -- | don't think it
hurts to contact the primary regulator, but |I'm not
al ways sure that the primary regulator can do it for you
But we can certainly intercede, and we're wlling to do
t hat .

MR. SCHULZ: There actually was a FBI sting
operation that we were involved in. The way the FBI got
t he banks to cooperate was, they did, in fact, give them
hol d harm ess clauses. They did guarantee that they
woul d not be held liable, and if they were, that the
Department of Justice would defend them nunber one, but
al so woul d intervene in the action.

M5. COONEY: To shift just slightly to another
topic, to what extent are financial institutions able to
voluntarily partner with a non-bank regul atory agency,

i ke the Federal Trade Conm ssion, in providing
i nformati on about suspicious activities directly to us?

M5. HUGHES: Well, they certainly can't share

the fact that they've filed a SAR on anyone wth you.

That can't be shared with anyone but through the database
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and with their primary regulator. 1In fact, the lawis
pretty clear on that. There are circunstances, | would
t hi nk, however, in which they can share. Certainly under
-- | think under G amm Leach-Blil ey banks share with each
ot her information about underlying crimnal activities
t hat occur anong banks. And they m ght be able to share
some of that with you

But there are unfortunate -- to sone extent
unfortunate restrictions as to exactly what they can
share. They cannot file -- they cannot share a SAR with
you, for sure, and they can't share the fact that they've
filed a SARwith you. But there may be circunstances
under which they could share the type of activities that
have been going on, and report to you the types of

activities wth perhaps, you know, a redacted version, so

to speak.

M5. COONEY: So nonspecific to a particul ar
actor. |Is that what you're saying?

M5. HUGHES: Yeah. | think that banks do that
now. | think that banks together, certainly on the |ocal
| evel, have security -- sort of statew de security

nmeeti ngs, where they talk to each other about the types
of trends that they're seeing in their institutions, and
frequently | aw enforcenent plays a role in those

nmeetings. The FBI is typically part of the various state

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

147
security groups.

When | say security, | don't nmean securities as
in selling securities. | mean securities for banks. And
they certainly share that type of information to alert
| aw enforcenent to the fact that they're seeing these
types of trends. So | don't know that they can -- |
don't know that it's because it's | aw enforcenent they
can do that. | think it's they can do it because these
are sort of things that they're seeing out there.

M5. COONEY: And just one foll owup on that,
and then I would like to shift to asset recovery issues.
But as a followup to that, are there any inpedinents to
t he federal banking agencies in conmmunicating directly
with the FTC on specific activities, where we mght also
be investigating consuner fraud that involved -- you
know, the financial institution is used possibly
unwittingly to facilitate a fraud through their
institution? Are there any inpedinents to the financial
regul ators sharing that information with the FTC?

MR SCHULZ: Well, the Fed has one view and we
have another view Qur viewis that we have regul ations
that permt us to disclose information that we have
obtained in the course of an exami nation and that that is
aut hori zed under the RFPA. The feds had a problem at one

time or another, and | think it takes a nuch nore
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conservative vi ew.

M5. COONEY: |If | understand you, the FDIC
woul d deemthat it is within their appropriate
supervi sory responsibilities to conmunicate information
tothe FTCif it is in our area?

MR. SCHULZ: |In an appropriate situation. And
we do that with the Departnent of Justice and the U. S.
Attorney's offices now.

M5. HUGHES: W, on the other hand -- our
regul ations require that if we're going to disclose
confidential supervisory information, we can do so to
anot her regul atory agency or investigatory agency if we
get a request and it is upon the approval of our General
Counsel. Having said that, however, if it includes
custoner information, then it becones a lot trickier and
we nmay have to require under those circunstances a
subpoena as opposed to an access request.

But we do share information with other
regul atory agencies. | think we have a nuch freer
sharing with other bank agencies. But other than the
banki ng agencies, wi th agencies such as the FTC and
ot hers, we have access letters that we provide to each
other, and we're able to provide each other with
confidential supervisory information.

VB. COONEY: | would like to shift the rest of
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our discussion to another area. Wat we've been tal king
about so far is really investigating cases and
particularly gathering information from financi al
institutions. But what's very inportant to us on our
cross-border cases is actually recouping funds -- the
proceeds from fraudul ent activities -- tracing the funds,
often which go offshore, and | ooking at what those
experi ences have been and inpedi nents there.

And, Robb Evans, could | -- could |I ask you to
talk a little bit about sone of the mgjor cases that
you' ve done for the FTC?

MR. EVANS: Sure. Very briefly, | think
certainly the nost interesting case that we've done for
t he Federal Trade Conmmission is a conpany called JK
Publications. This was a case that Doug Wl fe here |ed
the FTC s action on. And | put back on the table a
little chronol ogy of the case that we used in a court
hearing recently because the judge asked for it. But it
illustrates so many facets of international -- of a fraud
and the noney | aundering issues that it has becone a
great case study.

In a nutshell, what happened was we had a
fraudster, who by the way was a professional fraudster.
He had been convicted. Done tine. Well known to be in

the public record. And in short what he did is, he

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

150
nail ed about a mllion consuners with $19.95 charges --
sonmetinmes nultiple charges several tinmes -- to the tune
of roughly 40 million dollars. And he did this by sinply
charging their credit cards. And he got the credit cards
t hrough a variety of devices, including -- he had a
so-cal led |l egitinmate business, which generated sone
credit card information. And the legitimate business was
runni ng pornographic web sites, and he generated sone
cards that way.

But the vast bulk of the credit cards, the
nunbers that he got, he bought them He bought them from
a bank as part of a -- the bank thought or clained it was
a fraud prevention program It was supposed to be a
positive database. And he just sinply put through the
charges. He had banks of people that nmanually entered
the stuff, 19.95 each. He did it over a nunber of
nonths, 40 mllion dollars.

The nmoney flowed froma couple of Merchant bank
accounts into a bank in Nevada, and fromthe bank in
Nevada to a bank in the Cayman Islands, and fromthe bank
in the Cayman |slands back to the United States, off to
Li echtenstein, off to Bernuda, off to Vanuatu to
di fferent bank accounts. And a substantial anmount cane
right back to the United States where it bought rea

estate, invested in stocks and bonds and did all the
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usual stuff.

The reason | thought the chronol ogy was useful,
particularly for those of you that are with state
attorneys or others that will bring the charges, is to
understand the tinme elenents that a receiver operates in.
On one hand, we have to nove extrenely fast. Because the
noney noves fast, we have to nove very fast. It is
sinmply you couldn't do the recovery if you had to go
t hrough the M.AT process or anything renotely approaching
t hat .

We can nove as civil litigants, and we can nove
as fast as we want -- as fast as we can. W don't have
to go through any bureaucracy. W report directly to the
court. W are agents of the court, not agents of the SEC
or the FTC or the Departnent of Justice or whoever
nom nat ed us.

But while we're doing this on one hand, it
takes years. It can take many years to pursue all of
these pieces of litigation. 1In the case of JK, when Doug
and | were standing in a lonely parking ot in Mlibu,
California, it was back on January 6, 1999. |Is that
right? And we had no idea what we were going to find
when we served the orders on these fol ks, because it was
an ex parte thing. And as we went in the front door, al

t he banks of telemarketers were literally diving out
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wi ndows and heading for the hills. And it probably
wasn't because they even -- it was not probably because
it was the fraud they were doing. But it was because
they were wanted on other warrants and they just didn't
want to get caught.

But the point being, though, is that we -- in
these situations, you're going into it where there is no
data, or very limted data. There were no accounting
records on the prem ses, and the asset recovery becane an
exercise in dunpster diving. Literally dunpster diving.
Goi ng through the garbage cans out back | ooking for
scraps of paper with notations that woul d have been
useful. And so with that, we eventually did find some
accounting records, a set of Quicken Books, with a renote
bookkeepi ng service and we were able to do the actual

physi cal tracing.

But by that tinme -- and of course we've got a
freeze order. Unfortunately, the bad guys often -- this
may shock you -- don't respect freeze orders. And so as

fast as we were noving, they were one step ahead of us in
spite of the freeze order, ordering the banks downstream
to nove the noney.

One of the lucky breaks we had in this case is
that one of the places they noved the noney was back to

their lawyers' trust accounts. And, of course, the
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| awyers knew about the freeze order, so this resulted in
at | east one | awer getting disbarred and anot her one
going to jail. And that was another little tragedy, but
we won't go there.

But then it gets down to the long slog. Once
we traced the noney to where it actually is, in sone
cases it's pretty easy. Wen we found it had gone into
real estate, we had to litigate to get the right to
recover that real estate, and that took a little while.
We found noney, for exanple, in Liechtenstein. The
Li echtenstein authorities were pretty cooperative. |
won't say massively cooperative, but they were
cooperative. But it took tinme. And by the time we got
the informati on out of Liechtenstein, the noney was gone.

In the case of the Cayman |slands, we got very
lucky. In that case, we provided the Cayman | sl ands
authorities the information about our tracing, and they
sei zed the bank and shut the bank down. Then we had to
l[itigate in the Cayman Islands, and we also litigated in
Vanuatu for the recovery of those funds.

I nterestingly enough, in these situations our
adversary can often becone governnment. It is not a
guestion -- at this point in time, everybody gets greedy.
In the case of both the Cayman |slands and Vanuatu, the

governnent is sitting there and | ooking at an anmount of
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nmoney that is frozen. They' ve now got the bank -- we've
now got the bank accounts frozen. The question is, who
gets the noney?

My job is to recover the noney for consuner
redress. The governnment of the Cayman |slands and the
governnment of Vanuatu saw this as a chance to sol ve sone
budgetary problens, so they wanted to confiscate the
funds as the proceeds of crinme. And so in both cases, we
ended up in major disputes with both governnents. W
successfully resolved that in the Cayman |slands, and we
have resolved it through litigation -- well, | hope we've
resolved it. W had our |ast piece of litigation on this
in Australia just two weeks ago, and we think we resol ved
that satisfactorily in Vanuatu

End of the day, we should get roughly 20
mllion dollars back for victimrestitution. But it has
been a | ong process and you have to condition peopl e,
particularly the courts, that it just doesn't happen
overni ght .

M5. COONEY: Robb, in review ng your
receivership report, it looked to ne as though in JK
Publ i cations there were 14 banks invol ved and sonme seven
countries. Can you speak a little bit to the
conplications in handling those types of situations?

MR, EVANS: Well, the two Merchant banks in the
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United States, both of themI| filed | awsuits agai nst
basically for negligence in the way they handl e their
accounts. Wn one and | ost one. The one we won, we got
a recovery fromthat bank, and the bank was forced into a
forced sale. The other bank won the lawsuit. | did not
prevail in the other one and so it kind of got off free.

In the Cayman |slands, that bank was shut down,
al though there is a whol e saga of what happened to that
bank. It led alnost to the collapse of the governnment in
the Cayman |slands in January when the crimnal case
agai nst the bankers was thrown out because M-5, which is
the British equivalent of the CIA had their agent in the
bank and there were sonme records destroyed. And so they
threw out the crimnal case against the bankers because
of the disruption of records by the M-5 agent, and that
led to a request for the resignation of the Attorney
CGeneral and just a very nessy situation down there. But
we got our noney. And that's our job, is to get the
noney. W got the noney, and we're going to get nore.
The bankers got off in that case.

The bank in -- the clearing bank in Nevada, |
did not pursue. It was one of the largest U S. banks,
which is certainly no reason for not pursuing them
think froma banker's standpoint, as a retired banker, |

was appalled at the lack of due diligence, but it didn't
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cross the line as it did in the other banks. | think if
t hey had been alert, they should have caught it, but they
didn't.

The ot her banks involved, | guess that's -- the
ot her bank -- well, there were a nunber of peripheral
banks that are just not inportant to it in Peru and ot her
pl aces. Those banks may cone back into the act when it
cones tinme to nake the victimrestitution, because we may
make the restitution through those banks.

M5. COONEY: Doug?

MR. WOLF: |I'mnot going to turn this into a
rehashing of this whole case, but there are a couple nore
factors | think that should be pointed out and that play
right into what sone of the panelists have tal ked about.
When Robb spoke initially of not underestimting the back
channel s, a lot of what he tal ked about in the successes
that the receiver had in that case were exactly due to
that -- the back channels and the relationships that Robb
had devel oped gl obal ly.

Because the way we found out that the | awers
were being paid out of frozen funds, and the way that we
found out that the noney had noved back to the United
States to buy the property -- a nultimllion dollar
property in Malibu -- and the way that we found out that

the |l awyers were hel ping them use code nanes to nove
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nonies in violation of the asset freeze, was that because
t he Cayman governnent had sei zed the bank, they then
appointed Deloit & Touche as the liquidators of the bank.
And Robb and his associ ates knew the |iquidators
personal ly, and in essence were invited in the door as
the stand-in for the conpany.

And | think it bears pointing out that for al
the | aw enforcenent agencies here, the reason why Robb
can -- or any receiver can nove so nuch faster than we
can overseas as |law enforcenent is that rather than going
t hrough the M.ATs, what they say as receiver, assum ng
that the court order gives themthe powers is, | am now
JK Publications, or I amnow the XYZ Corporation that
commtted the fraud. 1'mhere to get ny assets and ny
records, which is a lot different than the federal
governnent saying we're here to get the records.

MR. EVANS: Oh, yeah, it's critical because of

the speed we can operate under. And in one aspect of the

case when we -- when | was literally in a courtroomin
Vanuatu, which is down -- you know, you go to Australia
and turn right a little bit and you're there. It's a

tiny little place. But we filed a |lawsuit against the
bank in Vanuatu to recover the funds, and at the end of
t he day, the bank declined to defend the case. But, |

mean, it was literally in court that day and they
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defaul ted, but the governnent imedi ately seized the
funds as the proceeds of crine.

What we were able to do -- and this was
literally on a cocktail napkin nursing our wounds after
that defeat -- was to draft a letter to the correspondent
bank, the Vanuatu bank, and advise the correspondent bank
t hat we considered those funds held in trust for us for
the victinms in the United States. Well, they did the
right thing and froze the account until they could sort
it out.

But the funds -- and again, we're tal king about
eight mllion dollars here. The bank inmedi ately ordered
the funds to be noved to yet a third country. And had we
not been able to do that, we would have lost it. At a
| ater stage, when that freeze -- we couldn't hold that

freeze while we were doing it. W were able to get the

policeman fromthe Australian -- at the Australian
Enbassy, the regulatory -- or the |law enforcenent |iaison
officer. | don't know what they call themat the enbassy

here i n Washi ngt on.

W were able to find the guy, because we knew
him-- knew himsocially, really, fromneetings |ike
this. W were able to find himat a cocktail party on a
Friday night here in Washington, telling that the freeze

order that we had the noney frozen in Sidney was com ng
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of f on Monday, and help. And so we all got together here
i n Washi ngton and worked the weekend, himwearing the
formal dress from whatever enbassy party he was at, and
on Monday norni ng when the bank opened and there was a
bonafide wire transfer order there, there was also a
freeze order fromthe New South Wales Crine Conm ssi oner.
And so the noney was frozen there, again, |ong enough for
us to keep chasing and litigating it.

So there are a |lot of nuances, but it is great
fun.
M5. COONEY: | have just one other area of

guestions, and then | would like to open it up to

guestions fromthe floor. 1In JK Publications in sone of
the jurisdictions that you were in -- | think Caymans,
maybe Vanuatu and naybe one other -- there were noney

| aunderi ng charges agai nst sone of the people who held
t he accounts.

And | know, Jay Inbert, we had tal ked off |ine
before this conference about situations like that in
terms of international cooperation. [If it would assist
the FTC or other regulatory agencies if noney |aundering
was defined in a conmmon way, it mght assist with
i nternational cooperation on |aw enforcement efforts.
Wul d you like to speak to that?

MR. | MBERT: Sure. The principal international
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body agai nst noney | aundering, the Financial Action Task
Force, has for sonme tinme now, as one of their 40
recommendati ons, advised that throughout the gl obe we
shoul d have a -- the government should have a common
definition of noney |aundering, so it would include not
just drug dealing, but the predicate of fenses would
i ncl ude such things as fraud. And financial
institutions, you know, in the United States and
el sewhere do view the suspicious activity reporting
mechani smas our way in which we can hel p keep the bad
guys out of their institutions and |let |aw enforcenent
know what's goi ng on.

And if we receive a request fromlaw
enforcement not to close an account, we'll honor that,
but it all presupposes that you are dealing with sone
common terns and common understandings. But it would be,
| think, consistent with the Financial Action Task Force
recomendati ons to certainly have a noney | aundering
standard for suspicious activities that would make it
i nclude nore than just drug dealing, but include fraud.

V5. COONEY: Let nme open it up to the floor.
Are there any questions for our panelists? Gene?

GENE: Well, she asked ne what do | think,
guess, as the consuner curnudgeon on the panel? But 1'l

be very brief, because | know we're running out of tine.
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But in regard to the last question -- I"msorry. | got
here a little bit |ate because of the weather and |
m ssed Senator Collins' opening remarks by television, |
guess. But | would comend all of the people in the room
that they take a | ook at the Subconmttee on
| nvesti gations report on noney | aundering that was
conducted primarily by Senator Levin's staff.

And Chairman Collins and Senator Levin held a
series of hearings in the |last Congress, and basically it
was on the role of correspondent banking in noney
| aundering. Although this panel has spoken about banks
bei ng concerned about litigation risks due to violating
the Right to Financial Privacy Act if they cooperate with
| aw enforcenent, in fact, one of the key findings of the
Levin/Collins report was that when it cones to fee based
profit making from correspondent banking, which is
different fromcredit risk exposure, the banks | ooked the
ot her way and hel ped. In many ways, sone of the biggest
banks in the country were involved with offshore, shel
banks that were basically really the fronts for a | ot of
t he noney | aunderers.

There is thousands and t housands of pages on
the Commttee web site that | would urge people to take a
| ook at on that.

MALE SPEAKER: O course, the Patriot Act did
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help alittle bit with that, because no | onger can you
have a correspondent account with a purely shell bank, at
| east an Anmerican bank can't, and there are restrictions
under the Patriot Act on other correspondent accounts.

So sonme of that has been dealt with, or is being dealt
with at this time, which is hel pful.

MR. WH TELAW Bob Wi tel aw, Canadi an Counci
of Better Business Bureaus. As | sat here |istening and
taking notes -- and this is just a 30 second coment --
at the end of January, all Canadi an banks and fi nanci al
institutions nmust report daily cash transactions of
$10, 000 and nore to Fintrac, the new federal government
agency. They will be |ooking for anomalies and passing
t he anonmalies on to the CSIS and the RCMP. And effect as
of the end of March, any cross-border electronic funds
transfer of $10,000 or nore nust be reported to this
federal governnent agency. That is by |law on all banks
and financial institutions.

And | only raise it here as | was trying to
find out where the |egislative command and control is on
banks here. And the question then, is there a weakness
in that area?

M5. HUGHES: Well, actually we have a $10, 000
requi renent for cash transactions as well, and our wire

transfers are $3, 000 or nore.
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M5. COONEY: Could we just say, though -- and
this point was brought up this norning — while that's the
case and there is that reporting, there is a problemwth
suspi cious activity reports in that they can -- or sone
m ght perceive that there is a problem because they can
be filed and yet it is actually very hard for agencies
i ke the Federal Trade Conm ssion to know what's been
filed. You know, to have notice of that and then act on
it in a quick and orderly manner. Steve Bartlett
addressed that issue this norning. And so there are
areas for inprovenent on that.

M5. WOODARD: Hi. MW name is Gaendol yn
Wodard. Wth the evolution of virtual banks and the
evol ution of technol ogy, do you have any protocol or any
rules or regulations in place to deal with push/pul
t echnol ogy when funds are transferred w thout any human
intervention over the Internet and it hops from one pl ace
to the other?

M5. HUGHES: Well, actually if you're talking
about -- are you tal king about ACH or bundling of
transacti ons?

M5. WOODARD:  Yes.

M5. HUGHES: GCkay. M understanding is that
the ACH systens in the United States are exenpt fromthe

travel rule. The travel rule under the Wre Transfer
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Rule is this. | just said that for all transfers -- wre
transfers that are $3,000 or nore, the bank who is the
originating bank has an obligation to maintain the nane
and the address and whatever other information they have,

and verify that information before they affect the wire

transfer.

There is another rule that is actually a
Treasury Departnent rule. It's not a bank regulatory
rule. It's called the Travel Rule. And that requires

that this information travel with the wire to both
internedi ary banks and also to the beneficiary bank.
Aut omati c cl eari nghouse transactions are exenpted from
these rules. And | think that -- | wasn't around.
wasn't in this part of the governnent when those rules
were witten. But nmy understandi ng, having consulted
wi th our paynent systens people, is that one of the
reasons they were exenpted i s because they're generally
smal | dollar amounts that are bundl ed toget her

There is certainly a risk of wongdoing in ACH
transactions, | agree with you. The Travel Rule is there
primarily for anti-noney |aundering purposes, and the
idea is that with these small dollar amounts, the risk
isn't as great.

One of the issues that Jay was tal ki ng about

was the FATF, the Financial Action Task Force. They have
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just put out a wire transfer interpretive note that talks
about what is exenpted and what's not, and why it is and
why it's not, and that was a very significant issue of
di scussi on, because there was a | ot of concern as to
whet her all of the possible crimnality was being sort of
caught up in the ACH system But at this point, they're
exenpt as far as | know.

M5. COONEY: Wth that, we'll close this panel
just due to tinme. But | would like to thank all of the
panelists. Even in what we've heard, that there are sone
i npedi ments to information sharing, it's helpful to have
that on the record so that we can think about it and
assess whet her appropriate changes could be made. And so
we thank you again, all of you. Thank you very nuch

(Appl ause.)

(Wher eupon, there was a brief recess in the
proceedi ngs.)

M5. FEUER. Good afternoon and wel cone to the
| ast panel of the day. | am Stacy Feuer, Legal Advisor
for International Consuner Protection at the FTC. This
| ast panel we're going to continue our focus on the
financial sector. Earlier today we heard a very
i nteresting discussion about enmerging trends in the
financial services sector with respect to fraud, and we

al so heard a | ot about the challenges of pursuing —
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(End of tape.)

M5. FEUER: -- and the chall enges of
investigation. Now we're going to focus on how vari ous
paynent systens providers can work with the FTC and ot her
| aw enf orcenent agencies in a systemc way to stop cross-
border fraud.

" mdelighted to have with nme severa
informative panelists fromlaw enforcement, the private
sector and consumer groups. First, Jon Rusch fromthe
Departnent of Justice, Special Counsel for Fraud
Prevention in the Crimnal Division, and the organizer
and initiator of several nultinational and binational
task forces on mass marketing fraud.

Next to himis Elliot Burg, Assistant Attorney
CGeneral from Vernont, who is also very active with the
Nat i onal Association of Attorneys Ceneral and has been
wor ki ng on paynment systens issues. David Ostertag, Field
| nvesti gati ons Manager for Discover Financial Services,
and after yesterday's reported hacking of the credit card
system a very busy man.

Next to him Mark MacCarthy, Senior Vice
President for Public Policy at Visa, U S A, who also is
a very busy man.

Jane Larimer, the General Counsel of NACHA, the

el ectroni c paynments system which cane up in the |ast
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question. |I'msure Jane will be able to explain where
NACHA fits in and what NACHA does with respect to the ACH
system

And finally, Jean Ann Fox, a consumer advocate
wi th the Consuner Federation of Anerica, who has done a
| ot of work on paynent systens, in particularly credit
card protection.

Unfortunately, at the last mnute Mark Thonpson
from Western Union was unable to join us because of a
famly enmergency. Not the blizzard. But | just want to
recogni ze Western Union, who |'ve spent a ot of tine
wi th on the phone tal ki ng about these issues, since they
are very commtted to stopping cross-border fraud. And I
want to acknow edge that there are several people from
Western Union in the audi ence today.

What | would Iike to do now is ask sonme opening
qguestions about current issues and trends involving the
use of these various paynent systens in the cross-border
fraud arena, and then spend the rest of our tinme noving
on to possible nechanisns for enhanced cooperation. Wat
| thought |I would do is throw out sone questions
specifically to some of our panelists, and | thought in
order to make the end of the day discussion lively, ask
t he various panelists to raise their table tents if they

want to weigh in on a question, and I1'Il nake sure | cal
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on you and include you in the discussion.

So I'mgoing to start with Jon, since he is
right next to ne, and ask, Jon, what you see as the major
chal l enges and trends with respect to paynent systens
fromyour position at DQJ and your know edge of both the
US. -- and not just the Justice Departnment, but other
agencies' |aw enforcenent efforts in this arena.

MR. RUSCH. Thanks, Stacy. | think there are
three main trends that we're focusing on these days that
in one way or another directly inplicate the use of
el ectroni c paynents, nechanisns and nore traditiona
mechani sns | i ke paynent cards. First, | think | would
focus on what we're seeing is a general trend toward
i ncreasing gl obalization of mass marketing fraud.

You may have heard today al ready about sone of
the types of cross-border schenes that U S. and Canadi an
authorities are trying to conbat. 1In sinple terns, you
m ght think of that as sort of a north/south problem or
at least within the sanme tine zones. W're close
geographically. W have a close and | ong and honored
hi story of collaboration anong | aw enf or cenent
authorities in dealing with crinme of all types. So while
tel emarketing, in particular, has been a headache for
North Anerican | aw enforcenent, we've been able to deal

increasingly effectively with that problem
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However, as many of these |arger fraud schenes
turn their attention beyond North Anerica and start
targeting individuals in other continents -- places |ike
the United Kingdom Australia, New Zealand -- or as
people start setting up boiler roonms well outside the
United States -- on the Asia continent or el sewhere in
the Pacific rim-- and calling back to the United States,
t hat rai ses a whol e host of new issues as to whom we dea
with. How effectively we can deal in terns of
est abl i shing the sane kinds of cooperation when you're
cutting across potentially 10 or 12 hours worth of tine
zones and spanning continents or oceans to be able to
deal effectively with that kind of fraud.

A second trend that | think we're al so very
attentive to increasingly is the involvenent of organized
crimnal groups in cross-border fraud. Cearly, some of
the | arger schenes we've seen suggest that nmass marketing
fraud can be the people at the top of the pyramd. The
ones who organi ze and operate the schenes, a trenendously
[ucrative proposition. And that, | think, is one of the
things that has enticed sone well recognized organi zed
crimnal groups into the area of cross-border fraud.

Anybody who is involved in organized crine, who
wants to maximze their profits, wants to make sure that

t hey get noney out of the victinms' hands as quickly as
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possi bl e, when they can mnimze the potential for
char gebacks, and reduce the potential for recordkeeping
that mght help to create audit trails for civil or
crimnal |aw enforcenent.

We al so know there are instances in recent
nmont hs where organi zed crimnal groups are directly
focusing on individuals who work with sone of the
el ectroni c paynents nmechani snms -- agents who work for
epaynents conpanies -- and offer themthe alternatives,
in sone cases, of either bribery or intimdation through
t he use of threatened or actual violence.

Finally, we see what | would regard as a
broader trend toward the use of mass victim zation as a
consci ous focal point for a |large scale fraud schene,
particul arly made possible through the use of digital
technol ogy. When | speak of mass victimzation, it may
sound odd to say I'mnot tal king about only a few
t housand people. W know specific cases that we have
i ndi cted and prosecuted where, for exanple, by using ACH
debiting as a nechanismfor getting noney fromvictins,
fraud schenes have been able to get tens of thousands of
peopl e to make their bank accounts avail abl e.

In at | east one case that | think both the FTC
and the Justice Departnent had invol venent in at

different tinmes, a single individual who got access to
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| arge volunmes of credit card nunbers was able by using a
billing aggregator to hit the bank accounts -- or, sorry
-- credit card accounts of sonme 800,000 credit card
hol ders and at | east for sone period of tinme to gross on
the order of 37 mllion dollars.

It is this kind of |everaging of technol ogy and
t he use of epaynents nechanisns that | think nmakes
possible this growing trend. Now, | don't know that
there is any one type of epaynents nmechani smthat major
fraud schenes are trying to single out. Different people
may use different nechanisnms for the different types of
schemes they have. But | think it is fair to say that
with all of these major trends going on, there is
increasing pressure -- if | can put it that way -- on the
credit card sector, on ACH debiting nechanisns, on
epaynents systens |ike Western Union and simlar
conpanies, that they will becone the vehicles for |arge
scale fraud, especially on a binational or sonetines
mul ti nati onal basis.

M5. FEUER. Thanks, Jon. 1'mgoing to stay
with this focus first on trends, and ask Elliot Burg if
you agree with what Jon is saying in ternms of whether
fromyour perspective in the states you are seeing the
sanme kinds of pressures and the same kinds of trends with

respect to paynent systens?
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MR. BURG Certainly what we've seen in the
| ast couple of years has been a shift, particularly to
aut omat ed cl eari nghouse debits, these electronic
transfers out of consuners' accounts, and wre transfers
of noney. Western Union or Travel ers Express' Mpney G am
program are the conpanies that come to mnd. And the
information that we have is in part anecdotal. W're
seeing conplaints both fromour state and other states
where consuners have in one way or another either been
talked into going to an independent agent of Western
Uni on or Money Gram and transferred noney that arrives
al nost i nstantaneously in Canada, for exanple, or another
country. It can be picked up al nbost anywhere in the
world, in fact, by al nost anybody that has the right
information obtained fromthe tel emarketing call.

O situations where consuners have been |ured
in sonme way into sharing bank account information,
routi ng and account nunbers, and the next thing they
know, they have noney transferred out of their account.
And one of the issues related to that that | hope we'll
have a chance to either talk about on this panel, or I'm
hoping this will be an ongoi ng conversation that w |
come out of the workshop and people will continue neeting
and working together into the future, is ways of alerting

consuners to the need to protect thenselves in effective
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ways.

' mnot convinced that the consunmer education
efforts that have been undertaken by state offices of
Attorney Ceneral and federal agencies and private groups
have been effective in penetrating dowmn to the | ocal
level. So when you go to a |local senior center, or have
an open neeting in a local comunity in northern New
Engl and, | think nost people don't know that noney can be
electronically debited fromtheir bank account. They
don't know that they should be |ooking at their credit
card statenents every nonth and checking to see if there
are unaut hori zed char ges.

So the kind of massive fraud trends that Jon
has been referring to, |I think, are reflected not so nuch
in the conplaint |evels, although those are high, but in
the fact that behind each conplaint, there may be 10 or
20 or 100 other victinms that don't know they're victins
and are not aware of the fact that they've had two or
four hundred dollars or a thousand dollars taken out of
an account or a credit card account.

So in general, | would say, yes, that's what
we' re seeing.

M5. FEUER Thanks. And let nme turn now and
get the perspective of our representatives fromthe

private sector. | want to ask Mark MacCarthy first,
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since I know -- | don't know if I'mputting you on the
spot here, Mark. But | would like to ask what Visa is
seeing in ternms of trends for cross-border fraud,
particularly cross-border frauds that harm consuners?

And | know that Visa has done sone work on debit card
fraud, is ny understanding, and |I'm just wondering if you
can touch on that in your response.

MR. MACCARTHY: | may take a pass on the debit
card one, but on the cross-border fraud our fraud |evels,
as you know, are pretty low Over the last 15 to 20
years they've dropped pretty dramatically. In the early,
oh, 1980's or so, fraud was about 20 cents for every $100
worth of our transactions. It dropped to about 15 cents
inthe early '90's. Nowit's down to around seven cents
for each $100 worth of our transactions.

That's fraud in general. W're seeing that
trend continue to drop. It goes up or down, you know,
every quarter or so. But the trend is generally down.

At the end of the last quarter, it was down just bel ow
seven cents per $100. W're finding that anong the areas
of fraud which have not declined the way fraud generally
has is cross-border fraud. And so we perceive that to be
an area which deserves greater attention, and for that

reason, we're pleased that this kind of programis up and
goi ng.
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In terms of where the fraud is comng fromfor
U. S. banks and U. S. cardhol ders, for those who are
victinms of fraud, 80 percent of the problem cones from
within the United States. The remaining 20 percent cones
fromoutside of the United States. The top fraud regions
for those 20 percent, the European Union is the top one,
Latin Anerica is the second, Asia Pacific is the third
and Canada is the fourth. The Central European and
M ddl e Eastern area is the |ast.

We have fraud offices throughout the whole
world to sort of handle these kind of difficulties and a
bunch of progranms. W try to keep track of the level of
fraud and the nunmber of high risk nmerchants through a
speci al high risk nmerchant nonitoring program And we
have a gl obal nerchant chargeback nechani sm whereby if
there is a problemw th a nerchant and a custoner has not
made a particular transaction, but the merchant has tried
to put it through the system there is a nechanismfor
charging that back to make sure that the custonmer is not
responsible for it.

Qur zero liability program-- by the way, on
t he debit question, our zero liability programis
designed to protect cardholders from bearing the
l[tability in the case of unauthorized use. It applies to

debit cards as well as to credit cards. Legal rules and
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regul ati ons about the two different cards differ, but as
a practical matter, both credit and debit have the sane
| evel of practical protection within the Visa system

Let nme stop there and get back to other
guestions |ater.

M5. FEUER. Geat. Geat. Dave, maybe you
could weigh in on what you're seeing at Discover. | know
you and | had talked a little bit anecdotal ly about what
i s keeping you busy these days. So |I'mwondering if you
can fill us in on the cross-border trends that you're
seeing at Di scover Financial Services.

MR. OSTERTAG  Sone of the cross-border trends
that we see involve organized crinme groups, again. |It's
our biggest problem the international organized crine
groups, using the Internet and using electronic neans to
acconplish a fraud. And we've seen within the industry a
trend within the past two or three years where credit
card accounts are used via balance transfers into
checki ng accounts that have debit cards attached to those
checki ng accounts. So the funds are transferred fromthe
credit card conpany into the checking account, and then
the debit card is the instrunment used to obtain the
f unds.

More and nore we're seeing that type of fraud

happen. In a lot of instances, the debit cards are then
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used to go into the United States and to the Post Ofice
to buy postal noney orders. Just putting another |evel
of noney | aundering between when they get the noney from
the credit card conpany and they get the cash in their
hands.

M5. FEUER. And, Dave, if | understood you
correctly fromconversations we've had, a lot of tinmes in
this process the consuner -- an unwitting consuner's bank
account or bank card information is being used and
t hereby subjecting themto the whole identity theft
i ssue.

MR. OSTERTAG  That's correct, on the end of
the credit card conpany. A lot of times the accounts are
account takeovers, where the organized crinme group wll
find an account nunmber, and wi |l access that account
nunber to do the bal ance transfer into the checking
account. Mny tinmes the checking accounts that the noney
is deposited into, or transferred into, is an innocent
victimthat has no idea that this noney is being
transferred into their account and then being transferred
out into cash or noney orders. So you have nultiple
vi ctinms throughout the path.

M5. FEUER  Thanks. And let me turn nowto
Jane Larimer, since | know we've al so been having

di scussi ons about the rise of fraud in the ACH systens.
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"' mwondering if you can nmaybe explain to people a little
bit about how the ACH system works, since that is, |
think, least famliar to nost of us, and explain what
trends you have been seeing in the |last year or so.

M5. LARI MER. Ckay. The automated
cl earinghouse is a bit different fromthe card systens or
the wire systens. It is a batch paynment system It is
what we think of traditionally as your direct deposit, so
it's a happy thing, or direct paynent. So you pay your
nort gage, you pay, not so happy sonetines, your gym bil
or things like that on a nonthly basis.

Wat we're seeing -- | guess pointing out
anot her difference between the ACH as a paynent systemis
we at NACHA -- which is the National Automated
Cl eari nghouse Association. W wite the rules that
govern the ACH, and every financial institution
participant in the ACH whether they originate paynents
into the systemor receive paynents -- i.e., the direct
deposits -- all agree through nultilateral contracts to
abi de by the rules.

The difference, though, for us is that we don't
run the actual switch, okay? W don't run what you woul d
think of as the paynent system the mechanics that run
t he paynents through the paynent systens, as opposed to

nost of the card systens, where they not only wite the
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rul es, but they also nonitor and run the transactions
thenmselves. And | think for us that presents a few nore
chal l enges to the paynent system There are two ACH
operators, the largest being the Federal Reserve. They
are the public sector operator. And then there is a
private sector operator, called EPN, through the
cl eari nghouse up in New YorKk.

So that presents sone challenges to us from
both a rul es enforcenent perspective and a fraud control
per spective, because what we see happeni ng through the
ACH and through the trends and through the rules, we then
have to speak with folks at the operator level to try to
put changes and controls into place and to nonitor for
fraudul ent transactions. So | think it adds a little bit
nore of a challenge for us.

What we' ve been seeing -- the trend we' ve been
seeing through the ACHis two years ago our rules were
anmended follow ng a report that cane out from Vice
Chairman Rivlin tal king about access to the paynent
systens, and said that the ACH needed to have an easier
access. That it was very difficult to gain access to the
paynment system for spontaneous paynents, because, you
know, it was the old direct deposit, direct paynent
network. So we were |ooking at nore kind of spontaneous

or single entry transactions at that tine.
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And two years ago -- two and a half, actually
99, we started a pilot |ooking at tel ephone initiated or
orally authorized ACH paynents, where you would read your
routing and transit nunber into the phone giving sonebody
an authorization orally to debit their account. That
pil ot went on for about 18 nonths. W nonitored the
returns. So if a consuner went into their financial
institution and said that something was unaut hori zed, we
nonitored the rate of the returns comng back. And if
they were too high, we were going to obviously not nove
froma pilot into a full inplementation

Well, it was supposed to be a six nonth pilot.
And we watched it and the returns were very |low, and we
still didn't feel -- you know, we wanted to see. So we
actually ended up having the pilot run on for 18 nonths
and had absolutely no problenms with it whatsoever. It
went into full inplementation, which neant a change to
our rules, in Septenber of 2001.

And since then what we've found is although the
main users -- 90 -- you know, 99 percent of the
transactions are generally card issuers. |If you' ve ever
call ed Anerican Express to nake a -- or Visa or sonebody
else. |I'msure all of other card issuers. To nake a
paynent over the phone -- nmeke a phone paynent -- or

t hrough GEI CO or sonebody. You need to nmake your
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nort gage paynent. You need to nake a paynent really
quickly. It is generally the ACH and obviously the
fraud rates with those are extrenely | ow.

But within probably the last 11 nonths, we
started seeing that the tel emarketer had found out about
this application with an oral authorization, and they
started using it. And sonme of our financial institutions
-- generally speaking, they are the | ess sophisticated
financial institutions -- are not or were not at the tine
screeni ng the transactions com ng through and were
allowwng -- | don't knowif | can say fraudulent. But
t hey had hi gh unaut horized return rates com ng back, so |
woul d say indicative of fraudulent transactions.

So we have been working over the past year with
the FTC and the FBlI and everybody else to try to find out
-- find the very small handful of financial institutions
that were processing these and try to talk to them and
talk to their regulators in shutting those -- the
processors or the originators down and getting them off
the system So that's what we've been wrestling wth.

M5. FEUER. And, Jane, can you explain the role
of how people outside the United States are gaining an
entry point into the ACH systen?

M5. LARI MER. \What we've been seeing from

Canada, especially, is not what we would call an ACH or
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cross-border transaction, so the paynent isn't com ng
t hrough the paynent systens across the border. What's
happeni ng i s Canadi an conpanies are tel emarketing across
into the United States and then bringing up those batches
of paynments and putting theminto the United States
paynent systenms. So, you know, if they have a bank in
M chigan, they're just going right through and
depositing, or going in and running their electronic
files through the financial institution. So that's how
they' re gaining access. It's just through the financial
institutions in the U S,

M5. FEUER: Thanks. And, Jean Ann, fromthe
consuner perspective, are the conplaints you' re hearing
and the issues that you are working on -- do they refl ect
some of what we've heard raised by the | aw enforcenent
and business fol ks here at the table?

M5. FOX: Yes. CFA doesn't handl e individua
conplaints, but we do talk to a ot of fol ks about
financial issues and consuner protections in the paynent
arena. And the things we hear about are whether or not
the protections are keeping pace with the changes in the
paynment mechani sns. We've had a convergence of plastic.
We have not had a convergence of consuner protections to
go with them So you can use a card through both the

credit card and the debit card system but your

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

183
protections are different depending on what kind of card
it really is.

So we hear fromfol ks that, for exanple, they
woul dn"t think of using a debit card on-line, because
they know that if sonmeone steals their account
i nformation, their checking account will be w ped out and
then they have to argue with the bank about getting their
own noney back, whereas if soneone steals your credit
card, you don't pay the bill while you argue about the
fact that it is an unauthorized transaction. So
consuners are very aware of the fact that their
protections vary w dely dependi ng on what kind of paynent
mechanismthere is. W have absolutely no federal |aws
on store val ue cards, for exanple.

We al so hear that consuners are a bit confused
about the new fornms of electronic paynment. The
el ectronic truncation of checks at the point of sale.

You know, how do you prove whether or not you signed it?
You don't get a return check back after it has gone

t hrough the paynent system You get it there on the
spot .

So we think that there is a problemthat cones
about when protections don't keep up with devel opnents in
t he paynent technol ogy, and when new things are

i ntroduced and consuners don't understand what their
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rights or protections are with them and when these
paynment nethods are used to defraud consuners and they
aren't sure how to go about getting thensel ves nade
whol e.

| will point out that consumer groups on both
sides of the Atlantic are concerned about paynment card
protections. W're part of the Transatlantic Consuner
D al ogue, as are 64 other European and United States
consuner organi zations, and we do have resol utions and
reports on credit card and debit card and other forns of
paynent card protections that are avail able at our web
site, pacd.org. That's ny commercial for the day.

M5. FEUER: Thanks. | think what | would |ike
to do nowis turn fromreporting on the trends and
talking a little bit about what can be done by | aw
enforcenment and paynent systens operators working
together to detect, stop and deter cross-border fraud.
And | thought | would just throw this out and see who
raises their table tent first. | think Elliot.

MR BURG | would like to share a few ideas
about nmoving to a system of cooperation and partnership
whi ch is maybe nore systematic and proactive than it has
been in the past, which is not to say that there hasn't
been cooperation on a case by case basis or on an as

requested or as denmanded basi s.
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But one of the problens is despite the numerous
successes that | aw enforcenent agencies have had -- Robb
Evans' story of pursuing assets through seven countries,
for exanple -- it is just an enornous ocean out there of
telemarketing fraud. It sometinmes feels like we're
actors in a re-creation of the sorcerers or apprentices
wi th waves of organized crime affiliated fraudul ent
tel emarketers calling nunerous people -- nassive nunbers
of people -- in the United States and el sewhere, and we
end up running after this conpany or that conpany, but
t he phenonenon conti nues.

And it seens to ne that there is a need for, as
| was saying, systematic and proactive approaches. And I
woul d suggest that that could be in three different
areas. And there is no -- | nean, these are famliar
categories to everybody, but I think we need to push the
envel ope, is what |I'mgetting at.

The first is in the area of consuner education.
And as | nentioned before, with respect to paynent
systens that allow people to get a chargeback or a
re-credit -- nanely, the credit card systemand the
banki ng system -- people need to be educated as to what
t hey should be doing. | don't think npost consunmers know
that. And we need to figure out effective ways of doing

it. | don't think that posters work. PSAs on | ocal
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access TV have sone effectiveness.

But if we were to take a small fraction of al
of the noney that is |ost by everybody who is a
tel emarketing victimand plowit into a few well
produced, prime tinme TV commercials with, | don't know,
Tom Crui se and Meryl Streep or sonebody |like that, people
woul d remenber it. Maybe not for a real long tine, but
| ong enough to nmake a dent, and it would perneate the
consci ousness of a culture that is bonbarded wi th other
nmessages.

That works for credit cards and bank debits.
It doesn't work for noney transfers. The system of
consuner education for wire transfers, for exanple,
t hrough Western Union, has to be different, because when
t he consunmer goes in with a cashier's check or cash to
t he i ndependent agent, the noney is gone and you can't
call it back. But there are ways, we believe, of
changing the systeminternally so that there are sone
education oriented protections.

For exanple, the consuner cones in to the
i ndependent agent. Says | would like to send $500 to
Montreal. On the screen of the independent agent -- a
screen that is tied into the wire transmtting conpany's
mai nfrane -- is a pop up that says Montreal, give the

consunmer a placard. And there is a coded placard that
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has in plain English, are you sending this noney because
sonmebody you didn't know called you on the phone? If so,
don't do it unless you have a good reason. And you've
got to figuratively grab people by the shoul ders, but you
| ook for a way of doing it. And I think that kind of
approach mght work in the wire transm ssion area.

The second area is better substantive
protections for consuners. The credit card chargeback
systemis a nodel in this area, frankly, although it
woul d be hel pful to have at least informally -- and maybe
this occurs already -- some commtnent to relaxing the
obl i gations on consunmers in cases where there is a clear
pattern of fraud involving a particul ar business. So
regardl ess of the fact that the consumer didn't file a
so-cal l ed claimor defense before he or she actually paid
the bill, because then you' re out of |luck. Regardless of
the fact that the consuner waited nore than 60 days,
because he or she didn't |look at the credit card
statenment, but maybe tal ked to sonebody who told the
consuner about this scamthat was going on and then cones
back into the system | ater.

| f the system knows that this particul ar
mer chant has been scamm ng people across the world, then
it seens to nme that the obligations inposed on consuners

shoul d be relaxed in a way. The onus should be put
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further back in the streamwhere it belongs. Not on the
card issuing bank, but on the nmerchant. O if the
merchant is not around, on the nerchant's bank which
shoul d have investigated the conpany that it was doi ng
busi ness with.

Bank debits in terns of substantive
protections, we've got the standards that NACHA has ri ght
now i n place, but those don't have the force of law. And
it is difficult without a strong | aw enforcenent
conponent to really put teeth in them Those standards
are very rigorous right now There are a |limted nunber
of categories where an autonmated debit can be taken out
of your bank account based on oral authorization over the
phone to a telemarketer. If it's an inbound call from
the consunmer to the tel emarketer, they can do it. |If
it's acall to a telemarketer that you' ve done business
wi th before, or you have a witten agreenent to allow a
debit, that's okay. Oherwise, it is not allowed,
according to the private rules of the game, within the
aut omat ed cl eari nghouse system

But there needs to be sone way of formalizing
t hose rules so that consumers have renedi es under them on
a class wide basis. Not just the consuners that cone in
with an affidavit within 15 days saying | got scamed,

but consuners across the board, because nost people don't
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conpl ai n.

The third area is information sharing. And
t here was sone di scussion about that in the second panel
that al nost didn't happen this norning, but there was
sonme potential there for exploring systematic sharing of
information. For exanple, if you have a high rate of
return for lack of authorization in the case of automated
cl eari nghouse debits -- so you have a bunch of people

comng in and filing affidavits saying | never agreed to

have this noney taken out of ny account -- and it is the
sanme originator -- the same telemarketer -- in a certain
nunber of cases -- you have a percentage threshold -- it
should be -- there should be a systemfor naking that

information automatically available to | aw enforcenent.
The sane way with credit card chargebacks. |If
a nmerchant exceeds a certain rate, the information should
be avail able on a secure web site. You figure out ways
of dealing with consuner privacy. Those issues were
tal ked about in the |last panel, to sone extent. But you
don't |leave the systemto sort of the needle in a
hayst ack approach where | aw enforcenent, at |east at the
state |l evel, ends up responding to a group of conplaints
that canme in against this conpany over here, and a group
of conplaints that came in against this conmpany over

here.
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You have a systematic approach so that |aw
enf orcenment agencies can take a step back and say, where
shoul d we put our resources? Were are the |argest
nunber of people being taken? Were is the highest
chargeback | evel, the highest return rate? Again, noney
transm ssion systens present a different problem But
it's possible, it seens to ne, for information to be
aggregated within conpanies |ike Wstern Union and
Travel ers Express, so that if you have nultiple
conpl ai nts agai nst the sane payee, then that information
goes into a data bank that is available to | aw
enforcenment so we can see the trends.

And all of this will allow a quicker novenent,
qui cker marshaling of |aw enforcenent resources. Right
now, by the time we figure out which conplaints we're
going to act on at the local level, and then direct a
subpoena to a financial institution or a nerchant or a
credit card issuer, the noney may be |l ong gone. So we're
| ooking for a system and we're | ooking for proaction.

Thanks.

M5. FEUER. Geat. | think Elliot has thrown
out sone interesting kernels, and | wanted to turn to our
private sector participants and get their thoughts on
what Elliot has throwm out. And | see that Mark has

already put up his table tent, so if you could coment,
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pl ease.

MR. MACCARTHY: Yes. In no particular order,
several responses. First of all, thank you for the kind
wor ds about the credit card chargeback nechanism It is
sonmething we're proud of, and we think it is the kind of
system that can function effectively as a consuner
protecti on mechani sm

| do think your suggestion, that if there is a
known fraudul ent nmerchant who has been victim zing people
for a substantial period of tine and he's sort of
general ly known, the normal obligations on consuners to
report matters and so on and so forth in order to get
their refund, | think, mght be sonething that is worth
pursuing a little bit nore strongly.

The one thing I would draw to the attention of
consuners at this point, though, is that if there is that
kind of problem where you find out after the fact -- you
know, you've paid the bill and the 60 day tinme limt is
gone. But you now find out that the person that you were
dealing with is one of these recogni zed fraudul ent
actors. You should contact your issuing bank and expl ain
what's going on, as you were suggesting, in many cases
informally. The official rules and requirenents for
goi ng through a series of hurdles mght be waived in

t hose particul ar cases.
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If there was a problem if you didn't actually
make the transaction, you should, at this point, still
contact your issuing bank rather than throw ng up your
hands and saying | didn't live up to the responsibility,
so there is nothing to be done.

On the information sharing point, |I think there
is some nerit to the idea of fuller information sharing.
As nost of you in the audience know, and certainly Stacy
and Hugh know, Visa, MasterCard and the other issuing
banks in this area work closely with the FTC and with
ot her |l aw enforcenent agencies. The question that you
have to look at in ternms of further information sharing
is the extent to which an automatic -- the way of
forwarding information to | aw enforcenent people is
really the best way to go.

I n our circunstance, obviously, you know, there
are lots of reasons for a nerchant to experience a short
termor tenporary chargeback problem One of the
consequences of, you know, sort of making a back office
m st ake over a couple of nonths is that your nane appears
in |law enforcenent records all over the country. That
can be a problemthat you wouldn't want to deal with as a
| aw enf orcenent agency, because it wouldn't be the kind
of information that would ultimtely be useful to focus

your attention on the real bad guys.
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So there may be a way of noving forward on
this, but we've got to be careful about how we structure
it. And the idea that there be sort of automatic
triggers which nove information out of private sector
data files into public sector data files is sonething
that I think we have to examne with great care.

On consuner education, | think that that is an
area that is worth pursuing, and in sone areas | think
the advice that people get, | think, could be anplified.
For exanpl e, one of the recommendati ons for consuners
that Visa puts on its on-line web site is if you did not
initiate the tel ephone transaction, or if you did not
initiate the Internet transaction, don't give out your
credit card nunber or your debit card nunber. A simlar
sort of recomendation | just heard fromyou guys, |
think in other -- in some FTC publications, but not al
of them to give simlar advice. | think those kinds of
recommendati ons can be put out a little bit further.

| think in the area of debit cards, just to go
back to that, and then this is ny last coment. Jean
Ann, you know, is concerned about the use of debit cards
because of the possibility that if there is a problem
then the fraudster gets hold of your debit card and
enpties your account and you're stuck there, you know,

with an enpty bank account. The fraudster has all your
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noney, and you've got to go through all these hassles
wi th the bank

| think that idea, you know, reflects the
reality of the legal circunstances that we're in right
now. It does not reflect the reality of people's
busi ness practice or private sector obligations. The
Visa systemrequires that if there is a dispute about a
transaction involving a debit card, they require that
within a fewdays -- | think it's five days -- the noney
go back into the account of the person who has
conpl ai ned. And nost of our issuers, in fact, get the
nmoney back in there within 24 hours. And at that point,
you have a di scussion about who is at fault, but you're
not in a situation where you have | ost your entire bank
account and then you have the discussion.

So let me stop there. There will be nore

opportunity, | think, for discussions like this.
M5. FEUER: Thanks, Mark. | want to turn to
Dave and Jane and pick up on -- well, one, ask themif

t hey have anything to say to respond to Elliot's ideas.
But also, to just throw out a few nore, while we're

tal king about this, in ternms of systematic information
sharing and in ternms of consuner education, because |
know sone of this has conme up in ny conversations.

| know, Dave, first, that we were tal king about
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the credit card fraud alerts and conference calls that
the industry has that includes sone other types of
crimnal |aw enforcenent agents now -- agencies now. Is
that sonmething that -- you know, is that an idea that
could be expanded to include the FTC, and are there any
ot her either ideas that you would have for systematic
information sharing, or any issues, as Mark has raised,
that would Iimt you from doing so?

MR. OSTERTAG | think regionally and
nationally there are -- nunber one, the International
Associ ation of Financial Crines |Investigators has
nmeeti ngs and has an Internet based secure web site where
fraud alerts are transmtted to nmenbers on specific
frauds -- who is doing the fraud, the addresses and how
they are occurring. Wthin the Visa system and al so
MasterCard, there is a fraud alert systemthat goes out
to, | believe, the 22,000 nenber banks on particul ar
scans. The fraud alerts do go to all the banks.

Ameri can Express and Discover Card are also included in
these fraud alerts. | think that sone | ocal nenbers of
the FTC are involved in these fraud alerts.

And that's one systemthat could be used to
transfer the information. One problemthat could arise
fromthat is that a ot of tines there is information

regardi ng specific individuals in these fraud alerts, and
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if it were used in the wong way, there could be sone
privacy issues involved in those.

Anot her area that we're really lacking in in
the United States and internationally is the creation of
a national database on who these people are. There has
been attenpts over the years to establish a national
dat abase. Sonme of the federal agencies -- the Secret
Service, the FBI and the Postal Inspection Service --
have their own databases, either regionally or
national ly, but the other agencies and the industry
really don't have access to it.

| think there is a great need in this area for
a national database that could be accessed by all the
federal agencies and the industry on different |evels of
access, dependi ng on what you need and dependi ng on what
the regulations are. W always seemto have a probl em
when we have neetings tal king about this, about everybody
sharing information. Unfortunately, everybody wants to
be in the I ead and no one wants to follow

So | think that there really should be a
gathering of the different federal agencies and private
i ndustry | ooking at establishing this national database
and possibly even expanding it into an international
dat abase. The fraudsters, the organized crinme groups,

use boundaries against us. They use boundaries within
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the United States, both state and | ocal boundari es,
know ng that there is jurisdictional issues, know ng that
there is regional investigative issues. And nore
recently, they've gone into transnational fraud using
i nternational boundaries. So we not only have the
probl em of the |lack of communicati on and exchange of
information within the United States, now we have it
gl obal | y.

So | think we need to |look at that, that that
is a weakness in our systemthat they are exploiting and
we need to address that.

M5. FEUER. Thanks. And, Jane, just again,
pi cking up on sone of Elliot's comments and sone of the
things I know we've discussed. Elliot was tal king about
the problemw th the fact that the NACHA rul es are not
incorporated into state laws. He has al so tal ked about
the fact that consuner education may not be getting to
the right places. And | know that you have sone
t houghts, and | was hoping you could share them

M5. LARIMER  Yeah, definitely. One thing |
would i ke to say is with the database. | agree 100
percent. One of the things that we noticed froman ACH
perspective is we would see that there is a problem or
we woul d hear there is a problem A financi al

institution would call us and say, we're seeing a |l ot of
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suspi cious activity fromthis bank. W give that bank or
financial institution a call. They would look into it.
They woul d shut sonmebody down. They would go to anot her
processor, and then another financial institution, and
t hey' re hopscotching. And we would hear fromdifferent
pl aces where they were going, and they woul d just keep
hitting financial institutions until they found sonebody
who woul d give them access into the paynent system --
into our paynent system

And | think that is one of the biggest things
that we're westling with. [If we have this information,
how do we get it out? How do we let folks know? And
obviously, it is a liability issue, as well, because we
don't want to be defam ng sonmebody. So we're trying to
westle with that, and we've been | ooking into the
di fferent databases and how we can get nanes in or how --
you know, can the industry -- the financial institutions
-- access it? Could they find out who fraudul ent
originators or fraudul ent nmerchants are? So | think that
there is definitely a need there.

One of the interesting things with the paynent
systens, at |east donestically, is that nost, if not all,
are private sector. They are not given the force of |aw
They are done through nultilateral contracts. The card

systenms -- | nean, it's all private law and they don't --
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you know, it's contract based law. So |I don't -- the ACH
is not different than the other paynments systens.

They' re done by agreenent. The check cl earinghouses al
have agreenments. The debit cards. The credit card
networks. It is all through their financial
institutions. They all agreed to abide by the rul es of
that. So that is one of the things that doesn't make the
ACH uni que from any other of the paynent systens.

But sonmething that is interesting, |I think, and
a trend that we've seen, again donmestically, is that at
| east in Mnnesota, the Attorney General for the State of
M nnesota went active against a financial institution.
And one of the counts that they brought up was saying
| ook, you agreed to follow the NACHA rules. They are
i ndustry standards. And by not follow ng them by
breaki ng them you actually engaged in unfair and
deceptive trade practice.

And fromwhat | understand, States Attorneys

CGeneral are acting nore in a watchdog capacity.

Anecdotally, | haven't found a case yet that this has
happened in California -- | guess not surprisingly -- as
well. So | think that this is happening, saying |look, if

there are industry standards that you said are rules that
you agreed to abide by and you're not doing it, you could

have sone other problens. So I think that maybe fol ks
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are getting around that, |aw enforcenent or the states,
whi ch gi ves ne hope.

M5. FEUER. And | see Jean Ann

M5. FOX: Also, there are the contractua
arrangenments in industry, trade group agreenents or what
have you. W believe that there needs to be a
fundanmental body of consunmer protection |law that codifies
protections so that consuners have recourse. So that you
have a private right of action, so that it's not just a
matter of |ooking at an industry group and sayi ng, please
protect nme out of the goodness of your heart.

And if you look at the different kinds of
paynment mnechani sns, the protections seemto be in direct
proportion to how affluent the custoners tend to be. The
protections for the paynment mechani smused by | ow i ncone
consuners are likely to be the weakest involved. You
know, check cashing rules, noney orders and wire transfer
protections are at the end of the scale. W think it
woul d be hel pful to have a maj or upgradi ng of consumner
protections that applies to paynent cards and all the
paynment nechani sns so that consuners are confident in
using them and they're less likely to be m sused for
f raudul ent purposes.

M5. FEUER: Thanks. Jane?

M5. LARIMER. Just to say that consumner
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protection |aws apply to the card networks and to ACH.
The wire transfer, which is the biggest dollar anount --
| nmean, there are rules for tracking that, but there is
no consumner protection, because consuners -- | nean, by
and | arge through UCC-4A they' ve waited out the
responsibilities and the bal ances. And where | would
say, it's through the card systens and through the ACH
that are actually the strongest consuner protections.

The check -- on the check side, you have the
Uni f orm Commer ci al Code and you have your check
cl earinghouse rules, and you can vary nost of that by
agreenent -- through your depositor's agreenent -- and
that is through the goodness of nmaybe the financi al
institution's heart.

But the ACH on the consuner side, we have done
nore than -- regulation E is the consunmer protection reg.
On the credit card side, you have Reg Z and Reg E,
guess, for your debit card. And we've taken Regulation E
and said okay, this tal ks about your responsibilities to
t he consuner, but through the paynent systemis (a) how
you make the consunmer whole and (b) how you make --

t hrough Regul ation E, how you nake the financi al
institution that just passed through a paynent that has
no responsibility for that paynent, how you nake them

whol e as wel |.
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So | think the Reg E and Reg Z responses -- |
think it's a little bit confusing. They are different
and there are different responsibilities there. But |
think, at least on the electronic side, that there are
some -- | nean, on this side, the small val ue paynents,
which are really the consuner paynents, by and | arge,
that there are protections.

M5. FEUER. Thanks. | want to bring this back
now to | eave off where Elliot brought us in ternms of
i deas for what can be done on a system c basis, and ask
Jon Rusch, our other |aw enforcenent representative,
whet her you have any ideas in terns of the work that
you' ve done with the various paynment systens' operators.

MR. RUSCH: | guess ny first thought in this
regard is that there are sone things that Elliot had
thrown out as initial propositions that | think we
probably are underestimati ng how nuch effort we need to
undertake. Let ne start with consunmer education. |
agree with Elliot that there -- we have found by trial
and error that there are just sone things that don't
connect well with consunmers. |t doesn't cause the
nmessage to sink in very well.

But | think for a nunber of the types of fraud
schenes that we're seeing now, we nmay be underestimating

how i ntensive an effort it is going to take to get
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through to people. | can think back to tinmes in the
early to md '90's where the kinds of pitches that people
used to hear were relatively unsophisticated, and in a
sense, relatively nodest conpared to the brazenness of
sonme of the schemes you see now.

You know, when we tell people, for exanple, you
know, be suspicious, be cautious, and then the people
call you and say I"'mJon Rusch. I'mwth the FBI. [|'m
with the U S. Custons Service. I'mwth IRS. And they
mai ntai n a demeanor and attitude, and to sonme degree an
under st andi ng of how | aw enforcenent does its business,
that makes their pitch all the nore plausible. W have a
whol e new | evel to which we have to go in getting through
to consuners just who they are dealing with on the other
end of the line.

And that's not the fault of any part of the
private sector. | think we have to gear up collectively
and really say to ourselves, the threat that is being
directed by fraudsters fromw thin Canada and the United
States and beyond is very different fromwhat we were
| ooki ng at even five or 10 years ago. Therefore, if you
want to have a really neani ngful consunmer education
effort, we have to start pooling data about how we, from
the private sector and governnent, perceive consuners to

be behaving in a real world environnment.
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That is, if we see this is what's happeni ng
wi th consumers, we need to be thinking nore about, how do
we change the nessage? How do we change the nedia
t hrough which we reach people? And can we do it through
nore targeted approaches, as Elliot is suggesting, but
maybe with different kinds of nessaging, different
approaches and maybe a nore concerted, nore consistent
group of messages as between the private sector, in which
| include both the profit making and the nonprofit
or gani zati ons?

You know, everybody is out to sone degree with
their own individual prograns and nessages, and nobody
has really sat down recently to say, is this stuff
wor ki ng? You know, we don't need the next generation of
new posters or even new PSAs on TV if we don't know that
they're being effective. So I think we need to do nore
in ternms of |ooking collectively at how we get a nessage
across to people in a way that is going to hit hone.

And believe nme, that's nore conplex the nore
types of paynent nechanisns that crimnals are using to
exploit. You know, it was fine in the old days when you
coul d say, you know, watch out for people pitching you
wi th magazi nes. Watch out for people pitching you on
guaranteed prizes. Wen people are willing to ratch it

up to the level of sophistication where they run the
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schenes, and to nmeke those vastly nore plausible, we've
got a lot nore work to do, quite frankly.

As for the information sharing, again, |'ll
agree with Elliot. W ought to be doing nore to try to
expl oit what could be done on a systematic basis for
information sharing, but I think, again, we need to take
it another step. As good as some of our nechanisns are
-- you know, IFCC s efforts to zap out alerts, or
information fromw thin individual conpanies to sensitize
their field people, or within |law enforcenent to
sensitize our field people -- there is still this kind of
atom zed effort where we're talking within our little
networks, with specific focus data about a specific focus
crime or fraud, and we're not doing enough to step up,
think, to another |evel and say, what do we need to do to
anal yze the data we're getting?

| don't care how sophisticated a database we
m ght be able to put together. |[If we get aggregate data
from ACH paynment, fromthe paynment card sector or from
wire transfers, if you don't have a concerted effort to
figure out what we're seeing froma strategic |evel down,
then even a national database of sonme kind is going to be
of only limted utility. In other words, | think we need
to have nore top down, as well as bottom up, kind of

anal ysis actually I ooking at the data to take Elliot's
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concept of nore systematic information sharing and nake
it really effective.

So, you know, wi th genui ne understandi ng about
sensitivities that may exist about the private sector
bei ng asked to pass vast new quantities of data into the
hands of |aw enforcenent, | think you need to think about
this nore as a dynamic situation. Wat do you need to
do, not only for individual cases, but strategically to
say how can we, you know, within legal limts -- within
l[imts of propriety and appropriate protections for
privacy, how can we push the envelope, if possible, to
have nore information sharing fromlaw enforcenent to the
private sector, and the other way, on sonething closer to
a real time basis and have it inpact across industry
sectors, not just for one individual conpany or even
group of conpani es?

M5. FEUER. Let nme -- let ne just -- | see that
Dave is raising his card. But before | turn it over to
you, let nme just raise a fewissues that | think -- we're
getting closer to the end of the session, and | would
i ke to have audi ence participation. Let ne follow on
with a few questions, and |I'm sure, Dave, you can address
them al | .

| want to bring it around to one question that

| previewed with the panelists, which is, you know, to
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sonme extent we're sitting here wwth our FTC hats on and
sayi ng what nore can the private sector do to help us
prosecute cross-border fraud? The flip side of that,
obviously, is what nore can we do to help you? Jon was
just tal king about, | think, one elenent of that, which
i s when you share information, how are we going to then
analyze it? W do some of that here through Consuner
Sentinel. But how are we going to nmake it useful?

And | want to throw out a few nore issues that
| would |Iike everyone to comment on. And that is, some
i deas have been rai sed about training between the
governnment and the private sector, whether it's telling
us how you want our subpoenas and ClDs to be couched.
| ssues about suspension of services. Telling us, you
know, what it is that you need to shut down an account
and do we need to wait for a court order?

So | know that Mark Thonpson from Western
Uni on, who couldn't be here, tal ked about sone of the
confusion in nultiplicity of agencies and not know ng
exactly where to go. So | just want to throw these out
as Dave begins to answer Jon's comments.

MR. OSTERTAG  Ckay. Jon, you brought up a
point that in the neetings |'ve had, both with the heads
of security of the credit card conpanies and with

representatives of the federal agencies -- investigative
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agencies -- the best of all worlds solution that we came
up with are the heads of security for the different
credit card conpanies are willing to provide anal ysts --
to provide industry experts in their area to act as
anal ysts -- on a national basis in a group conprised of
| aw enforcenent anal ysts and agents and industry anal ysts
and investigators to take a | ook at that huge database of
information, to look at the trends and to identify those
organi zed crinme groups that are responsible for a
majority of the fraud that we see in the country.

You know, what we do nowis take a |look at it
regionally. Even within the different federal agencies,
one field division will ook at a particular crine
happening in their area. |In another part of the country,
another field office will take a look at that. W're not
taking a look at it on a national basis to tie those two
groups together to realize that it is the sanme group
doing the crine across the country.

So that was our idea as we tal ked about this --
when we brainstorned about this -- is to have a national
dat abase and to have a national group, conprised of
private industry analysts and investigators and | aw
enforcenment anal ysts and investigators, to take a | ook at
all of the data comng in fromboth sides and to put

t oget her conposite cases on these mgjor international
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organi zed crinme groups. And then go after the |eaders.
Don't go after the runners that we have tine and tine
again. Go after the | eaders.

MS. FEUER. Elliot?

MR. BURG Yeah. That suggests to ne that
hopefully before tonorrow s session is over, or as kind
of a kudos to people being here, there can be sone
consensus reached or sone proposals put out for
post - wor kshop process. And in addition to what Dave has
just said, it seenms to ne that there is a place, if the
FTC were willing to sponsor these for regional trainings
i nvol ving people fromcredit card conpani es and banks and
| aw enforcenent at various |evels, so that people can
pool their information. | don't nean specific data. But
the systens that exist and the kinds of informal
deci si on-meki ng that occur all the tine.

There are lots of things that |I've heard this
nor ni ng about BITS and, you know, different data systens
that nmy office -- | don't think anybody in ny office
knows about. So it would be useful to have that kind of
training, and it would go both ways so that |ocal -- that
is to say, state and federal |aw enforcenment people can
share with the private sector what our priorities are and
what ki nds of procedural issues we have to grapple with

in making requests for information.
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Secondly, there nmay be a place for sone kind of
task force with subcomm ttees, because there are |ots of
different sectors of the financial industry represented
here and inplicated in paynent to tel emarketers. But
there needs to be a forumfor this. It needs to be a
continuing forum [|f people are going to be talking
about the possibility of creating some kind of targeted
nati onal privacy-respecting database, then that neans
peopl e have to sit down and begin tal ki ng about what that
woul d | ook and how it would be done.

O if the private and public sectors are
interested in sone research on consuner education, it has
probably been done before, but | don't know if people
know what works at this point intrying to come up with a
national strategy that is well funded. That requires
people to cone together on an ongoing basis. So there
needs to be sone discussion -- sonme thought given to
structure and process once we | eave here.

M5. LARIMER Yeah. | think | agree with both
of your points, Dave. | think one of the things |I would
want to include in that group of fol ks getting together
and talking is also regulators fromthe banking side,
because | think there are a couple of problens. The
first one is, especially for the smaller financial

institutions, they're inundated with, you know, privacy
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| aws coming out, and they're scared. They're scared to
give any information to anybody because they're under the
gun.

And so between, you know, gee, |I'Il be in the
| egislation and the Patriot Act and, you know, the old --
you know, you know your custoner, but then you have, you
know, banking privacy |laws and everything. They're
nervous. So having the regulators there, | think, would
-- if there are significant issues with the financial
institutions giving certain information, | think having
t hat perspective would be very helpful. | think it would
al so be calmng to sone of the financial institutions who
knew that this passed sonme kind of sniff test.

But the second thing is also fromthe ACH
perspective. Wat we' ve seen getting into the ACH -- not
100 percent — but primarily has been com ng through
smal l er, | ess sophisticated financial institutions that
do not understand the liability that they're hol di ng.

And the ACH and the originating bank pushing a paynent

out -- you know, pulling a debit, when they put that into
the system they say | amguaranteeing. | am prom sing
you -- the bank that I'mtaking this noney from-- that

this is authorized. The person says it is okay and | can
take that. And they prom se, and that prom se lasts a

| ot I onger than the 60 days that they can return the
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paynent for, so that's out there for a long tine.

So financial institutions are pushing out sone
of these fraudul ent paynents, or sone of these
guesti onabl e paynents. They don't understand how | ong
they're on the hook for. And | think there are sone
safety -- at |east questions. W have spoken to
regul ators saying, hey, there is a problemover here or
there's a problemover there. Just please check it out.
And | don't know really what happens after that point.

But | think having the regulators there and
sayi ng these are posing sone significant risks and we
need to take care of it, | think that would be hel pful,
as well, to kind of cut through everything and nake
t hi ngs happen.

M5. FEUER G eat. Wat | want to do nowis
open up for questions. Tara has the mcrophone, and if
you could recognize first Barry Elliot. It takes a
nmoment to warm up

MR. ELLIOT: A couple of questions.

M5. FEUER If you could identify yourself?

MR ELLIOT: Barry Elliot with PhoneBusters
OPP. Chargebacks. 1Is there really a tinme delay on
chargebacks for fraud? Is it 60 days or is it forever?

M5. FEUER: Does anyone want to take that

guestion?
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MR ELLIOT: | know there is a chargeback rule
for normal transactions. But when you're dealing with a
fraudul ent transaction, is there really atime limt?

M5. LARIMER  Through the card systenf

MR. ELLIOT: Yeah, credit card.

VR. MACCARTHY: Yeah.

MR ELLIOT: What is it?

MR.  MACCARTHY: We've topped it at 60 days. |
mean, it's there. It's standard. If you don't do
certain things within that period of tinme, then according
to the rules, even if it was a fraudster, you know,
you're stuck with it. Now, the point was that, you know,
t hat doesn't nmake a whole | ot of sense in sone
circunstances and so maybe there should be sonme change in
t hat .

MR ELLICT: Okay. Well --

MR. MACCARTHY: You're probably getting at
sonet hi ng el se.

MR ELLIOT: Right. M second question is,
there is tinme del ayed frauds. You' ve won a cruise for
two, and you don't know for eight nonths to a year that
you' ve been scammed. And the crimnals know that they go
beyond the 60 days, then there is no chargeback all owed.
So there is no protection for the consuner.

MR, MACCARTHY: | nean, that's a little bit nore
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conplicated. | nean, there's a requirenent that, you
know, if you're going to pay for a particular piece of
goods, you know, you've got to deliver the goods within a
certain period of tinme unless there is a disclosure
notice that acconpanies it. So if they said give us the
noney now and two years from now you can go on a cruise,
and they said that's what we're doing and they paid it,
then that's the circunstance that they're in.

MR, ELLIOT: Usually what happens, though, is
you get some unval uabl e product sent to you -- a video --
within the 60 day period which neets that criteria, but
t he consunmer doesn't know that he has been scammed for,
say, Six nmonths or a year.

MR. MACCARTHY: WAit a mnute. He got
sonmet hing within 60 days?

UNI DENTI FI ED FEMALE SPEAKER: A nomi nal thing.

MR, ELLIOT: Yeah, like a video of, you know, a
cruise line in Florida.

MR. MACCARTHY:: An introductory package.

MR ELLIOT: Right.

MR. MACCARTHY: | nean -- | thought you were
tal ki ng about, you know, he got a video and then six
nonths later it blew up or sonething.

MR. ELLIOT: No, no, no, no. No.

MR. MACCARTHY: Yeah.
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UNI DENTI FI ED FEMALE SPEAKER: The ship bl ew up.

MR. MACCARTHY: Yeah. | nean, in those kind of
ci rcunstances, | do think you' ve got to go talk to your
i ssui ng bank, and you've got to say to the issuing bank,
this is what happened. And in those kind of
ci rcunstances, you will be able to deal with them as an
extraordi nary circunstance.

If you're willing to put your noney down for an
extended period of tine, you know, and then discover
after that extended period of tine that it was
fraudulent, then there is nothing that really wll
protect you. | nean, if they didn't tell you. You know,
there are sonme circunstances where they charge the
account and then don't send the goods, and then that
period of tinme extends for, you know, a period. In that
ci rcunstance, because they broke another requirenent,
that they either deliver the goods in a particular period
of time or not charge the account, you know, then in
those circunstances it is easy enough to get the
chargeback. In this other circunstance, | think you
woul d have to go directly to the issuing bank, though.

MR, ELLIOT: Thank you.

MR. KANE: Thank you. M nane is Paul Kane,

I CB, coming fromthe UK And I'mafraid to say, Mrk,

my question is in part for you as well. But just before
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| get to that question, | very much favor the gentl eman
proposi ng additional PR trying to informthe custoner.
But as always, there are the good and bad. There are
good and bad custonmers and there are good and bad
retailers.

Unfortunately, the chargeback mechani sm can be

used to defraud the nerchant. Wat nechani sns do you

have in place to protect the nmerchant? 1'Il give you a
specific case in point. Acredit card -- | came to the
US. | was here for a matter of days. M credit card

was used in the U S. for about two weeks after | had |left
the country, and I was in the U K spending noney on ny
credit card in the UK Nowthe problemis, you, the
banks or the banking network, the Visal/ MasterCard
networ k, should be able to reconcile the fact that
fraudul ent transactions are taking place and suspend the
card. So the chargeback nechani sm nust offer sone
protection to consunmers, and that indeed is very wel cone.

Simlarly, I was wondering what nechani sns
there are in place to protect the nerchant, particularly
where it is electronic. |In other words, a cardhol der,
not present transaction.

MR. MACCARTHY: In the nerchant circunstance
where, you know, they mght be the victimof unauthorized

use, there are a couple of things that we encourage
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merchants to do, especially on-line nerchants. There are
a nunber of anti-fraud techniques that are avail able for
themto use. Sone are provided by Visa. Sone are
provided by third party independent providers. For the
Visa ones, there is the nunber that is on the back of the
card. It's a algorithmc function of the card nunber
| f sonmeone has gotten the card nunber but not the card,
they won't have that nunber. So in the course of a
transaction where the card isn't present, the nerchant
says, can you give ne that three or four digit nunber on
the back of the card? And if nothing shows up, that's a
pretty good indication that the person doesn't have the
card.

The other is address verification, where, you
know, the nmerchant will say, you know, thank you for your
order. What is the billing address here? | nean, not
just the shipping address, but the billing address? And
then you can check with the Visa systemto find out if
that's the right billing address.

The third party services, you know,

i ncorporate, you know, a |arge nunber of fraud

t echni ques, one of which is they will |ook at the URO or
the I P address from which the request is com ng, and
they' |l take that into account with | arge nunbers of

ot her pieces of information and woul d give the nerchant
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sort of a risk score. W'Ill say to them this is a risky
transaction. |If you want to do it, go ahead, but it's a
ri sky transacti on.

So there are a nunber of fraud prevention
mechani sns that the nmerchant has available to him To
t he extent that the nerchant nakes use of them to that
extent he will be better protected.

M5. FEUER: Thanks, Mark. What | would like to
do, since we don't have that nuch tinme, is give as many
peopl e as have questions about the public/private
partnership to conbat cross-border fraud in the context
of paynment systens a chance to ask their questions. And
| see Don Mercer has been trying to raise his hand.

MR. MERCER  Thanks. | just want to revert
back to the reference | made this norning to the mass
marketing fraud forum which is sonething we're getting

going in Canada. W've had sone discussions with the

Federal Trade Conmm ssion and ot her people. | think,
Jonat han Rusch, you were involved in this discussion. If
you're going to get into public education, | think

everybody is right on the panel who says you have to
really expl ore what the nessages are and how you're
getting those nessages out.

The work we've done to date confirm ng sone of

the research by the Anerican Association of Retired
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Persons -- and not confirmng all of it -- would indicate
that we have to find new nmechani sns for getting the
nmessage out. That the cards -- that putting up posters
doesn't work, that being paternalistic doesn't work, and
that part of the nessagi ng depends on who you're giving
t he message to. There is also a certain group of people
who apparently don't respond to any nmessages. That's
what part of the research shows. They're about 9 to 10
per cent .

The other part of this goes, | guess, to a
question, ultimately, when we do this research? W have
a steering commttee which has private plus | aw
enforcenent on it, and then we're going to go to a
pl enary session, under which we're hoping to get funds.
What we're finding is sone considerable resistance in the
private sector to comng up with funds. There are two
ways to come up with funds, of course. One is in kind,
like using mailing systenms -- mass mailing systens |ike
inserts into bills and so forth. The other one is cash.
We're finding sonme reluctance there and | guess there is
a lot of work to be done on that.

But | wouldn't mnd your comrents on what is
the resistence in the private sector to doing this
funding. |Is part of it not knowi ng who is doing what, or

thinking there are too many different conpeting
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organi zations | ooking for funds? What would you say?

M5. FEUER: |s anyone here who has been
i nvol ved in public/private sector consuner education
part ner shi ps?

M5. FOX: Susan has.

M5. FEUER. Susan has. Well, | nean, | know
that here at the FTC we have done that in a nunber of
cases with, you know, different kinds of private sector
participants. | guess the broader question is less a
guestion about resistence, but nore to frame it in terns
of what we can do? Wether the private sector
participants here think it would be likely that the
organi zations that they represent would be willing to
commt funds to do the kind of targeted public education
that Elliot was tal king about -- and I'm sure that your
budgetary people won't be happy if you junp up and down.
But |'mjust wondering whether that is sonmething you're
willing to contenpl ate.

M5. LARIMER. | think from NACHA' s perspective,
we' ve done some and we're | ooking at doi ng nore.
Especially for the check truncation products or the
conversion products we're trying to get out there. W
did some with the point of sale, and we're trying to do
nore for lock box. W're looking at -- we've al so sort

of | ooked at direct deposit/direct paynent. W' ve

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

221

partnered with the fed to do consuner education there.
So, | nean, for alittle nonprofit, we don't have al
that much noney, but we try to do what we can. W would
definitely be open to doi ng what we coul d.

M5. FEUER. Geat. And Robin Landis in the
back of the room

M5. LANDIS: Robin Landis with U S. Custons. |
woul d just like to et you know that we do have a public
education programthat goes -- that's going on with
Project Colt up in Montreal. Using our border authority
seizure, we intercept funds com ng into Canada. Leaving
the United States victins going to the tel emarketers. W
sei ze those funds along with the Canadi an authorities and
U S. Custonms. Last year U S. Custons seized over a
mllion dollars in cash and returned it back to victins.

Along with that program we have two U. S.
Custons agents that will go to the victims house,
present the check or cash back to the victim interview
that victimand say, why did you becone a victim of
telemarketing fraud? W try to educate that person not
to send noney again. Also, to get background information
of who solicited the information for our agent in
Montreal. And al so nake an eval uation of the person at
the tinme. If we feel -- or the agents feel that the

vi cti m does not have the nmental capacity to understand
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what's going on, our agents are told to contact a
relative or go to a public source to nmake t hem understand
so they not becone a victim again.

So our programjust of |ast year was over a
mllion dollars in cash. That's just what we intercepted
t hrough the express mail couriers and through the U S
mail. We do al so have a program working with the express
noney conpani es where we kind of target or | ook at high
ri sk noney payouts, where we either execute search
warrants or we just work wth the conpani es and shut them
down.

So we do have a programgoing in Mntreal that
has been going on since '99 working with the RCVMP, Canada
Custons and Canada Post, and | think it's very effective.
We have a | ot of people and their famlies com ng back
and saying thank you. Thank you for returning the noney.
Thank you for educating us. And we also try to get the
i nformati on out through out public affairs office, making
press releases to get the word out to other people, also.

M5. FEUER: Thanks, Robin. | think that is an
i mportant point. That would be sonething that obviously
to the extent that it could be expanded here in the
United States, it would be hel pful, particularly since
the prem se, | guess, underlying this is that many of the

peopl e who are victimzed, we find are victim zed
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repeatedly and they get on to what are known as sucker
lists and get billed again and again and again. So
that's an inportant conponent of any consumer educati on.

Let nme recogni ze Jean Ann and then our tinme has
el apsed. We'|l take a few nore questions.

M5. FOX: On the question of how you educate
consuners and try to put a stop to sone of this abuse
further upstream as the FTC i nplenents your do not cal
list, as you look into your spaminquiry, we need to
figure out ways to put a stop to this further ahead
before people lose their noney. And | don't know whet her
you can build educational nessages into why people should
put their relatives on the do not call list to protect
t hem from however much of this you can control that way.
That woul d be hel pful.

M5. FEUER. Agreed. Qur Ofice of Consuner and

Busi ness Education, | know, is busily working in
anticipation of the do not call list going into effect.
Are there any nore questions? Susan and then -- |'m
sorry. | don't know your nane.

MR. VESTON: My nane is Rick.

M5. FEUER Ckay. Tara, can you bring the mc?
Can you identify yourself, please?

MR. WESTON: M nane is Rick Weston. ['mthe

CTO of the Registrars Constituency.
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M5. FEUER: Thanks.

MR. WESTON: Today we have had a nunber of
panelists and panels all use the word data and wanting to
share data. The one thing that | haven't heard di scussed
is the neta-data. And neta-data is information about the
data: what data you have to share, what are the
conditions that that data would be shared, and whom woul d
you share that with? WII| you only share it with public
sector or private sector and under what conditions?

| think one of the things that the FTC -- the
real value that you could add here would be to
di ssem nate the informati on about the various parties
here. What data they have. Wo they would share it
with. WII it only be |law enforcenment, or can private
sector use sone of that data? | believe that would
facilitate the ability to create these rel ati onshi ps
under st andi ng what's on the table.

M5. FEUER: Thanks. Susan? And if you can,
again, identify yourself for the videotape.

M5. CGRANT: Susan Grant, National Consuners
League. | agree that that would be really hel pful to
show us where we're at now, but not necessarily where
we're going to be in the future, because we're talking
about maki ng changes based on where we are now. One

really inportant thing that we've learned in sharing
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information with Consuner Sentinel and PhoneBusters is
that you have to categorize things the sane way for the
data to be useful. And that will be a big challenge
going forward, | think.

On consuner education, there has been a | ot of
wor k on ol der telemarketing fraud victins, and AARP has
done further studies about the hardest to penetrate
victinms, which I think it's going to be announcing the
results of in March. But there really hasn't been, that
| know of, extensive research about tel emarketing or
Internet fraud victins of other age groups. And we're
seeing the age groups shift over tinme, anyway, so |
really think that that needs to be done in order to do
targeted nessages that are effective with different
gr oups.

W would be really interested in doing that and
col |l aborating with other people that are working on those
ki nds of projects. W think that's really inportant.
Wth a grant fromthe Departnent of Justice |ast year, we
created a web based kit of educational materials about
tel emarketing fraud, which was specifically created for
use by government consuner protection agencies and | aw
enf orcenment agencies, nonprofit consunmer groups and
nonprofit community organi zati ons and uni ons and

cooperative extension services.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

226

It is not for use by for profit entities,
al t hough as we go forward with enhancing it -- which we
hope we will in the future, not only to be for that nore
about different kinds of telemarketing frauds and have
those materials in different formats, but also in regard
to Internet fraud -- | can see the potential for com ng
up with materials mght also be able to be used by the
private sector and the for profit sector.

And the idea of these materials is that they
can be custom zed. So that everything that is there now
which is mat rel eases, scripts for oral presentations,
Power Point presentations and tips that you can use in
different formats, can be custom zed by the users to put
their nanes on it, to put the rel evant contact
i nformati on, where consunmers would go in that area if
t hey have those kinds of problens, and information about
the relevant laws. |If, for instance, a state had a
particular |aw that was applicable to the subject matter.

W already have it. W' re going to be
surveying the users this year to find out how they're
using it, what new materials they would Iike and what
changes in the existing materials they would like. And I
can foresee this as perhaps sonething that we could build
on in the future for use by all sorts of people doing

consuner education, so that with simlar groups of
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consuners, different denographics and so on, and for
di fferent kinds of scans, we are all using the sane
consumner education nmethods which hopefully we have
confirmed are effective

M5. FEUER. Geat. Thanks, Susan. | think
that we're going to have to cut the questions now \Wat
| want to do is first thank everybody on this panel for
com ng despite the blizzard, and thank the audi ence for
listening.

| just want to make a few points about what |
think we all heard on this panel, which seens Iike with
respect to paynent systens, that everyone sitting at the
table, fromthe public sector and the private sector,
including the nonprofit and for profit parts, agree that
we need to do nore consuner education. Cenerally about
telemarketing fraud and Internet fraud and all types of
cross-border fraud, but that there is a particular need
for consuner education about paynent systens. About how
t hey work and about how they're being m sused by people
to defraud consunmers out of their noney. And that that
m ght need to be very, very targeted. So | appreciate,
Susan, the idea of using a |ot of the sane materials
across all sectors, but | think, also, there my be a
need for some very targeted education.

| think we also heard that there is a real need
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for working groups to continue after this. | know there
al ready are di scussions underway between various of the
paynent systens operators and the FTC, the Departnent of
Justice and the States. | think perhaps one thing that
can conme out of this workshop is that we can al
coordi nate those discussions.

And the other point that | heard is that on
information sharing there is perhaps nore that can be
done in a systemc way, and that there is a lot to think
about as we go forward to make sure that we do that
consistent with other regulations that affect all of us
as federal governnment and the private sector subject to
all the laws and regul ati ons that you're subject to.

So | just want to end by thanking everyone and
turn it back to Hugh now

MR. STEVENSON. We'll see all of you,
hopeful |y, tonmorrow nmorning. We'll start again at 9:00.

M5. FEUER:  9: 00.

MR. STEVENSON. Thank you.

(Wher eupon, at 5:30 p.m, the workshop was

adj our ned.)
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