
 
 

  

 

 
 
 

 
 

February 18, 2011 
 
 

By Electronic Delivery at https://ftcpublic.commentworks.com/ftc/consumerprivacyreport/ 

Federal Trade Commission 
Office of the Secretary 
Room H-113 (Annex) 
600 Pennsylvania Avenue, NW 
Washington, DC  20580 
                                                                                                                                                                                    
Re:  Preliminary FTC Staff Report: “Protecting Consumer Privacy in an Era of Rapid Change 
– A Proposed Framework for Businesses and Policymakers,” FTC File No. P095416 

Ladies and Gentlemen:  

This comment letter is submitted by the Financial Services Forum (the “Forum”) in response 
to the Federal Trade Commission’s (the “FTC”) Preliminary Staff Report, “Protecting 
Consumer Privacy in an Era of Rapid Change – A Proposed Framework for Businesses and 
Policymakers.”  The Forum appreciates the opportunity to comment on the issues and 
preliminary recommendations of this important report. 

The Forum is a non-partisan financial and economic policy organization comprising the chief 
executives of 20 of the largest and most diversified financial institutions with business 
operations in the United States.  In this letter, the Forum addresses those issues that are of 
particular importance to financial institutions.  
 
At the outset, we note that the FTC and the Department of Commerce (“Commerce”) should 
not propose a shift of this country’s privacy regime toward an EU approach.  Such a shift 
would be harmful to American consumers and American business.  The U.S. and EU privacy 
regimes are based on fundamentally different cultural premises.  Because of its experiences 
during World War II, the EU model begins with the premise that a wide array of information 
cannot be collected, used and transferred (except under limited circumstances).  Conversely, 
the U.S. model, grounded in the First Amendment and the fundamental value of free speech, 
begins with the premise that most information can be collected, used and transferred (except 
under limited circumstances). 
 
The federal government should continue to support the U.S. approach to privacy, and to the 
extent that the current privacy dialogue is driven by a concern for a perceived particular harm, 
we believe that the most appropriate approach would be to craft specific requirements to 
address that harm.  To instead engraft the EU approach on the U.S. economy would be a 
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paradigm shift that is inconsistent with U.S. values, is unworkable, and would hinder U.S. 
economic growth, rather than promote it.  If the federal government nevertheless seeks to 
adopt new broad-based requirements for unregulated sectors within the economy, we believe 
that the government should ultimately follow the approach taken with respect to financial 
privacy, particularly the Gramm-Leach-Bliley Act (the “GLBA”).  For example, the GLBA 
takes a reasonable and workable approach where it sets forth the circumstances under which 
notice to consumers would not be necessary.  This approach is established in the United States, 
where there is experience with how it works.   

In any event, with respect to financial institutions, we agree that there is no need to abandon, 
replace or add an additional layer of substantial regulation to the comprehensive scheme of 
privacy laws that has been tailored by Congress and regulators over decades to protect 
consumers’ financial privacy. 

The innovative and dynamic information economy that has developed in the U.S. is in part 
due to the information policies and practices that are in place in the U.S. that allow for the 
free collection and flow of information.  Moving the entire U.S. economy or any part of it to a 
more restrictive information collection/use regime would stifle many companies and thwart 
innovation. 

I. The FTC and Commerce Should Maintain the U.S. Approach to Privacy Rather 
than Move Closer to an EU Approach 

EXECUTIVE SUMMARY 

 
We believe that the federal government should continue to support the U.S. approach to 
privacy, which is customized to address specific types of harm, rather than adopt an unproven 
omnibus approach and move closer to the EU.  If, however, the federal government ultimately 
chooses to adopt new broad-based requirements, the government should use the same 
approach already in place for financial institutions, particularly the GLBA.  The focus of 
financial regulation is not on limiting the collection of personal information or on providing 
notice to consumers regarding each use of information made by the financial institutions.  
Rather, the focus is on ensuring that personal information is used for appropriate purposes and 
that the use of personal information in areas of particular consumer sensitivity is limited 
where appropriate.  The GLBA also strikes the delicate balance between regulation and 
innovation subject to sensible exceptions that take into account appropriate and necessary 
sharing of information. 

The current privacy dialogue is driven, in part, by a concern with a perceived particular harm.  
The most appropriate approach, however, would be to craft specific privacy requirements 
designed to address that harm.  It would be ill advised to create omnibus requirements or 
legislation.  We believe that there would be severe unintended consequences if standards 
similar to those in the EU are established across the U.S. economy, across all industry sectors 
or relating to all types of personal data.  Where the government believes that it must intervene, 
it should only do so where it determines that particularly sensitive privacy interests of 
individuals are not otherwise being sufficiently protected and then only in a way that is 
narrowly tailored to protect those interests. 
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With respect to financial institutions, there is no need to add an additional layer of substantial 
regulation to a comprehensive set of financial privacy laws that has worked well in this 
country for nearly half a century.  

II. The FTC and Commerce Should Limit the Scope of Their Proposed Approaches 
 
As the FTC and Commerce proceed, we urge them to carefully consider the scope of all 
aspects of their proposals, even the seemingly mundane.  We believe that the current 
proposals are too broad and would have far-reaching unintended consequences. 
   
III. The FTC and Commerce Approaches Would Impose Significant Burdens 

Without Attendant Consumer Benefits 
 
The current proposed omnibus approach would place a real and significant burden on all 
companies that process personal data, online or off, without addressing real harm or providing 
significant corresponding benefit to consumers.  For example, collection limitations or 
purpose and use limitations are inconsistent with the U.S. approach; notice should be 
narrowly tailored, and choice should be limited to where there is potential for real harm.  
Costs associated with broad access and correction obligations would also be significant and 
would not provide a significant corresponding benefit to consumers.   

An omnibus approach does not take into account differences in industry sectors, methods of 
data collection, and information type.  To protect against perceived and actual harms to 
consumers without hampering innovation and flexibility must be the grounding principle for 
any proposed framework.   

 

 
DETAILED ANALYSIS 

I. The FTC and Commerce Should Maintain the U.S. Approach to Privacy Rather 
than Move Closer to an EU Approach 

 
We believe that the federal government should continue to support the U.S. approach to 
privacy, which is targeted to address specific types of information that warrant protection 
from specific  harms related to the use of consumer information.1

 

  If the federal government 
nevertheless ultimately chooses to adopt new broad-based requirements, we believe that the 
government should use the same approach already in place for financial institutions, 
particularly the GLBA.  In addition, if the federal government does adopt new privacy 
requirements or legislation, we believe that financial institutions should not be subject to an 
additional layer of regulation.   

                                                 
1 Accord, Concurring Statement of Commissioner J. Thomas Rosch to the Preliminary Staff Report, pp. E-1, E-4 
(“First, insofar as the Report suggests that a new framework for consumer privacy should replace ‘notice’  (or 
‘harm’) as the basis for Commission challenges relating to consumer privacy protection, that is 
unnecessary…. Although the Report repeatedly asserts that this new framework ‘builds upon’ the traditional 
Commission law enforcement model (see Report at v, 38-39, 40), it in fact would replace that model.”). 
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Looking at the financial area as a model, the focus of regulation is not on limiting the 
collection of personal information or on providing notice to consumers regarding each use of 
information made by the financial institutions.  Rather, the focus is on ensuring that personal 
information is used for suitable purposes and that the use of personal information in areas of 
particular sensitivity, such as sharing of personal information with non-affiliated third parties 
for marketing purposes, is limited where appropriate.  The GLBA also strikes the delicate 
balance between regulation and innovation subject to sensible exceptions that take into 
account appropriate and necessary sharing of information.   

Finally, looking at financial institutions specifically, they are already subject to a detailed 
array of privacy obligations and limitations with respect to consumer financial information.  
Moreover, the laws that comprise the rigorous privacy regime to which financial institutions 
are subject are designed to complement each other and work together.  For example, these 
laws recognize the unique holding company structure involving affiliated entities within 
which many, if not most, financial institutions operate. 

A. Overview of Financial Privacy Framework 

The financial privacy laws have been the subject of rigorous Congressional and regulatory 
debate and refinement over the past 40 years, dating back to the enactment of the Fair Credit 
Reporting Act (“FCRA”) in 1970.  Over time, where Congress and federal regulators have 
identified new issues requiring additional or different privacy protection, they have stepped in 
and provided that protection.  We believe that the various financial privacy laws are working 
as intended, balancing the legitimate and appropriate needs of financial institutions for free 
flow of information and the actual business realities of how financial institutions operate 
against consumer privacy interests.  As a result, there is no need to abandon, replace or add an 
additional layer of substantive regulation on top of this comprehensive scheme of financial 
privacy laws that has been tailored by Congress and financial regulators over decades to 
protect consumers’ financial privacy.  Instead, where appropriate, the FTC and Commerce 
should use this approach as a model. 

i. The Gramm-Leach-Bliley Act 

The GLBA is the cornerstone of U.S. law that protects consumer financial privacy.  The 
GLBA includes detailed and comprehensive limitations on the ability of financial institutions 
to share their customer information with nonaffiliated third parties, while permitting some 
sharing with affiliated entities common in financial services companies.  For example, the 
GLBA prohibits a financial institution from sharing personal information relating to a 
customer with a nonaffiliated third party, unless the institution has provided the customer with 
a copy of its privacy notice and an opportunity to opt out of certain sharing.2

                                                 
2 15 U.S.C. § 6802(a).  It is important to note that the scope of the information to which this privacy protection 
extends is not limited, but is in fact quite broad.  Specifically, GLBA applies with respect to personally 
identifiable information that a consumer provides to a financial institution, that results from a transaction with, or 
a service performed for, a consumer or that is otherwise obtained by a financial institution.  15 U.S.C. § 6809(4).  
This includes, for example, the varied types of information provided by consumers on applications, as well as 
information obtained by financial institutions from third parties, such as consumer reporting agencies.  

  This opt-out 
right allows consumers, for example, to prevent financial institutions from sharing their 
information with nonaffiliated third parties that would use the information to market to the 
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consumers.  Nonetheless, the statute includes sensible exceptions to the third-party sharing 
limitation that, as previously stated, take into account appropriate and necessary sharing of 
information, including, for example, to process transactions requested by consumers, for third 
parties to perform services, to prevent fraud, for risk control, to comply with legal obligations, 
to comply with subpoenas and summonses, and to respond to judicial process.3

The GLBA is not limited to the privacy of financial information.  The statute also addresses 
the security of such information.  In this regard, the GLBA and accompanying regulations 
require that each financial institution implement a comprehensive, written, risk-based 
information security program that is designed to safeguard customer information.  
Specifically, a financial institution must develop, implement, and maintain a written, 
comprehensive information security program that includes administrative, technical, and 
physical safeguards that are designed to protect the financial institution’s customer 
information.

 

4  These safeguards extend to all handling of consumer and customer information 
by a financial institution.  Moreover, the federal banking agencies require that banks also 
implement programs to respond to security incidents involving customer information, 
including notifying customers where appropriate.5

ii. The Fair Credit Reporting Act 

 

The FCRA is another significant U.S. financial privacy law.  The FCRA was enacted in 1970 
to address a specific concern:  namely, the dissemination of consumer credit reports that 
include incorrect information.  In this regard, the FCRA regulates, among other things, the 
disclosure of credit report information by the consumer reporting agencies that aggregate this 
information and the use of this information by, among others, financial institutions (e.g., 
banks, insurance companies, and broker-dealers).  Nonetheless, the FCRA begins with the 
express premise that the availability of fair and accurate credit report information is critical to 
the U.S. economy, stating specifically that the “banking system is dependent upon fair and 
accurate credit reporting.”6  For this reason, the FCRA permits the use of credit report 
information without consumer choice, but imposes limitations on who may obtain credit 
report information and the purposes for which the information may be used.7

Moreover, the FCRA includes robust mechanisms to ensure that credit report information is 
accurate.  These mechanisms include requirements that consumers be provided with access to 
information that is maintained and disseminated about them and the right to respond to 
information they believe to be inaccurate.

 

8  In addition, the FCRA provides consumers with 
the ability to limit the sharing and use of credit report information where there is potential for 
consumer harm.9

 

 

                                                 
3 See 15 U.S.C. § 6802(e). 
4 See, e.g., 12 C.F.R. pt. 30, App. A (OCC). 
5 Id. 
6 See 15 U.S.C. § 1681. 
7 See 15 U.S.C. § 1681b(a). 
8 See, e.g., 15 U.S.C. §§ 1681g, 1681i, 1681m, 1681s-2.  
9 See 15 U.S.C. § 1681a(d)(2)(A)(iii) and 15 U.S.C. §1681s-3. 
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iii. The Dodd-Frank Act 

More recently, Congress has broadened the financial privacy requirements in connection with 
recent financial reform legislation.  Specifically, the Dodd-Frank Act directs the new 
Consumer Financial Protection Bureau (“CFPB”) to prescribe rules that require a financial 
institution to make available to a consumer, upon request, information in the institution’s 
control or possession concerning the product or service that the consumer obtained from the 
institution.10

It is important to note that, in crafting the financial privacy laws, Congress and the regulators 
have struck a balance.  In their judgment, every law need not provide the same rights and 
obligations.  In some laws, such as the FCRA, access and correction rights are provided to 
ensure that credit report information is accurate.  In certain instances, the regulators have 
determined that other means of providing transparency and the opportunity for correction are 
appropriate (e.g., the issuance of periodic statements). 

  This would include information relating to transactions and the account, 
including costs, charges and usage data.  The Act, however, does include some relevant 
exceptions to this “access” requirement, including for any information collected by a financial 
institution for the purpose of preventing fraud or money laundering and any information that a 
financial institution cannot retrieve in the ordinary course of business. 

B. U.S. Approach to Privacy is More Appropriate than an Omnibus 
Approach 

 
To the extent that the current privacy dialogue is driven by a perceived particular harm, we 
believe that the most appropriate approach is to craft privacy requirements designed to 
address that particular harm.  In addition, an omnibus set of requirements or legislation should 
not supplant a sectoral system that has worked well in this country for nearly a half century.  
Specifically, if the federal government seeks to adopt new broad-based requirements, then as 
previously stated and further described below, we believe that the government should follow 
the financial privacy approach, particularly the GLBA. 
 
In many respects, the proposals of the FTC and Commerce are moving in a direction similar 
to that of the EU.  We believe that there would be severe unintended consequences of 
movement in such a fashion for all companies, across all industry sectors, relating to all types 
of personal data.  To impose such requirements, as currently contemplated by Commerce and 
the FTC, would result in high ongoing compliance costs on virtually all companies that 
process personal information (and that actually set out to comply), without, in many cases, 
providing any real benefit to consumers.  In addition, generally applicable rules that impose  
unnecessary burdens, such as over-notification, will adversely affect innovation, limit the 
choices provided to consumers, and make it more difficult for U.S. companies to compete 
against their global counterparts. 
 
The U.S. privacy model is grounded in the fundamental value of free speech, and begins with 
the premise that most information can be collected, used and transferred (except under limited 
circumstances).  In addition, the U.S. model for regulating business practices is deeply rooted 
in the recognition that overly broad regulation adversely affects companies and, in turn, 

                                                 
10 12 U.S.C. § 5533. 
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consumers and the economy.  As a result, Congress tends to permit the use and flow of 
information and adopt legislation to address specific issues, all while protecting important 
national interests, whether those be related to addressing risk, fraud, protecting our nations’ 
infrastructure or otherwise maintaining or bolstering a vibrant economy or maintaining 
accurate and meaningful information about consumers that is critical to commerce (e.g., 
ensuring the availability of credit report information for legitimate and appropriate purposes). 
 
This approach has historically and notably been followed with respect to privacy, including 
consumer privacy.  Specifically, the U.S. has concluded that an omnibus or “one-size-fits-all” 
legislative approach lacks the precision needed to avoid interfering with the benefits provided 
by the free flow of information, as well as the benefits to the national economy that are 
derived from entities that are regulated at the national level, such as financial institutions.  
Instead, the U.S. has focused on significant privacy interests, relating to particularly sensitive 
types of information (such as financial information and information about children) or on 
inappropriate information uses (such as abusive e-mailing).  Accordingly, the landscape of 
U.S. privacy law is broad and varied,11

 

 focused on protecting sensitive information and 
limiting inappropriate uses of information, while ensuring privacy and enhancing deeply 
rooted traditions, such as free information flows.  While there may be additional areas where 
regulation may be appropriate, Commerce should not assume that omnibus privacy regulation 
or legislation that treats all data for all purposes in precisely the same or even a similar 
manner is a panacea. 

Where the government believes that it must intervene, it should only do so where it 
determines that particularly sensitive privacy interests of individuals are not otherwise being 
sufficiently protected and then only in a way that is narrowly tailored to protect those interests 
(i.e., the approach used in the various existing federal privacy statutes).  In fact, we do not 
believe that any significant consumer privacy harm has been identified that would necessitate 
omnibus privacy requirements, as opposed to narrowly tailored privacy requirements to 
address certain identified harms.  As discussed in greater detail below, we believe that the 
FTC and Commerce should reconsider their approaches.  
 
                                                 
11 The following are examples of U.S. privacy laws that protect important consumer privacy interests:  
Children’s Online Privacy Protection Act, 15 U.S.C. § 6501 et seq. (personal information collected from children 
online); Telephone Consumer Protection Act, 47 U.S.C. § 227 (privacy from certain telephone calls); CAN-
SPAM Act, 15 U.S.C. § 7701 et seq. (privacy with respect to commercial e-mail); Cable Communications Policy 
Act, 47 U.S.C. § 551 (personal information collected by cable companies); Customer Proprietary Network 
Information, 47 U.S.C. § 222 (personal information collected by telephone companies); Electronic 
Communications Privacy Act, 18 U.S.C. § 2701 et seq. (computer information and the content and other 
information relating to individuals’ communications); Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq. (credit 
report information and information shared among affiliated companies); Title V of the Gramm-Leach-Bliley Act, 
15 U.S.C. § 6801 et seq. (information relating to customers of financial institutions); Title II of the Health 
Insurance Portability and Accountability Act, Pub. L. No. 104-191 (health information); Driver’s Privacy 
Protection Act, 18 U.S.C. § 2721 et seq. (driver’s license information); Equal Credit Opportunity Act, 15 U.S.C. 
§ 1691 et seq., Equal Employment Opportunity Act, 42 U.S.C. § 2000e et seq. and Fair Housing Act, 42 U.S.C. 
§§ 3604-3605 (information about sex, race, color, religion and marital status); Family Educational Rights and 
Privacy Act, 20 U.S.C. § 1232g (student information); Employee Polygraph Protection Act, 29 U.S.C. § 2001 et 
seq. (employee polygraph information); Employee Retirement Income Security Act, 29 U.S.C. § 1025 
(employee retirement information); 39 U.S.C. § 3623 (mail); Fair Debt Collection Practices Act, 15 U.S.C. 
§ 1692 et seq. (communications by debt collectors); and, Video Privacy Protection Act, 18 U.S.C. § 2710 (video 
rental information).  
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II. The FTC and Commerce Should Limit the Scope of Their Proposed Approaches 
 
As the FTC and Commerce proceed, we urge them to carefully consider the scope of all 
aspects of their proposals, even the seemingly mundane. As described below, we believe that 
the proposed approaches are too broad and would have unintended consequences that would 
be far reaching and harmful.  
 

A. The Proposed Approaches Should Apply Only to Consumer-Purpose Data 
 
Both the FTC and Commerce proposals at a minimum apply to commercial data.  In many 
places throughout the Commerce report, there are references to “consumers,” which implies 
that Commerce intends for its proposed framework to apply to information obtained from an 
individual in connection with personal, family, or household purposes (i.e., a consumer-
oriented interaction, as opposed to a business transaction).  There are also references, however, 
to “individual” privacy, which could be read to cover personal data beyond that collected 
from a consumer.  The FTC proposal applies to all commercial entities that collect or use 
consumer data that can be reasonably linked to a specific consumer, computer or other device.  
We believe Commerce and the FTC should explicitly exclude information collected from or 
about an individual for purposes other than personal, family, or household purposes.  For 
example, we believe that information about an individual in her capacity as a representative of 
an entity and used in the context of a business-to-business relationship should be not be 
covered.   
 
The use of business information for business purposes does not adversely affect individuals’ 
privacy rights.  Individuals acting in their professional capacity, and their employers, expect 
and want their information (including the contact information found on business cards and 
company websites) to be shared easily with others.  Indeed, individuals usually disclose such 
contact information for the purpose of making such information available to be freely used.  
Imposing privacy obligations with respect to this data would restrict the sharing of 
information that permits organizations to maintain their everyday operations and would 
consequently significantly hamper the flow of business operations and business-to-business 
communications.  Moreover, they would be extremely time-consuming, expensive, and 
burdensome, without providing any corresponding meaningful privacy protection to 
individuals.  For these reasons, extending the protections of the FTC’s and Commerce’s 
proposals to such information is unnecessary, would be wasteful and unduly interfere with 
everyday commerce. 
 
There is federal precedent for taking such a view, including, significantly, the GLBA.  As 
discussed herein, the GLBA extends privacy protections to the consumers and customers of 
financial institutions.  In this regard, the statute specifically defines a “consumer” as “an 
individual who obtains, from a financial institution, financial products or services which are to 
be used primarily for personal, family, or household purposes.”12

                                                 
12 15 U.S.C. § 6809(9). 

  Similarly, the OCC and the 
other regulators implementing the GLBA privacy provisions have expressly provided that the 
GLBA privacy regulations apply “only to nonpublic personal information about individuals 
who obtain financial products or services primarily for personal, family or household 
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purposes from the [covered] institutions.”13  Moreover, the OCC’s rule states that it “does not 
apply to information about companies or about individuals who obtain financial products or 
services for business, commercial, or agricultural purposes.”14

 

  Similarly, we believe that 
restrictions imposed on the collection and use of business information imposes significant 
burdens for little or no benefit and should not be required. 

B. All Restrictions Imposed on Online Data Should Not Apply in the Offline 
Context 

 
As drafted, the FTC proposal applies in the online and offline context.  We believe that the 
FTC should not apply all online data requirements in the offline context.  As discussed above, 
the U.S. approach to privacy is customized to address specific types of harms.  Not all harms 
that exist in the online context also exist in the offline context.  Rather, specific harms should 
be identified, and requirements should be designed to address these harms.  At this stage, a 
more limited and circumspect approach is appropriate in light of potential unintended 
consequences, including a very heavy burden of implementation and compliance. 

 
C. The Proposed Approaches Should Not Apply to Publicly Available 

Information 
 
The FTC and Commerce proposals at a minimum cover commercial data.  There is no 
indication as to whether this definition extends to publicly available information.  It should 
not.  Because such information is already in the public realm, it makes no sense to require 
businesses to incur the costs of adopting privacy protections for information that is lawfully 
and freely made available to the general public.  The GLBA, for example, has adopted this 
approach.  Specifically, the GLBA excludes information that is “publicly available.”15

 

  When 
information is already in the public realm, the information is by definition not private. 

D. The Proposed Approaches Should Exempt Service Providers from Their 
Coverage 

 
The proposed approaches do not address service providers (i.e., entities that process consumer 
data on behalf of others with no right to use the data for their own purposes).  We believe that 
the FTC and Commerce should provide that their approaches do not apply to service 
providers (whether third parties or affiliates) because the obligations they would impose are 
almost uniformly not relevant to the service provider relationship. 
 
Application to service providers would cause serious practical difficulties and inefficiencies.  
For example, because service providers do not have their own relationships with consumers, it 
would be very difficult for them to provide notice and choice.  Any such notice and choice 
would, moreover, not only duplicate the notice and choice already provided by the company 
with the relationship to the consumer (that is, the company that has hired the service provider), 
but it would confuse and surprise the consumer (assuming that it was not completely 
disregarded) as they have no relationship with the service provider.  The company with the 

                                                 
13 See, e.g., 12 C.F.R. § 40.1(b). 
14 Id. 
15 15 U.S.C. § 6809(4). 
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relationship to the consumer is in the best position to comply with applicable privacy 
requirements and would be accountable for compliance by its service providers.  Moreover, 
we believe that this is consistent with consumer expectations. 
 
This approach (i.e., not directly extending EU-like requirements to service providers) is the 
approach adopted by the GLBA.  The GLBA specifically permits a financial institution to 
disclose customer information to its service providers.  Instead of imposing privacy 
obligations directly on service providers, the GLBA directs financial institutions to prohibit 
their service providers by contract from disclosing or using customer information other than 
for the reasons which the financial institutions disclosed the information.16  Similarly, 
financial institutions must require their service providers by contract to implement appropriate 
security measures to protect customer information.17

 

  These privacy protections apply to the 
financial institutions, not directly to their service providers. 

III. The FTC and Commerce Approaches Would Impose Significant Burdens 
Without Attendant Consumer Benefits 

 
The financial services industry is already subject to robust privacy principles that have been 
tailored to address information use, safeguarding and disclosure within the financial services 
context.  These principles capture the intent of the FTC and Commerce approaches in a 
workable and successful manner without hampering innovation or the free flow of products 
and services, which are beneficial to U.S. consumers.  For example, under existing laws, 
financial institutions maintain administrative, technical, and physical safeguards to prevent 
against risks of unauthorized access, use, modification, or destruction of personal information.  
In addition, an omnibus approach applicable to the whole economy would place a real and 
significant burden on all companies that process personal data, online or off, without 
addressing a real harm or providing significant corresponding benefit to consumers.  Unlike 
the EU, we believe that not all types of data need protection, and not all types of data 
processing call for regulation.  We also believe that the substantial costs – in terms of dollars, 
manpower and diverted resources – associated with an omnibus framework are not justified, 
particularly during a time when the economy is recovering from financial instability not seen 
since the Great Depression and the President has called for reduced regulatory burdens for 
businesses.  As a result, we believe that the FTC and Commerce should reconsider their 
approaches as discussed below. 

A. Collection, Purpose and Use Limitations are Inconsistent with the U.S. 
Approach 

 
The approaches taken by the FTC and Commerce are more similar to that of the EU, where 
data cannot be collected, used or disclosed unless there is a legal basis.  According to the FTC 
and Commerce, collection and use of data should be limited to an identified, relevant purpose.  
Such an approach is fundamentally inconsistent with the manner in which the U.S. has 
previously and currently operates, even with respect to its most sensitive data.  In the U.S. (as 
well as most APEC economies), there is a presumption that data can be collected, used and 
disclosed unless there is a specific prohibition.  If there are specific uses that are viewed as 

                                                 
16 12 C.F.R. § 40.13(a). 
17 12 C.F.R. pt. 30, App. B. 
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harmful (e.g., spam), they can be dealt with based on the harms-based approach rather than 
limiting all uses to those specifically identified in a notice.  Experience with the EU has 
shown that such a significant change in direction by the U.S. in this area would be wholly 
impractical and would likely have a significant adverse effect on the day-to-day operations of 
businesses.  
 
The collection limitation, purpose specification and use limitations are similar to those that 
have been adopted by the EU and would pose a legitimate threat to the interests of consumers 
and to the day-to-day operations of many companies and could make the effective operation 
of a business impossible.  Companies make many legitimate uses of customer information, as 
well as many uses that are unlikely to be material to consumers’ decisions to transact with 
them.  Nonetheless, it may be quite difficult to identify, before providing notice, all such 
legitimate uses of information.  However, if a company is unable to do so and therefore fails 
to provide notice disclosing every such use, for example, according to Commerce’s proposal, 
it would be prohibited from later using the information for a non-disclosed use (absent re-
notification and consent), even if such use is legitimate, reasonable, appropriate or even 
critical to the company’s continued operation or in furtherance with national policy goals (e.g., 
the security of our economic infrastructure).  This should not be an appropriate goal of any 
U.S. privacy regime and would severely impede innovation. 
 
The application of the purpose specification and use limitation principles as suggested by 
Commerce and the FTC also has the practical potential to directly undermine the FTC’s and 
Commerce’s concurrent recommendation that privacy policies be simple and clear.  In the 
Commerce ISP example, if a company remembered in its initial privacy notice to include a 
statement that information would be used to protect the company’s infrastructure or to prevent 
fraud, then no new notice or consent would need to be obtained.  If the company failed (in the 
interest of making the notice clear and concise and not unduly long, i.e., actually meaningful 
to consumers) not to include that obvious legitimate purpose, it would be required to provide 
a new notice and obtain consent for this “new” use.  In order to avoid this potential “re-
notification” issue, many companies would appropriately attempt to list every potential 
hypothetical use (no matter how unlikely or unforeseen).  Such a notice would be long and 
unwieldy and ultimately counterproductive.  In fact, the sheer volume of information 
disclosed and the likely irrelevance of a majority of this information to most consumers may 
cause many to simply ignore and disregard the notice.  For those consumers who did try and 
wade through such a detailed notice, there is a distinct possibility that they would become lost 
in its content, missing the information that they are interested in.  This level of detail is 
exactly what the financial services regulators avoided when they crafted their model privacy 
form.  

 
B. Notice Should be Narrowly Tailored 

 
We agree with the FTC and Commerce that consumers are better served by privacy policies 
that are clear and concise, and we believe that a reasonable approach would be to permit 
companies the flexibility to describe their data uses via something other than a granular list.  
In fact, we think that the most effective privacy policy would be one that did not even list the 
obvious or expected categories of information use.  This is the practical approach taken by 
GLBA, which sets forth the circumstances under which notice is not necessary.  There are 
many categories of uses and disclosures that are obvious, expected, legitimate, or not 
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potentially harmful to consumers, including, for example, product and service fulfillment, 
communication with the consumer, first-party direct marketing, internal research and 
development, risk control and compliance, and protection of the company’s interests.  While 
not a comprehensive list, these examples are categories of processing that are necessary 
and/or legitimate and consistent with the reasonable consumer’s expectations.  There is no 
point, therefore, in listing them in the notice.  Moreover, if they are stripped from the policy, 
the policy is more likely to provide the consumer with information that is of interest to her.  
This is exactly the approach followed by the financial regulators in their model GLBA 
privacy form, which briefly describes a financial institution’s “everyday business purposes” 
and then focuses on various types of sharing of customer information for marketing purposes. 
 
Moreover, the requirement that a financial institution provide its customers with a GLBA 
privacy notice is not a one-time disclosure.  Instead, a financial institution must provide its 
customers with a copy of its privacy notice initially at the time of establishing the customer 
relationship and then not less than annually thereafter during the course of that relationship.18  
In another example of Congress and regulators updating the financial privacy laws over time, 
as mentioned above, the federal agencies responsible for enforcing the GLBA recently issued 
a model privacy notice that financial institutions may use.19  The model was developed over 
the course of five years, in which the agencies conducted qualitative and quantitative testing 
with consumers.  The agencies’ stated goal was “to identify barriers to consumer 
understanding of current privacy notices and to develop an alternative. . . that consumers 
could more easily use and understand.”20

On the other hand, if the FTC’s and Commerce’s recommendations were to become 
enforceable, a covered company would have to provide a notice detailing what information it 
collects, the purposes for which it uses that information, and with whom it will be shared, for 
example, at every online and offline point of collection.  To do so, a company would have to 
identify each point of information collection, across all channels in which it, its employees, 
and agents acting on its behalf collect personal information.  This point should not be overly 
simplified.  In fact, this approach to notification would present a monumental undertaking.  
For example, if a bank were covered, a bank would need to identify every single type of 
situation in which it collects information, including, for example, when a consumer speaks 
with a loan officer to ask a question, whenever a consumer provides information to customer 
service, when a consumer reports a lost or stolen credit card and when a security guard 
interviews a witness to an accident at a bank branch. 

  As a result, the financial regulators have gone to 
great lengths to develop a model privacy notice that they believe is understandable, a unique 
challenge that should not be overly simplified, while reaffirming that a properly tailored 
notice that is periodically provided to consumers is appropriate and strikes the right balance.   

 
There are potentially tens of thousands of instances in which information hypothetically could 
be collected and used by a single company.  Assuming that these instances could be identified 
and listed in a somewhat clear fashion that is both understandable and meaningful to 
consumers (an unlikely assumption), these notices then would have to be provided repeatedly 
through a website, by e-mail, by telephone, and on paper.  For companies, such as banks 

                                                 
18 15 U.S.C. § 6802(a). 
19 See 74 Fed. Reg. 62,890 (Dec. 1, 2009). 
20 Id. at 62,893. 
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engaged with individuals across various online and offline channels, providing such notice 
would be impracticable and the costs and challenges would be dramatic and particularly 
onerous.  It is difficult to imagine how some companies could even provide such a notice and 
how most consumers could actually decipher and understand such a notice.  For example, 
imagine a consumer receiving a privacy “package” in the mail that lists countless hypothetical 
collection and use scenarios; then, imagine receiving similar privacy packages from a hundred 
other companies.  It is also difficult to imagine what meaningful benefits this would provide 
consumers, particularly where consumers do not “shop” based on privacy interests. 
 
To the extent that notice is required, we believe that companies should be provided with 
flexibility in terms of when and how they are permitted to provide consumers with any 
required notices, particularly if the FTC and Commerce approaches are extended to personal 
information collected offline.  Specifically, we encourage the FTC and Commerce to 
affirmatively state that a company should not be required to provide a consumer with a hard 
copy of its notice at the point of each offline information collection, such as in a retail branch 
or over the telephone.  Instead, we recommend that a company have the option of posting a 
publicly available copy of the notice, such as one posted on its website or a customer service 
desk in a physical outlet.  This approach would not only result in obvious efficiencies, but it 
would also avoid obstacles to the free flow of information, as a company would not be 
prohibited from interacting with a consumer before it is able to provide him or her with a copy 
of its notice. 
 
Under the current GLBA privacy notice structure, banks and other financial institutions incur 
significant mailing and printing costs each year to provide their customers with annual 
privacy notices.  For example, a large bank holding company may send its customers literally 
in excess of a hundred million notices each year, at a cost exceeding tens of millions of 
dollars.  If you imagine a scenario in which the FTC and Commerce approaches apply to 
virtually every consumer-oriented business in the country, trillions of notices would be mailed 
each year (i.e., it is not hard to imagine the average American receiving at least 100 notices a 
year).  The mailing costs alone for these notices would be very high, let alone the other costs 
in connection with the preparation and delivery of those notices, including, for example, legal 
costs and the diversion of a company’s resources.  These additional costs to business must not 
be underestimated and could have a significant impact on new business development and jobs 
and the ability of the U.S. to compete globally.  

 
C. Choice Should be Limited to Address Specific Harms 

 
The Preliminary Staff Report states that “staff notes that both sensitive information and 
sensitive users may require additional protection through enhanced consent.  The Commission 
staff has supported affirmative express consent where companies collect sensitive information 
for online behavioral advertising and continues to believe that certain types of sensitive 
information warrant special protection, such as information about children, financial and 
medical information, and precise geolocation data.  Thus, before any of this data is collected, 
used or shared, staff believes that companies should seek affirmative express consent.”   

Where choice is provided with respect to financial information, there is a long established 
history in the U.S. of opt-out as the method for providing choice.  There is no reasonable basis 
for moving to an opt-in approach in the U.S.  The privacy laws that have been tailored by 
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Congress and regulators over decades have worked well in this country to protect consumer 
privacy.  Like Commerce, the FTC should make no recommendations that cover specific 
industry sectors such as health care and financial services.  
 
Likewise, we believe that a company should not have to provide choice with respect to 
practices that are consistent with the provision of a product or service to the consumer, 
generally considered legitimate, or otherwise immaterial.  In particular, and consistent with 
our recommendations with respect to the disclosures required for privacy notices, we believe 
that a company should not have to obtain consumer choice for many types of data processing, 
including the following: 
 
 Processing that is commonly accepted by the consumer.  For example, a consumer 

buying a product online will expect that his or her personal information will be used 
to charge a credit card and deliver the product.  She will also understand that the 
company will use her personal information to communicate about the purchase (e.g., 
to notify her that the item has shipped or to advise of a delay) and will share it with a 
delivery company or the U.S. Postal Service so that the product can be delivered.  
Because these uses are commonly accepted (and implicit in the request for the 
product), choice should not be required.  Specifically, any consumer choice to limit 
these disclosures and uses would be fundamentally inconsistent with the consumer’s 
initial request for the product. 

 
 Processing that is legitimate or immaterial to a reasonable consumer’s decision to 

share his or her data.  Some data uses and disclosures, while not necessarily obvious 
to consumers, are legitimate, appropriate, and important to business operations, 
legitimate governmental interests and our economy more generally, or may be 
immaterial to a reasonable consumer’s decision to share his or her personal data with 
a company.  Accordingly, they should not be subject to consumer choice.  They 
include, by way of example, disclosures to service providers, servicing the 
consumer’s account, internal analytics, internal research and development, fraud 
prevention, audits, legal compliance, and disclosures to governmental authorities or 
law enforcement.21

 

  Providing consumers with choice with respect to these types of 
processing would have significant unintended negative consequences.  For instance, 
internal research and development provide many benefits, such as new or improved 
products and services.  Giving consumers the ability to decline to have their 
information (such as their feedback or the products they have purchased) used for 
these purposes would stifle companies’ ability to innovate.  Similarly, no benefit can 
come of a consumer’s ability to choose whether to have his or her information used 
for fraud prevention, which provides value for merchants, banks, the consumer, and 
the financial institution.  In fact, U.S. law requires that financial institutions collect 
and use personal information from their customers for “know-your-customer” and 
anti-money laundering and anti-terrorist financing purposes, thus providing 
individuals with choice in this area would be counterproductive and would create a 
direct conflict of obligations. 

                                                 
21 The OCC’s GLBA privacy regulations provide a useful list of the categories of disclosures that it found to be 
legitimate and not subject to consumer choice.  See 12 C.F.R. §§ 40.13, 40.14. 
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If these, as well as other types of processing that may not have been expressly described 
above, are not excluded from the categories of processing over which consumers have 
specific choice, consumers will be overwhelmed with choices (including about a myriad of 
potential uses) from the various companies with which they do business, asking them whether 
or not they agree to multiple data uses and disclosures for which consent should not be 
necessary, and in fact would be counterproductive.  Our suggested approach would provide 
choice only when there are specific harms that need to be addressed. 
 

D. Costs Associated with Broad Access and Correction are Significant 
 
If the FTC’s and Commerce’s proposals are accepted, a covered company would have to 
provide individuals with access to their information and the ability to update and correct it.  
This requirement would call for the implementation and maintenance of systems to track all 
personal information held by an organization in a form that is searchable and updateable.  The 
costs associated with this would be significant, even for online companies.  For an 
organization that still relies heavily on paper and offline collection of data, the cost of 
developing such a system would be astronomical.  In addition, many larger companies are 
organized by product line, and individuals often interact with multiple business units or across 
multiple countries.  Those business units frequently have separate databases.  Thus, if a parent 
company received an access request, it would require either checking every database of every 
division or business unit to provide accurate information or it would require significant 
investment in infrastructure to create a global system that incorporated all data from all 
business units.  In addition, organizations would be required to ensure that they have 
employees trained and available to respond to access requests.  Some industries would have to 
adopt measures to verify individuals’ identities before providing the requested access. 

Moreover, in light of the growing issue of identity theft, specific procedures would need to be 
developed to verify the identities of individuals requesting access.  In addition, the need to 
match access requests with information relating to consumers would likely cause many 
companies that do not currently collect sensitive identifiers, such as Social Security numbers, 
to do so.  
 

* * * * 

Once again, the Forum appreciates the opportunity to comment on this important matter.  If 
you have any questions concerning these comments or if we can otherwise be of assistance in 
connection with this matter, please do not hesitate to contact me. 

Sincerely, 
 
 
 
John R. Dearie 
Executive Vice President for Policy 
Financial Services Forum 


