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Before the
FEDERAL TRADE COMMISSION
Washington, DC 20580

In the Matter of

Complaint and Request for Investigation of
Viacom, Inc.’s Violation of the Children’s
Online Privacy Protection Act in Connection
with Nick.com

N N N N N N

The Center for Digital Democracy (“CDD?”), by its attorneys, the Institute for Public
Representation (“IPR”), joined by American Academy of Child and Adolescent Psychiatry,
Berkeley Media Studies Group, Campaign for a Commercial-Free Childhood, Center for Media
Justice, Center for Science in the Public Interest, Children Now, Consumer Federation of
America, Consumer Watchdog, ChangeLab Solutions, Global Action Project, Media Literacy
Project, Privacy Rights Clearinghouse, Public Citizen, Public Health Advocacy Institute, and
Rudd Center for Food Policy & Obesity at Yale (collectively, “Children’s Privacy Advocates™),
ask the Federal Trade Commission (“FTC”) to investigate and bring an action against Viacom,
Inc. for operating the website Nick.com in violation of the Children’s Online Privacy Protection
Act (“COPPA”). Nick.com is a website directed at children under age 13 that collects personal
information from children without giving clear and understandable notice to parents and without

even attempting to obtain verifiable parental consent.

l. Background

»l

Nickelodeon, or Nick, is “the number-one entertainment brand for kids.”* Founded in

1979, its “U.S. television network is seen in almost 100 million households and has been the

! LinkedIn, Nickelodeon page, http://www.linkedin.com/company/nickelodeon (last visited
August 19, 2012).
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"2 Nickelodeon is a division of

number-one-rated basic cable network for 15 consecutive years.
MTV Networks and Viacom, Inc.?

Nick.com is a sophisticated interactive website promoting Nickelodeon programs and
products, clearly geared to children under the age of 13. The site offers “advergames”—online
video games and other child-oriented activities that incorporate Nickelodeon program elements.
The website not only encourages children to spend time playing in the Nickelodeon environment,
but it encourages them to facilitate viral marketing by supplying the email addresses of their

friends, so that Nickelodeon can send the friends emails urging them to visit the website and play

the advergames as well.

1. Viacom’s Child-Directed Website Nick.com Fails to Comply With the
Children’s Online Privacy Protection Act
COPPA makes it unlawful for any operator of a website directed to children to collect
personal information from a child unless it complies with certain requirements. These
requirements include providing notice of the information collection and obtaining “verifiable
parental consent for the collection, use or disclosure of personal information from children.”
A. The Nick.com Website is Directed to Children Under the Age of 13
A company is subject to COPPA if it operates a website directed to children, defined as

“an individual under the age of 13.”

Nick.com is clearly directed to children under age 13. It is
clear from the site’s subject matter, visual and audio content, and language that the site is
directed at children. For example, the main page of Nick.com promotes children’s games and

programs, including SpongeBob SquarePants, iCarly, Winx Club, and Teenage Mutant Ninja

2 d.

3 1d.

415 U.S.C. § 6502.
°>16 C.F.R. § 312.2-3.
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Turtles.® The page also includes child-oriented advertising. For example, it recently featured an
ad for HappyMeal.com.’

When a child enters a portal for a particular kids’ program, she is greeted by advergames
based on that program. In the Winx Club portal, for example, children can play games, watch
videos, or look at pictures based on the animated series by the same name, a show featuring a
group of fairies and their adventures in the Magical Dimension.® According to its producers,
“Winx Club is one of the most successful 4-12 year old girls’ properties of all time. No other
property in its demographic boasts such a solid command of all aspects of the industry.”®

B. Viacom collects personal information from children on Nick.com.

Games on Nick.com collect personal information from children. To illustrate how these
games collect personal information, IPR took screenshots of our experience testing “Dress Me
Up!,” a game in which in which a child can create a Winx fairy of her own.® The child can
select the fairy’s gender, coloring, wardrobe, and wings.*! As the child plays with different
combinations, a poppy techno tune plays in the background.

As a child plays a game on Nick.com, a link at the bottom of the screen gives her the
option to “share.”*? If she clicks on the link, a popup window appears asking her to provide her
first name, her friend’s first name, and her friend’s email address.*® As our investigation showed,

however, nothing stops her from entering full names, such as the simulated full names “Coppa

® See Appendix A at Figure 1.
" See Appendix A at Figure 2.
® See Appendix A at Figure 3.

% Rainbow S.R.L., Winx Club, http://www.rbw.it/en/properties/winx-club (last visited August 19,
2012).

19 5ee Appendix A at Figure 4.
1 see Appendix A at Figure 5.
12 See Appendix A at Figure 5.
13 See Appendix A at Figure 6.
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Research” and “Coppa Research Two.”** After the child clicks “submit,” the recipient child
receives an email from Nick.com stating, “[Name] has sent you a game from Nick.com!”* The
email provides the name and an image of the recommended game, followed by a link with the
text “PLAY NOW."*°

The send-to-a-friend form collects personal information from children. The COPPA Rule
defines “collects” as “the gathering of any personal information from a child by any means,
including but not limited to . . . [r]equesting that children submit personal information online.”’
An operator need not store the information it receives to “collect” it. As the Commission
explained in its Statement of Basis and Purpose when it published the COPPA Rule in 1999, “the
definition of collects or collection has been modified to cover any request by the operator that
children submit information online.”*®

The COPPA Rule defines “personal information” as “individually identifiable
information about an individual collected online.”*® This includes “an e-mail address or other
online contact information, including but not limited to an instant messaging user identifier, or a

screen name that reveals an individual's e-mail address.””® Email addresses thus indisputably

constitute personal information under the rule.

M1d.
1> See Appendix A at Figure 7.
16
Id.
716 C.F.R. § 312.2(a).
'8 Children’s Online Privacy Protection Rule: Final Rule, 64 Fed. Reg. 59,888, 59,889 (1999).
16 C.F.R. § 312.2.
%016 C.F.R. § 312.2 (c).
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C. Nick.com’s Collection of Children’s Personal Information Does Not Comply
with the COPPA Rule
Under COPPA, collecting personal information from a child constitutes unfair and
deceptive trade practice in violation of Section 5 of the Federal Trade Commission Act unless

the site operator complies with the notice and consent provisions set forth in the COPPA Rule.

1. Nick.com Fails to Comply with COPPA’s Notice Requirements

The COPPA Rule requires that any website directed to children that collects personal
information from children provide notice “of what information it collects from children, how it
uses such information, and its disclosure practices for such information.”?* All notices must be
clearly and understandably written, be complete, and must contain no unrelated, confusing or
contradictory materials. Further, the COPPA Rule specifies that the website operator “must post
a link to a notice of its information practices with regard to children on the home page . . . and at
each area on the website . . . where personal information is collected from children.”?

Viacom provides a link to its privacy policy on the Nick.com home page.?® That privacy

policy states in relevant part:

THE NICKELODEON GROUP PRIVACY POLICY AND
YOUR CALIFORNIA PRIVACY RIGHTS

LAST UPDATED: 05/23/2012

Welcome! This Privacy Policy governs the websites and
online services within the Nickelodeon Group, which includes the
websites and online services listed here, including those operated
by NeoPets, Inc. and Atom Entertainment, Inc. (collectively, the
“Nickelodeon Sites” and, individually, “Site”). By accessing any
of the Nickelodeon Sites, you are consenting to this Privacy Policy.

2116 C.F.R. § 312.3-4.
2216 C.F.R. § 312.4(b).

23 http://www.nick.com/info/privacy-policy.html (last visited August 19, 2012). The full text of
the privacy policy is attached as Appendix B.
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This Privacy Policy describes what information the Nickelodeon
Sites collect from users, including children, when they visit the
Nickelodeon Sites; how such information is used and stored; when
such information may be disclosed to third parties; how users,
parents, and guardians can control the use and disclosure of
collected information; and how information is protected.

Our visitors’ privacy is important to us, and we recognize the
need to provide additional privacy protection for children on the
Nickelodeon Sites permitting such visitors. Our privacy practices
are guided by the United States' Children's Online Privacy
Protection Act of 1998, as well as data privacy laws in the United
States and other applicable countries. Younger visitors should
always check with their parents or guardians before entering
information on any website and we encourage families to discuss
their household guidelines regarding the online sharing of personal
information.

* Kk k%

F. Some Nickelodeon Sites provide visitors the opportunity
to send electronic postcards and “wish lists” of items they want to
family or friends, which means we will send, on the visitor’s
behalf, email messages to family and/or friends. To do so, visitors
must provide the email address of the recipient of such electronic
postcards or email messages. Email addresses provided to us for
this purpose are used solely to send the requested postcard or email
message and are deleted from our system once the postcard or
message is sent. In some cases, we may offer visitors an incentive
(e.g., points to be used in an online game) for referring information
about products to the visitor's family or friends. In such cases, we
will comply with all applicable legal requirements. Please note that
this feature may not be available to visitors in certain regions.

The notification that the website may collect a child’s email address “to send electronic
postcards and “‘wish lists” of items they want to family or friends” does not provide a complete or
accurate description of what information it collects from children, how it uses such information,
or its disclosure practices. Nor does it clearly disclose that the site uses children’s email
addresses to send marketing messages. Moreover, the policy is confusing and contradictory
because it claims that “visitors’ privacy is important to us” and “we recognize the need to

provide additional privacy protection for children,” but in fact, it uses its child-oriented website



to collect children’s email addresses and send them marketing messages without adequate notice
or verifiable parental consent.

Nick.com also fails to post a link to the privacy policy at each point at which it collects
personal information. As can be seen in the screenshots recorded during our investigation, the
site provides no notice of its privacy policy when it collects email addresses in the send-to-a-
friend form accessed from each game.?* This is a clear violation of Rule 312.4(b)(1).

Finally, the send-to-a-friend form makes no mention at all of parents. This violates
COPPA Rule 312.4(c), which requires a website operator to “make reasonable efforts . . . to
ensure that a parent of a child receives notice of the operator’s practices with regard to the

collection, use, and/or disclosure of the child’s personal information” (emphasis added).

2. Viacom Fails to Comply with COPPA’s Requirement that It Obtain
Verifiable Parental Consent Before Collecting Personal Information
From a Child
COPPA Rule 312.5 requires the website operator to “[o]btain verifiable parental consent
prior to any collection, use, and/or disclosure of personal information from children.” Nick.com

makes no attempt to obtain parental consent before collecting a child’s personal information.

3. Viacom’s Collection of Email Addresses is Not Exempt Under
COPPA’s One-Time Contact Exception
Nick.com’s collection of children’s personal information without giving notice to parents
and obtaining verifiable parental consent does not fall within any of the COPPA exceptions.
COPPA Rule 312.5(c) sets forth five exceptions to the consent requirement, only one of which

arguably has any relevance here.”® COPPA Rule 312.5(c)(2) provides that verifiable parental

% See Appendix A at Figure 6.

%% The other exemptions are for collecting the parent’s address for purposes of obtaining consent,
or where disclosure is necessary to protect the safety of the child.
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consent is not required “[w]here the operator collects online contact information from a child for
the sole purpose of responding directly on a one-time basis to a specific request from the child,
and where such information is not used to recontact the child and is deleted by the operator from
its records.”?

It is clear from the language that the terms “a child” and “the child” refer to the same child.
The FTC anticipated that this exception would apply when a child requested homework help or a
copy of a document.?” When Nick.com collects the email address of a child’s friend for the
purpose of sending marketing messages to that friend, the child’s friend has not requested that

Nickelodeon send her anything. Thus, Nick.com’s collection of email addresses is not exempt

under the plain language of 8312.5(c)(2).

4, Viacom’s Collection of Personal Information Does Not Follow the
Guidance in the FTC’s Frequently Asked Questions
The FTC’s website has a document entitled “Frequently Asked Questions about the
Children’s Online Privacy Protection Rule” (FAQ) that is intended to supplement other
compliance materials on the FTC website. Only one question, Question 44, addresses practices

similar to the send-to-a-friend function utilized by Nick.com.

44. My child-directed website wants to offer electronic post
cards and the ability for children to forward items of interest
on my site to their friends. Can | take advantage of one of the
email exceptions to parental consent?

It depends on how you design your e-card or forward-to-a-
friend system. Any system providing the opportunity to reveal any
personally identifiable information (PII) other than the recipient’s
email address requires you to obtain heightened verifiable consent
from the sender’s parent, and does not fall within one of COPPA’s
limited exceptions. This means that if your e-card/forward-to-a-
friend system permits PIl to be disclosed in either the “from” or
“subject” lines, or in the body of the message, then you must notify

%616 C.F.R. § 312.5(c)(2) (emphasis added).
2" Children’s Online Privacy Protection Rule: Final Rule, 64 Fed. Reg. 59,888, 59,902 (1999).
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the sender’s parent and obtain parental consent using one of the
more reliable methods to obtain verifiable consent enumerated in
the Rule before collecting any PII from the child.

In order to take advantage of COPPA’s one-time contact
exception for your e-cards, your webform may only ask for
recipient’s email address (and, if desired, sender and/or recipient’s
first name and last initial). Your e-card system must not permit the
sender to enter her full name, her email address, or the recipient’s
full name. In addition, you may not provide users with the ability
to freely type messages in either the subject line of the e-card or in
any text fields.

Finally, you should immediately send the e-card, and then
automatically delete the recipient’s email address after sending. If
you choose to retain the recipient’s email address until some point
in future (e.g., until e-card is opened by the recipient, or if you
allow the sender to indicate a date in the future when the e-card
should be sent), you must collect the sender’s parent’s email
address and provide notice and opt-out to sender’s
parent before the e-card is sent. See Statement of Basis and
Purpose, 64 Fed. Reg. 59888et seq., available at
www.ftc.qov/0s/1999/10/641r59888.pdf, p. 59902, n.222

This guidance may not apply to Nick.com at all, because it refers to “e-cards” and
“forward to a friend features.” This suggests that the guidance was intended to allow children to
send birthday cards and holiday greetings to their friends, or to forward an article of interest—
not to allow children to be used for viral marketing.?

Even if the guidance applies here, VViacom has failed to follow its restrictions. FAQ 44
specifies that “your webform may only ask for recipient’s email address (and, if desired, sender
and/or recipient’s first name and last initial). Your e-card system must not permit the sender to
enter her full name, her email address, or the recipient’s full name.” Even though the Nick.com
web form asks only for first names, nothing stops the child from entering either her full name or

the full name of the recipient, as our investigation discovered.”

28 According to the FAQ, Question 44 was revised on October 7, 2008. Children’s Privacy
Advocates have not been able to find any additional information about the purpose of the
question or the revision.

2% see Appendix A at Figure 6.
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I11.  Conclusion

For the foregoing reasons, Children’s Privacy Advocates respectfully request that the
FTC take prompt against Nickelodeon for its collection of personal information from children in
violation of COPPA. By failing to comply with its obligation to provide notice of its privacy
practices and obtain verifiable consent from parents before collecting personal information from
children, Nickelodeon endangers children’s privacy, exposes children to intrusive marketing

behind parents’ backs, and violates the FTC’s regulations.

Of Counsel: Respectfully submitted,

Yasemin Kasim Luebke

Georgetown Law Student Angela J. Campbell
Laura M. Moy
Institute for Public Representation
Georgetown University Law Center
600 New Jersey Avenue, NW
Washington, DC 20001
(202) 662-9535

August 22, 2012 Counsel for Center for Digital Democracy
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Appendix A: Nick.com Screenshots

nick tesnnick nicktoons nickatnite nickjr jcarly.com addictinggames — more l'mm

)dﬂ GAMES VIDEOS MUSIC MOVIES* CLUB STARS KII]EE'E'! | Loémmm“:;s |
LA AT PN @ DoY)

\.\ '~
K SEASON PREMIERE
ION "8/26 AT 12PM

-
PIRINID STRAFFT & 2812 RAINEON SA T AKD UTACON INTERMATIONAL INC

THE LATEST
"' ‘l | et Waner Brswsns

of Skydiving!

xa tips on planning your
event.

August 19

Meet Mikey of the
Teenage Mutant Ninja
Turtles!

MULTIPLAYER MADNESS % O Ees

Helmet in Monkey Quest!
Challenge friends and solve the puzzles with your favorite Nick characters! Play now»
@ eee

Figure 1
Nick.com Homepage

l‘cl GAMES VIDEOS MUSIC MOVIES™® CLUS STARS LOGIN | JON THE CLUS

i | ﬂl!lu&“l"“ “"]*ﬂ[!l s l'li%l‘c?;‘]mfi‘d =K )

;._ 2 Surprises
d “ﬁ' are jusl a * "n‘r
H CLICK away! L

Figure 2
Nick.com Homepage with HappyMeal.com Ad


http:HappyMeal.com
http:Nick.com
http:Nick.com
http:Nick.com

Appendix A: Nick.com Screenshots
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Coppa Research sent you a game from Nick.com. Hide Details
FROM: | no-reply@nick.com : + | Wednesday, March 14, 2012 8:57 PM

TO: | copparesearch2@yahoo.com |

Coppa Research has sent you a game from Nick.com!

Figure 7
Email from Nick.com
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Appendix B: Nick.com Privacy Policy

THE NICKELODEON GROUP PRIVACY POLICY
AND YOUR CALIFORNIA PRIVACY RIGHTS®

LAST UPDATED: 05/23/2012

Welcome! This Privacy Policy governs the websites and online services within the Nickelodeon
Group, which includes the websites and online services listed here, including those operated by
NeoPets, Inc. and Atom Entertainment, Inc. (collectively, the “Nickelodeon Sites” and,
individually, “Site”). By accessing any of the Nickelodeon Sites, you are consenting to this
Privacy Policy. This Privacy Policy describes what information the Nickelodeon Sites collect
from users, including children, when they visit the Nickelodeon Sites; how such information is
used and stored; when such information may be disclosed to third parties; how users, parents,
and guardians can control the use and disclosure of collected information; and how information
is protected.

Our visitors’ privacy is important to us, and we recognize the need to provide additional privacy
protection for children on the Nickelodeon Sites permitting such visitors. Our privacy practices
are guided by the United States' Children's Online Privacy Protection Act of 1998, as well as data
privacy laws in the United States and other applicable countries. Younger visitors should always
check with their parents or guardians before entering information on any website and we
encourage families to discuss their household guidelines regarding the online sharing of personal
information.

SUMMARY.

For your convenience, the following is a quick summary of our Privacy Policy. Please read the
entire Privacy Policy for more detailed information.

The Nickelodeon Sites collect only the information that is reasonably
necessary for the activities available on the particular website. In
general, we collect three types of information:
1. Information that you actively give to us (for example, during
registration, sweepstakes, purchases or content submissions);

WHAT 2. Information we automatically collect about your computer or
INFORMATION WE wireless devices (such as your IP address, cookie 1D, and other
COLLECT. unique device identifiers); and

3. Information we collect from third parties, including through
your registered third-party social media providers.

For more detailed information regarding the information we collect,
please go here

We store your information using reasonable security precautions and
for only as long as we think reasonably necessary. Despite such

HOW WE STORE precautions, there is always a chance that someone may impermissibly
SUCH access your information. If you think a third party has accessed your
INFORMATION. information, please contact us immediately as instructed below.

For more detailed information regarding how we store information,
please go here

% Current as of August 19, 2012. Available at http://www.nick.com/info/privacy-policy.html.

B-1
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HOW WE USE SUCH
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INFORMATION WE
SHARE WITH THIRD
PARTIES.

WHAT
INFORMATION
OTHERS MAY
COLLECT.

YOUR CONTROL
OVER YOUR
INFORMATION.

QUICK LINKS.

Appendix B: Nick.com Privacy Policy

In general, the information we collect may be used to respond to your
requests; enable you to take advantage of Nickelodeon Sites features
and services; personalize your experience and the advertising you see;
send you special offers and promotions from Nickelodeon, the Viacom
family of companies, and on behalf of third-parties whose products or
services might be of interest to you; measure analytics; and manage and
improve the services available on the Nickelodeon Sites.

For more detailed information regarding how we use such information,
please go here

Depending upon the circumstances, we may share collected information
with (a) law enforcement or others as needed to protect or defend our
rights and the rights of others; (b) third parties we hire to handle certain
activities; (c) advertisers or third parties with whom we may partner to
provide you additional content, products or services; (d) business
partners who sponsor a sweepstakes or contest or who jointly offer a
service or feature on the Nickelodeon Sites; (e) within the Viacom
family of companies; (f) in the event of a corporate transaction; and (g)
otherwise with your consent.

For more detailed information regarding our information sharing
practices, please go here

We may use a number of advertising networks, analytics service
providers and other such companies to, for example, serve targeted
advertisements or analyze the performance of the Nickelodeon Sites.
These companies may use their own unique identifiers, and their use of
these technologies is within their control and not ours. Our Privacy
Policy does not cover any information that these companies may collect
from you.

For more information about these third parties and how you might be
able to control how they use your information, please go here

You have the right to access, update and correct factual inaccuracies in
any personally identifiable information we collect about you.

You can stop the delivery of commercial e-mail messages from the
Nickelodeon Sites by following the instructions in e-mails you receive.
You may have choices about the use of your information by third
parties wishing to deliver certain targeted advertising to you.

Parents and guardians can review any personally identifiable
information collected about their children and request that such
information be deleted and/or that no further information be collected.
For more detailed information regarding your control over your
information, please go here and here

I. INFORMATION COLLECTION AND USE.

B-2
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A. Registration Information
B. Social Platform Registrations and Social Media Plugins
C. Computer Information Collected By Us
D. Computer Information Collected By Others
E. Contests and Sweepstakes
F. Electronic Postcards and Messages
G. Electronic Newsletters
H. Interactive Features and Services
I. Wireless Marketing Services
J. Geolocation Information
K. Financial Information
L. Other Data Collection and Use
11. DISCLOSURE TO THIRD PARTIES.
A. Law Enforcement and Safety
B. Agents
C. Third Parties/Advertisers
D. Co-Branded Sites And Features
E. Viacom and Other Affiliated Businesses
F. Business Transfer
G. With Your Consent
I1I. INTERNATIONAL TRANSFER.
1V. SECURITY, STORAGE AND RETENTION OF INFORMATION.
V. ACCESSING AND CORRECTING INFORMATION; TERMINATION OF
WIRELESS SERVICES.
A. Reviewing Your Information
B. Parental Access
C. Termination Of Wireless Services
V1. ONLINE SAFETY.
VII. LINKS TO THIRD PARTIES.
VI1Il. YOUR CALIFORNIA PRIVACY RIGHTS.
IX. CONTACT US

I.INFORMATION COLLECTION AND USE.

We may request or collect certain information when you visit the Nickelodeon Sites. However,
visitors are required to share only the information that is reasonably necessary to participate in
the particular activity.

A. Registration Information: The information required to register varies by Site, but
may include: (a) birth date; (b) gender; (c) country; (d) state; (e) zip code; (f) user name and
password; (g) wireless telephone number; (h) email address; and (i) other profile information
such as avatar preferences, communications preferences, and interests. If the Site either is
directed to children under 13 or has actual knowledge that a user is under 13 years old, the child
is asked to provide his or her parent's or guardian's email address. For certain countries, visitors
or their parents will receive an activation email and must follow the procedures or otherwise

B-3
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agree to the terms within the activation email within a certain time period to activate the account;
accounts not activated within that time period will be deleted.

Registration information is used to enable visitors to take advantage of site offerings; respond to
visitor’s requests for products, services, and information; manage games; serve appropriate
material; customize the content you see when you visit the Nickelodeon Sites; and offer visitors
special offers and promotions from Nickelodeon Sites and the “Viacom family of companies”
(which comprises Viacom International Inc. and its subsidiaries and affiliates), as well as on
behalf of selected third parties offering products, programs or services, that we believe may be of
interest to you.

B. Social Platform Registrations and Social Media Plugins: Some of the
Nickelodeon Sites permit or require you to register or log into your account via a social
networking platform such as Facebook Connect or Flux, or permit you to use social media
plugins such as the Facebook “Like” or Google “+1” buttons. When you use these social
networking platforms and plugins, your username and password for the services and other
information available about you or collected from you on these services may be shared with us.
When you use social networking platforms and plugins, you share your information with them
and their privacy policy applies to their collection, use, and disclosure of such information. In
addition, they may be able to collect information about you, including your activity on the
Nickelodeon Sites, and they may notify your connections on the social networking platform
about your use of the Nickelodeon Sites. Such services may also employ unique identifiers
which allow your activity to be monitored across multiple websites for purposes of delivering
more targeted advertising to you. For more information about Facebook Connect, please go here.
For more information on Flux, please go here. Please note that their privacy policies may be
different from our own and we encourage you to read them.

C. Computer Information Collected by Us: When visitors come to a Site, we
automatically collect certain information from their computers or mobile devices, such as the
type of computer operating system (e.g., Windows XP or Mac OS), the visitor's IP address, the
web browser (e.g., Internet Explorer, Safari, Chrome and Firefox), UDID (for mobile devices),
information about the websites visited before and after visiting the Site, the web pages and
advertisements viewed and links clicked on within the Nickelodeon Sites, interactions with e-
mail messages sent by a Site or the Viacom family of companies (e.g., links clicked on and
whether the messages were opened or forwarded), information collected through the use of
unique identifiers such as cookies (see below), information regarding the Internet service
provider, and other standard server log information ("Computer Information"™).

We may use cookies, web beacons, or similar technologies (collectively referred to as “Tracking
Technologies”) on the Nickelodeon Sites. "Cookies™ (which may be html files, Flash files or
other technology) are text files that help store user preferences and activity. “Web beacons” (also
known as image tags, gif or web bugs) are small pieces of code used to collect advertising data,
such as counting page views, promotion views or advertising responses. The Site and/or third
parties may use “cookies”, “web beacons” and other similar tracking technologies (collectively,
“Tracking Technologies”) to collect Computer Information automatically as you browse the Site
and the web.

We may use Tracking Technologies to help tailor our content, allow users to move between
certain Nickelodeon Sites without logging into each Site, enable the internal functioning of the
Nickelodeon Sites, understand Site and internet usage, improve or customize the content,
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offerings or advertisements on this Site, personalize your experience on the Site (for example, to
recognize you by name when you return to the Site), understand your interactions with email
messages originating from the Nickelodeon Sites or the Viacom family of companies (such as
the links clicked on and whether the messages were opened or forwarded), save your password,
save your online game or video player settings, enable you to use shopping carts, help us offer
you products, programs or services that may be of interest to you, deliver relevant advertising,
maintain and administer the Nickelodeon Sites. These Tracking Technologies collect “click
stream” data and additional other information regarding your visits to the Nickelodeon Sites
(such as your visits to specific webpages, use of features, purchasing history or preferences),
may collect such other information across multiple sessions on the Nickelodeon Sites and other
websites offered by the Viacom family of companies and may also collect your IP address or
some other identifier unique to the device you use to access the site (“Identifier”). An ldentifier
may be automatically assigned to any device you use to access the Nickelodeon Sites.

By visiting a Site, whether as a registered user or otherwise, you acknowledge, understand and
hereby agree that you are giving us your consent to track your activities and your use of a Site
through these Tracking Technologies and Identifiers and that we may use Tracking Technologies
in the emails we send to you.

The Nickelodeon Sites adhere to the Self-Regulatory Principles for Online Behavioral
Advertising. Click here for more information about the Nickelodeon Sites and online behavioral
advertising. On sites that are directed to children under 13 or where Nickelodeon has actual
knowledge that a user is under 13, Nickelodeon does not direct targeted advertising to such
children based on the child’s visits to the Nickelodeon Sites and other websites that the child
visited.

Our Third Party Advertising Service Providers (as defined in Section D) do not have access to
Tracking Technologies set by the Nickelodeon Sites except to the extent necessary to provide
services to the Site. The Third Party Advertising Service Providers, as well as advertisers, may
themselves set and access their own Tracking Technologies on your Device if you choose to
have Tracking Technologies enabled in your browser (or, for Flash cookies, if you have not
removed them) and/or they may otherwise have access to other information about you.

You have a number of options with respect to the Tracking Technologies set by the Nickelodeon
Sites:

e You can prevent the use of certain Tracking Technologies (other than Flash cookies) by
using the controls in your Web browser. To do so, you must complete both of the
following steps:

1. Delete existing Tracking Technologies through the “Internet Options” sub-option of the
“Tools” menu option of your browser or otherwise as directed by your browser’s support
feature; and

2. Disable future Tracking Technologies by using the same browser controls. Additional
information on disabling most Tracking Technologies may be available through your
browser’s support feature. (See the “help” section of your browser for more information.)
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e You may be able to have the device you use to access the Nickelodeon Sites warn you
each time a cookie or most other Tracking Technologies is being set (other than Flash
cookies), or you can choose to turn off such warnings. This is done through your browser
on the device you use to access the Nickelodeon Sites. Additional information on
warnings and removal of warnings may be available through your browser’s support
feature.

Please note that deleting, rejecting, disabling or turning off Tracking Technologies through the
above options will not remove Flash cookies. For more information about Flash cookies and how
to remove them from your computer, please visit here

Please be aware that certain areas and features of Nickelodeon Sites can only be accessed in
conjunction with Tracking Technologies, and that disabling Tracking Technologies might
prevent you from accessing such content.

D. Computer Information Collected By Others: Nickelodeon Sites use a variety of
third-party advertising networks, data exchanges, traffic measurement service providers,
marketing analytics service providers, and other third-party service providers (collectively,
“Third Party Advertising Service Providers”) to, for example, serve advertisements on the
Nickelodeon Sites, facilitate targeting of advertisements, and measure and analyze advertising
effectiveness and/or traffic on the Nickelodeon Sites (“Targeting Services”). These Targeting
Services enable us to display advertisements based on your visits to the Nickelodeon Sites and
other websites you have visited and may include delivering advertisements or other content for
products and services that may interest you. Targeting Services also help prevent you from
seeing repeated advertisements and enable us to research the usefulness of certain
advertisements. On sites that are directed to children under 13 or where Nickelodeon has actual
knowledge that a user is under 13, Nickelodeon does not direct targeted advertising to such
children based on the child’s visits to the Nickelodeon Sites and other websites that the child
visited.

These Third Party Advertising Service Providers do not have access to Tracking Technologies
set by the Nickelodeon Sites except to the extent necessary to provide services to the
Nickelodeon Sites. The Third Party Advertising Service Providers, as well as advertisers, may
themselves set and access their own Tracking Technologies on your device if you choose to have
Tracking Technologies enabled in your browser (or, for Flash cookies, if you have not removed
them) and/or they may otherwise have access to Other Information about you. In addition, Third
Party Advertising Service Providers may collect aggregate log data separately and independently
from what the Nickelodeon Sites collect.

You should be aware that different rules might apply to the collection, use or disclosure of your
information by third parties in connection with their advertisements, promotions and other
websites you encounter on the Internet. The use of such technology by these third parties is
within their control and not the Nickelodeon Sites. Even if we have a relationship with the third
party, we do not control those sites or their policies and practices regarding your information and
this Privacy Policy does not cover any use of information that they may collect from you. We
encourage you to research and direct any of your questions in this regard to these third parties.
Use of a third party’s Tracking Technology is subject to their own privacy policies.

With respect to the Tracking Technologies set by Third Party Advertising Service Providers and
advertisers (and outside the control of the Nickelodeon Sites), you have a number of options:
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You can opt-out of the use of information for these advertising purposes by two such
Third Party Advertising Service Providers, Demdex and DoubleClick by using those
Providers’ opt-out tools. You can access Demdex’s tool at http://www.donottarget.com/
and DoubleClick’s at http://www.google.com/intl/en/privacy/ads/. We also may from
time to time permit other Third Party Advertising Service Providers and Advertisers to
collect Information on the Nickelodeon Sites. Some of these Providers and Advertisers
may participate in the Network Advertising Initiative’s Opt-Out Tool and/or the Self-
Regulatory Program for Online Behavioral Advertising Please click on the links to these
tools to learn more about your choices.

Please note the following with respect to opting out of Tracking Technologies set by
Third Party Advertising Service Providers and advertisers:

The opt-out tools discussed above are “cookie based.” This means that the tools rely
on cookies to remember your choices with respect to the use of your information by the
parties that offer you those choices. If you opt-out but then use the controls in your
browser to delete all Tracking Technologies, you may have to opt-out again, a second
time, in order to re-establish your opt-out preferences.

Opt-outs are browser-specific. This means, for example, that if you opt out while using
Internet Explorer 9, this choice will not affect the collection of information collected by
Tracking Technologies when you use Mozilla Firefox on the same device. It also means
that opting out on one device will not affect the collection of information by Tracking
Technologies on other devices you may use to access the Nickelodeon Sites.

You also can prevent the use of certain Tracking Technologies (other than Flash cookies)
on a particular device by using the controls in your Web browser. To do so, you must
complete both of the following steps:

Delete existing Tracking Technologies through the “Internet Options” sub-option of the
“Tools” menu option of your browser or otherwise as directed by your browser’s support
feature; and

Disable future Tracking Technologies by using the same browser controls. Additional
information on disabling most Tracking Technologies may be available through your
browser’s support feature. (See the “help” section of your browser for more information.)

You may be able to set the device you use to access the Nickelodeon Sites warn you each
time a cookie or most other Tracking Technologies is being set (other than Flash
cookies), or you can choose to turn off such warnings. This is done through your browser
on the device you use to access the Nickelodeon Sites. Additional information on
warnings and removal of warnings may be available through your browser’s support
feature.

Opting-out of, deleting, rejecting, disabling or turning off Third Party Advertising
Service Providers’ Tracking Technologies does not mean that you will no longer receive
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online ads. Opting-out of, deleting, rejecting, disabling or turning off Third Party
Advertising Service Providers’ Tracking Technologies only means that such ads will no
longer be tailored to your specific viewing habits or interests, but you will continue to see
ads on the Nickelodeon Sites.

e PLEASE NOTE THAT THE USE AND STORAGE OF FLASH COOKIES
TYPICALLY CANNOT BE CONTROLLED THROUGH YOUR BROWSER. For more
information about Flash cookies and how to remove them from your computer, please
visit here

E. Contests and Sweepstakes: The Nickelodeon Sites may offer online contests and
sweepstakes. To enter these contests and sweepstakes, you may be required to provide your first
name and email address and/or additional information required for the management of the
contest or sweepstakes. On sites that either are directed to children under 13 or where we have
actual knowledge that a user is a child under 13, we may collect the child’s e-mail address to
enter the child in the contest or sweepstakes, store such child’s email address for the duration of
the sweepstakes, and use it for notification if he or she is the winner. For certain contests or
sweepstakes on such sites, we may ask for the email address of the child's parent or guardian to
inform the parent or guardian of his or her child's entry and give the parent or guardian the
option to have the child's entry deleted.

F. Electronic Postcards and Messages: Some Nickelodeon Sites provide visitors the
opportunity to send electronic postcards and “wish lists” of items they want to family or friends,
which means we will send, on the visitor’s behalf, email messages to family and/or friends. To
do so, visitors must provide the email address of the recipient of such electronic postcards or
email messages. Email addresses provided to us for this purpose are used solely to send the
requested postcard or email message and are deleted from our system once the postcard or
message is sent. In some cases, we may offer visitors an incentive (e.g., points to be used in an
online game) for referring information about products to the visitor's family or friends. In such
cases, we will comply with all applicable legal requirements. Please note that this feature may
not be available to visitors in certain regions.

G. Electronic Newsletters: Visitors can provide their email addresses to receive email
newsletters and promotions from the Nickelodeon Group, the Viacom family of companies, and
our business partners. Visitors may change their preferences regarding emails at any time
through the unsubscribe link in the newsletters or, for certain Nickelodeon Sites, by logging into
and changing the preferences for their account.

When visitors to Nickelodeon Sites that either are directed to children under 13 or have actual
knowledge that a user is a child under 13 years old ask to receive our email newsletter(s),

they will be asked to provide their first name, email address and the email address of their
parent/guardian. We will send the child's parent/guardian a notification email informing them of
the child's request to receive by email the newsletter on an ongoing basis and give the
parent/guardian the option to have his or her child's information removed from our newsletter
database. The link to remove the child’s information will expire approximately 48 hours from the
time it is sent, but at any time after receiving this notification email, the child's parent/guardian
may request that we stop sending the child the newsletter(s) by following the "unsubscribe”
instructions found at the end of any of the newsletter emails. Parents/guardians may at any time
review any personally identifiable information collected online about their child. See section V
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(B) below. When a child provides a parent's/guardian’'s email address when signing up for
newsletter(s), that email address is used to send the notification email message and is
subsequently deleted from our system.

H. Interactive Features and Services: Some of the Nickelodeon Sites offer
interactive features and services, such as message boards, chat rooms, electronic mail services,
comment boxes, messaging services, and member profile pages. For certain countries, on
Nickelodeon Sites that either are directed to children under 13 or have actual knowledge that a
user is a child under 13 years old, we either will obtain the consent of the child’s parent before
allowing the child to use these interactive features and services or will use reasonable technical
measures to delete all or virtually all personal information from a child’s postings before they are
made public and also delete such information from our records. We use the information collected
through interactive features and services to enable you to participate in such features and
services.

I. Wireless Marketing Services: Consistent with local law, appropriately aged visitors
may have the opportunity to register for special promotions, services, news, programming and
information delivered via text messaging and/or wireless devices. To do so, visitors may be
asked to provide their telephone number, wireless email address, carrier’s name, and/or their
opinion regarding certain goods and/or services. Visitors must opt in to receive wireless
marketing material from businesses within the Nickelodeon Group and Viacom family of
companies through one of the following methods: (a) filling out the registration information on
any Nickelodeon Sites’ wireless marketing registration page; or (b) sending a specific word, code
or symbol via a text message to a telephone number designated by us in any promotional
material. The visitor may also be asked to confirm his or her acceptance to receive such wireless
marketing services.

Visitors that register for wireless marketing services acknowledge, understand and agree that
they will be charged by the visitor's wireless carrier for all messages sent to the visitor from the
Nickelodeon Sites or Viacom family of companies. Standard messaging rates will apply, unless
noted otherwise. Under no circumstances will the Nickelodeon Group or the Viacom family of
companies be responsible for any wireless email or text messaging charges incurred by such
visitor or by a person that has access to a visitor's wireless device, telephone number, or email
address.

J. Geolocation Information: We may collect and store information about your
precise geographic location if you enable your computer or mobile device to send us location
information. You may be able to change the settings on your computer or mobile device to
prevent it from providing us with such information. We use this information, for example, to
enable visitors to take advantage of Site offerings; respond to visitor’s requests for products,
services, and information; manage games; customize the content visitors see when visiting the
Nickelodeon Sites; and to offer visitors special offers and promotions from Nickelodeon Sites
and the Viacom family of companies, as well as on behalf of selected third parties offering
products, programs or services that we believe may be of interest to our visitors.

K. Financial Information: We collect and use financial information, such as credit
card numbers and security codes, for the limited purposes described below.

i. Arcades: Users who are of legal age to form a binding contract may
purchase games available on the Nickelodeon Sites (e.g., games from Shockwave.com).
Purchasing such games may require providing information to process the order including full
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name, billing and/or shipping addresses, billing address, email address, credit card number,
control payment number, PIN, card security code, expiration date and/or a phone number. After
successfully entering a valid credit card number/expiration date and completing the order
process, an account is created. We use this information to process the order and to send order
confirmations via email, as well as to send information about products and services of interest
and as otherwise required by law. If you make purchases using a pre-paid card, we will not
require you to enter any personally identifiable information to complete your purchase.

ii. Consumer Products: Certain of the Nickelodeon Sites provide pages and/or
links to pages offering visitors who are of legal age to form a binding contract the opportunity to
purchase consumer products (the "Shops™). To do so, visitors need to provide contact, shipping,
billing and credit information. These pages may be hosted and operated by a third party that is
independent and separate from the Nickelodeon Sites. This third party collects personal
information about shop visitors and may share this information with us. We use this information
to process the order and to send order confirmations via email, as well as to send information
about products and services of interest and as otherwise required by law. Before providing
information on these pages, we encourage you to review the posted privacy policies which
govern such third party’s use of your information, as they may differ from ours.

iii. Virtual Items/Memberships: Some of the Nickelodeon Sites may offer
memberships, online subscriptions and/or virtual items for use in conjunction with the
Nickelodeon Sites' games. When you enter into a transaction for a membership, subscription,
virtual item or similar transaction, you may be asked to provide the credit card and/or billing
information and email address. We will use this information to fulfill your specified requests, as
well as to inform you about additional products or service opportunities and as otherwise
required by law. Please also see the information regarding payment processors in Section 11(B)
below.

L. Other Data Collection and Use.
We collect search query information when visitors search for information on the Nickelodeon
Sites. We also collect information from visitors when they contact us with questions and
comments.
We may use this information, along with any of the other information described above, to (i)
analyze use of the Nickelodeon Sites and understand and improve our service offerings; (ii)
prevent potentially prohibited or illegal activities; and (iii) for any other purposes disclosed to
you at the time we collect your information or pursuant to your consent.
We may combine information collected through the Nickelodeon Sites with information we
collect from other sources (e.g., social media integration services), other Viacom family of
company’s sites, offline records or publicly available information). It is your responsibility to
provide complete and accurate information and to keep such information up to date. We are not
responsible for any problem or liability arising from your failure to do so.
I1. DISCLOSURE TO THIRD PARTIES.
We may share your information with third parties for the limited purposes described below. In
the U.S., parents of children under the age of 13 have the option of consenting to the collection
and use of their child's personal information without consenting to the disclosure of that
information to certain third parties.

A. Law Enforcement and Safety.
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You acknowledge, consent, and agree to the extent legally permissible in this jurisdiction to
allow us to access, preserve, and/or disclose the information we collect and/or content you
provide to us (including information you may have posted on bulletin boards or internal site
communication systems) to a law enforcement agency or other third parties if required to do so
by law or with a good faith belief that such access, preservation, or disclosure is reasonably
necessary to: (a) comply with legal process; (b) enforce the Terms of Use of the respective
Nickelodeon Sites; (c) respond to claims that the content violates the rights of third parties; (d)
respond to your requests for customer service; or (e) protect the rights, property, or personal
safety of the owners of the Nickelodeon Sites, any user of the Nickelodeon Sites, a third party or
the general public. We also may disclose user information whenever we believe disclosure is
necessary to limit our legal liability; to protect or defend our rights or property; or protect the
safety, rights, or property of others.
If you have concerns about the conduct of a particular user, please send an e-mail to
nickprivacy@nickonline.com. This email is not to contact us about the status of your account.

B. Agents.
Information collected through the Nickelodeon Sites may be transferred, disclosed or shared with
third parties engaged by us to handle and deliver certain activities, such as message boards,
sweepstakes and contests, e-cards, payment processing, newsletters, and advisory boards, and to
perform other technical and processing functions, such as sending postal mail and email,
maintaining data integrity, programming operations, user services or technology services. We
may provide these third parties information collected as needed to perform their functions, but
they are prohibited from using it for other purposes and specifically agree to maintain the
confidentiality of such information. Some of these agents, such a payment processors, may
request additional information during the course of offering their services. Before you provide
additional information to third party agents, we encourage visitors to review their privacy
policies and information collection practices.

C. Third Parties/Advertisers.
Some Nickelodeon Sites partner with outside third parties to provide you with additional content,
products, or services that we believe may be of interest. For example, we may partner with a
greeting card company, software manufacturer, social media plugin provider, or mobile phone
provider to offer you electronic cards, games, social networking, or text messaging services.
These partners operate websites and services that are separate and independent from the
Nickelodeon Sites and, accordingly, may have their own privacy policies. If you consent or
register with one of our partners, that means you grant the Nickelodeon Sites permission to give
your registration and other information, including e-mail address, to that third party. If you have
identified yourself as residing in the EU, we will not share your email address or other personally
identifiable information with third parties for advertising purposes unless you have "opted-in."
In addition, Third Party Advertising Service Providers may use their own Tracking Technologies
to gather information about you. Please see Section I(D) above for more detailed information
regarding such use of Tracking Technologies.
For more information on our use of third party advertisers and the self-regulatory principles,
please click here

D. Co-Branded Sites and Features
Some Nickelodeon Sites offer co-branded services and features, such as events and promotions
that we put together with another company (“Co-Branded Partner"). Such services may be hosted
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on a Site and/or our Co-Branded Partner's website. We may share your information with our Co-
Branded Partner and your voluntary use of or participation in a co-branded service or feature
means that you opt-in and affirmatively consent to both the Nickelodeon Sites and our Co-
Branded Partner collecting and using the information you provided during registration and/or in
connection with the specific co-branded feature for fulfillment, marketing or administrative
purposes. If you wish to opt-out of a Co-Branded Partner's future use of your information for
marketing purposes, you will need to contact the Co-Branded Partner directly. The Co-Branded
Partner will be identified on the co-branded feature or service.

E. Viacom and Other Affiliated Businesses
The Nickelodeon Sites are part of the Viacom family of companies. Where permitted by law, we
may share information we collect about you within the family of Viacom family of companies’
websites and other affiliated businesses so that we can, for example, provide you with
information about products and services that might interest you.

F. Business Transfer
In the event that assets relating to one or more of the Nickelodeon Sites are transferred or sold to
another entity as a result of, for example, a corporate sale, merger, consolidation, asset sale, or in
the unlikely event of bankruptcy, information collected at the Nickelodeon Sites may be
transferred to the acquiring company.

G. With Your Consent
We may otherwise disclose your information pursuant to your consent.
I11. INTERNATIONAL TRANSFER.
The Nickelodeon Sites are designed for and targeted to U.S. audiences and are governed by and
operated in accordance with the laws of the U.S. We make no representation that the
Nickelodeon Sites are operated in accordance with the laws or regulations of, or governed by,
other nations. By participating in activities on the Nickelodeon Sites, you certify that you meet
the age and other eligibility requirements for the Nickelodeon Sites as set forth in the respective
Terms of Use Agreement for each Site. If you do not meet the age and other eligibility
requirements of the particular Site you are visiting, please discontinue using that Site
immediately as your continued use of the Nickelodeon Sites indicates that you are agreeing to
the collection, use, disclosure, management and storage of your Information as described in this
Privacy Policy.
Please be aware that by providing us with personal information, you understand and agree that:
(1) due to our international operations, your personal information may be transferred to and
stored on servers located outside your resident jurisdiction; (2) to the extent you are a resident of
a country other than the United States, you consent to the transfer of such data to the United
States for processing by our affiliates in accordance with this Privacy Policy and (3) the Privacy
Policy and the collection of information pursuant to the Privacy Policy shall be governed by and
construed in accordance with the laws of the United States, without giving effect to any
principles of conflicts of law. Our affiliates comply with the U.S.-EU Safe Harbor. Please see the
Safe Harbor Privacy Policy for detailed information on these affiliates' privacy practices.
If you do not consent to the terms of this Privacy Policy, please do not use the Nickelodeon Sites
because your use of the Nickelodeon Sites represents your consent. If you have already provided
personal information, please contact us about how you would like us to handle such information.
IV. SECURITY, STORAGE AND RETENTION OF INFORMATION.
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The Nickelodeon Sites maintain reasonable technical and organizational steps to help ensure that
information collected is secure, including limiting the number of people who have physical
access to our database servers and use of electronic security systems and password protections
which guard against unauthorized access. The Nickelodeon Sites conduct financial transactions
via secured transmissions. We limit access to visitor’s information to employees and contractors
who are authorized for the proper handling of such information, and any employee found
violating our standards of security and confidentiality will be subject to our disciplinary
processes. We also take reasonable steps to help make sure our third-party agents protect the
security of your personal information. However, as with most Internet sites or services, it is
possible that third parties may unlawfully access such personal information through a number of
means despite our efforts.
Information collected at the Nickelodeon Sites will not be stored for longer than is necessary for
the purposes described in this Privacy Policy, or to otherwise meet legal requirements.
V. ACCESSING AND CORRECTING INFORMATION; TERMINATION OF
WIRELESS SERVICES.

A. Reviewing Your Information
You have the right to access, update and correct factual inaccuracies in personally identifiable
information that we collect online at the Nickelodeon Sites, subject to certain exceptions. To do
s0, you should log into your account or you may e-mail us at nickprivacy@nickonline.com. To
help protect your privacy and the security of your personally identifiable information, we will
take reasonable steps to verify your identity before granting access.

B. Parental Access
Parents/guardians of children under the age of 13 can print out and mail or fax us a signed form
that allows them to review any personally identifiable information collected about their child,
have this information deleted, and/or request that there be no further collection or use of their
child's personally identifiable information. You can download the form here. We will take steps
to verify the identity of anyone requesting personally identifiable information about a child and
to ensure that the person is in fact the child's parent or legal guardian.

C. Termination of Wireless Services
You may cancel one or more wireless services via your wireless device at any time by using the
unsubscribe mechanism provided by the Nickelodeon Sites at the time the message is sent, or by
sending a text message that says "STOP", "END", "CANCEL", "REMOVE", "UNSUBSCRIBE"
or "QUIT". Nickelodeon Sites will terminate your registration for the most recent wireless
service you received. Any of these words followed by the word "ALL" in the user's termination
request will cancel all of the user's registered wireless services with the Nickelodeon Sites. If you
unsubscribe from one or all of wireless service(s) via your wireless device, the service(s) will be
terminated immediately and will cancel your previous opt-in.
VI. ONLINE SAFETY.
Some of the Nickelodeon Sites offer you and your child an online safety guide which we
encourage you to use as starting point for discussing safety and privacy concerns with your child.
Of course, involvement in your family’s online lives is the most important safety tool available.
Some of the various guides are available here:

o http://www.neopets.com/safetytips.phtml
o http://www.nick.com/club/parents-online-safety-guide.htmi

VII. LINKS TO THIRD PARTIES.
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Appendix B: Nick.com Privacy Policy

The websites that comprise the Nickelodeon Sites may contain links to other sites, including
those of sponsors, advertisers, social networking platforms, and survey companies. These other
websites are governed by their own privacy policies or information collection practices, which
may be substantially different from ours. We encourage visitors to other websites to review the
privacy policies and information collection practices of those websites.

VIII. YOUR CALIFORNIA PRIVACY RIGHTS.

California Civil Code Section 1798.83 permits our visitors who are California residents to
request certain information regarding our disclosure of personal information to third parties for
their direct marketing purposes. To make such a request, please send an email to or write us:
nickprivacy@nickonline.com email, or you may contact us via regular mail at:

Nick.com CA Privacy Coordinator

Nickelodeon Online

1515 Broadway

New York, New York 10036

This document is the sole statement of the Nickelodeon Sites' Privacy Policy and no summary,
restatement or other version thereof, or other privacy statement or policy, in any form, including,
without limitation, machine-generated, is valid. In interpreting this Agreement, the English
version governs the interpretation and meaning of the obligation set forth herein. To the extent
there is an ambiguity or conflict with the Privacy Policy in other languages, the Privacy Policy in
English governs.

IX. CONTACT US

If you have any other questions about our information handling practices, including our practices
with respect to children's personal information, please contact us at:

Nick.com CA Privacy Coordinator

c/o Nickelodeon Online

1515 Broadway

New York, New York 10036

Or email us at:

nickprivacy@nickonline.com

Or call this number:

+1 212-846-2543

Other operators who may collect or maintain information through the websites include:
NeoPets, Inc., Glendale, California

Atom Entertainment, Inc. San Francisco, California
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