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Russell Deitch, CA Bar No. 138713
Arturo DeCastro, DC Bar No. 992023
Federal Trade Commission
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202) 326-2747 (DeCastro)
Fax: €202) 326-3395
Email: rdeitch@ftc.gov
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Attorneys for Plaintiff
Federal Trade Commission

UNITED STATES DISTRICT COURT
DISTRICT OF COLUMBIA

FEDERAL TRADE COMMISSION,
600 Pennsylvania Avenue, NW
Washington, DC 20580,

Plaintiff,
Civ. No.

JESTA DIGITAL, LLC, also d/b/a
JAMSTER, a limited liability company,
6420 Wilshire Boulevard, Los Angeles, CA
90048,

Defendant.

COMPLAINT FOR PERMANENT INJUNCTION
AND OTHER EQUITABLE RELIEF

Plaintiff, the Federal Trade Commission (“FTC”), for its Complaint alleges:
1. The FTC brings this action under Section 13(b) of the Federal Trade Commission Act
(“FTC Act”), 15 U.S.C. § 53(b) to obtain permanent injunctive relief, rescission or reformation

of contracts, restitution, the refund of monies paid, disgorgement of ill-gotten monies, and other



Case 1:13-cv-01272 Document1 Filed 08/20/13 Page 2 of 12

equitable relief for Defendant’s acts or practices in violation of Section 5(a) of the FTC Act, 15
U.S.C. § 45(a).
JURISDICTION AND VENUE
2. This Court has subject matter jurisdiction pursuant to 28 U.S.C. 8§ 1331, 1337(a), and
1345, and 15 U.S.C. 88 45(a) and 53(b).
3. Venue is proper in this district under 28 U.S.C. § 1391(b) and (c), and 15 U.S.C. § 53(b).
PLAINTIFF

4. The FTC is an independent agency of the United States Government created by statute.
15 U.S.C. 88 41-58. The FTC enforces Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), which
prohibits unfair or deceptive acts or practices in or affecting commerce.

5. The FTC is authorized to initiate federal district court proceedings, by its own attorneys,
to enjoin violations of the FTC Act and to secure such equitable relief as may be appropriate in
each case, including rescission or reformation of contracts, restitution, the refund of monies paid,
and the disgorgement of ill-gotten monies. 15 U.S.C. § 53(b).

DEFENDANT

6. Defendant Jesta Digital, LLC (“Jesta”), also doing business as Jamster, is a Delaware
limited liability company with its principal place of business at 6420 Wilshire Blvd., Los
Angeles, California 90048. Jesta transacts or has transacted business in this district and
throughout the United States.

COMMERCE

7. Atall times material to this Complaint, Defendant has maintained a substantial
course of trade in or affecting commerce, as “commerce” is defined in Section 4 of the FTC Act,

15U.S.C. 8§ 44.

DEFENDANT’S BUSINESS ACTIVITIES

Jesta’s Bogus Anti-virus Scans
8.  Since on or about August, 2011, Jesta has designed and caused to be disseminated

banner ads that are seen by consumers playing the free version of the Angry Birds app on mobile
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devices using the Android operating system, or are found elsewhere on the internet. Jesta
designed these ads to look like warning messages generated by the Android operating system,
alerting consumers that a virus has been detected on their mobile devices.

9.  The Android operating system is commonly denoted by the following robot logo:

10. The banner ads contain a robot image that looks similar to the robot logo for the
Android operating system, state “virus detected” or identify a number of viruses found on the
mobile device, and include a “remove” button. For instance, Jesta ran the following two such

banner ads:
e \VIRUS DETECTED
l'j' E T I I I IT . m
~= YOU HAVE 20 VIRUSES
1 YOUHRUEZ0VIRUSES (romove

11. Inreality, these warning messages are not generated by the Android operating system;
they are advertisements designed and disseminated by Jesta.

12. Furthermore, Jesta has not scanned the mobile devices before placing these ads. Nor
has Jesta actually detected any viruses on the mobile devices.

13.  Moreover, clicking on the “remove” button does not actually remove any viruses from
the mobile devices.

14. Jesta uses the bogus anti-virus scans to dupe consumers into clicking on the banner ads.

15.  When consumers have clicked on the “remove” button to rid the non-existent viruses
from their mobile devices, Jesta has proceeded to present them with a series of screens.

16. First, Jesta has presented a screen touting a virus protection program:
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1B - -Mobile-
B A B0 11:41 AM
http:/fwap.jamster.co... [ %]

MOBILE SECURITY APPUCATION
20 DOWNLOADS FOR 8.997d

GET NOW

17. The initially viewable area of the screen (“above the fold”) on one or more models of
phones includes banners proclaiming “stop mobile virus now” and “protect your android today,”
along with three graphics that appear similar to the Android robot logo. The page also includes a
button labeled “get now.” The smallest print on the page is the only indication that there is a
cost involved with whatever Jesta is marketing, stating “20 downloads for 9.99/mo.”

18.  Although there is nothing in the initially viewable area of the screen to indicate that
further information can be seen by scrolling down, Jesta has provided additional information
“below the fold” (below the initially viewable area) on one or more models of phones. This

additional information is depicted, below:

MOBILE SECGURITY APPUCATION
30 DOWNLOADS, FOR B g
GET.NOW.

char
lamsiercom For help, call
{24:7)
Click to Get 20 Downloads for
$9.69/month

Carrler msg & data rates may apply
Terms and Conditions
Privacy Policy
Click to Continue
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19. The below the fold information includes “click to get 20 downloads for $9.99/month,”
yet the screen fails to disclose the nature or purpose of the 20 downloads or whether they have
anything to do with removing viruses from the mobile device.

20.  When consumers click on any of the colorful and prominent language in the initially
viewable area of the screen relating to virus removal, Jesta presents them with another screen
almost identical to the prior screen. On this screen, however, the “get now” button is replaced
with a “subscribe” button.

21. Like the initially viewable area of the first screen, the above the fold information on this
second screen includes banners labeled “stop mobile virus now” and “protect your Android
today.” The screen also again includes three graphics similar to the Android robot logo. And,
while important cost information is included in small print below the fold, the initially viewable
area of this screen does not even hint that additional information can be found by scrolling down.

22. Below the fold, Jesta for the first time discloses the true nature of its scheme. Jesta will
charge consumers $9.99 per month for “20 credits to use on ringtones and more.” The below the

fold disclosures are presented as follows:
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MOBILE SECURITY APFUCATION

20 DOWNLOADS FOR 8.88/mo

SUBSGRIGE

Click link above to get your product Under 18
need parental consent. Subscribers certify they
are he account holder or have the account
holder's permission, and agree to these terms, full
terms and privacy policy at www.jamster.com

For 59 99imonth get 20 credits to use on ringtones
and more with the Jamster Plan_ Carrier msg &
data rates may apply. Text "STOP" to unsubscribe
at any time. Charges will be billed to user's cell
phone bill or deducted from cell phone prepaid
account More information at www.jamster.com
Help: text HELP to 75555 or call 866-856-5267

Click to to Get 20 Downloads for $9.99/mo.
Carrier msg & data rates may apply
Terms and Conditions
Privacy Policy
Click to Subscribe

23. This disclosure concerning ringtones, which is in the smallest print appearing on the
screen, is preceded by text and graphics that suggest the offer concerns a mobile anti-virus
program.

24.  When consumers click on the subscribe button or elsewhere on the screen such as the
“Block Mobile Virus Now” or “Protect Your Android Today” buttons, Jesta charges the
consumer $9.99 per month using a billing technology or process called Wireless Application
Protocol or “WAP” billing. This technology captures a consumer’s phone number from the
subscriber identity module or “SIM” card in a consumer’s mobile device. Using WAP billing,
Jesta arranges for its charges to be included on consumers’ mobile device bills or deducted from
consumers’ prepaid mobile device accounts.

25. In many instances, Jesta charged consumers for ringtones or other goods or services
without their authorization or agreement. Among other things, Jesta charged consumers who did

not click on the subscribe button and charged consumers for products they did not order.
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26. Also, when consumers click the “Block Mobile Virus Now,” *“Protect Your Android
Today,” or “subscribe” buttons, Jesta presents them with either the landing page depicted below

or the landing page depicted in paragraph 27:

ay 36 16D 603

[ljamster: Tones, Music, G... E

AMST R
My Android Protection
(Androld 2.0+)

Download Now
our order will be charged against
your credits.,

The screen above includes language concerning “My Android Protection” and icons labeled
“home,” “ringtones,” and other items. It also includes a search box, although the purpose of this
box is unclear. The screen does not inform consumers that Jesta is charging them $9.99 a month

for ringtones and other items unrelated to virus protection.
27. The other screen presented to consumers after clicking on the buttons “Block Mobile

Virus Now,” “Protect Your Android Today,” or “subscribe” buttons is depicted below:

- 1K 36 46 604

[l Download H

o
Download Cell Software to your
Fhane!

L& e

Click the link below to get your
download!

& My Android Protection (Andraid
2.0+).
U FAQ / Help section.

Need help?
Call 866-856-5267

[To cancel, txt stop to 75555,
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This screen includes language concerning the download of software and a prominent graphic
labeled *“Artist of the Week.”

28. Consumers who attempt to download and install Jesta’s anti-virus software are typically
unsuccessful. According to an internal Jesta email, only 372 people out of 100,000 subscribers
received a download link they could use to get the software. Moreover, in a January 20, 2012
email from the Vice President of Global Marketing Operations to the Director of Global
Marketing, the Vice President explains that the download quota — the percentage of subscribers
who downloaded the anti-virus app — had improved to two percent and that Jesta’s business was

presently a scam:

I mentioned to you the work on the SIP flow for the security app that we were
marketing in the US. Although the download quota has improved since the handset
config was done, it still is only 2%. We wanted to see if we could optimize the
download experience after the user subscribes. We are anticipating if more
customers are able to get the content that they signed up for that this will lower
refunds and churn, and increase lifetimes. | put the attached project overview
together for you to see what we are thinkin%. This is something that is important to
.. [Chief Marketing Officer of Jesta] since he is anxious to move our business out of
being a scam and more into a valued service.

29. Jesta’s marketing of its goods or services generated a high level of consumer refund
requests. Because of the large number of consumers requesting refunds, T-Mobile threatened to
fine Jesta or suspend or cut off billing. Jesta’s reaction was to consider asking T-Mobile to raise
its threshold for taking action against Jesta to the level where refunds reached 18.5 percent of
charges, the same maximum rate as AT&T, rather than change its marketing practices. One
email of February 8, 2012 from the Director of Global Marketing to the Executive Vice

President of Global Marketing states the following:

If I got a bill for $9.99/mo and don’t even remember downloading a shitty ringtone then
I’d be more inclined to make sure | got my money back. Not just that, but they have a
stronger case to plead ignorance if they didn’t download anything. Maybe not directly
correlated but still a terrible user experience. If refunds are not correlated with content
redemption then it’s because they are unaware of the fee...didn’t know they were
signing up etc. Pretty hard to do much about that unless we want to hurt conversion.
We may need to though. Customer care gets the complaints...maybe we need to speak
with T-Mo and suggest they increase the rate to 18.5% like AT&T. Even 17% may be
doable...(ellipses in original).
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30. Jesta caused consumers to be billed a substantial amount of money on their phone bills.
Additionally, Jesta received substantial revenue from the marketing practices and advertising

described in the complaint.

VIOLATIONS OF THE FTC ACT

31. Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits “unfair or deceptive acts or
practices in or affecting commerce.”

32. Misrepresentations or deceptive omissions of material fact constitute deceptive acts or
practices prohibited by Section 5(a) of the FTC Act.

33.  Acts or practices are unfair under Section 5 of the FTC Act if they cause substantial
injury to consumers that consumers cannot reasonably avoid themselves, and that is not
outweighed by countervailing benefits to consumers or competition. 15 U.S.C. § 45(n).

Count |
Misrepresentation that Virus Detected on Mobile Device

34. In numerous instances, Defendant has represented, expressly or by implication, that it
has detected a virus on a consumer’s mobile device.

35. Intruth, and in fact, in numerous instances, Defendant has not detected a virus on a
consumer’s mobile device.

36. Therefore, Defendant’s representation, set forth in Paragraph 34, is false or misleading
and constitutes a deceptive act or practice in violation of Section 5(a) of the FTC Act, 15 U.S.C.
§ 45(a).

Count 11
Misrepresentation that Anti-virus Program Will Be Provided to Purchasers

37. In numerous instances, Defendant has represented, expressly or by implication, that it
will provide purchasers of its service with software to protect their mobile devices from viruses.

38. Intruth, and in fact, in numerous instances, Defendant has not provided purchasers with
software to protect their mobile devices from viruses.

39. Therefore, Defendant’s representation, set forth in Paragraph 37, is false or misleading
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and constitutes a deceptive act or practice in violation of Section 5(a) of the FTC Act, 15 U.S.C.
§ 45(a).
Count 111
Failure to Disclose the True Nature and Cost of its Service

40. In numerous instances, Defendant has represented, directly or indirectly, expressly or
by implication, that when consumers touch or click on the “subscribe” button displayed on their
mobile device’s screen, Defendant will subscribe them to receive a good or service.

41. Innumerous instances in which Defendant has made the representation set forth in
Paragraph 40 of this Complaint, Defendant has failed to disclose, or disclose adequately,
material terms and conditions of the offer, including that consumers will be charged $9.99 per
month for ringtones and other items unrelated to virus removal.

42. Defendant’s failure to disclose, or disclose adequately, the material information
described in Paragraph 41 in light of the representation described in Paragraph 40 constitutes a
deceptive act or practice in violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a).

Count IV
Unfair Billing Practices

43. In numerous instances, Defendant has caused consumers’ mobile device accounts to be
billed without having previously obtained the consumers’ express authorization or agreement.

44. Defendant’s actions cause or are likely to cause substantial injury to consumers that
consumers themselves cannot reasonably avoid and that is not outweighed by countervailing
benefits to consumers or competition.

45. Therefore, Defendant’s practices, as set forth in Paragraph 43 constitute unfair acts or
practices in violation of Section 5 of the FTC Act, 15 U.S.C. §8 45(a) and 45(n).

Count V
Deceptive Representations that Consumers Are Obligated to Pay

46. In numerous instances, Defendant has represented, directly or indirectly, expressly or

by implication, that consumers are obligated to pay for goods or services charged to their

telephone accounts.

10
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47. Intruth and in fact, in numerous instances in which the Defendant has made the
representations set forth in Paragraph 46, consumers were not obligated to pay the charges
because consumers did not order, or knowingly order goods or services. Defendant’s
representations are material and have caused consumers to pay for unauthorized charges.

48. Therefore, Defendant’s representations as set forth in Paragraph 46 are false or
misleading and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act,
15U.S.C § 45 (a).

CONSUMER INJURY

49. Consumers have suffered and will continue to suffer substantial injury as a result of
Defendant’s violations of the FTC Act. In addition, Defendant has been unjustly enriched as a
result of their unlawful acts or practices. Absent injunctive relief by this Court, Defendant is
likely to continue to injure consumers, reap unjust enrichment, and harm the public interest.

THIS COURT’S POWER TO GRANT RELIEF
50. Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), empowers this Court to grant

injunctive and such other relief as the Court may deem appropriate to halt and redress violations
of any provision of law enforced by the FTC. The Court, in the exercise of its equitable
jurisdiction, may award ancillary relief, including rescission or reformation of contracts,
restitution, the refund of monies paid, and the disgorgement of ill-gotten monies, to prevent and
remedy any violation of any provision of law enforced by the FTC.
PRAYER FOR RELIEF
Wherefore, Plaintiff FTC, pursuant to Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), and

the Court’s own equitable powers, requests that the Court:
A.  Enter a permanent injunction to prevent future violations of the FTC Act by Defendant;
B.  Award such relief as the Court finds necessary to redress injury to consumers resulting
from Defendant’s violations of the FTC Act, including but not limited to, rescission or
reformation of contracts, restitution, the refund of monies paid, and the disgorgement of ill-

gotten monies; and

11
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C.  Award Plaintiff the costs of bringing this action, as well as such other and additional

relief as the Court may determine to be just and proper.

Respectfully submitted,

Dated: August 15, 2013

David C. Shonka
Acting General Counsel

s/Russell Deitch

Russell Deitch, CA Bar No. 138713
Arturo DeCastro, DC Bar No. 992023
Federal Trade Commission
600 Pennsylvania Avenue, NW, Room 288
Washington, DC 20580
Phone: ?202;326-2585 (Deitch)
202) 326-2747 (DeCastro)

Fax: €202) 326-3395
Email: rdeitch@ftc.gov

adecastro@ftc.gov

Attorneys for Plaintiff
Federal Trade Commission

12



