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ettlement of this action upon the following terms and conditions, without adjudication of any issue 

ffact or law, and without Defendant admitting any issue of fact or law other than those related to 

'urisdiction and venue; 
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THEREFORE, on the joint motion of Plaintiff and Defendant, it is hereby ORDERED, 

DJUDGED, and DECREED as follows: 

This Court has jurisdiction of the subject matter and of the parties pursuant to 28 U.S.C. 

§§ 1331, 1337(a), 1345, and 1355, and 15 U.S.c. §§ 45(m)(1)(A), 53(b), 56(a), and 57b. 

Venue is proper as to all parties in the Northern District of California under 15 U.S.C. 

§ 53(b) and 28 U.S.C. §§ 1391(b)-(c) and 1395(a). 

The activities of Defendant are in or affecting commerce as defined in Section 4 of the FTC 

Act, 15 U.S.C. § 44. 

The Complaint states a claim upon which relief may be granted against Defendant under 

Sections 5(a)(I), 5(m)(1)(A), 13(b), andI6(a) of the Federal Trade Commission Act ("FTC 

Act"), 15 U.S.C. §§ 41-58, 45(a)(1), 45(m)(I)(A), 53(b), and 56(a) and under Sections 

1303(c) and 1306(d) of the Children's Online Privacy Protection Act of 1998 ("COPPA"), 

15 U.S.C. §§ 6501-6506, 6502(c), and 6505(d); the Commission's Children's Online Privacy 

Protection Rule, 16 C.F.R. Part 312. Among other things, the Complaint alleges that: 

A. Defendant violated the FTC Act by deceptively representing to consumers that it 

provided reasonable security for the personal information it collected from 

consumers; 

B. Defendant violated COPPA and the FTC Act by failing to provide notice to parents 

of its information practices, and to obtain verifiable parental consent prior to 

collecting, using, and or disclosing personal information from children online; 

onsent Decree Page 2 of 20 

1 

2 

3 

ettlement of this action upon the following terms and conditions, without adjudication of any issue 

ffact or law, and without Defendant admitting any issue of fact or law other than those related to 

'urisdiction and venue; 
4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

1. 

THEREFORE, on the joint motion of Plaintiff and Defendant, it is hereby ORDERED, 

DJUDGED, and DECREED as follows: 

This Court has jurisdiction of the subject matter and of the parties pursuant to 28 U.S.C. 

§§ 1331, 1337(a), 1345, and 1355, and 15 U.S.c. §§ 45(m)(1)(A), 53(b), 56(a), and 57b. 

Venue is proper as to all parties in the Northern District of California under 15 U.S.C. 

§ 53(b) and 28 U.S.C. §§ 1391(b)-(c) and 1395(a). 

The activities of Defendant are in or affecting commerce as defined in Section 4 of the FTC 

Act, 15 U.S.C. § 44. 

The Complaint states a claim upon which relief may be granted against Defendant under 

Sections 5(a)(I), 5(m)(1)(A), 13(b), andI6(a) of the Federal Trade Commission Act ("FTC 

Act"), 15 U.S.C. §§ 41-58, 45(a)(1), 45(m)(I)(A), 53(b), and 56(a) and under Sections 

1303(c) and 1306(d) of the Children's Online Privacy Protection Act of 1998 ("COPPA"), 

15 U.S.C. §§ 6501-6506, 6502(c), and 6505(d); the Commission's Children's Online Privacy 

Protection Rule, 16 C.F.R. Part 312. Among other things, the Complaint alleges that: 

A. Defendant violated the FTC Act by deceptively representing to consumers that it 

provided reasonable security for the personal information it collected from 

consumers; 

B. Defendant violated COPPA and the FTC Act by failing to provide notice to parents 

of its information practices, and to obtain verifiable parental consent prior to 

collecting, using, and or disclosing personal information from children online; 

onsent Decree Page 2 of 20 



Case3:12-cv-01487-SI   Document4   Filed03/28/12   Page6 of 31

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

10. 
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C. Defendant violated the FTC Act by deceptively representing that it did not collect 

information from children online; and 

D. Defendant violated the FTC Act by deceptively representing that it would delete any 

personal information collected from children online. 

Defendant has entered into this Consent Decree and Order for Civil Penalties, Injunction, 

and Other Relief ("Order") freely and without coercion. Defendant further acknowledges 

that it has read the provisions of this Order and is prepared to abide by them. 

Plaintiff and Defendant hereby waive all rights to appeal or otherwise challenge the validity 

of this Order. 

Plaintiff and Defendant stipulate and agree that entry of this Order shall constitute a full, 

complete, and final settlement of this action. 

Defendant has agreed that this Order does not entitle it to seek or to obtain attorneys' fees 

as a prevailing party under the Equal Access to Justice Act, 28 U. S. C. § 2412, and Defendant 

further waives any rights to attorneys' fees that may arise under said provision oflaw. 

Entry of this Order is in the public interest. 

DEFINITIONS 

"Rule" means the Federal Trade Commission's Children's Online Privacy Protection 

Rule, 16 C.F.R. Part 312. 

The terms "child," "collects," "collection," "Commission," "delete," "disclosure," 

"Internet," "online contact information," "operator," "parent," "person," "personal 

information," "third party," "verifiable consent," and "website or online service directed 

to children," are defined in Section 312.2 of the Rule, 16 C.F.R. § 312.2. 
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13. 

14. 

"Consumer personal information" means individually identifiable information from or 

about an individual consumer including, but not limited to: (a) a first and last name; (b) a 

home or other physical address, including street name and name of city or town; ( c) an 

email address or other online contact information, such as an instant messaging user 

identifier or a screen name; (d) a telephone number; (e) a Social Security number; (f) a 

driver's license or other state-issued identification number; (g) a financial institution 

account number; (h) credit or debit card information; (i) a persistent identifier, such as a 

customer number held in a "cookie," a static Internet Protocol ("IP") address, or 

processor serial number; G) nonpublic communications and content posted on 

Defendant's web site or within Defendant's applications provided on any other web site; 

or (k) any information that is combined with any of (a) through (i) above. 

"Defendant" means RockYou, Inc., a corporation, its successors and assigns and its 

officers, agents, representatives, and employees. 

INJUNCTION REGARDING COLLECTION OF INFORMATION 
FROM CHILDREN ONLINE 

IT IS ORDERED that Defendant, and its officers, agents, representatives, and employees, 

and all persons in active concert or participation with them who receive actual notice of 

this Order by personal service or otherwise, are hereby enjoined, directly or through any 

corporation, subsidiary, division, website, or other device, in co~ection with any website 

or online service directed to children, or on any website or online service through which 

they, with actual knowledge, collect, use, and/or disclose personal information from 

children, from: 

A. failing to provide sufficient notice of the information Defendant collects online 

onsent Decree Page 4 of 20 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

12. 

13. 

14. 

"Consumer personal information" means individually identifiable information from or 

about an individual consumer including, but not limited to: (a) a first and last name; (b) a 

home or other physical address, including street name and name of city or town; ( c) an 

email address or other online contact information, such as an instant messaging user 

identifier or a screen name; (d) a telephone number; (e) a Social Security number; (f) a 

driver's license or other state-issued identification number; (g) a financial institution 

account number; (h) credit or debit card information; (i) a persistent identifier, such as a 

customer number held in a "cookie," a static Internet Protocol ("IP") address, or 

processor serial number; G) nonpublic communications and content posted on 

Defendant's web site or within Defendant's applications provided on any other web site; 

or (k) any information that is combined with any of (a) through (i) above. 

"Defendant" means RockYou, Inc., a corporation, its successors and assigns and its 

officers, agents, representatives, and employees. 

INJUNCTION REGARDING COLLECTION OF INFORMATION 
FROM CHILDREN ONLINE 

IT IS ORDERED that Defendant, and its officers, agents, representatives, and employees, 

and all persons in active concert or participation with them who receive actual notice of 

this Order by personal service or otherwise, are hereby enjoined, directly or through any 

corporation, subsidiary, division, website, or other device, in co~ection with any website 

or online service directed to children, or on any website or online service through which 

they, with actual knowledge, collect, use, and/or disclose personal information from 

children, from: 

A. failing to provide sufficient notice of the information Defendant collects online 

onsent Decree Page 4 of 20 



Case3:12-cv-01487-SI   Document4   Filed03/28/12   Page8 of 31

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

15. 

from children, how it uses such information, its disclosure practices, and all other 

content, as required by Section 312.4(b) of the Rule, 16 C.F.R. § 312.4(b); 

B. failing to provide direct notice to parents of what information Defendant collects 

online from children, how it uses such information, its disclosure practices, and 

all other required content, as required by Section 312.4( c) of the Rule, 16 C.F.R. 

§ 312.4(c); 

C. failing to obtain verifiable parental consent before any collection, use, and/or 

disclosure of personal information from children, as required by Section 312.5 of 

the Rule, 16 C.F.R. § 312.5(a)(1); 

D. failing to establish and maintain reasonable procedures to protect the 

confidentiality, security, and integrity of personal information collected from 

children, as required by Section 312.8 of the Rule, 16 C.F.R. § 312.8; or 

E. violating any other provision of the Rule, 16 C.F.R. Part 312, and as the Rule may 

hereafter be amended. A copy of the Rule is attached hereto as "Appendix A" 

and incorporated herein as if fully set forth verbatim. 

IT IS FURTHER ORDERED that Defendant, and its officers, agents, representatives, and 

employees, and all persons in active concert or participation with them who receive 

actual notice of this Order by personal service or otherwise, are hereby enjoined, directly 

or through any corporation, subsidiary, division, website, or other device, in connection 

with the operation of any website or online service, from making any misrepresentation 

concerning the collection, use, disclosure, or deletion of children's personal information. 
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DELETION OF CHILDREN'S PERSONAL INFORMATION 

IT IS FURTHER ORDERED that Defendant, within 10 days from the date of receipt of 

notice of the entry of this Order shall delete all personal information collected and 

maintained within its possession, custody, or control in violation of the Rule at any time 

from April 21, 2000 through the date of entry of this Order. 

CONSUMER EDUCATION REMEDY 

IT IS FURTHER ORDERED that, for a period of 5 years from the date of entry of this 

Order, Defendant, in connection with its operation of any website or online service 

directed to children, and any website or online service through which Defendant, with 

actual knowledge, collects, uses, and/or discloses personal information from children, 

shall place a clear and conspicuous notice, that will unavoidably be seen by users prior to 

the collection of personal information from the users, which states as follows in bold 

typeface: 

NOTICE: Visit www.OnGuardOnline.gov for tips from the Federal Trade 
Commission on protecting kids' privacy online 
["www.OnguardOnline.gov" must contain a hyperlink to 
http://www.onguardonline. gov /topics/kids-privacy .aspx ] 

Defendant shall be required to change the hyperlinks/URLs within 15 days after receipt 

of notice from the Federal Trade Commission of a change to such hyperlinks/URLs. 

CIVIL PENALTY 

IT IS FURTHER ORDERED that Defendant shall pay to Plaintiff a civil penalty, 

pursuant to Section 5(m)(1)(A) of the FTC Act, 15 U.S.C. § 45(m)(1)(A), in the amount 

of two hundred and fifty thousand dollars ($250,000), due and payable within five (5) 

days of receipt of notice of the entry of this Order. Unless otherwise directed, payment 
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shall be made by electronic fund transfer in accordance with procedures specified by the 

Consumer Protection Branch, Civil Division, U.S. Department of Justice, Washington, 

DC 20530. 

Defendant relinquishes all dominion, control, and title to the funds paid to the fullest 

extent permitted by law. Defendant shall make no claim to or demand return of the 

funds, directly or indirectly, through counselor otherwise. 

Defendant agrees that the facts as alleged in the Complaint filed in this action shall be 

taken as true, without fulther proof, in any subsequent civil litigation filed by or on 

behalf of the Commission to enforce its rights to any payment or money judgment 

pursuant to this Order. 

In the event of any default in payment, which default continues for ten (10) days beyond 

the due date of payment, the entire unpaid penalty, together with interest, as computed 

pursuant to 28 U.S.C. § 1961 (accrued from the date of default to the date of payment) 

shall immediately become due and payable. 

INJUNCTION REGARDING SECURITY OF CONSUMER PERSONAL 
INFORMATION 

IT IS ORDERED that Defendant, and its officers, agents, representatives, and 

employees, directly or through any corporation, subsidiary, limited liability company, 

division, or other device, in connection with the advertising, marketing, promotion, 

offering for sale, or sale of any product or service, in or affecting commerce, shall not 

misrepresent in any manner, expressly or by implication, the extent to which they 

maintain and protect the privacy, confidentiality, security, or integrity of consumer 

personal information collected fi-om or about consumers. 
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3. IT IS FURTHER ORDERED that Defendant, and its officers, agents, representatives, 

and employees, directly or through any corporation, subsidiary, limited liability 

company, division, or other device, in connection with the advertising, marketing, 

promotion, offering for sale, or sale of any product or service, in or affecting commerce, 

shall, no later than the date of service of this order, establish and implement, and 

thereafter maintain, a comprehensive information security program that is reasonably 

designed to protect the security, confidentiality, and integrity of consumer personal 

information collected from or about consumers. Such program, the content and 

implementation of which must be fully documented in writing, shall contain 

administrative, technical, and physical safeguards appropriate to Defendant's size and 

complexity, the nature and scope of Defendant's activities, and the sensitivity of the 

consumer personal information collected from or about consumers, including: 

A. the designation of an employee or employees to coordinate and be accountable for 

the information security program. 

B. the identification of material internal and external risks to the security, 

confidentiality, and integrity of consumer personal information that could result 

in the unauthorized disclosure, misuse, loss, alteration, destruction, or other 

compromise of such information, and assessment of the sufficiency of any 

safeguards in place to control these risks. At a minimum, this risk assessment 

should include consideration of risks in each area of relevant operation, including, 

but not limited to: (1) employee training and management; (2) information 

systems, including network and software design, information processing, storage, 

transmission, and disposal; and (3) prevention, detection, and response to attacks, 
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transmission, and disposal; and (3) prevention, detection, and response to attacks, 
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4. 

intrusions, or other systems failures. 

C. the design and implementation of reasonable safeguards to control the 

risks identified through risk assessment, and regular testing or monitoring 

of the effectiveness ofthe safeguards' key controls, systems, and 

procedures. 

D. the development and use of reasonable steps to select and retain service providers 

capable of appropriately safeguarding consumer personal information they 

receive from Defendant, and requiring service providers by contract to implement 

and maintain appropriate safeguards. 

E. the evaluation and adjustment of Defendant's information security 

program in light of the results of the testing and monitoring required by 

subpart C, any material changes to Defendant's operations or business 

arrangements, or any other circumstances that Defendant knows or has 

reason to know may have a material impact on the effectiveness of its 

information security program. 

IT IS FURTHER ORDERED that, in connection with its compliance with Paragraph 23 

of this order, Defendant shall obtain initial and biennial assessments and reports 

("Assessments") from a qualified, objective, independent third-party professional, who 

uses procedures and standards generally accepted in the profession. The reporting period 

for the Assessments shall cover: (1) the first year after service of the Order for the initial 

Assessment, and (2) each 2 year period thereafter for 20 years after service of the Order 

for the biennial Assessments. 
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B. 

Each Assessment shall: 

1. 

2. 

3. 

4. 

set forth the specific administrative, technical, and physical safeguards 

that Defendant has implemented and maintained during the reporting 

period; 

explain how such safeguards are appropriate to Defendant's size and 

complexity, the nature and scope of Defendant's activities, and the 

sensitivity of the consumer personal information collected from or about 

consumers; 

explain how the safeguards that have been implemented meet or exceed 

the protections required by the Paragraph 23 of this Order; and 

certify that Defendant's security program is operating with sufficient 

effectiveness to provide reasonable assurance that the security, 

confidentiality, and integrity of consumer personal information is 

protected and has so operated throughout the reporting period. 

Each Assessment shall be prepared and completed within 60 days after the end of 

the reporting period to which the Assessment applies by a person qualified as a 

Certified Information System Security Professional (CISSP) or as a Certified 

Information Systems Auditor (CISA); a person holding Global Information 

Assurance Certification (GIAC) from the SysAdmin, Audit, Network, Security 

(SANS) Institute; or a qualified person or organization approved by the Associate 

Director for Enforcement, Bureau of Consumer Protection, Federal Trade 

Commission, Washington, D.C. 20580. 
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5. 

C. Defendant shall provide the initial Assessment to the Associate Director for 

Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 

Washington, D.C. 20580, within 10 days after the Assessment has been prepared. 

All subsequent biennial Assessments shall be retained by Defendant until the 

order is terminated and provided to the Associate Director for Enforcement within 

10 days of request. 

ORDER ACKNOWLEDGMENTS 

IT IS FURTHER ORDERED that Defendant obtain acknowledgments ofreceipt of this 

Order: 

A. Defendant, within 7 days of entry of this Order, must submit to the Commission 

an acknowledgment of receipt of this Order sworn under penalty of perjury. 

B. For 8 years after entry ofthis Order, Defendant must deliver a copy of this Order 

to: (1) all principals, officers, directors, and managers; (2) all employees, agents, 

and representatives having supervisory responsibilities relating to the collection, 

retention, storage, or security of consumer personal information and all 

employees, agents, and representatives having supervisory responsibilities related 

to the operation of any website or online service subject to this Order; and (3) any 

business entity resulting from any change in structure as set forth in the Section 

titled "Compliance Reporting." Delivery must occur within 7 days of entry of 

this Order for current personnel. To all others, delivery must occur before they 

assume their responsibilities. 

C. From each individual or entity to which a Defendant delivered a copy of this 

Order, that Defendant must obtain, within 30 days, a signed and dated 

acknowledgment of receipt of this Order. 
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6. 

COMPLIANCE REPORTING 

IT IS FURTHER ORDERED that Defendant make timely submissions to the 

Commission: 

A. One hundred eighty (180) days after the date of entry of this Order, Defendant 

must submit a compliance report, sworn under penalty of perjury. This report 

must: 

1. Designate at least one telephone number and an email, physical, and 

postal address as points of contact, which representatives of the 

Commission may use to communicate with Defendant; 

2. Identify all of Defendant's businesses by all of their names, telephone 

numbers, and physical, postal, email, and Internet addresses; 

3. Describe the activities of each business, including the products and 

services offered and the means of advertising, marketing, and sales; 

4. Describe in detail whether and how Defendant is in compliance with each 

Section of this Order; 

5. Provide a statement setting forth in detail the criteria and process through 

which Defendant's websites or online services register visitors online for 

any activity requiring the submission of personal information, and a copy 

of each different version of screen or page providing or collecting 

registration information; 

6. Provide a copy of each different version of any privacy notice posted on 

each website or online service operated by Defendant; 

7. 
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B. 

notice on any such website or online service is located and a copy of each 

different version of screen or page on which such website or online 

service collects personal information; 

8. Provide a copy of each different version of any privacy notice sent to 

parents of children that register on each website or online service; 

9. Provide a statement setting forth in detail when and how each such notice 

to parents is provided; 

10. Provide a statement setting forth in detail the methods used to obtain 

verifiable parental consent prior to any collection, use, and/or disclosure 

of personal information from children; 

11. Provide a statement setting forth in detail the means provided for parents 

to review the personal information collected from their children and to 

refuse to permit its further use or maintenance; 

12. Provide a statement setting forth in detail why each type of information 

collected from a child is reasonably necessary for the provision of the 

particular related activity; 

13. Provide a statement setting forth in detail the procedures used to protect 

the confidentiality, security, and integrity of personal information 

collected from children; and 

14. Provide a copy of each Order Acknowledgement obtained pursuant to this 

Order, unless previously submitted to the Commission. 

For 20 years following entry of this Order, Defendant must submit a compliance 

notice, sworn under penalty of perjury, within 14 days of any change in the 
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C. 

D. 

E. 

following: (a) any designated point of contact; or (b) the structure of Defendant or 

any entity that Defendant has any ownership interest in or directly or indirectly 

controls that may affect compliance obligations arising under this Order, 

including: creation, merger, sale, or dissolution of the entity or any subsidiary, 

parent, or affiliate that engages in any acts or practices subject to this Order. 

Defendant must submit to the Commission notice of the filing of any bankruptcy 

petition, insolvency proceeding, or any similar proceeding by or against 

Defendant within 14 days of its filing. 

Any submission to the Commission required by this Order to be sworn under 

penalty of perjury must be true and accurate and comply with 18 U.S.C. § 1746, 

such as by concluding: "I declare under penalty of perjury under the laws of the 

United States of America that the foregoing is true and correct. Executed 

on: __ " and supplying the date, signatory's full name, title (if applicable), and 

signature. 

Unless otherwise directed by a Commission representative in writing, all 

submissions to the Commission pursuant to this Order must be emailed to 

DEbrief@ftc.gov or sent by overnight courier (not the U.S. Postal Service) to: 

Associate Director for Enforcement, Bureau of Consumer Protection, Federal 

Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580. 

The subject line must begin: FTC v. RockYou, Inc. 

RECORDKEEPING 

IT IS FURTHER ORDERED that Defendant must create certain records for 20 years 

after entry of the Order, and to retain each such record for 5 years. Specifically, 
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Defendant, in connection with personal information collected from consumers, including 

children under the age of 13, must maintain the following records: 

A. Accounting records showing the revenues from all goods or services sold, all 

costs incurred in generating those revenues, and the resulting net profit or loss; 

B. 

C. 

D. 

E. 

Personnel records showing, for each person providing services, whether as an 

employee or otherwise, that person's: name, addresses, and telephone numbers; 

job title or position; dates of service; and, if applicable, the reason for 

termination; 

A copy of all complaints submitted by consumers to Defendant regarding its 

information security practices or its practices relating to the collection or retention 

of consumer personal information, including from children; 

All records necessary to demonstrate full compliance with each provision of this 

Order, including all submissions to the Commission; and 

A sample copy of every materially different form, page, or screen created, 

maintained, or otherwise provided by Defendant through which Defendant 

collects personal information, and a sample copy of each materially different 

document containing any representation regarding Defendant's collection, use, 

and disclosure practices pertaining to personal information of a child. Each web 

page copy shall be accompanied by the URL of the web page where the material 

was posted online. Electronic copies shall include all text and graphics files, 

audio scripts, and other computer files used in presenting information on the 

Internet. Provided, however, that Defendant shall not be required to retain any 

document for longer than two (2) years after the document was created, or to 
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8. 

retain a print or electronic copy of any amended web page or screen to the extent 

that the amendment does not affect Defendant's compliance obligations under 

this Order. 

COMPLIANCE MONITORING 

IT IS FURTHER ORDERED that for the purpose of monitoring compliance with this 

Order: 

A. Within 14 days of receipt of a written request from a representative of the 

Commission, Defendant must: submit additional compliance reports or other 

requested information, which must be sworn under penalty of perjury; appear for 

depositions; and produce documents, for inspection and copying. The 

Commission is also authorized to obtain discovery, without further leave of court, 

using any of the procedures prescribed by Federal Rules of Civil Procedure 29,30 

(including telephonic depositions), 31, 33, 34, 36, 45, and 69. 

B. For matters concerning this Order, the Commission is authorized to communicate 

directly with Defendant. Defendant must permit representatives of the 

Commission to interview any employee or other person affiliated with any 

Defendant who has agreed to such an interview. The person interviewed may 

have counsel present. 

C. The Commission may use all other lawful means, including posing, through its 

representatives, as consumers, suppliers, or other individuals or entities, to 

Defendant or any individual or entity affiliated with Defendant, without the 

necessity of identification or prior notice. Nothing in this Order limits the 

Commission's lawful use of compulsory process, pursuant to Sections 9 and 20 of 

the FTC Act, 15 U.S.C. §§ 49, 57b-1. 
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et forth above and consent to the entry thereof. 

FOR THE UNITED STATES OF AMERICA: 

onsent Decree 

STUART F. DELERY 
Acting Assistant Attorney General 
Civil Division 
U.S. Department of Justice 

MAAME EWUSI-MENSAH FRIMPONG 
Acting Deputy Assistant Attorney General 
Civil Division 

MICHAEL S. BLUME 
Director 
Consumer Protection Branch 

, KENNETH L. JOST 

Tria ttorney 
Consumer Protection Branch 
U.S. Department of Justice 
P.O. Box 386 
Washington, DC 20044 
Telephone: 202-307-6154 
Fax: 202-514-8742 
Email: alan.phelps@usdoLgov 
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Federal Trade Commission 

§ 311.0 Labeling. 

A manufacturer or other seller maS 
represent, on a label ana container of 
processed used oil, that. such oil is sub­
stantially equivalBnt to new oil fOT u:se 
as engine oil only if the manu.facturer 
has determined that the oil is substah­
tially eqtl.iv;:~.l~n~ to neW oil for USe as 
eJig;iJle oil iIlc accordanc~ wi tn thl1 NIST 
test procedur6sprescribed under § all.t! 
of this· pa1'1:>, and has based. the rep­
resentation On. that deter'minatioR 

§ 311.6 Pl'or..ibited a.cts. 
It is, unlawful fOl' any manufacturer 

or other seller to re1)fesent, oli a label 
on a containel' of processed u&ed oil, 
that slich oil issubs.tantially equiva,-
181lt:.tO new oil tar use aS6ngine 011 un­
less the martillacttltsr or oth!;ir'seller 
has basedsuc:li reriresentation on tIre 
manufacturer;s aet~l~miJTation- tuM tne: 
processed_ . used plIo is substantially 
eQuNa1e,Tlt to new oil for use a3engme 
oil in acoordanc42: -witU tnt;} NIST test 
l;ll'Ocedllres prescribeci uuder§31L4. of 
t,rus part.- Violat.ions. v.jill. be subject to 
enforcement through civil nenalties Cas 
a(ljUl';Ited for inf'lation p1.1rsuahtto § 1.9S 
of thisohapter}, iThpris:ontIlent, and/or 
itrji.mctive reUenn accor.cj:~i1ce with the 
enforcement proviSlorisofSection; 525 
of tb.~ Energy Policy and C6n$61'valjo~ 
Act (42 U.S .. C. 6395). 

(60 FBi 55121, Oqt, 3i, 1000; as amended at. 65 
FR 6966&, Nov. 20. ZOOO) 

PART 312-CHILDREN'S ONLINE 
PRIVACY PROTECTION RULE 

Sac~ 
312.1 Scope of.l'egula~ions in thi.s part. 
312.2 DefuHtions; 
312.3 RegUlation- of unfair .ordeceptJive acts 
. - 01' practices in: connectirrn with the col-

lection, use; ancl101' disc.losureof IJars0{!al 
information from and about children on 
the Intt;lI'net. 

312.4 Notioe. 
312.& Paren-tal consent. 
nZ.6 Rig-ht of parent to review personal i.n~ 

formation provided by a child. 
312.7 PrOhibition. against oonditioning a 

child's par~ioipatiou on collection of per­
sonal infQxmation. 

312.B Oonfidentiality, security. and int'eg~ 
L'ity of persoual information collected 
fx·oro.childreIL 

312.9 Enforcement. 
312.10 Safe harbors. 

312.11- Rctlemaking review. 
312.12 Severability. 

AUTtlO.R;ITY:15 u.S,C. 650).-6508; 

§312.2 

SOURCE: 64 FR 59911, Nov. 3, 1999, unless 
otherwise not.ed. 

§ 312;1 Scope of regulations in this 
part. 

This part implements the Children's 
Online Privacy Proteqtion Act of 1998, 
(15 U .S.C. 6501, et seq.,) which prohibits 
unfair- or deceptive acts or practices. in 
connection with the collection, use, 
and/or disclosure of pei'spnal informa­
tion from and about children on the 
Internet. The effective elate of this part 
is April 21. 2000. 

§312.2 Definitions. 

Child means afiflidividu:,iJ nnde!' the 
age oj;' 13_ 

Col.lects or colle.cti(m roean~ the· gath­
ering Of. &.cRY personal information from 
a child by any· means, inciltrd~.hg but 
not limited to.: 

(a) Requesting that cllildren. sllomlt 
personal informatiotionlme; 

(b) Enabling children to make per­
sonal information publiQly available 
throU1~l1 lit Qhat 1:0 Om, message board, 
or other means, except wlieretb..@ OpEH'­

ator deletes ~n iftciiVidaal1y irlen.tifi­
able info·rmation from postings by ohil.­
dren be£6rethe.:Y are made public, and 
alsbdeletes BLlCh inf0rmation from the 
operator's records~61' 

(c) The Passive tracking 0.1' use of any 
identifying code. linked - to an indi­
Victual. ~u2h as a cookiB. 

Coln1ni-ssioj~ means the Federal Ttade 
Oommission. 

Delete meanl:l to remove personal in­
formation such that it is not main­
tained- in -retrievable form and cannut 
be retrieved in the norm:H.l course of 
bUSiness. 

Disclosllre means. with respect to pel'­
sonal information: 

(a) Th~ releas!,! tlfpersonal informa;.. 
t-ion co Hected from a chi1q. in identifi­
able form by an operator for any pur­
pose, except where an operator pro­
vides ::mchinformatioll to a person who 
Pl'ovides support. for the internal oper­
ations of the website or online service 
and who. does hot disclose or use that 
informa·tion .fOI' any other purpose. For 
purposes of this definition: 
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§312.2 

(1) Release of personal infnrincbtion 
mean~ the sharing, selling, renting, or 
any other means of providing personal 
information to any third party, and 

(2) Support· for the internal operations 
of the weQsite or online service means 
those activities necessary to maintain 
the techbical functioning of t.he 
website or online service, or to fulfill a 
l'equest of a cuild as permitted by 
§ 312.5(c)(2) and (3); or 

(b.) Making ,personal information col, 
lected. from 9, child by an operator pub­
liciy aVl:j.ilable in identifiable form, by 
any means. lncludlng by a pul)lic,post~ 
ing through the Intel'net, or through a: 
per&on.al home page- posted On a website 
or onUne 'service; a pen pal service; an 
electronic mail service-;, a message 
board: or a chat room. 

Federal agency means all a,gency, as 
that term is defined in Section 551(1) of 
title 5, United States, Code. 

fnternet means -eol1ectively the niyr~ 
tad of borrwuterand teleeommtmi;. 
cations facilities, including equipment 
and operating softvvare, which' com'"' 
prise thfi rnt~rcbnnected world':Wide 
netWork ef networks tliateWDloyth~ 
Ti'ansnllssi6n Control Protocollirrtel'~ 
net '" Protocol, or any predecessor or 
successor prbtocols to such pr'otacol, to 
co:rui1;iunicate ffifotmation of all kinds 
by wire. radto, 0.1' other m:ethQlli1 of 
trcans:inission. 

online contaot infOnnation Ineans an 
e.-mail address' or any: other subs tan:­
tHtlly 'similar' ident,if1er that permits 
ili.rect contact with a person onHl1l.~. 

Opetator means any person who oIlej:'­
ates a website located on the Internet 
or an online- service and who col1ects Or 
maintains personal information from 
or about the users of or visitors' to such 
website or online service, Of on whos~ 
behalf stich information is ·col1ecteaor 
maintained .. where. such website or on". 
Une service is operated for commercial 
purposes, inoluoing any person Offering 
products or services for sale through, 
that webSite or online service, involy~ 
ing commerce: 

(a) Among the several States 0.1' with 
1 or inore foreign nations~ 

(b) In any tei~rttory of th6c Unlted 
States or in the District of Columbia, 
or between any such terri toryah(l 

(1) Another such territory. or 
(2) Any State or foreign natiom at 

16 CFR Ch. I (l-l~lO Edition) 

(c) Bal,-ween the District of ColumlJia 
and any State, territory, or foreign na­
tion. This definition. does not include 
any nonprofit entity that would other­
wise: he exem:pt from covel'lJ,ge nnder 
Section 5 of the Federal 'rmde Com­
mission Act (15 U.S,C, 45). 

PCtrent includes '2, legal guardian. 
Person means any indivio.Ual. 11art­

nership, corporatio'n, ti'ust, estate, OO~ 
operative, association, or other entity. 

Personal inform(~Uon means' indivicl .. : 
uaily identifiable information abol1t an 
ihdiVidual collected Online, inglu.di11g~ 

(a) A first and last name~ 
(b) A hom.e or other physical addt;ess 

including street name and llama Qf a 
city or town; 

(c) An e-u1ailaddtess o.r other online 
contact informatiOn, including but not 
limited to aIiinstant messaging usei' 
identifier, ora screen nar-ita that re­
veals anlndivl:dual's e~mail addrE?ss; 

(~l) A telephone number; 
(8) A Social Security number; 
(1') A persistent identifier. suanase a 

cU8tOInfll" number' held in a cookie or a 
process01' serial nIJ.J1')trer,. where sucn 
identifier isasso6iated with imlivid-­
uaUy identilfiable informa,tion; or a 
cOinbiliation of a last nameal' photo.:. 
graph of theindividuM mtll other in­
formatiOn such that the combination 
pe-Emits phYSical .or oulinO' contacting; 
or 

(g) Informatiol1 COncerning the child 
01' the parents o£that child that the 
operator collects online from the ohild 
and cothbrnes. with an identifier de­
seribed in trusdefini t.ion. 

Third party tfleans any person: whQ is 
not;: 

(a) An operatoI'" with respect to the 
cQllectiouo.r maiQ tenance of personal 
information on the website- or online 
1)ervice; or 

(b) A persnn who provides support for 
the inter'nal op~eratidns of t:he website 
or online service and who does not llse 
or djs(:1ose information protected under 
this part for any other purpose. 

ObtalninglJeri/i(1.b'le consent means 
making any reasonable effort- (taking 
into CQnsidei'ation. available tech; 
nology) to ensure that before personal 
informH.tion is collected from a Child, a 
paren t: of the child: 
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Federal Trade Commission 

(a) Receives no_ttce of the operator's 
personal information collectibli, use. 
and disclosure practices; and 

(b) Aut,horizes any collection. use, 
and/or disclosure of the personal infor­
mation. 

Website or onli'ne service directed to 
children means a co_mmerc1al websi lie or 
online servicei Ot' -portion there9f, that 
is targeted to children. Provided, how­
ever, that' a commercia1 website :01' Ori­
line service, ora portion thereof, shall 
not be deemed directed to children 
solely because it refers or llnks to -p; 
commercial website or onlitr8- service 
directed to children by us;ing infarma­
tionlocatiotl. tools, including a direc­
tory. index, reference, };loin'ter, or 
hypm'text lirik. Iii determining whether 
a commercial website or online service. 
ora portion thereof.- is targeted to ohil~ 
dre-h, theOommisSionwiIl oonSider its 
subject m~ttet', vi sua-I or audio con~ 
tent, ag:eoi' models, languageor-othex 
characteristics of the- website or onllu-e 
service, as well as whether advertising 
promotinw or ap};le:aring OIL the website­
or onli-rie~ service is dW60ted to cful;;. 
dr.en. The Comniissi.6n will-alp~ Gon,. 
sider competent and reliable empirical 
evidence· l'egarding audience composi­
tion; avidence l'ega,rdjng the inte-hued 
aud.ience;and whethsra site uses ani­
mated characters andlor child-oriented 
activities and incentiVes. 

§ 3"12.3 Regulation of unfair or decep. 
tiye acts or pra?tices in connecti?.D 
WIth the collect).on, use, and/or dIS-­
closure of personal inf()rmatioli 
from arid about children on the 
Internet. 

General requireme-nt$. It Shall be Ull­
lawful for anY operator of a; websue or 
onEnese-rvies dITected to children, 01' 
any operator that -h-as actu.al knowl­
edge thaI) it is collecting or inaintain­
ing p~rsop-al information from -a child. 
to coliect personal information fi'om a 
child in a manner that violates the reg­
ulatio.ns prescribed under this };lart. 
Generally, under this part. -an o.pa.rator 
must: 

(a) Provide notice on the- website or 
online service of what info):'mation it 
collects from children, how it uses such 
information. ~md itsdisclosilre !lraG­
tiees for such information (§312.4(b»; 

(b) Obtain verifiable pMeuta! consent 
prior to any cone-at,ion. use. andior dis~ 

§ 312.4 

closure of personal information from 
chUdre-n (§ 312.5); 

(c) Provide a, reasonable means for a 
parenti to review the personal infOJ;'ma· 
tion collected from a child and to 
refuse to permit its further nse or 
maintenance (§312.6); 

(d) Not; condition a child'spal'ticipa­
lion in a game, the offering of a prize; 
or another act;ivityon ,the child di~­
closing more personal informa.t;ion 
than is reasonably nec6s;;wirj to particl~ 
pate in such aotivity (§ :J12.7); and 

(e) Estabiis~arrd maintain reason­
able procedures t9 protect the con""' 
fidentiality. 'secnrity.and integrity of 
personal informa~ion coUec'ted from 
children (§ 312.8). 

§ 312..4 Noti~e. 

(a.) GeneTul prinCiples of notice. All no­
Giess under §§ ;312.3(a) and 312,5 must 1)8 
cleady and imder~t!audablY written, be 
90mplete-, and must eon,tain no [rTIre-
1ated, confusing, or Clont:l'adictoty ma~ 
terials. 

(b}_Notice on the· website or: online serv~ 
ice, tJnde:r § 312.3(a), alioperatol' of a 
website in; online-' service directed to 
childr€m must post a iinkto anotiee of 
its information prilcticEls with regard 
t9 children; au: the home page of its 
website or onlIne sel'VJce and at each 
a1'ea on the, website or online service 
where personal information is collected 
from childr'eu-. An ope-ratoroJa ,;reneral 
a~dienc_e: website or online service that 
haea separate children's aJ.--e3;oorsite 
must post a link, to anD-tice of its in­
formation practiees with regard to 
children on the home page of the- chil­
dren'sarea.. 

(1) Placemenfi of the no!iae. (l) The link 
bo che notice rnl,ls-t becleal'ly labeled as 
a notice of the website or online sel'V­

ice'S informatioll practices with regal'd 
to chilcltEfn; 

(ii) The link to the notice, must be 
};llaced in a clea.r and .PJ:ominent place 
and mann~r ou. the ,home page of the 
website or online' service; and 

(iii) The link to the notice must be 
placed in a clear and prominent place 
and IDanner at each area. on the 
website or online service where chil~ 
dl'en directly provide, or are asked to 
provide, pel'sonal informatiQn. and in 
dose proximity to tne requests fOr in­
formation in each stich area. 
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(a) Receives no_ttce of the operator's 
personal information collectibli, use. 
and disclosure practices; and 

(b) Aut,horizes any collection. use, 
and/or disclosure of the personal infor­
mation. 

Website or onli'ne service directed to 
children means a co_mmerc1al websi lie or 
online servicei Ot' -portion there9f, that 
is targeted to children. Provided, how­
ever, that' a commercia1 website :01' Ori­
line service, ora portion thereof, shall 
not be deemed directed to children 
solely because it refers or llnks to -p; 
commercial website or onlitr8- service 
directed to children by us;ing infarma­
tionlocatiotl. tools, including a direc­
tory. index, reference, };loin'ter, or 
hypm'text lirik. Iii determining whether 
a commercial website or online service. 
ora portion thereof.- is targeted to ohil~ 
dre-h, theOommisSionwiIl oonSider its 
subject m~ttet', vi sua-I or audio con~ 
tent, ag:eoi' models, languageor-othex 
characteristics of the- website or onllu-e 
service, as well as whether advertising 
promotinw or ap};le:aring OIL the website­
or onli-rie~ service is dW60ted to cful;;. 
dr.en. The Comniissi.6n will-alp~ Gon,. 
sider competent and reliable empirical 
evidence· l'egarding audience composi­
tion; avidence l'ega,rdjng the inte-hued 
aud.ience;and whethsra site uses ani­
mated characters andlor child-oriented 
activities and incentiVes. 

§ 3"12.3 Regulation of unfair or decep. 
tiye acts or pra?tices in connecti?.D 
WIth the collect).on, use, and/or dIS-­
closure of personal inf()rmatioli 
from arid about children on the 
Internet. 

General requireme-nt$. It Shall be Ull­
lawful for anY operator of a; websue or 
onEnese-rvies dITected to children, 01' 
any operator that -h-as actu.al knowl­
edge thaI) it is collecting or inaintain­
ing p~rsop-al information from -a child. 
to coliect personal information fi'om a 
child in a manner that violates the reg­
ulatio.ns prescribed under this };lart. 
Generally, under this part. -an o.pa.rator 
must: 

(a) Provide notice on the- website or 
online service of what info):'mation it 
collects from children, how it uses such 
information. ~md itsdisclosilre !lraG­
tiees for such information (§312.4(b»; 

(b) Obtain verifiable pMeuta! consent 
prior to any cone-at,ion. use. andior dis~ 

§ 312.4 

closure of personal information from 
chUdre-n (§ 312.5); 

(c) Provide a, reasonable means for a 
parenti to review the personal infOJ;'ma· 
tion collected from a child and to 
refuse to permit its further nse or 
maintenance (§312.6); 

(d) Not; condition a child'spal'ticipa­
lion in a game, the offering of a prize; 
or another act;ivityon ,the child di~­
closing more personal informa.t;ion 
than is reasonably nec6s;;wirj to particl~ 
pate in such aotivity (§ :J12.7); and 

(e) Estabiis~arrd maintain reason­
able procedures t9 protect the con""' 
fidentiality. 'secnrity.and integrity of 
personal informa~ion coUec'ted from 
children (§ 312.8). 

§ 312..4 Noti~e. 

(a.) GeneTul prinCiples of notice. All no­
Giess under §§ ;312.3(a) and 312,5 must 1)8 
cleady and imder~t!audablY written, be 
90mplete-, and must eon,tain no [rTIre-
1ated, confusing, or Clont:l'adictoty ma~ 
terials. 

(b}_Notice on the· website or: online serv~ 
ice, tJnde:r § 312.3(a), alioperatol' of a 
website in; online-' service directed to 
childr€m must post a iinkto anotiee of 
its information prilcticEls with regard 
t9 children; au: the home page of its 
website or onlIne sel'VJce and at each 
a1'ea on the, website or online service 
where personal information is collected 
from childr'eu-. An ope-ratoroJa ,;reneral 
a~dienc_e: website or online service that 
haea separate children's aJ.--e3;oorsite 
must post a link, to anD-tice of its in­
formation practiees with regard to 
children on the home page of the- chil­
dren'sarea.. 

(1) Placemenfi of the no!iae. (l) The link 
bo che notice rnl,ls-t becleal'ly labeled as 
a notice of the website or online sel'V­

ice'S informatioll practices with regal'd 
to chilcltEfn; 

(ii) The link to the notice, must be 
};llaced in a clea.r and .PJ:ominent place 
and mann~r ou. the ,home page of the 
website or online' service; and 

(iii) The link to the notice must be 
placed in a clear and prominent place 
and IDanner at each area. on the 
website or online service where chil~ 
dl'en directly provide, or are asked to 
provide, pel'sonal informatiQn. and in 
dose proximity to tne requests fOr in­
formation in each stich area. 
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(2) Content of the. notice. To r)eOOU1~ 
plete, the notice of t.he website or oh~ 
line service's in£ormation practioes 
must state the following: 

(1) The name,. addresf\, telephone 
number, and e-mail address of all oper­
ators collecting or maintaining per· 
sonal 1nformation from chiiclt'-en 
through tbe website or online service. 
Provided thr;Lt: the operators of a 
websIte or online service may list the 
name, addl'ess,phonl}' number, and e­
mail address, of one operato\': who will 
respond to' all inquiries from parents· 
conCernillg tbe operators' pri,vacy poli­
cies arid use of childreu'sififormatioIi, 
as long as the names of all the opera­
tors collecting or maintaining personal 
information from children through the 
website 01' online service are alsp lIsted 
in the notice; 

(ii) The types of peesonal information 
collect.ed from children and WhetheI' 
the personal fnfcirrnatiQn is cpUecced 
directly or passively: 

(iii) Hew such per$on~l iIif6TIIiil.tion 
is or may be used by the Cipei'ator(s}' 
incluWng' bilt-not limited: to flilfiUnwnt 
of .a requested transaclilo11;. :record~ 
keepi-q.g; marketing back to the child, 
or making it . pllbliCly$;v~ilable 
through a cha.t room or by othel' 
means .. 

(-iv) Whether personal infbrlnat10tl is 
disclosedtp t1iird parties, ~nd if &0, the 
ty-pes of buSiness in which such t1Urd 
parties are engag'eli j and tlre genel;al 
purposes for whioh :;;uch infoI'matio):l is 
used; wheth{3t those third parties have 
agreed to maintain the confidentiality, 
secul'1ty, ·ap.dintegrity of the personal 
informat.ion they obtain from the qper­
atbr~ and that the parent has the op­
tion to consent to the collection <Lnd 
use of their child's peri'lonal informa­
tion without consenting to the disclo­
sure of that infol'mation to third par"' 
ties~ . 

(v) That the operator is prohibited 
from conditiOning a child's participa"­
tion ill an activity on the ohlld'·s dis~ 
closing more personal information 
than is reasonably necessary to partiCi­
pate in such activity; and 

(vi) Tha~ the parent can revieW and 
have deleted the child's personal infol'"­
mation, and refuse to permit further 
colleotion or use of the child's informa-

16 CFR Ch. I (1-1-10 Edition) 

tion, and state the procedures for doing 
so. 

(c) Notice to a parent. Under §312.5, an 
operator' must make reasonable efforts, 
taking into account available tech­
nology, to ensure !ihata parent of a 
child receives notioe of the operator's 
practices with regard to the collection, 
use, anel/Ol' disclosure of the child's per­
sonal inJot'mabion; indll.ding notice of 
any material change ill the coliectton, 
use, andlQr disclo8ur~ practices to 
which the parent has 'previously con­
sented. 

(~) Content afthe notice to the. paHmt. 
(t) All ilotlcesfuuststate the folloWing,: 

(A) 'I'hat tb,e oper;1tor wishes to col­
lect pel'sonai infol'mat,ton from the 
child; 

(:8) T.he information;.set forth in pa,ra­
graph (b) of thi.s section. 

(i1) In the oaseol a notice to ootain 
verifiable parental .cons.ent undEjD 
§312,5(a). the notiCe must also state 
tt).a~ tliep3;1'flnt's consent is reql1~re.d 
fox the collection, use, and/c).J; disclo~ 
sure of such- fnfotmatlon, alldst::tte the 
means by which the· parent can provide 
verlCiable consent. to the collection of 
info~}.Iiati6n; 

(iii) In the case of a uQtice undel'· the 
excepti:on: in §312.5(G)(3-), the 110tice 
111uat a,lso state the following; 

tA) That the operator nas collected 
the ohild''S e-mail address or other on~~ 
linecont~ct i'nfortnat.iontCi respond to 
the child's reQl.fest. for it1formatio.o and 
that the: requested infoi'TI1.atioh will re­
quire mOl'e thanoneconta.ct witbthe 
child; 

tB) Tha.t the p&rent ~nay refuse to 
permit flU'the1' contact, with the child 
arid l'eqttire the deletion of the infor­
matIon, and how the parent can do 80; 
and 

(C) That H the parent.fa,ils 1;0 respond 
to the notice, t>he opel.'a,tor may use the 
information for' tbtYpurpose(s}statedirt 
the notice. 

(iv) In the case of a notice under the 
exception ih§312.5(c)(4). the notice 
must also ·state the following: 

(A) That the operator has collected 
the child's: name arid e-h1ail address or 
other online cont-a.cb illformation to 
protect the st\,fety of the child partici~ 
pa.tlng On the webs.ite or .online service; 

(B} That the par.ent may refuse to 
perUlit th~ use of the information and 
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(2) Content of the. notice. To r)eOOU1~ 
plete, the notice of t.he website or oh~ 
line service's in£ormation practioes 
must state the following: 

tion, and state the procedures for doing 
so. 

(1) The name,. addresf\, telephone 
number, and e-mail address of all oper­
ators collecting or maintaining per· 
sonal 1nformation from chiiclt'-en 
through tbe website or online service. 
Provided thr;Lt: the operators of a 
websIte or online service may list the 
name, addl'ess,phonl}' number, and e­
mail address, of one operato\': who will 
respond to' all inquiries from parents· 
conCernillg the operators' pri,vacy poli­
cies arid use of childreu'sififormatioIi, 
as long as the names of all the opera­
tors collecting or maintaining personal 
information from children through the 
website 01' online service are alsp lIsted 
in the notice; 

(ii) The types of peesonal information 
collect.ed from children and Whether 
the personal fnfcirrnatiQn is cpUecced 
directly or passively: 

(iii) Hew such per$on~l iIif6TIIiil.tion 
is or may be used by the Cipei'ator(s}. 
incluWng' but. not limited: to flilfiUnwnt 
of .a requested transaclilo11;. :record~ 
keepi-q.g; marketing back to the child, 
or making it . pllbliCly$;v~i1able 
through a cha.t room or by othel' 
means .. 

(-ivY Whether personal infbrlnat10tl is 
disclosedtp t1iird parties, ~nd if &0, the 
ty-pes of bUSiness in which such t1Urd 
parties are engag'eli j and tlre genel;al 
purposes for whioh :;;uch infoI'matio):l is 
used; wheth{3t those third parties have 
agreed to maintain the confidentiality, 
secul'1ty, ·ap.dintegrity of the personal 
informat.ion they obtain from the qpel'­
atbr~ and that the parent has the op­
tion to consent to the collection <Lnd 
use of their child's peri'lonal informa­
tion without consentin(5 to the disclo­
sure of that infol'mation to third par"' 
ties~ . 

(v) That the operator is prohibited 
from conditioning a child's participa.­
tion ill an activity on the ohlld'·s dis~ 
closing more personal information 
than is reasonably necessary to partiCi­
pate in such activity; and 

(vi) Tha~ the parent can revieW and 
have deleted the child's personal infol'''' 
mation, and refuse to permit further 
colleotion or use of the child's informa-

(c) Notice to a parent. Under §312.5, an 
operator' must make reasonable efforts, 
taking into account available tech­
nology, to ensure !ihata parent of a 
child receives notioe of the operator's 
practices with regard to the collection. 
use, anel/Ol' disclosure of the child's per­
sonal inJot'mabion; indu.ding notice of 
any material change ill the coliection, 
use, andlQr disclo8ur~ practices to 
which the parent has 'previously con­
sented. 

(~) Content afthe notice to the. paHmt. 
(t) All ilotlcesfuuststate the folloWing,: 

(A) 'I'hat tb,e oper;1tor wishes to col­
lect pel'sonai infol'mat,ton from the 
child; 

(:8) T.he information;.set forth in pa,ra­
graph (b) of thi.s section. 

(i1) In the oaseol a notice to ootain 
verifiable parental .cons.ent undEjD 
§312,5(a). the notiCe must also state 
tt).a~ tliep3;1'flnt's consent is reql1~re.d 
fox the collection, use, aud/c).J; disclo~ 
sure of such· fnfotmatlon, alldst::tte the 
means by which the· parent can provide 
verlCiable consent. to the collection of 
info~}.Iiati6n; 

(iii) In the case of a uQtice undel'· the 
excepti:on: in §312.5(G)(3\ the 110tice 
111uat a,lso state the following; 

tA) That the operator nas collected 
the child''S e-mail address or other on~~ 
linecont~ct i'nfortnat.iontCi respond to 
the child's reQl.fest. for it1formatio.o and 
that the: requested infoi'TI1.atioh will re­
quire mOl'e thanoneconta.ct witbthe 
child; 

tB) Tha.t the p&rent ~nay refuse to 
permit flU'the1' contact, with the child 
arid l'eqttire the deletion of the infor­
matIon, and how the parent can do 80; 
and 

(C) That H the parent.fa,ils 1;0 respond 
to the notice, t>he opel.'a,tor may use the 
information for' tbtYpurpose(s}statedirt 
the notice. 

(iv) In the case of a notice under the 
exception ih§312.5(q)(4). the notice 
must also ·state the following: 

(A) That the operator has collected 
the child's: name arid e-h1ail address or 
other online cont-a.cb illformation to 
protect the st\,fety of the child partici~ 
pa.tlng On the webs.ite or .online service; 

(B} That the par.ent may refuse to 
perUlit th~ use of the information and 
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reqnire the deletionofthejnformation. 
and how the parenti can dOSD; and 

(0) ThaI; if the parent fails to respond 
to the notice. the operator may use the. 
informatibn for the pu:rpose stated In 
the notice. 

S 312.5 Parental consent. 
(a) General requirements. (1) An oper­

ator is required to obtain -verifiable pa­
rental consent befot'e any collection, 
nse, andior disclosure of personal infar'­
mation from children,- including con­
sent to any material change in the col­
lection, use, and/or disclosure practices 
to which the parent has previouslY con­
sented. 

(2) An operator must give the parent 
the option to consent to the collection 
and lIse of the chUd's perf?onal inf6rma~ 
tion without consenting to disclosure 
of his or tier personal information to 
third parties. 

(b) Mechanisms for 'verifiable parental 
consent. (1) An operator must make 
reasQnabi~ effO-rt~ to obtain verIfiable 
parent"al consent, taking into consider:... 
ation ava,..ilal:>l~ technology; Any nwth­
od to obtain v~rifialJre parentalooIT­
sent must he reasonably calCulated, iIi. 
light ot available technology, tbensUr& 
that the person providing- consel1t is 
the child's parent. 

(2) Methods to obtain verifiable pa­
rental consent that satlsfy tile Tequite~ 
menta of this j)aragra.p~l includec; pro­
viding ·a consent form to be signed by 
tile patent and returned to the oper-~ 
ator by :Dostal man or facsirnile; r8'-' 
Quiring a· parent to use acreiiit card l'u 
connection with a transaction; having, 
a parent oallatoll-ffee teleplione n\:un~ 
ber staffed by trained personnel;- using: 
a digii;al certificate tliat uses pqblic 
key technology; and using a-mail aco 

companied by a. PIN or passWord ob,­
tained through one of the verification 
methods listed in this paragraph. Pro~ 
vided;that: Untnthe Commissien other·· 
wise determines. methods to obtain 
verifiable parental consent fo!' uses of 
information other than. the: "disclo­
sures" defined by §312.2- may also in.: 
elude Use of eo..rnail coupled with addi­
tional steps to provide assurances that.. 
the person providing the consent is the 
parent. Such additional steps include-; 
sending a. confirmatory e-mall to the 
parent. follOwing receipt of consent; 01' 

§ 312.5 

obtaining a postal address or telephone 
number from the paren t and con~ 
firming the pat'eiit'sconserit by letter 
or telephone call. Operators who use 
such methods must provide notice that 
the parent can revoke any consent 
given in response to the earlier e-ma,iL 

(c) Exceptions to prior parental consent. 
Verif~able parental consent is required 
prior to any co-llection, use and/or dis­
closure of personal information from. a 
child except asset fQrth in this para­
graph. The exceptions to prior parentai 
consent ate as f0110ws: 

(1) Where th~ operator collects, the 
name or online con-tact information of 
a parent or chila tp be used for the· $ole 
purpose of obtaining parental consent 
or pl<oviding notice under §312.4. If the 
op.eratm: has not, obt~inedparental 
consent after a reaso-nable time from 
the dat-e of theinfotmation yolleotion; 
the operator must d.elete such informa.­
bion kom its recoros; 

(2) WIiere tna- operatoI;' collects onljJie 
contact .information. from a- child fol' 
the sole pux-pose of responding directly 
on .iI, one-tiIne l:!!isls to asp8cific :re­
quest from the child, and where SUell 
1l1fotmation ts not tise-d to recontact 
thf:) Qhi14-ano.i~ .delt~te4 by' theopera.tor 
from its reoords; 

(3) Where the crpera.tor coUects onIin~ 
contact information from a child to be 
used to respond dire-ctly more UTall 

(nICe: to a spe.¢ificrequest from the 
chlld;and wher.e su-ch information is 
not;. used for any other purpose. In such 
cj:tses; the operator must make reasoIj,­
able efforts, taking into cotlsideratioli 
avatlal51e technology. to. $ns.ilr~ tha,t a 
parent receives notice and has the op­
port"unityto request that the-operator 
make no furthe;r use of the infor:n:ifL­
tion, as deBCribed in' §.312.4( c); iIurne:­
diately after the initial l'esponse and 
Qefore making any additional response 
tio the chHd. Meehanlsms to· provide 
SllCh notice includE:i. but. are Qot limited 
to. sending the notice by postal mail m 
sending the notice to the parent's e­
mail addl'ess, but do not include asking 
a chile!. to print a -notice LOrin or send­
ing an e-mail to the child: 

(4) Where the operator; collects a 
child's name alid online contact infor­
mation to the extent reasonably nec­
essary to protect the safety of a child 
partic-1.pant on the website or online 
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reqnire the deletionofthejnformation. 
and how the parenti can dOSD; and 

(0) ThaI; if the parent fails to respond 
to the notice. the operator may use the. 
informatibn for the pu:rpose stated In 
the notice. 

S 312.5 Parental consent. 
(a) General requirements. (1) An oper­

ator is required to obtain -verifiable pa­
rental consent befot'e any collection, 
nse, andior disclosure of personal infar'­
mation from children,- including con­
sent to any material change in the col­
lection, use, and/or disclosure practices 
to which the parent has previouslY con­
sented. 

(2) An operator must give the parent 
the option to consent to the collection 
and lIse of the chUd's perf?onal inf6rma~ 
tion without consenting to disclosure 
of his or tier personal information to 
third parties. 

(b) Mechanisms for 'verifiable parental 
consent. (1) An operator must make 
reasQnabi~ effO-rt~ to obtain verIfiable 
parent"al consent, taking into consider:... 
ation ava,..ilal:>l~ technology; Any nwth­
od to obtain v~rifialJre parentalooIT­
sent must he reasonably calCulated, iIi. 
light ot available technology, tbensUr& 
that the person providing- consel1t is 
the child's parent. 

(2) Methods to obtain verifiable pa­
rental consent that satlsfy tile Tequite~ 
menta of this j)aragra.p~l includec; pro­
viding ·a consent form to be signed by 
tile patent and returned to the oper-~ 
ator by :Dostal man or facsirnile; r8'-' 
Quiring a· parent to use acreiiit card l'u 
connection with a transaction; having, 
a parent oallatoll-ffee teleplione n\:un~ 
ber staffed by trained personnel;- using: 
a digii;al certificate tliat uses pqblic 
key technology; and using a-mail aco 

companied by a. PIN or passWord ob,­
tained through one of the verification 
methods listed in this paragraph. Pro~ 
vided;that: Untnthe Commissien other·· 
wise determines. methods to obtain 
verifiable parental consent fo!' uses of 
information other than. the: "disclo­
sures" defined by §312.2- may also in.: 
elude Use of eo..rnail coupled with addi­
tional steps to provide assurances that.. 
the person providing the consent is the 
parent. Such additional steps include-; 
sending a. confirmatory e-mall to the 
parent. follOwing receipt of consent; 01' 
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obtaining a postal address or telephone 
number from the paren t and con~ 
firming the pat'eiit'sconserit by letter 
or telephone call. Operators who use 
such methods must provide notice that 
the parent can revoke any consent 
given in response to the earlier e-ma,iL 

(c) Exceptions to prior parental consent. 
Verif~able parental consent is required 
prior to any co-llection, use and/or dis­
closure of personal information from. a 
child except asset fQrth in this para­
graph. The exceptions to prior parentai 
consent ate as f0110ws: 

(1) Where th~ operator collects, the 
name or online con-tact information of 
a parent or chila tp be used for the· $ole 
purpose of obtaining parental consent 
or pl<oviding notice under §312.4. If the 
op.eratm: has not, obt~inedparental 
consent after a reaso-nable time from 
the dat-e of theinfotmation yolleotion; 
the operator must d.elete such informa.­
bion kom its recoros; 

(2) WIiere tna- operatoI;' collects onljJie 
contact .information. from a- child fol' 
the sole pux-pose of responding directly 
on .iI, one-tiIne l:!!isls to asp8cific :re­
quest from the child, and where SUell 
1l1fotmation ts not tise-d to recontact 
thf:) Qhi14-ano.i~ .delt~te4 by' theopera.tor 
from its reoords; 

(3) Where the crpera.tor coUects onIin~ 
contact information from a child to be 
used to respond dire-ctly more UTall 

(nICe: to a spe.¢ificrequest from the 
chlld;and wher.e su-ch information is 
not;. used for any other purpose. In such 
cj:tses; the operator must make reasoIj,­
able efforts, taking into cotlsideratioli 
avatlal51e technology. to. $ns.ilr~ tha,t a 
parent receives notice and has the op­
port"unityto request that the-operator 
make no furthe;r use of the infor:n:ifL­
tion, as deBCribed in' §.312.4( c); iIurne:­
diately after the initial l'esponse and 
Qefore making any additional response 
tio the chHd. Meehanlsms to· provide 
SllCh notice includE:i. but. are Qot limited 
to. sending the notice by postal mail m 
sending the notice to the parent's e­
mail addl'ess, but do not include asking 
a chile!. to print a -notice LOrin or send­
ing an e-mail to the child: 

(4) Where the operator; collects a 
child's name alid online contact infor­
mation to the extent reasonably nec­
essary to protect the safety of a child 
partic-1.pant on the website or online 
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service, and the operator uses reason­
able efforts to pl'oVide a parent notice 
as described in § 312.4{c}, where such in~ 
formation. is: 

(i) Used for the sale pl;lTpose of pro­
tecting the child's safety; 

(ii) Not used to recontact the child or 
for any other: purpo~e; 

(iii) Not disclosed on t.he website Or 
online service; and 

(5) Where the operator collects a 
child's name and online cbntact infor­
mat.ion: and such informatio_n fs not 
used for any other purpose, to the ex­
tent reaspuably- nece33ary~ 

(1) To protect; the seC\lritY or integ­
rity of its website oron1ineserviclli 

(ii) ern take :precautions against li­
ability; 

(iii) To respond to judici~Ll process; or 
(iv) To· the extecilt permitted und.er 

other provisions of law, to provid:e ~i:J.­
forI1;lat.i6n to law enforcement agencies 
or (or an investigation on a matterre­
latM to pubUcsaff.lty. 

(64FR 599ll. No'Z. 3,. 1999, as amenq:ed a,t 6'1 
}t'R I8B21, Apr. 17, 2002; 70 FJI, 21106, Ape. 22, 
2005] -

§ai2.6 ~ight Qfparent to review_ per­
sonal infol'ID<l.tion provided by a: 
child. 

(a) Upon requMt ofaparent whose 
child ha~ provtdedpersonal lIifbrma'­
tion to a website or onIin,e s~rvice, the 
opera.tor of ~hat websit.e or online serv~ 
ice is reQuired tp provide to tliat pa.r­
ent the following: 

(1) A description of the stJecific types 
or categories- of personal informatiQn.. 
collected from children by the oper­
atorisuchas name, address, telephone. 
number, e-mail address, hobbJes:,. and 
extr<1curricillar activi·tiBs; 

(2) The opportunJ,ty at any tirb..e to 
refuse to permit the operatoT's further 
use Qt future onliIie collection oiper" 
sona1 informatioll_ froin that. child. and 
to direct theopera,toF to delete the 
child's personaJ information; and 

(3) Notwithstanding any otherp:roYi~ 
sian of law, a means of reviewing allY 
personal inIormat.iOli collected from 
the child. The means smployed by the 
operator to carry out this "Qrovision 
must: 

(i) Ensure that the requestor is a par­
ent of that Child, taking into account 
available tecl1n.ology; and 

16 CFR Ch, I (1-1-10 Edition) 

(Ii) Not be unduly burdensome to the 
parent. 

(b) Neither a1) opel'ator nor the oper­
ator's agent shall be-field Liabl~ under; 
anY Fed_eral or State law for any ilis~ 
closure lTI.ade in good faith and fol­
lowing reasonable. procedures in re­
sponding to a request for disclosul'e of 
personal information under this s-ec~ 

tion·. 
(c) Subject to. the limltatio~ set 

-forth in §312.7, an operator may termi-­
nate any serVice Pl'ovidecl tQ a child 
whose Par~il t has refu:sed, under para­
graph. (a)(2) of thi8 sec.tion, to permit 
the opetator~s 'filtther use or eollection 
of perS(llHll infprtl1£1,tiOri fi'om his or her 
child or- has directed lIhe operator to 
delete the ctiild'spersonal information. 

§ 312.7 Prohibition agamst condi-
tioning a child's participation on 
collection orpersonal information. 

An operator is prohibited from 66n:di~ 
tionfng a child's parttcipation in a 
game •. the offering ofa prize, or au~ 
other activity on the child's disclosing 
more personal information than is rea­
sonably nec).essaJ,'y to participate in, 
such activity, 

§ 312~8 Confidentiality, l'>~cur.iJy~ an~ 
integrity of personal intQpnatioJi 
collected from childl'elL 

TIle· olJerator- must" Bstablishan,l 
mamtain reascmable ttrecedures t9 pro­
te.ct !ille catIfidentiality, security, and 
integl?ity of PerSonal infotfua..tion col­
lected from children. 

§ 312.9 Enforcem.ent. 

Subject to aectioi:J.s 65.03 a.nd G505 of 
the ·Children'sOniine Pdva_cy ?roteq: 
tion Acte of IB91l, a viola,tionofa regula'­
tion prescribed tinder-seotion 6502 (a) of 
this Ac.t shall be treated as a. viol"ation 
of a rule defi..i1in.g an unfair or decffP­
tive act or practiceprescrib.ed_ liild:et 
sec !:ion 18(3.)(1)(13) oitha F·ederal Trade 
Comniission Aot (15 B:S.G. 57a{a)O)(B)). 

§ 312.10. Safe·liarbors. 

(a) In general. An operator will be 
deemed GQ be ill compliance wit.h the: 
requirements· of thi..., part if that oper­
ator compltes with- seli-re.gulatory 
guidelines, i~sued by repi'esentatives of 
the l'narketing or online: industries, or 
by other person):!, that, after notice and 
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service, and the operator uses reason­
able efforts to pl'oVide a parent notice 
as described in § 312.4{c}, where such in~ 
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(i) Used for the sale pl;lTpose of pro­
tecting the child's safety; 

(ii) Not used to recontact the child or 
for any other: purpo~e; 

(iii) Not disclosed on t.he website Or 
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(5) Where the operator collects a 
child's name and online cbntact infor­
mat.ion: and such informatio_n fs not 
used for any other purpose, to the ex­
tent reaspuably- nece33ary~ 

(1) To protect; the seC\lritY or integ­
rity of its website oron1ineserviclli 

(ii) ern take :precautions against li­
ability; 

(iii) To respond to judici~Ll process; or 
(iv) To· the extecilt permitted und.er 

other provisions of law, to provid:e ~i:J.­
forI1;lat.i6n to law enforcement agencies 
or (or an investigation on a matterre­
latM to pubUcsaff.lty. 

(64FR 599ll. No'Z. 3,. 1999, as amenq:ed a,t 6'1 
}t'R I8B21, Apr. 17, 2002; 70 FJI, 21106, Ape. 22, 
2005] -

§ai2.6 ~ight Qfparent to review_ per­
sonal infol'ID<l.tion provided by a: 
child. 

(a) Upon requMt ofaparent whose 
child ha~ provtdedpersonal lIifbrma'­
tion to a website or onIin,e s~rvice, the 
opera.tor of ~hat websit.e or online serv~ 
ice is reQuired tp provide to tliat pa.r­
ent the following: 

(1) A description of the stJecific types 
or categories- of personal informatiQn.. 
collected from children by the oper­
atorisuchas name, address, telephone. 
number, e-mail address, hobbJes:,. and 
extr<1curricillar activi·tiBs; 

(2) The opportunJ,ty at any tirb..e to 
refuse to permit the operatoT's further 
use Qt future onliIie collection oiper" 
sona1 informatioll_ froin that. child. and 
to direct theopera,toF to delete the 
child's personaJ information; and 

(3) Notwithstanding any otherp:roYi~ 
sian of law, a means of reviewing allY 
personal inIormat.iOli collected from 
the child. The means smployed by the 
operator to carry out this "Qrovision 
must: 

(i) Ensure that the requestor is a par­
ent of that Child, taking into account 
available tecl1n.ology; and 

16 CFR Ch, I (1-1-10 Edition) 

(Ii) Not be unduly burdensome to the 
parent. 

(b) Neither a1) opel'ator nor the oper­
ator's agent shall be-field Liabl~ under; 
anY Fed_eral or State law for any ilis~ 
closure lTI.ade in good faith and fol­
lowing reasonable. procedures in re­
sponding to a request for disclosul'e of 
personal information under this s-ec~ 

tion·. 
(c) Subject to. the limltatio~ set 

-forth in §312.7, an operator may termi-­
nate any serVice Pl'ovidecl tQ a child 
whose Par~il t has refu:sed, under para­
graph. (a)(2) of thi8 sec.tion, to permit 
the opetator~s 'filtther use or eollection 
of perS(llHll infprtl1£1,tiOri fi'om his or her 
child or- has directed lIhe operator to 
delete the ctiild'spersonal information. 

§ 312.7 Prohibition agamst condi-
tioning a child's participation on 
collection orpersonal information. 

An operator is prohibited from 66n:di~ 
tionfng a child's parttcipation in a 
game •. the offering ofa prize, or au~ 
other activity on the child's disclosing 
more personal information than is rea­
sonably nec).essaJ,'y to participate in, 
such activity, 

§ 312~8 Confidentiality, l'>~cur.iJy~ an~ 
integrity of personal intQpnatioJi 
collected from childl'elL 

TIle· olJerator- must" Bstablishan,l 
mamtain reascmable ttrecedures t9 pro­
te.ct !ille catIfidentiality, security, and 
integl?ity of PerSonal infotfua..tion col­
lected from children. 

§ 312.9 Enforcem.ent. 

Subject to aectioi:J.s 65.03 a.nd G505 of 
the ·Children'sOniine Pdva_cy ?roteq: 
tion Acte of IB91l, a viola,tionofa regula'­
tion prescribed tinder-seotion 6502 (a) of 
this Ac.t shall be treated as a. viol"ation 
of a rule defi..i1in.g an unfair or decffP­
tive act or practiceprescrib.ed_ liild:et 
sec !:ion 18(3.)(1)(13) oitha F·ederal Trade 
Comniission Aot (15 B:S.G. 57a{a)O)(B)). 

§ 312.10. Safe·liarbors. 

(a) In general. An operator will be 
deemed GQ be ill compliance wit.h the: 
requirements· of thi..., part if that oper­
ator compltes with- seli-re.gulatory 
guidelines, i~sued by repi'esentatives of 
the l'narketing or online: industries, or 
by other person):!, that, after notice and 
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comment, are approved by the Com­
misston. 

(b) Criteria jor approval of sel[4egu­
latory gnidelines. To be approved by the 
Commission, guiclelines must include 
Ghe follo.wing: 

(1) A requirement that operatoi'ssub­
ject to thE) guidelines ("subject opera­
tors") implement substantially similar 
reqUirements that provide the same or 
greater prote:ctions for children as 
those contained in §§312.2 thrQugh 
312.9; 

(2) An effective, mandatory mecha­
nism for the independent assessment of 
sUbjeot operators' compliance with the 
guidelines. This. performance standard 
may be· satisfied by: 

(i) Periodic reviews o[sllIJject opera­
tors:'· information practices conducted 
on a random basis ~ei ther by the indu.':i~ 
try gr.ollp promulgating the guidelines 
or by an independent entity; 

Oi) Periodic review& of al]subjeDt op­
erator1;l' i:nform:atiqn practices, con~ 
ducted either byth'e fIidustry grot;ip 
prolIlulga,tiiig tli~ g:].lideWiesor by an 
independent entity; 

(iii) Seeding of 'subject operators' 
database~, ifac:COlnIlanied py either 
paragraphs (b)(2)(i) or (b)(2)(ii) of this 
section; 01' 

(iy) Any other equal1y effeoti:ve indew, 

penden\;. assassmentr mechanism; ani;l 
(3) Effective mcenttves fo:t' subject 

operators' compltancewith the guide­
lines, 'ThIs. performance standard may 
be satisfied by: ' 

(1) .r..1andatory, public report:i:ug of 
disciplinary action taken against SUb­
ject .operators by the. industry group 
promulgating the guidelines; 

(ii) Consur:ner redress; 
(iii) Voluntary payments to the 

United States Treasury in connection 
with an industry-directed program for 
violators of the guidelines; 

(iv) Referral t6 the CommissIon of 
operators who ep.gage in a pattern or 
practice of violating the guidelii1e~ or 

(v) Any otlier equally effective incen­
tive. 

(4) The assessment meona,nism re­
quired u,nder paragraph (b)(2) of this 
section, can be provided by an ind&­
pendent enforcement program,such as 
a seal program. In considering whether 
to initiate a.n investigation or to bring 
an enforcement action for violations of 

§ 312.10 

this pat't, and in considering appro­
priate remedies fot'1luah violations. the 
Commission will take into acpount 
whether an operator ha:;; been subject 
to self-regulatory guidelines approved' 
under this section and whether the op­
erator has taken remedial action pur­
suant to suoh gul,del~nes. incl1idlng but 
not limited to actions set fort11 in para­
graphs (b)(3)(i) through (Hi) of this sec­
tion. 

(c) ReqiLestJor Commission atiproval Of 
sel/creguZatory guidelines. (1) To obtain 
Commission approval of self~r8gulatoty 
guidelines, industl;Y .group!'; or other 
persons must [ilea request fer sucll ap­
proval. Areques"t shall be accompanied 
by the following: 

0) A copy of the full text of the 
guidelines for which approval is songht 
and an;9' accompanying commentary; 

(it) A compariso!l of each provision of 
§§.312,3 thtougli312.a with the cor­
r!;}spo:ncWig proviSions of the guidelines; 
~nd 

(Hi) Al?tatement ftxplaining: 
(A) How the guidelines,maludiiigthe 

applicable aSS6j3sment mechanilml, 
meet the reqUirements of this part; and 

(H) How the aj3sessment mechanism 
and compliance incentives reqltired 
und~]' paragraphs (b)(2) and(J) of thi13 
section pro,"'1dJ3 effective enfoi'.Gement 
of the requirements of this part, 

(2) The dommission snaIl act upon a 
request under this section within 180 
days of th~ filing of such request and 
shall set fOl::th .its conclusiortS in writ­
in~. , 

(3) Indushry groups or other persOhs 
whose guidelines h,a;ve beeIiaIlproveo. 
by the Commission must submit pro­
posed changes in those gi.lidelines· for 
review and lipproval bytheCommis­
sion in the manner required for initial 
approval ofguideHnes midet paragrapll 
(0)(1). The statement required under 
paragrallh (c)(l)(iii) must deSCribe how 
the proP9sed changes affect existing 
proVisions of the guidelines·. 

(d) Records. ltidustrY groupS or other 
persons who seek safe harbor treat;.. 
ment by compliance with guidelin,es 
that liave been approved under this 
part shall main tain for a period no t 
le8s than three years ap.d UPOIl request 
make available' to the Commission for 
inspection and copying: 
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comment, are approved by the Com­
misston. 

(b) Criteria jor approval of sel[4egu­
latory gnidelines. To be approved by the 
Commission, guiclelines must include 
Ghe follo.wing: 

(1) A requirement that operatoi'ssub­
ject to thE) guidelines ("subject opera­
tors") implement substantially similar 
reqUirements that provide the same or 
greater prote:ctions for children as 
those contained in §§312.2 thrQugh 
312.9; 

(2) An effective, mandatory mecha­
nism for the independent assessment of 
sUbjeot operators' compliance with the 
guidelines. This. performance standard 
may be· satisfied by: 

(i) Periodic reviews o[sllIJject opera­
tors:'· information practices conducted 
on a random basis ~ei ther by the indu.':i~ 
try gr.ollp promulgating the guidelines 
or by an independent entity; 

Oi) Periodic review& of al]subjeDt op­
erator1;l' i:nform:atiqn practices, con~ 
ducted either byth'e fIidustry grot;ip 
prolIlulga,tiiig tli~ g:].lideWiesor by an 
independent entity; 

(iii) Seeding of 'subject operators' 
database~, ifac:COlnIlanied py either 
paragraphs (b)(2)(i) or (b)(2)(ii) of this 
section; 01' 

(iy) Any other equal1y effeoti:ve indew, 

penden\;. assassmentr mechanism; ani;l 
(3) Effective mcenttves fo:t' subject 

operators' compltancewith the guide­
lines, 'ThIs. performance standard may 
be satisfied by: ' 

(1) .r..1andatory, public report:i:ug of 
disciplinary action taken against SUb­
ject .operators by the. industry group 
promulgating the guidelines; 

(ii) Consur:ner redress; 
(iii) Voluntary payments to the 

United States Treasury in connection 
with an industry-directed program for 
violators of the guidelines; 

(iv) Referral t6 the CommissIon of 
operators who ep.gage in a pattern or 
practice of violating the guidelii1e~ or 

(v) Any otlier equally effective incen­
tive. 

(4) The assessment meona,nism re­
quired u,nder paragraph (b)(2) of this 
section, can be provided by an ind&­
pendent enforcement program,such as 
a seal program. In considering whether 
to initiate a.n investigation or to bring 
an enforcement action for violations of 

§ 312.10 

this pat't, and in considering appro­
priate remedies fot'1luah violations. the 
Commission will take into acpount 
whether an operator ha:;; been subject 
to self-regulatory guidelines approved' 
under this section and whether the op­
erator has taken remedial action pur­
suant to suoh gul,del~nes. incl1idlng but 
not limited to actions set fort11 in para­
graphs (b)(3)(i) through (Hi) of this sec­
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(c) ReqiLestJor Commission atiproval Of 
sel/creguZatory guidelines. (1) To obtain 
Commission approval of self~r8gulatoty 
guidelines, industl;Y .group!'; or other 
persons must [ilea request fer sucll ap­
proval. Areques"t shall be accompanied 
by the following: 

0) A copy of the full text of the 
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(it) A compariso!l of each provision of 
§§.312,3 thtougli312.a with the cor­
r!;}spo:ncWig proviSions of the guidelines; 
~nd 

(Hi) Al?tatement ftxplaining: 
(A) How the guidelines,maludiiigthe 

applicable aSS6j3sment mechanilml, 
meet the reqUirements of this part; and 

(H) How the aj3sessment mechanism 
and compliance incentives reqltired 
und~]' paragraphs (b)(2) and(J) of thi13 
section pro,"'1dJ3 effective enfoi'.Gement 
of the requirements of this part, 

(2) The dommission snaIl act upon a 
request under this section within 180 
days of th~ filing of such request and 
shall set fOl::th .its conclusiortS in writ­
in~. , 

(3) Indushry groups or other persOhs 
whose guidelines h,a;ve beeIiaIlproveo. 
by the Commission must submit pro­
posed changes in those gi.lidelines· for 
review and lipproval bytheCommis­
sion in the manner required for initial 
approval ofguideHnes midet paragrapll 
(0)(1). The statement required under 
paragrallh (c)(l)(iii) must deSCribe how 
the proP9sed changes affect existing 
proVisions of the guidelines·. 

(d) Records. ltidustrY groupS or other 
persons who seek safe harbor treat;.. 
ment by compliance with guidelin,es 
that liave been approved under this 
part shall main tain for a period no t 
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inspection and copying: 
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(1) Consumer complaints alJeging 
violations of the guidelines by subject 
operators; 

(2) Records of disciplinary actions 
taken against subject operators; and 

(3) Resu.lt$ of t.he independent assess­
ments oJ subject operators' compliance 
required under paragraph Cb)(2) 0'[ this 
section. 

(e) Revocation of approval. TIle Com­
mission reserves the right to revoke 
any approval granted llllder this SeG~ 
tion if at any time it Mtermines tM,t 
the approvedself-reglllatory guWelines 
and their implementation do not, .in 
fact, meet the reqiiirements of t1iil3 
part. 

§·312.1l Rulemaking rev~ew. 
No later than April 21, 2005, theCQID.:c 

mission shall initiate a i'olemaking re­
view proceeding to evaluate the iirtple" 
ment-at;ion of this part. including the 
effect Of the· implementation, of this. 
part onptactices relatilig t.o th(;)coU~c~ 
tion awl diSclosure of information 1'e­
latihg to c~hildreli, children's ability to 
obtain access to information oE their 
choicie anIWa, and ~n the ~ av.ailability 
o-f websites dii'ected to children,andre­
vort to OQIigres~(jn th~ results of this 
review, 

§ 312.12 Severability.~ 

Theptovisionsof thIs parbare s@pa­
rate and,sevElrable from OD.\3 a:AQt1+o1'. If 
any provision isstayect or determined 
to be invalid, it fs t;h~ G()mm~tssibn'si.n­
tention that the remaining provlsions 
shall. continue in effect. 

PART 313--PRIVACY 
SUMER FINANCIAL 
TlON 

See, 
313.1 Purpose all,d sccip_e. 

OF CON~ 
INFORMA .. · 

313.2 Model priv","C¥ (orm and e,rn,mpJes. 
313.3 Definitions, 

Subpart A-Privacy and Opt Out Notices 

313.4. Initial privacy notice to consUiners re-
quired. . . 

313.5 Annual privacy notice to customers 
. required. 

313.6 Information to be included in pl'"ivaey 
notices. 

313.7 Forni of upt ont notice to consumers; 
opt out met;hods. 

313.8 Revised privacy notices, 

16 CFR Ch. I (1-1"" 10 Edition) 

313.9 DeliVering pJ'ivacy and opt out no~ 
tices. . 

Subpart B-Limits on Disclosures 

313.10 Limitation on disC!osu~e of nonpublio 
pel'son3l1 infoi'matioil tn nonaffiliated 
thIrd parr.ies,. 

313.11 Limits on 1'edlsclosure a.rid reuse Of 
information. 

313.12 Limit80n shffol.'ing aocount number in­
fOl'mation f~r markettng pnrposes. 

Subport C-Exceptlons 

313.13 Exoeption to opt ·out requirements for 
servioe providers and joint marketing. 

313.14 E1xaeptionB to: notipeand opt out T€l-' 

quiroD1ents fo:1' pl'oces;:;ing- ·and servic1.p,g 
transactions., 

313.15 Other exceptio)ls t9 notice ap.d opt 
out requirements, 

Subpart D-Relation to Other Laws; 
Effective Date 

313.16 Protection of Fair Credit Re.porting 
Act. 

313.1'1 Relation to State ia..W's. 
313.18 Eff'l:;lct.1ve dl),te; tr;j;TI511tionrule. 
APPENDIX. A TO PAR.T 313--MODlllL PRLV aCJY 

'FORM' " . 

.ApPENDIX' B 'rP PA.RT. 313'-SA:MPL.E CLAUsEs 

A..UTHOR:rrcr: 16 U,;3;O. 68Qi et seq. 

SOURCE: 65 FR 336'17, May 24. '2000; unless, 
oth~I'wise noted. 

§ 313.1 Purpose and scope. 
(a) P·u;rpoie. This' part governs the 

treatment of nonpublic personal infor..; 
matitmabou:t consumers by the finan-· 
cial institutions listeii in para-gra-ph (b) 
of this section. This part: 

(1) Requiresa. financial institution.in 
speCified circlilristl:!-nces to provide no­
tice to customers about its privacy 
V'aHeles and -practices; 

(2) Describes the conditions under 
which a financial institution may dis,. 
cWse n6npublic personal information 
about consumers to nonaffiliated third 
parties; and 
. (3) Provides a method for consumers 
to prevent a. financial institution from 
disclosing that informati'ol1o to most 
nonaffiUated, third parties by "opting 
out" of that disclosure, subject to the. 
exceptions i.n §§313.13, 313.14, and 313.15·~ 

(b) Scope. This pa,rt applies . only t;o 
nonpublic persona,l information about 
individuals who obtain finanCial pr.od­
ucts or services primarily for personal, 
family or househOld purposes from t;he 

380 

Appendix A 

§ 312.11 

(1) Consumer complaints alJeging 
violations of the guidelines by subject 
operators; 

(2) Records of disciplinary actions 
taken against subject operators; and 

(3) Resu.lt$ of t.he independent assess­
ments oJ subject operators' compliance 
required under paragraph Cb)(2) 0'[ this 
section. 

(e) Revocation of approval. TIle Com­
mission reserves the right to revoke 
any approval granted llllder this SeG~ 
tion if at any time it Mtermines tM,t 
the approvedself-reglllatory guWelines 
and their implementation do not, .in 
fact, meet the reqiiirements of t1iil3 
part. 

§·312.1l Rulemaking rev~ew. 
No later than April 21, 2005, theCQID.:c 

mission shall initiate a i'olemaking re­
view proceeding to evaluate the iirtple" 
ment-at;ion of this part. including the 
effect Of the· implementation, of this. 
part onptactices relatilig t.o th(;)coU~c~ 
tion awl diSclosure of information 1'e­
latihg to c~hildreli, children's ability to 
obtain access to informatioIi oE their 
choicie anIWa, and ~n the av.ailability 
o-f websites dii'ected to children,andre­
vort to OQIigres~(jn th~ results of this 
review, 

§ 312.12 Severability.~ 

Theptovisionsof thIs parbare s@pa­
rate and,sevElrable from OD.\3 a:AQt1+o1'. If 
any provision isstayect or determined 
to be invalid, it fs t;h~ G()mm~tssibn'si.n­
tention that the remaining provlsions 
shall. continue in effect. 

PART 313--PRIVACY 
SUMER FINANCIAL 
TlON 

See, 
313.1 Purpose all,d sccip_e. 

OF CON~ 
INFORMA .. · 

313.2 Model priv","C¥ (orm and e,rn,mpJes. 
313.3 Definitions, 

Subpart A-Privacy and Opt Out Notices 

313.4. Initial privacy notice to consUiners re-
quired. . . 

313.5 Annual privacy notice to customers 
. required. 

313.6 Information to be included in pl'"ivaey 
notices. 

313.7 Forni of upt ont notice to consumers; 
opt out met;hods. 

313.8 Revised privacy notices, 

16 CFR Ch. I (1-1"" 10 Edition) 

313.9 DeliVering pJ'ivacy and opt out no~ 
tices. . 

Subpart B-Limits on Disclosures 

313.10 Limitation on disC!osu~e of nonpublio 
pel'son3l1 infoi'matioil tn nonaffiliated 
thIrd parr.ies,. 

313.11 Limits on 1'edlsclosure a.rid reuse Of 
information. 

313.12 Limit80n shffol.'ing aocount number in­
fOl'mation f~r markettng pnrposes. 

Subport C-Exceptlons 

313.13 Exoeption to opt ·out requirements for 
servioe providers and joint marketing. 

313.14 E1xaeptionB to: notipeand opt out T€l-' 

quiroD1ents fo:r pl'oces;:;ing- ·and servic1.p,g 
transactions., 

313.15 Other exceptio)ls t9 notice ap.d opt 
out requirements, 

Subpart D-Relation to Other Laws; 
Effective Date 

313.16 Protection of Fair Credit Re.porting 
Act. 

313.1'1 Relation to State ia..W's. 
313.18 Eff'l:;lct.1ve dl),te; tr;j;TI511tionrule. 
APPENDIX. A TO PARoT 313--MODlllL PRLV aCJY 

'FORM' " . 

APPENDIX' B 'rP PA.RT. 313'-SA:MPL.E CLAUsEs 

A..UTHOR:rrcr: 16 U,;3;O. 68Qi et seq. 

SOURCE: 65 FR 336'17, May 24. '2000; unless, 
oth~I'wise noted. 

§ 313.1 Purpose and scope. 
(a) P·u;rpoie. This' part governs the 

treatment of nonpublic personal infor..; 
matitmabou:t consumers by the finan-· 
cial institutions listeii in para-gra-ph (b) 
of this section. This part: 

(1) Requiresa. financial institution.in 
speCified circlilristl:!-nces to provide no­
tice to customers about its privacy 
V'aHeles and -practices; 

(2) Describes the conditions under 
which a financial institution may dis,. 
cWse non public personal information 
about consumers to nonaffiliated third 
parties; and 
. (3) Provides a method for consumers 
to prevent a. financial institution from 
disclosing that informati'ol1o to most 
nonaffiUated, third parties by "opting 
out" of that disclosure, subject to the. 
exceptions i.n §§313.13, 313.14, and 313.15·~ 

(b) Scope. This pa,rt applies . only t;o 
nonpublic persona,l information about 
individuals who obtain finanCial pr.od­
ucts or services primarily for personal, 
family or househOld purposes from Ghe 
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