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UNITED STATES DISTRICT COURT‘ '
DISTRICT OF NEVADA »

Federal Trade Commission,

Plamtiff,
L.

ERG Ventures, LLC and d/b/a ERG Ventures,
LLC2, Media Motor, Joysticksavers.com, and
PrivateinPublic.com; Elliott S. Cameron,
individually and d/b/a ERG Ventures, LLC2,
Media Motor, Joysticksavers.com, and '
PrivateinPublic.com; Robert A. Davidson, II,
individually and d/b/a ERG Ventures, LLC2,
Media Motor, Joysticksavers.com, and
PrivateinPublic.com; Garry E. Hill,
individually and d/b/a ERG Ventures, LLC2,
Media Motor, Joysticksavers.com, and
PrivateinPublic.com; and Timothy P. Taylor,
individually and d/b/a Team Taylor Made,

Defendants.

CIVIL NO. 3:06-CV-00578-LRH-VPC

EX PARTE TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

Plaintiff, the Federal Trade Commission (“FTC” or the “Commission”), pursuant to

Section 13(b) of the Federal Trade Commission Act (“FTC Act”), 15 U.S.C. § 53(b), has filed a
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Complaint for Injunctive and Other Equitable Relief, and has moved ex parte for a Temporary

Restraining Order and for an Order to Show Cause why a preliminary injunction should not be

granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure.

FINDINGS

The Court has considered the pleadings, declarations, exhibits, and memoranda filed in

support of the Commission’s motion and finds that:

1.

This Court has jui‘isdiction over the subject matter of this case, and there 1s good cause to

“believe that it will have jurisdiction over all parties hereto,

There is good cause to believe that defendants ERG Ventures LLC, a Nevada Limited
Liability Company d/b/a ERG Ventures LLC2, Media Motor, Joysticksavers.com, and
PrivateInPublic.com; Elliott S. Camero‘n; individually and as an officer of ERG Ventures
LLC; prert A. Davidson, II, individuélly and as an officer 6f ERG Ventures LLC; ’
Garry E. Hill, individually and as an ofﬁcer of IERG Ventures LLC, (collectively the
“ERG Defendants”) and Timothy P. Taylor, individually and doin g business as Team
Taylor Made (“Defendant Taylor”), have engaged and are likely to engage in acts or
practices that violate Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), and that the

Commission is therefore likely to prevail on the merits of this action;

There is good cause to believe: (1) the ERG Defendants and Defendant Taylor have

deceived consumers into downloading exploitive software by hiding exploitive code

within the free software they offer the public; (2) the exploitive code created by the ERG

Defendants and silently bundled by both the ERG Defendants .and Defendant Taylor
causes significant harm to consumers by downloading programs that: a) chénge
conéumer’s default home page; b) add difﬂcul@to—renwve toolbars to the consumer’s
Inte‘met‘ browser that display advertising; c) track the consumer’s Internet activity;

d) generate repeated and occasionally sexually-explicit pop up advertising; e).add

advertising icons to the consumer’s Windows desktop; f) alter the consumer’s Internet
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browser settings; g) degrade computer performance; and h) attack and disable the

consumer’s anti-spyware software; (3) that the harm caused byj the ERG Defendants and

Defendant Taylor is 11bt_1"easonab]y avoidable by consumers because the exploitive

software installed by the ERG Defendants and Deferidant Taylor is extremely difficult to

uninstall or otherwise remove and because the ERG Defendants and Defendant Taylor

fail to disclose to consumers the presence of the exploitive code; and (4) fhat the harm
caused by the ERG Defendants and Defendant Taylor is not outweighéd by any benefit to
consumers or competition; | ' | )

There is good cause to believe that the defendants will continue to engage in such

unlawful actions if they are not immediately restrained from doing so by Order of this

Court;

~ There is good cause to believe that immediate and irreparable damage to the Cowrt’s

ability to grant effective final relief in the form of monetauy restitution will occur from

the sale, transfer, or other disposition or concealment by the defendants of their assets or

‘business records, unless the defendants are i_mmediately restrained and enjoined by Order

of this Court. Based on the evidenee set forth in the Plaintiff’s Ex Parte Motion for
Témpora;ty Restraining Order, Preliminary Injunction, and Other Equitable Relief, and in
the acco’inpanying décliarations and exhibits (the “TRO Motion”), the Commission is
likely to be ablé to p’rove;that the defendants have engaged in a concerted course of
unlawful activity in connection with the distribution of exploiﬁve software in violation of |
Section 5 of the FTC Act, 15 U.S.C. § 45. Furthermore, based on the evidence iﬁ the
TRO Motion, the Commission is ilikely to be able to prove that: (1)'the ERG Defendants

utilize post office boxes, a mail forwarding service, and anonymous email addresses to

" hide from law enforcement and defrauded consumers; (2) the ERG Defendants utilize an

anonymous domain registration service to shield their identity from law enforcement and

defrauded consumers; and (3) all of the defendants have ignored calls from the anti-
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spyware cbmmunity to cease their unlawful and injurious activity. Thus, there isv good
cause to believe that the defendants will continue to engége in attempts to conceal the
scope df their unlawful actions to avoid retunﬂng fheirﬂl—gotten gains to consumers
injured by their unlawful practices if not restrained ﬁ_'oﬁl doing so by Order of this Court;
The Commission has not providéd notice to the defendants due to the likelihood that
advance notice of this action will cause thé defendants to abscond with or'destroy.
discoverable evidence and conceal or dissipate assets. The Commission’s request for

this emergency ex parte relief is not the result of any lack of diligence on the

- Commission’s part, but instead is based upon the nature of the ‘defendants’ unlawful

conduct and the ¢ircumstances of this case. Thus, there is good cause for relieving the

Commission of the duty to provide the defendants with prior notice of the Commission’s

There is good cause for the Court to order an asset freeze against the ERG Defendants.

‘Emails authored by the ERG Defendants and produced by the Commission demonstrate

that the ERG Defendants reported more than one million dollars in profits between April
2004 and Ap‘rﬂv 2005. There is good cause to believe that these funds were derived from

activity that violates Section 5 of the FTC Act, including tricking customers into

~downloading exploitive software to their computers. An asset freeze as to the ERG

Defendants is re;asonably necessary in order to preserve the possibilify of complete and
meaningful relief in the form of disgorgement and/or consumer rearess at the conclusion
of this litigation;

Weighing the equities and considering the Commission’s likelihood of ultimate

success, a Temporary Restraining Ofder: (1) freeﬁng the assets of the ERG Defendants;
(2) requiring the defendants to prepare an accounting of their assets; (3) ordering the
defendants to preserve their business records; and (4) providing other equitable relief is

in the public interest;
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- No security is required of any agency of the United States for issuance of a restraining

order. Fed. R. Civ. P. 65(c).
' DEFINITIONS

For the purpose of this order, the following definitions shall apply:

' “Defendants” means, individually, collectively or in any combination: ERG Ventures

LLC d/b/a ERG Ventures LLC2, Media Moto1 J oystlcksavels com, and

" PrivateInPublic. com,; Elliott S. Camewn d/b/a ERG Ventures LLC2, Media Motor,

J oystlcksavels com, and PrivateInPublic.com, 1nd1v1dua11y and as an officer of ERG

‘ _ Ventm es LLC, Robeﬁ A. Dav1dson O d/b/a ERG Ventures LLCZ, Media Mot01

Joysticksavers.com, and PrlvateInPubhc com, mchwdually and as an officer of ERG
Ventures LLC; Gan'y E. Hill d/b/ a ERG Ventures LLC2, Media Motor,
I oystmksavers.cmn, and anatelnPubhc—.ch, indjvidually and as an ofﬁcer of ERG
Véntures LLC; and Timothy P. Taylér, individually and doing business as Team Taylor
Made; and all persons or entities in active concert or paﬁicipation‘ with any of the
foregoing who receive notice of this Order by personal service or otherwise. (Fed. R. |
Civ. P. 65(d)).
“‘ERG Defendants” means ERG Ventures LLC d/b/a ERG Ventures LLC2, Media
Motor, J oystlcksavers.com, and PrivateInPublic.com; Elhot S. Cameron d/b/a ERG
Ventures LLC2, Media Motor, Joysticksavers.com, and PrivatelnPublic.com; Robert A.
Davidson d/b/ é ERG Ventures LLC2, Media Motor, Joysticksavers.com, and
P1i\rateh1Public.Cbni; and Garry E. Hill d/v/a ERG Ventures LLC2, Media Motor,
Joysticksavers.com, and PrivatehlPublic.cbm, as well as their successors, assigns,
affiliates, or subsidiaries.
“Defendant Taylor” means Timotliy P. Taylor, individually and d/b/a Team Taylor
Made. | |
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“Individual Defendants” means Elliott S. Cameron d/b/a ERG Ventures LLC2, Media

Motor, Joysticksavers.com, and PrivateInPublic.com; Robert A. Davidson, II d/b/a ERG

Ventures LLC2, Media Motor, Joysticksavers.com, and PrivatelnPublic.com; Garry E.
Hill d/b/a ERG. Ventures LLC2, Media Motor, Joysticksavers.com, and
PrivateInPublic.com and Timothj/ P. Taylor. |

“Corporate Defendants” means ERG Ventures LLC d/b/ a ERG Ventures LLC2, -

Media Motor, J OyStiCkSZLVGI_'S.COI’l‘.l, and PrivatemPublic.com and Team Taylor Made.

“Assets” means any legal or equitable interest in, right to, or claim to, any real,
personat or intellectual property of any of the Corporate befendants or Iﬁdjvidual
Defendants, or held for the benefit of any Corporate Defendants or Individual |
Defendants, Whérever 1bcatéd, including, but not limited to, chattel, goods, instrumeﬁts,
equipment, ﬁxtures, general i1ita11gibles, effe'cté, leaseholds, contracts, mail or other

deliveries, shares of stock, inventory, checks, notes, accounts, credits, receivables (as

‘those terms are defined in the Uniform Commercial Code), cash, and trusts, including

" but not limited to any other trust held for the benefit of any Corporate Defendant or

Individual Defendant, or any of the Individual Defendants’ minor children, or spouse.
“Doéum‘ent” is synonymous in meaning and equal in scope to the us'agé of the term in
the Federal Rules of Civil Procedure 34(a), and includes writing, drawhigs, graphs,
charts, Internet sites, Web pages, Web sites, electronic correspondence, including e-mail
and instant messages, photographs, audio and video recordings, contracts, accounting
data, advertisements (including, but not limited to, advertisements placed on the World
W ide Web), FTP Logs, Server Access Logs, USENET Newsgroup postings, World
Wide Web pages, books, written or printed records, handwritten notes, telephone logs,
telephone scripts, receipt books, ledgers, personal and business canceled checks and
check registers, bank statements, appointment books, computer records, and other data

compilations from which information can be obtained and translated. A draft or non-
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idelatieal copy is a separate document within the meaning of the term.

8. A “Host” or “Hosting Company” is the party that provides the infrastmeture fora
computer service, With respect to web pages and web sites, a Host or Hosting
Company 1na111taiils “Internet servers” — the computers on which web sitee, web pages,
Internet files, or resources reside. The Host or Hosting Comﬁaﬁy also 1ﬁaintai115 the
cbmmulﬁ_cation lines required to link the server to the Internet. Often, the content on the.
eeljfel's (i.e., content of the web pages) is controlled by someone other than the Host or
Hosting Company.‘ J

9. “Affiliate marketer” or f‘s‘ub-affiliate marketer’” means any person who‘provides or
has provided the ERG‘Defendants or Defendant Taylor vﬁth assistance in marketing,

\ ~ advertising, distributing, downloading, or installing software code or other goods er

services. |

10. “Affiliate program(s)” is an arrangement under which any or all of the ERG
Defendants pay or offer to pay another (“the affiliate”) to market, advertise, distribute, .
download or install software or other goods or services on behalf of the ERG
Defendants, with the affiliaté being paid based on performance measures, including but

- not limited to the number of software installations or downloads.

11. b“Software” means any ﬁle; prograni, application, content, code or set of instructions '

that controls, directs, or as_sists m the operation of a eoﬁlputer.
I

| INJUNCTION AGAINST MISREPRESENTATION OF SOFTWARE
AS TO THE ERG DEFENDANTS

IT IS THEREFORE ORDERED that in connection with marketing, distributing, and
installing of Software via the Internet, a.nd dssisting others in marketing, distributing, and
installing of Seftware via the Internet, the ERG Defendants, and those persons in active concert
or participation with them who receive actual notice of this Order by persoﬁal service or

otherwise, are temporarily restrained and enjoined from, prior to the installation of any
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Software directly or indirectly installed on constﬁners’ computers by the ERG Defendénts: D)
failino to clearly‘ and cons'picuously disclose the 113.11“16 and function of all such Software (the
“Requu ed Disclosure’); and 2) failing to p1ov1de immediately after the Required Disclosure is
made, a clearly and conspicuously disclosed option to prevent the installation of all su'ch
Software, which when exercised by the consumer, prevents the install'e‘xtion‘of all such Software. -
II |

INJUNCTION AGAINST UNFAIR INSTALLATION OF
EXPLOITIVE SOFTWARE AS TO THE ERG DEFENDANTS

IT ISFURTHER ORDERED that, in connection with marketing and distributing of
Software via the Internet, the ERG Defendants, and those persons in active concert or
participation with them who receive actual notice of this Order by per sonal service or
othemqse are temporarily restrained and enJ joined from pubhshmg, disseminating, distributing,

mstalhng or downloading Software that: -

A. tracks consumers’ Internet activity, 7

B changes consumers’ preferred Internet homepage settings;

C.  inserts an advertising toolbar onto consumers’ Internet browséré;

D generates numerous “pop up” advertisements on consumers’ computer

screens even when consumers’ Internet browsers are closed,

E. » adds ad{feftising icons té,the cbmputer’s desktop; .

F. tamﬁers with, disables or otherwise alters the performance of other
programs, including anti-spyware and anti-virus programs; or

-G. alters Internet browser security settings, including the list of safe or

trusted websites.
11

INJUNCTION AGAINST MISREPRESENTATION OF SOFTWARE
AS TO DEFENDANT TAYLOR

IT IS FURTHER ORDERED that in connection with marketing, distributing, and

mstalling of Software via the Internet, and assisting others in marketing, distributing, and

g .
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installing of Software via the Internet, Defendant Taylor, and those persons in active concert or

—

participation with them who receive actual notice of this Order by personal service or

otherwise, are temporarily restrained and enjoined from, prior to the installation of any

Software that »is installed on consumers’ computers as a result of downloading and/or installing
Software from Defendant Taylor: 1) failing to clearly and conspicuously disclose the name and
function of all such Software (the “Reciuired Disclosure”); and 2) failing to provide,
immediatély after the Requiréd’ Disclosure is made; a éleaﬂy and consp]'cuously disclosed
option to prevent the installation of all such Sbftware, which when exercised by the consumer,
prevents the installation of all such Software. -
v

" ASSET FREEZE AS TO THE ERG DEFENDANTS -

IT IS FURTHER ORDERED that the ERG Defendants, any person insofar as he or
she is acting in the capacity of an officer, agent, 1'ép1‘esentative',‘sewant, employee or attomey of
the ERG Defendants, and all persons or entities in active conceﬁ orParticipation with any of
the foregoing who receive notice of this Order by personal service or otherwise are hereby
temporarily restrained and enjoined from: |

A.  Transferring, liquidating, converting, encumbering, pledging, loaning, selling,

concealing, dissipating, disbursing, assigning, spending, withdrawing, granting a lien or

security interest or other interest in, or otherwise disposing of zmy funds, real or personal
property, accounts, contracts, consumer lists, shares of stock, or other assets, or any interest
therein, where%r located, that are: (1) owned or conﬁ-olled by any of the ERG Defendants, n
whole or in part, for the benefit of any of the ERG Defendants; (2) in the actual or constructive
possession of any of the ERG Defendants; or (3) oWned, controllt-ed'by, or in the actual or
constructive péssession of any corporation, partnership, or other entity directly or indirectly
owned, managed, or controlled by any of the ERG Defendants, including, but not limited to,
any assets held by or for, or subject to access by, any of thé ERG Defendants, at any bank or

savings and loan institution, or with any broker-dealer, escrow agent, title company, commodity
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trading company, preciou.s metals dealer, or other financial institution or depository of aﬁy kind,;

B. Ope1ﬁng or causing to be opened any éafe deposit_'boxes titled in the name of any
of the ERG Defe11da11f§,_ or subject to access by any of them;

C. = Incurring charges or cash advances on any credit ca:rdAissued in the name, singly
or jointly, of any of the ERG D’efendanté ;

D.  Obtaining a personal or secured loan titled in the name of any of the ERG
Defendants, or sﬁbj ect to access by any of them; and

| ‘E. Incurring liens or other encumbrances on real property, personal pi‘opel'ty, or -
other assets in the name, singly or jointly, of any of the ERG Defendants. |
. v
| FINANCIAL REPORTS AND ACCOUNTIN G

IT IS FURTHER ORDERED that each Individual Defendant and each Corporate
Defendant, within five (5) days of séwice of thié Order, shall: |

A. Provide the Commission with completed financial stateinehts, verified under
oath and accﬁrate as of the date of entry of this Order, on the forms attached to this Order as
Attachment A for each Indi\-fidual Defendant and Attachment B for each Corporate Defendant; -

B. = Provide the Commission with a full aécounting, verified under oath and accurate
as of the date -of' lentfy of this Order, of all funds, docﬁmeﬁts, and assets outside of the United
States that are: (1) in the name of each Individual Defendant and each Corporate Defendam; or
(2) held by any person or entity for the benefit of each Individual Defendant and each Corporate
Defendant; or (3) under the direct or indirect control, whether jointly or singly, of each
Individual Defendant and each Co@orate Defendanf; |

C. Prepare and provide to counsel for the Commission a detailed and accurate
statement, verified ‘lunder oath and accurate as of the date of entry of this Order, that sets foi‘th:r

1.  all payments, transfers, or assignments of assets made to each Individual

| Defendant and each Corporate Defendant in the amount of $500 oi‘ more since

January 1, 2004. Such statement shall include: (a) the amount transferred or

10
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assigned; (b) the name, address, and telephone number of each transferor or
assighor; (c) the name, address, and telephone number of each transferor or
assignor; (d) the date of the assignment or transfer; and (e) the type and amount

of consideration for any payment;

o

all payments, transfers, or assignments of assets made by each Individual
Defendant and each Corporate Defendant in the amount of SSOO or more"since
J anuary 1,2004. Such statement shall include: (a) the émount transferred or
assigned; (b) the name, add'res»s, and ’teléphone number of each transferor or
assignor; (c) the ,hame, address, and telephone number of each transferee or
assignee; (d) the date of the assignment or transfer; and () the type and anﬁount
of consideration for any payment; | | '

3. aﬂ gross revenues collected and obtained through the Individual Defendants’
Internet markeﬁng and distn'bution activities and the Corporate Defendants’
business activities, including, bﬁt not 1imited to, gross revenues collected ﬂn‘ough
paﬁiciia ation in Affiliate pro grains, and the source of all such revenues;

4. all net profits obtained from the Individual Defendants’ Internet marketing and
distribution activities and the Corporate Defendants’ business activities;

5. . all revenues and proﬁfts obtainéd through Affiliate programs as an Affiliate
program operator, an affiliate marketer or a sub-affiliate 111aﬂ<eter, broken down
by Affiliate program; and

6. sincel anua;ry 1, 2004, the full name and contact information for each company,
entity, or.person who has paid the Individual Defendants in connection with any
Internet marketing and distribution activities, and the Corporate Defendants in
connection with any business activities; |

D. Provide the Commission with a statement, verified under oath and accurate as of

the date of entry of this Order, détéﬂing the neime, address, and telephone number for each

accountant, financial planner, investment advisor, stock broker, or other person who provided

11
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each Corporate Defendant and each Individual Defendant with ﬁliancialg business, or tax_advice
or services since January 1, 2004; and |

E. Provide the Commission access t0 all records of accounts or assets of each
Comorate Defendant and hldividLlal Defendant held by any financial institution outside ﬂle .
United States by signing the Consent to Release of Financial Records attached to tlﬁs Order as
Attachment C. | |

Provided furthér, the Commission is immediately aithorized to issue subpoenas to
demand the pfoduction of documients from any‘person or entity relating to the naﬁme, status,
extent, locatioﬁ, or other relevant information relating ’;o the Cdrporaté Defendal‘lts’ and ‘
Individual Defendants’ assets, income, and ﬁnanéial ;'écords.

Vi |
RETENTION OF ASSETS AND RECORDS BY FINAN CIAL INSTITUTIONS

IT IS FURTHER ORDERED that, pending determination of the Cominission’s
request for a preliminary iﬁj uﬁctioﬁ, any financial or brokerage institution, business entity, or
peréon served with a cépy of this Order that holds, controls, or maintains custody of any
account or asset of aﬁy of the ERG Defendants, or has held, controlled or maintainéd cuétody of
any such account or asset at any time since the date of entry of this Order, shall:»

A. Hold and retain within its control and prohibit the withdrawal, remova_l,
assignment, transfer, pledge, encumbrahce, diSbUrsement, dissipation, conversion, sale, o.r other
disposal of any such asset excepfby further Order ofthe Court; |

B. ‘Deny any of the Defendants access to any safe deposit box that is:

1. titled in the name of any of the ERG De_fendants,Lindividually or jointly;
or
2. otherwise subject to access by any of the ERG Defendants;

C. Provide the Commission’s counsel, within five (5) business days of receiving a

copy of this Order, a sworn statement setting forth: »

1. the identification number of each such account or asset titled in the

1
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name, individually or jointly, of any of the ERG Defendants, or held on

behalf of, or for the benefit of any of the ERG Defendants;

o

" the balanc‘e of each such account, and/or a description of the nature and
Valué of each sﬁch asset as of the close of business on the day on which
this Order is served, and, if the account or other asset has been closed or
removed, the date closed or :emoved, the total funds removed in order
to close the account, énd" fhe name of the pefsonl or entity to whom such

account or other asset was remitted; and -

S

, the identification of any safe deposit box that is titled in the name,
individually or jointly, of aﬁy of the ERG Defendants, 'orv is otherwise
subject to access by any of the ERG Defendants.

D. Upon request by the Commission, promptly prov.ide the Commission with copies
of all records or other documentation pertaining to each sﬁch account or asset, including but not
limited to originals or copies of éccount applications, account statements, signature cards, |
che_cks, drafts, deposit tickets, transfers to and from the accounts, all other debit and credit
instruments or slip's, currency transaction reports, 1099 forms, and sa'fé deposit box logs. Any
such ﬁﬁancial institution, accdunt custodian, or other aforementioned entity may arrange for th¢
Commission to obtain copiés of any such records which the Commission seeks.

| vl |
ACCESS TO BUSINESS RECORDS
IT IS FURTHER ORDERED that Coqaoii‘ate Defendants and Individual Defendants
shall allow the Commissidn’s represe_ntatives, agents, and assi’stants access to all of the

Corporate Defendants’ and Individual Defendants’ businéss records to inspept and copy

documents so that the Commission may prepare for the preliminary injunction heaﬁng and

identify and locate assets. Accordingly, the C61p01‘ate Defendants and Individual Defendants
shall, within twenﬂ—four (24) hours of service of this Ordef, produceto thé Comumission and

the Commission’s representatives, agents and assistants for inspection, inventory, and/or

13
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copying, at the location indicated in Attachment D, all materials related or refei‘ringa directly or
indirectly, to the Corporate Defendants and Individual Defendants’ busi:gess praétices or assets
including, but not limited to, computers, computer access codes a:nd/.or other Acomputer
passwords, computerized files, storage media (inchding, but not limited to, floppy disks, hard
drives, CD-ROMS, zip disks, punch cards, magnetic tape, backup tapes and computer chips) on
which information has beén saved, any and all equipment needed to read any such material,
contracts, accounting data, correspondence ‘(including, but not li-mited to, electronic
éonespondence), advertisements (including, but not limited to, ad&ertisements placed on the
World Wide Web), USENET Newsgl'bup postings, World Wide Web pages, books, written or
pfinted records, handwn'tten notes, receipt books, ledgers, personal ‘and business canceled
checks and check registel‘s, bank statements, appointment books, copies of federal, state or local
business or .pe1‘5011_a1 incdnﬁ or property tax returns, 1099 forms, and other documents or
records of any kind that relate to Corporate Defendants’ and Individual Defendants’ business
practices. .

The Commission shall return produced materials pursuant to this Paragraph within five

(5) business days of completing said inventory and copying.

VIII
PRESERVATION OF RECORDS
IT IS FURTHER ORDERED that the Cmporafe Defendants and Individual .

Defendants are hereby temporarily restrained and enjoined from altering, destroying, mutilating,

' falsifying, erasing, concealing, writing over, transferring, or otherwise disposing of, in any

manner, directly or indireétljg any documents or records of any kind that reléte to the business
practices or business or personal ﬁnauc;es of the Defendants, including but not limited to: amy
and all computer data and storage media (including but not limited to floppy disks, hard drives,
CD-ROMS, zip disks, punch cards,‘magnetic tape, backup tapes, and computer chips and any
and all equipment needed to 1‘eiad any.such material), contracts, acCOLllltillg data,

correspondence, advertisements (including, but not limited to, advertisements placed on the

14
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'VW orld Wide Web or the Internet), FTP logs, Service Access Logs, USENET Newsgroups

postings, World Wide Web pages, books, written or printed 1'ecords, handwritten hotes,
telephone logs, ielephone Scupts 1ece1pt books, ledgers, personal and business canceled checks
and check registers, bank statements, appointment books, copies of federal, state or local
business or pe1 sonal income or property tax returns, and other documents or recor ds of any kind
that relate to the busmess pr actlces or business or pe1sona1 ﬁnances of the Corpor ate
Defendants or h1d1V1dua1 Defendants.

In order to preserve all active and inactive computer daté the Corporate Defendants and

Individual Defendants shall immediately Lipon service of this order power down and only then

unplug any and all computers in their control that are being used or have been used in.

connection with their Internet marketing and distribution activities and shall cease suing such
computers until they either:
1 Within 24 hqurs of service of this order create and produce to the
Commission forensically sound mirrofed images ,of all such

computers using industry standard computer forensic software; or

2

Within 12 hours of service of this order inform the Commission of
a time within 24 hdursv when the Conmﬁssion can access the
computers on site to make forensically sound mirrored images of
all such computers using industry standard computer forensic

software; or

(O]

Within 24 hours of service of this or(i‘er and with noticé to the
Comumission produce such computers at the location specified in
Attachment D, or at another location agreed to by the Commission SO
that the Commission can make forensically sound mirrored images of all

such computers using industry standard computer forensic software.
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IX
IDENTIFICATION OF SOFTWARE PROVIDERS |
IT IS FURTHER ORDERED that the Corporate Defendants and Individual
Defendants shall, Witﬁin five (5) days of service of this Order, prepare and deliver to the
Commission a completed statement, verified under oath and accurate as of the date of entry of
this Order, identifying with as much detail as possible (including, but not lilﬁitéd 1o, namé,
address; phone number, email address, instant messaging identification or “handle,” website,
and affiliate identification code) of all persons and/or entities that have provided Software that

the Corpmate Defendants and/or Individual Defendants have installed, either directly or

“through their affiliates, on consumers’ computers. For the ERG Defendants this list should

include, but not be limited to, the persons and/or entities that provided the programs commonly
known as: Look2Me, 7FaSSt, AdRotator, AdMedia, SearchingAll, thé Mirar Toolbar,
ClickSpring; UCmore; CasClient; Z-Quest; CmdServices; Purity Scan; Backdoor. DSNX,
Webhancer, Ezula, CoolWebSeaich, ABetterInternet, DyFuCA, e2give, Prutect, Safesurfing,
Qoologic, BookedSpace, begin2search, DollarRevenue, Popuppers, WebNexus, Yazzle and
W insyﬁc. For Defenddnt Taylor this list should include, but not be limited to, Addictive
Technologies and Media Motor.

| X

IDENTIFICATION OF AFFILIATES AND CUSTOMERS
AS TO THE ERG DEFENDANTS

- IT IS FURTHER ORDERED that thé ERG Defendants shall, within five (5) days of
service of this Order, prepare and deliver to the Commission a completed statement, verified
under oath and accurate as of the date of entry of this Order, identifying with as much detail as

possible (including, but not limited to, name, address, phone number, email address, instant

messaging identification or “handle,” website, and affiliate identification code) of all affiliate

marketers, sub-affiliate marketers, agents, vendors, hosting companies, employees, and

contractors that have worked with or been retained by the ERG Defendants in connection with
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the distribution of Software and/or are members of an Affiliate program operated by the ERG
Defendants. |
X1

RECORD KEEPING/BUSINESS OPERATIONS
IT IS FURTHER ORDERED that the Corporate Defendants and Individual

- Defendants are he1 eby temporarily restrained and enjoined from:-

A, F ailing to create and maintain documents that, in reasonable detaﬂ accur ately,

fairly, and completely rgﬂect theu' mcomes, disbursements, transactions, and use of money; and
-B. Creating, operating, or exercising any control over aﬁy business entity, inclﬁding
any partnership, limited partnership, joint venture, sole proprietorship, or corporation, w.ithout
first providing plaintiff Commission with a written statement disclosing: (1) the name of the
business entity; (2) the address and telephone number of the business enﬁty; (3) the names of
the busiﬁess entity’s ofﬁcérs, directors, principals, managers and employees; and (4) a detailed
description of the business entity’s intended activities. o
X1
DISTRIBUTION OF ORDER BY DEFENDANTS
IT IS FURTHER ORDERED that the Corporate Defendants and Indw1dual

Defendants shall immediately provide a copy of this Order to-each affiliate marketer, sub-
affiliate marketer, afﬁliate, subsidiary, hosting company, email server, division, sales entity,
successor; assign, ofﬁcér, director, employee, independent contractor, client company, agent,
attorney, and épouse of each défendant, and shall, within ten (10) days from the date of entty of .
this Order, provide the Commisﬁon With a sworn statement that this provision of the Order has
been sa‘usﬁed which statement shall include the 1 names, physical addresses, and e-mail

add1 esses of each such person or entlty who received a copy of the Or der
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7 SERVICE OF ORDER
ITIS FURTHER ORDERED that copies of this Order ﬁlay be served by any means,
including facsimile transmission and electronic mail, upon any financial institution or vother
entity or person that may have possession, custody, or control of any documents-of any
Corporate Defendant or Individual Defendant, or that may otherwise be subject to any provision
ofthié Order. Service upon any branch or Qfﬁce-of any financial institution shaﬂ effect service
upon the entire financial institution.
X1V
' CONSUMER CREDIT REPORTS
IT IS FURTHER ORDERED that, pursuant to Section 604(1) of the Fair Credit

I Reporting Act, 15 U.S.C. § 1681b(1), any consumer reporting agency may furnish a consumer

report concerning each Corporate Defénda;nt and Individual Defendant to the Co'mmission. ‘
, o . |
'SERVICE OF PLEADINGS .

IT IS FURTHER ORDERED that the Commission shall serve on each Corporatp
Defendant and Individual Defendant copies of this Order, complaint, and supporting
memoranda, affidavits and other evidence. Each Corporate Defendant and Individﬁal
Defendant shall serve on the Commission all memoranda, affidavits and other evidence on
which they intend to rely at the preliminary injuﬁction hearing set in this matter not later than
4:00 p.m. (Eastern time) on the third day prior to the hearing date:

| | | XVI
DURATION OF TEMPORARY RESTRAINING ORDER
IT IS FURTHER ORDERED that the Temporary Restraining Order granted herein

shall expire on Ylov. 14 , 2006 at £~ ' pogay unless within such time, the Order, for
godd cause shown, is extended for an additional period not to exceed ten (10) days, or unless it

1s further extended pursuant to Federal Rule of Civil Procedure 65.
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XVII

ORDER TO SHOW CAUSE RVEGARDING‘
‘ PRELIMINARY INJUNCTION -

IT IS FURTHER ORDERED, pursuant fo Federal Rule of Civil Procedure 65(b), that
each Corporate Defendant and Individual Defendant shall appear before this Court on the |

/'V/an of Yo pewnbe c ,2006,at .2 20 p.y1 ., 1O show cause, if any, why this

Court should not enter a Preliminal;y Injunction, pending final ruling on the Complaint against
the Corporate Defendants and Individual Defendants, enjoining them ﬁ'qm further violations of
Section 5(a) of the Federal Tréde Commiss’ioﬁ Act, continuing the freeze of their assets, and
imposing suéh additional relief as may be appropriate. |
XVIII
SERVICE UPON PLAINTIFF |

IT IS FURTHER ORDERED that, with regard to any con‘esppndence or pleadings
related to this Order, éervice on the Commission shall be perfonned by overnight mail delivery
to the attention of Colleen Robbins and Ethan Arenson at the Federél Trade Connﬂission, 600
Pennsylvania Avenue, NW, Room H-288, Washington, DC 205 80.

A RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court shall retain jurisdiction of this ma&ef for

all purposes.

SO ORDERED, this 3/ dayof  c5SNo fmer 2006, at  ——e m:

/%%//D

UNITED STATES DISTRICT JUDGE
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