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UMITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
NEWPORT NEWS DIVISION
FEDERAL TRADE COMMIS.SION,
Plaintiff,
v.

Civil Action No. R ¢l-Cv 2/

INTEGRITY SECURITY & INVESTIGATION
SERVICES, INC.,,

EDMUND L. EDMISTER,
TRACEY EDMISTER, and
F. LYNN MOSELEY,

Defendants .
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COMPLAINT FOR INJUNCTIVE AND OTHER EQUITABLE RELIEF

VP]aintiff, the Federal Trade Commission (“FIC™), bsf its ﬁndersigned attorneys, for its
cornplaint alleges:

1.. The FTC brings this action pursuant to Section 13(b) of the Federal Trade
Commission Act (“FTC Act”), 15 U.S.C. § 53(b), to secure permanent injunctive relief,
rescission of contracts, restitution, disgorgement of ill-gotten gains, and other equitable relief
against Defendants for viclatioas of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), in
connecticn with surreptitiously obtaining and selling confidential customer phone records and

financial information without t1e customer's knowledge or authorization.
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JURISDICTION AND VENUE

2. This Court has subject matter jurisdiction over this matter pursuant to 28 U.S.C.
§8 1331, 1337(a), and 1345, znd 15 U.S.C. §§ 45(a) and 53(b).

3. Venue in the Eastern District of Virginia is proper under 28 U.S.C. §§13%1(b) and
(c), and 15 U.S.C. § 53(b). -

PLAINTIFF

4. Plaintiff FTC i: an independent agency of the United States Government created
by the FIC Act, 15 U.S.C. §§ 41 et seg. The FTC is charged, inter alia, with enforcing Section
5(a) of the FTC Act, 15 U.S.C. § 45({a), which prohibits unfair or deceptive acts or practices in or
affecting cdmmarce. The FTC may initiate federal district court proceedings, through its
attorneys, to enjoin violations of the FTC Act, and to secure such other equitable relief, including
rescission of contracts and res.itution, and disgorgement of ill-gotten gains, as may be
appropriate in each case. 15 U.S.C. § 53(b).

DEFENDANTS

5. Defendant Inteprity Security & Investigation Services, Inc. (“ISIS™) is a Virginia
corporation with its principal place of business located at 118 Larchwood Road, Yorhown,
Virginia. ISIS also uses a mai.ing address of P.O. Box 118, Yorktown, Virginia, and P.O. Box
4468 Laguna Beach, Californi:i. ISIS transacts or has transacted business in this district.

6. Defendant Edmund L. Edmister is a principal, owner, manager, officer, or director
of ISIS. At all tiroes material 10 this complaint, acting alone or in concert with others, he has
formulated, directed, controlle:1, or participated in the acts and practices set forth in this

complaint. He resides in and t-ansacts or has transacted business in this district.
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7. Defendant Tracey Edmister is a principal, owner, manager, officer, or director of
ISIS. At all times material to this complaint, acting alone or in concert with others, she has
formulated, directed, controlled, or participated in the acts and practices set forth in this
complaint. She resides in and iransacts or has transacted business in this district.
8. Defendant F. L-nn Moseley is a principal, owner, manager, officer, or director of
ISIS. At all times material to this complaint, acting alone or in concert with others, she has
formulated, directed, controlle, or participated in the acts and practices set forth in this
comaplaint, She resides in and transacts or has transacted business in this district.
COMMERCE
9. At all times material herein, Defendants have maintained a course of trade in or
affecting commerce, as comme rce is defined in Section 4 of the FTC Act, 15 U.S.C. § 44.
BACKGROUND ON CUSTOMER PROPRIETARY NETWORK INFORMATION
10.  The Telecommunications Act of 1996 defines “‘customer proprietary network
information” to mean:
(A) information that relates to the quantity, technical configuration, type, destination,
location, and amount of use of a telecommunications service subscribed to by any
customer of a telecommunications carrier, and that is made available to the carrier by the
customer solely by virtt.e of the carrier-customer relationship; and (B) information
centained in the bills pertaining to telephone exchange service or telephone toll service
received by a customer of a carrier,
47 U.S.C. § 222(h)(1), which includes, but is not limited to, telephone call records (hereinafter
referred to as “customer phone records™). The Telecommunications Act further provides that
[eixcept as required by aw or with the approval of the customer, a telecommunications
carrier that receives or ¢btains customer proprietary network information by virtue of its

provision of a telecommiunications service shall only use, disclose, or permit access to
individually identifiable customer proprietary network information in its provision of (A)
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the telecommunications service from which such information is derived, or (B) services

necessary to, or used in, the provision of such telecommunications service, including the

publishing of directori:s.
47 U.8.C. § 222(c)(1). The Telecommunications Act further provides that customer phone
records may only be disclosed “apon affirmative written request by the customer, to any person
designated by the customer.” 47 U.S.C. § 222(c)(2). |

DEVENDANTS’ BUSINESS PRACTICES

11.  Since at least S:zptember 2001, Defendants have advertised over the World Wide
Web that they can obtain confidential customer phone records from telecommunications carriers
and make such information av:iilable to their clients for a fee. Fdr a fe;e, Defendants have offered
to obtain “Résidential Toll Calls — Local Long Distance (one full billing cycle per order)”,
“Residential Toll Calls — Long Distance (one full billing cycle per order),” and “Private Cellular
Toll Calls (one full billing cyc e per order).”

i2. The account ho ders have not authorized the Defendants to obtain access to or sell
their confidential customer phemne records. Instead, to obtain such information, Defendants have
used, or caused others to use, filse pretenses, frandulent staternents, fraudulent or stolen
documents or other misreprese 1tations, including posing as a customer of a telecommunications
carrier, to induce officers, employees, or agents of telecommunications carriers to disclose
confidential customer phone records. Defendants have sold the confidential customer phone
records that they have obtainec to their clients.

13. The invasion of pﬁvacy and security resulting from obtaining and selling

confidential customer phone records without the consumers’ authorization causes substantial

harm to consumers and the put lic, including, but not limited to, endangering the health and
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safety of consumers. Consume:rs cannot reasonably avoid these injuries because Defendants’
practices are entirely invisible to them. The harm caused by Defendants’ unauthorized access to
and disclosure of confidential :ustomer phone records is not outweighed by countervailing
benefits to consumers or to co:npetition.

14.  In addition to confidential customer phone records, Defendants also have
advertised that they can obtain customer infqrmation from financial institutions and make such
information available to their clients for a fee. On their Web site, Defendants have offered to
obtain individual account num sers located at regional, state, and nationwide bgnks, and credit
card transactions.

15. To obtain custo mer information, Defendants have used, or caused others to use,
false pretenses, fraudulent statcments, frandulent or stolen documents or other
misrepresentations, including posing as a customer of a financial institution, to induce officers,
employees, or agents of financial institutions (and persons defendants believe to be such officers,
employees, or agents) to disclose customer information. Defendants have sold the customer
information that they have obtzined, including bank account balances and bank account activity
statements, to their clients.

THE FEDERAL TRADE COMMISSION ACT
16. Section 5(a) of the FTC Act, 15 U.S.C. § 45(=), provides that “unfair or deceptive

acts or practices in or affecting commerce are hereby declared unlawful.”




757-461-4105 p.8

May 03 06 11:36a Driskell
DEFENDANTS’” VIOLATIONS OF THE FTC ACT
COUNT ONE
17. As described ir paragraphs 11 through 15, Defendants, directly or through their

employees or agents, have obtiined and sold to third parties (i) confidential customer phone
records and (ii) customer information of a financial institution relating to another person, without
the knowledge or consent of the cuétomer.

13. Defendants’ pri.ctices in obtaining and selling to third parties (i) confidential
customer phone records and (i ) custorner information of a financial institition relating to another
persomn, have caused or are likely to cause substantial injury to consumers that is not reasonably
avoidable by consumers and is not outweighed by countervailing benefits to consumers or
competition.

19. Therefore, Defendants’ practices, as alleged in paragraphs 17 and 18, constitute an
unfair practice in violation of fection 5(a) of the FTC Act, 15 U.S.C. § 45(a).

CONSUMER INJURY

Z0. Consumers throughout the United States have suffered, or are likely to suffer,
substantial injury as a result of the Defendants’ unlawful acts and practices. In addition,
Defendants have been unjustly enriched as a result of their unlawful acts and practices. Absent
injunctive relief by this Court, . Defendants are likely té continue to injure consumers, reap unjust
enrichment, and haml the public interest.

THIS COURT’S POWER TO GRANT RELIEF
21. Section 13(b) of the FTC Act, 15 U.S.C. § 53(b), empowers this Court to grant

injunctive and other ancillary rclief, including rescission of contracts and restitution, and the
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ATTORNEYS FOR PLAINTIFF
FEDERAIL TRADE COMMISSION
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disgorgement of ill-gotten gair s, to prevent and remedy any violations of any provision of law
enforced by the FTC.
PRAYER FOR RELIEF

VVI—IEREFORE, Plaintiff, the Federal Trade Commission, pursuant to Section 13(1)) of the
FTC Act, 15 U.S.C. § 53(b), and the Court’s own equitable powers, requests that this Court:

a. Permanently enjoin Defendants from vioiating the FTC Act, as alleged herein;

b. Award such equitable relief as the Court finds necessary to redress injury to
censumers resulting from Defendants” violations of the FTC Act, including, but not limited to,
rescission of contracts and rest tution, and disgorgement of ill-gotten gains by Defendants; and

c. Award Plaintiff the costs of bringing this action and such other equitable relief as
the Court may determine to be just and proper.

Dated: May 1, 2006 | Respectfully Submitted,
WILLIAM BLUMENTHAL

Gmﬁ‘ijnsel g M
W\ b

. GREGOR . ASHE (Va. Bar No. 39131)
PEDER GEE
ANGELA BAILL -
Federal Trade Commission
600 Pennsylvania Avenue, NW, Room NJ-2122
Washington, DC 20580
Phone: (202) 326-3719 (Ashe)
Fhone: (202) 326-3528 (Magee)
Phone: (202) 326-2426 (Ball)
Fax: (202) 326-2558

ATTORNEYS FOR PLAINTIFF
FEDERAL TRADE COMMISSION






