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JaH 5 4 2008 IN THE UNITED STATES DISTRICT COURT
' FOR THY NORTHERN DISTRICT OF GEQRGIA
f i sdsdd, Chlé ATLANTA DIVISION

UNITED STATES OF AMERICA,

Civil Action No,

{1 06-Cv-N198

Plamfi,
V.
CHOICEPOINT INC., acorporation,

Delendant.

T i

STIPULATED FINAL JUDGMENT AND ORDER FOR CIVIL PENALTIES,
PERMANENT INJIINCTION, AND OTHER EQUITABLE RELIEF

Plaintiff, the United Statés of America, acting upon notification and authorization to the
Attorney General by the Federal Trade Commission (“FTC" or “C;mrmission”), is concurrently
filing its Compiaint, which alleges that Defendant ChoicePoiul Trie. has enzaged in violationz of
the Fair Credit Reporting Act {“FCRA™), 15 1L.8.C. §§ 1681-1681x, and in unfair ot deceptive
acts or practices in violation of Section 5 of the Federal Trade Commission Act (“FTC Aet™, 15
U.S.C. § 45(a). The patties have agreed to the entry of this Stipulated Final Judgment and Ordex
for Civil Penalties, Parmanent Injunctien, and Dthe;.'Equitabie Rehef (“Order™) to resolve all
nuatters in dispute in this action wilhout trial or adjudicalion of any issuc of Jaw or faet herein and
without Defendant admiuing the truth of, or liability for, any of the matters alleged m the
Complaint. Defendant has waived service of the Summons and Complaint. |

THEREFORE, IT IS HEREBY ORDERELD, ADJUDGED, ANT} DECREED as

foliows:

L 1 e d R L.u.- F-i.',..'-,_:,.... ..: _ T ..:‘_;_._ﬁ g
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-FINDINGS

i. This Court has jurisdiction over the subject maiter of this case and over Defendant
ChoicePoinl Inc.

2, Venue in this district is proper nnder 28 17.8.C. § 1391(b) and (¢), and 15 U.5.C.
§ 53(b),

3, The acts and practices of Defendant are in or affecting commerce, as “commerce”
iz defined in Section 4 of the FTC Act, 15 UE.C. § 44,

4. The Complaint states claims upon which relief may be granted against Defendant
undar Sections 5(z)(1), 13(b), 16{a), and 19 of the FIC Act, 15 U.8.C.-§§ 45(a)(1), 53(b), 56(2),
and 57b; and under Section 621(a) of the FCRA, 15 U.S.C. § 168]1s(a).

5. Defendant makes no admissions to, and denies, the allegations in the Complaint,
other than the jurisdictional facts.

6. Defendant waives: (a) all rights to seek sppellate review or viherwise challenge or
contest the validity of this Order; (b) any claim Diefondant may have against the Comunission, its
employees, representatives, of agents that relate to the matter stated hereim; (c) all claims under
the Equal Access to Justice Act, 28 U.8.C. § 2412, as amended by Pub. L. 104-121, 110 Stat.
847, 863-64 (1996); and {d) any rights to altorneys’ fees that may erise under said provision of
law.

7. Entry of this Order is in the public mterest.

DEFINITIONS

For purposes of this Order, the following definitions shall apply:
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1. “Fair Credit Reporting Act” or “FCRA" refers to 153 U.B.C. §§ 1681-1681x, as
amended.
2. The terms “person,” *consumer,” “consuimer report,” and “consumer reporting

agency'.' mean as defined in Sections 603(b}, (¢}, (d), and (f). respectivcly, of the FCRA, 15
US.C. 5§ 1681a(h), 1681a(c), 1681afd), and 1681a{f).

3. “Permissible purpose” means any of the purposes listed in Section 604 of the
FCRA, 15 U.B.C. § 1681D, for which a consumer reporting agency may lawfully famnish a
consumer repott.

4, “Subscriber” meatts any peton or enlity, excluding congumers, that enters mio an
agreement with Defendant pursuant to which that person or .r.:ntit}r may reguest or obtain a
consumier report or other personal information from Defendant.

3. “Mixed-use subscriber” means a subscriber that 1o the ordinary course of business
typically has both permissible and impermissible purposes for ordering consumer reports.

6. “Personal information™ means individually identifiable information from or about
an individual consumer mctuding, but not limited to: (a) a first and last name or first initial and
fast name; (b) a hotne or. other ph_ysium adidress, which includes at feast street name and name of
city or town; (¢) an crnail address; (d} a telephonc number; (¢} & Social Security mumber; (f) credit
and/or debit card information, including credit and/or debit card number with expiration dat_e; {1
date of birth; (h} a driver’s license number; or {i) any other information from or about an
individual consumer that is combined with (a} through {h} above.

7. *Bigning” or “signed” means either a handwritten signature {inchiding those

subsequently transmitted by facsimile, .pdf files, or other digial or electronic means} or an
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“glectronic signature™ as that term is defined in the Electronic Signaﬁu&s in Global and National
Commerce Act, 15 TU.8.C. § 7006(5).

8. Unless otherwise specified, *Defendant” means ChoicePoint Inc., its subsidiaries
and operating companies, and their successors and assigns, officers, agents, representatives, and
cmployees.

o, *Commerce” means as defined in Seclion 4 of the Federal Trade Commission
Act, 15 US.C. § 44,

ORDER
L. . CIVIL PENALTY

iT IS ORDERED ihat Defendant shall pay to Plaintiff, pursuant to Scction 621{a) of the
FCRA, 15 U.B.C. § 1681s(a), and Section 5{m)(1 XA} of the FTC Act, 15 U.5.C. § 45(m}{1}{A} a
civil pertabty in the amount of ten milhon dollars {S140,000,000,003,

Defendant shall wake the payment required by Paragraph 1 within seven (7} business days
of the date of service of this Crder by electronie fund transfer m aceordance with ingtructions
provided by the Office of Consumer Litigation, Civil Division, 11.S. Department of Justice,
Washington, D.C. 20530, for appropriate disposition.

In the event of any default in payment, which delanlt continues for ten days beyond the
due date of payment, the entire unpaid penalty, together with interest, as cnmpﬁted pursuant to 28
1.8.C. § 1961 from the date of default to the date of payment, shall immediately become duc and
payable,

II. PROHIBITED BUSINESS ACTIVITIES

IT IS FURTHER ORDERED that Defendant and all other persons ot entities within the




Case 1:06-cv-00198-JTC  Document5  Filed 02/15/“)6 Page 5 of 30

scope of Fed. R. Civ. P. 65, whether acting directly or through any sole proprietorship,
partnership, limited liahility company, corporation, subsidiary, branch, division, or other entity,

who receive actual notice of this Order by personal service or otherwise, are hereby permanently

restrained and enjoined from:

A.  Violating Section 604 of the FCRA, 15 U.8.C. § 1681b, by fumishing a consummer
report to any person who does not have a permissible purpose to receive a consumer report.

B. Failing to maintain reasonable procedures desi gned o limt the furnishing of
consumer reports to subscribers that have pemussible purposes to receive thern under Section
604 of the FCRA, 15 U.8.C. § 1681b, as required by Section 607(a) of the FCRA, 15 J.5.C. §
1681e(a). Such procedures shall inciude, but not necessanly be limited to:

1. With respect to prospectve subscribers, before furmnishing a consutacr
report to any such subscriber; with respeet to current subscribers, within
one hundred eighty (180} days after the date of service of this Order; and
with respect to subacribers of companies gequired by Defendant after the
date of service of this Order, within ninety (90) days after the closing of
the acquisition transaction for acquired companies with live thousand
{5000} or fewer subscribers and within one hundred eighty (180) days alter
the closing of the acquisition transaction for acquired companies with
more than five thousand {50000 sabscribers:

{a) (btaining from each subscniber a written certification, either in

paper or. clectronic forrm, stating the nature of the subscriber’s

buziness and all purposes for which the subscriber plans to obtain
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(b)

(€)

consumer reports from Defendant. Each certification under this
prc;ﬁsiml: {1} nmst be dated and sigrted; (2) must bear the printed
or Lyped name of the person signing it; and (3) must state that the .
person signing it has direct knowledge of the facts certilied;

provided, however, that for current subseribers, the certification

may, in licu of stating that the person sigming it has direct

knewledge of the facts certified, attest to the tmth of the matters

certified and the authority of the persen to sign on behalf of the

subscriber,

Determining, based on the information in the subscriber's

certification under subparagrapls {a) above, and any other factors of

which Defendant is awate or, under the circumstances, should

reasanably ascertain, that a#h subscriber has a permissible

purpose under Section 604 of the FCRA for the types of reports the

subscriber plans to obtain, or, where the subscriber is a reseller of

consumer reports, that the subscriber eomplies with Section

607e)(2) of the FCRA.

As to subscribers that are businesses, verifying (1) the business

identity of thc.subscribﬂr; and {2} that the subscriberis a legitimate

business engaged in the business certified and has a permissible

purpose for obtaining consumer teports. Defendant shall conduct

an on-site visual inspection of the business premises of each
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subscriber, or, in the case of a subscriber with multiple lecations,
the headquariers location of the subsctiber, provided. Aowever, that
{i} for a prospective subscriber, Defendant does not need to
conduct a site vizit if Defendant independently venties that
at the time of application:
(1) the applicant is a publicly held company under
theé regulatory autbority of the United States
‘Securities and Exchangs Commission;
(2) the applicant is subject to the regulatory
authority of any agency listed in Section 621(b) of
the FCRA, 15 U.S.C. § 1681s(bY; |
{3} the applicant is an insurance agent sponsored by
at least one insurance company that has been a
subsecriber of Defendant for at least one (1) year and
has contractually agreed to assume financial
responsibility for payment of the sponsored agent’s

acquisition of consumer reports from Befendant;

(4) the appticant has been approved by the Internal
Revenue Service ag a tax-exempt organization
pursuant to Section 501(c}(3) of the Internal

Revenue Code, 26 U1.5.C. § 501{c)(3), and as a

subscriber will not receive from Defendant, uniess
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first provided to Defendant by the subscriber, .an:r of
the tollowing information about consumers:
untruncated Social Security numbers; untruncated
dates of birth; untuncated drivers' license normbers;
or untruncated credit card, debit card, bank account,
ot other financizl account numbers:

{5} the applicant has been certified by the Small ,
Business Administration for participation in an
SBA-administered program, such as the Section 3(a)
Business Development program and the Small
Disadvantaged Business Program, 13 C.F.R. part
124, or the Historically Underutilized Bustness
(“HUBZone™) program, 13 C.F.R. parts 121, 125,

and 124; or

! (6} the applicant has been certified by the
Department of Transportation for par!icipati.on m
the Department of Transportation’s Disadvantaged
Business Enterprise Program, 49 C.F.R. part 26.

{ii} for a current subscriber, Defendant does not need to
conduct 2 site visit ift

(1} Defendani has independently verified that at

least one of the elements set out in (e)i} above is




Case 1:06-cv-00198-JTC  Document5  Filed 02/15/806 Page 9 of 30

present with respect to that subscriber; or

{2) Defendant conducted a site visit within the one-

vear period immediately pricr to the date of service

of this Order that conlinmned the legitimacy of the

business, and the sui:sariber has not suhseqﬁentl:.r

chanped its address.
{iii} Defendant does not need to conduct 5 site visit for
subscribers that are Federal or State agencies or
departments that obtain consumer reports solely under
Section 608 of the FCRA, 15 U.5.C. § 16811, or that certify
a pertissible purpose solely under Sections 604(a)3WB),
S04(a)(3) D), 604{al4), 604(a)(3), 626, or 627, 15 U.S.C.
§§ 1681b{z)(3)(B), (2)(3)(D), (a4, (A)(Fx 1681y, or
1681v.

{d) Informing each subseriber in writmy, either in paper or electronic
form, that the FCRA imposes critninal penalties against anyone
who knowingly and willfully obtains information en a consumer
from a consumer reporting agency under false pretenses, including
a fine, up to two years in prison, or both, pursuant to Section 619 of
the FCRA, 15 L1.8.C. § 1681q, provided that the recitation of

pcnahic.s shall be adjusted for any change in applicable law

pursuant to Section 619 of the FCRA, 15 U.S.C. § 1681q.
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{e)

Beginning within thirty (30) days of the date of service of this Order, with
respect to both current and prospective subscribers, or, with respect to
subscribers of companies acquired by Defendant after the date of service of
this Order, within sixty {60} days after the closing of the acquisition

bransaction:

(a}

(b)

Providing to each subsecriber to whorn Defendant furnighes
consummer reporls a written copy of the “Notice to Users of
Consumer Reports: Obligations of Users Under the FCRA,” 16
C.F.R. P 601 Appendix C, as required by Section 607(d) of the
FCRA, 15 US.C. § 1681c(d), provided, hawever, that Defendant
may furnish an electromic capy of this notice if a subscriber obtains

consumer repens from Defendant in electronic form.

Each time any subscriber certifies a permissible purpose under

Section 604(a)(3) of the FCRA, requiring the subscriber to identify
and certify the specific subsection of Section 604(a)3) (either by
section or description, such as “insurance underwriting”) that
provides the permissible purpose to obtain Lthe report.

Requiring each mxed-use subscriber that ceriifies a permissible
purposa under Section 604(a)(3}A) of the FCRA o further identify
and certify with specificity the intended use under that subsection
each time it requests a consumer repott (£.g., an attorney subscriber

who certifies a permissible purpose under Section 604{a)(3)(A)

1D -
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would also specify that it is “collecting a dcbt™); provided that such
certification may be made at log-on, rather than on a per congumer
report basis, in cases where the subseribor orders consimer reporis
through an inieractive clectronic ordenng system operated by
Defendant, and the subscriber has contractually certified enly one
permissible purpose specified in Section 604(a)(3)(A) to obtain
consnmer reports.

i(c) Requiring, each timc anty subseriber certifies as its permissible
purpose a “legitimate business need” pursuant to Section
&04{a)3)F) of the FCRA, ihat the subscriber certify and identify
with specificity that business need (¢.g., “in connection with
applications for apartment rentals™ or “applications 1o open
checking accounts™). In those cases whers a subseriber has
permissible purposes that encompass more than one “legitimate
business need” under Section 604{a )3 WF }, then individual
certification and identification with specificity must be obtained by
Defendant each thme the subscriber requests a consumer report.

{d)  Ensuring that the following message, or one substantizlly identical
to it, is displayed clearly and mnsﬁicuﬂusly on the subscriber’s
screcn each time a subscriber wansmits a request electronically for
a consumer report: “The federal Fair Credit Reporting Act imposes

criminal penalties — including a fine, up to two years 1n prison, or

“11-
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(e)

hoth — against anyone who knowingly and willfully obtains
information. on a consumer from a congumer reporting agency
under false pretenses, and other penalties for anyone who obtains
such consumer information without a perrissible purpose,”
provided that the tecitation of penalties shall be adjusted for any
change in applicable law pursuant to Seciion 615 of the FCRA, 13
U.S.C. § 168lq.

Employing reasenable procedures to verify that subscribers
obtaining consumer reports are, in fact, using the reports solely for
permissitle purposes. Such procedures may include, but are not
limited to, periodic Defendant-initiated audits that rely, at least in
part, upon consumer or other non-subscriber third-party
documentation of permnissibla purposes; provided that Defendant is
not required to obtain additional verification of the permissible
purposc with respect to any consumer report for which Defendant
has received and retained for purposes of demonsirating
complianee with this subparagraph:

(1) a copy of a cowrt order or a federal grand jury subpeena
ordering the relesss of such report;

(2) verified documentation signed by the consamer on whom the

report was fumished expressly anthorizing the release of such

reporl;

12
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63

(3).1n the case of a report for which the purpose certified was the
coltection of a judgment, a copy of the court judgment:

{4) in the case of a report for which the purpose certified was the

evaluation of un employes for promotion, reassignment, or
retention, a copy of an official business recaord (.., a w2 Fonm)
clearly identifying the subseriber or the subscnber’s principal as
the employer of the censumer on whom the report was fumished;
ot

{3) verification that the subscriber is 2 Federal or State agency or
departtiient Lhat obtains consumer reports solely under Section 608
of the FCRA, 15 [1.5.C. § 1681£, or that certifies a permissible
purpose solely under Sections 604(a)3 Y B, 664 2)(33(D),
604{a)(4), 604{a)(5), 626, or 627 of the FCRA, 15 U.S.C. §§
1681h{x)(3XB), (a)(3ND}, (2)(4), (a)(5)% 1681uv, and 1681v.
Desisting from furnishing consumer reports to any sithseriber as to
which:

(1} Defendant leams, through the procedures described in
sihparagraph (e}, or otherwise, has obtained, after the date of
sevvice of this Order, a conswumner report for any prrpose other than
a pefmiQSibla purpose, unless; (i} that subscriber obtaimed such

teport through inadvertent error, e, 2 mechanical, electronic, or

clerical error that the anbacriber detmonstrates was unintentionat
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and occurred notwithstanding the maintenance of procedures

reasonably designed to avoid such errors; or {ii) such consumer
report was obtained through the actions of a person acting without
subscriber authorization, such as by using such subscriber’s user
identification and password, and the subscriber demonstrates that it
has implemented reasonable and appropriate procedures to prevent
a simuiar action or error from recurring, or

{2) Defendant has reasonable grounds to believe will not use the

report solely for permissible purposes.

HI. INFORMATION SECURITY PROGRAM

IT IS FURTHER ORDERED that Defendant and all other persons of cntities within ﬁe
scope of Fed. R, Civ. P. 65, whether acting dirsctly or through any sole propristorship,
partnership, limited liakility company, corporation, subsidiary, branch, division, or other entity,
whao receive actual notice of this Qrder by personal service or nltherwise, are hereby permanently
restrained and enjoined from, 1o later than the datc of service of this Order:

A Failing to establish and implement, and thereafler maintain, a comprehensive
information security program that is reasonably designed to protect the security, confidentiality,
and infegrity of personal information collected from or ahout consumers. Such program, the
content and implementation of which must be fully documented in writing, shall contain
admimistrative, technical, and physical safsenards appropriate to Defendant’s size and

complexity, the nature and scope of Defendant’s activities, and the sensitivity of the personal

_14 -
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information collected from or ahout consumers, inﬁiuding:
1. The designation of an employee or employees to coordinate and be
accowntable for the information security program.
2. The identification of material internal and external risks to the secunty,
confidentiatity, and integrity of personal information that could result in the
unauthorized disclosure, misuse, loss, alteration, destruction, or other compromise
ol such information, anxt assessment of the snfliciency of any safegnards in place
to control these risks. At a minimum, this risk assessment should inciude
consideration of risks in each area of relevant operation, including, but not limited
to: (a) employee training and management; (b).infomation ayulems, including
network and software design, information processing, storage, transmission, and
disposal; and (¢) prevention, detection, and response to attacks, intrusions, or
other systems failures.
3. The design and implementation of reasonable safeguards to control the
risks identified throvgh risk assessment, and regular testing or momitoring of the
effectivencss of the safeguards’ key controls, systems, and procedures.
4, The evaluation and adjustment of Defendant™s information security
pragram in light of the results of the testing and monitoring required by

subparagraph 3, any material changes to Defendant’s operations or business

arrangements, or any other circumstances that Defendant knows ot has reason to

know may have a material impact on the effectiveness of its information security

program.
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B. Misrepresenting in any manner, expressly ot by itnplication, the manner or extent
to which Defendant maintains and protects the privacy, confidentiali{y, or security of any

persenal information collected from or about consumers.

IV. BIENN1AL ASSESSMENT REQUIREMENTS

1T IS FURTHER ORDERE that Defendant shail obtain initial and biennial
assessments and reporis (“Assessments™} from a qualified, objective, independent third-party
professional who uses procedures and standards generally accepted in the profession. The
reporting period for the Assessments shall cover: {1) the first one hundred and eighty (180) days-
after service of the Order for the imitial Assessment, and (2) each two (2) vear period thereafter
for twenty {20) years after service of the Order for the biennial Assessments. Each Assessment
shall:

A, set forth the specific administrative, technical, and physical safeguands that
Defendant has implemented and maintained during the reporting period to comply with
Paragraph 1Tl of this Order;

B. explain how such safeguards are appropriate to Defendant’s size and complexity,
the nature and scope of Defendant’s activities, and the sensitivity of the personal information
collscted from or about consumers,

C. explain how the safeguards that have been implemented meet or exceed the
protections required by Paragraph I of this Order; and

D. certify that Defendant’s security program is operating with sufficient effectiveness

to provide reasonable assurance that the security, confidentiality, and integrity of personal

_16-
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information is protected and, for bicnnial reports, has so operated throughout the reporting

period.

Each Assessment shall be prepared and completed within sixty (60) days after the end of
the reporting period to which the Assessment applies by a person qualified as a Certified
Information System Security Professional {CISSP) ar as a Certified Information Systems Anditor
{CI5A); a person holding Glabal Information Assurance Certification {GIAC) from the
SysAdmin, Audit, Network, Security {(SANS) Instituts; or a similarly qualified person or
organization approved by the Associate Dircctor for Enforcement, Burcau of Consumer
Protection, Federal Trade Commission.

Defendant shall provide the initial Assessment to the Associate Director for Enforcetnent,
Burean of Cengumer Protection, Federal Trade Conumission, Washington, D.C. 20580, within ten
(10} businéss days after the Assessment has boen prepared. All subsequent biennial Assessments
shall be r&tained by Defenidant until three years after completion of the final Assesament and
provided to the Associate Director of Enforcement upon request within ten {1() business days

after Defendant receives such request.

Y. CONSUMER REDRESS
IT IS FURTHER ORDERED that no later than ten (10) days after the date of setvice of
this Order, Defendant shall pay 1o the Federal Trade Commission the sum of five million doHars
{$5,000,000.00) under the foliowing terms and conditions:
A The payment shall be made by wire transfer or certified or céshier’s check made

payeble to the Federal Trade Commission. [n the event of any default in payment, which default

-17-
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continues for ten (10) days bevond the due date of payment, the amount due, together with
interest, as comiputed pursuant io 28 U.S.C. § 1961 from the date of default to the date of
payment, shall immediately become due and payable.

B. All funds paid pursuant to this Paragraph shall be deposited into a fund
administered by the Commission or ita agent to be used for equitable relief, including but not
Thinited to consumer redress and any attendant expenses for the administration of any redress
fund. Any consumer redress distributed by the Commission pursuant to this Part shall be
accompanied by a statement that provision of such redress by the Commission does not conshiute
an admission by Defendant of wrongdoing. In the event that direct redress to cunlsumars i8
wholly or partially impracticable or funds remain after redress is complieted, the Corunission may
apply any remaining funds for such other equitable relicf (including informaﬁ_nn remedies) a= it
determines to be reasonably related to Defendant’s practices alleged in the Complaint.  Any funds
not applied by the Commission for equitable relief shall be deposited to the United States
Treasury. Pefendant shall have no right to challenge the Commussion’s choice of remedies under
this Paragraph.

No portion of any payments under this Paragraph shall be deemed a payment of any fine,

penalty, punitive assessment, or forfeiture,

V1. COMPLIANCE MONITORING
IT 18 FURTHER ORDERED that, for the purpose of monitoring and
_ investigating compliance with any provision of this Order,

A.  Within thirty (30) days of receipt of written novice from & representative of the

- 18-
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Commission, Defendant shall submit additional written reports, sworn to under penalty of

perjury; produce documents for inspection and copying; appear for deposition; and/or provide

entry during normal business hours to any business location in Defendant's possession or direct
or indjrect control, to inapect the buginess operation.
B. In addition, the Commission is authorized to monitor complisnce with this Order
by all other lawful means, including but not limited to the following:
1. Obtaining discovery from any person, without further leave of Court, using
the procedurss prescribed by Fed, R. Civ. 7. 30, 31, 33, 34, 36, and 45.
2. Posing as consumers and suppliers to Defendant, Defendant’s employees,
or any other entity managed or controlled in whole or in part by Defendant,
without the necessity of identification or prior notice.
C. Defendant shall permit representatives of the Commission 1o inferview any
consuttant, independent contractor, representative, agent, or erﬂplﬂ}-’ﬂﬁ whi has agreed to such an

interview, relating in any way to any conduct subfect to this Order. The persen interviewed may

have counsel present.

Provided that nothing in this Order shal} limit the Commission’s lawful use of

compulsory process, pursuant to Sections 9 and 28 of the FTC Act, 15 US.C. §5 49, 57k-1, 1o

obtain any documentary material, tangdble things, testimony, or information relevant to unfair or
deceptive acts or practices in or affecting commerce (wilhin the meaning of 15 U.S.C. §

45(a)(1)).

-¥11. COMPLIANCE REPORTING BY DEFENDANT

219 -
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IT IS FURTHER ORDERED that, in order that compliance with the provisions of this
Order may be monitored:

A, For a period of twenty (20) years from the date of service of this Order, Defendant
shafl notify the Commnission ot any changes in corporate structure that may affect compliance
obligations arising under this Order, including but not limdted to a dissolution, assignmenl, sale,
merger, or other action that would result in the emergence of a successor entity; the creation or
dissolutien of a subsidiary, parent, or affiliste that engages in any acts ot practices that are subject
to this Order; the filing of a bankruptcy petition; or a change in the corporate name or address, at
least thirty (30) days prior to such change, provided that, with respect to any proposed change in
the corporation about which Defendant learns less than thirty (30) days prior to the datc such
action is to take place, Defendant shall notify the Commission as soon as is practicable alter
obitaining such knowledge.

B. Cme hundred eighty (180} days after the date of service of this Order, Defendant
shall provide a written repart to the FTC, sworn o under penalty of perjury, setting forth in detail

the manner and form in which it has complied and is complying with this Order, This report shall

include, but not be limited to:
1. Any changes required to be reported pursuant to Paragraph VILA,
2. . Acopy of each acknowledgment of receipt of this Order obtained porsuant
to Paragraph [X.
C. Fnr.the purposes of this Order, Defendant shall, unless otherwise directed by Lhe
Commissien’s authonzed representatives, mail all written notifications to the Commission to:

Associate Director, Division of Enforcement
Burean of Consumer Protection
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Federal Trade Commmission
Washington, D.C. 20580

D. For purposes of the compliance reporting and monitoring required by this Crder,

the Commission is authorized to communicate directly with Defendant.

¥IIi. RECORD KEEPING
_ IT IS FURTHER ORDERED that;

A For a period-of six (6) vears from the date of service of this rder, Defendant and
its apents, employees, officers, corporations, successors, aud assigns, and those persons in active
goncert or participation with them who receive actual notice of this Order by personal service or
otherwise, ﬁe hereby restrained and enjoined from failing to create and retain the following
records:

1. Subscriber files conlaining the names, addresses, (elephone numbers, all

certifications made by the subscriber pursuant to Section 607(a) of the
FCRA and Parsgraph [L.B.1(a)-(b) of this Order, and all ma_tcriala
considered by Defendant in connection with its verification of the identity
of the subscriber and veﬁfi;:ati-::m of the cextifications made under Section
607(2), as required by Section 607{a} of the FCRA and Paragraph 1L B.1{¢}

of this QOrder.

2. Consumer complaints (whether received in written or clectronic form,
directly, indiveetly or through any third party), and any responses to those
complaints, whether in written or electronic form, that relate to

Defendant’s activities as alleged m the Complaint and Defendant’s

-2




Case 1:06-cv-00198-JTC  Document5  Filed 02/15/%6 .Page 22 of 30

compliance with the provisions of this Order.

3 Copies of all training materials that relate to Defendant’s activities as
alleged in the Complaint and Defendant’s compliance with the provisions
of this Order.

4. . Coptes of all subpoenas and other corumunications with law enforcement
entitics or personnel, whether in written or electronic form., if such
documents bear in any respect on Defendant’s collection, maintenance, or
furnishing of consumer reports or other personal information of
CONSIITIETS.

5. All records and documents necessary to demonsirate full compliance with
sach provizion of this Order, including but not limited to, copics of
acknowledgments of receipt of this Order, required by Paragraph IX.B, and
gll reports subinitted to the FTC pursuant to Paragraph VI,

B. For & period of three {3} years afler the date of preparation of each biennial
Assessment required under Paragraph IV of this Order: all plans, reports, studies, reviews, andits,
audit trails, policies, tm_iﬁing matenals, work papets, and assessmenis, whether prepared by or.on
behalf of Defendant, relating {o Defendant’s compliance with Paragraph IR of this Drdér for the

. compliance period covered by such hiennial Assessment.

1X, IHSTRIBUTION OF ORDER BY DEFENDANT
IT IS FURTHER ORDFRED that, for a period of five (5) yém from the date of service

of this Order, Defendant shall deliver copies of this Order as directed below:
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A.  Defendant shall deliver a copy of this Order to all of ils officers and directers, and
to all managers who have responsibility directly or indirectly for any matters covered by this
Crder, Dgfmdant also shall deliver an accurate summary of this Order to all of its employees
who are engaged in conduct related to Defendant’s compliance with Scetion 607(a) of the FCRA,
including but not limited to those employzes who verify the identity of prospective users of
consumer reports, those employees who verify the uses certified to Defendant i:y prospective
users of consumer reports, and these employees who mﬂnitﬂ_r or audit the continued compliance
by Defendant’:s subscribers with their certification of permissible purposes. Defendant algo shall
deliver an accurate summary of this Order to all of its employess who are engaged in conduct
related to Defendant’s activities that are the aubjeet of Paragraphs ITT and IV of this Order,
including but not limited 1o those emplﬂ}-fce.s designated as information security program
coordinators. For current personnet, delivery shall occur within ten {10} business days of the date
of service of this Order upon Defendant. For new personnel, delivery shall ocour ne later than
when they assume their job responsibilities. |

B. Defendant shall secure a sipned and dated statement acknowledging receipt of this
Order, within thirty {30} days of delivery to such persons, from each person receiving a copy of

the Order pursuant to this Paragraph DO

X. ACKNOWLEDGMENT OF RECEIPT OF ORDER BY DEFENDANT
FT IS FURTHER ORDERED that Defendant, within five {S) business days of service of
thie Order, shall submit to the Commission a truthful sworn statement acknowledging receipt of

this ODrder, in the form shown on Attachment A.
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X1.. RETENTION OF JURLISDICTION
IT IS FURTHER ORDERED that this Court shall retain jurisdiction of this matter for

purpeses of construetion, reoditication, and enforcement of this Order.

Xil. COSTS AND ATTORNEYS' FEES
IT IS FURTHER ORDERED that each party shall bear its own costs and attorneys’ fees

incurred in connection with this action,

XIm. NOTICE OF ENTEY OF ORDER
IT IS FURTHER ORDERED that entry in the docket of this Order by the Clerk of Court
shall constitute notice to Defendant of the terms and conditions of this Order, and that Defendant

waives all rights to contest in any foture proceeding whether Defendant was properly served wilh

this Order.
The parties hereby stipulate 1o the entry of the foregoing Order, which shall constitute a

final Order in thiz action.

IT IS SO ORDERED:

Dated this,”t _ day uféﬂ‘%

W[ s L7 -

UNIZED STATES DISTRICT JUDGE
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The parties, by their respective counscl, hereby consent to the terms and conditions of the
Stipulated Order as set forth above and consent to the entry thereof. Defendant wajves any rights
that may arise under the Equal Access fo Justice Act, 28 U.5.C. § 2412, as amended by Pub. L.

104-121, 110 Stat., 847, 863-64 (1996).

FOR THE UNITED STATES OF AMERICA:

PETER D. KEISLER, JR.
Assistant Attorney General
Civil Division

11.8. Department of Justice
DAVID E. NAEMIAS

United States Atiomey
Northern District of Geergia

Daled: ‘, | bia By: a—tu..u Lo 1R 4 has
T AMY L. BERNE

Asgistant United States Attorncy

Gieorgia Bar No. 006670

Northern District of Georpia

600 United States Courthouse

75 Spring Street, S.W.

Atlanta, Georgia 30303

Tel:  (404) 5816261

Fax:  (404) 581-6163

D

Dated: 4 fr 3?/ gl '__....-/ﬁ'{ T ————
L ALAN ﬁHEi(PS

Trial Atoraey

Office of Consumer Litigation

Civil Division

115, Department of Justice

Washington, DLC. 20530

Tel:  (202) 307-6154

Fax: {202 514-8742




Case 1:06-cv-001986C Document5 Filed 02/15/@6 Page 26 of 30

FOR THE FEDERAL TRADE COMMISSION:

A ﬂﬁ/

o Winsion B
Ass‘o\? ate Directar for Frivacy and Identity Protection

Q)

Tegziva Rich
sistant [Hrector for Privacy and Tdentity Prateclion

ﬁat]nryn D. Rineé .
Attorney

Wbt Qs [KDR
Mally Cra¥ford i

Attorney

Division uf Privacy and Identity Protection
Bureav ul Consumer Protection

Faderal Trade Conmission

Washington, D.C. 20580

(202) 326-3224

FOR THE GEFENDANT, CheicePoint Ine.:

Ve e
/D{ug Curlin T

President, CheiceFaint Ine.

Roborl R, Relair g }
Karla 1, Letsche

Kevin L. Coy

Cldaker, Biden & Belair, LLP

BLE Copnesticut A venuea, NW,

Suitz | 100

Washington, D.C. 20008

Attorneys fur Defendant
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LSS,
Togl Tankowsky

igl Ferrel Mdlhnis

Akin Guimp Stranss Hauer & Feld LLP
1333 Mew Hampshire Avenue, W,
Washington, B.C. 20036

Attomey for Defendant

ST
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ATTACHMENT A

UNITED STATES DISTRICT COURT
NORTIERN DISTREICT OF GEORGIA

UNITED STATES OF AMERICA, - CV
Plaintiff,
V. AFFIDAVIT OF
DE

FENDANT
. CIIOICEPOINT ENC.
CHOICEPOINT INC.,a - !
COTPOratiomn, ‘

Detfendant.

[Name of Defendant’s certifying official], heing duly sworn, hereby states and affitras as
foltows:

I. My name is, . My current residence address is

. L am a citizen of the Unifed States

and am over the age of cighteen, 1 have personal knowledge of the facts set forth in this
Affidavit,
2. T am an ollicer of Defendant ChaoiceP'oint in Unifed States of America v.

: ChoicePoint Inc. (United States District Court fur the Northern District of Georgia).

3. Cn . . I received & copy of the Stipnlated Final Judgment

and Order for Civil Penalties, Perrnanent Injunction, and Other Eqmitable Relief, which was

signed by the Honorable and entersd by the Cowt on

. A true and correct copy of the Order | received 1s appended to this

1
' Affidavit.
I declare under penalty of petjury under the laws of the United. States that the foregoing is

true and comect. Executed on , 2006, al

By:
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State of , City of ; .

Subseribed and swom to before me

this day of , 20046,

Notary Public

My Commission Expires:

-9
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REASONS FOR SETTLEMENT

T'his statement accompanies the final order executed by defendant ChoicePoint Inc. The
final order enjoins ChoicePoint Inc. fiom vielating the Fair Credit Reporting Act, 15 U.s.C
§§ 1681-168 Lx, and imposes specific requirements intended to further the “reasonable
procedures” requirement of the FCRA. The final order also enjoins ChoicePoint from failing to
establish and implement, and thereafter maintain, 3 comprehensive information security program
thal is reasonably designed to protect the security, confidentiality, and integrity of personal
information collected from or about consumers; and from misrepresenting in any manner,
expressly or by implication, the manner or extent to which ChoicePoint Inc. maintains and
protects the privacy, confidentiality, or security of any personal information collected from or
about conzumers. The final order also requires ChoicePoint Ine. to pay a civil penalty m the
amount of ten million dollars ($10,000,000), and to pay five million dollars {35,000,000) into a
fimd to be used for eguitable rolief, including but not limited to consurner redress.

Pursnant to Section 5(m)(3) of the Fedsral Trade Comrmission Act, as amended, 15
11.8.C. § 45(m¥3), the Commission hersby sets forth its reasons for settlement by entry ofa
Stipulated Final Judgment and QOrder for Civil Penalties, Permanent Injunciicn, and Other
Equitabls Relief (“tinal order™):

On the basis of the allegations contained in the complaint, and the statutory factors in the
ECRA and the FTC Act, the Commission belteves that the payment of $10,000,000 in civil
penalties and $5,000,000 in equitable relief constitutes payment of appropriate amounts on Which
to base the settlement, and that the provisions enjoining the defendant from faihng to comply
with the Fair Credit Reporting Act (including affirmative requiremcnts for comphance); from
failing 1o establish, implement, and thercafter maintain a comprehensive information security
program; and from making certain misrcpresentations should assure defendant’s future
compliance with the law. With the entry of the final order, the time and expense of Jitigation will
be avoded.

For the faregoing reasons, the Commission believes that the settlemnent by entry of the
attached final order is justified and wel! within the public interest.




