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The Consumer Sentinel Network (CSN) is a secure online
database of millions of consumer complaints available only to
law enforcement. In addition to storing complaints to the FTC,
the CSN also includes complaints filed with the Internet Crime
Complaint Center, Better Business Bureaus, Canada’s Phone
Busters, the U.S. Postal Inspection Service, the Identity Theft
Assistance Center, and the National Fraud Information Center,
among others.

Law enforcement partners --- whether they’re down the street,
across the nation, or around the world --- can use information
in the database to enhance and coordinate investigations.

Upgraded features make searching complaints more efficient.

Begun in 1997 to collect fraud and identity theft complaints,
the CSN now has more than 7.2 million complaints, including
those about credit reports, debt collection, mortgages, and
lending, among other subjects. This is the first CSN annual
report that analyzes the broadened database.

Between January and December 2008, CSN received more
than 1.2 million consumer complaints, which we have sorted
into 30 categories. Some organizations transfer their
complaints to CSN after the end of the calendar year, and as a
result, the total number of complaints for 2008 will increase in
a few months. For the same reason, totals from previous years
may differ from prior CSN annual reports.

The 2008 Consumer Sentinel Network Data Book is based on
unverified complaints reported by consumers. The data is not
based on a consumer survey.

For more information about the Consumer Sentinel Network,
visit www.FTC.gov/sentinel. Law enforcement personnel may
join CSN at Register.ConsumerSentinel.gov
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Executive Summary
Consumer Sentinel Network Complaint Data
January — December 2008

. The Consumer Sentinel Network (CSN) now contains over 7.2 million complaints, and over 5.8
million do-not-call complaints.

. The CSN received over 1.2 million complaints during calendar year 2008: 52% fraud complaints;

26% identity theft complaints; and 22% other types of complaints. This year’s report is the first to include
the other types of complaints.

. Identity theft was the number one complaint category in the CSN for calendar year 2008 with
26% of the overall complaints, followed by Third Party and Creditor Debt Collection (9%); Shop-at-Home
and Catalog Sales (4%); Internet Services (4%); Foreign Money Offers and Counterfeit Check Scams (3%);
Credit Bureaus, Information Furnishers and Report Users (3%); Prizes, Sweepstakes and Lotteries (3%);
Television and Electronic Media (2%); Banks and Lenders (2%); and Telecom Equipment and Mobile
Services (2%). The complete ranking of all thirty complaint categories is listed on page six of this report.

Fraud

. A total of 643,195 CSN 2008 complaints are fraud-related. Consumers reported paying over $1.8
billion in those fraud complaints; the median amount paid was $440. Eighty-four percent of the consumers
reporting fraud also reported an amount paid.

. Fifty-eight percent of all fraud complaints reported the method of initial contact. Of those
complaints, 52% said email, while another 11% said an Internet website. Only 7% of those consumers
reported the phone as the initial point of contact.

. Colorado is the state with the highest per capita rate of reported fraud and other types of
complaints, followed by Maryland and Nevada.

Identity Theft

. Credit card fraud (20%) was the most common form of reported identity theft followed by
government documents/benefits fraud (15%), employment fraud (15%), and phone or utilities fraud (13%).
Other significant categories of identity theft reported by victims were bank fraud (11%) and loan fraud
(4%).

. Government documents/benefits fraud is now the second most common reported type of identity
theft after credit card fraud. Fraudulent tax return-related identity theft, a subtype of government
documents/benefits fraud, has increased nearly six percentage points since calendar year 2006.

. Electronic fund transfer-related identity theft continues to be the most frequently reported type of
identity theft bank fraud during calendar year 2008, despite declining since calendar year 2006.

. Arizona is the state with the highest per capita rate of reported identity theft complaints, followed
by California and Florida.
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Consumer Sentinel Network

Complaint Type Percentages'
Calendar Years 2006 through 2008

Complaint Types

- - Identity Theft Complaints
[ | - Other Complaints
[ |- Fraud Complaints

1,223,370
1,050,229

890,066

CY-2006 CY-2007 CY-2008

"Percentages are based on the total number of Consumer Sentinel Network complaints by calendar year
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Consumer Sentinel Network
Complaint Count!
Calendar Years 2000 through 2008
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IThese complaint figures exclude national do not call registry complaints.

Consumer Sentinel Network
Complaint Type Count
Calendar Years 2000 through 2008

Total Complaints

Consumer Sentinel Network Complaint Count
Calendar Year Fraud d Other
2000 111,255 31,140 88,233
2001 137,306 86,250 101,963
2002 242,783 161,977 146,862
2003 331,366 215,240 167,051
2004 410,298 246,909 203,176
2005 437,502 255,667 216,044
2006 428,394 246,174 215,498
2007 577,801 259,266 213,162
2008 643,195 313,982 266,193

230,628
325,519
551,622
713,657
860,383
909,213
890,066
1,050,229

1,223,370
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Consumer Sentinel Network
Complaint Categories!
January 1 — December 31, 2008
No. of
Rank Category Complaints Percentages1
1 Identity Theft 313,982 26%
2 Third Party and Creditor Debt Collection 104,642 9%
3 Shop-at-Home and Catalog Sales 52,615 4%
4  Internet Services 52,102 4%
5  Foreign Money Offers and Counterfeit Check Scams 38,505 3%
6  Credit Bureaus, Information Furnishers and Report Users 34,940 3%
7  Prizes, Sweepstakes and Lotteries 33,340 3%
8 Television and Electronic Media 25,930 2%
9 Banks and Lenders 22,890 2%
10 Telecom Equipment and Mobile Services 22,387 2%
11 Computer Equipment and Software 21,442 2%
12 Business Opportunities, Employment Agencies and Work-at-Home Plans 20,286 2%
13 Internet Auction 17,294 1%
14 Advance-Fee Loans and Credit Protection/Repair 17,263 1%
15 Health Care 16,275 1%
16  Auto Related Complaints 14,278 1%
17 Travel, Vacations and Timeshare Plans 13,200 1%
18 Credit Cards 13,196 1%
19 Magazines and Buyers Clubs 10,188 1%
20 Telephone Services 9,300 1%
21 Office Supplies and Services 9,091 1%
22 Investment Related Complaints 7,980 1%
23 Home Repair, Improvement and Products 7,635 1%
24 Debt Management and Credit Counseling 6,718 1%
25 Real Estate 6,573 1%
26  Grants 2,634 <1%
27 Charitable Solicitations 1,889 <1%
28 Multi-Level Marketing, Pyramids and Chain Letters 1,788 <1%
29 Clothing, Textiles and Jewelry 1,662 <1%
30 Video Games 1,068 <1%

Percentages are based on the total number of CSN complaints (1,223,370) received by the FTC between January 1 and
December 31, 2008. Twenty-five percent (303,198) of the total CSN complaints received by the FTC were coded Other
(Note in Comments). For CSN category descriptions, details and three year figures, see Appendices B1 through B3.
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Consumer Sentinel Network
Total Number of Fraud Complaints & Amount Paid
Calendar Years 2006 through 2008

2006 428,394 366,218 85% $1,178,995,222 $3,219 §500
2007 577,801 514,447 89% $1,370,701,020 $2,664 $357
2008 | 643,195 538,869 | 84% | $1,833,632,201 $3,403 $440

! Average is based on the total number of consumers who reported an amount paid for each calendar year: CY-2006 = 366,218;
CY-2007 = 514,447; and CY-2008 = 538,869. Two hundred fifty-seven consumers reported an amount paid of $1 million or
more during CY-2008; 184 and 267 consumers for CY-2006 and CY-2007, respectively.

“Median is the middle number in a set of numbers so that half the numbers have values that are greater than the median and
half have values that are less. Calculation of the median excludes complaints with amount paid reported as $0.

Note: See Appendix C for fraud complaints and amount paid figures by State and the District of Columbia.

Consumer Sentinel Network
Distribution of Fraud Complaints by Amount Paid
Calendar Years 2006 through 2008

$0 155,417 42% 279,319 54% 286,460 53%
$1-25 15,298 4% 16,328 3% 16,655 3%
$26 - 50 15,738 4% 20,569 4% 20,110 4%
$51-75 9,065 2% 12,042 2% 12,345 2%
$76 - 100 9,239 3% 12,817 2% 13,568 3%
$101 - 250 28,623 8% 40,008 8% 38,640 7%
$251 - 500 28,427 8% 33,277 6% 32,942 6%
$501 - 1,000 29,753 8% 29,990 6% 30,135 6%
$1,001 - 5,000 58,429 16% 53,942 10% 64,467 12%
More than $5,000 16,229 4% 16,155 3% 23,547 4%

3Percentages are based on the total number of consumers who reported amount paid for each calendar year: CY-2006 = 366,218;
CY-2007 =514,447; and CY-2008 = 538,869.

Federal Trade Commission Page 7 of 98 Released February 26, 2009



AMEE,
«~ CONSUMER

S “SENTINEIyerworx

Consumer Sentinel Network Fraud Complaints
by Method of Consumer Payment!
January 1 — December 31, 2008

40%

35%

30%

20%

10%

0%~
Bank Cash/Cash  Check Credit Money Telephone = Wire
Account Advance Cards Order Bill Transfer
Debit

Consumer Sentinel Network Fraud Complaints
by Method of Consumer Payment
Calendar Years 2006 through 2008

Bank Account Debit 13,147 19% $37,895,193 | 11,727 17% $30,692.240 | 11,645 19% $31,605,923
Cash/Cash Advance 2439 4% $13,254,637 | 2,340 4% $18,460,537 | 1,899 3% $26,361,129
Check 8,628 13% $96,741498 | 6,814 10% $82,924792 | 5973 10% $81,557,839
Credit Cards 20,467 30% $41,921,753 | 22,654 33% $50,337.486 | 21,555 35% $45,535,456
Money Order 5912 9% $43,716,702 | 4,630 7% $31,155412 | 3415 % $15,151,244
Telephone Bill 1,267 2% $418,507 082 1% $206,597 | 1,734 3% $1,248,747
Wire Transfer 15,457 23% $151,250.489 | 18,669 28% $139.416,602 | 14,503 24% $139,854,009
Ig;ioiepmmg Payment |7 517 67,816 60,724

Percentages are

based on the total number of CSN fraud complaints for each calendar year where consumers reported the method of payment:

CY-2006 =67,317; CY-2007 = 67,816; and CY-2008 = 60,724. 9% of the consumers reported this information during CY-2008, 16% and 12%
for CY-2006 and CY-2007, respectively.
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Consumer Sentinel Network Fraud Complaints
by Company’s Method of Contacting Consumers!
January 1 — December 31, 2008

v [ 1
Internet - Web o
Site/Others - 1%
Phone [\ 7%

over | 6

Consumer Sentinel Network Fraud Complaints by
Company’s Method of Contacting Consumers
Calendar Years 2006 through 2008

Tnternet - E-mail 138,195 45% 152,131 50% 193,817 52%
Mail 50,317 16% 42,330 14% 51,837 14%
Internet - Web Site/Others 46,687 15% 45,447 15% 40,596 11%
Phone 39,365 13% 33,733 1% 26,067 7%
Other 31,722 10% 33,481 1% 57,695 16%
ng}ioiepomng Contact 306,286 307,122 370,012

Percentages are based on the total number of CSN fraud complaints for each calendar year where consumers reported the
company’s method of initial contact: CY-2006 = 306,286; CY-2007 = 307,122; and CY-2008 = 370,012. 58% of consumers
reported this information during CY-2008, 71% and 53% for CY-2006 and CY-2007, respectively.
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Consumer Sentinel Network Fraud Complaints
by Consumer Age!
January 1 — December 31, 2008

B

19 and Under 1%

20-29 20%

30-39 23%

40 - 49 26%

50-59

22%

60 - 69 4%

70 and Over 4%

1l

Consumer Sentinel Network Fraud Complaints
by Consumer Age!
Calendar Years 2006 through 2008

19 and Under 2,647 2% 2,132 2% 2,524 1%
20-29 23,338 16% 21,164 16% 67,146 20%
30-39 29,080 21% 27227 21% 74,639 23%
40-49 33,017 23% 30,045 23% 85,827 26%
50-59 28,842 20% 26,489 20% 73,590 22%
60-69 11,753 8% 11,137 9% 13,826 4%
70 and Over 12,953 9% 12,253 9% 13,948 4%
i‘;"‘l Reporting 141,630 130,447 331,500

Percentages are based on the total number of consumers reporting their age for CSN fraud complaints each calendar year:
CY-2006 = 141,630; CY-2007 = 130,447; and CY-2008 = 331,500. 52% of consumers reported this information during
CY-2008, 33% and 23% for CY-2006 and CY-2007, respectively.
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Consumer Sentinel Network Identity Theft Complaints
How Victims’ Information is Misused!
Calendar Years 2006 through 2008

Credit Card Fraud Loan Fraud
Percentages Percentages Percentages Percentages Percentages Percentages
Theft Subtype CY-2006  CY-2007  CY-2008 Theft Subtype CY-2006  CY-2007  CY-2008
New Accounts 15.2% 14.1% 12.3% Business / Personal /
Existing Account 10.7% 9.3% 8.0% Student Loan 2.5% 2.3% 1.8%
Unspecified 0.2% 0.2% 0.1% Auto Loan / Lease 1.7% 1.4% 1.3%
Total 25% 23% 20% Real Estate Loan 1.3% 1.3% 1.2%
11 0, ) 0,
Government Documents or Benefits Fraud gﬁ::lemﬁed 05'3/0/” 0; /f’ Oﬁ, /f’
Percentages Percentages Percentages
Theft Subtype CY-2006  CY-2007  CY-2008 .
Fraudulent Tax Return Filed 6.3% 8.0% 12.2% Other Identity Theft
Ot Govemen o p—
0 0, 0,
Goizsgl‘;dg‘t’r}sgzgeﬁts 05%  07% I Uncertain 120%  11.6% [ 103%
Applied For/Received 1.3% 1.4% 12% Mlsce_:llaneous 4.6% 7.7% 8.7%
Driver's License Issued/Forged  1.5% 0.9% 0.9% Emd}ng the Law 2. IZA’ 1'8?’ 1‘4ZA’
Unspecified <01%  <0.1% | <01%  Medical 2.0%  1.6% g
Total 10% 1% 15% Internet / Email 2.2% 1.4% 1.1%
Apartment or House Rented 0.9% 0.6% 0.7%
Employment.Related Fraud Insurance 0.4% 0.3% 0.3%
Percentages Percentages Percentages  Securities / Other Investments 0.2% 0.3% 0.2%
Theft Subtype CY-2006  CY-2007  CY-2008 Property Rental Fraud 0.3% 0.3% 0.2%
Employment-Related Fraud 14% 14% 15% Magazines 0.2% 0.2% 0.2%
Child Support 0.2% 0.2% 0.2%
. Bankruptcy 0.2% 0.2% 0.1%
Phone or Utilities Fraud Total 24% 25% 24%

Percentages Percentages Percentages

Theft Subtype CY-2006  CY-2007  CY-2008 .
Utilities - New Accounts 58%  5.2% | 55% Attempted Identity Theft
Wireless - New Accounts 7.2% 6.4% 4.1% Percentages Percentages Percentages
Telephone - New Accounts 4.4% 7.3% 3.4% Lhe i sibi e CY=2006 " CY=2007" CY-2008
Unauthorized Charges Attempted Identity Theft 6% 5% 6%
to Existing Accounts 0.7% 0.5% 0.5%

Unspecified 0.5% 0.5% 0.2%
Total 17% 18% 13%

Bank Fraud’

Percentages Percentages Percentages

Theft Subtype CY-2006  CY-2007  CY-2008

Electronic Fund Transfer 8.0% 7.0% 4.6%

Existing Accounts 5.8% 4.0% 3.4%

New Accounts 3.1% 3.1% 3.0%

Unspecified 0.1% 0.1% 0.1%

Total 16% 13% 11%

IPercentages are based on the total number of CSN identity theft complaints for each calendar year: CY-2006 = 246,174,
CY-2007 = 259,266; and CY-2008 = 313,982. Note that 12% of identity theft complaints include more than one type of identity theft

in CY-2008, 18% in CY-2006 and 16% in CY-2007.

?Includes fraud involving checking and savings accounts and electronic fund transfers.

Federal Trade Commission
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Consumer Sentinel Network Identity Theft Complaints
Law Enforcement Contact!
January 1 — December 31, 2008

2% of Victims Notified a
Police Department and

Did Not Indicate if a

Report Was Taken

6% of Victims
Notified a
Police Department- -~
and a Report
Was NOT Taken

65% of Victims
...~ Did Not Notify a
Police Department

27% of Victims
Notified a
Police Department------...
and a Report
Was Taken

Percentages are based on the total number of identity theft complaints where victims indicated whether they had
notified a police department (241,157). 82% of the identity theft victims who contacted the FTC reported law
enforcement contact information.

Law Enforcement Contact
Calendar Years 2006 through 2008

27%

Yes 69,142 30% 65,290 27% 66,394

No 18,537 8% 18,658 8% 14,500 6%
Not Reported 1,063 <1% 233 <1% 3,759 2%
Total Who Notified a Police Department 88,742 38% 84,181 35% 84,653 35%
Total Who Did Not Notify a Police Department 144,917 62% 158,379 65% 156,504 65%
Total Reporting

Law Enforcement Contact Information 233659 242,560 IOy

2Percentages are based on the total number of identity theft complaints where victims indicated whether they had notified a police
department: CY-2006 = 233,659; CY-2007 = 242,560; and CY-2008 = 241,157. 82% of identity theft victims who contacted the
FTC reported law enforcement contact information in CY-2008, 98% in CY-2006 and 99% in CY-2007.
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Consumer Sentinel Network Identity Theft Complaints
by Victims’ Age!
January 1 — December 31, 2008

|

19 and Under 7%

20-29 24%

30-39 23%

40 - 49 19%

50 - 59 14%

60 - 69 7%

70 and Over 5%

|

Consumer Sentinel Network Identity Theft Complaints
by Victims’ Age
Calendar Years 2006 through 2008

19 and Under 18,787 8% 19,810 8% 20,597 7%
20-29 58,916 25% 60,319 24% 72,637 24%
30-39 54,134 23% 57,341 23% 66,809 23%
40-49 46,402 20% 48,519 20% 57,745 19%
50-59 30,916 13% 34285 14% 41,969 14%
60-69 14,327 6% 16,653 7% 22,197 7%
70 and Over 9,734 4% 10,951 4% 14,783 5%
;‘;:1 Reporting 233216 247,878 296,737

Percentages are based on the total number of victims reporting their age in CSN identity theft complaints for each
calendar year: CY-2006 = 233,216; CY-2007 = 247,878; and CY-2008 = 296,737. 95% of the consumers who contacted
the FTC reported their age in CY-2008, 95% in CY-2006 and 96% in CY-2007.
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Consumer Sentinel Network State Complaint Rates
January I — December 31, 2008

Fraud & Other Complaints Identity Theft Complaints
Complaints
Per 100,000

Rank Consumer State Population Complaints

1 Colorado 359.5 17,755 1 Arizona 149.0 9,683
2 Maryland 347.6 19,585 2 California 139.1 51,140
3  Nevada 344.3 8,953 3 Florida 1333 24,440
4 Oregon 332.0 12,584 4 Texas 130.3 31,708
5 Washington 331.8 21,730 5 Nevada 126.0 3,275
6 Alaska 328.3 2,253 6 New York 116.2 22,647
7 Virginia 317.9 24,695 7 Georgia 111.0 10,748
8  Arizona 317.1 20,610 8 Illinois 106.4 13,726
9  Florida 313.6 57,472 9 New Mexico 104.9 2,081
10 New Hampshire 302.9 3,985 10 Colorado 100.9 4,983
11 Delaware 301.2 2,630 11 Maryland 96.1 5,412
12 California 290.1 106,623 12 New Jersey 94.2 8,181
13 Missouri 288.5 17,056 13 Alabama 93.1 4,342
14 Hawaii 286.4 3,689 14 Washington 89.4 5,855
15 New Jersey 286.0 24,830 15  Delaware 86.9 759
16 Georgia 283.6 27,470 16 Louisiana 86.6 3,819
17 Utah 268.4 7,345 17  Connecticut 86.6 3,031
18 Wyoming 262.3 1,397 18 Pennsylvania 86.1 10,723
19 Idaho 260.5 3,970 19 Michigan 83.6 8,363
20 Ohio 256.9 29,506 20 Massachusetts 83.2 5,408
21 Tennessee 255.7 15,893 21 North Carolina 82.5 7,609
22  Minnesota 254.0 13,259 22 Virginia 81.7 6,349
23  Kansas 253.4 7,101 23 Mississippi 80.5 2,367
24 North Carolina 250.8 23,128 24 Tennessee 80.2 4,982
25 Texas 249.2 60,633 25 Rhode Island 78.4 824
26 Montana 249.1 2,410 26 Oregon 77.5 2,937
27 Vermont 247.1 1,535 27 Missouri 75.0 4,433
28 Pennsylvania 246.7 30,711 28 Oklahoma 74.0 2,696
29  Alabama 244.9 11,417 29 South Carolina 73.5 3,292
30 Connecticut 2443 8,552 30  Arkansas 72.4 2,068
31 Nebraska 244.1 4,353 31 Indiana 72.0 4,589
32 New Mexico 2422 4,807 32 Ohio 71.7 8,237
33 Massachusetts 238.8 15,515 33 Kansas 71.6 2,005
34 Maine 238.4 3,138 34 Alaska 71.4 490
35 Indiana 237.7 15,159 35 Minnesota 67.6 3,528
36 Illinois 237.0 30,578 36 Utah 64.9 1,775
37  South Carolina 235.6 10,556 37 Nebraska 59.2 1,055
38 Wisconsin 2335 13,142 38 New Hampshire 57.7 759
39 New York 230.9 44,996 39 Idaho 56.9 867
40 Rhode Island 230.0 2,417 40 Kentucky 56.1 2,396
41 Michigan 228.0 22,805 41 Wisconsin 56.0 3,152
42 Oklahoma 2224 8,099 42 Hawaii 55.2 711
43 West Virginia 204.4 3,709 43 West Virginia 41.7 866
44  Louisiana 203.5 8,978 44 Vermont 47.6 296
45 lowa 196.3 5,895 45 Maine 473 623
46  Arkansas 1923 5,492 46 Wyoming 46.9 250
47 Kentucky 191.4 8,173 47 Montana 46.5 450
48  South Dakota 165.8 1,333 48 lowa 44.9 1,347
49  North Dakota 162.3 1,041 49 North Dakota 35.7 229
50 Mississippi 153.1 4,498 50 South Dakota 33.8 272

Note: Per 100,000 unit of population estimates are based on the 2008 U.S. Census population estimates (Table NST-EST2008-01 - Annual Estimates
of the Population for the United States and States, and for Puerto Rico: April 1, 2000 to July 1, 2008). Numbers for the District of Columbia are:
Fraud and Others = 2,685 complaints and 453.7 complaints per 100,000 population; Identity Theft = 979 victims and 165.4 victims per 100,000
population.
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Consumer Sentinel Network
Largest Metropolitan Areas Ranking for
Fraud and Other — Related Consumer Complaints!
January 1 — December 31, 2008

Complaints

Per 100,000

Rank Metropolitan Area Complaints Population
1 Napa, CA Metropolitan Statistical Area 1,148 859.8
2 Greeley, CO Metropolitan Statistical Area 1,988 839.3
3 Albany-Lebanon, OR Micropolitan Statistical Area 899 806.4
4 Dunn, NC Micropolitan Statistical Area 827 778.1
5 Punta Gorda, FL Metropolitan Statistical Area 1,139 737.5
6  Roseburg, OR Micropolitan Statistical Area 743 706.8
7 Madera, CA Metropolitan Statistical Area 1,018 695.6
8 Prescott, AZ Metropolitan Statistical Area 1,423 684.1
9  Yuba City, CA Metropolitan Statistical Area 1,072 662.5
10 Gettysburg, PA Micropolitan Statistical Area 662 654.8
11 Thomasville-Lexington, NC Micropolitan Statistical Area 1,003 642.0
12 Gainesville, GA Metropolitan Statistical Area 1,112 641.8
13 Lake Havasu City-Kingman, AZ Micropolitan Statistical Area 1,224 634.1
14 Springfield, OH Metropolitan Statistical Area 890 627.3
15 Boulder, CO Metropolitan Statistical Area 1,739 616.0
16  Monroe, MI Metropolitan Statistical Area 937 604.4
17  East Stroudsburg, PA Micropolitan Statistical Area 1,001 604.2
18  Salisbury, NC Micropolitan Statistical Area 822 603.3
19 Willimantic, CT Micropolitan Statistical Area 701 599.8
20  Allegan, MI Micropolitan Statistical Area 669 589.4
21 Winchester, VA-WV Metropolitan Statistical Area 701 589.4
22 Torrington, CT Micropolitan Statistical Area 1,118 588.1
23 Concord, NH Micropolitan Statistical Area 870 587.5
24  Olympia, WA Metropolitan Statistical Area 1,367 582.5
25  Mount Vemon-Anacortes, WA Metropolitan Statistical Area 673 581.7
26  Lake Charles, LA Metropolitan Statistical Area 1,112 578.2
27  New Bem, NC Micropolitan Statistical Area 673 571.0
28  Michigan City-La Porte, IN Metropolitan Statistical Area 628 568.4
29  Flagstaff, AZ Metropolitan Statistical Area 710 568.2
30 Hanford-Corcoran, CA Metropolitan Statistical Area 830 567.9
31  Statesville-Mooresville, NC Micropolitan Statistical Area 829 567.0
32 Fort Walton Beach-Crestview-Destin, FL Metropolitan Statistical Area 1,008 559.1
33 Durham, NC Metropolitan Statistical Area 2,566 552.6
34  Hammond, LA Micropolitan Statistical Area 624 551.5
35  Chambersburg, PA Micropolitan Statistical Area 769 549.3
36  Vallejo-Fairfield, CA Metropolitan Statistical Area 2,243 544.8
37  Medford, OR Metropolitan Statistical Area 1,062 538.9
38  Santa Cruz-Watsonville, CA Metropolitan Statistical Area 1,339 536.2
39  Dalton, GA Metropolitan Statistical Area 720 535.7
40  Ann Arbor, MI Metropolitan Statistical Area 1,827 531.0
41  Sierra Vista-Douglas, AZ Micropolitan Statistical Area 675 528.3
42 Colorado Springs, CO Metropolitan Statistical Area 3,164 528.1
43 Daphne-Fairhope, AL Micropolitan Statistical Area 892 527.3
44 Missoula, MT Metropolitan Statistical Area 534 526.5
45  Santa Fe, NM Metropolitan Statistical Area 747 524.6
46  Hagerstown-Martinsburg, MD-WYV Metropolitan Statistical Area 1,336 518.6
47  Bellingham, WA Metropolitan Statistical Area 964 518.4
48  Lebanon, PA Metropolitan Statistical Area 654 515.4
49  Macon, GA Metropolitan Statistical Area 1,179 514.1
50  Niles-Benton Harbor, MI Metropolitan Statistical Area 831 513.9

'Ranking is based on the number of fraud and other types of complaints per 100,000 inhabitants for each Metropolitan Area. This chart illustrates
the top 50 Metropolitan Areas (Metropolitan and Micropolitan Statistical Areas) with a population of one hundred thousand or more. See fraud and
other types of complaints figures for all Metropolitan Areas with a population of 100,000 or more in Appendix D1. Metropolitan Areas presented
here are those defined by the Office of Management and Budget as of December 2005 and the population estimates are based on the 2006 U.S.
Census table CBSA-EST2006-01.
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Largest Metropolitan Areas Ranking for
Identity Theft — Related Consumer Complaints!

January 1 — December 31, 2008

Brownsville-Harlingen, TX Metropolitan Statistical Area
Napa, CA Metropolitan Statistical Area

Madera, CA Metropolitan Statistical Area
McAllen-Edinburg-Mission, TX Metropolitan Statistical Area
Hanford-Corcoran, CA Metropolitan Statistical Area
Thomasville-Lexington, NC Micropolitan Statistical Area
Laredo, TX Metropolitan Statistical Area

Bakersfield, CA Metropolitan Statistical Area

Yuba City, CA Metropolitan Statistical Area
Vallejo-Fairfield, CA Metropolitan Statistical Area

Greeley, CO Metropolitan Statistical Area

Dunn, NC Micropolitan Statistical Area

Gainesville, GA Metropolitan Statistical Area

Montgomery, AL Metropolitan Statistical Area

Merced, CA Metropolitan Statistical Area

Santa Cruz-Watsonville, CA Metropolitan Statistical Area
Salisbury, NC Micropolitan Statistical Area

Flagstaff, AZ Metropolitan Statistical Area

Las Cruces, NM Metropolitan Statistical Area

Hammond, LA Micropolitan Statistical Area

Miami-Fort Lauderdale-Miami Beach, FL Metropolitan Statistical Area
Macon, GA Metropolitan Statistical Area

Stockton, CA Metropolitan Statistical Area

Monroe, MI Metropolitan Statistical Area

El Centro, CA Metropolitan Statistical Area
Visalia-Porterville, CA Metropolitan Statistical Area
Albany-Lebanon, OR Micropolitan Statistical Area

Yuma, AZ Metropolitan Statistical Area

Corpus Christi, TX Metropolitan Statistical Area

Punta Gorda, FL Metropolitan Statistical Area

Dothan, AL Metropolitan Statistical Area

Fresno, CA Metropolitan Statistical Area

San Luis Obispo-Paso Robles, CA Metropolitan Statistical Area
Modesto, CA Metropolitan Statistical Area

Willimantic, CT Micropolitan Statistical Area

Torrington, CT Micropolitan Statistical Area

Brunswick, GA Metropolitan Statistical Area
Phoenix-Mesa-Scottsdale, AZ Metropolitan Statistical Area
Riverside-San Bernardino-Ontario, CA Metropolitan Statistical Area
Sebastian-Vero Beach, FL Metropolitan Statistical Area

Lake Havasu City-Kingman, AZ Micropolitan Statistical Area
Port St. Lucie-Fort Pierce, FL Metropolitan Statistical Area
El Paso, TX Metropolitan Statistical Area

Oxnard-Thousand Oaks-Ventura, CA Metropolitan Statistical Area
Auburn-Opelika, AL Metropolitan Statistical Area
Goldsboro, NC Metropolitan Statistical Area

Prescott, AZ Metropolitan Statistical Area

Tucson, AZ Metropolitan Statistical Area
Statesville-Mooresville, NC Micropolitan Statistical Area
Sierra Vista-Douglas, AZ Micropolitan Statistical Area

1,422
469
511

2,259
462
437
633

2,119
430

1,078
584
250
400
824
559
540
286
257
395
227

10,919

453

1,318
303
313
813
214
359
792
203
260
1,676
476
936
207
336
177
7,101
7,008
224
332
672
1261
1,369
215
194
354
1,596
246
214

NETWORK

366.8
351.3
349.2
322.4
316.1
279.7
273.5
271.6
265.8
261.9
246.6
235.2
230.9
227.8
227.6
216.3
209.9
205.7
203.7
200.6
199.8
197.5
195.8
195.4
195.3
193.6
191.9
191.4
190.5
189.7
188.1
187.9
185.2
182.8
177.1
176.7
175.9
175.8
174.1
172.2
172.0
171.4
171.3
171.2
170.9
170.4
170.2
168.6
168.3
167.5

'Ranking is based on the number of identity theft complaints per 100,000 inhabitants for each Metropolitan Area. This chart illustrates the top 50
Metropolitan Areas (Metropolitan and Micropolitan Statistical Areas) with a population of one hundred thousand or more. See identity theft
figures for all Metropolitan Areas with a population of 100,000 or more in Appendix D2. Metropolitan Areas presented here are those defined by
the Office of Management and Budget as of December 2005 and the population estimates are based on the 2006 U.S. Census table CBSA-

EST2006-01.
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ALABAMA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 15,759

Fraud and Other Complaints Count from Alabama Consumers = 11,417

Top 10 Fraud and Other Complaint Categories Reported by Alabama Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 1,392 12%
2 Television and Electronic Media 609 5%
3 Internet Services 585 5%
4 Shop-at-Home and Catalog Sales 551 5%
5 Credit Bureaus, Information Furnishers and Report Users 432 4%
6 Prizes, Sweepstakes and Lotteries 431 4%
7 Telecom Equipment and Mobile Services 408 4%
8 Foreign Money Offers and Counterfeit Check Scams 405 4%
9 Banks and Lenders 337 3%
10 Advance-Fee Loans and Credit Protection/Repair 286 3%

IPercentages are based on the total number of CSN fraud and other complaints from Alabama consumers (11,417).

Identity Theft Complaints Count from Alabama Victims = 4,342

Identity Theft Types Reported by Alabama Victims

Rank Identity Theft Type Complaints Percentage1

1 Government Documents or Benefits Fraud 1,380 32%
2 Credit Card Fraud 684 16%
3 Phone or Utilities Fraud 495 11%
4 Bank Fraud’ 376 9%
5  Employment-Related Fraud 343 8%
6  Loan Fraud 158 4%

Other 876 20%

Attempted Identity Theft 217 5%

IPercentages are based on the 4,342 victims reporting from Alabama. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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ALASKA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 2,743

Fraud and Other Complaints Count from Alaska Consumers = 2,253

Top 10 Fraud and Other Complaint Categories Reported by Alaska Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 229 10%
2 Internet Services 210 9%
3 Foreign Money Offers and Counterfeit Check Scams 140 6%
4 Shop-at-Home and Catalog Sales 132 6%
5 Prizes, Sweepstakes and Lotteries 106 5%
6 Credit Bureaus, Information Furnishers and Report Users 66 3%
7 Telecom Equipment and Mobile Services 65 3%
8 Computer Equipment and Software 57 3%
9 Internet Auction 49 2%
10 Business Opportunities, Employment Agencies and Work- 48 2%

at-Home Plans

Percentages are based on the total number of CSN fraud and other complaints from Alaska consumers (2,253).

Identity Theft Complaints Count from Alaska Victims = 490

Identity Theft Types Reported by Alaska Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 105 21%
2 Government Documents or Benefits Fraud 59 12%
3 Bank Fraud® 53 11%
4 Phone or Utilities Fraud 50 10%
5  Employment-Related Fraud 49 10%
6  Loan Fraud 24 5%

Other 141 29%

Attempted Identity Theft 26 5%

IPercentages are based on the 490 victims reporting from Alaska. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 30,293

Fraud and Other Complaints Count from Arizona Consumers = 20,610

Top 10 Fraud and Other Complaint Categories Reported by Arizona Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 2,359 11%
2 Shop-at-Home and Catalog Sales 1,090 5%
3 Internet Services 1,076 5%
4 Prizes, Sweepstakes and Lotteries 825 4%
5 Foreign Money Offers and Counterfeit Check Scams 798 4%
6 Credit Bureaus, Information Furnishers and Report Users 726 4%
7 Television and Electronic Media 633 3%
8 Telecom Equipment and Mobile Services 601 3%
9 Banks and Lenders 534 3%
10 Health Care 442 2%

IPercentages are based on the total number of CSN fraud and other complaints from Arizona consumers (20,610).

Identity Theft Complaints Count from Arizona Victims = 9,683

Identity Theft Types Reported by Arizona Victims

Rank Identity Theft Type Complaints Percentage1

1  Employment-Related Fraud 3,218 33%
2 Credit Card Fraud 1,335 14%
3 Government Documents or Benefits Fraud 1,009 10%
4 Phone or Utilities Fraud 959 10%
5  Bank Fraud’ 925 10%
6  Loan Fraud 438 5%

Other 2,176 22%

Attempted Identity Theft 371 4%

IPercentages are based on the 9,683 victims reporting from Arizona. Note that CSN identity theft

complaints may be coded under multiple theft types.

2Includes fraud involving checking and savings accounts and electronic fund transfers.
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ARKANSAS
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 7,560

Fraud and Other Complaints Count from Arkansas Consumers = 5,492

Top 10 Fraud and Other Complaint Categories Reported by Arkansas Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 608 11%
2 Shop-at-Home and Catalog Sales 311 6%
3 Internet Services 283 5%
4 Television and Electronic Media 242 4%
5 Credit Bureaus, Information Furnishers and Report Users 237 4%
6 Telecom Equipment and Mobile Services 214 4%
7 Foreign Money Offers and Counterfeit Check Scams 208 4%
8 Prizes, Sweepstakes and Lotteries 167 3%
9 Health Care 132 2%
10 Banks and Lenders 130 2%

Percentages are based on the total number of CSN fraud and other complaints from Arkansas consumers (5,492).

Identity Theft Complaints Count from Arkansas Victims = 2,068

Identity Theft Types Reported by Arkansas Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 383 19%
2 Government Documents or Benefits Fraud 305 15%
3 Bank Fraud® 286 14%
4 Phone or Utilities Fraud 285 14%
5 Employment-Related Fraud 247 12%
6  Loan Fraud 99 5%

Other 442 21%

Attempted Identity Theft 124 6%

IPercentages are based on the 2,068 victims reporting from Arkansas. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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CALIFORNIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 157,763

Fraud and Other Complaints Count from California Consumers = 106,623

Top 10 Fraud and Other Complaint Categories Reported by California Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 16,182 15%
2 Internet Services 6,621 6%
3 Shop-at-Home and Catalog Sales 5,238 5%
4 Foreign Money Offers and Counterfeit Check Scams 5,060 5%
5 Credit Bureaus, Information Furnishers and Report Users 4,096 4%
6 Prizes, Sweepstakes and Lotteries 3,430 3%
7 Banks and Lenders 3,248 3%
8 Computer Equipment and Software 2,180 2%
9 Business Opportunities, Employment Agencies and Work- 2,176 2%

at-Home Plans
10 Telecom Equipment and Mobile Services 2,106 2%

IPercentages are based on the total number of CSN fraud and other complaints from California consumers (106,623).

Identity Theft Complaints Count from California Victims = 51,140

Identity Theft Types Reported by California Victims

Rank Identity Theft Type Complaints Percentage1

1  Employment-Related Fraud 10,330 20%
2 Credit Card Fraud 10,197 20%
3 Government Documents or Benefits Fraud 6,261 12%
4  Bank Fraud’ 5,653 11%
5 Phone or Utilities Fraud 5,404 11%
6  Loan Fraud 2,214 4%

Other 12,556 25%

Attempted Identity Theft 2,737 5%

IPercentages are based on the 51,140 victims reporting from California. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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COLORADO
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 22,738

Fraud and Other Complaints Count from Colorado Consumers = 17,755

Top 10 Fraud and Other Complaint Categories Reported by Colorado Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 1,482 8%
2 Internet Services 1,171 7%
3 Shop-at-Home and Catalog Sales 950 5%
4 Foreign Money Offers and Counterfeit Check Scams 826 5%
5 Credit Bureaus, Information Furnishers and Report Users 591 3%
6 Television and Electronic Media 551 3%
7 Computer Equipment and Software 483 3%
8 Telecom Equipment and Mobile Services 468 3%
9 Business Opportunities, Employment Agencies and Work- 408 2%

at-Home Plans
10 Banks and Lenders 388 2%

Percentages are based on the total number of CSN fraud and other complaints from Colorado consumers (17,755).

Identity Theft Complaints Count from Colorado Victims = 4,983

Identity Theft Types Reported by Colorado Victims

Rank Identity Theft Type Complaints Percentage1

1  Employment-Related Fraud 1,094 22%
2 Credit Card Fraud 835 17%
3 Phone or Utilities Fraud 599 12%
4 Government Documents or Benefits Fraud 541 11%
5  Bank Fraud’ 486 10%
6  Loan Fraud 213 4%

Other 1,262 25%

Attempted Identity Theft 256 5%

IPercentages are based on the 4,983 victims reporting from Colorado. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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CONNECTICUT
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 11,583

Fraud and Other Complaints Count from Connecticut Consumers = 8,552

Top 10 Fraud and Other Complaint Categories Reported by Connecticut Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 867 10%
2 Shop-at-Home and Catalog Sales 571 7%
3 Foreign Money Offers and Counterfeit Check Scams 560 7%
4 Internet Services 492 6%
5 Prizes, Sweepstakes and Lotteries 472 6%
6 Credit Bureaus, Information Furnishers and Report Users 356 4%
7 Computer Equipment and Software 239 3%
8 Banks and Lenders 218 3%
9 Advance-Fee Loans and Credit Protection/Repair 203 2%
10 Auto Related Complaints 197 2%

Percentages are based on the total number of CSN fraud and other complaints from Connecticut consumers (8,552).

Identity Theft Complaints Count from Connecticut Victims = 3,031

Identity Theft Types Reported by Connecticut Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 668 22%
2 Phone or Utilities Fraud 470 16%
3 Employment-Related Fraud 370 12%
4 Government Documents or Benefits Fraud 341 11%
5  Bank Fraud’ 325 11%
6  Loan Fraud 109 4%

Other 758 25%

Attempted Identity Theft 171 6%

IPercentages are based on the 3,031 victims reporting from Connecticut. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 3,389

Fraud and Other Complaints Count from Delaware Consumers = 2,630

Top 10 Fraud and Other Complaint Categories Reported by Delaware Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 437 17%
2 Credit Bureaus, Information Furnishers and Report Users 154 6%
3 Internet Services 139 5%
4 Shop-at-Home and Catalog Sales 129 5%
5 Banks and Lenders 102 4%
6 Foreign Money Offers and Counterfeit Check Scams 94 4%
7 Prizes, Sweepstakes and Lotteries &4 3%
8 Computer Equipment and Software 83 3%
9 Advance-Fee Loans and Credit Protection/Repair 71 3%
10 Credit Cards 67 3%

IPercentages are based on the total number of CSN fraud and other complaints from Delaware consumers (2,630).

Identity Theft Complaints Count from Delaware Victims = 759

Identity Theft Types Reported by Delaware Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 155 20%
2 Phone or Utilities Fraud 133 18%
3 Government Documents or Benefits Fraud 93 12%
4 Bank Fraud’ 78 10%
5  Employment-Related Fraud 73 10%
6  Loan Fraud 43 6%

Other 167 22%

Attempted Identity Theft 57 8%

IPercentages are based on the 759 victims reporting from Delaware. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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DISTRICT OF COLUMBIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 3,664

Fraud and Other Complaints Count from District of Columbia Consumers = 2,685

Top 10 Fraud and Other Complaint Categories Reported by District of Columbia Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 375 14%
2 Internet Services 182 7%
3 Credit Bureaus, Information Furnishers and Report Users 166 6%
4 Shop-at-Home and Catalog Sales 136 5%
5 Prizes, Sweepstakes and Lotteries 91 3%
6 Banks and Lenders 89 3%
7 Foreign Money Offers and Counterfeit Check Scams 82 3%
8 Telecom Equipment and Mobile Services 65 2%
9 Auto Related Complaints 63 2%
10 Computer Equipment and Software 58 2%
11 Credit Cards 58 2%

IPercentages are based on the total number of CSN fraud and other complaints from District of Columbia consumers (2,685).

Identity Theft Complaints Count from District of Columbia Victims = 979

Identity Theft Types Reported by District of Columbia Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 208 21%
2 Bank Fraud® 168 17%
3 Government Documents or Benefits Fraud 159 16%
4 Phone or Utilities Fraud 113 12%
5  Employment-Related Fraud 67 7%
6  Loan Fraud 57 6%

Other 230 23%

Attempted Identity Theft 54 6%

IPercentages are based on the 979 victims reporting from District of Columbia. Note that CSN identity
theft complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 81,912

Fraud and Other Complaints Count from Florida Consumers = 57,472

Top 10 Fraud and Other Complaint Categories Reported by Florida Consumers

Rank

Top Categories

Complaints Percentage1

1

0 3N D bW

10

Percentages are based on the total number of CSN fraud and other complaints from Florida consumers (57,472).

Third Party and Creditor Debt Collection

Credit Bureaus, Information Furnishers and Report Users

Internet Services
Shop-at-Home and Catalog Sales

Foreign Money Offers and Counterfeit Check Scams

Banks and Lenders

Prizes, Sweepstakes and Lotteries

Business Opportunities, Employment Agencies and Work-

at-Home Plans

Telecom Equipment and Mobile Services

Internet Auction

8,403
3,284
3,226
2,841
2,552
1,966
1,771
1,485

1,466
1,194

15%
6%
6%
5%
4%
3%
3%
3%

3%
2%

Identity Theft Complaints Count from Florida Victims = 24,440

Identity Theft Types Reported by Florida Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 4,973 20%
2 Government Documents or Benefits Fraud 4,466 18%
3 Bank Fraud® 3,135 13%
4  Employment-Related Fraud 2,413 10%
5 Phone or Utilities Fraud 2,327 10%
6  Loan Fraud 1,010 4%

Other 6,199 25%

Attempted Identity Theft 1,432 6%

IPercentages are based on the 24,440 victims reporting from Florida. Note that CSN identity theft

complaints may be coded under multiple theft types.

2Includes fraud involving checking and savings accounts and electronic fund transfers.
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GEORGIA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 38,218

Fraud and Other Complaints Count from Georgia Consumers = 27,470

Top 10 Fraud and Other Complaint Categories Reported by Georgia Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 4,430 16%
2 Internet Services 1,455 5%
3 Credit Bureaus, Information Furnishers and Report Users 1,439 5%
4 Shop-at-Home and Catalog Sales 1,239 5%
5 Television and Electronic Media 1,229 4%
6 Foreign Money Offers and Counterfeit Check Scams 1,017 4%
7 Banks and Lenders 911 3%
8 Prizes, Sweepstakes and Lotteries 861 3%
9 Telecom Equipment and Mobile Services 844 3%
10 Business Opportunities, Employment Agencies and Work- 712 3%

at-Home Plans

IPercentages are based on the total number of CSN fraud and other complaints from Georgia consumers (27,470).

Identity Theft Complaints Count from Georgia Victims = 10,748

Identity Theft Types Reported by Georgia Victims

Rank Identity Theft Type Complaints Percentage1

1 Government Documents or Benefits Fraud 2,488 23%
2 Credit Card Fraud 1,906 18%
3 Bank Fraud® 1,348 13%
4 Phone or Utilities Fraud 1,170 11%
5  Employment-Related Fraud 968 9%
6  Loan Fraud 426 4%

Other 2,595 24%

Attempted Identity Theft 590 5%

IPercentages are based on the 10,748 victims reporting from Georgia. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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HAWAII
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 4,400

Fraud and Other Complaints Count from Hawaii Consumers = 3,689

Top 10 Fraud and Other Complaint Categories Reported by Hawaii Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 343 9%
2 Shop-at-Home and Catalog Sales 229 6%
3 Internet Services 225 6%
4 Foreign Money Offers and Counterfeit Check Scams 210 6%
5 Prizes, Sweepstakes and Lotteries 171 5%
6 Telecom Equipment and Mobile Services 124 3%
7 Computer Equipment and Software 118 3%
8 Credit Bureaus, Information Furnishers and Report Users 113 3%
9 Banks and Lenders 91 2%
10 Business Opportunities, Employment Agencies and Work- 88 2%

at-Home Plans

IPercentages are based on the total number of CSN fraud and other complaints from Hawaii consumers (3,689).

Identity Theft Complaints Count from Hawaii Victims = 711

Identity Theft Types Reported by Hawaii Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 188 26%
2 Bank Fraud® 93 13%
3 Phone or Utilities Fraud 76 11%
4 Government Documents or Benefits Fraud 62 9%
5  Employment-Related Fraud 45 6%
6  Loan Fraud 27 4%

Other 199 28%

Attempted Identity Theft 50 7%

IPercentages are based on the 711 victims reporting from Hawaii. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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IDAHO
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 4,837

Fraud and Other Complaints Count from Idaho Consumers = 3,970

Top 10 Fraud and Other Complaint Categories Reported by Idaho Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 348 9%
2 Internet Services 271 7%
3 Shop-at-Home and Catalog Sales 237 6%
4 Foreign Money Offers and Counterfeit Check Scams 186 5%
5 Television and Electronic Media 126 3%
6 Credit Bureaus, Information Furnishers and Report Users 125 3%
7 Prizes, Sweepstakes and Lotteries 124 3%
8 Advance-Fee Loans and Credit Protection/Repair 94 2%
9 Computer Equipment and Software 92 2%
10 Business Opportunities, Employment Agencies and Work- 88 2%

at-Home Plans

IPercentages are based on the total number of CSN fraud and other complaints from Idaho consumers (3,970).

Identity Theft Complaints Count from Idaho Victims = 867

Identity Theft Types Reported by Idaho Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 156 18%
2 Employment-Related Fraud 118 14%
3 Bank Fraud® 99 11%
4 Phone or Utilities Fraud 96 11%
5  Government Documents or Benefits Fraud 84 10%
6  Loan Fraud 42 5%

Other 236 27%

Attempted Identity Theft 60 7%

IPercentages are based on the 867 victims reporting from Idaho. Note that CSN identity theft complaints
may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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Consumer Sentinel Network Complaint Figures

January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 44,304

Fraud and Other Complaints Count from Illinois Consumers = 30,578

Top 10 Fraud and Other Complaint Categories Reported by Illinois Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 2,978 10%
2 Internet Services 1,782 6%
3 Shop-at-Home and Catalog Sales 1,727 6%
4 Television and Electronic Media 1,552 5%
5 Foreign Money Offers and Counterfeit Check Scams 1,282 4%
6 Prizes, Sweepstakes and Lotteries 1,218 4%
7 Telecom Equipment and Mobile Services 1,195 4%
8 Credit Bureaus, Information Furnishers and Report Users 1,188 4%
9 Health Care 895 3%
10 Computer Equipment and Software 856 3%

IPercentages are based on the total number of CSN fraud and other complaints from Illinois consumers (30,578).

Identity Theft Complaints Count from Illinois Victims = 13,726

Identity Theft Types Reported by Illinois Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 2,608 19%
2 Government Documents or Benefits Fraud 2,382 17%
3 Phone or Utilities Fraud 1,970 14%
4  Employment-Related Fraud 1,919 14%
5  Bank Fraud’ 1,350 10%
6  Loan Fraud 581 4%

Other 3,080 22%

Attempted Identity Theft 768 6%

IPercentages are based on the 13,726 victims reporting from Illinois. Note that CSN identity theft

complaints may be coded under multiple theft types.

2Includes fraud involving checking and savings accounts and electronic fund transfers.
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INDIANA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 19,748

Fraud and Other Complaints Count from Indiana Consumers = 15,159

Top 10 Fraud and Other Complaint Categories Reported by Indiana Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 1,679 11%
2 Prizes, Sweepstakes and Lotteries 1,016 7%
3 Internet Services 867 6%
4 Shop-at-Home and Catalog Sales 851 6%
5 Foreign Money Offers and Counterfeit Check Scams 783 5%
6 Television and Electronic Media 484 3%
7 Credit Bureaus, Information Furnishers and Report Users 461 3%
8 Business Opportunities, Employment Agencies and Work- 408 3%

at-Home Plans
9 Telecom Equipment and Mobile Services 402 3%
10 Banks and Lenders 356 2%

IPercentages are based on the total number of CSN fraud and other complaints from Indiana consumers (15,159).

Identity Theft Complaints Count from Indiana Victims = 4,589

Identity Theft Types Reported by Indiana Victims

Rank Identity Theft Type Complaints Percentage1

1 Phone or Utilities Fraud 894 19%
2 Credit Card Fraud 822 18%
3 Government Documents or Benefits Fraud 642 14%
4 Bank Fraud’ 487 11%
5  Employment-Related Fraud 467 10%
6  Loan Fraud 176 4%

Other 1,072 23%

Attempted Identity Theft 209 5%

IPercentages are based on the 4,589 victims reporting from Indiana. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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IOWA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 7,242

Fraud and Other Complaints Count from Iowa Consumers = 5,895

Top 10 Fraud and Other Complaint Categories Reported by lowa Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 568 10%
2 Shop-at-Home and Catalog Sales 447 8%
3 Internet Services 322 5%
4 Television and Electronic Media 274 5%
5 Foreign Money Offers and Counterfeit Check Scams 260 4%
6 Prizes, Sweepstakes and Lotteries 187 3%
7 Credit Bureaus, Information Furnishers and Report Users 172 3%
8 Telecom Equipment and Mobile Services 172 3%
9 Computer Equipment and Software 166 3%
10 Business Opportunities, Employment Agencies and Work- 158 3%

at-Home Plans

IPercentages are based on the total number of CSN fraud and other complaints from lowa consumers (5,895).

Identity Theft Complaints Count from Iowa Victims = 1,347

Identity Theft Types Reported by Iowa Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 322 24%
2 Employment-Related Fraud 169 13%
3 Phone or Utilities Fraud 163 12%
4 Government Documents or Benefits Fraud 155 12%
5  Bank Fraud’ 116 9%
6  Loan Fraud 49 4%

Other 352 26%

Attempted Identity Theft 88 7%

IPercentages are based on the 1,347 victims reporting from Iowa. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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KANSAS
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 9,106

Fraud and Other Complaints Count from Kansas Consumers = 7,101

Top 10 Fraud and Other Complaint Categories Reported by Kansas Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 750 11%
2 Shop-at-Home and Catalog Sales 399 6%
3 Internet Services 389 5%
4 Foreign Money Offers and Counterfeit Check Scams 307 4%
5 Prizes, Sweepstakes and Lotteries 266 4%
6 Telecom Equipment and Mobile Services 216 3%
7 Credit Bureaus, Information Furnishers and Report Users 201 3%
8 Television and Electronic Media 176 2%
9 Business Opportunities, Employment Agencies and Work- 165 2%

at-Home Plans
10 Banks and Lenders 163 2%

Percentages are based on the total number of CSN fraud and other complaints from Kansas consumers (7,101).

Identity Theft Complaints Count from Kansas Victims = 2,005

Identity Theft Types Reported by Kansas Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 402 20%
2 Employment-Related Fraud 290 14%
3 Phone or Utilities Fraud 266 13%
4 Bank Fraud’ 252 13%
5  Government Documents or Benefits Fraud 208 10%
6  Loan Fraud 80 4%

Other 512 26%

Attempted Identity Theft 117 6%

IPercentages are based on the 2,005 victims reporting from Kansas. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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KENTUCKY
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 10,569

Fraud and Other Complaints Count from Kentucky Consumers = 8,173

Top 10 Fraud and Other Complaint Categories Reported by Kentucky Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 1,021 12%
2 Shop-at-Home and Catalog Sales 498 6%
3 Internet Services 449 5%
4 Prizes, Sweepstakes and Lotteries 438 5%
5 Foreign Money Offers and Counterfeit Check Scams 341 4%
6 Credit Bureaus, Information Furnishers and Report Users 305 4%
7 Television and Electronic Media 290 4%
8 Computer Equipment and Software 253 3%
9 Telecom Equipment and Mobile Services 211 3%
10 Business Opportunities, Employment Agencies and Work- 210 3%

at-Home Plans

IPercentages are based on the total number of CSN fraud and other complaints from Kentucky consumers (8,173).

Identity Theft Complaints Count from Kentucky Victims = 2,396

Identity Theft Types Reported by Kentucky Victims

Rank Identity Theft Type Complaints Percentage1

1 Credit Card Fraud 503 21%
2 Phone or Utilities Fraud 418 17%
3 Government Documents or Benefits Fraud 288 12%
4 Bank Fraud’ 255 11%
5  Employment-Related Fraud 182 8%
6  Loan Fraud 102 4%

Other 611 26%

Attempted Identity Theft 141 6%

IPercentages are based on the 2,396 victims reporting from Kentucky. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.

Federal Trade Commission Page 35 of 98 Released February 26, 2009



A LLEFY
CONSUMER
MNETWORK

LOUISIANA
Consumer Sentinel Network Complaint Figures
January 1 - December 31, 2008

Total Number of Identity Theft, Fraud and Other Consumer Complaints = 12,797

Fraud and Other Complaints Count from Louisiana Consumers = 8,978

Top 10 Fraud and Other Complaint Categories Reported by Louisiana Consumers

Rank  Top Categories Complaints Percentage1
1 Third Party and Creditor Debt Collection 1,090 12%
2 Internet Services 477 5%
3 Shop-at-Home and Catalog Sales 477 5%
4 Foreign Money Offers and Counterfeit Check Scams 449 5%
5 Television and Electronic Media 426 5%
6 Credit Bureaus, Information Furnishers and Report Users 347 4%
7 Prizes, Sweepstakes and Lotteries 345 4%
8 Telecom Equipment and Mobile Services 277 3%
9 Banks and Lenders 231 3%
10 Advance-Fee Loans and Credit Protection/Repair 206 2%

IPercentages are based on the total number of CSN fraud and other complaints from Louisiana consumers (8,978).

Identity Theft Complaints Count from Louisiana Victims = 3,819

Identity Theft Types Reported by Louisiana Victims

Rank Identity Theft Type Complaints Percentage1

1 Government Documents or Benefits Fraud 1,040 27%
2 Credit Card Fraud 688 18%
3 Phone or Utilities Fraud 436 11%
4  Bank Fraud’ 398 10%
5  Employment-Related Fraud 283 7%
6  Loan Fraud 164 4%

Other 819 21%

Attempted Identity Theft 200 5%

IPercentages are based on the 3,819 victims reporting from Louisiana. Note that CSN identity theft
complaints may be coded under multiple theft types.
2Includes fraud involving checking and savings accounts and electronic fund transfers.
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