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Use of Same Username and
Password Predominates Online

Use the same username and password
at all or most sites

53%

Write usernames and passwords on a
piece of paper & keep near computer

25%

Request password reminders from the
sSite

17%

Mostly use a password/form helper

7%

application like Gator or Passport

Some other way

22%

Don't visit sites that require usernames

] 2%

and passwords

0% AT 50% 75% 100%

Question: How do you typically remember usernames and passwords? (Select all that apply)

Jupiter ©2002Jupiter Research | Source: Jupiter/The NPD Group, Inc. Consumer Survey (4/02), n = 2287 (US only) 2
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Almost 70 Percent of Consumers
Worry Their Privacy Is at Risk

0St privae
statements
are simple
and easy to

| worry my
privacy is at
risk on the
Internet

Before
egistering, |
always read thel
privacy

26%
Strongly agree

Agree
O Neither
Disagree

70% are worried
31% find statements easy
40% read before registering

[ Strongly disagree

::::’ Jupiter ©2002 Jupiter Research | Source: Jupiter/The NPD Group, Inc. Consumer Survey (3/02), n = 2097 (US only) 3
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Credit Card Security Still the
Major Inhibitor for Non-buyers

Better security for credit card/personal info ﬂ 51%
Better prices H45%

Ability to return merchandise easily Y 38%
Greater trust in particular online merchants 31%
Ability to get answers/advice from merchant 2804
Easier to comparison shop 25%
Better information about products 24%
Easier to find items hm Browser O Neither browse nor buy
Faster delivery
Greater familiarity with online purchasing
Easier to order
Availability of loyalty rewards
Better presentation of products

Quicker to complete buying process 12%
Nothing |j———5e—— 20%
0% 25% 50% 75% 100%

Question: What would have to improve for you to start buying products online this year?

w0l Jupiter ©2002 Jupiter Research | Source: Jupiter/NPD Individual User Survey 2001, 5/01, N=3,150 (US Only) 4
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Experienced Buyers Seek Better
Prices and Comparison Shopping

_
Price ﬂ—wO_l 74%
Better security for credit card/personal info ﬂ%%

Ability to return merchandise easily _—39673%
Easier to comparison shop —38%3%

Easier to find items %106
Better product specifications —-33%8%
Get answers to my questions 9847

Faster delivery _fg%%%
%

Easier to order
Trust in the online merchant 28%

Quicker to complete buying process __ 23%
Loyalty rewards (e.g. frequent flier points)
Better images/pictures of products
Greater familiarity with the Internet
Nothing

33%

(0]

18%
17%
14%

0% 25% 50% 75% 100%

Less than 2 years @More than 5years
Question: What would motivate you to buy more products online this year?

Jupiter © 2002 Jupiter Research | Source: Jupiter/NPD Retail Survey 2001, 3/01, N=3,620 online buyers (US Only) 5
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PIN and Passwords Will be Additional
Online Authentication Consumers Desire

49%

Type in a 4-digit PIN number

Type in a password created by the
credit card company

Swipe my credit card through a reader
attached to my computer

Fingerprint or face recognition through
a camera connected to my computer

Download identification software

Provide my social security number or
mother's maiden name

Voice recognition through a microphone
connected to my computer

Answer a question about recent charges
made to my credit card

Do not feel there is any need to increase 14%
credit card protection

12%

12%

None of these methods 15%

0% 200 40% 60% 80% 100%

Consumers, banks, credit card issuers, and merchants are concerned about the safety and integrity of credit card information online
Which of the following security measures would you be most willing to use when
making purchases online? (Select up to three)

sas Jupiter © 2002 Jupiter Research | Source: Jupiter Consumer Survey, 8/01, n=2,058 (US Only) 6
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While Consumers See Less Need for
Offline Protection, Willingness Apparent

Type in a 4-digit PIN number 50%

Swipe an identification card through a reader

Fingerprint or face recognition through
a camera

Type in a password created by the
credit card company

Voice recognition through a microphone

Provide my social security number

or mother's maiden name

Answer a question about recent charges
made to my credit card

Don't see need to increase protection 24%

Do not make credit card purchases ]5%

0% 20% 40% 60% 80% 100%

Which of the following security measures would you most prefer to use when making credit card purchases at physical stores?
(Select up to three)

sas Jupiter © 2002 Jupiter Research | Source: Jupiter Consumer Survey, 8/01, n=2,058 (US Only) 7
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Payments: Chief Consolidation
Objections are Security and Price

Bank might charge fee unwilling to pay

Concerned someone might access bills
online
Concerned billers can access additional

info about me
Concerned not all bills would be available

online
| prefer to view bills at biller websites

Too difficult to set up and provide all
billers’ contact/account info

Not able to receive biller incentives
Other

| have no concerns about such a program

0%

23%
20%
8%

1] 4%

1 2%
1 2%
1%
3%

13%

25% 50% 75% 100%

Question:Some banks offer a service where you can receive, store, and pay multiple billing statements (such as those from your credit card, phone, or
utilities provider) in one single secure location on your bank’s web site. What do you think the primary disadvantages of this type of service would be?

Jupiter ©2002Jupiter Research

Source: Jupiter/The NPD Group, Inc. Consumer Survey (3/02), n = 2097 (US only) 3
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Retall: Privacy/Security Concerns Will
Cost $25 Billion in US Online Sales

($ in billions)
$120 100%
$103.3
$100 $86.8 80% o
o =
c @)
5 $80 $70.2 c
= 60% 9
& $60 $55.0 %
® =
= 40% =
= $241 $30.0 $39.3 =
40 . S
5 ° — [1so, |20%]| |oow|| |21%|| [23%)] 20 5
$20 Sl — —— | | 20%
$3.7ﬂ;’ 8:0 | STTB | $15.0 |$195 |34
0 0%

2000 2001 2002 2003 2004 2005 2006

= Opportunity cost 10Online spending
-= % of commerce constrained

w0l Jupiter  ©2002 Jupiter Research | Source: Jupiter Research, April 2002 (US Only) 9
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Emphasize Transparency, Security
and Accountability in Privacy
Marketing Efforts

Consumer Confidence

Transparenc;/\Security/ Accountability

sTrustmarks *Better *Privacy executive as
Authentication part of CRM council
*Readable Consent
sIntrusion *Protect Records
sIndustry Standards Detection

*Track Internal and
*Best practices (e.g. *Audit Trails External Data Use
email)

2.0 Jupiter ©2002 Jupiter Research | Source: Jupiter Research, 03/02 &
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Additional Information

 Additional information available upon
request from:

— Rob Leathern, Analyst: (415) 503-6136,

— Chris Maher, Eastern VP Sales & Service:
(917) 534-6236, (917) 680-6028,

— Current Jupiter clients:
— Briefings requests:

w0 Jupiter  ©2002 Jupiter Research



