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          1    allowing spammers to go ahead and effectively avoid

          2    financial penalties.  I don't know if that's something

          3    that would be covered in a different section or not.

          4            MS. HARRINGTON-MCBRIDE:  No, I think we could

          5    handle that here.

          6            MR. STSAUVER:  So essentially the problem is is

          7    that if there are no financial consequences for

          8    spamming, if people are able to go ahead and spam with

          9    impunity, recognizing that they can shelter assets, I

         10    think we have a problem, and I think that's part of what

         11    we're seeing these days.

         12            MS. HARRINGTON-MCBRIDE:  Okay.

         13            MR. DAVIS:  This is Mike Davis.  You know the

         14    bankruptcy laws are changing right now.  Have you

         15    studied them closely, and do you know whether your

         16    opinion would be based on the laws that were in

         17    existence this year or before or whether your opinion is

         18    on the law as it's about to be enforced going forward?

         19            MR. STSAUVER:  Yes, I'm not an attorney is the

         20    first thing I should mention, but essentially it's based

         21    upon the historical things, not after the federal

         22    reforms that have taken place.

         23            MR. DAVIS:  Okay.

         24            MS. HIMELFARB:  Hi, Joe.  This is Allyson

         25    Himelfarb at the FTC.  You had mentioned affiliate
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          1    programs of a technological development that might

          2    impact the Act.  I wonder if you could talk a little bit

          3    more about that.

          4            MR. STSAUVER:  If you think about the affiliate

          5    programs, essentially what happens is someone who has a

          6    dubious product for sale may go ahead and go on a web

          7    site and actually recruit people to go ahead and act as

          8    spammers on their behalf.

          9            Those spammers are then of course compensated on

         10    the sales or the other metrics that they may be able to

         11    track, such as the number of views of a web site or a

         12    web page, and the problem that we run into, I think in

         13    part, is that that sort of affiliate program allows the

         14    actual spammer to install a layer of insulation between

         15    them and the world.

         16            They may go ahead and even include terms in

         17    their affiliate program that say, Don't spam, wink,

         18    wink, nudge, nudge, effectively saying yes, don't spam,

         19    I'm telling you officially, but we understand that's

         20    what you're going to go ahead and do, and the concern I

         21    guess I have is that it's sort of like "spam

         22    franchising."

         23            I think it would be a very bad thing to go ahead

         24    and allow that to continue unchecked.

         25            MR. EDELMAN:  This is Ben.  I'm also not an
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          1    attorney.  On the other hand I do have a bar exam coming

          2    up in six days.  As a result of that, I've been studying

          3    my torts textbooks, which reminds me of the common law

          4    cause of action for a negligent selection of independent

          5    contractors, a theory that would be an obvious legal

          6    strategy against those affiliate networks or affiliate

          7    product providers who are negligent in their selection

          8    of affiliates who then go on to send spam.  What Joe

          9    describes as to the diffusion of responsibility and

         10    consequences is exactly right, and it's consistent with

         11    what we're seeing in spam as well as in Spyware and

         12    Adware.

         13            I keep coming back there.  It may be annoying,

         14    but yet it's the same problem in that so long as there

         15    can be a finger pointing game, no one is necessarily

         16    held accountable.  A tough legal strategy grounded in

         17    that common law theory or some other might begin to

         18    diffuse the affiliate finger pointing and cause folks to

         19    take responsibility for what they and others acting on

         20    their behalf are doing.

         21            MS. HARRINGTON-MCBRIDE:  All right.

         22            MR. STSAUVER:  One more thing before we move on.

         23    Speaking about the affiliate program, that also kind of

         24    brings up the other thing that I think we're seeing more

         25    of right now, and that is the specialization of the
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          1    spamming industry, so at one point you may have had an

          2    image of a spammer having sort of a full service

          3    function.  He would go ahead and collect the addresses.

          4    He would go ahead and write the creative text.  He would

          5    go ahead and host the spamvertised web site.  He would

          6    actually send the spam.

          7            What you're really seeing now is far more in the

          8    way of specialization, niche providers that may go ahead

          9    and do one or another of those tasks but not all of them

         10    at the same time, and that level of

         11    professionalization I think has important implications

         12    because it allows for greater volume, greater

         13    sophistication.

         14            The other thing I would note is is that there's

         15    a distinct correlation between certain ISPs and

         16    spamming, and there's a distinct correlation between

         17    certain registration providers and spamming, and to the

         18    extent that those individuals have no consequences for

         19    their behavior, I think there are going to be continued

         20    problems.

         21            MS. HARRINGTON-MCBRIDE:  That's a very good

         22    point and something that I think we're aware of from our

         23    work in enforcement, and that is a good thing to raise.

         24            MR. STSAUVER:  In the other technological

         25    developments area, have you also considered the issue of

                                   For The Record, Inc.
                      (301) 870-8025 - www.ftrinc.net - (800) 921-5555



                                                                     32

          1    who is anonymization?

          2            MS. HARRINGTON-MCBRIDE:  Yes, if you mean the

          3    difficultly in identifying through the domain

          4    registration systems who runs a web site?

          5            MR. STSAUVER:  Well, essentially things like

          6    registrations by proxy providers so that essentially

          7    there's a cut out that can only be pierced by someone

          8    with legal authority?

          9            MS. HARRINGTON-MCBRIDE:  Yes.

         10            MR. STSAUVER:  I would distinguish that from

         11    whois data that's simply bogus, which is a separate but

         12    equally important problem.

         13            MS. HARRINGTON-MCBRIDE:  In the interest of

         14    making sure that we get to at least all of our points, I

         15    think you all have had a lot of interesting insight to

         16    the marketplace developments, and we will certainly be

         17    following those up.  The next topic we want to talk

         18    about is commercial Email that originates in or is

         19    transmitted through or to facilities or computers in

         20    other nations.

         21            That's a direct quote from the Act.  Congress

         22    wants us to include in our report analysis and

         23    recommendations on that issue including initiatives or

         24    policy positions that the United States could pursue,

         25    and I guess the place to begin here in our mind is to
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          1    figure out exactly what are the data sources that can

          2    best help us know what the trends are in the

          3    transmission of Email internationally.

          4            So to what extent does commercial Email that we

          5    receive here in the United States originate in or get

          6    transmitted through other countries, and is that a

          7    different number today than it was a year and a half

          8    ago?

          9            MR. EDELMAN:  This is Ben.  I think

         10    paradoxically the use of zombies could actually be

         11    making the international aspect of the problem smaller

         12    rather than larger over time, at least as a relative

         13    trend, that is, relative to the percent of spam.  So

         14    much of it is coming from zombies these days, so many of

         15    those within the United States, that the number that are

         16    coming from data centers in Moscow or something like

         17    that could be smaller than two years ago.

         18            MR. BELLOVIN:  This is Steve.  Don't forget

         19    Korea and Japan who have very high rates of broadband

         20    penetration at home.  You may have capital war zombies

         21    in those countries because of the much higher ratio of

         22    broadband adoption.

         23            MS. HARRINGTON-MCBRIDE:  Yes, the numbers on

         24    broadband access are stunning.  I was just looking at a

         25    report the other day on that.
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          1            MR. BELLOVIN:  Yes, it's also higher quality.

          2    It's faster broadband there in general, and the

          3    spammers -- this might go to the technological point.

          4    The spammers, when doing their scanning for zombies,

          5    they have a notion of call it neighborhoods on the

          6    Internet, certain IP address ranges that characteristic

          7    of certain kinds of destinations.  Home broadband today

          8    is a very fruitful source to scan because of the

          9    comparatively low rate of well administered systems.

         10            MS. HARRINGTON-MCBRIDE:  I'm sorry, I missed a

         11    word there.  I'm not sure if Debbie got it, what kind of

         12    administered system?

         13            MR. BELLOVIN:  Well administered.

         14            MS. HARRINGTON-MCBRIDE:  Just a little security

         15    means not well administered.

         16            MR. BELLOVIN:  Yes.

         17            MR. STSAUVER:  This is Joe.  The things that I

         18    see at work in terms of the international aspect, I

         19    think there are a growing number of sites that may be

         20    doing a wholesale filtering of overseas spam sources,

         21    so, for example, if I never get mail from Romania, there

         22    are people that simply may go ahead and say, Block all

         23    mail from Romania.

         24            I think it's also important to note from a

         25    spammer's point of view it's going to go ahead and be

                                   For The Record, Inc.
                      (301) 870-8025 - www.ftrinc.net - (800) 921-5555



                                                                     35

          1    harder for them to go ahead and get the sort of

          2    throughput they want from overseas sources than it is

          3    from domestic sources, and by that I mean there are

          4    actually doing to go ahead and be TCP/IP dynamics that

          5    impact the sort of throughput they can see, particularly

          6    over congested transoceanic links.

          7            I would also go ahead and note that many of the

          8    overseas spam related problems are not necessarily spam

          9    transmission, but overseas domain or overseas hosting of

         10    web sites.  For example, there are some OEMs, warez,

         11    software sites in Russia that are apparently extremely

         12    resistant to being taken down, and likewise some of the

         13    overseas domain registrars are extremely difficult to go

         14    ahead and work with.

         15            MR. BELLOVIN:  This is Steve.  I regularly get

         16    spammers with bulletproof hosting, which is the code

         17    word for do anything on this machine, we're not going to

         18    bother you.  It's a premium compared to the usual rates

         19    for that positing machine, for immunity, to keep you off

         20    from spamming or hacking or what have you.  Bulletproof

         21    hosting is the phrase.

         22            MS. HARRINGTON-MCBRIDE:  Okay.

         23            MR. STSAUVER:  I would also like to say a lot of

         24    the problems with international spam is actually

         25    associated with limited ability to go ahead and get law
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          1    enforcement information from overseas.

          2            The FBI has an international LEGAT, legal

          3    attach1s, a very small program, typically two or three

          4    legal attach1s serving all the attach1 function for the

          5    entire country of Brazil or Korea or a particular

          6    country, that sort of lack of resources in that role

          7    makes it hard for them to go ahead and handle the

          8    challenges of international terrorism, criminal issues,

          9    other white collar crimes as well as spam.  Spam simply

         10    is not of the same importance I think relative to things

         11    like terrorism.

         12            MS. HARRINGTON-MCBRIDE:  Yes, sort of Maslow's

         13    hierarchy of needs, right?  You can only handle so many

         14    primary problems at one time.

         15            MR. STSAUVER:  Right, and frankly I would have a

         16    hard time saying that a kidnapping is less worthy of

         17    attention than spam, so....

         18            MS. HARRINGTON-MCBRIDE:  I think that is

         19    probably fair.

         20            MR. EDELMAN:  This is Ben.  As to Joe's

         21    suggestion of blocking of Email from international

         22    sources.  Joe describes users or perhaps network

         23    operators who might do that intentionally with the

         24    authorization of recipients, a user deciding for him or

         25    herself that he or she does not want messages from say
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          1    Romania.

          2            There's a flip side to this problem, which is

          3    ISPs or others making such decisions on behalf of users

          4    for which they do not have legitimate bona fide

          5    contractual authority to, in fact, begin to discard

          6    Email.  And on that note, of course, there's the

          7    consumer class action litigation and arbitration against

          8    Verizon which was alleged to have begun filtering out

          9    most Email, at least from Europe, perhaps elsewhere,

         10    subject to confirmatory discovery, I suppose late last

         11    year and continuing into early this year.  That would be

         12    a matter well worth watching closely.

         13            MR. BELLOVIN:  That was well reported on places

         14    like the NANOG mailing list.

         15            MR. EDELMAN:  Right.  You should be able to get

         16    case documents through some sort of subpoena power at

         17    the FTC in order to learn more about what's going on,

         18    even to the extent that the parties' discussions are

         19    otherwise confidential.

         20            MR. STSAUVER:  The other I think I would also

         21    mention in terms of the international dimension is I

         22    think more attention needs to be paid to the financial

         23    aspects associated with spam, so if you go ahead and

         24    think about a lot of the services that are being

         25    provisioned overseas, they're being provisioned from
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          1    American concerns to an overseas providers.

          2            If you go ahead and track that sort of financial

          3    channel, I think that would be a very profitable

          4    approach to take.  In particular, if you look at the

          5    favored ways of transferring money into the spam crowd,

          6    you see things like Western Union.

          7            MS. HARRINGTON-MCBRIDE:  Okay.

          8            MR. BELLOVIN:  This is Steve.  I would agree on

          9    that, and taking it a step further, that there seems to

         10    be American resident individuals and companies for

         11    operating their spam engines elsewhere but selling their

         12    services to other American companies, trying -- you have

         13    to try to take those out of the reach of the CAN-SPAM

         14    Act.  I have seen the claim.  I have not verified it.

         15    It might be worth checking out.

         16            MS. HARRINGTON-MCBRIDE:  Okay.  One suggestion

         17    is that we should work through already available

         18    international channels such as through the international

         19    banking community and the credit card processing

         20    structure, that there could be ways in which cooperative

         21    efforts internationally could result in more immediate

         22    penalties for those who spam, if we were to work through

         23    existing structures, if governments were to, not the

         24    FTC, but that the U.S. government and U.S. government

         25    were to utilize some kind of existing channel.
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          1            Is that something any of you have given any

          2    thought to or does that idea have any initial appeal if

          3    it's not something that you have thought about before?

          4            MR. BELLOVIN:  This is Steve.  I haven't looked

          5    at it.  I suspect the issue is going to be willingness

          6    and ability to enforce anti-spam laws in various

          7    countries, and I think the countries where we have the

          8    most success with that are not for the most part the

          9    sources of the problems or the governments are

         10    capable -- just like the U.S. government has not been

         11    able to do very much about the billions of zombie

         12    machines within the U.S., I doubt that European

         13    governments could do much better.

         14            I would say governments with let's call it more

         15    emphasis on controlling what people do on the Internet

         16    like China have not had the particular inclination to

         17    actually do anything, so the problem I think is a

         18    combination of the will and the ability.  I don't think

         19    it's a question of the structures.

         20            MS. HARRINGTON-MCBRIDE:  Okay.

         21            MR. STSAUVER:  This is Joe.  I would also flag

         22    the issue of international corruption.  While we go

         23    ahead and assume there is always going to be a

         24    responsible authority in every institution, every state,

         25    I don't think that can necessarily be assumed for some
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          1    international locations.

          2            MS. HARRINGTON-MCBRIDE:  Okay.  You all had

          3    mentioned the idea that questionable bulletproof hosting

          4    services, particularly those based in other countries,

          5    provide an opportunity for spammers and make it very

          6    difficult for law enforcement.

          7            Do you have any thoughts about ways in which

          8    future legislation might be able to impact that problem?

          9            MR. BELLOVIN:  This is Steve.  I don't think

         10    it's a legislative problem.  What they're saying is

         11    we're not going to look at what we're doing.  Often it's

         12    because they're located in a country, often China,

         13    without a legal regime that wants to do anything about

         14    it.

         15            Within the U.S. there is no law -- this might be

         16    worth thinking about.  There is no law barring ISPs from

         17    providing service to spammers.  There are persistent

         18    rumors about some ISPs saying they won't provide

         19    connectivity to spammers but actually doing it.

         20            It might be worth seeing some legislation that

         21    could be drafted about knowingly providing service to

         22    people who violate the CAN-SPAM Act, but again it's not

         23    going to do anything about some of these overseas

         24    places.

         25            MS. HARRINGTON-MCBRIDE:  Okay.  And in this
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          1    section of the Act, Congress asks us to look at, in

          2    addition to legislative solutions that obviously can

          3    only be implemented domestically, initiatives or policy

          4    positions that the U.S. could pursue, so I'm thinking in

          5    this area of more cooperative efforts with other

          6    governments, those that are open to the idea of trying

          7    to work on this problem collaberatively.

          8            You may all be aware of the FTC's work

          9    internationally on spam in particular, but certainly all

         10    law enforcement relating to consumer protection, and

         11    we've worked with the OECD and through a group developed

         12    called the London Action Plan to work with dozens of

         13    other countries, who are similarly concerned about the

         14    rising volume of Email, about spam, about fraud that

         15    occurs on the Internet and to try to craft solutions.

         16            So in some of those forum, there may be an

         17    opportunity to at least try out certain ideas.  I would

         18    almost ask you to think outside the box.  It wouldn't

         19    necessarily have to be a full blown legislative

         20    proposal, but rather if you have any ideas for ways in

         21    which we might be able to start collaborating better

         22    internationally, that's something that I think that

         23    Congress would be interested in hearing, and we would

         24    certainly put in our report.

         25            MR. STSAUVER:  This is Joe.  I think it would be
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          1    very interesting to go ahead and actually have a finding

          2    that a country is or is not making adequate progress to

          3    controlling spam related issues, have that sort of a

          4    determination being a condition for things like foreign

          5    aid or other trade benefits or to go ahead and actually

          6    also ensure that ISPs that provide government services

          7    on contract to the federal government to make sure that

          8    they also have been found to be taking all practical

          9    measures to control spam from their networks, so use the

         10    procurement hammer as it were.

         11            MS. HARRINGTON-MCBRIDE:  Okay.  Do you all have

         12    any thoughts about the best sources of data by which we

         13    could measure the amount of spam transmitted

         14    internationally as of post December 2003 and now?

         15            MR. BELLOVIN:  This is Steve.  We've been seeing

         16    regularly tied to press releases about the subject.  I

         17    haven't tracked them, who is doing what or what the

         18    sources are, but I would talk to somebody in the

         19    anti-spam companies like Bright Mail and so on and find

         20    out what data they've got.

         21            For that matter, AOL has actually got a very

         22    interesting -- one of the many anti-spam things that AOL

         23    does is they build up a list close to real time on the

         24    IP addresses that are sending spam, and then they use

         25    their routers to block bad IP addresses for some length
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          1    of time, which means that IP addresses are pretty

          2    closely tried to geography, and that means that list

          3    will tell you where the spam sources are.

          4            MS. HARRINGTON-MCBRIDE:  All right.

          5            MR. BELLOVIN:  So they may have some very good

          6    data they could share with you.

          7            MS. HARRINGTON-MCBRIDE:  Let's talk a little bit

          8    about our third issue, which is protecting consumers,

          9    including children, from receipt and viewing of

         10    commercial Email that is obscene or pornographic, and I

         11    guess I would like to start here.

         12             You all are probably aware of the FTC's

         13    rulemaking in this area pursuant to the CAN-SPAM Act

         14    last April.  We completed a rulemaking, which we called

         15    a sexually explicit labeling rule, that requires that

         16    Email containing sexually explicit imagery contain a

         17    subject header statement to that effect and also a Brown

         18    Paper Wrapper, if you will, that is, the pornographic

         19    images should not be immediately viewable upon opening

         20    the message.

         21            Rather they should be accessible only by sort of

         22    an affirmative act of the recipient, and I wonder if you

         23    have any thoughts about the effectiveness of this rule

         24    or ways that it might be improved or the Act might be

         25    improved?

                                   For The Record, Inc.
                      (301) 870-8025 - www.ftrinc.net - (800) 921-5555



                                                                     44

          1            MR. BELLOVIN:  This is Steve.  I doubt it's

          2    particularly effective.  On the other hand, I probably

          3    wouldn't see such spam because it would undoubtedly be

          4    in the default installation for Spam Assassin.

          5            MS. HARRINGTON-MCBRIDE:  Okay.

          6            MR. BELLOVIN:  But that's precisely why it's not

          7    going to be used particularly much.

          8            MR. STSAUVER:  This is Joe.  I would note that

          9    what you're really seeing in part is the dominance of

         10    graphical mail clients, so if you think about clients

         11    like Outlook or Thunderbirds or things of that sort that

         12    are going to go ahead and readily display multimedia

         13    enriched mail content, that's going to be more of a

         14    problem than for someone who is using a plain text only

         15    Email client.

         16            So to the extent that you can encourage the mail

         17    client producing industry to go ahead and actually give

         18    you an option to go ahead and not see images in mail,

         19    that is easy for folks to configure, I think that would

         20    really eliminate really a lot of the offensive content.

         21            Yes, you would still have offensive text

         22    potentially, but you would not necessarily have

         23    offensive images being displayed as soon as the message

         24    pops up, and, yes, I know you can theoretically

         25    configure it now, but the reality is it's still too hard
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          1    for folks.

          2            MR. BELLOVIN:  This is Steve.  First of all, I

          3    don't think there's a chance that they would listen

          4    because there's too much stuff that people want to get

          5    that way, and the mail clients are composing stuff in

          6    HTML.  Second, you have the prevalent growth of the

          7    web-based mailers, Hotmail and Gmail, Yahoo Mail, and so

          8    on, which while those are HTML, getting in with an

          9    ordinary browser, you have to have your browser

         10    configured to don't display images by default from this

         11    site, people aren't going to do that.

         12            MR. STSAUVER:  Just to follow up, I'm actually

         13    talking about having say the Hotmail interface actually

         14    have an option that would say, Don't show me images at

         15    all in my mail.

         16            MR. BELLOVIN:  I see what you're saying.  You

         17    could do that, but I don't think they would, but it's

         18    potentially feasible.

         19            MR. STSAUVER:  Is there any interest in actually

         20    touching on the state action in this regard, too, the

         21    Michigan and Utah action to go ahead and control spam to

         22    minors?

         23            MS. HARRINGTON-MCBRIDE:  It's something we're

         24    aware of.  Do you have thoughts about that?

         25            MR. STSAUVER:  I think it's a very positive
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          1    step.  I think it's also going to be very difficult for

          2    an Email sender to know if someone is a Michigan or Utah

          3    resident.

          4            MS. HARRINGTON-MCBRIDE:  Okay.

          5            MR. BELLOVIN:  Yes, that's going to be something

          6    that could be very -- I guess that case in Virginia with

          7    Virginia's anti-spam law, whether or not it's going to

          8    stand up on appeal is for precisely that reason, whether

          9    or not there was enough connection, knowledge.  It will

         10    be interesting to see what happens with that.

         11            MS. HARRINGTON-MCBRIDE:  Uh-huh.  There's some

         12    existing technology that's implemented by ISPs to allow,

         13    as Joe suggests, recipients to readily configure their

         14    systems or it's done on a non voluntary basis.  It's

         15    simply done for everyone that uses a particular ISP to

         16    block images.

         17            Is that approach a good one?  Should it happen

         18    at that level or as Joe suggests mail clients, where is

         19    the appropriate point of blockage or the most

         20    efficacious place perhaps?

         21            MR. BELLOVIN:  This is Steve.  I suspect ISPs

         22    would -- there are different classes of Email.  If

         23    you're reading your Email via a web whatever, it has to

         24    be done at the ISPs as a practical matter.  If you're

         25    reading your Email via a client like Outlook or
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          1    Thunderbird, where it's being downloaded, what you

          2    receive, attachments could be converted and stored and

          3    you have to click to view it, but I think that would be

          4    unpleasant enough for many people that that would have

          5    to be done in the client.

          6            The web-based ISPs, the Gmail, Hotmail, and so

          7    on, might actually like the suggestion because it would

          8    reduce their bandwidth demands.  They don't want to

          9    spend the bandwidth display on pictures that people

         10    don't want to see.  They might actually be quite

         11    receptive to that.

         12            We can conduct this in combination with a white

         13    list.  You know that mail from your relative who just

         14    had a new baby, you want to display the image because

         15    you want to see the image or perhaps not because you

         16    have had too many of them but you don't have to tell a

         17    relative that.

         18            But if suitably done, that might actually be

         19    attractive to Gmail, Hotmail and so on.  It would not

         20    work nearly as well I suspect for downloaded Email where

         21    it's more unpleasant interactions for the user to

         22    actually retrieve the images if desired.

         23            MR. STSAUVER:  This is Joe.  The feedback

         24    channel is also something that I think needs to be

         25    enhanced, and so, for example, if you go ahead and
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          1    receive an Email that contains an offensive image, it

          2    would really be good if that offensive image's checksum

          3    could go ahead and be recorded, and then if you go ahead

          4    and receive enough mail complaints for that checksum,

          5    action can be taken on that.

          6            The problem is I'm not sure that sort of

          7    checksumming and reporting is happening in any kind of a

          8    consistent way.  There are certainly things like DCC and

          9    some other collaborative efforts that are out there, but

         10    they're not as widespread as they might be, and they're

         11    not integrated into consumer interfaces like Outlook by

         12    default.

         13            MR. BELLOVIN:  The ones that are there are

         14    concentrating more on text than images to my knowledge.

         15            MR. STSAUVER:  Correct.

         16            MS. HARRINGTON-MCBRIDE:  That's a technology

         17    that could be useful in this area.

         18            MR. STSAUVER:  I would certainly think so, and

         19    it also goes ahead and ties in very well with things

         20    like trying to go ahead and block child porn and other

         21    particularly offensive categories of imagery.

         22            MS. HARRINGTON-MCBRIDE:  How effective are the

         23    methods that consumers can install on their own

         24    machines, the filtering devices that they can use to try

         25    to block receipt and viewing of pornographic images
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          1    regardless of what happened upstream?  What can they do

          2    at their desktop that might be effective?

          3            MR. BELLOVIN:  This is Steve.  As a technical

          4    matter, the notion of white listing correspondence can

          5    be done at the ISP or on the desktop.  I have two little

          6    personal experiences with Outlook to know how easy it is

          7    to do that from a client.

          8             AOL does it very nicely for its users, and

          9    particularly for the kid accounts, to only accept Email

         10    from other parties that the parents have permitted, and

         11    for young children that's probably the simplest and best

         12    solution.  It wouldn't work well for teenagers but would

         13    work well for young children.

         14            MS. HARRINGTON-MCBRIDE:  Okay.

         15            MR. STSAUVER:  My concern with the desktop

         16    solution is the scaleability.  If you go ahead and think

         17    about the way people go ahead and manage their desktop

         18    machines, they're already faced with issues such as

         19    keeping them patched, dealing with anti-virus, anti-

         20    spyware.  Now they have to also deal with anti-spamware

         21    on the desktop.

         22            And if that were to be the case, I worry that it

         23    might distract them from the more pressing issues of

         24    keeping the machine patched, keeping it virus free and

         25    so on.
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          1            I also wonder of the extent to which people are

          2    willing to devote substantial amounts of time to going

          3    ahead and managing an anti-spam component on the

          4    desktop, are they willing to go ahead and train

          5    particular filters, are they willing to go ahead and

          6    continually update things that may really be fairly

          7    sophisticated.

          8            MR. BELLOVIN:  Those are very serious concerns.

          9    The user ability aspect is very crucial here.

         10            MS. HARRINGTON-MCBRIDE:  Any other thoughts,

         11    specifically about the Act and its effectiveness in the

         12    provisions that required the rulemaking that the FTC did

         13    on sexually explicit labeling and blocking or anything

         14    else that could be done within the context of

         15    legislation to help with the problem?

         16            MR. BELLOVIN:  The main thing I would like is

         17    the FTC rulemaking on a related subject, which is

         18    Spyware, Adware, malware, that's downloaded by means of

         19    deceitful license agreements and other deceptive

         20    techniques.

         21            I think the FTC has very clear authority to ban

         22    that sort of deceptive practice, and given what that can

         23    turn people's machines into, I think that would be a

         24    good thing to do.  It's slightly but not completely out

         25    of scope for this call.
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          1            MS. HARRINGTON-MCBRIDE:  Okay.

          2            MR. EDELMAN:  I think Steve is exactly right.  I

          3    emphasize the connection.  This for me is a bit of a

          4    sore point I guess to have watched FTC in action for so

          5    many months and years on end, with a few exceptions of

          6    small steps being taken.  But it really is a problem

          7    here in that allowing one set of Internet marketing

          8    practices to get out of control turns out to have

          9    collateral effects on other practices, such that your

         10    colleagues down the hall who are working (or aren't

         11    working) on another set of problems can make your

         12    problem on your side of the building even worse.

         13            MS. HARRINGTON-MCBRIDE:  The two related issues

         14    you're seeing there are spam and Spyware.

         15            MR. EDELMAN:  Precisely, that the increased

         16    deployment of Spyware installed through various

         17    deceitful methods makes it easier to send spam by

         18    obtaining zombie-type access to user's computers.  Step

         19    one, you sneak on to a user's security either through a

         20    security exploit or through some incredible license

         21    agreement conundrum that by all rights is a violation of

         22    the FTC Act but the FTC hasn't taken any action to

         23    indicate its view that this is an unlawful practice, and

         24    so the practice is in fact ratified by the FTC's failure

         25    to take action there.
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          1            In step two, the purveyors of such software have

          2    millions or tens of millions of infected PCs from which

          3    they can send their spam.  And here we are then with

          4    that many more spams to deal with.  So that's how the

          5    two in my view are linked.

          6            MR. STSAUVER:  In the specific context of the

          7    porn issue too, I would note and appreciate the fact

          8    that you went ahead and have those six porn cases that

          9    were announced yesterday.

         10            MS. HARRINGTON-MCBRIDE:  Yes.

         11            MR. STSAUVER:  The concern I have is that I

         12    think there are so many more that are probably pending

         13    or that need to be pending that I'm not sure things are

         14    going to go ahead and scale, so I have some concern that

         15    there my be a desire for additional laws when we have

         16    probably plenty of laws with plenty of violators already

         17    in the queue, so I think it's important to go ahead and

         18    make sure that your resources for investigation and

         19    prosecution go ahead and are ramped up to go ahead and

         20    handle actually the load just for the existing laws

         21    before any additional laws get passed or at the same

         22    time additional laws get passed.

         23            MS. HARRINGTON-MCBRIDE:  Okay.

         24            MR. BELLOVIN:  This is Steve.  I want to express

         25    concerns and warn you away from certain directions of
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          1    action that I would think have bad side effects.

          2    Putting too much responsibility on the ISP also gives

          3    them too much power.

          4            For example, a commonly touted anecdote to spam

          5    is block outbound port 25 from consumer machines.  Force

          6    them to go through the ISP Gateway and some ISPs.

          7    Verizon is one example at least in the past, I don't

          8    know if it is still the case, you could not send Email

          9    through a Verizon gateway through anything other than

         10    your own registered post name and domain.

         11            Well, there's an analog there to local number

         12    portability of the FCC side of the house.  A lot of

         13    people I know like using permanent domain names, so they

         14    can switch ISPs without having to go change all their

         15    correspondence.  You don't want to give the ISPs that

         16    kind of power to lock users in even more.

         17            It's a delicate line, a delicate dance step, but

         18    it's something to be aware of.  When giving ISPs

         19    responsibility, you're giving them power.  You want to

         20    make sure that it doesn't have other bad

         21    anti-competitive or anti-innovation side effects.

         22            MS. HARRINGTON-MCBRIDE:  Okay.  Thank you,

         23    Steve.

         24            MR. STSAUVER:  This is Joe.  Following up on

         25    that, I think it's also important to note that a lot of
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          1    the mail authentication schemes that have been recently

          2    discussed, things like SFF and DomainKeys, are still

          3    very much experimental, and I know the FTC has had great

          4    hopes that they would provide a measurable improvement

          5    in the situation.

          6            I'm not sure they're going to go ahead and

          7    deliver that any time soon for a variety of fairly

          8    subtle technical reasons, but I think it's important for

          9    folks not to focus exclusively or primarily on those

         10    sorts of solutions in dealing with spam.

         11            So, for example, in terms of spam zombies, I

         12    think it's very important for ISPs to begin looking

         13    upstream to see who it is that's actually sending spam

         14    through their zombied customers, and I'm not sure that's

         15    an area that's gotten enough emphasis to date.

         16            MR. BELLOVIN:  I'm quite certain that SFF won't

         17    have any noticeable effect on spam, so there have

         18    already been reports that the spammers are the biggest

         19    users of these technologies, but it is -- my one last

         20    thought here is follow the money.  There isn't now the

         21    profit motive for hacking, which caused a wonderful

         22    increase in the ability of the hackers and the much more

         23    professional viruses we're seeing today.

         24            We have to try and find some economic way to

         25    create disincentives.  What it would be, I don't know,
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          1    but trying to go after the business side of it might be

          2    a more promising approach.

          3            MS. HARRINGTON-MCBRIDE:  Okay.

          4            MR. STSAUVER:  This is Joe.  In terms of the

          5    business side, I would also urge you to look at the

          6    fulfillment channels.  If a tangible product is being

          7    shipped, that product is coming from somewhere.  The

          8    people who are shipping that product have received it

          9    from someone.  They've gotten instructions as to who

         10    they should be sending it to, and that fulfillment

         11    channel is one that I think should be aggressively

         12    followed up.

         13            I also like the fact that there are several

         14    additional types of spam that really do also have

         15    opportunities for federal action, so, for example,

         16    consider stock, pump and dump spam, essentially people

         17    touting a stock that they would run up and dump once its

         18    value had reached some unwarranted level.

         19            The FCC could be more aggressive in terms of

         20    enforcing that.

         21            MR. BELLOVIN:  I once got Email from someone

         22    complaining that the stock he had bought from me didn't

         23    seem to be listed, what was going on.  I explained to

         24    him he was a victim of Joe job and a scam, and pointed

         25    to some FTC web pages as he threatened to sue me.  I
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          1    threw it up through corporate counsel, and I never heard

          2    from him again.

          3            MS. HARRINGTON-MCBRIDE:  It's a complicated

          4    world we live in.

          5            MR. BELLOVIN:  Right.  He said the magic word,

          6    lawsuit, I wasn't allowed to deal with legal issues

          7    there.  I had to go turn it over to somebody else.

          8            MS. HARRINGTON-MCBRIDE:  You've raised the issue

          9    of authentication, and frankly I think that is one of

         10    the technological developments, obviously again not a

         11    brand new thing since the passage of the Act, but

         12    certainly an area where there's been a lot of

         13    development.

         14            It sounds like at least a couple of you are

         15    skeptical about the effectiveness of at least the

         16    proposed authentication schemes.  To what extent does

         17    your opinion vary if you think about marrying

         18    authentication with some other technology like

         19    reputation based screening?

         20            MR. BELLOVIN:  SAI wrote on the subject, you can

         21    find it on my web site, I think I've mentioned it in the

         22    past, but the reputation based screening works only if

         23    you're getting Email from somebody who basically have a

         24    reputation.

         25            I don't get a lot of -- I get a little.  I don't
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          1    get a lot of spam from people whom I normally receive

          2    Emails from, and it's a fairly small -- in fact it's a

          3    very small piece of what I see.  It's not going to do

          4    very much good.  It's going to make life worse in many

          5    ways, especially the people who want to be able to

          6    receive Email from arbitrary parties.

          7            I'm a professor.  Students and prospectuses from

          8    whom I never heard have to be able to Email me.  Foreign

          9    students or perspective students as of today are almost

         10    always coming through Hotmail or Yahoo Mail or some such

         11    because that's where they have access at cyber cafes in

         12    their home countries.  It would do me no good whatever,

         13    I cannot refuse to accept Email on these grounds.

         14            The problem is authentication is useful for

         15    authorization.  Reputation is the only way it can work,

         16    but that's such a small piece of it I don't think it's

         17    worth much effort.

         18            MR. STSAUVER:  This is Joe.  My concern with the

         19    reputation schemes is that often they go ahead and

         20    really don't map well to what's available, so if you

         21    think about a domain, a domain is a $7 investment for a

         22    lot of folks, and at $7 it's not very hard for someone

         23    to go ahead and get a new "clean" reputation very

         24    quickly.

         25            They just register a new domain.  If you look at
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          1    things like mapping reputation to IP addresses, you run

          2    into problems with virtually hosting, high density

          3    virtual hosting with multiple concerns on a single IP

          4    address where there might be 50 or a hundred or a

          5    thousand virtual hosts all sharing reputation on one IP

          6    address.

          7            It's not clear to me how it's going to be

          8    possible to go ahead and tease out reputation given

          9    those kind of circumstances.

         10            MR. BELLOVIN:  Pennsylvania state law requiring

         11    ISPs to block access to child porn sites, that was one

         12    of the reasons it was struck because it was blocking

         13    access to legitimate sites as well.

         14            MR. STSAUVER:  Yes, I would go ahead and say too

         15    that there's also the proposal that Spamhaus has

         16    advanced to have the .mail domain which would indeed go

         17    ahead and provide a basis for reputation to move forward

         18    in that it would provide some degree of non trivial

         19    financial cost for each domain and would require there

         20    to be an established domain for a period of time and so

         21    forth.

         22            MS. HARRINGTON-MCBRIDE:  Okay.

         23            MR. STSAUVER:  One more I think I wanted to

         24    mention in terms of federal opportunities to improve

         25    thing, the mortgage spam that I receive is particularly
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          1    troubling, given that banking and the financial industry

          2    is so heavily regulated.  It seems hard for me to

          3    understand why it is that mortgage spam cannot go ahead

          4    and be more carefully controlled given that regulated

          5    environment.

          6            MS. HARRINGTON-MCBRIDE:  Okay.  Thank you.

          7            MR. EDELMAN:  This is Ben.  I think that's

          8    another affiliate issue.  The folks who are sending out

          9    spams are not banks.  They're lead generators for lead

         10    generators for lead generators who pass you on through

         11    to brokers who pass you on to banks.  The question is,

         12    as a matter of law, is that a sufficient excuse?  Can

         13    you get out of liability by being two levels or three

         14    levels or four levels removed from the guy who did the

         15    bad thing?

         16            Maybe the answer is that you can actually, that

         17    you're not culpable because you had no intent, you

         18    didn't know it was happening, we can't reasonably expect

         19    that you can do anything about it.  But I can imagine a

         20    contrary result, certainly under European law, if not

         21    under U.S. law, but even under U.S. law too.  There

         22    again, some tough regulation by a government division

         23    with appropriate authority and an appropriate mind-set

         24    would certainly be much appreciated.

         25            MR. BELLOVIN:  As I said, follow the money.
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          1            MR. STSAUVER:  Coming back to the international

          2    aspect for one second too, I would also note in the

          3    pharmaceutical spam, the pill spam, it seems like a lot

          4    of the pharmaceuticals that are being received are

          5    coming out of central Asia, India, that kind of thing,

          6    and it seems like that might be another opportunity for

          7    international outreach and coordination.  I know there

          8    have been some busts in that area recently, but I think

          9    there's probably opportunity for more anti diversion

         10    activity.

         11            MS. HARRINGTON-MCBRIDE:  Okay.  If we can, I

         12    would like to talk for a few minutes, our remaining

         13    time, about the specific provisions of the act, and to

         14    get your views on whether these provisions achieve their

         15    purpose, how effective they have been, and whether there

         16    are any concerns about enforcement of any of them, and

         17    I'll begin with the first one.

         18            We're pretty much going to move straight through

         19    the Act.  If any of you have it handy, this will look

         20    familiar to you.

         21            The Act begins with obviously some definitions

         22    and background, and then it moves into the criminal

         23    provisions and their penalties, and while the FTC is a

         24    civil law enforcement agency, we do hope to report in

         25    conjunction with consultation with the DOJ and other
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          1    authorities on the criminal provisions of the Act and

          2    their effectiveness, so if you have any thoughts about

          3    those, that would be helpful.

          4            MR. STSAUVER:  This is Joe.  My concern is

          5    largely whether or not the process can scale because the

          6    federal government largely has responsibility for

          7    enforcement of the Act right now, and because there are

          8    so many other pressing issues that you're also dealing

          9    with, I'm not sure whether or not enough cases are being

         10    brought.

         11            It would be as if the FBI were responsible for

         12    issuing speeding tickets on the interstate highways.

         13    They just have other things they also need to go ahead

         14    and do, and they certainly are making some prosecutions,

         15    but I think there's a feeling among spammers that if

         16    they go ahead and sort of stay below a threshold,

         17    they're not going to go ahead and get prosecuted.

         18            MS. HARRINGTON-MCBRIDE:  Any other thoughts on

         19    the criminal provisions?

         20            MR. BELLOVIN:  This is Steve.  How many

         21    prosections have there actually been?  I saw one in the

         22    paper yesterday or today, but I've seen very very few

         23    criminal provisions, criminal prosecutions announced.

         24    It does not seem to have been tremendously productive.

         25    Probably it's deterred because of load and priorities.
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          1            MS. HARRINGTON-MCBRIDE:  Now we can talk a

          2    little bit about the civil side.  The FTC has

          3    enforcement authority as do the State Attorneys General

          4    to enforce provisions of the Act, which have civil

          5    penalties, not criminal ones.  The first of those is the

          6    prohibition on false header information which applies to

          7    both commercial and transactional or relationship Email,

          8    the only provision in the Act that actually applies to

          9    transactional relationship Email.

         10            So I would be curious to get your thoughts on

         11    this false header provision and its efficacy and the

         12    enforcement of it.

         13            MR. STSAUVER:  This is Joe.  It seems like a lot

         14    of the false header and other technicality type things

         15    really aren't very favorably viewed as grounds for

         16    prosecution.  It seems like the cases that have moved

         17    forward and actually have been litigated have in large

         18    measure been things that have other additional grounds

         19    for proceeding, and the technicality in terms of header

         20    is just something that's essentially also called out

         21    during the prosecution but it's not the primary focus of

         22    the prosecution.

         23            Do you believe that might be a correct

         24    observation on my part?

         25            MS. HARRINGTON-MCBRIDE:  I think it is often the
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          1    case that those who are forging headers are doing it to

          2    subvert the ability of law enforcement to find them,

          3    which usually means that there's no there there, that is

          4    that there's no product being pushed, and so it is often

          5    the case that we find the falsification of headers in

          6    cases where there's also straight out fraud, so I don't

          7    think you're wrong to say that that is a correlation.

          8            MR. STSAUVER:  Okay.  If that's the case, it

          9    seems like the most useful thing would be to have it be

         10    sort of a multiplier for things like sentencing so

         11    effectively if you go ahead and send straight spam,

         12    common spam as it were, that would be a lesser offense

         13    than if you were to send spam in a fashion that is

         14    intentionally deceptive.

         15            And I think to the extent that you can structure

         16    the penalties to dis-incent that behavior, that's going

         17    to be the most useful thing.

         18            MS. HARRINGTON-MCBRIDE:  This is similar to in

         19    the Act I believe structures, there are several

         20    practices, including Email address harvesting and

         21    dictionary attacks that are not primary violations of

         22    the Act but do lead -- they're called aggravated

         23    violations, if there are violations of any other

         24    substantive provision coupled with this behavior, then

         25    the damages can be tripled.
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          1            MR. STSAUVER:  Correct, and I think that's the

          2    sort of thing that really requires more aggressive

          3    enforcement, more aggressive penalties because obviously

          4    folks are still doing the unwanted behavior.  The

          5    threshold has not been hit to deter.

          6            MR. EDELMAN:  I think that is exactly right,

          7    this is Ben, as to the threshold not being hit.  Namely

          8    the threshold could well be in the wrong place, and I

          9    have a specific example in mind.  Happy to name names

         10    here, there's a company called 180 Solutions of Seattle,

         11    Washington, which is an Adware company, putting them in

         12    the best possible light, with revenues on the order of

         13    $50 million per year, venture capital funding on the

         14    order of $40 to 50 million.

         15            They make a general practice of proceeding as

         16    follows:  They have crawlers that read advertisements at

         17    Google and Yahoo.  They then crawl the domain names of

         18    the sites that are advertised in that way, seeking Email

         19    addresses at those domains, and then they send

         20    unsolicited commercial Email to all such Email addresses

         21    in advertising their Adware service.

         22            So they are certainly obtaining addresses

         23    through crawlers in the way set out by the Act.  On the

         24    other hand that use of crawlers for the transmission of

         25    messages that are otherwise in compliance with the Act,
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          1    it is not a violation of the Act.  So this Adware

          2    company, making really horrible software that sneaks on

          3    to user's computer and does nothing beneficial for them,

          4    the Adware company nonetheless manages to comply with

          5    CAN-SPAM in its non-consensual extraction of Email

          6    addresses for would be advertisers.

          7            It's really a bad set of facts, but yet it

          8    manages to comply with the CAN-SPAM Act, suggesting the

          9    Act has the thresholds very much in the wrong place.

         10            MS. HARRINGTON-MCBRIDE:  Okay.

         11            MR. STSAUVER:  In terms of header forging and

         12    high-jacking of this and that, I would also note that

         13    there has been very little emphasis put on things like

         14    the high-jacking of IP address blocks, so if you think

         15    about the way the way the Internet currently works, the

         16    allocation of address books is supposed to be handled by

         17    central authorities, and folks aren't supposed to just

         18    pick out a block that they want to use and begin using

         19    it.

         20            That is something that has been increasingly

         21    problematic in that people will go ahead and use IP

         22    address space without authorization.  Whether or not

         23    that's a violation of the Act, I'm not sure, but I think

         24    it should go ahead and be something that is explicitly

         25    prohibited and made a criminal act.
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          1            MR. BELLOVIN:  This is Steve.  That's actually

          2    of concern to DHS right now because there are many more

          3    serious implications for the Internet of that behavior

          4    and technology.  I'm working with them.  In fact I'm

          5    going there tomorrow to plan for the third in a series

          6    of five meetings on the subject.

          7            MS. HARRINGTON-MCBRIDE:  Steve, I'm sorry.  What

          8    organization is it you're working with?

          9            MS. BELLOVIN:  Department of Homeland Security.

         10    For other reasons having to do with the stability of the

         11    Internet, not spam, they're very concerned about that

         12    technology.  They tend to high-jack and disrupt browsers

         13    and to use arbitrarily generated IP addresses.

         14            It's potentially a very serious matter for the

         15    Internet as a whole, which is why they're looking at.

         16    There have been technical solutions proposed but the

         17    ISPs community has not been willing to adopt it, mostly

         18    for financial reasons and in part for operational

         19    reasons.

         20            MS. HARRINGTON-MCBRIDE:  All right.  That's

         21    helpful.  Thank you.

         22            MR. BELLOVIN:  This is something that I've been

         23    worrying on literally for 15 years.  If you want more on

         24    that, I'll be happy to explain probably right not here

         25    and now.
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          1            MS. HARRINGTON-MCBRIDE:  We may follow-up with

          2    you.  That's useful data.

          3            A companion provision to the prohibition on

          4    false header information is the prohibition on deceptive

          5    subject lines.  Again, what this does is to make an

          6    explicit law violation of something that would already

          7    have been violative of the FTC Act as a deceptive act or

          8    practice, but it is now an explicit law violation.

          9            To what extent do you think this provision has

         10    been efficacious?

         11            MR. BELLOVIN:  Not at all.

         12            MS. HARRINGTON-MCBRIDE:  I'm sorry, is that Joe?

         13            MR. BELLOVIN:  Steve.  Not at all.

         14            MS. HARRINGTON-MCBRIDE:  Steve, sorry.

         15            MR. STSAUVER:  I would certainly agree with

         16    Steve, however.  This is Joe.

         17            MS. HARRINGTON-MCBRIDE:  Okay.  Can you expound

         18    on that a little bit, either of you?

         19            MR. STSAUVER:  I can.  I think part of what

         20    you're seeing is is that there's a huge range of

         21    potential subjects that while perhaps not deceptive as

         22    such still confuse or confound or obfuscate the intent

         23    of the message, and I think as long as there's ambiguity

         24    in human language, and there always will be, I'm not

         25    sure there's any way you can prohibit that.
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          1            MR. BELLOVIN:  This is Steve.  I think it's

          2    not -- a lot of the stuff I see is very clearly

          3    deceptive, very clearly prohibited by the wording of the

          4    Act, but it is one more piece of the illegality on top

          5    of everything else they're already doing.  It would be a

          6    minor count in the indictment if it ever came to that.

          7            As best I can tell, the real question about

          8    whether or not something is deceptive is whether or not

          9    the spammer seems to be more effective to lure you in

         10    with a teaser for X-rated something or other or low

         11    mortgage rates or to deceive you about your account, and

         12    you need to go look at it.

         13            MR. BELLOVIN:  So I think it's a question of

         14    tactics rather than any obedience or even awareness of

         15    the law.

         16            (Discussion off the record with Sprint

         17    operator.)

         18            MS. HARRINGTON-MCBRIDE:  One of the central

         19    consumer protection features of the Act is the provision

         20    that allows an opt-out.  We talked a little bit about

         21    some of your views about the potential problems that can

         22    occur by opting out, but as far as the effectiveness of

         23    this requirement in the Act which requires that each

         24    commercial Email include a functioning return address or

         25    other opt-out mechanism that must work for 30 days after
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          1    the sending of the message and which includes a safe

          2    harbor for temporary unavailability, so if someone opts

          3    out and your system is not processing, and it's

          4    unexpectedly not processing, and that's not a violation,

          5    what are your thoughts about this provision of the Act,

          6    how effective it is and the enforcement of it?

          7            MR. STSAUVER:  I think it's important to

          8    understand that I believe the opt-out paradigm is

          9    effectively broken.  I think that the correct paradigm

         10    is the opt-in paradigm that's used with the Junk Fax Law

         11    currently, and if you go ahead and require people to

         12    opt-out -- if every business in America were to go ahead

         13    and send one unsolicited mail to me every day or at

         14    least until I've opted out, I would spend my entire day

         15    doing nothing but attempting to opt-out.

         16            The other fact I would go ahead and bring to

         17    your attention is is that when you go ahead and are

         18    looking at opt-out, the opt-out process should be one

         19    that is not really subject to an exception for non

         20    availability.  The reason people have non available

         21    opt-out addresses is is that those addresses have been

         22    torn down as spammer support address, and that's just a

         23    fact of life.

         24            ISPs need to be able to kill spammers support

         25    addresses including opt-out addresses as soon as they're
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          1    identified.

          2            MS. HARRINGTON-MCBRIDE:  I think at least

          3    another potential use of that provision though is to

          4    provide a safe harbor, for example, for legitimate

          5    business that is truly going to process your opt-out,

          6    but they have a technological glitch at the time of

          7    receipt of some opt-out.  They go on sending Email, and

          8    that would otherwise be a violation of the Act, and I

          9    think that that provision is designed, as you might

         10    think many of these are, for use more by legitimate

         11    companies than by those who are defrauding consumers.

         12            MR. STSAUVER:  I guess my focus is just more on

         13    the folks in that latter category.

         14            MS. HARRINGTON-MCBRIDE:  Right.  And I think

         15    that's absolutely the case that this -- I think you can

         16    fairly say that the Act, when applied to legitimate

         17    actors, plays out very differently than when you're

         18    applying it to those who already have an intent to

         19    defraud.

         20            MR. BELLOVIN:  I think that's the real problem.

         21    This is Steve.  On the few occasions where I've given

         22    out my Email address to some company because I was

         23    curious what they were going to send me, and then I got

         24    tired of it, they stopped.  It wasn't a problem.  For

         25    example, with Palm.  It wasn't a problem with a couple
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          1    of other companies but them I knew.  I trusted them.  I

          2    didn't have any -- I have no reason to doubt what they

          3    did.

          4            I do worry when they out-source the mailing to

          5    somebody else, whom I have less confidence in, with what

          6    they're going to do with the Email address when they get

          7    it.  Yes, Palm stopped sending me Emails as soon as I

          8    asked them to stop.  It's not the legitimate actors that

          9    I'm concerned about.

         10            There was an FCC study two years ago that said

         11    what, two-thirds of spam was already illegal.  As I said

         12    that's another count in the indictment and a minor one.

         13    It's not had any effect.  They've made the decision to

         14    engage in illegal activity, in terms of the product

         15    they're pushing, and the other provisions are not on

         16    their radar screen.

         17            MS. HARRINGTON-MCBRIDE:  Okay.

         18            MR. STSAUVER:  I would like to flag the use of

         19    overseas opt-out addresses for the physical address

         20    issue.  If you have to send a letter to Cyprus, it's

         21    going to take awhile to get there, assuming it's looked

         22    at at all when it's received, and in the meantime, of

         23    course, business as usual until that letter is received.

         24            MS. HARRINGTON-MCBRIDE:  There, Joe, you're

         25    taking about the valid physical postal provision?
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          1            MR. STSAUVER:  Correct.

          2            MS. HARRINGTON-MCBRIDE:  I think that it's

          3    interesting, my reading of the Act at least is that the

          4    Act really contemplates opt-out happening in cyberspace

          5    as opposed to offline, and the requirement that you

          6    include a valid physical postal address has more to do

          7    with law enforcement being able to physically track a

          8    sender, but it's an interesting thing because I think in

          9    some cases, senders of Email have tried to suggest that

         10    while they need to have some kind an online mechanism

         11    for opting out, that they more try to sway people to

         12    opt-out through a mail address, or at least that's some

         13    of what's been reported, and I'm not sure that the Act

         14    allows for that.

         15            MR. STSAUVER:  That may be something worth

         16    clarifying.

         17            MS. HARRINGTON-MCBRIDE:  The Act also requires

         18    that certain disclosures be made.  There are three.  One

         19    is that each commercial Email include an identifier that

         20    the Email is an advertisement or solicitation.  The

         21    second is that there be clear and conspicuous notice of

         22    the recipient's right to opt-out, and the last being the

         23    valid physical postal address provision that Joe just

         24    mentioned.

         25            What's your thoughts about these disclosures and
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          1    their usefulness?

          2            MR. STSAUVER:  This is Joe.  I'm frankly quite

          3    skeptical about all three of them, at least for the

          4    criminal spammers that are my emphasis or focus.

          5            MR. BELLOVIN:  Yes.  This is Steve.  That was

          6    going to be my response too.  As I said in the last

          7    question, it's each and every count of the indictment

          8    but you have to catch them first.

          9            MS. HARRINGTON-MCBRIDE:  Okay.  I don't know to

         10    what extent you've studied the penalty scheme for

         11    CAN-SPAM.  The penalties vary depending on the agency

         12    that is bringing an action.  As I mentioned, the

         13    Department of Justice has criminal enforcement

         14    authority, and they have one penalty scheme that they're

         15    working under which can include both fines and prison

         16    time.

         17            The Federal Trade Commission has the ability to

         18    seek civil penalties in the amount of $11,000 per

         19    violation, and the States and Internet access providers

         20    also have a right of action under the statute, and they

         21    can receive markedly less per violation, in the hundreds

         22    of dollars, not the tens of thousands, but they also can

         23    receive penalties.

         24            Any thoughts of whether these penalties have

         25    been effective as a deterrent?
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          1            MR. BELLOVIN:  Steve, I don't think it's the

          2    penalty.  I think it's the probability of prosecution

          3    which is demonstrably very low.  People are not worried

          4    about penalties they don't think they'll ever have to

          5    face.

          6            MS. HARRINGTON-MCBRIDE:  Okay.

          7            MR. STSAUVER:  This is Joe.  I think it ties in

          8    nicely with the fact that we really don't have a private

          9    right of action as individuals anymore, and that's

         10    something that had been a provision of many state laws

         11    that were superseded by the Federal Act, and I think

         12    that was a cause of great concern to many people because

         13    they effectively would like to go ahead and pursue their

         14    own litigation where they can, but unfortunately that

         15    was an avenue foreclosed to them.

         16            MR. BELLOVIN:  This is Steve.  That's a good

         17    point.  One of the parties that you most want to take

         18    private action is the ISPs because they're suffering --

         19    they are ones who are bearing most of the financial

         20    burden for the spam in terms of just the capacity of

         21    mail servers they have to have with a provision to deal

         22    with it.  They're also funded well enough to actually

         23    file the lawsuit and start the investigation, which a

         24    typical consumer is not.

         25            MS. HARRINGTON-MCBRIDE:  They do have a right of
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          1    action under the statute, and actually many of the ISPs

          2    have been aggressive in their law enforcement work.

          3    They have been bringing cases obviously before CAN-SPAM,

          4    but they've been working since that time as well to

          5    bring actions, and those will be -- the list of cases

          6    brought will certainly be summarized in our report.

          7            MR. BELLOVIN:  Okay.

          8            MR. EDELMAN:  This is Ben.  As good capitalists

          9    and economists, all of us believing in markets and

         10    incentives, I think it's important to emphasize the

         11    extent to which the ISPs' efforts are the natural and

         12    predictable result of the bill as drafted, that to the

         13    extent there's been major enforcement, it has largely

         14    been by ISPs and private parties.

         15            If we thought there was too little enforcement

         16    at present, an easy and cost effective way to obtain

         17    more enforcement would be to grant causes of action to

         18    more private parties who might then bring more suits or

         19    to increase the recovery of private parties when they do

         20    bring suits so that more of them will find it profitable

         21    to do so.

         22            That would seem the most natural way to proceed

         23    with revising the Act in order to increase the

         24    probability of going after any particular spammer for

         25    the violations that we've been discussing.
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          1            MS. HARRINGTON-MCBRIDE:  Okay.  We talked a

          2    little bit before about the aggravated violations

          3    provision of the Act that makes certain practices not

          4    primary violations but does lead to increased damages if

          5    those aggravated violations are present in a case where

          6    there's a primary violation.

          7            Any thoughts about -- I know, Joe, I think you

          8    suggested that several of the primary violations should

          9    really be aggravated violations.  Any other thoughts

         10    about the aggravated violations provisions though?

         11            MR. STSAUVER:  I think when it comes to the

         12    aggravated provisions, the primary problem we come back

         13    to is one of enforcement, and I think we really need to

         14    go ahead and ensure that there are adequate resources to

         15    prosecute more individuals for the violations that are

         16    occurring, and until that occurs, we can go ahead and

         17    attempt to make changes to make those violations more

         18    substantive, but if no one ever goes to court, it's not

         19    going to go ahead and matter, if you see what I'm

         20    saying.

         21            MS. HARRINGTON-MCBRIDE:  Yes.

         22            MR. BELLOVIN:  This is Steve.  I agree

         23    completely with that.

         24            MS. HARRINGTON-MCBRIDE:  The Act also contains,

         25    as we've talked about, a sexually explicit label
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          1    provision that required the FTC to conduct a rulemaking.

          2    We've talked about that a little bit in a different

          3    context, but I didn't want to skip over it because it is

          4    one of the substantive provisions of the Act.

          5            Any further thoughts about the effectiveness of

          6    that provision?

          7            MR. STSAUVER:  Before we go on to that one, can

          8    I come back to the aggravating factors issue for just a

          9    minute?

         10            MS. HARRINGTON-MCBRIDE:  Certainly, Joe.

         11            MR. STSAUVER:  One of the concerns I have is I'm

         12    not sure we've adequately addressed or spelled out all

         13    the aggravating factors, so for example, things like use

         14    of obfuscation or intentionally filtering URLs or

         15    encoding URLs, I think that's an example of the sort of

         16    thing that should be explicilty called out as an

         17    aggravating factor.

         18            Likewise, spamvertising illegal products I think

         19    should be an aggravating factor, if that's something

         20    like warez, the pirated software, things like narcotics

         21    or child pornography.  Those should all be things that

         22    qualify as aggravating factors.

         23            Likewise things like attempts to comprise system

         24    security the way Ben has mentioned, the whole Spyware

         25    Adware issue, if that's done in conjunction with spam,
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          1    if should also be an aggravating factor.  I think there

          2    may also be situations where you have data that's

          3    explicitly or objectively incorrect.  I think that again

          4    should be an aggravating factor and I'm not sure it has

          5    been; likewise retributive action against someone who

          6    complains, so if a spammer essentially mail bombs

          7    someone, that should be an aggravating factor.  Just

          8    wanted to get those in there before we moved on to the

          9    next one.  Sorry about that.

         10            MS. HARRINGTON-MCBRIDE:  No.  Thank you.

         11            MR. BELLOVIN:  This is Steve.  As far as

         12    retribution, something else to think about that is

         13    completely different than anything we discussed is there

         14    has been in various forms of technical attacks on

         15    anti-spam log organizations, service attacks

         16    against black list groups, for example, and that's pure

         17    criminal activity even without getting into the motive,

         18    but there is the motive about why they're being

         19    targeted.

         20            Of course they're being targeted because they're

         21    interfering with the profits of the spammers.  My

         22    primary view is that security in the alliance between

         23    the spammers and the hackers has been one of the more

         24    disturbing things lately because it's created a profit

         25    for spamming and hacking.
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          1            MS. HARRINGTON-MCBRIDE:  Okay.

          2            MR. STSAUVER:  Sorry about getting off track.

          3            MS. HARRINGTON-MCBRIDE:  That's okay.  I really

          4    think we had covered the sexually explicit label

          5    requirement, but I wanted to be sure if anyone had any

          6    additional thoughts to ask about that.

          7            MR. BELLOVIN:  This is Steve.  The goal of the

          8    spammers there is to have something that's sexually

          9    explicit enough to pique someone's curiosity, but not

         10    predictable enough to be filtered.  If you put a fixed

         11    format header line or subject line, it's easy for Spam

         12    Assassin or the like to block it, and they won't do it,

         13    and it won't get through, but they want something that's

         14    going to titillate to try to attract the readership.

         15            MR. STSAUVER:  It's like having burglars be

         16    required to wear a jacket that says, hi, I am a burglar.

         17    I just doubt the degree to which criminal individuals

         18    are going to comply with that sort of self

         19    identification requirement.

         20            MS. HARRINGTON-MCBRIDE:  One interesting

         21    statistic that we've seen in the last couple of weeks

         22    reported by a couple of different sources is that

         23    pornographic Email has reduced since the passage of the

         24    Act.  I don't know if any of you have any thoughts about

         25    the reason for that reduction or the extent to which it
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          1    might have anything to do with the Act.

          2            It sounds like you're fairly skeptical of the

          3    efficacy of the provision, but we have this other

          4    statistic.  Any way to help us make sense of that?

          5            MR. BELLOVIN:  This is Steve.  I don't even know

          6    that it's correct.  I'm not keeping quantitative figures

          7    on what I personally receive.  I certainly haven't

          8    noticed any shortage of such ads in my mailbox lately.

          9    It might be that filtering is getting better.

         10            I personally would look more to what the market

         11    dynamics are.  It may be the porn market has gotten more

         12    saturated or are finding better techniques to let people

         13    find you in search engines, but I'm very skeptical that

         14    the Act itself has had anything to do with it.

         15            MS. HARRINGTON-MCBRIDE:  Okay.

         16            MR. EDELMAN:  This is Ben.  I share his

         17    skepticism as to any causation there.  I think it's

         18    spurious.  The thing that most comes to mind is the

         19    ineffectiveness of almost all of these porn Emails that

         20    folks were getting in 1998, 1999, 2000.  Those emails

         21    were not so well targeted at getting new customers.

         22            You would get happy mothers of two who are

         23    getting porn junk mail.  It just didn't make any sense

         24    as a business model.  That's not to say that other spams

         25    are particularly good business models or that spam needs
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          1    to be particularly targeted to constitute a sustainable

          2    business.  But nonetheless these were especially

          3    egregious, so they may have died a natural death because

          4    other things are more profitable to spam.

          5            MR. STSAUVER:  Or you may have actually seen the

          6    entire porn market effectively identified -- if you

          7    believe you've identified all the potential customers,

          8    your emphasis, on attracting new customers is going to

          9    be lessened.

         10            MS. HARRINGTON-MCBRIDE:  Okay.

         11            MR. BELLOVIN:  There's new teenage boys every

         12    day, that's not completely true.

         13            MS. HARRINGTON-MCBRIDE:  The next provision is

         14    the Act contains a prohibition on promotion of a

         15    person's trade or business in a commercial Email, the

         16    transmission of which violates the false or misleading

         17    header information provision, and it's one that the FTC

         18    alone can enforce.

         19            Is that a provision that you have any thoughts

         20    about?

         21            MR. STSAUVER:  Has that one been enforced by you

         22    in any context that is public?

         23            MS. HARRINGTON-MCBRIDE:  To be honest with you

         24    I'm not as up to date as I probably need to be.  We have

         25    charts and grafts being compiled left, right and center,
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          1    but I don't have any of them handy so I can't say with

          2    assurance whether it has or hasn't, but we'll certainly

          3    be doing the bean counting before the publication of

          4    report.

          5            MR. STSAUVER:  That's one I haven't really heard

          6    much activity or interest in or concern with.

          7            MS. HARRINGTON-MCBRIDE:  It's Section 6 of the

          8    Act, and I forget what provision in the codified Act it

          9    is, but it basically does put some liability on the

         10    person who uses a spammer, who uses false or misleading

         11    header information.  It attempts to provide a direct

         12    route to liability for the arguably potentially

         13    legitimate business, and so I don't know whether that

         14    approach is even in the abstract something that you all

         15    have feelings about.

         16            MR. STSAUVER:  It sounds like a sort of anti Joe

         17    job provision; is that correct?

         18            MS. HARRINGTON-MCBRIDE:  I think that's right.

         19    We're down to just two provisions here.  The second to

         20    the last is the preemption provision which we have

         21    talked a little bit about.  The CAN-SPAM Act largely

         22    preempts state law.  It does allow for the continued

         23    viability of those that are not specific to Email, but

         24    might be used to combat deceptive Email, and I wonder

         25    what your thoughts are about this preemption provision.
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          1            MR. BELLOVIN:  This is Steve.  Beyond what's

          2    been said before, the benefits of a preemption

          3    provision, the legitimate benefit to the extent that

          4    there is legitimate Email advertising going on, and

          5    there certainly is some of that by reputable companies,

          6    that's where preemption is good because then they only

          7    have to comply with one set of rules.

          8            When you're trying to target the illegitimate

          9    spam, we all know it when we see it, the preemption is

         10    bad because they're not listening to anything anyway,

         11    and you're taking away stronger policies of state

         12    enforcement action by State Attorneys General.

         13            So my recommendation -- I don't know if you can

         14    draft it this way but if it could be drafted in such a

         15    way to create the safe harbor for legitimate firms,

         16    opt-in, otherwise in compliance with the Act, it might

         17    be fine, but not where it's trying to -- not where it's

         18    serving to block enforcement actions by the States.

         19            MS. HARRINGTON-MCBRIDE:  Okay.

         20            MR. STSAUVER:  I think there's tremendous

         21    frustration at the state level, and that they really

         22    have limited options in terms of dealing with spam on a

         23    legislative basis, and I understand that there are

         24    reasons for having uniform policy on a national basis,

         25    but the reality is is we can't set uniform policy
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          1    internationally, so does it really make sense to go

          2    ahead and worry about even trying to have uniformity

          3    among 50 states?

          4            The reality is if you're in the bulk Emailing

          5    business, you're going to have to comply with a wide

          6    range of different regulations anyhow.  Why not allow

          7    the States to go ahead and exercise their discretion to

          8    determine what's appropriate for their residents, their

          9    particular circumstances?

         10            If we go ahead and have many instances where

         11    there are state laws that may not be congruent with

         12    other state laws -- and yet we as a nation have always

         13    been able to juggle that successfully before -- I really

         14    hate to see something like this become exclusive federal

         15    jurisdiction, especially if it's well known that there's

         16    a threshold below which federal action will not occur.

         17            MR. EDELMAN:  This is Ben.  The combination of

         18    the preemption with substantive prohibition that I think

         19    most folks would reasonably characterize as on the weak

         20    side of the spectrum is a perfect storm for failing to

         21    make any serious headway on the problem.  If you add one

         22    but not the other, if you add preemption but tough

         23    provisions, it might well be good enough to make a dent

         24    in the problem.

         25            If you had weak provisions but no preemption,
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          1    then other legislatures could go about their business

          2    trying to come up with better prohibitions that would

          3    actually make a difference.  But when you put those two

          4    together, you get a recipe for exactly the kind of

          5    result that folks are now complaining about.

          6            MS. HARRINGTON-MCBRIDE:  Okay.  The last

          7    provision is the mandate within the Act that the Federal

          8    Communications Commission promulgate rules to protect

          9    consumers on unwanted mobile service commercial

         10    messages, that is wireless spam rulemaking.  That

         11    rulemaking was completed, and I don't know if you all

         12    have reviewed that at all or if you any thoughts about

         13    it, but given that that is one of the substantive

         14    provisions of the Act, that's likely something we'll be

         15    reporting on.

         16            MR. STSAUVER:  I've seen it.  I think it's a

         17    good thing.  I just wonder why we can't go ahead and

         18    have similar controls for wire-line spam.  In other

         19    words, why can't a domain go ahead and be opted out in

         20    the same way for wire-line spam than it is for wireless

         21    spam.

         22            MS. HARRINGTON-MCBRIDE:  Okay.

         23            This has been very instructive for us, and we

         24    are extremely appreciative of all of you taking the time

         25    to do this.  Joe, I hate to single you out, but given
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          1    the fact that you're the one that had to get up at seven

          2    a.m. since you are on the West Coast and we didn't

          3    schedule it at a very nice time for West Coast

          4    attendees, I specifically thank you for your willingness

          5    to adjust to East Coast hours.  I'm having trouble after

          6    my recent vacation to California readjusting to East

          7    Coast hours, so I feel your pain.

          8            To each of you, Steve and Ben and Joe, I want to

          9    thank you for participating in our process.  I know that

         10    each of you has been involved in previously FTC thinking

         11    sessions on the issue of Email and some other areas, and

         12    it's very helpful to us to have this ongoing dialogue

         13    with experts out in the world who can help to inform our

         14    work.

         15            If you have any further thoughts about anything

         16    that we've talked about here today, again we would

         17    welcome your contact.  It would be best for us if you

         18    were able to do that by the middle of August.  You're

         19    welcome to Email me or anyone else on the team.  You

         20    certainly have Allyson's address I know.  Mine is

         21    cmcbride@ftc.gov, short for Catherine McBride, C M C B R

         22    I D E @ F T C.G O V, and again we would be happy to hear

         23    any further thoughts you have.

         24            If there are any data sources that you find in

         25    your work to be particularly useful and you would like
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          1    to put us on to those, whether these data sources be

          2    individual such as yourself or studies or articles or

          3    reports, we would be most happy to have those points of

          4    reference.  We're trying to cast as wide a net in this

          5    proceeding as we can to be sure that our report is

          6    comprehensive and useful to Congress.

          7            I also want to let you know that once the

          8    transcript from today's call is available, it will be

          9    circulated to each of you so that you may have an

         10    opportunity to review and correct.  Because we're doing

         11    this over the phone in particular, we may have slight

         12    gaps or word-overs.  We want to give you the opportunity

         13    to straighten that out.

         14            There are a number of participants over the

         15    several calls we're doing, and so it would be most

         16    helpful to us if you would be willing to make these

         17    corrections and send them to us in red line format.

         18    We'll send it to you as a word processing document, and

         19    if you could simply make the changes, resave it and we

         20    can red line it, that would be easiest so we can be sure

         21    to input your changes in a timely fashion and get these

         22    turned around.

         23            Allyson Himelfarb will be the contact person for

         24    this part of the process, and she'll be in touch with

         25    you as soon as the transcripts are ready, so again I
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          1    want to thank you very much for your time and your

          2    input.  We appreciate it greatly, and we hope that

          3    you'll look forward to reading the report, which will be

          4    out I can pretty much promise you not a day later than

          5    December 16, 2005.

          6            MR. BELLOVIN:  Do you want more details from me

          7    about the DHS, the bloom technical matters I was

          8    referring to?

          9            MS. HARRINGTON-MCBRIDE:  That would be helpful,

         10    Steve, if you don't mind.

         11            MR. BELLOVIN:  I'll be happy to do so.

         12            MS. HARRINGTON-MCBRIDE:  Thanks guys.  Bye-bye.

         13            (Whereupon, at 11:58 a.m., the meeting was

         14    concluded.)
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