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Re: CARU Request for Commission Approval of Self Regulatory Guidelines
under the Children’s Online Privacy Protection Rules

Dear Mr. Secretary:

The Children’s Advertising Review Unit (CARU) of the Council of Business
Bureaus (CBBB) is pleased to submit this request for Federal Trade Commission (“FTC”
or “Commission”) approval of its Guidelines for Interactive Electronic Media for Safe
Harbor status under § 312.10 of the FTC's rules implementing the Children’s Online
Privacy Protection Act ("COPPA"). Enclosed are this original and five copies of CARU’s
application for Safe Harbor along with a 3 1/2-inch disk containing the application in
Word 2000, Windows 98 format. CARU is pleased that both COPPA and the
Commission’s final rule ("the Rule") so closely mirror these Guidelines for Interactive
Electronic Media, developed by CARU in 1996.We believe that our proposed Safe
Harbor program, which builds on our successful track record of self-regulation of

children’s advertising, satisfies, and in some cases goes beyond COPPA’s requirements.

Introduction and Background

1. Establishment of CARU and Adoption of Self-Regulatory Online

Privacy Guidelines

CARU was founded 25 years ago to promote responsible children’s advertising as

part of a strategic alliance with the major advertising trade associations through the
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National Advertising Review Council (comprising AAAA, AAF, ANA and CBBB).
CARU is the children’s arm of the advertising industry’s self-regulation program and
evaluates child-directed advertising and promotional material in all media to advance
truthfulness, accuracy and consistency with our Self-Regulatory Guidelines for
Children’s Advertising (“the Guidelines”) and relevant laws. The program’s objectives
are to help advertisers deal sensitively with the child audience in a responsible fashion,
offering both general advisory services for advertisers and ad agencies and informational
materials for parents, educators, and children. CARU’s policies and procedures used to
address and resolve complaints about advertising are devised by the National Advertising
Review Council, and CARU is administered through the Council of Better Business
Bureaus (CBBB).! CARU is funded by members of the children’s advertising industry
and its Advisory Council includes leading experts in education, communications and
child development, as well as representatives of national advertisers and advertising
agencies interested in children’s advertising. As a testament to CARU’s widespread
acceptance, major national children’s advertisers and advertising agencies generally

support and adhere to the Guidelines in their advertising to children.

While the CARU self-regulatory process was established more than two decades
ago, it has evolved to encompass new product categories and marketing venues. Thus, in
response to the growth of online media and children’s content on the Internet, CARU
revised the Guidelines to include its Guidelines for Interactive Electronic Media in 1996,

http://www.bbb.org/caruguid.asp#media, making further revisions to the Guidelines in

1997 and again this year.

Continuing in the tradition of establishing media-specific guidelines as needed,
CARU has taken the lead in protecting children’s privacy in online environments,
beginning with the development and adoption of its Guidelines for Interactive Electronic
Media in 1996. CARU’s Guidelines outline the dos and don’ts for the online collection

and use of personal information from children under 13 that were later borrowed in large

! See attached, The Advertising Industry’s Process for Voluntary Self-Regulation, Procedures for
the National Advertising Division, the Children’s Advertising Review Unit and the National



part by Congress for COPPA, including the important requirements for parental
notification and verifiable parental consent. CARU maintains the leading self-regulatory
program in the nation for protecting the privacy of children who are asked to provide
personal information by online operators. The CARU self-regulatory program was cited
by the Commission as an example of successful industry self-regulation in its June 1998

report on the Commission’s 1998 survey of Websites directed to children.

2. Current Self-Regulatory Program and Brief Overview of

Modifications to Current Procedures for Safe Harbor Purposes

CARU has worked with numerous operators of Websites to achieve voluntary
compliance to protect children’s personal information and ensure that online advertising
also meets our standards. We continue to monitor many of these sites as they create new
content and features to ensure their continued commitment to our self-regulatory
principles. In addition, CARU routinely patrols the World Wide Web to monitor sites
with content directed at children to foster compliance with our Guidelines. When CARU
identifies sites with privacy practices that are inconsistent with our Guidelines, we begin
an inquiry process to attempt to bring the site into accordance voluntarily. Overall, we
have been successful in achieving voluntary compliance and in helping sites create
interactive features that do not require children to provide personal information.
However, where an operator refuses to implement necessary changes, CARU reports
such findings publicly and refers the operator to the appropriate government agency, such
as the Commission. These referrals and other decisions are publicized through press
releases and in monthly Case Reports, published by the National Advertising Division of
the CBBB. Through the Case Reports, CARU publishes formal cases and decisions
against advertisers and site operators, as well as informal inquiries resulting in voluntary
compliance or finding compliance, and any work with operators requesting pre-screening

of their promotions to ensure compliance with our Guidelines.

Advertising Review Board (hereinafter “the Procedures”)



CARU plans to continue these activities to the maximum extent possible so that
it can continue to bring its expertise to a broad array of companies involved in online
marketing to children. It envisions its Safe Harbor program being available, however, at
least initially, only to qualifying CARU supporters (and their parent and affiliated
companies). This will necessitate several changes to the current self-regulatory program
for Safe Harbor adherents.' For example, to qualify for Safe Harbor status, supporters
will be asked to formally denote their agreement (heretofore done informally) to adhere
to the CARU dispute resolution process. This process is fully explained in the
Procedures, attached as exhibit A. We will require that supporters seeking Safe Harbor
status undertake an initial self-assessment of their site(s) (exhibit B), which must be
completed and signed by a responsible corporate officer, and will use our customary
methods of seeding and monitoring to verify compliance periodically. CARU will check
to confirm that the information submitted in the Self-Assessment form accurately
describes the site’s privacy practices. We will also ask supporters to sign a self-
assessment form annually indicating that to the best of their knowledge, information and
belief, collection practices at the site(s) comport with the CARU Guidelines. Those
accepted into the CARU Safe Harbor program will be entitled to so indicate in their
privacy notices on their Websites and in notices directed to parents, and CARU will
provide a link from participants' Websites to its own Website as a verification

mechanism. The CARU Website also informs visitors of our dispute resolution process.

A detailed description of the components of the CARU program is provided in
the following sections per § 312.10 (c) request for Commission approval of self-
regulatory guidelines. We are confident that our Guidelines meet the requirements as set
out by COPPA and the Rule and that a CARU Safe Harbor program will provide
meaningful enforcement mechanisms and help foster safe and enjoyable online

experiences for children.

I. The Children's Advertising Review Unit Self-Regulatory Guidelines for
Children's Advertising



Per § 312.10 (c)(1), which requires a copy of the full text of the guidelines for
which Safe Harbor approval is sought, attached is a copy of the CARU Self-Regulatory
Guidelines for Children’s Advertising (exhibit C). These Guidelines include a section
entitled the Guidelines for Interactive Electronic Media that generally contain the
requisite components of §§ 312.3 -312.8. However, as stated in the Guidelines, the
Guidelines for Interactive Electronic Media are to be read within the broader context of
the overall Guidelines, which contain standards and principles applicable to all media. A
comparison of our Guidelines to the Rule is provided in section II of this application for

Safe Harbor status.



II. Comparison of §§ 312.3-312.8 of the Rule and CARU’s Guidelines for
Interactive Electronic Media

§ 312.3 Regulation of unfair or deceptive acts or practices in connection with the
collection, use, and/or disclosure of personal information from and about children
on the Internet.

This section of the Rule states that operators may not collect or maintain
information from a child in a manner that violates the Rule. It outlines the general
requirements of § 312.4- 312.8, which relate to notice, verifiable parental consent,
parental review of information, minimization of information collection and maintaining

the security and integrity of any data collected from a child.

The CARU Guidelines are entirely consistent with Section 312.3. Because we
base our definition of “notice” on the language in the Rule, our Guidelines necessarily

comport with the Rule. The Guidelines state:

7Y CC

CARU’s aim is that the Guidelines will always support “notice,” “choice”
and “consent” as defined by the Federal Trade Commission, and reflect
the latest developments in technology and its application to children’s
advertising.

The CARU Guidelines, like the Rule, are premised on the notion that advertisers
and site operators’ should respect and foster the parents’ role in overseeing their
children’s online experiences. In furtherance of this goal, the Guidelines call on
advertisers who communicate with children to encourage parents to check and monitor
their child’s online activities. The Guidelines also recognize that advertisers who are
children’s Website operators have certain obligations to ensure that online experiences
for children are safe and enjoyable.  As such, the Guidelines provide that online
advertisers must first minimize collection of personal information from children. Where
such collection may be needed, the operator must provide notice, in language easily
understood by a child, that explains why information is requested, and whether it is

intended to be shared, sold or distributed outside the collecting company. The Guidelines

% Under the Guidelines, the term “advertiser” also refers to online operators as defined by COPPA



also state that operators must obtain verifiable parental consent before collecting personal
information and that parents should be given a reasonable means to review personal
information collected from a child and to refuse to permit further use or maintenance. To
comport with these obligations, advertisers must institute procedures to safeguard
personal information. A more detailed description of these requirements follows in our

comparison of sections 312.4-312.8 of the Rule and our Guidelines.

§ 312.4 (a), (b). Notice, General Principles of Notice, Notice on the Website or
Online Service

These sections of the Rule provide that language used in notices or privacy
policies be clear and not confusing, that notices be prominently labeled and provided on
the operator’s home page or wherever personal information is collected from a child. As
a starting point, the CARU Guidelines emphasize that advertisers, irrespective of the
form of media, should take into account the ability of a child to understand their
messages and that language be age appropriate. The first Principle of CARU’s Guidelines

states:

1. Advertisers should always take into account the level of knowledge,
sophistication and maturity of the audience to which their message is primarily
directed. Younger children have a limited capacity for evaluating the credibility of
information they receive. They also may lack the ability to understand the nature
of the information they provide. Advertisers, therefore, have a special
responsibility to protect children from their own susceptibilities.

The Data Collection section of the Guidelines for Interactive Electronic Media
also includes the following relevant Guideline governing the use of clear and

understandable language when information is collected from a child:

2. The advertiser should disclose, in language easily understood by a child, why
the information is being requested (e.g., "We'll use your name and email to enter
you in this contest and also add it to our mailing list") and whether the
information is intended to be shared, sold or distributed outside of the collecting
advertiser company.



Thus, under the Guidelines, language used by an operator in any notice must be
clearly understandable to a child audience and the notice must explain why information
collection is necessary for the particular activity, how it will be used and whether such
information will be shared with third parties. In addition, the Guidelines specifically
provide that there be a prominent link to the operator’s privacy policy both from the
home page and before any information is collected from a child. Guideline 1 of the Data

Collection portion of our Guidelines states:

1. In all cases, the information collection or tracking practices and information
uses must be clearly disclosed, along with the means of correcting or removing
the information. The disclosure notice should be prominent and readily accessible
before any information is collected. For instance, in the case of passive tracking,
the notice should be on the page where the child enters the site. A heading such as
"Privacy”, "Our Privacy Policy", "Note to Parents", or similar designation which
allows an adult to click to obtain additional information on the site's information

collection and tracking practices and information uses is acceptable.

Section 312.4 (b)(2), (c) Content of Notice, Notice to a Parent.

These portions of the Rule outline the required content of the privacy policy and
parental notices. Under these sections, operators must (i) identify themselves; (ii)
disclose the type of information collected and whether it is gathered directly or passively;
(iii) define how personal information is used; (iv) disclose whether personal information
is disclosed to third parties, and if so, they must define to whom, the purposes of such
sharing, and how information will be protected; (v) not condition a child’s participation
on information disclosure; and (vi) give parents an opportunity to review or delete

information and refuse further use.

CARU’s Guidelines are entirely consistent with these sections. While the
Guidelines do not specifically state how the operators must identify themselves in the
notice or privacy policy, the CARU Guidelines comport with the Commission’s
definitions of notice. Thus, in order for a policy or parental notice to be compliant with
CARU’s Guidelines under our Safe Harbor program, information required by the Rule
would have to be provided in the notice or privacy policy. Guidelines 2-3 of the Data

Collection section (provided below) also provide that operators must explain why



information is collected, how it will be used and whether it is directly collected or
whether passive tools such as cookies are used. Guidelines 4-5 call on operators to
minimize information collection and Guideline 6 provides that parents and children must
be provided with a means to discontinue email communications from an operator. The

relevant portions are provided below:

2. The advertiser should disclose, in language easily understood by a child, why
the information is being requested (e.g., "We'll use your name and email to enter
you in this contest and also add it to our mailing list") and whether the
information is intended to be shared, sold or distributed outside of the collecting
advertiser company.

3. If information is collected from children through passive means (e.g.,
navigational tracking tools, browser files, etc.) this should be disclosed to the
child and the parent along with what information is being collected.

4. Advertisers should encourage the child to use an alias (e.g., "Bookworm",
"Skater", etc.), first name, nickname, initials, or other alternative to full names or
screen names which correspond with an email address for any activities which
will involve public posting.

5. If the information is optional, and not required to engage in an activity, that fact
should be clearly disclosed in language easily understood by a child (e.g., "You
don't have to answer to play the game"). The advertiser should clearly disclose
what use it will make of this information, if provided, as in #2 above, and should
not require a child to disclose more personal information than is reasonably
necessary to participate in the online activity (e.g., play a game, enter a contest,
etc.).

6. The interactivity of the medium offers the opportunity to communicate with
children through electronic mail. While this is part of the appeal of the medium, it
creates the potential for a child to receive unmanageable amounts of unsolicited
email. If an advertiser communicates with a child by email, there should be an
opportunity with each mailing for the child or parent to choose by return email to
discontinue receiving mailings.

Principle 5, of the Data Collection section also addresses the right of parents to

remove or correct information. It states:

When online contact information is collected and retained to respond directly
more than once to a child's specific request (such as an email newsletter or
contest) and will not be used for any other purpose, the company must directly



notify the parent of the nature and intended uses and permit access to the

information sufficient to permit a parent to remove or correct the information.

Consistent with the Rule’s exceptions to the requirement of verifiable parental
consent, where CARU compliant sites collect a child’s online contact information, a
parent’s email address 1s also requested at the time of collection. (To protect the privacy
of parents, our Guidelines further provide that parental contact information should be
used only for the purposes of providing notification or obtaining requisite consent.) The
parent then receives direct notification from the operator that her child has provided
information, a description of the information provided and an explanation of the purpose
for such collection (i.e. your child has provided her email address to receive a newsletter
or participate in a contest). The parent is then told how the information is used (i.e. this
information is used to provide the newsletter or for the online contest and will not be
shared with third parties) and how parents can review and modify or delete the

information to prevent further contact.

Similarly, where online information collection or activities do trigger the need for
verifiable parental consent, parents are provided with notice in the consent form
explaining that the operator wishes to collect the child’s information and why consent is
necessitated. This consent form also includes the company information, including
contact information. It also explains how the information will be used (i.e. internal uses
or a full description of with whom such information may be shared) and that the parent
has the option to consent to the collection and use of her child’s personal information
without consenting to the disclosure of that information to third parties; and that the
parent may modify or delete such information, with an explanation of how the parent can
do so. (The right of the parent to modify or delete information is explained in further
detail in the discussion of Section 312.6). As noted above, an added component to our
Safe Harbor program is that the privacy policy or notice of a site participating in the
CARU Safe Harbor program will include a statement that the operator intends to comply
with our Guidelines and participate in the CARU dispute resolution process if a violation
of the Guidelines or Rule is found, as well as information on how to contact CARU. The

participating site will be permitted to provide a link from its Privacy Policy to a page on
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CARU’s Website with a list of participants to verify that they are indeed involved in our
self-regulatory process (and remain in good standing). This link will also provide contact
information for parents to reach CARU if they have concerns about the operator’s

practices.

Section 312.5 Parental Consent

This section of the Rule governs notice to a parent, when verifiable parental
consent or direct parental notification are required. The CARU Guidelines are completely
consistent with the spirit of the parental notice and consent requirements. The CARU
Guidelines require Website operators to obtain verifiable parental consent any time the
operator collects real world, personal information that would enable a third party to
directly contact a child. Thus, the CARU Guidelines require verifiable parental consent
when personal information will be shared with or distributed to third parties, except for
parties that are agents or affiliates of the company or provide support for the internal
operation of the Website and that agree not to disclose or use the information for any
other purpose. Verifiable parental consent is also needed where the operator enables the
child to disclose this information to third parties as is possible through a bulletin board,

chat room or personalized home page.

CARU requires verifiable parental consent to be obtained, using methods deemed
to be appropriate and reliable, in any instance where personal information is collected
from a child for purposes other than exclusively for internal marketing. CARU currently
requires that site operators obtain verifiable parental consent either through toll free
numbers that parents can call to register their child, credit card registrations, or signed
consent forms received through postal mail or via facsimile. When verifiable parental
consent is obtained through a signed consent form sent via postal mail or facsimile, by a
parent calling a toll free number or by an approved online method, the parent could also
be required to provide a PIN number or password that could be used in the future to
modify such consent or to allow the parent to access the specific information collected
from the child. The following Principles appear in the Data Collection section of the

CARU QGuidelines:
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2 When personal information (such as email addresses or screen names associated with
other personal information) will be publicly posted which will enable others to
communicate directly with the child online, or when the child will be able otherwise to
communicate directly with others, the company must obtain prior verifiable parental
consent.

3 When personal information will be shared or distributed to third parties, except for
parties that are agents or affiliates of the company or provide support for the internal
operation of the Website and that agree not to disclose or use the information for any
other purpose, the company must obtain prior verifiable parental consent.

Thus, where verifiable parental consent is needed, under the Guidelines, the
parent must be told why the consent is necessary (i.e. what triggers the need for verifiable
consent) and parents must be told how information will be used (i.e. for registration for

chat or for third party sharing). Parents must be told how they can review and delete or

modify such information as well.

Similarly, where the Rule does not require prior parental consent, but instead
requires direct parental notification, (where online information such as e-mail will be
used to respond to a specific request, such as contest entry) Guideline 5 of the Data

Collection section meets the Rule requirements. It states:

When online contact information is collected and retained to respond directly
more than once to a child's specific request (such as an email newsletter or
contest) and will not be used for any other purpose, the company must directly
notify the parent of the nature and intended uses and permit access to the
information sufficient to permit a parent to remove or correct the information.

Where the Rule requires verifiable parental consent — i.e. where personal
information is collected and the information is not shared with any third parties (or

affiliates with different information collection and disclosure practices), CARU’s

Guidelines are entirely consistent. Guideline 4 of the Data Collection section states:

When personal information is obtained for a company’s internal use, and there is
no disclosure, verifiable parental consent may be obtained through the use of
email coupled with some additional steps to provide assurance that the person
providing the consent is the parent. [The acceptability of this method for
obtaining verifiable parental consent will sunset pursuant to the Rule, and is

12



intended to provide industry the opportunity to develop seamless digital methods
of securing verifiable parental consent through technological innovation.]

Section 312.6 Right of parent to review personal information provided by child.

Section 312.6 governs the right of the parent to review personal information
provided by a child. In keeping with the CARU principles of respecting and fostering the
parents’ role in providing guidance for their children, the Guidelines specify that
advertisers who communicate with children through email should encourage parents to
check and monitor their children’s use of email and other online activities regularly. The
CARU Guidelines contemplate parental choice, including the choice to discontinue
receiving email information or to delete information obtained about a child. For

example, the Guidelines state:

Further, these children’s Guidelines must be overlaid on the broader, and still
developing industry standards for protecting and respecting privacy preferences.
These industry standards include disclosure of what information is being collected
and its intended uses, and the opportunity for the consumer to withhold consent
for its collection for marketing purposes. Thus, in the case of Websites directed
to children that collect personal information from children, reasonable efforts,
taking into consideration available technology, should be made to establish that
notice is offered to, and choice exercised by a parent or guardian.

In all cases, the information collection or tracking practices and information
must be clearly disclosed, along with the means of correcting or removing the
information.

When online contact information collected and retained to respond more than

once directly to a child's specific request (such as an email newsletter or contest)

and will not be used for any other purpose, the company must directly notify the
parent of the nature and intended uses and permit access to the information
sufficient to permit a parent to remove or correct the information.

These principles apply not only where online information is collected and direct
notification is required pursuant to the exceptions under the Rule and the Guidelines.
They also apply where information collection triggers verifiable parental consent. In
cases where more than online information is collected and verifiable parental consent is

needed, CARU supports the methods outlined in the Rule for operators to verify that the

person seeking such information is the child’s parent. Flexibility is key to assuring that
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the requirements of the Rule are met and that the site meets its obligations in a manner
best suited to its own business model. Thus, when a parent provides parental consent,
either by completing a mailed or facsimile consent form, or by calling a toll free
registration number, or by an acceptable online means the parent could create a PIN
number or password that could be used to modify or delete the child’s account. By using
a PIN number or password created by the parent, the company would have reasonable
assurance that the person seeking to modify or delete information via e-mail is the person
that registered or consented to any uses of information in the first place. Parents could

also be asked to provide a driver's license or similar accepted method of identification.

Section 312.7. Prohibition against conditioning a child’s participation on collection
of personal information.

As a starting point, many sites that CARU currently works with to ensure
adherence to our Guidelines on advertising and privacy offer a wide array of content
without requiring children to provide personal information. Recognizing that some
interactive activities may require a child to register with a site or provide personal
information, the CARU Guidelines, like Section 312.7, establish that operators should not
ask a child to disclose more personal information than is reasonably necessary to

participate in the online activity. Guideline 5 of the Data Collection section states:

If the information is optional, and not required to engage in an activity, that fact
should be clearly disclosed in language easily understood by a child (e.g., "You
don't have to answer to play the game"). The advertiser should clearly disclose
what use it will make of this information, if provided, as in #2 above, and should
not require a child to disclose more personal information than is reasonably
necessary to participate in the online activity (e.g., play a game, enter a contest,
etc.).

Similarly, the Guidelines also address this issue in the Sweepstakes and Contests

section, point 5, which provides that advertisers should collect as little information as

possible from a child entering an online contest. It states:

Online contests should not require the child to provide more information than is
necessary and should be limited where possible to information including the
child’s and parent’s email addresses. Per the Data Collection section of the
Guidelires, parents should be contacted and receive direct notification when a

14



child enters a contest to provide offline contact information to fulfill the contest
(e.g. verify winner eligibility and send prize).

Section 312.8. Confidentiality, security, and integrity of personal information
collected from children.

Operators, to adhere to the requirements of the CARU Guidelines, must have

security procedures in place. The relevant provision in this regard states that:

. .these children’s Guidelines must be overlaid on the broader, and still
developing industry standards for protecting and respecting privacy
preferences.

Companies cannot adhere to the Guidelines absent internal security mechanisms
that protect children’s personal information from loss, misuse, unauthorized access, or
improper disclosure without consent. The CARU Guidelines recognize that security
techniques are constantly evolving and changing, in part as a result of the ingenuity of
hackers. Typical procedures that might be adopted include those outlined by the FTC,
and the CARU staff inquires about the specific procedures used by a Website in their
checks of Websites.
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III. The CARU Assessment Mechanism Meets the Requirements of the Rule

Section 312.10(b)(2) requires that a "mandatory mechanism" be used to conduct
an assessment of compliance with self-regulatory guidelines. Since the mandatory
mechanism required is a performance standard, and the Commission has set out various
alternatives for achieving this standard, CARU intends to attain compliance primarily

using a combination of three mechanisms.

First, CARU will continue to conduct both routine monitoring and the review of
online practices and seeding already used in order to achieve voluntary compliance with
our Guidelines for Interactive Electronic Media. CARU has experienced significant
success in working with a number of site operators, even prior to the enactment of
COPPA and the promulgation of the Rule, to achieve voluntary compliance with our
Guidelines using these two methods. In our experience, operators have not only worked
to become compliant when contacted by us, but have proactively sought our help when
they create new areas or features of their sites to ensure continued compliance. To
bolster the effectiveness of our program, site owners that seek to qualify as “Safe
Harbored operators,” will be required to provide an Assessment Certificate, including an
explanation of the operator’s data collection and privacy protection practices. As a part of
the assessment, the company will also be required to pledge to adhere both to the
Guidelines and to participate in the dispute resolution process offered by CARU. The
mechanisms we intend to use to satisfy COPPA’s Safe Harbor requirements are described

in detail below.
1. Routine Monitoring coupled with a Self-assessment Certificate:

CARU currently conducts comprehensive reviews of information collection and
privacy practices of sites that either voluntarily seek compliance or those that come to our

attention via routine patrolling of children’s online areas. When CARU conducts an

initial review of a site’s practices (see attached Website Review Form, Exhibit D), CARU
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first reviews the site to ensure that it has a privacy policy. The policy must include all
components outlined in the Guidelines and as defined by the Rule and must be
prominently featured on the homepage and linked in all areas where the site collects

personal information.

CARU then reviews the site for consistency with the privacy policy. For
example, if the privacy policy states that the site does not collect any information from
users or only uses cookies without any other personal information, CARU reviews the
entire site to determine that there are no areas where a child is asked for information. If
the site’s privacy policy states that information is collected for participation in certain
areas, CARU then reviews any features that require a child to provide personal
information to determine whether the information collection triggers a need for direct
parental notification or verifiable parental consent. (If the site’s privacy policy fails to
state that information is collected or if the site fails to provide direct parental notification
or obtain verifiable parental consent, CARU begins an informal inquiry to seek changes
for the site to become compliant. Where an operator does not make the necessary
changes or fails to remove non-compliant content, a formal case may be opened.) (See

section IV for an explanation of CARU’s enforcement mechanism/ case procedures)

For example, when CARU reviews an online contest, CARU seeks to ensure
compliance with the sections of our Guidelines governing Sweepstakes and Contests and
sections of the Guidelines for Interactive Electronic Media that govern Data Collection to

cnsure:

1) that no more data than is necessary is collected, and
2) that there 1s a prominent link to a compliant privacy policy on the site’s home

page and in all places where personal information will be collected.
Under CARU’s Guidelines, operators are encouraged to collect only a child’s and

parent’s email address for online contests as permitted also by section 312.5(c)(3) of

COPPA. If only email information is collected, CARU seeks to ensure the parent

17



receives direct notification that their child has entered the contest (the direct notification
requirements are discussed in detail above in section II). When a winner is selected, we
recommend that the site operator directly notify the parent of the child who has won to
obtain any necessary winner eligibility/verification information or offline contact

information as may be required.

For operators that seek to participate in the CARU Safe Harbor program, the
initial review conducted by CARU would also require the operator to provide a self-
assessment document further explaining the information practices. The self-assessment

document asks the Website operator to describe:

the types of information collected from children at the operator's site

e how the information is collected (e.g. passive tools or direct collection through site
registration, contest entries, or the like)

e whether children may be contacted by third parties or may directly contact others
through site features (e.g. chat, bulletin boards)

e how parents receive direct notification of the collection of their child’s information

e how verifiable parental consent (if necessitated by features on the site) is obtained

e how the information is used (e.g. internal uses, third party sharing) and by whom (i.e.
operators will have to identify all third parties and partners)

e what type of protection 1s accorded data to ensure its integrity from outside abuse (by
hackers); and what type of internal mechanisms are used to protect data from
employee abuse

e data retention and how parents are provided the ability to delete or modify their

child’s information

After the initial site review is complete, CARU will conduct routine monitoring
and patrolling periodically throughout the year to ensure continued compliance. The
CARU Safe Harbor program will include a requirement that participants advise CARU of
any material change in the information collection practices previously adopted at the site.

This, again, is merely a formalization of existing practice, as currently, sites that are
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CARU compliant frequently seek our assistance and approval when new features
requiring children to provide personal information are created. The operator’s practices
will be reviewed periodically on an unannounced basis, and a self-assessment statement

must be submitted to the CARU staff annually.

2. Seeding

CARU will “seed” any sites that seek to participate in our Safe Harbor program.
Seeding will offer us the ability to ensure that the operator’s information practices are
consistent with those stated in the privacy policy or notices to parents and the information
provided by the company to CARU. This will mean that CARU will create a unique
registration, as a child, and will supply the necessary registration information such as an
email address and unique parental email address or any other information collected from
child users. We will then have the ability to review the parental notice to ascertain that
all of the necessary information is provided. We will be able to determine that
information is not being utilized by the site for other purposes since we will have the
ability to review the unique email account created for the child to see what type of
messages are sent to the account. By creating a unique registration, we will also be able
to determine whether the site is minimizing information collection as our Guidelines

recommend.

Where a site needs to obtain verifiable parental consent for a child to participate
in a site feature, CARU will complete an offline method of parental registration. Thus,
depending on the method used by the site to obtain offline verification, CARU will
follow the same procedures as would a parent. This will provide us with a method of
ascertaining that the site is actually obtaining consent as required, and that the parent is
offered a method to delete or modify the information collected. Thus, after completing a
unique registration with the site, CARU will seek to modify or delete the information to

test the site’s practices.
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IV. The CARU Compliance Incentives Provide Proven, Effective Enforcement of
Our Guidelines and the Rule

In the Rule, the listed optional incentives for compliance with self-regulatory
guidelines, include (i) mandatory, public reporting of disciplinary action taken against
subject operators by the industry group promulgating the guidelines; (ii) consumer
redress; (iii) voluntary payments to the United States Treasury in connection with an
industry-directed program for violators of the guidelines; or (iv) referral to the
Commission of operators who engage in a pattern or practice of violating the guidelines.
The Procedures for the National Advertising Division/ Children’s Advertising Review
Unit/ National Advertising Review Board (“the Procedures”) already provide an

enforcement mechanism that meets the standard set out by the rule.

Under the Procedures, an operator who appears to be in violation of our
guidelines is contacted by CARU and asked to make changes necessary to conform her
practices to CARU's guidelines and the Rule. If the operator has harmed a user (for
example, by transferring personal information, without verifiable parental consent, to a
third party), CARU will seek to have the operator repair that harm. CARU might, for
example, ask the operator to retrieve that information from the third party and ensure that

it is not used by itself, the party to whom it was transferred, or any subsequent transferee.

Currently; as required by the Procedures, where an actor fails to
voluntarily comply with the Guidelines after CARU has opened a formal case against the
operator, CARU refers the case to the Commission. Additionally, Section 2.1 (C) of the
Procedures requires that through press releases and in the monthly NAD Case Reports,
published by the National Advertising Division of the Council of Better Business
Bureaus, CARU reports formal cases against advertisers and site operators. Press
releases and information about recent decisions are also available on the CARU Website.

Thus, public reporting is also a requirement of our program.

In addition to referral to the Commission and public reporting, CARU will also

have the right to require the operator to remove any link or statement in its privacy policy
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that refers to its status as a participant in good standing in the CARU Safe Harbor
program. CARU will also remove the URL/name of the operator’s Website from its list

of operators in good standing on the CARU Website where a site is non-compliant.

In Conclusion

CARU commends the Commission for its efforts in promulgating the Rule
under COPPA. We believe that the Rule provides a meaningful explanation of COPPA
and has devised the protocols necessary to implement it. Moreover, since CARU’s Self-
Regulatory Guidelines for Children’s Advertising, which include our Guidelines for
Interactive Electronic Media, provided the philosophical underpinnings for both COPPA
and the Rule, we believe that CARU has the ability to offer an effective Safe Harbor
program, that will promote consumer confidence, children’s safety and privacy and foster

good practices by online operators as envisioned by the Commission.

Respectfully submitted,

nybigﬂ (%(;»\7&(

Elizabeth Lascoutx, Esq.
Vice President/Director

Phyllis Spaeth, Esq.
Staff Attorney
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National Advertising Division, Children's Advertising Review Unit & National
Advertising Review Board

Procedures
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Effective November 1, 1998 (As amended, July 30, 1998)
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1.1 Definitions

A.The term "national advertising" shall include any paid commercial message, in any
medium (including labeling), if it has the purpose of inducing a sale or other
commercial transaction or persuading the audience of the value or usefulness of a
company, product or service; if it is disseminated nationally orto a  substantial portion
of the United States, or is test market advertising prepared for national campaigns; and if
the content is controlled by the advertiser.

B. The term "advertiser" shall mean any person or other legal entity who engages in
"national advertising."

C. The term "advertising agency" shall mean any organization engaged in the creation
and/or placement of "national advertising." he term "public or non-industrymember" shall
mean any person who has a reputation for achievements in the public interest.

2.1 NAD/CARU

A. Function and Policies

The National Advertising Division of the Council of Better Business Bureaus (hereinafter
NAD), and the Children's Advertising Review Unit (CARU), shall be responsible for
recetving or initiating, evaluating, investigating, analyzing (in conjunction with outside
experts, 1f warranted, and upon notice to the parties), and holding negotiations with an
advertiser, and resolving complaints or questions from any source involving the truth or
accuracy of national advertising, or consistency with CARU's Self-Regulatory Guidelines
for Children's Advertising.

B. Advertising Monitoring

NAD and CARU are charged with independent responsibility for monitoring and
reviewing national advertising for truthfulness, accuracy and, in the case of CARU,
consistency with CARU's Self-Regulatory Guidelines for Children's Advertising.

C. Case Reports

The Council of Better Business Bureaus shall publish at least ten times each year the
Case Reports, which will include the final case decisions of NAD, CARU and NARB,
and summaries of any other matters concluded since the previous issue. Each final NAD,
CARU and NARB case decision shall identify the advertiser, challenger, advertising
agency, product or service, and subject matter reviewed. It shall also include a summary
of each party's position, NAD,CARU or the NARB's decision and its rationale, and a
concise Advertiser's Statement, if any. (See Section 2.8). CARU shall publish in the Case
Reports a summary of CARU's actions, other than formal cases, during the preceding
month. Included in this Activity Report, shall be the following:

i. Inquiries-summaries of informal inquiries under CARU's Expedited
Procedures(see Section 2.10 below);
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ii. Pre-Screening/Submissions-summaries of storyboards or videotapes of
proposed advertising submitted to CARU for prescreening; and

. iii. Commentaries-information, either news or policy, which CARU believes is
appropriate to disseminate to its readership.

D. Confidentiality of NAD/CARU Proceedings

It 1s the policy of the National Advertising Division of the Council of Better Business
Bureaus not to endorse any company, product, or service, and a decision of "Advertising
Substantiated" (see Section 2.8) should not be construed as such. Correspondingly, an
advertiser's voluntary modification of advertising, in cooperation with NAD/CARU's
self-regulatory efforts, is not to be construed as an admission of any impropriety. To
ensure the integrity and cooperative nature of the review process, parties to NAD/CARU
proceedings must agree: 1) to keep the proceedings confidential throughout the review
process; and 2) not to subpoena any witnesses or documents from NAD/CARU/NARB
regarding the review proceeding in any future court or other proceeding (except for the
purpose of authentication of a final, published case decision by a staff member) and to
pay attorneys fees and costs if such a subpoena is attempted and successfully resisted;
and, 3) after a decision has been published, not to mischaracterize any NAD/CARU/
NARB case decision or use and/or disseminate any NAD/CARU/NARBE case decision for
any advertising and/or promotion